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Abstract: 

Today’s enterprises are facing some basic business challenges for which identity  

federation solutions are uniquely suited. Most online applications and ecommerce  

incorporate partner integration that provides to the user secure access to the partner’s 

site without needing to sign-on again. 

Additionally, organizations must provide these SSO services without having to add large 

numbers of users to an enterprise directory or having to manage those identities over time. A 

trust mechanism must exist in order to allow users who are authenticated in one domain to be 

trusted in a another domain. Finally, these technical challenges must be managed within the 

constraints of existing business and legal agreements that define thresholds for acceptable use, 

risk and indemnification. [14] 

 

The purpose of this thesis is to model a framework and to suggest the requirements needed of 

the Public Key Infrastructure for the multiple domain interoperability. This model describes 

the relationship between certificate authorities for establishing the trust mechanism through 

the techniques which are described in details of the design model description. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



1. Introduction:

The need for authentication has increased for multi domain, for example if a 

Relying Party or Verifier which exists in one Trust Domain has to authenticate the resource 

from another trust domain, it needs to follow the policies and trust mechanism of the other 

trust domains. This scenario creates the need for the Federation of the Identity Providers or 

Certificate Authority. Multiple solutions are available in the market which offer Federation of 

the Identity Providers including WS-Federation . OpenID and Federated Identity using 

Attribute Aggregation and WAYF (Where Are You From) for Identity Provider discovery. 

Details of all these solutions are discussed below. 

1.1 Problem Statement 

The problem is that if a user who has his identity credentials from some Identity 

Provider (Issuer or Certification Authority) tries to access a resource on some Relying 

Party which is registered with some other Identity Provider .These kind of issues 

arises when two independent environment exist  having their respective trust domains 

established through some Certificate Authority. Like in a real world example if a user 

having the Login Credentials from one Trust domain tries to login to another website 

to access it’s resources which are tied to another Trust domain . Currently the user 

could not do so because the Website Site’s certification authority did not recognize 

the User’s certificate which is obtained from another CA. So here we need the 

Federation between two different Identity Providers, so we could build the trust 

between multiple domains. Authorization of the resources at the Relying Party is out 

of the scope of this thesis work. 

1.2 Research Methodology 

The design methodology is used for conducting the thesis work .The primary purpose 

is the design of the identity federation solution through multi domain authentication 

using PKI. The following steps are involved in the research methodology including 

problem analysis, design of identity federation solution, development work and 

evaluation work. 

2. Details of  E-Authentication Process

System use authentication to check whether the user has authorization to access the resource, 

by establishing the confidence in user identities. The E- Authentication process begins with 

the process when the user requests a Registration Authority (RA) for the subscription of the 

Credential Service Provider (CSP). When the subscription is approved, a token is issued to the 

identifier. This token is then used for the authentication purpose. 



The User can use an alias during the authentication process to remain anonymous , which is 

called pseudonym. RA used a process called identity proofing to checks the Subscriber (User) 

association with the name which is required in Level 2 of Assurance. In E-Authentication 

model the Claimant is called the user or the applicant who wants to access a resource at the 

Relying Party through Verifier , and its only possible if the Claimant could prove the 

possession of the authentication token to the Relying Party using the authentication protocol. 

The Verifier then passes the assertion to the Relying Party about the identity of the 

subscriber/claimant. Both the Relying Party and the Verifier could be one module if they 

belong to a single domain. The Claimants identity could be attributes of the Claimant , like if 

he is a student then it could be its name , student number , name address, etc. 

Authentication of the Claimant by the Verifier does not ensures the authorization for Relying 

Party resource(s). The authorization part is managed by the Relying Party to check whether 

the applicant has the privileges to access the resource or not. 

Following are the detailed steps of interaction between Relying Party (RP) , Claimant (User) 

and the Identity Provider (IdP) 

1- The user registers at the RA (Registration Authority).

2- The RA performs identity proofing of the applicant.

3- RA sends the registration confirmation message to the CSP when the identity proofing

is successful.

4- A secret token is established between the subscriber and the CSP.

5- The CSP maintains the credentials of the applicant and its status , including the

registration data collected for its lifetime.

The detailed steps of the interaction between the Verifier and the Claimant for the 

authentication purpose to perform the operation are described below in detail 

1. The Claimant uses authentication protocol to show to the Verifier that he has the

token.

2. To confirm the validity of the Token , the CSP is contacted by the Verifier.

3. If the Verifier and the Relying Party are independent , then the  Verifier makes an

assertion to the Relying Party about the identity attributes of the Claimant.

4. After successful authentication , the authentication session is established between the

Relying Party and the Subscriber.

The Verifier and the CSP do not need to communicate over the physical link if they already 

have a trust established using the digital certificate. If the Verifier , CSP , RA and the 

Claimant all exist in the same domain then the interaction between these entities would be 

through local messages . CSP maintains the status information of the subscriber credentials , 

each token issued to the Subscriber by the CSP has a expiration date, and when a token 

expires it is revoked, so the Claimant needs to contact CSP again for the fresh token. 



The Applicant , Subscriber or Claimant know all the name of the user who wishes to access 

the resource on the Relying Party . If the user requests the CSP for the credentials, then the 

user is called the Subscriber of the CSP. When the request for the credentials is accepted, a 

user maybe the subscriber of the multiple CSP's if he needs credentials for different 

applications. It’s the responsibility of the Identity Provider to uniquely identify each 

subscriber and for each token track the credentials of the subscriber. 

RA and CSP have close relations but there is a possibility that one RA has relationships with  

multiple CSP and one CSP has relationships with multiple RAs. 

To achieve level at assurance 3, the registration and identity proofing , the token , binding 

between token and identity proofing , the authentication protocol and authentication assertions 

should use minimum at Level 3 assurance. 

 

 

 

                    Figure 1 - NIST SP 800-63-1 E-Authentication Architectural Model [4] 

 

2.1    Assertions between the Relying Party and the Verifier 

When the Verifier verifies the credentials of the subscriber from the CSP , it generates an 

assertion to the Relying Party about the authentication results. If both the Verifier and the 

Relying Party is one entity, then the assertion is implicit. There are two ways for 

communicating the assertions to the Relying Party: either it can be sent directly to the Relying 

Party or indirectly through the Claimant. It is the responsibility of the Relying Party to 

maintain the integrity of the assertions in both ways. The integrity can be managed when the 

Relying Party and the Verifier communicate using reliable communication channel like SSL 



or TLS. But when the communication is over any open network, then it is the responsibility of 

the Verifier to secure the subscriber’s credentials. 

 

2.1.1 Direct Assertion between Verifier and the Relying Party 

In the direction assertion , when the user authenticate himself to the Verifier using the 

authentication token , the Verifier creates an assertion for the User to send it to the Relying 

Party. 

 

Figure2: Direct Assertion [4] 

2.1.2 Indirect Assertion 

In this model the Verifier creates an assertion reference and assertion to the Relying Party to 

the Relying Party. The assertion reference is used by the Subscriber for the authentication 

with the Relying Party 

 

Figure 3: Indirect Assertion. [4] 



Assertion between the RP and the Verifier can be established in the following ways. 

Cookies:  

Cookies can be used as pointer to Assertions. 

SAML Assertions: 

SAML is Security Assertion Markup Language. It is an open standard based on XML for 

exchanging the authentication information between the Verifier and the Relying Party. The 

SAML assertions contain information about the issuer of the assertion, the validity period and 

subject. 

Kerberos Tickets: 

Using Session keys between the Relying Party and Verifier for passing Assertions, Kerberos 

can also be used for the authentication of the Claimant over an un-trusted network. 

Assertions for Federated Identity: 

Assertion based authentication of the User can be used for the Single-Sign-On purpose also, 

where the user has to authenticate once to the Verifier and he can access the services of 

multiple relying parties without any further authentication. This mechanism also helps for the 

implementation of the Federated Identity where the Subscriber can link multiple identities 

with different relying parties. In Federation all the entities including Relying Party , Verifier 

and CSP work together under common trust mechanism. 

 

2.2    Levels of Assurance in the Authentication Process 

There are four levels of assurances in the authentication process which are described below. 

[4]  

Level 1: 

Cryptography and identity proofing is not used at this level for blocking the attacker. Simple 

password challenge –response protocols are required, and a hacker can use the dictionary 

attack to fetch the password during the protocol message exchange. There is a possibility that 

the authentication credentials are revealed to the Verifier.  

Level 2: 

Level 2 provides single factor remote authentication and identity proofing is mandatory, 

multiple authentication technologies can be used including secret tokens , pre-registered 

knowledge tokens , lookup secret token , out-of-bound token and single factor one-time 

password. At this level it is not easy for the attacker to hijack the session, and the protocol is 

also weakly resistant to man-in-the-middle attack.   

Level 3: 



At Level 3 two authentication factors are required and the proof for the possession of the 

Token through cryptography is required, which avoids the impersonation attacks at level 2. 

The process is that the Claimant(user) proves that he controls the token through secure 

authentication protocol. The shared secrets operated by CSP are not revealed to any third 

party except the Verifier and the claimant, also the assertions used by the Verifier are 

protected by the repudiation as compared to Level 2.  

Level 4: 

In addition to Level 3 security threats include the in-person identity proofing and usage of 

“hard” cryptography tokens. The claimant needs to prove that he controls the token through 

some secure authentication protocol which is resistant to the man-in-the middle attack. 

At Level 4 “Holder-of-Key” assertions are used instead of the “bearer” assertions to establish 

the identification of the claimant to the Relying Party.  

 

3. Identity Federation 

A federated identity in information technology is the means of linking a person's electronic 

identity and attributes, stored across multiple distinct identity management systems[5]. 

The complexity of handling identity increases because of the handling of external users for 

multiple applications, handling flow of data between internal and external system, and the 

dependency on the web services. Federation means “united in an alliance”, so “identity 

federation” is the collection of members who unite for identity information collaboration. 

Service Provider often called Relying Party and Identity Provider are two main roles in the 

Federation. Identity Provider is the issuer of the digital identity while the Relying Party 

verifies identity credentials and enables the resource for the user on the basis of the 

authorization mechanism. The other name of the Identity Provider is Asserting or Assuring 

party. [4] 

3.1.  Provider vs. User Centric Federation 

There are mainly two approaches for Federation, depending upon the fact who initiated the 

process: 

3.1.1.    Provider-centric Federation 

The provider centric approach starts from the circle of trust between multiple Identity 

Providers and Relying Parties for sharing the authentication information. It includes Identity 

Provider which handles and manages the identities while the Relying Party for supplying 

resources to the user. The security of approach is higher since policies can be easily 

implemented across mutiple users. 

 

http://en.wikipedia.org/wiki/Information_technology
http://en.wikipedia.org/wiki/Digital_identity
http://en.wikipedia.org/wiki/Digital_identity
http://en.wikipedia.org/wiki/Identity_management


3.1.2.     User-Centric Federation 

User controls the identity in the user centric identity federation. Real life example is Social 

Security Number in USA or Person Number in Sweden. Every public institution trust the 

validity of the social security number, so there is a trust between the Government authority 

which issues the SSN and different public institutions, and the Bank Identity Provider will 

only issue the credit/debit card to the user who has social security number. 

 

3.2. Developing Trust between the Parties 

There is a possibility of different levels of trust between Identity Providers and service 

providers. It could one to one , one to many and many to many. One service provider can 

provide services to more Identity Providers, and one Identity Provider can have relationship 

with more than one service provider. So it is important to develop strong trust relationships 

between these parties, so that legitimate members could access data within the Federation and 

the services provided by the Relying Party. 

Adding checks at the service provider for security and the trust could be a trade off with the 

efficiency of the flow of information. The Relying Party needs an architecture which supports 

trust relationship with the Identity Providers, and management of the authentication data, 

because in the absence of any trust model the service provider can’t trust all the information 

provided by the Identity Provider. 

 

4. Federation Protocols 

The primary purpose of the Federation protocols is to unite different entities together in a 

Federation for secure message passing for communication and to support the authentication, 

these protocols normally use PKI for security and XML for message passing. The members of 

the Federation can use the Public Key Infrastructure to support authentication by proving their 

identity by showing digital certificates to other parties. When a user tries to access a resource 

of the service provider, it is routed to the Identity Provider for authentication , and then an 

assertion is build which contains the identity information back to the Service provider, which 

allows the Service provider to enable the resource to the user depending on the authorization. 

4.1    SSO Identity Federation 

The primary purpose of the Single Sign-on is that the user can authenticate to multiple 

applications while authenticating only once. Single Sign-on can support Federation protocols 

including WS- Federation and SAML. It is quite common these days that most of the 

enterprises are running their own SSO, so by building trust between these enterprises it is 

possible that the user in one enterprise could use the resources in other enterprise applications. 

Single Sign-on strengthens the identity Federation as the user has to be authenticated once 

while using multiple applications in an enterprise. 



From the user perspective the login process is the same as he uses the Login authentication 

page provided by the Services Provider, regardless of the fact that the request is routed to the 

authentication page of the Identity Provider behind the scene. So in fact in actual the user is 

authenticated by the Identity Provider 

 

3.2.1. Service Provider Initiated SSO 

 

 

Figure 4 : Access to Application through SP [3] 

If for the first time no session exists between the Services Provider and the user , and the user 

initiates to access a resource at the Services provider, the user needs to be authenticated. The 

user is redirected to the Identity Provider for the authentication. The IdP checks the 

credentials of the user like Password, Token etc. Once the credentials are verified the IdP 

makes an assertion about the User’s identity for the Service Provider, then the Relying Party 

or the Services Provider creates the session for the user, so he could access the resource. 

 

 

 

 



3.2.2. Identity Provider Initiated SSO 

 

 

Figure 5: Identity Provider initiated SSO  [3] 

In the case Identity Provider starts the assertion for the Replying Party, one of the examples is 

like where the user accesses local environment and tries to access the external environment. 

3.3. Identity Provider Discovery 

A service to guide a user to his or her Identity Provider. The goal of a "Where Are You From" 

(WAYF) service is to guide a user to his or her Identity Provider. Some documentation also 

calls this the "Identity Provider Discovery" service. 

Basically, all the WAYF has to accomplish is to present the user a list of Identity Providers 

and redirect the user's web browser to the selected Identity Provider (IdP) or back to the 

Service Provider (the web application that the user is trying to access). Some WAYFs have 

additional features which enhance the user's ease-of use. This includes several methods of 

remembering or guessing user's Identity Provider selection. Usually by storing a persistent 

cookie which indicates the user's previous choice of Identity Provider.[1] 

 

Facts about WAYF  
WAYF is a Single Sign-On system which permits using one single login to access several 

web based services. 



 WAYF creates connections between the login systems at the connected institutions and 

external web based services. 

 WAYF ensures that users give their consent to have information about them passed on to the 

web based services. 

 WAYF does not store any personally identifiable data. 

WAYF stands for Where Are You From. You have to answer that question when you log into 

a web based service using WAYF login. [2] 

 

 

4.2.1    Details 

When the user tries to access a resource at the Service Provider (Relying Party), the user is 

directed to the respective Identity Provider for the authentication purpose. For small 

federations it is easy for the Service provider to redirect the user to the Relying Party, but 

when there exist multiple Service Providers and Identity Providers, and then it becomes 

difficult to decide which Identity Provider to use for the authentication. WAYF (where are 

you from) Service helps in choosing the right Identity Provider for the authentication. The 

discovery process can be both automatic or manual. If the user’s browser’s IP address or the 

persistent user cookie is used then it is automatic while if the user itself selects the Identity 

Provider from the IdP list, then it is called manual. [3] 

 

The following are components of the Discovery mechanism: 

Federation Discovery 

For the Identity Provider to automatically discover the respective Identity Provider of the user 

,the Federation standard includes those profiles which build these processes. 

Web WAYF 

For the discovery of the Identity Provider some kind of the web interface is required , this 

interface helps the user in choosing the Identity Provider for the first time of the discovery 

process, the interface also assist the user to store the reference of the Identity Provider so the 

next time the user does not have to query the Identity Provider again. 

IdP Registery 

Contains the list of all the Identity Providers , to build the circle of trust. 

IdP Selection Rules 

The rules used for the selection of the IdP during the discovery process, these rules can be 

based on source IP address or the referrer in the HTTP redirect. 

 



 

 

 

3.4.    Decentralized Web Authentication for Federation 

OpenID is an open standard which supports decentralized protocol for authentication through 

Relying Party using the third party services. 

It is a decentralized protocol so there is no need for any central authority which registers the 

Identity Provider and the Relying Party. The user can choose the Identity Provider of his 

choice and also they can retain their identity information if they happen to change the Identity 

Provider. Openid provider uses simple HTTP request/response messages for communication 

with other parties.  

The following are the detailed steps of the authentication in OpenID protocol. 

 

Figure 6: OpenID Protocol message Passing details. [7] 

1. The User first initiates the authentication process by giving the user-supplied 

identifier to the Relying Party. 

2.  The Relying Party normalizes the identifier, and then the Relying Party 

performs the discovery operation for the respective OpenID Identity Provider 

and develops the end-point URL with the user for the authentication purpose. 



3. To secure the communication channel between the Relying Party and the 

OpenID Provider, the OpenID Provider can use the Diffie-Hellman Key 

Exchange protocol for signing the messages. 

4. The Relying Party re-directs the user to the OpenID provider for the 

authentication request. 

5. The OpenID provider validates that either the end-user has valid credentials or 

not. 

6.  The OpenID provider forwards the user-agent of the user to the Relying Party 

with either the positive assertion (authentication approved) or negative 

assertion (authentication not approved). 

7.  The Relying Party then checks the values sent by the OpeniD provider and 

verifies the signature from the OP. 

 

3.5. WS Federation 

 

WS-Federation defines mechanisms for allowing separate security realms to broker 

information on identities, identity attributes and authentication.[10] 

It is a collection of different security domains for sharing resources after 

establishing secure relationship between them. The purpose of establishing the 

relationship is to establish security attributes , which is needed for  formation of 

federation. The Relying Party uses this context to authenticate and authorize the 

user. If the Resource and the Identity Provider exist in different domains , then to 

federate these entities an agreement is needed between them about a mechanism to 

securely transport the information over the unprotected networks. The 

Communication topologies used by the Federated entities require exchange of 

metadata , and publishing the endpoint references where services could be found 

out, including security policies which need to be considered while accessing these 

services. 

 

WS-Federation reuses the WS-Trust security token service model and on top of that 

simplifies federated services development using cross-realm communication.[11] 

 

 



 
Figure 7: Federation and Trust Model. [12] 

 

The same mechanism can be used by the Web Services (SOAP) requestor and also 

the Web browser requestors . The web services requestors are capable of interacting 

with the Web services providers and can understand the WS-Trust and WS-Security 

mechanisms. In the web browser the WS-* messages are encoded in the HTTP 

messages and they can be transferred to Identity Provider and resource provider 

(STS , Secure Token Service) 

 

The features of WS-Federation are mentioned below (details of the features are out 

of the scope of thesis work). 

 

- Federation Metadata 

- Authorization 

- Authentication Types 

- Pseudonym services 

- Privacy 

- Policy Metadata 

- Federated Sign out 

- Web Requestor. 

 

4. PKI Trust Model 

Large scale authentication mechanisms can be build using the public key cryptography. Two 

most common trust models which exist today using PKI are hierarchy and bridge which will 

be discussed in more details below. Public Key Infrastructure consists of the user who is 

being authenticated , Verifiers and authentication authority. In some cases Verifier and user or 

principal could be a single module. PKI infrastructure details are out of scope of this thesis 

work . The purpose of outlining PKI here is to show the usage of PKI in the Federation 

protocols. 



 

4.1. Trust Mechanisms 

The authority who creates the certificate needs to have secure communication channel with 

the participant and the Verifier for sharing the authority keys, and for that a Trust Mechanism 

needs to be developed between the parties.  Four Trust mechanisms exist which are discussed 

below in detail.[6] 

4.1.1. Out-of-bound Trust Mechanism 

1- Storing the digest of the authority key in a trusted location and sending the 

unprotected key over the unsecured link, the receiver can verify the key using digest of 

the authority key. 

2- The security of the protocol is ensured using the key derived from the random 

characters. 

3- Using the key in the trusted solutions. 

 

4.1.2. Certificate Trust List 

This is an extension of the previous mechanism where the fingerprints are stored in the 

trustworthy location. But here fingerprints are secured by the TLM (Trust List Manager) 

signatures. 

 

Figure 8: CTL [6] 

- In the public-private key pair of the principal , the private key is stored with 

confidentiality and integrity in the local storage and the public key is send to CA. 

- The public key of the principal is signed by the CA, and returned back to the principal 

along with CA’s public key. 

- The public key of the TLM’s (Trust List Managers) is stored with integrity by the 

Verifier. 

- The TLM imports the CA’s public key. 

- The finger print of the CA’s public key is calculated by the TML, and it is sent to the 

Verifier after singing the fingerprint in the form of a certificate.  



- If the principal has to authenticate itself to the Verifier, its attaches the CA’s public 

key, certificate along with signing the data structure. 

 

4.1.3. Certificate Request Message:  

Registration Authority (RA) uses the certificate request message. 

Following steps describes this trust mechanism. 

 

Figure 9: Certificate Request Message flow details [6] 

-  The user sends the public key to RA from public-private key pair. 

- The Registration Authority signs the public key of the principal , and sends it to CA 

- CA checks the signature of the RA , it signs the public key of the principal using its 

own private key if the signature of  RA is valid, and the certificate is sent to the User. 

- Verifier using the Trust mechanism obtains the public key of Certification Authority. 

- Verifier authenticates the User using the  signed data structure and certificate sent by 

the User , using the public key of the certificate authority. 

 

4.1.4. Cross Certification 

More than one certification authorities are involved in this trust mechanism. The details are 

described below. 

 



Figure 10: Cross Certification Details [6] 

1- The User sends the public key to Certification Authority 1. 

2- The public key is signed by the CA1 and is returned back to the principal. 

3- Verifier gets the public key of Certification Authority 2 using the trust mechanism, 

and stores it with integrity so that it is not altered by someone else. 

4- Certification Authority 2 obtains the public key of Certification Authority 1 and then 

signs the key in the data structure , which is called Cross Certificate. 

5- The User/Principal sends the signed data structure and its certificate to the Verifier for 

the authentication. 

6- Using the unsecured link , Verifier gets the cross certificate of the Certification 

Authority 2 , the principal is verified by the verifier using the public key and the cross 

certificate of CA2 , the data structure , the certificate and the signature. 

 

4.2. Trust Mechanism Evolution 

The trust mechanism described above are in operation, but not all the solutions are operable in 

multiple domains as they are still in the evolution phase. Following figure the status of the 

large scale PKI’s. 

 

Figure 11: Trust Mechanism Evolution [6] 

 

The combination of trust mechanisms are used in large scale PKIs, Out of bound mechanism 

is the initial point for them which includes sending the public key of CA to Verifier through a 

secure channel. Trust anchor of the Verifier validates the certificate of the authority key. 

There are mainly two trust models in large scale PKI. 

4.2.1. Hierarchical Trust Model 



In a hierarchical trust model , the authority key is bound to only one certificate  

 

 

Figure 12: Trust Mechanism in the Hierarchical Trust Model 

 

In the above figure the arrow “” indicates that one party trusts the other party. If the arrow 

is from X to Y, it means that X trusts Y or Y’s public key is passed to X which means if 

someone relies on the X’s public key, he can also rely on Y’s public key.  

Four Trust Mechanism are used in the hierarchical trust model , out of bound mechanism is 

used between Verifier and the Trust List Manager , and certificate trust list between TLM 

and root CA and cross certificate between subordinate and the root CA , and RA, while cert 

request message between principal and RA. We can conclude from the above that the trust is 

transitive in specific conditions.  

In the hierarchical trust each entity has only one certificate, so the Trust List Manager can 

trust more than one root , but the subordinate CA can only trust its root CA, and the 

principal/user can be linked to only one Subordinate CA. Principal certificate is generated in 

the chain originating from the root CA and the certification path is distributed between the 

Verifier and the principal. As the communication channel between the entities of the 

hierarchical trust model is one-directional, so the encryption certificates must be issued before 

the communication starts. The advanced concept in Hierarchical Trust Model is multiple 

rooted trust hierarchies which is a more practical solution, because it is not possible for a 

single hierarchy to exist in isolation. 

 

4.2.2. Bridge Trust Model 

The solution of the Subordinate CA not being certified by more than one root CA in the 

Hierarchical trust is the Bridge Trust Mode. The Bridge Model of trust is little similar to the 

hierarchical trust except the fact that the Root CA has been renamed to Bridge CA, and the 



TLM and Subordinate CA is renamed to Spoke CA. This model use cross-certificate in place 

of the certificate trust list mechanism.  

 

 

Figure 13: Bridge Trust Model [6] 

One more difference is that more than one Bridge CA can certify the Spoke Certification 

Authority as compared to the hierarchical model where only one Root CA can certify 

Subordinate CA. In the Bridge Model the Principal using the single key pair can work with 

more than one bridge through one Spoke CA as compared to the hierarchical model, where 

the principal has to have a separate key pair for each root, and there must be subordinate CA 

for each root. 

 

4.2.3. Bridge Trust model vs. Hierarchical Trust Model 

The difference is that in the Bridge Trust Model the Principal and the Spoke CA must operate 

under a single policy which is collectively acceptable to all the bridge CA’s , while on the 

other hand, in the hierarchical model each subordinate CA must operate with a separate policy 

of each of its respective root CA and the principal needs to follow the policy of the root by 

which their private key is certified.  



 

Figure 14: Bridge vs Hierarchy [6] 

The Verifier in the hierarchical model selects the policy by choosing the root CA for 

performing the transaction to verify the certificate of the Principal. So both the Principal and 

the Verifier need to work together to choose the suitable CA. While in case of Bridge Model 

the Verifier selects the policy itself , so no coordination is required with the Principal for 

selecting the policy. But both the Verifier and the principal need to make sure  that all the 

CA’s which came in their validation path have the policy which is  ideal for the transaction. 

 

4.3. Path Validation in Hierarchical and Bridge Model: 

In the hierarchical model the Principal needs to have the Certificate for each root CA  , and  

the principal needs to choose the certificate which could be validated by the Verifier . 

 

Figure 15: Path Development in Hierarchical model [6] 

Principal selects one of its private keys and traverse the chain of certificates until it is matched 

with one of the CTL of the Verifier, and if the certificate is not matched then the Principal 

chooses another private key and keeps traversing the chain until the certificate is matched 



with the Verifier’s CTL. In that case a complete path is developed for validation or the 

Principal is left with no more private keys. All the certificates of Principal have their own 

policies and each policy is tied to its Root CA  

 

 

Figure 16: Path Validation in Bridge Model [6] 

In the Bridge Model the principal has only one certificate and the number of paths needed by 

the Principal to be verified by the Verified is undecided. So it is difficult to devise an 

algorithm which could identify the number of paths needed to do the validation. In that case 

certain rules need to be defined on the cross-certificates which could identify the invalid 

paths. Path validation is performed in other ways around initiating from the Verifier and 

moving towards the principal. It is called Path Validation in the forward direction. 

 

5. Multi Domain PKI Authentication 

The solution is to build a framework where issuing CA’s of the independent domains could be 

united in a PKI, so that the Relying Party (a user or agent that relies on the data in a certificate 

in making decisions, according to the 4
th

 Edition of the X.509) of one domain could validate 

the public key certificate of the other domain . 

5.1. Public key infrastructure is a set of CA(s) which perform certificate and token 

management. When the trust relationship is built the trusting parties have to work 

under the single Certificate policy document having the same set of rules for 

management and issuance of certificates. 



 

Figure17: X.509 Public Key Certificate [9] 

There are two types of public key certificates. 

- CA Certificate 

- End-Entity Certificate. 

CA-Certificate is a kind of public key certificate which is issued to those parties who are 

themselves certification authorities , while the End Entity certificates are issued to those 

parties who themselves can't generate the certificates. 

CA-Certificates can be categorized as below. 

- Self-issued certificate: When the issuer and the subject are the same Certification Authority 

, it is called Self-issued certificate. 

- Self Signed Certificate: These certificates are issued for the advertisement of their public 

key, it is a special case of the self-issued certificates  when the private key used by a CA is 

used to sign the certificate corresponding to the public key which is certified within the 

certificate. 

- Cross-certificate: This is a certificate where the issuer and the subject are different CAs. 

CAs issue certificates to other CAs either as a mechanism to authorize the subject CA's 

existence (e.g. in a strict hierarchy) or to recognize the existence of the subject CA (e.g. 

in a distributed trust model). The cross-certificate structure is used for both of these. [9] 

Cross-certificate could be both Unilateral and Bilateral. When the superior CA issues cross 

certificate to the subordinate CA, it is called Unilateral Cross-certification which is normally 

used in Hierarchical models, while when both the CA's issues cross-certificates to each other 

it is called bilateral cross-certificates, which is normally used in the distributed trust model. In 

the current scope of the thesis work we will only use unilateral cross-certificate , as our model 

is a hierarchical model. 



 

Figure 18: Cross Certification. [8] 

The Relying Party may authenticate a message originator and verify the integrity of the 

message by "using" the message originator's corresponding certificate to verify a digital 

signature associated with the message [9]. The Relying Party always trusts a CA (called Root 

CA or trust anchor) which is always at the top of the hierarchy which is used for the 

certificate validation .When a PKI would like to develop a trust relationship with other PKI's 

,it has to designate one of its CA (if the PKI contains more than one CA) to issue a cross 

certificate to the designated CA . The CA which generates the cross certificate is called the 

"intermediate CA" and the CA who is the subject of the CA is called the "Subject CA". If a 

Relying Party has to use Public key certificate, it has to be validated, and for that the 

Certification Path (chain of Public key certificates) has to be established between the Root 

CA's (Trust anchor of Relying Party) public key certificate and the public key certificate 

which needs to be validated. 

 

5.2. Chain of Certificates 

The construction of the Certification path includes the discovery of Certificate chains between 

the end-entity certificate and the trust anchor. There are two types of certification paths one in 

forward direction (from end-entity certificate towards the trust anchor) and the other in the 

backward direction (from trust anchor towards end-entity's certificate). In the current thesis 

work we will use the forward direction certification path because we are using hierarchical 

trust model in our design and the studies have shown that the forward direction paths are well 

suited for the hierarchical models.  

It’s a good practice to "name chain" all the certificates staring from the trust anchor to the 

end-entity's certificate for building the certification path , so that the subject name in one 

certificate should be the issuer name in the other certificate, as shown in the figure below. 

 



 

Figure 19: Certificate Chain [9] 

 

All the certificates between the self-signed certificate and the End-Entity certificate are called 

the intermediate certificates, and all the certificates are CA certificates except the end entity’s 

certificate. To link together the certificates while building the certification path , the issuer 

and the subject domain name can be used . Like in the figure shown above , the issuer of the 

End Entity certificate is CA2 which is the second last CA in the Certificate chain , while for it 

the certificate issuer is CA1, and the process continues still we reach the CA0’s certicate. 

 

5.3. Certification Path  

Certification path is an ordered list of public key certificates starting with a public-key signed 

by the trust anchor and ending with the public key certificate to be validated. All intermediate 

certificates, if any, are CA-certificates in which the subject of the preceding certificate is the 

issuer of the following certificate. Each public-key certificate in a certification path is unique. 

A path that contains the same certificate multiple times is not valid certification path.[8] 



 

Figure 20: Certification path [8] 

The trust relationship can be comprised if the certification path grows exponentially. The 

same istrue for the public key certificate validation which results in the Certificate policy 

extension, so it’s the responsibility of the Relying Party to keep these checks in place. 

5.4. PKI with multiple Assurance Levels 

It’s possible that sometimes the PKI issues certificates at multiple assurance levels, and in that 

case a separate Policy OID's needs to defined for each assurance level in the Certificate Policy 

Document, and in that case the PKIs which are involved in the trust relationship will have that 

relationship specific to that particular assurance level. This relationship needs to be defined in 

the cross-certificates issued by the PKIs in the PKI domain. 

5.5. Trust Relationship Development 

 Each PKI maintains its own set of the Policy Object Identifiers P OID (rules governing the 

issuance and management of certificates), Certificate Policy Document (defines the purpose 

and community of interest of the PKI domain) as mentioned in RFC 3647 and Principal or 

Intermediate CA (CA having self-signed certificate for cross-certification with other PKI's). 

Through a process called Policy Mapping, the PKI review the external PKI Certificate Policy 

Document before establishing Trust relationship with it. 

5.6. Policy Mapping 

Some certification paths may cross boundaries between policy domains. The warranties and 

obligations according to which the cross-certificate is issued may be materially equivalent to 

some or all of the warranties and obligations according to which the subject CA issues 

certificates to end-entities, even though the policy authorities under which the two CAs 

operate may have selected different object identifiers for these materially equivalent policies. 



In this case, the intermediate CA may include a policy mappings extension in the cross-

certificate. In the policy mappings extension, the intermediate CA assures the Relying Party 

that it will continue to enjoy the familiar warranties, and that it should continue to fulfill its 

familiar obligations, even though subsequent entities in the certification path operate in a 

different policy domain. The intermediate CA should include one or more mappings for each 

of a subset of the policies under which it issued the cross-certificate, and it should not include 

mappings for any other policies. If one or more of the certificate policies according to which 

the subject CA operates is identical to those according to which the intermediate CA operates 

(i.e., it has the same unique identifier), then these identifiers should be excluded from the 

policy mapping extension, but included in the certificate policies, extension. Policy mapping 

has the effect of converting all policy identifiers in certificates further down the certification 

path to the identifier of the equivalent policy, as recognized by the Relying Party.[8] 

 

5.7. Multi Domain Authentication in PKI Design Model: 

 

Figure 21: PKI Model for Multi Domain Authentication. 

 

5.7.1. Design Details  

  In Figure 21 shown above , a PKI model is developed having Root CA as the Trust Anchor 

for both the two Relying parties and the Certification Authorities (CA1 and CA2) . RP1 and 

RP2 respectively have hierarchical trust model with the Root CA. In this model the Relying 

Party from one domain can validate a Subscriber (verifying the signed messages of the 



subscriber) of the other domain because of the Cross Certification using the Certificate 

Chaining and Certificate path validation mechanisms, as described above in detail. Like in 

this case the user1 of the Domain 1 having public key certificate from CA1 when tries to login 

at the Relying Party 2 which is registered to CA2, then the Relying Party2 validates the public 

key certificate of End User2 through its Trust Anchor (Root CA in our case) using the cross-

certification mechanism. The Trust Anchor (Root CA in our case) is starting point for the 

certificate path validation for the Relying parties. 

 The unilateral cross-certificates issued by the Root CA to the CA1 and CA2 can include the 

policy mapping to add rules for building the trust prerequisites which will strengthen and 

secure the trust relationships between two domains. 

 

5.7.2. Evaluation and Demo 

The implementation consists of two independent PKI domains having their own certification 

authority , Relying Party and the End User. For each domain the Relying Party registers the 

user and helps in generating the certificate from the Certification authority using the Public 

key. The same Relying Party will be used for verifying Certificates. Either they are valid or 

not. The client (Relying Party) also contains a list of the public key certificates for the 

respective user .If the user want he can revoke the certificate. All these certificate are saved 

permanently in the CRL (certificate repository list) , while the user credentials are saved in 

the database and the user is only allowed to login if his credentials are validated. The user 

session is timed to 5 minutes if the user did not perform any activity. The session is 

configurable in the code. 

Now using the cross certificates the user of one Domain, say A, can get his certificates 

validated by the Relying Party of the Domain B. So the scenario is that when the user of 

Domain A presents his public certificate to Domain B , the Relying Party of Domain B 

contact its Trust Anchor which is Root CA for certificate validation , The Root CA is already 

cross-certified with the Certification authority of the Domain B which helps in validating the 

credentials of Domain A in the Domain B. 

 

Main Page of Domain A and B  



 

Figure 22: Relying Party of Domain A running on Port 8081 at the Local Host 

 

 

Figure 23: Relying Party of Domain B running on Port 8080 at the Local Host 

 

5.7.2.1.   User Registration with the Relying Party 

First user registers with the Registration Authority which also acts as the Agent for the 

Certification Authority. The user provides his first name, last name, email address and 

password for authentication.  

Registeration Authority primary functions are: 

 It is Responsible for the user authentication. 

 Maintains the data about the new and the revoked certificates. 

 Performs some functions on the behalf of Certification Authority. 



 Acts as an intermediary agent between Prospective CA's and the Certification 

authority. 

 

Figure 24: User Registration in the Domain A 

 

5.7.2.2. Certificate Generation Using Public Key 

Certificate is generated by the Certification Authority using the Public key , and 

the respective credentials of the user like Name , Organization , Country, etc. 

 

In this example , the public key Certificate is created for the User “Daniel 

Knuttson” once he is registered by the Relying Party of Domain A. 

 



  

Figure 25: Certification creation 

5.7.2.3.Certificate Repository 

The Certificate list is a repository of Public key certificates which are accessible to users of 

the public key infrastructure.  

Primary functions of the Certificate Repository are: 

1. Database of Public key certificates, revocation list etc. 

2. Public key certificates are downloadable. 

3. Being available to users of the PKI 

 

 



Figure 26: Certificate List 

5.7.2.4.MultiDomain Authentication 

Now as the two Domains are connected to each other using the Trust Anchor (Root CA) and 

the cross-certificates , the user of Domain A can validate his Certificate at the Domain B , and 

login to Relying Party of the Domain B , as shown in figure below: “Daniel Knuttson” user 

registered in the Domain A (http://localhost:8081/UserAuthA/), login into the Domain B 

(http://localhost:8080/UserAuthB/) using his credentials. 

Figure 27: User of Domain A , authenticating at Domain B 

Figure 28: User Certificate details 



5.7.2.5.Certification Authority (CA) 

The Certification Authority is responsible for creation, issuance and the management of 

public key certificates which are used in PKI. The CA can revoke and also archive 

certificates; they are dependent on the Certificate repositories to deliver the certificates. CA is 

also capable of generating the cross-certificates for other CA's according to the Policies 

which govern these CA's.  

Figure 29: Certificate validation 

6. Further Work:

 This design model for PKI authentication described above can be extended further from two 

PKI domains to multiple PKI domains by dedicating one of the CA of the PKI domain as the 

Principal or the Intermediate CA which could be used for Cross-Certification with the Root 

CA (Trust anchor) ,  
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