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Abstract 

Every day there are internet users all over the world who sends a total sum of millions of emails and 

instant messages and a majority of these are sent and transmitted without any form of encryption. 

When we send an unencrypted message it can be monitored, analyzed and even stored by organiza-

tions and individuals. Therefore using encrypted communication is vital for not having our privacy 

violated. One of the problems that needs to be solved is to allow two persons to communicate in 

(near) real time through text over internet in a secure and easy way for the user, while at the same 

time allowing the user to have a good experience and maintaining confidentiality. The chat client 

should be able to communicate with other platforms than only itself and must therefore use and fol-

low an existing protocol for instant messaging. To receive a true end-to-end encryption, all data 

needs to be encrypted and decrypted locally on the user's computer before it is sent out on the inter-

net. SSL / TLS can be used as a protective layer, but it must be complemented by an extra and sepa-

rate layer of encryption since SSL / TLS is not an authentic end-to-end encryption. This is because 

of the SSL data is decrypted when they land on the server, while true end-to-end data is only de-

crypted locally on the receivers computer. This thesis have resulted in a working chat client built on 

the XMPP protocol with support for using OTR encryption that offers true end-to-end encryption. 
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Sammanfattning 

Varje dag finns det internetanvändare världen över som sammanlagt skickar miljontals email och 

direktmeddelanden vilka majoriteten skickas och överförs utan någon form utav kryptering. När vi 

skickar ett okrypterat meddelande kan det bli övervakat, analyserat och till och med lagrat utav or-

ganisationer och individer. Därför är användande utav krypterad kommunikation avgörande för att 

inte vår integritet ska kränkas. Ett utav problemen som behöver lösas är att tillåta två personer att 

kommunicera i (nära) realtid genom text över internet på ett säkert och enkelt sätt för användaren. 

Detta samtidigt som användaren har en bra användarupplevelse och bibehåller konfidentialitet. 

Chattklienten ska kunna kommunicera med andra plattformar än sig själv och måste därmed an-

vända sig utav och följa ett existerande protokoll för direktmeddelanden. För att få en riktig end-to-

end kryptering måste all data krypteras och dekrypteras lokalt på användarens dator innan det 

skickas över internet. SSL / TLS kan användas som ett skyddande lager, men måste kompletteras av 

ett extra och separat lager av kryptering då SSL / TLS inte är äkta ”end-to-end” kryptering. Detta är 

på grund utav att SSL data är dekrypterad när det kommer till servern, medan äkta ”end-to-end” 

kryptering endast är dekrypterat lokalt på mottagarens dator. Denna avhandling resulterade i en 

fungerande chattklient byggt på XMPP protokollet med stöd för OTR kryptering som erbjuder äkta 

”end-to-end” kryptering. 
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1 Introduction 

People want to be able to communicate with each other in real time (or at least near real time 

since some delays are inevitable) while protecting the exchange of information that takes place be-

tween the parties from a third party from accessing the exchanged information in order to maintain 

integrity (and perhaps confidentiality) of the conversation. Integrity and confidentiality come from 

“the CIA principle” [1]. CIA stands for Confidentiality, Integrity and Availability. These are three key 

aspects that have to be guaranteed in any kind of secure systems. Confidentiality is an ability to pro-

tect and “hide” information from unauthorized people, for instance making sure that the unauthor-

ized persons cannot read the content of a message. Integrity is an ability to ensure that the data has 

not been tampered with and is presented accurately when sent to the receiver. Availability is the abil-

ity to ensure that it is always accessible for the authorized persons at all time. [1]. 

This thesis project was carried out at a company called Intergrid AB. The thesis project aims at 

implementing a fully functional chat client with an option to use an extra security layer to ensure a 

secure communication with design choices that are made so that the user will not experience the se-

curity and encryption as an obstacle.  The “Design Science” [2] methodology was used during this 

thesis combined with the Feature Driven Development project method. 

All charts/diagrams in this report have been made using www.draw.io. 

 

1.1 Background 

The eXtensible Messaging and Preference Protocol (XMPP) [3] is a protocol used for communica-

tions using Extensible Markup Language (XML) [4]. More people are nowadays using the internet as 

their primary way of communication using different services. These services might not be using en-

cryption to secure the communication between the users so that a third party can be able to obtain 

these messages and read them. Alternatively, it can be the company providing the service who is able 

to read the messages in plain text and use them later in a way that the user might not find to be in 

their best of interest. Therefore privacy matters even for persons with the “I have nothing to hide” 

policy. It might be doubtable that a person would share the same content with a complete stranger 

that he/she would share with a close friend, so why should it be any difference when communicating 

over internet?  

This thesis project is focus on building a chat client and then integrate and implement an encryp-

tion method called Off-The-Record (OTR) encryption together with the chat client that is using the 

XMPP-protocol 

 

1.2 Problem definition 

The problem that needs to be solved is to allow two parties to communicate in (near) real time 

through text over internet in a secure and easy way while allowing the user to have a good experi-

ence. This is achieved while still maintaining the security by not allowing a third party to access the 

exchanged information. The chat client will in the future then be implemented and integrated with 

existing systems already in use today. I will however not implement this during this project since it 

will be out of scope. 

http://www.draw.io/
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To receive the true end-to-end encryption, all data is encrypted and decrypted on the user's local 

computer before it is sent out on the internet. SSL / TLS can be used as a protective layer, but a sep-

arate layer of encryption must complement it since SSL / TLS is not an authentic end-to-end en-

cryption since the SSL data is decrypted when they land on the server. Whereas true end-to-end 

data is only decrypted locally on the receivers computer by the receiver when the user reads the 

message, and vice versa when sending a message. 

1.3 Purpose 

The purpose of this thesis project is to deliver a chat client that in the future will be integrated with 

the current existing service called “CounterMail”, which allows the client customers of CounterMail 

to be able to communicate with each other in "near real time" without the need to install a third party 

chat client. The chat client will be extended by adding an extra layer of encryption for protecting con-

fidentiality when exchanging information.  

The purpose is to choose and design the chat client so that the security and encryption will not be 

an obstacle for the users. Obstacles could for instance be that the encryption, decryption and login 

would take “to much” time. The purpose with my own part of this project is to practically apply and 

use my skills in these areas and create something that authentic users will use. 

 

1.4 Goals 

The main goal of this thesis is to deliver the final product as a fully functional chat client that will 

connect with an existing server currently running today, which is allowing users to communicate in 

(near) real time with other users on our own service, CounterMail, with an option to use an extra layer 

of encryption to allow users of the chat client to communicate safely.  

The requirements are that it should be secure (in the shape of anonymity and confidentiality for 

the end users), easy to use, and for the future it will be integrated well with the existing service, with-

out need for third party add-ons and meet the requirements of the problem description. 

The main goal have been divided into the following sub goals: 

1. Research about XMPP 

2. Choose a suitable programming language for allowing no add-on- and non-platform dependen-

cies. 

3. Find and choose suitable libraries for XMPP and OTR, which fulfills sub goal number 2. 

4. Implement the functionality of a chat client 

5. Implement and integrate the extra layer of encryption with the chat client. 

6. Evaluate the functionality of the chat client and the encryption and the time consumption of en-

cryption. 

 

1.5 Research Methodology 

There are many different software development process methods out there, where each method has 

its pros and cons. In an earlier course about projects here at KTH, I worked with a project containing 

10 people where we used an Agile development [5] project method called Scrum. During this course 

I found the method of working very convenient for me. There are other software development process 
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methods such as but not limited by, the waterfall model, feature driven development, incremental 

build model, lean software development and extreme programming. 

 Since I am working alone on this thesis, Scrum is not really an option for me, the same applies to 

the incremental build model. Since the time limitations are quite significant, I felt like I could not set 

aside much more of my limited time of working on the project with extensive planning or documen-

tation. Therefore methods with the waterfall model were rejected. So, finally I came to conclusion 

after reading more about agile methods that feature driven development or extreme programming 

would suit me best.  The choice finally landed on feature driven development, which is an agile- and 

iterative development process [6] since I felt that it might be difficult for me to follow the extreme 

programming methodology. Please see table 1-1 for short comparison of the methods. 

The methodology I have chosen to use for this thesis is the Design Science methodology [2], which 

“is an outcome based information technology research methodology, which offers specific guide-

lines for evaluation and iteration within research projects” [7]. 

 

Method Features 

Feature driven development Agile, short iterations, good features overview, visible progress, little 

documentation 

Extreme programming Agile, short iterations, Little documentation, pair programming, 

code review, hard to follow extreme programming, lack design spec-

ification or document 

Agile software development Flexible design model, adaptive to changes, if the end goals are a bit 

haze but will clear during the process 

Waterfall model Demands extensive planning which can result in estimate timetables 

and budgets more accurately. Extensive documentation 

Table 1-1 Comparison of methods. 

 

1.6 Delimitations 

This thesis will not be focusing to implement a complete user interface (UI) design, since it will be out 

of the time scope limit of this thesis. If the main goal is achieved before deadline, work on integrating 

the chat client with the current service will be started. Extensive verifications of security will not be 

performed due to the time limitations, but also due to knowledge limitations. The security verification 

of the implemented encryption will be performed by someone with the competence at Intergrid AB. 

 

1.7 Structure of the thesis 

Chapter 2 presents relevant background information about Chat clients, XMPP and OTR.  Chapter 

3 presents the methodology and method used to solve the problem. Chapter 4 presents the imple-

mentation of the design of the artifact. Chapter 5 presents an analysis of the result of the implemen-

tation of the artifact that is described in chapter 4. Chapter 6 presents conclusions, what work is left 

for the future and reflections about this thesis project. 
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2 Background 

The purpose of this chapter is to provide a background of this thesis. Section 2.1 presents infor-

mation about instant messaging (IM). Section 2.2 presents background information about XMPP. 

Section 2.3 presents background information about OTR. Section 2.4 presents related works to 

this project. 

 

2.1 Instant messaging 

Instant messaging (IM) “is a type of online chat which offers real-time text transmission over 

the Internet” [7]. IM uses communication technologies that are used for text-based communication. 

XMPP is one of these technologies and XMPP is explained more deeply in section 3.2. IM in con-

trast with email communication differs that emails are sent and then received by another persons 

which can be offline and then the person replies the email after a while when he or she comes online 

gain. While IM is an online chat where the user is online, so the communication is in real time 

where the messages are sent and received in direct communication. There are more advanced chat 

clients today, which also offers support for file transfers, Voice Over IP (VoIP) and video chats using 

web cameras. 

There are different techniques depending on the protocol that is used, but some architectures are 

built on client-server technology or peer-to-peer (P2P) technology. Client-server technology is built 

on clients connecting to a server (or multiple servers) which then the server redirects the message 

on its way to the correct destination, while P2P is a “direct point-to-pint transmission” [7] where 

the clients connects to each other directly, removing the need for a server. 

 

2.2 XMPP 

XMPP is an open standard instant message (IM) protocol, unlike most other instant message proto-

cols, and it is based on Extensible Markup Language (XML) [4] for communication. XMPP was orig-

inally named “Jabber”, for (near) real time IM. It was “Jeremie Miller” who started working on it in 

1998 and released “Jabberd” in January 1999 but has since then been continued developed by the 

open-source community [3]. 

XMPP is used at the most basic level for moving small structured data from A to B (two places). 

XMPP network is built on servers that are interconnected which clients can connect to. The clients 

connects through the servers to other clients.  See figure 2-1 for a chart over a possible XMPP layout. 
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A client can register to these servers with specific user details, JID (JabberID) and a password. A 

JID is built just like an email address where it contains two parts, a username part and a domain part. 

E.g. user@example.com is a possible JID where the “user”-part is the username and “example.com”-

part is the domain, and they are separated by “@” symbol. A JID on this form is known as a “BareJID”. 

There is also a part called resource, this can give more information about the user like user@exam-

ple.com/home or user@example.com/work, in these two cases, “user” is logged in at home and at 

work on different devices, this is known as a “full JID”. 

 

2.2.1 XML 

XMPP exchanges the data over XML, which is a “markup language that defines a set of rules for 

encoding documents in a format which is both human-readable and machine-readable” [4] and 

therefore it is much easier for the developers to debug compared to using binary coding. XML is also 

well used and known way of describing data and there are much knowledge and experience out there 

with good existing software for handling XML. A very good feature that comes with XML is that it is 

very easy to add extendibility by adding features without having to maintain backward- and forward 

compatibility. 

 

2.2.2 Pros and Cons 

XMPP has both pros and cons. The pros are that anyone can setup and run their own XMPP server, 

which are decentralized (no central master server). It is made of open standard so that everyone can 

see the source code to confirm that there are no backdoors or any other security risks. There are also 

no royalty fees since it is an open standard. Due to the long history of XMPP, it has existed since 1999, 

there are many implementations out there today with XMPP. XMPP also has built in support for se-

curity over Simple Authentication and Security Layer (SASL) and TLS. XMPP is also flexible for add-

ing custom functionality that can be built on top, such as adding support for group chats, file sharing, 

gaming, (Voice over IP) VoIP and support for extra encryption such as OTR. 

The cons are that there are no built in support for QoS, assured delivery of messages, this has to 

be implemented on top. XMPP has a higher network overhead compared to binary solutions since 

XMPP uses XML which is text based. Due to this, binary data must first be encoded to base64 (to 

Figure 2-1 A possible layout of a XMPP network where clients are con-

nected through a server 

mailto:user@example.com
mailto:user@example.com/home
mailto:user@example.com/home
mailto:user@example.com/work
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represent binary in ASCII) before transmitted. Therefore transferring of files is not efficient to trans-

fer over XMPP and is better to use custom functionality when transferring file, which is fairly easy to 

implement. XMPP does not by default support built in end-to-end encryption, but this can as well 

fairly easily be built in on top of XMPP [3]. A table of these pros and cons is found in table 2-1. 

 

Pros Cons 

Decentralization No built in support for QoS (Quality of Service)  

Open standards Text-based communication 

Long history In-band binary data transfer is limited 

Security Does not have built in support for end-to-end 

encryption 

Flexibility  

Table 2-1 Pros and cons of XMPP [3] 

 

2.2.3 Stanza 

Communication through XMPP is performed with stanza-messages, where each stanza is an XML-

element (including its children). There are three types of stanza-messages: presence-, messages- 

and IQ-stanzas.  

Presence-stanzas are used for reporting the availability of a contact. Presence notifications are 

necessary in IM for informing when you are available for communication and when not, which is a 

difference from e-mailing when there are no methods to see if the other person is available for com-

munication or not, see figure 2-2 for an example of an exchange of presence-stanzas to establish a 

mutual subscription. 

 

Figure 2-2 Example of a mutual subscription 
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Message-stanzas are used to send a message from one person to another. As I mentioned before 

there are no built-in guarantees that a message that is sent actually is received and there is no infor-

mation to control if the message was delivered or when the message was received, see figure 2-3 for 

an example of how a message-stanza can look like. 

 

  

The last type of stanza is the IQ-stanza (IQ stands for Info/Query) and is a request and response 

type for XMPP where each IQ-stanza is required to receive a response. Therefore, IQ-stanzas are quite 

useful in situations where result data or any kind of acknowledgment is required. In figure 2-4 it is  

described how to send a query to retrieve the roster from the server. 

 

 

2.3 Off-the-Record (OTR) 

Off-the-Record Messaging, also known as (OTR) “is a cryptographic protocol that provides encryp-

tion for instant messaging conversations” [8]. The name, off-the-record, comes from the ability 

“deniable authentication” while maintaining the conversation private, just like in real life with “off-

the-record” comments within journalism. Deniable authentication means that the participants can 

authenticate the messages and be confident of the origin, but after the conversation ends, the au-

thenticity of a message cannot be proved to a third party. This means that anyone can forge a mes-

sage so that it looks like someone else sent it and therefore it cannot be proved that a certain indi-

vidual did send a certain message [9]. 

OTR uses an encryption that is a combination of Advanced Encryption Standard (AES), Diffie-

Hellman (D-H) and Secure Hash Algorithm – 1 (SHA-1). AES and is a symmetric-key algorithm [10] 

(same cryptographic keys are used both for encryption and decryption) used to protect electronic 

Figure 2-3 Example of a message stanza [28] 

Figure 2-4 Example of a IQ-stanza to retrieve a roster from server 
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data. The AES that is used in OTR is 128 bits key length [8]. Diffie-Hellman key exchange [11] is a 

secure method of exchanging cryptographic keys between parties that have “no prior knowledge of 

each other to jointly establish a shared secret key over an insecure channel“ [11] and is a predecessor 

to RSA (Rivest-Shamir-Adleman cryptosystem) which is used in public-key cryptography [12], the 

group size that is used in OTR is 1536 bits [8]. See figure 2-5 for an illustration of how the Diffie-

Hellman key exchange works. SHA-1 (Secure Hash Algorithm) [13] is a cryptographic hash function 

that is used for message authentication in OTR. 

 

The Authenticated Key Exchange (AKE), which used the Diffie-Hellman key exchange proto-

col, is explained step by step below: 

 

“The general idea is that Alice and Bob do an unauthenticated Diffie-Hellman (D-H) key exchange 

to set up an encrypted channel, and then do mutual authentication inside that channel.   

 

Bob will be initiating the AKE with Alice. 

 Bob: 
1. Picks a random value r (128 bits) 
2. Picks a random value x (at least 320 bits) 
3. Sends Alice AESr(gx), HASH(gx) 

 Alice: 
1. Picks a random value y (at least 320 bits) 
2. Sends Bob gy 

 Bob: 
1. Verifies that Alice's gy is a legal value (2 <= gy <= modulus-2) 
2. Computes s = (gy)x 
3. Computes two AES keys c, c' and four MAC keys m1, m1', m2, m2' by hashing s in 

various ways 
4. Picks keyidB, a serial number for his D-H key gx 
5. Computes MB = MACm1(gx, gy, pubB, keyidB) 
6. Computes XB = pubB, keyidB, sigB(MB) 
7. Sends Alice r, AESc(XB), MACm2(AESc(XB)) 

 Alice: 
1. Uses r to decrypt the value of gx sent earlier 
2. Verifies that HASH(gx) matches the value sent earlier 
3. Verifies that Bob's gx is a legal value (2 <= gx <= modulus-2) 
4. Computes s = (gx)y (note that this will be the same as the value of s Bob calculated) 
5. Computes two AES keys c, c' and four MAC keys m1, m1', m2, m2' by hashing s in 

various ways (the same as Bob) 
6. Uses m2 to verify MACm2(AESc(XB)) 
7. Uses c to decrypt AESc(XB) to obtain XB = pubB, keyidB, sigB(MB) 
8. Computes MB = MACm1(gx, gy, pubB, keyidB) 
9. Uses pubB to verify sigB(MB) 
10. Picks keyidA, a serial number for her D-H key gy 
11. Computes MA = MACm1'(gy, gx, pubA, keyidA) 
12. Computes XA = pubA, keyidA, sigA(MA) 
13. Sends Bob AESc'(XA), MACm2'(AESc'(XA)) 

 Bob: 
1. Uses m2' to verify MACm2'(AESc'(XA)) 
2. Uses c' to decrypt AESc'(XA) to obtain XA = pubA, keyidA, sigA(MA) 
3. Computes MA = MACm1'(gy, gx, pubA, keyidA) 
4. Uses pubA to verify sigA(MA) 
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 If all of the verifications succeeded, Alice and Bob now know each other's Diffie-Hellman 
public keys, and share the value s. Alice is assured that s is known by someone with access 

to the private key corresponding to pubB, and similarly for Bob.” [14] 

 

 

 

OTR encryption compared to another cryptographic protocol, for instance Pretty Good Privacy 

(PGP) [15] that uses public-key cryptography and only supports encryption and authentication, and 

not deniable authentication and perfect forward secrecy [16]. Where OTR supports these four follow-

ing features. 

 Encryption: Ability to ensure that no unauthorized party can read the instant messages 

 Authentication: Ability to verify the identity of the people so it is who you think it is 

 Deniable authentication: Ability to deny that a specific message was sent by a specific 

individual 

 Perfect forward secrecy: Ability not to comprise earlier conversations since it is only en-

crypted with temporary keys. 

2.4 Related work 

This section presents some related work to XMPP and how it is used today in the industry. Section 

2.4.1 will present a related work called Pidgin. Section 2.4.2 will present a related work called 

Google Talk. Section 2.4.3 will present a related work called Facebook Chat. 

Figure 2-5 An Illustration of how the Dif-
fie-Helllman key exchange 
work. Figure taken from [11] 
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2.4.1 Pidgin 

Pidgin is an open source “chat program which lets you log in to accounts on multiple chat networks 

simultaneously” [17]. Pidgin is compatible with many chat protocols including XMPP and Pidgin is 

available for several platforms including “Windows, Linux, and other UNIX operating systems” [17].  

There are many plugins available to Pidgin where one of these plugins is an OTR-plugin to add sup-

port for OTR to Pidgin. Pidgin is also available on many different languages thanks to the open source 

community [17]. 

 

2.4.2 Google Talk 

Google introduced “Google Talk” in August 2005 [3] which is an open source project. Google Talk is 

a combination of IM and Voice over IP (VoIP) which used XMPP for instant messaging. Google de-

veloped an extension to XMPP called “Jingle” (which later resulted in a different project called “libjin-

gle”, which offers the same functionality as Jingle) to add support for VoIP, video streaming and file 

transferring used peer-to-peer technology [18]. Google developed several non-standard XMPP exten-

sions such as Voicemail (“Enables a client to send voicemail messages to other chat clients” [18]) and 

User Settings (“enables a client to make and query client settings handled by the server” [18]). How-

ever in May 2013 Google announced that “Hangouts” would replace Google Talk and that Hangouts 

does not support XMPP [18]. 

 

2.4.3 Facebook chat 

Facebook implemented support for third party clients to their chat client by using XMPP in February 

2010 [19], however since their chat client is not built using XMPP some features are limited [3]. On 

April 30, 2014 Facebook announced that the XMPP Chat API will be deprecated as part of the release 

of their Platform API 2.0 [20]. 
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3 Methodology 

The purpose of this chapter is to provide an overview of the research method used in this thesis. Sec-

tion 3.1 describes the research process. Section 3.2 presents details about the research paradigm. 

Section 3.3 presents information about the data collection techniques used for this research. Sec-

tion 3.4 presents the experimental design. Section 3.5 presents and explains the techniques used 

to evaluate the reliability and validity of the collected data. Section 3.6 presents the method used 

for the data analysis. Finally, Section 3.7 presents the framework selected to evaluate the imple-

mented solution. 

 

3.1 Research Process 

The methodology that is used for this thesis project is the Design Science methodology which is based 

on a six step model featured in “The Design Science Research Process: A Model For Producing And 

Presenting Information Systems Research” by Ken Peffers and Tuure Tuunanen [2]. 

The six steps featured in the Design Science research are the following: 

 Problem identification and motivation: The defined problem is identified and re-

search were made for a better understanding of the problem and the complexity. Once an 

understanding of the problem is achieved, the importance of the project was justified to 

motivate for future work. 

 Objectives of the solution: The objectives of a potential desired solution can be of 

either quantitative or qualitative. A combination of both these two are paradigms have 

been chosen since adding an extra layer of security to XMPP will enhance a current way 

of communication while qualitative will be due to integrating a new chat client that were 

previously not existing. 

 Design and development: The artifact solution is designed and implemented accord-

ing to the feature driven development method throughout the development process. By 

using a product backlog with features to implement, the features were divided into 

smaller problems to solve. Then feature by feature they were implemented, always eval-

uating the functionality was correct when implemented and also that the previous imple-

mented features did not break when implementing a new feature. 

 Demonstration: Tests are made to ensure that new features of the chat client’s setup 

were functional through basic experiments to ensure functionality. The OTR-encryption 

were security tested by performing some basic security tests. 

 Evaluation: This is first done by accessing the XMPP-server to see that the client was 

connected. Then functionality is both tested with the chat client itself and tested together 

with an existing third party chat client Pidgin to ensure that the implementation follows 

the XMPP standard. The OTR-encryption is checked by reviewing the code and then con-

trol whether the sent message was encrypted or not, which it was. 

 Communication: The efficiency of the artifact was carried out by performing experi-

mental tests which focus on correctness of the implemented features and measuring time 

when generating keys and perform key exchange. 

The project lifecycle of Feature Driven Development is shown in figure 3-1, which is the project 

method used for this thesis. 
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3.2 Research Paradigm 

The research paradigm of this project is both of qualitative and quantitative paradigm. The nature of 

the problem is not unique but this is a tailored solution for the requirements from Intergrid AB. It 

will create a completely new application, which have not previously existed for this company, but 

there are several applications out there today built on the same XMPP protocol. 

 

3.3 Data Collection 

The data, which is needed to prove that the solution is possible, will be collected from multiple tests 

where time performance of creating the keys and the Authenticated Key Exchange (AKE) is measured 

and functional correctness of the implemented artifact is measured. Gathering data to prove that the 

implemented artifact is functioning correctly is a key part of having an encrypted chat client. 

3.4 Experimental design 

This section presents the test environment used during this thesis project and how the tests are per-

formed. This section also presents all the hardware, software and data used to perform these tests. 

3.4.1 Test environment 

The tests were performed at Intergrid AB with three machines, two laptops and one mobile phone 

and the specifications can be found in table 3-1. A XMPP-server that the clients are connecting to 

was already installed and up and running in a live environment before this thesis project.  The tests 

Figure 3-1 The project lifecycle of Feature Driven Development [27] 
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have been performed with the live server and with an existing chat client called Pidgin. The software 

on all machines were up to date at the time of the tests to ensure best possible performance. 

 

3.4.2 Hardware and Software to be used 

The specifications of the hardware that are used to perform these tests can be found in table 3-1. 

 

Machine Model CPU RAM OS  Browser  

Samsung Samsung 

730u  

Intel i5-

3337U @ 1.8 

GHz 

8 GB Windows 8.1 Firefox 38.0.5 

Macbook Macbook Pro 

Retina 13” 

Mid 2014 

Intel i5-

4278U @ 2.8 

GHz 

8 GB OS X 10.10.3 Firefox 38.0.5 

iPhone iPhone 6  Dual-core Cy-

clone (ARM 

v8-based) @ 

1.4 GHz 

1 GB iOS 8.3 Safari 

Table 3-1 Hardware and software specifications of the machines used to perform the tests 

 

3.5 Assessing reliability and validity of the data collected 

This section presents how the reliability and the validity of the collected data have been assessed. 

 

3.5.1 Reliability 

Reliability of the data are ensured by performing the tests multiple times with the same parameters. 

However, this is not applicable since the bit size of the generated keys are different each test run, to 

ensure randomness when generating keys and therefore when performing the AKE the time consump-

tion is dependent on the bit size of the keys. 

3.5.2 Validity 

Validity of the tests are ensured by controlling that the measurements are correct and making sure 

that it measures the aimed areas of the tests.  

3.6 Planned Data Analysis 

The collected data of the data analysis by generating the keys and performing the AKE will be pre-

sented as average time and median time (due to the randomness of bit size when generating the keys) 

from several test runs. The correctness is measured by testing the functionality both with the chat 

client itself but also with an existing chat client called Pidgin and if all the features work in both cases, 

then it must be assumed that the features functionality is implemented correctly. 
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3.7 Evaluation framework 

The chat client is measured to ensure correct implementations and the functionality so that it is com-

patible with other chat clients using XMPP. Each features correctness is evaluated after implementa-

tion before moving on to the next feature. The OTR correctness is also measured, where all features 

are tested both with the chat client itself (spawning two sessions with two users communicating with 

each other) but also together with a currently existing chat client on the market. The measurement of 

the time performance of generating keys and making AKE is performed to get a hint of the execution 

time on different devices since the parameters, which are random numbers. These parameters are 

random on each test run, to ensure randomness that is a key feature in cryptography. 
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4 Implementation 

The purpose of this chapter is to provide an overview of the implementation of the artifact for this 

thesis. Section 3.1 presents the literature search process. Section 3.2 presents the software design 

of the chat client-, XMPP- and OTR-design. Section 4.3 presents the software implementation pro-

cess.  

 

4.1 Literature search 

My experience with chat clients and instant messaging (IM) is somewhat good and I have used several 

of them during the years. I first started using Internet Relay Chat (IRC) briefly when I was very young, 

I however did not feel that it was my cup of tea, therefore my IRC-period was quite short. I (together 

with almost all of my friends) started using “MSN Messenger” (today known as “Windows Live Mes-

senger”), mainly because almost everyone used it and it was a convenient way to keep in touch with 

my friends. I later moved on to start using Facebook and its chat that today is primarily the chat client 

that I use today to communicate alongside with text messages (SMS).  

So with my limited experience, I had a conversation with my industrial advisor what the chat 

client should be able to do and which features it should have. This resulted in a specification which 

was translated into a backlog. After that, I started on a literature search what features other chat cli-

ents have and I also started researching about which features XMPP offers and which open source 

XMPP library to use. 

I began to create a product backlog where I have all the features that should be implemented with 

the chat client. I was aware of that some other features might would be added along the way of the 

project, but this is in that case covered by using feature driven development as a method. My product 

backlog looked like this: 

 

 Implement a working setup for XMPP communication. 

 Add a contact 

 Delete a contact 

 Set status (available, away, do not disturb etc…) 

 Keep a conversation be sending and receiving messages with a contact 

 Show the contacts 

 Add a possibility to use extra security by enabling encryption. 

 Notify if there is an unread message from a contact 

 Notification when typing. 

 

I first started to research which libraries that are available to use with a XMPP-server. The crite-

ria that I had was that it should be open source and that it preferably would not require any third 

party add-ons and that it should be available on “all” devices and platforms such as Unix, OS X, 

Windows, iOS, Android, Windows Phone and BlackBerry. With these criteria in mind the choice 

landed on that JavaScript together with jQuery would be the best language to use since it is not plat-

form dependent and most libraries uses it and there are no requirement to use third party software 

from the user. 
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I found two top candidates which were “jQuery XMPP” [21] and “Strophe.js” [22] libraries. I 

felt that I had refresh my JavaScript knowledge and learn jQuery in order to proceed with this pro-

ject, so I performed a literature search on JavaScript and jQuery. Then  I first chose to proceed with 

jQuery XMPP since it had the best code examples and the Application Programming Interface (API) 

were easy to understand. However, I would regret this choice when I noticed that there were some 

problems with keeping the connection alive when using jQuery XMPP. After a severe amount of 

time trying to solve this problem and not succeeding, and after some more research realizing that it 

was a dead project (no updates for about two years) I had to proceed with my other option, Stro-

phe.js. Strophe.js is an alive project with continuous updates (currently when I am writing this the 

last commit to GitHub was 18 hours ago). Strophe.js did not have that many code examples so I had 

to read the read and get familiar with the source code. I did also found a very good book on XMPP 

using JavaScript and jQuery called “Professional XMPP Programming with JavaScript and 

jQuery” by Jack Moffitt [23], which had some good code examples and explained XMPP in a good 

way. 

I also performed a literature search about cryptography and cryptographic protocols to refresh 

my knowledge and gain more knowledge in order to choose the best cryptographic protocol to use 

with instant messaging. After some studies, the choice landed on OTR, which is cryptographic pro-

tocol and is suitable to use with instant messaging. 

4.2 Software design 

The design choices for the chat were limited by following the XMPP-protocol to add ability to com-

municate with other chat clients. The other design choices have all been made with regards to the 

requirements for the chat client. One of the requirements were to use XMPP and a programming 

language that is not platform dependent or add-on dependent.   

4.2.1 Chat client design 

The first draft of the software design was to create a new window for each conversation with a main 

window containing the list of contacts and login box. However, this would later come to my attention 

that sending and accessing variables between different windows would be difficult. Therefore, I went 

back and started changing the design of the project to work on a single page with only one window 

instead. 

I consulted my industrial advisor how he wanted the rough UI design of the chat client to be, but 

at the same time I also had freedom of choice to choose the UI of the chat client. This resulted in 

having four div boxes implemented on the page. One div box contains the login and other options, 

one for the contact list, one for the conversation and one extra for logging (which is only existing 

during development). 

The header contains of a JID (username) field, password field and a connect button (which is 

changed to a disconnect button upon successful connection). 

A conversation window is created for each contact and when choosing a contact from the contact 

list will open a chat (conversation) with that person and it will set all the other conversation window 

to be hidden, so only the current active conversation window is visible. 

The design of the page is created by using responsive design [24], where basically two out of three 

areas (not the contact list area which is a fixed width) is filling out the rest of the page depending on 

the resolution of the screen, see figure 4-1 for a screenshot of the chat client.  
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With the criteria that I had (which can be found in section 4.1) I created the UI for these to be 

implemented. I used JavaScript together with jQuery for smoothing the user experience such as hid-

ing certain elements on certain action and adding more information to other elements. See figure 4-

8 for a code example when selecting which contact from the roster to delete. 

 

A temporary solution have been implemented at the moment, a button with the text “Generate 

OTR Key” is used to generate the cryptographic keys. The checkbox in the conversation window will 

create an object with the contact to allow and initiate an encrypted session when the “USE OTR” 

checkbox is checked. A private key is generated if it has not been previously generated.  A “buddy 

object” is generated which is stored using a dynamic list to access the buddy object using the JID. 

To add a contact to the roster, a button with the text “Add contact” is implemented which opens 

an alert-box where the user is prompted to enter the JID of the contact to add to the roster and when 

the OK button is pressed a request to add the contact to the roster is sent to that person, see figure 

4-2. 

Figure 4-1 A screenshot of how the chat client looks like 



30 | Implementation 

 
 

  

 

There is an option to select status. I made the choice to use a dropdown list which I found was 

currently the best option since I am not working so much with the UI, see figure 4-3. 

 

When displaying other contacts status I made the choice to use a circle next to their name in the 

contact list, which have different colors depending presence (status), see figure 4-4, figure 4-5 and 

table 4-1. 

 

 

 

Figure 4-2 Screenshot of the alert box to enter the JID to add to roster 

Figure 4-3 Option to set 
status 

 

Figure 4-4 The first contact is unavailable and the 
second contact has its presence set to 
available or chatty 
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Presence (Status) Color 

Unavailable Grey 

Available/Chatty Green 

Away Blue 

Extended away Yellow 

Dot not disturb Red 

Table 4-1 Table of the possible statuses and their respective colors. 

  

 

There is also an option to delete a contact from the roster, this is done by choosing which contact 

to delete from the dropdown list, the user is then prompted to confirm the action, see figure 4-6. 

 

 

 

I decided to use two different colors for easy separation of user and contact when writing in con-

versation. The JID and message are appended to the conversation where the oldest message is on top 

and the latest message is at the bottom (chronological order). Feature for auto scrolling the conver-

sation when exceeding the “space” on the screen have been implemented for allowing a pleasant ex-

perience for the user. See figure 4-7 for an example of a conversation.  

Figure 4-6 Option to delete contact from roster 

Figure 4-5 The first contact is unavailable and the 
second contact has its presence set to 
do not disturb 
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4.2.2 XMPP design 

Upon a successful connection to the server a handler for incoming messages, presence changes (con-

tact status changes) and roster changes (addition or removal of contacts) are implemented. These 

handlers listens for incoming messages.  

 

The function for incoming messages is called “handle_message()”when receiving an incoming 

message. An incoming message can be either of a composing notification message type or a “normal” 

Figure 4-7 Example of a conversation. The blue colored JID is the user and the red 
colored JID is the contact. 

Figure 4-8 Code example of using jQuery for selecting which contact to delete from a dropdown list. 
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message type. By checking the attribute of the message, it is determined what type it is and the nec-

essary actions are performed, see figure 4-9 of a simple chart of incoming messages. If the message 

is of a composing type a text “is typing…” is added to the JID in the conversation window to show that 

the contact is typing and is then removed when the contact stops typing. If the message is a “normal” 

message it is added to the conversation window with the correct JID, and if another conversation is 

open an unread message symbol is also added next to the JID in the contact list to notify the user 

there is an unread message. 

 

 

When the user is composing a message of the composing type is sent to the contact so if they also 

are using a chat client that are support it, they see that the user is currently typing a message. When 

the user hits the send button (or the enter button) the message is sent to the user and also appended 

to the conversation window. 

The function for handling the contacts presence is called “on_presence()” and there can be sev-

eral different types of presence messages. One of them is subscribe, which to simply put it, is a friend 

request. If a contact’s presence is unavailable, their JID is “greyed out” and the status symbol is set 

to also set to the color grey to show that the contact is not online or unavailable to communicate with 

at the moment. Otherwise the message contains information about the contacts status, so the pres-

ence symbol is set to for instance available, or what their presence are.  

 

4.2.3 OTR design 

To enable OTR and encrypt the conversation with a contact an exchange of keys has to be made to 

establish a secure connection which is performed by an Authenticated Key Exchange (AKE). 

To initiate an encrypted conversation, the user has to click on a checkbox in the conversation 

window to enable OTR. When the AKE is established with the contact, the conversation is now en-

crypted using OTR encryption. When receiving a message it must be determined if the message is 

encrypted or not and if it is encrypted it should be decrypted and then presented on the screen as 

Figure 4-9 Chart describing an incoming message, it can either be a composing- or a message type. 
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usual. When unchecking the checkbox the OTR is ended and the contact is notified that it has been 

ended by the user.   

The OTR is built upon the XMPP and therefore OTR uses XMPP to communicate when sending 

messages. When sending a message, it is encrypted locally on the users computer before sending it 

over internet, compared to communication over non-OTR where the message is sent unencrypted 

over internet, see figure 4-10. The same principle applies to when receiving messages, in the incom-

ing messages function. The message can be determined to be encrypted if the first characters of the 

incoming message are “?OTR” and if they are the message will be decrypted and then presented on 

the screen, see figure 4-11.  

 

 

 . 

 

 

 

 

 

 

 

 

 

Figure 4-10 Chart describing when sending a message 
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4.3 Software Implementation 

The thesis was performed with a live (up and running) XMPP-server with two different accounts 

on the server. My method of working was to print and log messages and variables in order to under-

stand and make sure that everything works, as it should. At first, functionality was “hard coded” and 

then developed to work in generally and correctly with support from UI etc. 

 

 Functionality for establishing a connection to the XMPP-server was first implemented 

and tested to make sure that everything was successful and working without any errors. 

 After a successful connecting and disconnecting to the server functionality for receiving 

messages was implemented.  

 Functionality for sending messages was implemented. I first “hard coded” (static text) a 

message to send to a user with the click of a button, to ensure that it was functional and 

then the functionality resulted text field together with a button where the entered text in 

the text field is sent to the contact when clicking on the send-button.  

 I then started working on developing some user interface (UI) design and functionality. 

A chat/conversation window for showing the conversations on the page was implemented 

where each contact has a unique chat window. Functionality for directing the incoming 

messages to the correct chat window was also implemented.  

Figure 4-11 Chart describing when receiving a message. 
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 Functionality for retrieving the contact list (also known as roster) was implemented to 

make the necessary changes and updates to the roster. An example is when a contact 

changes it’s presence so the status/presence symbol next to the contact needs to be up-

dated.  

 Functionality for the contact list window was added, a status/presence symbol for the 

contacts and the ability to click on a contact to open a chat window with them.  

 Functionality to show when there is an unread message from a contact was implemented 

by adding “(*)” which blinks next to the contact name to show that there is an unread 

message from this contact.  

 Functionality for adding a new contact to the roster was implemented and the necessary 

UI changes that follows were also implemented. 

 Functionality for deleting a contact from the roster was implemented and the necessary 

UI changes that follows were also implemented. 

 Functionality for responding to a pending contact invitation was also implemented. 

 Functionality for adding OTR encryption was successfully implemented. 
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5 Analysis 

This chapter presents the major results collected from experiments performed on the implemented 

artifact, see section 5.1. Two sections of the artifact were examined and evaluated. Functionality and 

correctness of the implemented artifact and the time for creating a key par and AKE are measured. 

To evaluate the functionality and correctness of the implemented artifact (i.e. the chat client) is 

quite rudimentary and is more on the principle “is it working?” and that the features from the product 

backlog are all implemented. To evaluate the OTR and the time to generate keys and then the AKE is 

measured and evaluated. 

 

5.1 Major results 

The results are made from 15 test runs on each machine and time is presented in milliseconds 

(ms).  

 

Test case (ma-

chine) 

Average (ms) 

generating keys 

Median (ms) 

generating keys 

Average 

(ms) AKE 

Median (ms) 

AKE 

Samsung 3992.7 3773.5 359.3 326.5 

Macbook 2380.6 2061.5 349.2 220.0 

iPhone 12119.4 11763.5 1455.3 1444.0 

Table 5-1 The results from the measured time when generating keys and performing AKE, lower result is faster. 

  

5.2 Reliability Analysis 

The tests performed, when testing the functionality of the artifact, are considered reliable since the 

artifact also have been tested with another currently existing XMPP chat client; Pidgin. The tests on 

the two laptops were performed on different OS but the same browser version. The iPhone are using 

a different OS and a different browser unlike the laptops. This might have a small impact on the re-

sults since different browser have different efficiencies when running JavaScript, although the scopes 

of the results are still relevant since the impacts in total have a minor impact on the result. 

The tests performed on time to generate keys and when perform the AKE. These tests are not 

statistically reliable since random numbers are used when generating the keys (“big” or “small” num-

bers, where big numbers will take longer time to generate compared to small numbers) for each test 

run and dependent on the performance of the CPU, which therefore leads to different results on each 

test run.  
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5.3 Validity Analysis 

The tests performed, when testing the functionality of the artifact are considered valid since all func-

tionality also have been tested with another currently existing XMPP chat client on the market; 

Pidgin. Therefore it can be assumed that all functionality of the chat client is valid. 

 

5.4 Discussion 

All functionality of the chat client are considered working, since correctness tests were performed 

after each feature have been implemented. The tests were also performed with Pidgin, a current ex-

isting chat client that supports XMPP, and since all functionality works between the two of them, a 

conclusion can be drawn that the chat client and the features have been implemented properly. The 

encryption also works as it should with successful AKE and the messages are sent and received en-

crypted and then decrypted locally and presented in plaintext, just like intended. 

Since the results presented in Table 5-1 are different for each test run, see Appendix A, due to 

different bit size when generating the keys to ensure randomness, we cannot draw any conclusions 

since we only receive an approximately span of time when generating the keys. However, conclusions 

can be drawn from the results that time when generating the keys are not only dependent on size of 

random number, but also dependent on the CPU. Where more powerful CPUs overall generates the 

keys faster compared to slower CPUs, e.g. if exactly the same keys would be generated by two ma-

chines with different CPUs, the machine with the more powerful CPU would generate the keys faster 

compared to the machine with the slower CPU. For the end users, the results means that each time a 

user login to use the chat client, the new cryptographic key will be generated. If the user has a powerful 

CPU will generate the key faster and therefore it will not be as noticeable compared to a user with a 

less powerful CPU where it will take longer to generate the key. However since this is only performed 

each time the user login, it will most likely not be a significant impact on the user experience. The 

time it takes to generate a cryptographic key is more noticeable on the mobile phone compared to the 

laptops, but it is still within reasonable time. 
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6 Conclusions and Future work 

This chapter presents conclusions that are made and drawn from the implemented artifact. Section 

6.1 presents general conclusions about the goals of the project and whether if they were achieved or 

not, insights that was gained during this whole process, suggestions to others working in this area and 

things that would be done differently if I would have the ability to do it again. Section 6.2 presents 

information about limitations of the project and present these limitations and why they were limita-

tions. Section 6.3 presents information about future work with this project and what is left to be 

implemented in order to deliver a fully functional and ready to use product for the public. Section 

6.4 presents information about general reflections of this thesis project. 

 

6.1 Conclusions 

I have achieved all my goals with the chat client and all of them are implemented. I have been able to 

implement a functional chat client with some basic and functional UI design and support for OTR, 

which is the added extra security layer. However much work is still left to be done to make the chat 

client user friendly and ready for the public and not only functional as it mainly is today. 

I have gained several insights from working with a project on this level and extent. Many insights 

are related to project handling and how much work and effort it takes for planning and other admin-

istrative related work. One of my other insights was how important it is to produce well documented 

code with a well-documented API and code examples when other people will use or take over the work 

you have done. I have gained experience with JavaScript, jQuery, HTML and CSS which I did not 

previously had possession of before and these skills are most likely very useful for me in the future. I 

have also learned about more practically working with communication over internet and encryption 

where I previously mostly had possession of theoretical knowledge. 

A general suggestion to others who are working with open source code when other persons will 

use the code is to deliver a well-documented code and examples for others to understand how to con-

tinue to work on the project.  If I had to do this project again I would have spent some more time on 

working with the product backlog and to be more specific with the details, to ensure that everything 

is crystal-clear. I would also perhaps not have spent so much time working on the UI, which I did. I 

had to spend time on researching and learning HTML and CSS, which for modifying the user inter-

face. However, I feel that some of the UI design and solutions that I implemented are vital and nec-

essary in order to achieve a functional prototype of a chat client that can be used. However, I did 

probably spend a bit too much time working on “smart” UI-solutions what in hindsight probably was 

not necessary for this thesis. It would also probably have been better if I had cooperated with someone 

to share the workload with since everything (as always) takes more time than planned. However, this 

was unfortunately not possible due to the sensitive working field of the company I carried out the 

thesis at. 
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6.2 Limitations 

There was not really a wide range of alternatives to select from to use from XMPP-libraries. How-

ever, I did find two alternatives and the first alternative that I chose had the best examples and doc-

umented code (XMPP-jQuery). But it was unfortunately not fully functional where it had problems 

to maintain connection to the server. I had already implemented receiving and sending messages 

and retrieving the roster and then put in a severe amount of time trying to troubleshoot the connec-

tions problem but with no success. Then I decided together with my industrial advisor made the de-

cision to switch from XMPP-jQuery to Strophe.js instead, which resulted in that I basically had to 

start over from the beginning again. There were some limitations with Strophe.js where it lacked 

code examples, which resulted in that I had to spend time to acquaint myself with the source code, 

which is good but with the previous setback I did not feel at the time that it was time well spent on, 

however everything worked out as it planned in the end. 

6.3 Future work 

Future work that are left to be done is to work more on the UI design and UI-solutions of the chat 

client and make it user friendly, as it mostly today is just the features with some UI-solutions. Then 

work must be made on integration with the current service in order to achieve functionality such as 

automatic login from the webmail and automatic fetch the contact list in the webmail. It is most likely 

that I will continue be working on this project, but the hints and tips I can give is to have a good and 

detailed backlog on what should be implemented so that everything is crystal-clear when implement-

ing. 

6.4 Reflections 

The economic aspects from this work that has been performed is that it hopefully will be increased 

business value for Intergrid AB with positive economic rewards in form of more customers but also 

added extra “feel-good” for the existing customers which then hopefully will be more satisfied with 

the service and will renew and continue to customers to CounterMail. 

Since this is a project that involves communication and cryptography, the obvious ethic is that 

there is always a risk that this service can be used in other ways than intended. For instance with 

criminal intent where the “criminals” are using the service for communication. Although a compari-

son can be made with household-knife manufacturers where the primary goal of the knives are to be 

used for cooking when preparing meat and so on, but the knives can also be used as a weapon to 

hurt or take someone’s life. So with cryptography there is always a risk but in that case if someone is 

breaking Intergrid AB terms and condition the account will be terminated, see quotations from their 

terms and condition below. 

“When using our services, you must not (knowingly or by any negligent act or omission):  

 Attempt or do anything that interferes with the ability of other members to enjoy using our 

services in accordance with these terms or conditions; 

 Use your account for illegal activity (Swedish law and jurisdiction)” [25] 

“If you violate our terms, we can cancel your account at any time, without notice.” [25] 

 Overall I feel that the everything went as planned with this thesis project. I did unfortu-

nately not find an advisor and examiner before starting the course, which led to a delayed start until 

https://support.countermail.com/kb/faq.php?id=74
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two weeks in. However, I did manage to complete the practical part of this project and write the the-

sis report on time, even though I had some problems with implementing and integrating the OTR 

encryption but this was completed in the very end of the thesis. Therefore, my conclusion is that I 

am happy and satisfied with the work I have performed during this thesis. 
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Appendix A: Results from tests 

 

 

Samsung  laptop  (ms) 

generating  OTR  object ake   

3973 466 

3963 301 

5787 415 

1844 310 

3201 324 

2142 394 

2649 308 

3526 329 

5458 303 

2249 307 

6998 452 

2273 404 

3584 367 

4559 323 

5145 298 

6532 448 

Average: Average: 

3992,7 359,3 

Median: Median: 
3773,5 326,5 

 

Macbook  Pro  (ms)  iPhone  6  (ms)  

generating  OTR  object ake   generating  OTR  object ake 

2953 254 10958 1522 

1452 368 11403 3108 

2310 199 18893 1593 

1520 215 8670 1230 

1279 175 7187 1277 

1934 219 15468 1514 

3466 227 11029 1262 

5590 335 3977 889 
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2491 203 4497 671 

1435 2015 15015 1364 

3648 195 22330 1483 

1851 202 10588 1711 

1922 216 12124 1432 

2034 312 12404 1270 

2089 221 15249 1456 

2115 231 14119 1502 

Average: Average: Average: Average: 

2380,6 349,2 12119,4 1455,3 

Median: Median: Median: Median: 
2061,5 220,0 11763,5 1444,0 
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