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Abstract 
Radio Frequency Identification (RFID) is a technology that facilitates wireless 
communication. It is being widely used for access control purposes to aid administration of 
services. As with most wireless technologies, RFID has its challenges, due to its medium 
(radio waves) of communication, which makes it susceptible to signal interception and other 
possible attacks. The goal of this project is to investigate the insecurities in the 
implementation of the RFID system in transit (Storstockholms Lokaltrafik, Stockholm) systems. 
Due to the nature of the system, spatial information about consumers are accumulated over 
time thereby attracting some level of interests either legitimate or illegitimate, and raising 
some concerns. This thesis, takes into consideration the vulnerabilities of the RFID system 
and the potential security risks consumers of the system are exposed to, a detailed analysis is 
carried out on the existing infrastructure with the goal of exposing the shortcomings of the 
systems and proposing mitigating solutions. 
After an extensive work, seven (7) threats to privacy and security of RFID users were 
elaborated. Also discussion about how different legislations around the world enforced data 
handling regulations in relation to commuter data is carried out. Finally, most recent threats to 
consumer privacy are taken into consideration, as well as security in the mass transit field to 
put together a list of recommended safe practices.  
 
The work shows that RFID does pose significant threat to consumer privacy. One might argue 
that RFID has its benefits in its various implementations. However the fact remains that there 
are issues with regards to privacy that must to be addressed.  
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1 Introduction 

Businesses today rely on information as a form of sustenance.  Organizations in the business 
of information such as banks, insurance and telecoms companies occupy the top positions in 
rankings of most successful businesses. This further proves the ever-increasing value and 
power of information as being evident in our business communities. Over time a huge 
database of consumer information is built up. Soon after, the data controllers of these 
databases start to consider using the housed information for purposes other than the primary 
intentions for which the data was originally collected. 

1.1 Background 
During the past few decades, technology has come to attract a lot of attention and many of us 
have embraced it into our daily lives. As part of this technological advancement we have 
noticed the gradual introduction of the RFID technology into our communities and just like 
most other technologies we have embraced in the past, its advent promises an array of new 
convenience. Such advanced technologies offer businesses an opportunity to collect and store 
vast amounts information about consumers.  

1.2 Research Problem and Questions 
On several occasions, one has found oneself in total amazement of recent technological 
advancements achieved during one’s lifetime. It is without a doubt that life becomes much 
more convenient as a result of these advances in technology. RFID technology is without a 
doubt one of those technologies which promises a great deal of convenience for organizations 
or individuals who decide to adopt it. 
 
However, RFID has shown to be a source of concern to consumers over the years as 
governments and private institutions put RFID technology into operation. RFID has its 
challenges, due to its medium (radio waves) of communication it is susceptible to signal 
interception and other similar attacks. Research papers written by the likes of Mitrokotsa 
shows that RFID tags, with the right incentives can be hacked, and the data within it modified 
to suit whatever needs the culprit might want to use it for (Mitrokotsa, Rieback, & 
Tanenbaum, n.d.). RFID technology can be and have been used to track individuals who are 
completely oblivious of the fact that they are under surveillance as in the case of Wal-Mart in 
cooperation with Gillett(Kumar, n.d.). 
 
The issues stated in the previous paragraphs lead to questions being asked about “How much 
of a security threat does RFID pose to consumer privacy?” Based on the research problem 
stated above, the following research question(s) have been raised with regards to RFID 
implementation and public acceptance of the technology in Stockholm. 
 

1. What are the possible threats to privacy RFID users are exposed to as a result 
of adopting RFID technology? 

2. What are the measures in place to make sure collected data are not subjected to 
illegitimate use? 

3. What can transit enterprises do to mitigate privacy and security risks? 
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In light of the various privacy and security concern revelations about the adoption of RFID 
technology, one is forced to have a rethink if this is actually the right time to go into wide 
spread use of the technology. 
 
At the time when many governments in the world are still struggling to bridge the divide 
between technology and legislation, perhaps this question should be asked “Is it wise to fully 
integrate this technology into all facets of our lives?” This thesis sets out to investigate how 
much of a security threat RFID poses to consumer privacy in transit systems while trying to 
determine if the benefits outweigh the setbacks.   

1.3 Purpose 
The primary goal of this research is to investigate the insecurities in the implementation of the 
RFID in transit (SL Stockholm) systems. To analyze the privacy and security measures in 
place to ensure the safety of users of electronic ticketing system in the mass transit systems 
(SL Stockholm). Taking into consideration the vulnerabilities of RFID and the potential 
security risks consumers of the system are exposed to, a detailed analysis is carried out on the 
existing infrastructure with the goal of exposing the shortcomings of the systems and 
proposing mitigating solutions. 

1.4 Goals 
 
This project focuses on reviewing RFID (Radio Frequency Identification) Systems, and the 
security and privacy concerns in Radio Frequency Identification, with the goal of improving 
public awareness about the possible sources of concern in relation with adopting the use of 
RFID technology. This project would be able to help regular RFID users or prospective users 
gain relevant knowledge into the inner workings of the system and possibly help for the base 
for a well-informed debate about the technology. During the course of this research the author 
has investigate the insecurities in the implementation of the RFID system in transit (SL 
Stockholm) systems. Due to the nature of the system, spatial information about consumers are 
accumulated over time thereby attracting some level of interests either legitimate or 
illegitimate and raising some concerns. This thesis attempts to enlighten members of the 
public as well as cooperate organizations about the eminent risk of being in possession of 
such information and it’s vulnerability to attacks. In addition, provide privacy protection 
practices to businesses and average users to assist in avoiding privacy intrusive practices. 
  

1.5 Research Methodology 
In a day and age where people are increasingly adopting a laissez-affaire approach towards 
information security and privacy, this research analyzes the privacy and security measures in 
place to ensure the safety of users of electronic ticketing system in the mass transit systems 
(SL Stockholm). The research would attempt to emphasize on the gravity of information 
security/privacy, elucidate on the possible threats to privacy in RFID systems, explain 
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measures currently in place to protect users and finally suggest mitigating solutions to 
possible problems. 
 
In this research, data is collected by means of qualitative methods, with the main focus of 
organizing and reducing data to provide a chain of evidence leading to the final conclusion. 
After thorough deliberation, it was decided that like most empirical researches, which rely on 
experiences, observations and knowledge from actual experiences, this research adopts the 
use of qualitative research method(Håkansson, 2013). Subsequently, data collected during the 
data collection (interview) phase of the research would be analyzed using the narrative 
analysis method.  
 
The research was executed in phases. The literature review was conducted in the first phase. 
The second was dedicated to data collection, in these case interviews. The Next phase was 
devoted to carrying out data analysis on the interview earlier conducted and the literature 
review. The final phase the results of the analysis are then presented and discussed. 
 

1.5.1 Data Collection 

Data collection in this research was done using a collection of methods, the primary means 
being a literature review. Data was also gathered by conducting interviews with 
administrative staff of SL Ticketing System. EU directives and other documents concerning 
user privacy and security served as a source of information regarding current and future plans 
of the government in this field.  
 
Newspaper articles and other current study reports in the field of RFID systems and other 
related sources served as a means of support for the various viewpoints in this research thesis.  

1.5.2 Data Analysis & Discussion 
During the process of conducting a research, a researcher strives to understand the tone of the 
research and the direction of the logic, which is guided by either of two approaches namely 
the inductive and deductive approaches(Khalid, Hilman, & Kumar, 2012). 
 

Largely, this research adopts an inductive approach to reach its goals. Recent research reports 
documenting the use of RFID and related sources have been adopted to reinforce viewpoints 
in the research.  

1.6 Limitations of the Research 
Perhaps, a limitation to the research was the inability to have more candidates participate in 
the interviews. The researcher was however able to interview three (3) individuals from the 
case study organization during this study. Another limitation of this research is the lack of 
access to SL Stockholm’s systems to carry out tests. Doing a research of this nature, it would 
have been ideal to conduct some penetration tests on the infrastructure SL Stockholm has in 
place. This would go a long way in justifying why the issue of consumer privacy and security 
must be continuously assigned top priority in the organizations day-to-day activities.  
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1.7 Audience 
While the research might seem to be targeted towards use by the general public for security 
and privacy awareness, it is important to note that organizations that are planning to adopt or 
already are using RFID are expected to benefit from the outcome of the research. 
Furthermore, the government also stands to benefit from the outcome of the research by 
means of making available the views and opinions of the public with regards to RFID 
technology which help the government decide either to or not to embark projects such as 
RFID embedded citizen identification systems. The Legislature could also benefit from the 
works of this research to aid the law making process with regards to RFID.   

1.8 Research Disposition 
This thesis is divided into eight chapters; with the first chapter containing the research 
background, problems & questions, methodology and limitations encountered. The second 
chapter contains the extended background on RFID technology. The third chapter presents the 
literature review. Chapter four presents the research methods and strategy adopted for the 
thesis. The fifth chapter presents the applications of the methods adopted from the previous 
chapter. Chapter six gives an insight into the implementation of RFID in Public Transit 
Systems. The Seventh chapter presents the results and analysis of the data collected. Finally, 
the eighth chapter contains the conclusion, recommendation and possible future work. 
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2  Radio Frequency Identification 
Systems  

Radio Frequency Identification (RFID) is a convenient medium for contactless identification 
that does not often require any physical or optical contact. The technology has come to attract 
a lot of attention in recent years particularly the last three decades, and many of us have 
embraced it into our daily lives. We have come to realize to a certain extent, the flow of 
information between objects and unnoticed readers. Perhaps, should this be a source of 
concern to the public?  
 
RFID (Radio Frequency Identification) technology can be traced as far back as its use in the 
Second World War when it served as a means of identification for friend or foe systems 
onboard a military aircraft(Doss, Zhou, Sundaresan, Yu, & Gao, 2012). RFID often used to 
identify objects and users, is a subset of a much larger class of technology popularly known as 
automatic identification (Auto-ID) systems. The Auto-ID systems also include technologies, 
which may seem more familiar and known by the general public due to their already wide use 
such as the smart cards, barcodes and the optical character recognition systems. These 
technologies have been used for purposes such as tracking of people, animals or goods. 
However, RFID has been adopted as a preferred option by a wide range of industrial users. In 
recent times, the technology is seen actively in use in a broad range of applications from 
remote keyless entry for automobiles to animal tracking, highway toll collection, supply-chain 
management, electronic passports and train commuting ticketing services.  
 
RFID enthusiasts have been seen praising the adoption of the technology and seem to believe 
the pros far outweighs the cons. An RFID enthusiast was quoted by Katherine Albrecht as 
saying; 
 

“Steven Van Fleet, an executive at International Paper, looks forward to the 
prospect. ”We'll put a radio frequency ID tag on everything that moves in the 
North American supply chain," he enthused recently.”  

– Katherine Albrecht,  
 
Meanwhile, privacy activists around the world believe that the technology is poised to enter 
all our lives, with profound complications for consumer privacy (Katherine Albrecht, n.d). 
Some even see the unrestricted wide spread deployment of RFID as a doomsday scenario 
where government and corporate interests transforms into pervasive tracking of individuals, 
whereby an individual’s movements, acquaintances and associates are carefully monitored 
and stored away for use in the future (Simson L. Garfinkel, 2000). 
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2.2 How does RFID work? 
 
A Radio-Frequency Identification System usually consist of 2 components (Dr Klaus 
Finkenzeller, 2010): 
 

• A transponder - the RFID tag - that has been programmed with information and 
located on the object that is to be identified. 

 
• An Interrogator well known as the Reader (Scanning Antenna) could be a read/write 

device depending on the technology used and design of the specific implementation. 
(while adopting a colloquial approach in this thesis we would be referring to it as a 
Reader regardless) 

 
Furthermore, there are a few variants of transponders: 
Unique ID transponders: these are transponders with the primary purpose of transmitting 
unique identification (serial-number). Transponders in this category are usually passive tags 
with no security implemented and mainly used for tracking. 
 
Storage transponders: this type of transponders is manufactured for use as storage devices. 
Often made in both passive and active forms, a typical example of this kind of transponder is 
the Electronic Product Code (EPC) tag and like the unique id transponders some of them 
communicate in clear text, while some use encrypted communication. 
 
Smart card interface: this is inclined towards the more advanced end of transponders mostly 
made up of active, some passive transponders. The biometric passport is an example of this 
kind of transponder. These transponders are usually used for access control systems and 
obviously due to the nature of its use, encryption mechanisms used to secure the data, 
authenticated as well encrypted communication is used to secure communication with the 
reader. 
 
The Reader broadcasts radio-frequency signals in a relatively short range. The RF radiation 
does two things: 
 

• It provides a means of communicating with the transponder (the RFID tag) AND 
• It provides the RFID tag with the energy to communicate (in the case of passive RFID 

tags).  
 
An absolutely key part of the technology is that RFID tags do not need to contain batteries, 
and can therefore remain usable for very long periods of time (maybe decades). Scanning 
antennas can be permanently fixed to a surface and handheld antennas are also available. 
They can take whatever shape you need; for example, you could build them into a doorframe 
to accept data from persons or objects passing through. 
 
When an RFID tag passes through the field of the scanning antenna, it detects the activation 
signal from the antenna. That "wakes up" the RFID chip, and it transmits the information on 
its microchip to be picked up by the scanning antenna. In addition, the RFID tag may be of 
one of two types. Active RFID tags have their own power source; the advantage of these tags 
is that the reader can be much farther away and still get the signal. Even though some of these 
devices are built to have up to a 10-year life span, they have limited life spans. Passive RFID 
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tags, however, do not require batteries, and can be much smaller and have a virtually 
unlimited life span. 
 
RFID tags can be read in a wide variety of circumstances, where barcodes or other optically 
read technologies would experience difficulties in functioning efficiently. 
 
 
 
 

Why is RFID a preferred option? 
 

1. Automation: While optical bar codes require a line-of-sight for readout, i.e., either 
careful orientation of tagged goods with respect to the reader, or manual intervention, 
RFID tags promise unsupervised readouts. This increases the level of automation 
possible, as tagged items do not need precise orientation during the readout process.  

 
2. Identification: RFID tags also offer a much higher information density (and thus 

ultimately capacity) than bar codes, allowing manufacturers and vendors to not only 
store a generic product identifier on an item (e.g., “This is a bar of lavender soap”), 
but an individual serial number (e.g., “This is lavender soap, bar 293813”), which in 
turn can point to a database entry with detailed item information (e.g., “produced on 
May 14, 2005, in plant 5, unit 67”). 

 
3. Integration: The wireless coupling between reader and tag also allows manufacturers 

to integrate tags unobtrusively into products, thus freeing product design as well as 
making identifiers more robust (e.g., protection from dirt, but also against removal). 

 
4. Authentication: RFID tags can provide for a much stronger authentication than bar 

codes, as they can prevent unauthorized duplication (either through cryptographic 
means or by database lookups for detecting duplicates). 
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2.3 Application and Uses 

2.3.1 Goods Tagging 

Similar to most cases, RFID technology was introduced to the goods market to aid quick and 
speedy transactions. RFID tags on goods can be split into two categories, the first being 
product identification and the other theft prevention(Loukusa, 2012).  
 

2.3.2 Product Identification 

In order to facilitate product identification using RFID, Electronic Product Codes (EPC) are 
introduced and stored on the RFID tag. This makes it possible to identify a tagged item 
uniquely. The EPC, which has greater memory, was adopted to replace the conventional bar 
code on products.  The use of RFID technology this way can simply be referred to as 
simplifying process optimization in product distribution. A typical instance is that it helps 
enable the possibility of eliminating manual visual verification of every single product in 
stock, thereby reducing the unavoidable possibility of human errors of miscounting in the 
supply chain. In addition, this technology is capable of making various improvements in a 
supply chain storage by making it possible to access information such as instant access to 
information concerning location (e.g. rack) of each product, thereby speeding up the storage 
process and minimizing bottlenecks at distribution units and stores. 
 
Organizations using RFID stand to benefit from implementing the technology through 
increased efficiency and reduced costs in the supply chain. Consumers would benefit as well, 
because these organizations will be able to reduce cost of items as a result of revenues 
accrued. Such organizations would then be able to expedite revenues and possibly be able to 
edge out competitors who use less efficient methods. Wal-Mart, Tesco, Metro and Procter & 
Gamble are a few of such organizations which have really driven the use of RFID in the 
supply chain. Metro Group for instance, in 2003 was the first retailer to use RFID technology 
in its “Extra Future Store” which involved its use in several of its supply chain. In the fashion 
industry, retailers like Prada and Zara engage the use of RFID to improve their supply chain 
management processes and further enhance their ability to respond to consumer preferences 
(Castro & Wamba, 2007).  
 
Another implementation of RFID is the use in departmental stores for object identification. 
The embedded tags are used to track clothing items from its suppliers to the final check out. 
The RFID systems also offer a recommendation to the customers in the store based on the 
items they have picked. The suggestions could range from, sales offers, matching items (to the 
already picked item) etc.(www.RFIDjournal.com) 

2.3.3 Theft Prevention 

There are different classes of RFID tags used in this category, and the more commonly used 
are the reusable ones. To protect against product/item theft, RFID tags that can only be 
deactivated and removed at the payment counter are attached to products in the store. Any 
attempt to take a product/item out of the store without the tags being deactivated/removed 
before doing so would result in the triggering of an alarm system by RFID readers stationed at 
the exits of the store. It is worth noting that there are currently ongoing debates about whether 
or not to kill RFID tags at the point of sale, because it is believed to be grossly undermining 
the potentials of RFID tags considering it could be used afterwards.  There are a number of 
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ways these tags are handled now depending on the particular deployment, some systems still 
kill the tags while some just record the tag as paid in the system thereby preventing the alarm 
from being set off when the tag goes through the readers at the exits of the store. However, 
RFID tags could be prevented from being read by an RFID reader by preventing the signals 
beamed by the reader from reaching the tag thereby leaving the tag without power to be read 
or responding, this is referred to as a Faraday cage(Kumar, n.d.). Similarly a product/item 
could be placed inside a Faraday cage inside the store and a shoplifter can walk past the 
readers without setting off the alarm for an unpaid item because the radio waves were not able 
to penetrate the Faraday cage to read the tag.  This is a form of Denial of Service attack on 
RFID systems and it shall be further elaborated upon in the later parts of this thesis. 

2.3.4 Automated Pet door locks 

Perhaps a very functional implementation of RFID technology is in the recent adoption for 
household pet door locks. Individuals who happen to have large pets experience the challenge 
of burglars breaking into their homes by gaining access through the pet doors that are usually 
left open for the pets in order for them to come in or go out. 
 
The door functions in a similar way to how an electronic garage door works. The RFID chip 
is embedded within what is referred to as a “collar key”, and then clipped to the dog’s collar. 
When the dog approaches the house, the pet door opens automatically for the dog to gain 
access into the house.  
 
This technique is reasonably safe because the each collar key is unique, therefore pet owners 
do not have to worry about their neighbor’s pets gaining access into their homes. It also 
protects against the possibility of wild animals coming into the house. 
 

Finally, walking a dog can be a considerably demanding task and 
some individuals have to hire people to walk their dogs. With the 
implementation of this technique the pet would be able to gain its 
own independence, leading to a well-exercised healthy pet. 
(www.dogdoors.com)2.3.5 Bee Monitors Preventing Hive-Jacking 

RFID technology has been adopted by bee researchers at Bee Alert Technology Inc. to resolve 
the problem of bee Colony Collapse Disorder (CCD). Following the discovery of the disorder, 
38% percent of bee keepers in the United States have experienced the phenomenon leading to 
78% colony destruction in 2002 and was reported to have killed more than a third of North 
American honeybee between the year 2006 and 2008.  
 
Now, with the help of RFID technology bee keepers can now track of bees that manage to 
find their way back to the hive and those that do not. The ability to track the bees return helps 
the bee keeper quickly diagnose if the colony is experiencing the disorder or not (Henderson, 
Firth, Bromenshenk, & Wick, n.d.).  
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3. RFID and privacy 
This chapter introduces the literature review concerning RFID and how privacy issues could 
possibly be one major source of security concerns for people adopting the technology. RFID 
like most technological discoveries before it has the tendency to bring us convenience, higher 
revenue and efficiency in whichever way it is implemented but yet consumer privacy should 
considered to be of great importance.  
 
Radio Frequency Identification (RFID) technology is one, which facilitates contactless, 
automated and distinct object identification over radio waves (Doss et al., 2012). The use of 
RFID technology dates back to 1943 during the Second World War for the identification of 
Friend or Foe Systems onboard military airplanes. Shortly after, the paper “Communication 
by Means of Reflected Power” written by Harry Stockman in 1948 was referred to as one of 
the earliest papers exploring RFID. Harry in his research demonstrated a system, which was 
completely energized by means of reflected power(Roberts, 2006).   
 
Today, thanks to the ground breaking researches made by the likes of Harry Stockman, RFID 
has become ubiquitous with wide spread implementations in a variety of applications ranging 
from highway toll collection, supply chain management, animal tracking to keyless 
automobile entry systems. 

3.1 Attacks on RFID systems  
In reference to research question one (1) on the threats to privacy users of RFID 
Systems are exposed to:  
This section discusses some known attacks against RFID systems. Apart from physical theft, 
attacks on RFID can vary from attempts to steal confidential information from cards (as in the 
case of attacks on e-Passports) to hindering legitimate card readers from reading cards. 
Attacks on RFID systems can be divided into attacks against confidentiality, integrity and 
availability (William II Easttom.), see figure 1 and figure 2.   

 
Figure 1  "The CIA Triad"(Confidentiality, Integrity, Availability)” (www.gendo.nl) 
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Figure 2 Possible Attacks on RFID Systems (Loukusa, 2012) 

 
Figures 2 displays a list of known possible attacks on an RFID based systems. Categorizing 
them into the CIA triad shall further elucidate upon the attacks shown in the diagram (figure 
2). 

3.1.1 Confidentiality 

Confidentiality, the term sometimes used as the ability to prevent the disclosure of information to 
unauthorized individuals or systems. This is an important part of security that ensures that access is 
granted to only individuals with the appropriate privileges.  

Skimming: unauthorized access to reading data on RFID tags 

Eavesdropping: unauthorized listening and interception of RFID communication between an RFID 
tag and an RFID reader  

Tracing/Tracking: identification of parties that patronize an RFID system, giving access to monitor 
messages exchanges (Where, when, who and how often?).  

3.1.2 Integrity 

Integrity is the ability to maintain and assure the accuracy as well as the consistency of data. Systems 
that rely on data validity or correctness to function require high level of integrity.  

Cloning: a process of duplicating data on an RFID tag and subsequently transferring the duplicated 
data to another tag. 

Spoofing: duplication of tag data and transmitting it to a reader 

3.1.3 Availability 

The ability to use information/resources when required can be referred to as the availability of that 
resource. Mission critical systems are required to meet certain high level of availability to be 
considered a functional system. 
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Detuning/Shielding: this can be referred to as the use of mechanical means to disrupt the function of 
an RFID tag. 

Jamming: is the use of electronic device or means to disrupt the function of an RFID reader. This is 
somewhat different from the other attacks targeted at RFID card, because this attack is focused on 
hindering a reader from being able to reach its legitimate transponders. 

Physical/Electronic Damage: this can be done in various ways like clipping of the microchip thereby 
damaging it, exposing the RFID card to strong electromagnetic fields (e.g. microwave oven) or using 
chemicals to destroy the RFID card. 

3.2 What is Privacy? 
Getting a concrete understanding of what privacy is and why it should be a matter of concern 
to us all has been a topic that has attracted significant interest in recent times.  
 
In fact the issue of privacy has always been a topic of debate as far back as 1888 when 
Thomas Cooley referred to privacy in his textbooks on law of torts as the right “to be let 
alone” 
 
“Privacy is the claim of individual, groups, institutions to determine for themselves when, 
how and what extent information about them is communicates to others”   
       -Alan Westin (Alan F. Westin, 1967) 
 
A more generic scope of the concept of privacy can also be viewed in the following three 
ways: (Fischer-Huebner, 2001): 
 

• Individual Privacy: the protection of the close physical area surrounding a person such 
as domestic and other environments such as workspace or public space. 

 
• Informational Privacy: ability to control if and how personal data can be gathered, 

stored, processed or selectively disseminated. 
 

• Territorial Privacy: by protecting the close physical area surrounding a person, i.e. 
domestic and other environments such as the workplace or public space). 

           
Privacy can be summarized as: (Wright, 1994) 
 
… as a “right”, a “value”, an “interest”, a “claim”, a “condition”, a “principle”, an “ability”, a 
“power”, and of course, “a constellation of values, claims and interests in a universe of 
concurring and competing values.” 
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3.3  RFID threats to Privacy & Security 

In reference to research question one (1) on the threats to privacy users of RFID 
Systems are exposed to:  
 
The radio waves generated during RFID communication are capable of penetrating plastics, 
fabric as well as the possibility of embedding these tags in walls, floors or even. This feature 
of RFID makes it possible to covertly embed RFID tags within the environment without the 
user having a clue about when information has been extracted from the card doorways. 
Privacy threats arise for users of RFID when certain tags which have unique identifiers can be 
associated with a particular person’s identity. Therefore, RFID technology is being perceived 
to be a security threat to its users mainly because tags can be read within as well outside line 
of sight and having no evidence to prove when and if they are being read. The following is a 
list of personal privacy infringing scenarios of the RFID technology(Lee & Kim, 2006): 
 

o Location threat 
o Preference threat  
o Constellation threat  
o Transaction threat  
o Action threat 
o Association threat 
o Breadcrumb threat 

3.3.1 Location threat  

The existence of covert readers in certain locations poses two types of threats to RFID users. 
Firstly, as a result of the fact that radio waves generated during RFID communication are 
capable of traveling through various kinds of mediums, therefore a tagged objects location is 
susceptible to unauthorized disclosure by potential convert readers around the individual. The 
location of an unsuspecting user can be disclosed monitored by rogue covert readers and 
embedded in specific locations for the sole purpose of reading tags without the user being 
aware. 
 
Secondly, RFID makes it very possible for monitoring agencies to track individuals carrying 
tags if the agency is able to associate the tags with the individuals and therefore leading to 
their location being revealed.  
 

3.3.2 Preference threat  

This particular threat can be attributed to consumer products. RFID tags have been adopted as 
the viable substitute to Bar Codes, as a result of that RFID Electronic Product Codes (EPC) 
have taken center stage with inventory management. Now, with the help of the EPC it is 
possible to uniquely identify the product’s manufacturer, the product type and specifically the 
identity of the product. This opens a new can of worms with regards to privacy because this 
now exposes the previously unavailable customer preferences to competitive as well as 
inquisitive forces at considerably low marginal cost. This further arouses consumer concerns 
because you need not be a sophisticated user to perpetrate malicious act on this technology. It 
is now possible for criminals to choose their victims based on their preferences (such as for 
high-value RFID-containing jewelries and wristwatches rather than low-cost ones). 
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3.3.3 Constellation threat  
Regardless of whether an individual’s identity is associated with a tag set or not, the tags form 
a unique RFID constellation around the person. Adversaries as well as monitoring agencies 
can use this constellation to track people, without necessarily knowing their identities. A 
typical example of such a scenario would be that of an FBI (-Federal Bureau of Investigation; 
whom is a likely monitoring agency) scene where a certain RFID tag has been linked to a 
murder. While in actual fact the killer was carrying an RFID tagged unconsciously in the 
shoes he/she was wearing at the time of the murder. Sooner or later the killer gives the shoes 
away to a friend while the FBI continues to track the tag which in any case had changed 
hands. The new user might however risk being mistaken as the actual killer.   
 

3.3.4 Transaction threat  

When an RFID tagged object is exchanged between two persons, it is plausible to infer that a 
transaction has occurred between the two parties linked with these constellations. This can 
further contribute to consumer concerns because sooner or later governments might adopt this 
means of identifying transactions to impose tax payments on its citizens. An example of such 
would be, if a particular set of jewelry or wristwatches suddenly changes hands between two 
individuals, it could be inferred that one of the individuals had sold the items to the other and 
therefore has to declare the profit which in turn is subject to tax payment. 
  

3.3.5 Action threat  

In this threat, an individual’s behavior (or possibly his or her intent) is inferred by monitoring 
the action of a group of tags. Some manufacturers of “smart shelves,” for example, have 
suggested that the sudden disappearance of tags corresponding to several high-value objects 
might indicate that a person plans to shoplift, and could result in the person’s photograph 
being taken. However, said tags might also disappear if the person accidentally knocked the 
tagged objects to the floor. 
 

 3.3.6 Association threat 

When a customer purchases an EPC tagged item, the customer’s identity can be associated 
with the item’s electronic serial number. This threat is fundamentally different compared to 
the current practice of associating customer loyalty cards with purchases, because the EPC 
associates the consumer with a specific item (a unique aspirin package) rather than with a 
class of items (an aspirin package). Also, unlike with loyalty cards, this type of association 
can be clandestine and even involuntary. 
 

3.3.7 Breadcrumb threat  

This threat is also a consequence of association. As individuals collect tagged items, they’re 
building an items database associated with their identity in corporate information systems.  
When they discard these electronic breadcrumbs, the association between them and the items 
isn’t broken. The threat arises when discarded breadcrumbs are used, for example, to commit 
a crime or some other malicious act. The only identity associated with the breadcrumb is that 
of the original owner, who is liable, at the very least, to be bothered by law enforcement. 
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4 Methods 
This section first starts out with a generic explanation of research methodology. Further on, 
the section elucidates the possible research alternatives that could have been adopted and 
further motivates the reason why the final decision of adopting a qualitative research method 
was made.  

4.1 Research Methodology 
A research is embarked upon with the intentions of discovering things in a methodical way, 
usually by data collection and systematic interpretations with a clear purpose guiding the 
investigation (Saunders, Lewis & Thornhill, 2009). In a clever scientific research, the goal(s) 
of the study is clearly outlined. The study method is elaborate in form of a proposal, the study 
style is planned ahead, the study depends on adequate analysis, discoveries are shared 
unambiguously, conclusions are justified in appropriate manners and importantly the study is 
transparent about its limitations while abiding by ethical standards (Cooper & Schindler, 
2006). Ideally, a research is not about aimlessly gathering facts without purpose, or presenting 
information or data without interpretation (Walliman, 2005). A research activity should come 
about information through careful analysis of raw data – be it primary, secondary or even both 
(Sekaran & Bougie, 2010). The data could have been gathered through quantitative or 
qualitative means or a combination of both methods. Though empiricism is often related to 
quantitative analysis, several authors on qualitative analysis lay associate degree of equal 
stress on the importance of empiricism because the foundation for any investigation (Bryman 
& Bell, 2003). In any field of research, a researcher must perceive general tone of analysis 
and also the direction of logic that is guided by either of the 2 approaches – deduction and 
induction. 

4.1.1 Deduction and Induction 

There are mainly two possible ways by which a researcher can chose between when setting 
relevance of already established theory into a research. These methods are referred to as the 
inductive and deductive reasoning methods. A visible distinction between the two logical 
methods to knowledge acquisition is that induction is the formation of a generalization 
derived from examination of a collection of particulars, whereas deduction is the 
identification of an unknown particular, extracted from its likeness to a collection of best-
known facts (Rothchild, 2006). In other words, it could be said that induction is a method that 
develops from specific to general whereas deduction is a method that develops from general 
to specific (Decoo, 1996). Nevertheless, deduction contains a small amount of induction and 
also the inductive method is possibly going to contain a little bit of deduction (Bryman & 
Bell, 2003). The following figures 3 and 4 gives an illustration of both methods. 
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Figure 3 Deductive Approach (Runeson et al. 2012,) 
 

 
 

Figure 4 Inductive Approach (Runeson et al. 2012) 
 
 

4.1.2 Quantitative and Qualitative Research  

An empirical research is one that bases it findings on actual experimentations or observations 
(Bruns, 2007) and there are two categories: quantitative research and qualitative research. 
 
A qualitative research employs the inductive reasoning approach (Sekaran & Bougie, 2010) 
and aspires to attain an in-depth level of understanding of human behavior and the reasons 
behind the manifestation of that particular behavior. Qualitative research may be regarded as 
interpretative research as its primary objective isn't generalization but to provide profound 
interpretation of the phenomena (Cooper & Schindler, 2006). This research method is 
employed in several academic disciplines like social sciences, as well as market research 
(Denzin & Lincoln, 2005) notably where the objective is to probe in human behaviors and 
personalities. Given distinctive purposes of qualitative research, it adopts typical research 
designs, uses non-probability sampling, depends on smaller samples (Cooper & Schindler, 
2006), and uses completely different data collection and analyses techniques as compared to 
quantitative research (Neuman, 2005). 
 
Now, in contrast with qualitative research, quantitative research relies on reasoning or 
deduction (Sekaran & Bougie, 2010) and employs the use of a variation of quantitative 
analysis techniques such as providing basic descriptive of the variables involved, to 
establishing statistical relationships between variables through advanced statistical modeling  
(Saunders et al., 2009). Quantitative research however uses probability sampling and relies on 
larger sample sizes to predict, explain and describe phenomena (Cooper & Schindler, 2006). 
By adopting certain methodologies and techniques, quantitative research seeks to quantify 
relationships between different variables. For instance, in quantitative research involving two 
variables the researcher’s goal is to investigate the link between independent (predictor) 
variable and a dependent (criterion) variable within a population (Hopkins, 2000). 
 
While some researches might require the process of combining both quantitative and 
qualitative methodologies, the researcher may decide to adopt a mixed strategies approach, 
choosing both qualitative and quantitative data gathering techniques while analytical 
procedures are used in same research design (Saunders et al., 2009).  

THEORY HYPOTHESIS OBSERVATIONS CONFIRMATION

OBSERVATIONS PATTERN TENTATIVE 
HYPOTHESIS THEORY
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4.1.3 Case Study Research 

The term case study is used in parallel with terms such as observational study and field study, 
both of which focus on a particular aspect of research methodology. A case study can be 
denoted in a number of ways, either described as a research method or described as a unit of 
analysis as in the situation of a case study of an organization (Yin 2003). According to 
Runeson, a unique feature of a case study research is that there is no strict boundary between 
the object of study and its environment and this enables the researcher gain an in depth 
understanding of the object under study (Runeson et al. 2012).  Case studies have become a 
common research strategy adopted in diverse fields ranging from sociology, psychology, political 
science to other fields (Yin 2003). 
 
According to Perry et al. the following criteria is expected of a case study (Perry et al. 2005): 
 

• Research questions that need to be answered are set out from the beginning of the study. 
• Data collection style planned and consistent 
• Research questions are answered based on inferences made from the data collected. 
• Explores a phenomenon, or yields an explanation, description, or causal analysis of it. 
• Systematic approach is adopted to address threats to validity  

  

4.1.4 Design Science  

A possible approach towards this research could be to conduct it as a design science research. 
This research strategy was a viable option because of its applicability in the fields of 
Information Systems and Information Technology.  A fundamental principle of design science 
according to Hevner is that knowledge and understanding of a design problem and its 
solutions are acquired in the process of building and application of an artifact, (Hevner & 
March, n.d.). Johannesson also states that design science focuses on the study and creation of 
new artifacts with the goal of finding solutions to practical problems of general interest 
(Johannesson & Perjons, 2012).  
 
Since design science focuses on the development of artifacts and this research isn’t intended 
to propose a new artifact, the option of using design science was laid to rest.  
 

4.1.5 Data Collection 

Conducting a research obviously requires certain data collection methodology. Data used in 
the process of conduction researches can be collected by means of interviews, literature 
reviews, observations or questionnaires. A qualitative analysis method uses a combination of 
assorted techniques such as conducting interviews, carrying out observations and document 
analysis. This research being a qualitative research, adopts interview and literature review as 
the empirical data collection methods. 
 
Reliability concerns is often a challenge in qualitative interviews because of limited time 
availability, subjectivity and sometimes the artificial nature of some. Nonetheless, if the 
limitations of qualitative interviews are taken into account and managed efficiently it could be 
a powerful analysis tool and wonderful information collection means (Myers & Newman 
2007). 
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4.1.6 Interview 

According to Yin (2003) interviews are one of the most important sources of data collection. 
An interview’s primary objective often times is not to obtain answers to certain questions but 
endeavor to understand the experience of people and the significance of the experience in 
order to grasp and learn from the experience. To achieve this, an interview is often the 
preferred option. 
  
Interviews can fall into three main categories, the structured, unstructured and semi structured 
(Dawson, 2002). In a structured interview, the interviewer dictates the control of the interview 
with a list of question, though the interviewer might attempt elaborating the questions, there 
will be no deviation from the already planned list of questions.  In contrast to structured 
interviews, unstructured interviews permit the possibility of altering the interview (questions) 
in accordance with the level of the interviewee, in this case the interview is said to be “open” 
with the interviewee having the choice of deciding to discuss at length points that might 
seems to be important.  While a semi structured interview involved the adoption of open-
ended questions, providing an opportunity for both the interviewer and the interviewee to 
discuss selected topics in detail.  
 

This research adopts the unstructured interview approach due to the nature of the research, 
and the questions have been designed to maintain focus on the goals of the research while still 
allowing the respondent some comfortable level of freedom to elaborate as well as raise issues 
that might be related to the subject of discussion.  

 

The institutions chosen for this research are selected based on their involvement with RFID 
technology and Information Security and Privacy. Interviews were conducted in the city of 
Stockholm Sweden between the month of April and May 2013.  

  

To conduct the interview, a list of commonly used sequence (Robson, 2002) was adhered to, 
which are as follows: 

• Introduction: the interviewer introduces him/her selve then subsequently elucidates 
on the purpose of conducting the interview and requests for permission to record (if it 
applies) 

• Warm up: the session is started with some simple, non-threatening questions to get 
the interview going. 

• Main Body: here the main questions and objective of the interview are confronted. 

• Cool off: few easy questions are asked with the intention of reducing tension that 
might have occurred during the process. 

• Closing: the interviewer shows his/her appreciation and the interview is ended. 
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4.1.7 Data Analysis 

When a research concludes data collection, the stage that follows is the analysis of the data 
gathered. It is however very crucial that the data be accurate, complete and appropriate for 
analysis to proceed further over it (Sekaran & Bougie, 2010).  It is also important to note that 
a decision to adopt unsuitable methods could successively end in failure to solve the research 
problem and answer research questions. The researcher’s task would be considered as 
incomplete, if the study objectives were not achieved. 

 

Creswell (2009) states that qualitative knowledge analysis consists of the following phases; 
 
Phase 1. Data organization for the purpose of analysis: This can be associated with the 
process of scanning documents, transcribing data collected during the interview, separating 
data into the appropriate categories. 
 
Phase 2. Data verification: Carry out a thorough perusal of data collected during the 
interview in order to have general understand of what the interviewee shared. 
  
Phase 3. Coding Process: initiate a comprehensive analysis using a coding process 
involving organizing the materials into segments and categories to aid extraction of 
meaningful information from the materials. 
 
Phase 4. Research Population: this phase has to do with clearly describing the demographic 
for analysis, this would aid determining a detailed description for case study and 
categorization. 
 
Phase 5.  Narration of the finding, this can be for discussion of the themes could be a 
chronology of events or a close discussion of classified theme. 
 
Phase 6. Interpretation: the final phase which has to do with carrying out data 
interpretations involving the researchers subjective views of lessons learnt or a comparison of 
the findings with other literature or theories. 
 

4.1.8 Research Ethics 

When conducting a research involving sensitive issues and involving interviewing people and 
organizations, it becomes imperative to maintain ethical standards. During the process of 
conducting this research, strict considerations has been devoted to the issues of ethics. The 
researcher is well aware of the sensitive nature of the subject matter being discussed and has 
made concerted efforts to make sure the research maintains a high ethical standard. 
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4.2 Choice of Research Method  
In this research, in order to achieve valid and reliable results the author made certain that the 
research abides by strict scientific guidelines. In reference to Anne Håkansson’s [Håkansson, 
2013] Portal of research Methods and Methodologies, each level within the layers of portal 
was worked through. At each layer the best suited option was chosen based on which best 
achieves the objectives of the study with the most accurate results.   
 
Layer 1(Philosophical assumptions): this aspect of a research often being the starting point 
is considerably essential because it steers the research as a whole. The researcher(s) at this 
point choose from several core assumptions or paradigms (positivism, realism, Interpretivism 
and Criticalism). [Håkansson, 2013] 
 
Layer 2 (Research Methods): in simplistic terms the research method can be described as a 
set of systematic procedures followed to accomplish research tasks. The author explained this 
area in more detail earlier on in this chapter. 
 
Layer 3(Research Approaches): this can be referred to as research approaches used in 
drawing conclusions to establish what can be considered either true or false. The most popular 
of these are the deductive and inductive approaches and one which the author refers to as an 
hybrid called the abductive approach because it mixes both the deductive and inductive 
approaches. [Håkansson, 2013]    
 
Layer 4(Research Strategies / Designs): in a brief and simplistic term this can be referred to 
as guidelines/methodology for conducting researches. [Håkansson, 2013]    
 
Layer 5(Data Collection Methods): this is a combination of methods used during the course 
of a research to gather data for the use of the research. The author explained this layer in more 
detail earlier on in this chapter. [Håkansson, 2013]    
 
Layer 6(Data Analysis): once data has been collected, its needs to be processed into useful 
information. The data analysis layer is the stage where raw data is processed into useful 
information for the research to consume. [Håkansson, 2013]    
 
Layer 7(Quality Assurance): during the course of the research, data is collected and 
processed. This data collected needs to be validated, regarded as reliable, confirmable, 
transferable and ethical. This process of running checks and balances by conducting 
verifications on the materials used to conduct the research can be referred to as the quality 
assurance process. [Håkansson, 2013]    
 
Layer 8 Presentation (Contributions and results): finally this layer explains the research 
methods and methodologies adopted for the research in great detail. [Håkansson, 2013]    
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Figure 5 The portal of research methods and methodologies (Håkansson, 2013)   

 
MENTION SOMETHING ABOUT THE LAYERS BEFORE CHOOSING.  
 
The following methods were chosen:  
 
4.2.1 Interpretive Philosophical: it is often said that the starting point of a research often is 

the philosophical assumption on which the researcher builds upon. This inevitably 
affects and steers the whole research(Håkansson, 2013). In this study the author adopts 
an interpretive philosophical standpoint. 

 
4.2.2 Empirical Research: this study adopts an empirical research method approach, which 

relies on observations and experiences. It derives knowledge from actual tests 
predictions by way of focusing on real scenarios and situations involving people. Just 
as this research will, an empirical research seeks to gain knowledge by getting proofs 
based on evidence from observations and experiences (Håkansson, 2013), in this case 
interviews. 

 
4.2.3 Inductive: more often than none studies are required to draw conclusions in order to 

establish what is true or the opposite. Section 4.1.1 elaborates on both the inductive 
and deductive approaches. In this study the author adopts inductive reasoning during 
the course of conducting this research.  

 
4.2.4 Exploratory: the author deemed the exploratory research strategy as more suitable for 

achieving the objectives of this research.  
 
4.2.5 Interviews (coding):  the main source of data collection for this study has been solely 

literature reviews and interviews conducted with industry experts. The interviews were 
subsequently coded, analyzed and then interpreted.   

 
4.2.6 Reliability Validity and ethics: According to Anne Hakkanson (2013) in order to 

show some quality of assurance in a research, the research material has to be subjected 
to validation and verification. This involves discussing issues such as validity 
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reliability and ethics. This research can however be reproduced easily taking into 
consideration the various methods the author has adopted. Replication of the various 
methods adopted by the author would lead to the similar results as those realized by 
the author. Ethical considerations were taken very seriously in this study because of 
the sensitive nature of the subject matter. In order to further stimulate objective 
responses from the participants during the interview process, the author informed the 
participants that their identity would be kept anonymous.   
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5.0 Application of Methods 
This section of the thesis presents the application of the methods adopted during the course of 
conducting this research, which was discussed earlier in chapter 4.   
  

 

 

Figure 6 Research Process 

 
The research was executed in phases. The literature review was conducted in the first phase. 
The second was dedicated to data collection; in this case interviews were conducted with 
industry experts in the transit enterprise in Stockholm. The Next phase was devoted to 
carrying out data analysis on the literature review and the interview conducted earlier. In the 
final phase the results of the analysis is subsequently used to recommend a list of Proposed 
Privacy Protection Practices for Transit Enterprises discussed later in this section.  
 

5.1 Literature Review 
The Literature review for this research was conducted to build upon the foundations on which the 
thesis would depend upon.  By reviewing how personal data in RFID Transit Systems is handled, an 
insight into possible threats to security and privacy can be gained. The Literature review discussed 
known attacks against the confidentiality, integrity and availability of RFID systems.  
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5.2 Data Collection 
This research adopted a data collection process involving the use of unstructured interviews in which 
the participants are availed the opportunity to speak freely. The sensitive nature of the research 
requires that the researcher be able to maintain a level of freedom and trust with the participants, 
which an unstructured interview approach happens to make possible. Since the research entails gaining 
an in-depth understanding and depiction of the case study, the researcher made the decision to adopt a 
qualitative research approach rather than the quantitative approach, which would not be the most 
optimal choice for this scenario because the objective isn’t to seek out specific quantifiable 
parameters. 

Since this is an interpretive case study, the deliberate intention is to focus on seeking answers to 
“why” and “how” questions that would enable us achieve a good level of understanding of the case 
study.  

The participants were chosen by the Information Security Manager of the case study organization 
because of their active roles in administering the ticketing system. The participants included personnel 
from both the information technology department at the customer service department. Particular 
attention was paid to making the participants comfortable to talk freely about the subjects being 
discussed with limited control from the interviewer. The researcher recorded the interview sessions 
that were later converted to text and made available in a separate document in a bid to ensure the 
anonymity of the participants. A list of interview questions were engineered from a checklist of 
responsible information-handling practices outlined by Privacy Rights Clearing House (Fact Sheet 12, 
2013) and each interview was half an hour long.  

 

5.3 Data Analysis 
As mentioned in the previous section, the interviews were recorded for the purpose of it being 
reviewed recursively by the researcher and solely for the use of the researcher alone. This is because 
the recordings are considered sensitive materials, which could be used to identify the participants. The 
interviews would be analyzed with the help of Privacy Rights Clearing House checklist of 
responsible information-handling practices. 

 

5.4 Quality Assurance 
Issues discussed in 4.2.6 are all touched during the application of the chosen methods with 
regards to quality assurance. In order to ensure that the interviewees understood the questions 
and where able to give relevant responses to the questions, the author made it possible for 
them to have the interview questions days before the actual interview. This was to make it 
possible for the participants to familiarize themselves with the interview questions. The author 
made sure that the research abides by highest possible standards avoiding any possible 
personal assessment that might affect the results. 
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5.5 Ethical Considerations 
The sensitive nature of the research made it compulsory for the researcher to make sure that 
the interviewees were well informed about the objectives of the research and were briefed that 
their identities would be kept anonymous. The consent form for the interviews can be found 
in appendix A of this thesis. It should also be noted that the interviewees signed the actual 
consent document. The interview questions could also be found in appendix B, while the 
recording (converted to text) of the interviews is made available in a separate document in a 
bid to ensure the anonymity of the participants. Since the interviews were semi structured 
interviews, the author also asked the respondents follow-up questions to further achieve some 
degree of clarity.  
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6 RFID Implementations in Public 
Transit Systems (Electronic 
Tickets) 

As RFID continues to gain wide spread acceptance in various sectors of the economy, the 
transportation sector has not been left out. RFID technology is being adopted and gaining 
increasing popularity with public transport operators around the world(Ahmad Sadeghi, Ivan 
Visconti, n.d.). Then again, like most RFID systems discussed earlier this system also 
introduces new risks precisely with regards to user privacy.   
 
Perhaps, one might decide to ask why would public transport administrations in countries 
implementing the technology be willing to expose their users to the eminent risks of security 
and privacy intrusion? Research done by Ahmad Reza, Ivan Visconti and Christian 
Wachsmann from Ruhr-University Bochum in Germany(Ahmad Sadeghi, Ivan Visconti, n.d.) 
Shows that transit enterprise benefit from e-ticket use in ways described in the next couple of 
paragraphs. 
 
Firstly, the transit enterprise is able to decrease the amount of fare dodgers by means of 
efficient ticket verification. The conventional non-electronic means of ticket verification 
would have proven to be time consuming and would require more personnel to conduct. But 
with the introduction of e-tickets, verifications can be carried out in fractions of the time it 
would take to conduct manual ticket verification.  
 
Secondly, e-tickets aid maintenance costs reduction. As a result of the systems becoming 
automated, lesser manpower is required to carry out administrative tasks of running the 
system. 
 
Thirdly, the transit enterprise records positive user feedbacks that can be related to reduction 
in time needed to carry out transactions (verification), meaning more convenience and lesser 
waiting time for their users. 
 
Fourthly, e-tickets systems are capable of automated selection of tickets suitable to specific 
users saving the users from the time consuming processes of trip analysis and cost incurred as 
a result of wrong calculations on the consumer side.  
 
Finally, e-tickets allow the possibility of much easier process of ticket revocation. This would 
have been more difficult to carry out on the conventional paper based system.    

6.1 Storstockholms Lokaltrafik AB – a case description 
Storstockholms Lokaltrafik AB commonly known as “SL” is a company that provides land 
based public transportation to people in the Stockholm County area. It is said to have its roots 
in a city owned public transit company started in 1915 named AB Stockholms Spårvägar (SS). 
Public transportation in Stockholm County was re-coordinated in 1967 and the company 
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changed its name to Storstockholms Lokaltrafik AB. Subsequently the ownership was 
transferred to the Stockholm County Council.  
 
SL Stockholm is said to provide transportation services to over 700,000 commuters on a daily 
basis. In an attempt to provide it’s users with a more flexible and convenient travel options, 
SL Stockholm introduced an option of travel chip cards. Over time 2.5 million travel chip 
cards have been issued (www.gemalto.com). 
 
According to Gemalto, an information Technology Solutions provider which SL Stockholm 
has subcontracted card deployment to: 
 
“SL has opted to phase out paper tickets and instead drive up card uptake and reloading. To 
achieve this goal, the company decided to boost online applications for enrollments.”  
          -Gemalto.com 
 
The looming privacy threats which users of transit systems are exposed to as a result of 
deployment of electronic ticketing systems by transit enterprises are discussed in the next 
chapter.  
 
Description of pricing and ticketing provided by SL Stockholm in Stockholm County is listed 
in table 1.  
 
 

 STOCKHOLM 

Public transport actors Public transportation in the Stockholm region serves 25% of the 
Swedish population and stands for 50% of all public 
transportation in Sweden. Some 80% of the population in 
Stockholm regularly use public transportation (on a weekly 
basis). Public transportation is handled by Storstockholms 
Lokaltrafik, SL, as is financed 50/50 by sales and taxes. SL tasks 
include the planning and the purchasing of transport services by 
competitive tendering 

Fare system All prices are decided by the County Council.  

The region of Stockholm is divided into three zones, A, B and C, 
where A is the central part of Stockholm including the whole 
metro system. 

Single tickets . “One hour zone ticket – single trip tickets based on coupons. First 
zone two coupons and then one coupon for additional zone, max 
4 coupons. Single trips are also sold in vending machines (not as 
coupons) and via mobile telephones, sms-tickets 

Season tickets  Periodkort/period card” – tickets valid over a period of time, 
starting at 24 hours, 72 hours, 7 days, 30 days, 4 months and 
annual validity. These cards are valid in all three zones The most 
popular and common ticket is the 30-day pass, and stands for 
50% of SLs annual revenue. The price is 690 SEK (approx. 74€). 

http://www.gemalto.com/
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Other types of tickets There are also various special student cards – some with limited 
validity (school days etc.) 

E-ticketing SL is in the process of implementing a new system delivered by 
ERG. The new system is called SL Access and is based on 
contact less Mifare classic chip (4k). Implementation was planned 
for October/November 2007 but is now postponed until late 2008. 
When SL introduces SL Access (contactless electronic ticketing) 
price structure will be the same but with more flexible periods 
and single trips based on fares for travelling in certain zones (not 
necessary priced as for coupons). 

Clearing For the moment SLs tickets are only valid in the Stockholm 
region (with some exceptions). However the new contactless 
electronic ticketing system will have the same standard (RKF 
standard) for Sweden (and Denmark) so in the future there will be 
a clearing function between the various transportation operators 
in Sweden 

  

 
Table 1 Description of pricing and ticketing in Stockholm County (Mezghani, 2008) 

 

6.2 Privacy Concerns in e-Ticketing Systems 
The e-ticket system without a doubt is a more efficient and convenient approach towards mass 
transit management. However, the adoption of the technology comes at a price. According to 
Ahmad, Ivan et al a careful study of the technical workings of an e-ticket system reveals the 
involvement of extensive use of spatio-temporal data. Since users of the system are required 
to be authenticated every time they use the service, this collects a wealth of information about 
how and to what extent an individual interacts with the system on regular basis. As a result of 
this, the user is faced with the risk of privacy intrusion. With the implementation of such 
systems as the e-ticketing systems, users would live under the constant threat of a possibility 
of personal information leakage to unauthorized personnel. Once this information is leaked, 
there is very little limit to what an intruder can use this information such as name, address and 
even one’s social security number for. 

 
According to Clarke (2001), privacy concerns raised by spatial data collection are about the 
same as those for credit cards, cell phone communication and other tracking technologies. 
Major concerns are being raised by consumers with regards to the nature of data which the 
system accumulates over time, this discussion  is beginning to evolve and attract some 
attentions particularly with the main issue of security in transit systems which could be seen 
as a two edged sword. In some cases, the increase in the amount of information collected can 
be seen as an enhancement to security, because of the fact that law enforcement could 
leverage on the considerable knowledge which the operator has about the whereabouts of 
users and the possibilities of such knowledge serving as a source of evidence in police 
investigations.(Pelletier, Trépanier, & Morency, 2011) 
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Concerns  Impact 

Type of information gathered The information can be linked to the 
prepayment functionality. Financial and trip 
data, personal information (passenger name, 
home and work address, age, and gender), 
biometric identification, and information on 
the possible criminal activity of passengers. 

Potential uses of the information gathered Information collected could be used for planning, 
advertisement purposes, and to monitor the 
personal behavior of individuals in the network. 
Law enforcement agencies often make requests 
for card data to track down missing persons or in 
crime investigations.  

Who has access to the information? Should information be available only to 
authorized transit agency personnel, shared with 
other institutions or be broadcast to the general 
public? There is a need to implement a strict 
system for accessing data 

Implications for personal privacy  Advances in technology have outpaced personal 
privacy law. In many cases these laws conflict 
with each other. 

Table 2 Principal sources of concern (based on Pelletier et al 2011) 

 

During the administrative course of the transit systems, a great wealth of information has 
either been intentionally or unintentionally collected. Table 2(Principal sources of concern) 
above shows the possibilities of the information collected being used for the collective good 
of planning the city or even assisting the police solve crime cases. However, fears are 
confirmed if this information happens to fall within the reach of unauthorized personnel with 
intentions of using the information for malicious purposes. Consumers are then left with the 
option of possibly asking who would or should have access to this information? Should the 
information be made available to commercial institutions to aid advertisements? A more 
controversial issue would be categorizing the information as public data or rather private. 

 

The share size of detailed information available, this raises a whole new issue which would 
only further cause nightmares for privacy advocates, is the issue of consumer profiling 
whereby data is mined by automated processes designed to produce knowledge about 
consumers from a database of consumer information. 

 

6.3 Profiling  
According to the Council of Europe (draft recommendation, 2009) profiling can be referred as 
an automated data processing technique involving the act of applying a profile to an 
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individual, with the sole purpose of aiding decision making concerning the individual; or for 
predicting, detecting or analysis of personal preferences, behaviors and attitudes. Further 
elaborating in a more technical sense, Dinant et al(2008) defines profiling as “a computerized 
method involving data mining from data warehouses, which makes it possible, or should 
make it possible, to place individuals, with a certain degree of probability, and hence with a 
certain induced error rate, in a particular category in order to take individual decisions relating 
to them.” 

Recent studies reveal the appalling fact about consumers increasing concerns about their 
personal data and privacy in the context of behavioral advertising. This further illustrates the 
fact that consumers are exhibiting the desire to have better control over collection and use of 
personal information in relation to them even though many of these consumers lack the 
knowledge and understanding about data collection practices and polices (Gomez et al, 2009).  

 

The possible risks consumers are constantly exposed to as a result of these activities are as 
thus; 

1. Consumer rights interference 
2. Pervasive observation of consumers. 
3. Increased generation of unsolicited advertisements. 
4. Data security concerns. 
5. Increased exposure to potential types of unfair commercial practices 
6. Possible deprivation from certain good and services(bank credits and insurance) 

 

An inevitable re-think in policies has to be done by Transit enterprises regarding handling 
consumer information. According to Wright (1995), organizations are only starting to 
understand that with the ability to gather vast quantities of personal information of consumers, 
comes a responsibility to protect the information collected and the legitimate rights to privacy 
of it's consumers.  

Privacy concern issues are at point at which companies cannot afford to ignore the concerns 
shown by its customers. Companies need to realize that the time has come for them to 
integrate privacy protection practices as an integral part of doing business. The following are 
recommended privacy protection practices for businesses (Wright, 1995). 

  

• Organizations should engage in the practice of communicating their privacy policies to 
their customers in ways that makes it possible for the customers to exercise their 
rights.  

• Prior to implementation, organizations should assess the impact of any proposed new 
product, policy or service on privacy of its customers.  

• Organizations that handle customer personal information in electronic or paper-based 
formats should adopt privacy protection practices. 

• Organizations must understand that customers own their personal information and 
seek their consent. 
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6.4  Proposed Privacy Protection Practices for Transit 
Enterprises (Wright, 1995) 
In reference to research question three (3) towards the background of the data and 
information from this case study it may be concluded that a recommendation could be 
concluded as follows:  

 

6.4.1 Notification 

Transit Enterprises that collect personal information of their customers must endeavor to 
inform the customers at or before the time at which the information is collected. The purpose 
for which the personal information is to be used must be clearly stated. If the personal 
information is to be collected from a third party source, such sources must be disclosed to the 
customer.  

 

6.4.2 Use Limitation 

Personal information should only be used for the purpose specified to a customer when it was 
being collected except under the circumstance whereby the customer unequivocally agrees to 
new terms of use or otherwise approved by law. 

 

6.4.3 Collection Limitation 

Transit Enterprises must endeavor to collect only personal information of customers relevant 
for executing transactions related previously agreed terms and conditions. The information 
collected whenever possible should be directly from individuals concerned with their 
knowledge and consent.  

 

6.4.4 Purpose Specification 

Before collecting personal information of customers, organization should endeavor to specify 
for what purpose the information is being collected or routinely disclosed. Further uses of the 
information should be limited to the purpose originally specified. Customers should not be 
denied access to services or products if they subsequently refuse to permit the use of their 
personal information for purposes other than that agreed upon at the time of collection.   

 

6.4.5 Openness 

Transit Enterprises involved in the business of handling personal information of individuals 
should have a suitable degree of openness about their policies and practices relating this 
information. Customers under no circumstance be kept in the dark about the existence of any 
record keeping systems containing their personal information.  
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6.4.6 Accuracy  

Reasonable measures should be taken by Transit Enterprises to ensure that the information 
they collect, use and disclose meet the highest possible standards of accuracy, timeliness and 
completeness. 

 

6.4.7 Right of Access 

Customers should be reserved the right to access their personal information, subject to clear 
and limited exceptions owing that such access does not invade the privacy of another 
individual. The information should be presented to individuals who request for them in a 
clear, easily comprehensible way without undue delay or expenses. If an organization should 
deny an individual’s request for information, such an individual should be provided with 
reasons and a fair chance to appeal the denial.  

 

6.4.8 Right of Correction 

Transit Enterprises must maintain a customer’s right to challenge the accuracy of the 
information held by the organization about the individual and as the case may demand make 
corrections if it is found to be inaccurate, irrelevant, incomplete or inappropriate.  
Adjustments about any discrepancies between the customers and the organization regarding 
information found to be inaccurate, irrelevant, incomplete or inappropriate should be 
documented appropriately. Such documentation should be made available to third parties who 
also use the customer information if modifications have been made to the original data.  

 

6.4.9 Disclosure 

Consent of customers should be obtained prior to disclosure of customer personal information 
by Transit Enterprises, with exception to cases when authorized law or unique cases. Such 
unique cases should be identified by Transit Enterprises and communicated to customers at, 
or prior to, the time of collection.  

 

6.4.10 Renting and Disposal 

Personal information of customers should only be retained by Transit Enterprises for as long 
as it is relevant to fulfilling the purpose for which it was collected or as required by law. Once 
certain information has been classified as irrelevant it should be disposed of by a consistent 
and secure means, or possibly anonymized after it has served its purpose.   

 

6.4.11 Accountability  

Transit Enterprises should maintain good security standard by communicating privacy 
policies and practices to its entire staff on a frequent basis. Periodic checks should be carried 
out to ensure that the staff adheres to these policies. 
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6.4.12 Security 

Organization should have adequate measures in place to ensure the safety of its customers’ 
personal information against unauthorized access, use, disclosure, alteration or destruction.   
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7 Analysis and Results   
This chapter presents the results of the findings from the literature reviews, analysis of the 
interviews conducted with industry experts and subsequently a discussion of issues of 
concern. The individuals selected to participate in the research where carefully chosen in 
correlation with their participation in the administration and distribution of RFID Technology 
on behalf of Storstockholms Lokaltrafik. The sensitive nature of the research requires that the 
identities of the three individuals interviewed during the course of the research be kept 
anonymous.  

This chapter is divided into two sections; the first section is devoted to discussing the research 
questions, while the second is for coding and analyzing the interviews.  
 

7.1 Research Question Discussion  
 
7.1.1 Research Question 1 “What are the possible threats to privacy RFID users are 

exposed to as a result of adopting RFID technology?” 
 

This was covered mainly by the literature review in chapter three of this thesis where a 
number of risks associated with the use of RFID technology. The risks discussed were: 

o Location threat 
o Preference threat  
o Constellation threat  
o Transaction threat  
o Action threat 
o Association threat 
o Breadcrumb threat 

 
 
7.1.2 Research Question 2 “What are the measures in place to make sure collected data 

are not subjected to illegitimate use?” 
 

Exploitation of user data would inadvertently lead to privacy issues arising. In a day and age 
whereby security threats are looming at an ever high probability rate, users who decide to part 
with their information expect nothing short of adherence to strict security practices by the data 
controller which they entrust their information with. This leads us to pose the second research 
question. 
  
In reaction to threats to data privacy, legislations around the world have legislated strict data 
handling rules and put measures in place to ensure that organizations that handle data abide by 
these rules. However, the way in which data is handled depends quite significantly on the 
legislation of the country. In some countries much lesser emphases is placed on what kind of 
data is collected, but on the duration for which these data is stored. Data in regards to travel 
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services in countries like France are stored for just a few days, in London they are stored for 
eight weeks, likewise in New York it is stored for sixteen weeks before being anonymized 
and in some countries a legitimate limit is none existent (Mezghani, 2008). According to 
Mezghani, laws exist prohibiting the possibility of merging up databases making it possible to 
know actual itinerary of individuals. For instance in France, it is considered illegal to merge a 
database of IDs with that of travel card utilization. 
 
7.1.3 Research Question 3 “What can transit enterprises do to mitigate privacy and 

security risks?” 
 

In light of current threats to privacy and security, transit enterprises need to be up to date 
about current consumer concerns in order to maintain a good level of consumer trust. To 
achieve this goal one must ask about the steps transit enterprises have taken to mitigate 
privacy and security risks to users they provide services to.  

 

It has become a pretty obvious fact that public transit enterprises around the world gather 
travel data by means of electronic ticketing systems see for instance Tables 1 and 2. 

 

“The problem with smart cards is that they record very fine grain of information” 

- Eric King 

Head of Research at Privacy International Eric King says his organization is currently polling 
transport authorities and companies operating transport services around the world. According 
to Eric, his findings about practices of these organizations so far have been quite shocking. 
The project involves conducting investigations of how transport authorities and companies 
handle private information such as addresses and travel patterns linked to public transport 
chip cards which can in turn be linked to individuals (Loek Essers, 2012).  

Electronic ticketing systems record information about location, date and time of trips, which 
require access validation to the transportation infrastructure systems using transport (RFID) 
chip cards. Subsequently, this information can be linked to personal data or users. 

7.2 Analysis 
Since the issue of privacy and security is closely related to information handling, the 
researcher engineered a list of interview questions from a checklist of responsible 
information-handling practices outlined by Privacy Rights Clearing House (Fact Sheet 12, 
2013). The interview questions are available in the appendix of the thesis. The interview 
questions were coined out in accordance with “Proposed Privacy Protection Practices for 
Transit Enterprises” discussed earlier addressing the following points: 

 

 Notification  

 Use Limitation 

 Collection Limitation 

 Purpose Specification 

 Openness 

 Accuracy  



 
 

40 

 Right of Access 

 Right of Correction 

 Disclosure 

 Renting and Disposal 

 Accountability  

 Security
 
 
A total of three interviews were conducted with each interviewee having a dedicated 
administrative role in SL Stockholms card ticketing system.  The interview questions where 
divided into four sections:  
 

• Organizational Policies 

• Consumer Data Protection  

• Privacy Principles 

• RFID technology & policies 

 

Organizational Policies 

This session of the interview is focused on finding out how SL Stockholm manages its 
organizational policies and how the information is communicated to the people who make up 
the staff of the organization. How is staff made accountable for adhering to those policies and 
practices?  

During the course of interviewing the participants, the researcher was able to recognize that 
SL Stockholm had a strict principle of communicating to employees upon employment about 
the organizations’ policies. SL Stockholm demonstrates a good culture of adhering to standard 
operating procedures by making sure there is a legal practitioner keeping up to date with the 
industries regulations (data inspektionen) and making sure that the practices of the 
organization meets European Union and Swedish legal requirements.  

 

Consumer Data Protection  

This session of the interview is dedicated to finding out the approach SL Stockholm is taking 
to actively protect their customers’ personal information against unauthorized access, use, 
disclosure, alteration or destruction.  

The participants stated categorically that SL Stockholm placed high priority on protecting the 
personal information of its customers. To maintain a high level of security on the database 
holding the information, SL Stockholm employs an Access Control System, which maintains 
the integrity and confidentiality of the database. According to the participants a total of three 
(3) people have full access to the database in which two of them are amongst the participants 
of this research. Other access to the systems ranges from customer support to agents who have 
limited access.  

The participants also shared that SL Stockholm seeks the consent of its customers by 
providing them an option of going on to SL Stockholms website to fill up a consent form 
approving SL Stockholms to use their personal information for commercial purposes.  
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Privacy Principles 

This session of the interview looked into what privacy principles SL Stockholm has in place. 
During this session, the interviewer set out to find out what kind of information SL Stockholm 
collects about its customers, if the purpose of collection is stated at the time of collection and 
if the use of the information is limited to the purpose stated at the time of collection.  

During this session the participants shared that the organization practiced a system of 
retaining travel information of SL Stockholms’ customers for a period of sixty days after 
which the travel information is anonymized. However if the travel information involved the 
use of SL Stockholm’s “Purse Ticketing” service, then the travel information is retained for a 
much longer period in this case up to ten (10) years long.  SL Stockholm’s “Purse Ticketing” 
is a service that provides commuters the option of loading up money on their RFID chip 
cards. Commuters can then be charged on a pay per trip basis as opposed to the popular 
monthly or weekly card options. The participants pointed out the discrepancy between 
financial and privacy legislation, because financial laws required the organization to keep 
records of their transaction while privacy laws demands that such information which could be 
used to intrude on privacy should be annonymized or disposed of appropriately. According to 
the participants, SL Stockholm is often required by law enforcement agencies to disclose 
travel information about their customers for crime solving and investigative purposes. 

  

RFID technology & policies 

This session of the interview set out find out what plans SL Stockholm has about the future 
deployment of RFID technology. 

According to the participants SL Stockholm has made quite a significant investment in the 
deployment of RFID chips cards to optimize the efficiency of its transport services. The 
participants believe the system is a success and there is no significant course for concerns. 
According to one of the participants, RFID ticketing systems have been well accepted by the 
general public and it is here to stay. In a few years to come the system might be adapted to 
incorporate a credit card in the RFID Chip Cards, similar to the Oyster Card system in the 
London England. 
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8 Conclusions and Future work 
 
The research problem we set out to investigate was “How much of a security threat does 
RFID pose to consumer privacy?” This was then expressed in three research questions. 
 

1. What are the possible threats to privacy RFID users are exposed to as a result 
of adopting RFID technology? 
 

2. What are the measures in place to make sure collected data are not subjected to 
illegitimate use? 

 
3. What can transit enterprises do to mitigate privacy and security risks? 

 
After an extensive research, the author was able to convincingly give answers to the research 
questions in the seventh chapter of this thesis. In reference to the first research question, the 
author elaborated on seven (7) threats to privacy and security of RFID users. In reference to 
the second research question, the researcher discussed how different legislations around the 
world enforced data handling regulations in relation to commuter data. Finally, to answer the 
last research question the researcher took into consideration most recent threats to consumer 
privacy and security in the mass transit field to put together a list of recommended safe 
practices.  
 
The responses to the research questions actually show that RFID actually pose significant 
threat to consumer privacy. One might argue that RFID has its benefits in its various 
implementations, however the fact remains that there are issues with regards to privacy that 
must to be addressed.  
 
This research has its limitations, because the scope of the research is limited to the case study 
organization. However, one would recommend that future research should be targeted towards 
finding out the opinion of commuters in relation to the subject matter. Similar researches 
could be conducted on other public transit systems in the country and subsequently the results 
could be compared.  
 

Contributions to the Society 

This research has contributed to the society by way of educating potential RFID consumers 
about the risks associated with the use of RFID technology. Consumers need to be aware of 
these risks in order for them to take precautionary measures to safeguard themselves.  

This research has also contributed to the society by helping Transit Enterprises become aware 
about potential threats to its consumers, steps can then be taken to protect its consumers and 
itself from the threats mentioned.  
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8.2 Discussions 
 
During this research the author realized that SL Stockholm had made significant efforts to 
keep its employees and consultants informed and up to date with its rules and safe security 
practices with regards to handling consumer information.  
 
However, the author found it troubling to discover the conflict between privacy law and 
financial law. During the course of the research the author found out that Privacy law 
demanded consumer information is anonymized after a period of six days (to protect 
consumer privacy). But financial laws demanded the same information be retained for a 
period of 10 years. In some cases there are no laws implemented to safe guard use of 
technology because legislation is constantly playing catch up with Information Technology. 
 
Governments across the world need to start paying closer attention to implementation of 
technologies in this case RFID, by passing laws, keeping them up to date and resolving 
conflicts as fast as possible in order to secure the interests of citizens who use these new 
technologies. 
 

8.3 Future work 
According to www.rfidvirus.org a group of scientist from the Faculty of sciences in 
Amsterdam wrote recently in a joint paper that RFID Systems were susceptible to virus 
attacks. Because this is a relatively new development, I would consider it a topic of interest 
for future research on possible ways to mitigate the threats that could arise in this area 
[www.rfidvirus.org]. 
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Appendix A (Research Ethics and Consent) 
 
     
 
 
    Department of Computer and Systems Sciences 
    Stockholm University  
    Forum 100 
    Phone: 06-16440Kista 
    www.su.se 
 
Inform Consent Form for Interviews 
 
Kindly take the time to read the following information before deciding to be a part of this 
research. 
 
“Privacy in RFID Transit Systems – A case study of SL (Storstockholms Lokaltrafik)”  
 
My name is Olufemi Olajide Ilesanmi, a Masters Student researcher at the Department of 
Computer and Systems Sciences in Stockholm University.  The focus of this research is to review 
Radio Frequency Identification (RFID) Systems, the current security and privacy concerns 
associated with RFID Systems. Storstockholm Lokaltrafik (SL) is one of the leading adopters of 
RFID technology in the transit industry of Sweden and the researcher wishes to conduct 
interviews with SL staff (max of 3) responsible for data administration. The objective of the 
research is to improve the awareness level of enterprises adopting the technology about the 
possible sources of concern in relation with using RFID technology and at the same time aid the 
acceptance of the technology by the general public.  
 
 This research would be able to help regular RFID users or prospective users gain relevant 
knowledge into the inner workings of the system and possibly help form the base for a well-
informed debate about the use of the technology. While enterprises stand to benefit from gaining 
insights into recent consumer concerns with regards to how their information is being handled.    
 
Participation in the research would be on the basis of full anonymity given to whoever chooses to 
take part. If you choose to take part in the research, we wish to show our appreciations, thank 
you. 
 
 
Benefits: 
As mentioned above, the research would be able to help regular RFID users or prospective users 
gain relevant knowledge into the inner workings of the system and possibly help form the base 
for a well-informed debate about the technology. While enterprises stand to benefit from gaining 
insights into recent consumer concerns with regards to how their information is being handled.   
 
 
Confidentiality:  
Participants in this research would be assigned placeholder identities (e.g. Interviewee 1, 
Interviewee (2... (n+1)). Involvement in this research would be kept strictly confidential and no 
data about participants would be stored in any form. Responses from participants would be 
converted into codes for the purpose of analysis and subsequently destroyed.  



 
 

49 

 
Participation and withdrawal: 
The decision to participate in this research is fully voluntary. Contacted personnel have the right 
to refused or withdraw from the research at any point in time with no further obligations. 
 
 
Risks: 
There is however no risk involved in deciding to participate in this research, because the 
identities of the participants would not be shared with anyone else except the thesis supervisor of 
this research for the sole purpose of just verifying the researcher’s findings. 
 
 
Contact 
For further enquiries about this research, please contact the following persons: 
 
 
 
 
 
Olufemi Olajide Ilesanmi       Professor Louise Yngström  
 
 
Researcher             Research Supervisor 
Phone: +46760601514        Phone: +46-70-699 01 7 
e-mail: ilesanmi@dsv.su.se       e-mail: Louise@dsv.su.se   
 
 
 
 
 
Agreement 
 
 
 
The objective and nature of the research has been clearly communicated and I agree to take part 
in this research. I am aware that I can withdraw from the research at any time without incurring 
any penalty or harm. 
 
  
  
 
 
 
 
 
Signature:   _____________________________________ 
Date:   __________________ 
Name (print): _____________________________________ 
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Appendix B Interview Questions   
(Please note you can choose not to answer certain questions if you do not feel 
comfortable with answering them) 
My degree  

• The researcher is conducting a study on consumer privacy in RFID systems with focus on 
transit systems. 

• How can we re-assure the general public that there is no cause for alarm? 
• I hope to empower the general public with enough knowledge to engage in well-informed 

discussions. 
• I would like to start out with the initial inception of RFID technology.  
• Have you any Questions before we begin? 

 
 
Personal 

• Please can you share about yourself and your background? 
• What is your job role in SL Stockholm? 

 
• What do you think about the future of RFID technology with regards to general public 

acceptance? 
 
 
 
RFID technology & policies 
      

• Can you tell us how the transit data collected by SL-Stockholm is being put to use? 
 

• Who has access to the data collected? 
 

• Who has control over the data collected? 
 
 
Consumer Data Protection  

• Do you use any form of Privacy Enhancing Technique (PET) in your data administration 
processes? 

 
• What priority or weight does SL place on security of its systems in relation to consumer 

privacy? 
 

• When personal identity is linked to a unique RFID tag number, such and individual is 
under the risk of profiling or tracking without their consent -Wouldn't you agree it is 
possible? 

 
• What measures does SL-Stockholm have in place for consumer data protection? 

 

• Does your organization have policies that clearly outline its privacy practices and 
expectations for handling the personal information of its clients, customers, users and 
members?  
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• Are your organization's privacy policies communicated regularly? In situations like 
employees’ initial training sessions, in regular organization-wide training programs, in 
employee handbooks, on posters and posted signs, on company intranet and Internet 
Web sites, in brochures available to clients/consumers. 

 
• Are all employees who handle personal information included in the training programs, 

including temporary employees, back-up personnel, and contract staff? 
 
 

 

Privacy Principles 

• Does SL have a general openness approach about its practices and policies? 

 

• Does SL collect data about travel trips? If yes, is the purpose of collecting such data 
clearly stated? 

 

• Does SL practice the principle of  “Collection Limitation”? 

Collection Limitation: has to do with the collection of information by lawful and fair 
means with the knowledge & consent of the subject. 

 

• Does SL practice the principle of  “Use Limitation”? 

Use Limitation: has to do with personal information not being disclosed for secondary 
purpose without the consent of the subject or by authority of law. 

 

• Does SL have a Chief Privacy Officer: accountable for complying with privacy policies? 

 

• Is someone responsible for keeping up to date on current laws and regulations regarding 
fair information practice? 

 

• Is Storstockholm Lokaltrafik (SL) familiar with and has it adopted International Standard 
Organization (ISO) security standard known as “ISO 27001”? 

• When dealing with another company or government agency, does SL ask about its 
security protocol regarding personal information? 

o Does SL inquire whether it shares the information with anyone? 

o Does SL find out if it does a background check on employees with access to 
information? 
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