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Abstract 
 

Global Navigation Satellite Systems (GNSS) is in widespread use around the world for 

numerous purposes. Even though it was first developed for military purposes, nowadays, 

the civilian use has surpassed it by far. It has evolved to its finest state in recent days and 

still being developed further towards pinpoint accuracy. With all the improvements, 

several vulnerabilities have been discovered by researchers and exploited by the 

attackers. Several countermeasures have been and still being implemented to secure the 

GNSS. Studies show that GNSS-based receivers are still vulnerable to a very 

fundamentally simple, yet effective, attack; known as the replay attack. The replay attack 

is particularly harmful since the attacker could make the receiver calculate an inaccurate 

position, without even breaking the encryption or without employing any sophisticated 

technique. The Multiple Combinations of Satellites and Systems (MCSS) test is a powerful 

test against replay attacks on GNSS. However, detecting and identifying multiple 

attacking signals and determining the correct position of the receiver simultaneously 

remain as a challenge. In this study, after the implementation of MCSS test, a mechanism 

to detect the attacker controlled signals has been demonstrated. Furthermore, applying 

a clustering algorithm on the product of MCSS test, a method of correctly determining the 

position, nullifying the adversarial effects has also been presented in this report. 
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Chapter 1. Introduction 

The earth is our habitation and it is vast enough for us to explore. Since ancient times 
human always traveled from one place to another, out of necessity and curiosity. Keeping 
track of the places was not an easy task to accomplish. Human always felt the need to find 
an efficient and consistent way back home or to his destination. Maps helped travelers 
for a long time and still widely used.  

However, answering the simple question “Where am I now?” accurately is impossible 
with maps. Hence, “Navigation”, the science of positioning was invented. Different nations 
invented their own navigation systems involving the position of stars, geographical 
landmarks, oceans, forests and so on. 

1.1. Background 

Since the advent of Global Navigation Systems, it had helped us in numerous ways to 
accomplish our journeys. The earliest form of Polynesian navigation was solely based on 
experiences, rather than instruments and scientific methods [1].  Mechanical instruments 
and scientific methods were introduced and widely used in maritime navigation for 
decades.  

Collaboration with Geodesy, the science that deals with the measurement and delineation 
of the earth scaled the science of navigation towards a global coverage. Several coordinate 
systems were in operation in geodesy, most noteworthy of them are the “World Geodetic 
System 1984” (WGS84) system and the “Earth Centered, Earth Fixed” (ECEF) system.  

As in the modern era, navigation systems utilize the satellites around the earth, this is the 
reason, the current system is generally known as the Global Navigation Satellite System 
(GNSS). A position determined with the help of GNSS could be interpreted both in ECEF 
and WGS84 system according to necessity with simple calculations. 

1.1.2. Brief History of GNSS 

There are several GNSS systems in operation at this moment since the first GNSS system 
became fully operational in 1995. In 1973, the US Department of Defense initiated the 
development of the first GNSS system, which is currently known as the Global Positioning 
System (GPS) [2]. Even though primarily, the GPS system was developed only for military 
use, currently the GPS offers critical facilities to the civil and commercial users around 
the world mostly for free. With a total of 32 satellites [3], GPS is the most widely used 
satellite navigation system.  

The other GNSS system currently in full operation is named “Globalnaya navigatsionnaya 
sputnikovaya sistema” or in short, “GLONASS”, operated by the Russian Aerospace 
Defense Forces. Development of GLONASS started in 1976 during the Soviet era. After 
several ups and downs, GLONASS achieved global coverage in October 2011 with its latest 
version, GLONASS-K [2]. Many of the smartphones are currently compatible with 
GLONASS. 
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The other GNSS currently being developed by the European Union (EU) and the European 
Space Agency (ESA) is named “Galileo” after the Italian astronomer Galileo Galilei. China 
is also in the process of developing their own navigation system named “BeiDou”. Both 
Galileo and BeiDou systems are expected to be starting operation by 2020 [4] [5]. France, 
Japan and India are also in the process of developing their regional navigation systems. 

1.1.3. Previous Research 

The civilian utilization of GNSS has by far outgrown the military use as it is estimated that 
nine out of ten new satellite receivers are sold for non-military use [6]. Devices nowadays 
provide location-based services to the users. Mobile devices utilize the GNSS to obtain its 
position. The most fundamental attack is jamming, as it is a deliberate interference of the 
GNSS signal to disrupt the service. Jamming is very effective and often cumbersome to 
mitigate due to the small size of the jammers.  

The GPS signals for military use, include an encrypted binary code, known as the “Y-code”, 
which is virtually impossible to recreate without the encryption keys. However, GPS 
signals also include an unencrypted code called the “Coarse/Acquisition (C/A) Code” to 
assist the generation of the Y-code. Since the C/A code is openly available, a relatively 
skilled adversary can generate a “spoofed” GPS signal to feed to the receiver. Anti-
spoofing is could be enabled by directly tracking the encrypted Y-code with “Selective 
Availability Anti-Spoofing Module” (SAASM) receivers that are tamper proof and 
equipped with a valid decryption key [7]. 

The GPS simulators can effectively mislead commercial receivers, but can be detected 
using techniques like amplitude monitoring and consistency checks [8]. If the receiver is 
unaware of the attack, the adversary can lead the victim to his desired location. Software 
Defined Radio technology made spoofing attack more flexible and less costly for the 
attacker [9].  

Besides jamming and spoofing, the satellite receivers are vulnerable to replay attacks, 
which has a noteworthy impact on the accuracy of the calculated location [10]. In [11] 
[12], the authors demonstrated that an attacker can replay a signal from a satellite and 
mislead a receiver to calculate a fake location.  

Several effective methods to detect the attacks on GNSS has been invented, such as, Power 
Test, Doppler Shift Test, Time Test, Propagation Delay Test, Assisted Network Test and 
Multiple Combinations of Satellites and Solutions Test [13].  

GPS networks are also utilized for precise timing. Every GPS receiver could be considered 
accurately synchronized with the atomic clocks on the satellites. In [14], attacks on GPS 
Time Reliability is demonstrated. Furthermore, vulnerabilities at signal level and data bit 
level are also discovered and presented in [8], [9], [15], [16], [17], [18], [19] and [20]. 
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1.1.4. Cases of Attack on GNSS-based Systems 

The drone hijacking incident by Iran in December 2011 is the most noteworthy example 
of jamming and spoofing attack [21]. In June 2012, a group of researchers demonstrated 
the successful hijacking of a civilian drone by GPS spoofing [22]. In June 2013, a research 
team from the University of Texas, Austin misdirected a luxury yacht named “White 
Rose”, by overpowering the actual GPS signals with spoofing equipment [23], [24]. 

1.2. Problem Definition 

Under the influence of an adversary, the task of determining the actual position of a GPS 
receiver becomes daunting. There had been several tests derived in [12], [13] (e.g. Power 
Test, Location Inertia Test, Doppler Shift Test) which successfully detect the presence of 
an adversarial (i.e., spoofed) signal. The “Multiple Combination Satellites and Solutions 
(MCSS) Test” utilizes any combination of the aforementioned tests or any combination of 
signals as the basic component. It utilizes the GPS receiver’s inherent capacity to calculate 
the position from four or more satellites. If the adversary is spoofing (i.e., replaying) one 
or more satellite signals, utilizing the MCSS test, the receiver generates multiple solutions 
for its position. If not all signals of the visible satellites at any given time and space are 
being spoofed, there would be a discrepancy in the generated solutions. In other words, 
the calculated positions will not be same for all the combinations of satellites if there are 
at least one legitimate signal. This phenomenon acts an indication of attack [13]. 

Faults in pseudorange measurements could be detected with Receiver Autonomous 
Integrity Monitoring (RAIM), which predates the MCSS test. When there are more than 
enough satellites available to compute a position, the extra pseudoranges should also 
produce a position that is consistent with the computed position. An indication of fault or 
any other integrity problem with the satellite signal could be detected when a 
pseudorange (when included) causes significant difference from the expected value. 
Traditionally, only fault detection is implemented in RAIM equipped receivers. However, 
modern GPS receivers utilize the fault detection and exclusion, enabling them to operate 
under GPS failure condition or any other signal integrity problem condition. The positions 
computed with the combinations (i.e., subsets) of the available pseudoranges should be 
consistent with the actual position. 

However, determining the actual (i.e., true) position becomes a challenge for the receiver 
when the positions calculated from such combinations are scattered. Even if the receiver 
is not in a “cold start” situation, determining the legitimacy of each of the positions 
calculated from the combinations becomes not only computationally expensive but also 
prone to error. 
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1.3. Objectives 

This study primarily aims at presenting a suitable method of determining the correct 
position of a GPS receiver, even with the presence of adversarial influence. To accomplish 
that, the following are the sub-goals of the study: 

a. Examining the positions calculated from the multiple combinations. 

b. Detecting the positions that are the products of spoofing. 

c. Identifying the satellite signals that are being spoofed. 

d. Determining the correct position after excluding the spoofed satellite signals. 

e. Observing the effects of different delays in signal propagation for various 
combinations. 

1.4. Focus and Assumptions 

This study is focused on Global Positioning System (GPS) which is the most popular 
Global Navigation Satellite System. For the sake of computational simplicity and 
limitations, this study concerns only about localization of static receivers. This does not 
particularly degrade the effectiveness of the study because mobile receivers calculate the 
position separately for each time instant (epoch) one after another. 

1.5. Overview of the Report 

In the next chapter, the essential concepts for GNSS-based positioning and clustering 
algorithms would be discussed. The adversary model would be discussed in chapter 3. 
Modeling platform, tools and file format specifications would be discussed in chapter 4. 
The detailed description of the methodology of this study would be presented in chapter 
5, which would be followed by a discussion on simulation, results and analysis in Chapter 
6. Chapter 6 will also demonstrate a test case and discuss the results. In Chapter 7, a brief 
discussion of the findings, issues and future work would conclude this report. 
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Chapter 2. Key Concepts 

This chapter is divided into two parts. The first part would be discussing the methods of 
calculating the position from GNSS signals. That would be presented starting with a brief 
summary of the related concepts. The second part would present a brief discussion on 
clustering and the DBSCAN clustering algorithm.  

2.1. GNSS Concepts 

2.1.1. Coordinate Systems 

The science of Geodesy deals with the measurement of the earth and localization of a 
point around the earth. Without geodesy, global positioning is impossible. 
Complimenting each other, GNSS systems also contribute to the geodetic measurements.  

To define a point precisely on the surface of the earth, a geographic coordinate system is 
required which would enable the representation of any point on the earth. Modeling the 
earth as an ellipsoid, a set of number is used to represent the three-dimensional position 
on the earth surface.  

Generally, in WGS84 system, the earth is considered to be an ellipsoid, and a position is 
represented by latitude, longitude and altitude from the sea level. Hence, it is also known 
as the Latitude-Longitude-Altitude (LLA) system. 

Latitude represents the angular distance of a point north or south of the earth’s equator. 
It is denoted with φ and usually expressed in degrees and minutes. By definition, the 
equator has the latitude 0°, the North Pole has the latitude 90° and the South Pole has the 
latitude -90 °.   

 

Figure 1. Definition of Latitude (φ) and Longitude (λ) on a sphere1 

Longitude refers to the angular distance of point east or west of the Prime Meridian. The 
prime meridian is an invented line that is considered to be the longitude 0° that connects 
the south and north poles and passes through the Royal Observatory in Greenwich, 
England. Longitude is denoted with λ and also expressed in degrees and minutes. The 

                                                           
1 Figure created by Peter Mercator, distributed under the GNU Free documentation license. 
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angle created by a point residing in the east of the prime meridian has a longitude 
between 0° to 180° (or 0° to -180° westward). Altitude is the height of a point from the 
mean sea level, expressed in meters or feet. 

Another coordinate system is called the “Earth-Centered, Earth-Fixed (ECEF)” coordinate 
system. The ECEF system is a Cartesian coordinate system with the centered of the earth 
as the origin. It is considered that the reference frame rotating with the earth so that a 
point fixed on earth does not change its ECEF values. The z-axis does not represent the 
earth’s rotational axis due to the earth inclination; still it is possible to convert to and 
from ECEF to LLA with simple calculations.  

2.1.2. Carrier Frequency and Signal Codes 

Each satellites periodically transmit their identities, positions and other required 
atmospheric information in three different carrier frequency bands, e.g., L1 (1575.42 
MHz), L2 (1227.6 MHz) and L5 (1176.45 MHz). There are four types of GPS signals for 
civilian use in these frequency bands: L1 C/A, L2C, L5 and L1C [25]. The other GPS signals 
are restricted for military or other purpose. The L1 carrier also contains the navigation 
message that is encoded to binary sequences for phase modulation. Figure 2 shows the 
generation of broadcast message in GPS. 

 

 

Figure 2. Generation of GPS Broadcast Signals2 

The pseudoranges calculated from C/A codes are called C1 type pseudoranges as C/A 
code use L1 carrier. Pseudoranges calculated from P-code transmitted over L1 and L2 
carrier are called P1 and P2 type pseudoranges respectively. 

                                                           
2 Image distributed under the Creative Commons Attribution-Share Alike 3.0 Unported license. 
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In this study, the theory of the point positioning algorithm will not be discussed 
thoroughly. Rather, with the help of the EASY Suite [26] developed by Kai Borre, the point 
positioning problem would be addressed.  

2.1.3. Navigation Message 

The satellites transmit their positions and other required information via a “navigation” 
message. From the “orbital parameters” in the navigation message, the receiver can 
identify the satellite, its coordinates and trajectory for a given period.  

2.1.4. Trilateration 

The GNSS receivers determine the position in a method similar to trilateration. It is a 
simple mechanism for determining the position by measuring the distance between the 
known points. For instance, consider a point “α”, fixed on the surface of the earth. If α is 
r1 meters away from another point, S1, it could be said that α lies on the surface of a three-
dimensional sphere of radius r1 and centered S1. If “α” is r2 meters away from another 
point, S2, according to the same argument, α lies on the surface of a three-dimensional 
sphere of radius r2 and centered S2. Hence, α is a fixed point; the two spheres would 
intersect each other and produce a circle. The potential positions of α lie on the 
circumference of the circle, because, any point on the circumference has r1 distance from 
S1 and r2 distance from S2 (see Figure 3).  

 

Figure 3. Mechanism of Trilateration 

Considering a third point S3 from a distance of r3 from α, creates another sphere of radius 
r3 that intersects the previous circle in two different points. Only one of these two 
positions would be true. If α is a point near the surface, one of the points would be either 
below the surface of the earth or in space, which could be canceled. The remaining one is 
the actual position of α. This method is called “Trilateration".  
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2.1.5. Pseudorange 

The GNSS receivers operate with the help of at least four satellites. For instance, a GPS 
satellite transmits signals to the GPS receivers via predefined carriers and modulation 
techniques. The receiver calculates the propagation time of the signals and determines 
individual distances from each of the satellites. This distance is known as “Pseudorange”, 
which is calculated by multiplying the propagation time by the speed of signal 
propagation (speed of light, 3×108 m/s).  

For that reason, the receiver clock needs to be precisely synchronized with the highly 
accurate atomic clocks on the satellites. As the receivers are not equipped with such 
highly expensive atomic clocks, the receiver clock bias must be included in pseudorange 
measurements. The signals are also affected by tropospheric and ionospheric delays. 
These factors are taken into consideration while calculating the position. 

2.1.6. Necessity of the Fourth Satellite 

Other than the three unknowns (x, y and z) for position, the receiver needs to correct its 
clock bias and synchronize it with the atomic clocks at the satellites. Hence, the receiver 
clock bias becomes the fourth unknown. Solving for four unknown requires at least four 
equations which are obtained from the signals from at least four satellites. 

The necessity of the fourth satellite is often better demonstrated mathematically. Let, tsi 
be the transmission time and tri be the reception time of a signal from satellite Si (where 
i=1,2,3,.…,k), the receiver clock bias be t. The Pseudorangei for Si is defined by the 
equation below, 

 
𝑖
= (𝑡𝑟𝑖 − 𝑡𝑠𝑖 − ∆𝑡) × 𝑐 (1) 

where c= speed of light, 3x108 m/s 

If the receiver position is x, y, z and position of satellite Si is xi, yi, zi in ECEF coordinate 
system, then the true distance between the receiver and the satellite Si is:  

 √(𝑥𝑖 − 𝑥)2 + (𝑦𝑖 − 𝑦)2 + (𝑧𝑖 − 𝑧)2 (2) 

The true distance and the pseudorange i could be related by the following equation:  

 
𝑖
= (𝑡𝑟𝑖 − 𝑡𝑠𝑖 − ∆𝑡) × 𝑐 = √(𝑥𝑖 − 𝑥)2 + (𝑦𝑖 − 𝑦)2 + (𝑧𝑖 − 𝑧)2 (3) 

In the previous equation (3), the reception time tri, the transmission time tsi, the speed of 
light c and satellite coordinates xi, yi, zi are known values. That leaves the receiver clock 
bias t and the receiver’s actual position x, y, z as the unknowns. 

So, for a system of k satellites, a total of k equations are found, with four unknowns, which 
turns the system into an overdetermined system. Such system of equations could be 
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solved using well-defined mathematical methods (e.g. Gaussian Elimination, Least 
Squares Analysis). 

Equations for such systems with a total of k satellites are presented below: 

 √(𝑥𝑖 − 𝑥)2 + (𝑦𝑖 − 𝑦)2 + (𝑧𝑖 − 𝑧)2 = (𝑡𝑟𝑖 − 𝑡𝑠𝑖 − ∆𝑡) × 𝑐 (4) 

where, i = 1, 2, …, k. 

In equation (4), all the variables except x, y, z and t are known either from receiver 
measurements or transmitted by the GPS satellites. So, it is possible to solve for x, y, z and 
t for any k ≥ 4.  

In practice, at any given time and position on the earth, more than four GPS satellites are 
visible, and the receiver position is calculated mathematically by the Least Squares 
method [27]. 

2.1.7. Least Squares Method 

GPS receivers utilize the Least Square analysis to solve the point positioning problem. 
The pseudorange equations are first linearized before such analysis. The solutions of the 
four unknowns x, y, z and t are considered to be a sum of a modeled solution and an error 
term υ.  

 Pobserved = Pmodel + noise = P (x, y, z, t) + υ (5) 

Applying Taylor’s theorem, the modeled solution is expanded and the second and higher 
order components are ignored. 

𝑃 (𝑥, 𝑦, 𝑧, 𝑡) ≅ 𝑃(𝑥0, 𝑦0, 𝑧0, 𝑡0) + (𝑥 − 𝑥0)
𝜕𝑃

𝜕𝑥
+ (𝑦 − 𝑦0)

𝜕𝑃

𝜕𝑦
+ (𝑧 − 𝑧0)

𝜕𝑃

𝜕𝑧
+ (𝑡 − 𝑡0)

𝜕𝑃

𝜕𝑡
 

 
= 𝑃𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑑 +

𝜕𝑃

𝜕𝑥
∆𝑥 +

𝜕𝑃

𝜕𝑦
∆𝑦 +

𝜕𝑃

𝜕𝑧
∆𝑧 +

𝜕𝑃

𝜕𝑡
∆𝑡 (6) 

In the above equation (6), the difference between the actual observation and the 
computed observation is defined as the residual observation.  

Hence, 

∆𝑃 ≡ 𝑃𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 − 𝑃𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑑 

 
=

𝜕𝑃

𝜕𝑥
∆𝑥 +

𝜕𝑃

𝜕𝑦
∆𝑦 +

𝜕𝑃

𝜕𝑧
∆𝑧 +

𝜕𝑃

𝜕𝑡
∆𝑡 + 𝜐 (7) 
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The previous equation (7) is translated to matrix form, 

 ∆𝑃= [
𝜕𝑃

𝜕𝑥
  
𝜕𝑃

𝜕𝑦
   

𝜕𝑃

𝜕𝑧
   

𝜕𝑃

𝜕𝑡
] [

∆𝑥
∆𝑦
∆𝑧
∆𝑡

] + 𝜐 (8) 

 

For each visible satellite, such equation could be formed. For a total of n available 
satellites, a system of n equations could be written in matrix form. 

 

[
 
 
 
 
 
∆𝑃1

∆𝑃2

∆𝑃3

∆𝑃4

⋮
∆𝑃𝑛]

 
 
 
 
 

=

[
 
 
 
 
 
 
 
 
 
 
 
 
𝜕𝑃1

𝜕𝑥

𝜕𝑃1

𝜕𝑦

𝜕𝑃2

𝜕𝑥

𝜕𝑃2

𝜕𝑦

𝜕𝑃1

𝜕𝑧

𝜕𝑃1

𝜕𝑡
𝜕𝑃2

𝜕𝑧

𝜕𝑃2

𝜕𝑡

𝜕𝑃3

𝜕𝑥

𝜕𝑃3

𝜕𝑦

𝜕𝑃4

𝜕𝑥
⋮

𝜕𝑃𝑛

𝜕𝑥

𝜕𝑃4

𝜕𝑦
⋮

𝜕𝑃𝑛

𝜕𝑦

𝜕𝑃3

𝜕𝑧

𝜕𝑃3

𝜕𝑡
𝜕𝑃4

𝜕𝑧
⋮

𝜕𝑃𝑛

𝜕𝑧

𝜕𝑃4

𝜕𝑡
⋮

𝜕𝑃𝑛

𝜕𝑡 ]
 
 
 
 
 
 
 
 
 
 
 
 

 [

∆𝑥
∆𝑦
∆𝑧
∆𝑡

] +

[
 
 
 
 
 
𝜐1

𝜐2

𝜐3

𝜐4

⋮
𝜐𝑛]

 
 
 
 
 

 (9) 

 

The equation (9) is rewritten as,  

 b =  A x + V (10) 

The above equation (10) is called the “Linearized observation equation.” The equation 
manifests the linear relationship between the residual observations b (the difference 
between the observed parameters and computed observation parameters) and the 
correction to the parameters x (unknown). The term V is a column matrix that contains 
the noise terms that are also unknown till this point. 

It is possible to derive the coefficients of A by partial differentiation of the observation 
equations. Hence, the following expression could be produced,  
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𝐴 =

[
 
 
 
 
 
 
 
 
 
 
 
 

  

𝑥0 − 𝑥1

𝜌1

𝑥0 − 𝑥2

𝜌2

𝑥0 − 𝑥3

𝜌3

𝑥0 − 𝑥4

𝜌4

⋮
𝑥0 − 𝑥𝑛

𝜌𝑛

𝑦0 − 𝑦1

𝜌1

𝑦0 − 𝑦2

𝜌2

𝑦0 − 𝑦3

𝜌3

𝑦0 − 𝑦4

𝜌4

⋮
𝑦0 − 𝑦𝑛

𝜌𝑛

𝑧0 − 𝑧1

𝜌1
𝑐

𝑧0 − 𝑧2

𝜌2
𝑐

𝑧0 − 𝑧3

𝜌3
𝑐  

𝑧0 − 𝑧4

𝜌4
𝑐

    ⋮      ⋮
𝑧0 − 𝑧𝑛

𝜌𝑛
𝑐
]
 
 
 
 
 
 
 
 
 
 
 
 

 (11) 

Where, x0, y0, z0 are the initially computed observation parameters, 𝜌 is the pseudorange 
and c is the speed of signal propagation. 

If x is varied until the following function is minimized, the least square solution is found3. 

 
𝐽(𝑥) ≡ ∑𝑉𝑖

2

𝑛

𝑖=1

= 𝑉𝑇𝑉 = (𝒃 − 𝑨𝒙)𝑇(𝒃 − 𝑨𝒙) (12) 

At minima, the derivative of J(x) would be zero, since the slope of a function is zero at a 
minimum point. Hence,  

𝛿𝐽(𝑥) = 0 

𝛿{(𝑏 − 𝐴𝑥)𝑇(𝑏 − 𝐴𝑥)} = 0 

𝛿(𝑏 − 𝐴𝑥)𝑇(𝑏 − 𝐴𝑥) + (𝑏 − 𝐴𝑥)𝑇𝛿(𝑏 − 𝐴𝑥) = 0 

(−𝐴𝛿𝑥)𝑇(𝑏 − 𝐴𝑥) + (𝑏 − 𝐴𝑥)𝑇(−𝐴𝛿𝑥) = 0 

(−2𝐴𝛿𝑥)𝑇(𝑏 − 𝐴𝑥) = 0 

(𝛿𝑥𝑇𝐴𝑇)(𝑏 − 𝐴𝑥) = 0 

𝛿𝑥𝑇(𝐴𝑇𝑏 − 𝐴𝑇𝐴𝑥) = 0 

 𝐴𝑇𝐴𝑥 = 𝐴𝑇𝑏 (13) 

The solution to the above equation (13) is 𝑥 = (𝐴𝑇𝐴)−1𝐴𝑇𝑏, assuming, the inverse of 𝐴𝑇𝐴 
exist.  

                                                           
3 VT represents the transpose of matrix V. 
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If a couple of satellites are in the same line of sight, or all the satellites lie in the same 
orbital plane, there could be a problem in the calculation. Even though m≥4 is a necessary 
condition, considering such problems, m≥5 is considered to be the sufficient condition in 
almost all the practical situations. Otherwise, one parameter is not estimated (e.g., the 
height is fixed for a boat). 

2.2. Clustering Algorithm 

A cluster is a subset of data that are similar in terms of a common property. The process 
of dividing a dataset into clusters is called, “Clustering.” The goal of the clustering 
algorithms is to form groups in the dataset with members as similar (close) as possible. 
Previously undiscovered relationships in the data set could be uncovered utilizing 
clustering algorithms. 

Cluster analysis has many applications, such as identifying and characterizing the 
customer segments for marketing, classification of plants and animals given their 
features and so on. 

There are several algorithms present for different types of clustering. Such as, for 
connectivity models, hierarchical clustering; for centroid models, k-means clustering; for 
density-based spatial models DBSCAN [28] and OPTICS [29] and so on. Different types of 
algorithms are chosen to solve different kinds of problems. 

2.2.1. The DBSCAN Algorithm 

In this study, the density based algorithms are of particular interest since the dataset is 
spatial. The “Density-Based Spatial Clustering of Applications with Noise” (DBSCAN) is 
one of the popular choices. Density-based clustering algorithms present the means of 
detecting clusters from arbitrarily spread points on two or three-dimensional space. 
Compared to DBSCAN, the “Ordering Points To Identify the Cluster Structure” (OPTICS) 
is based on DBSCAN to detect clusters with variable density. In this study, the setup is 
such that expectation is to find a single cluster. Hence, DBSCAN was still chosen, as it has 
some other advantages as well: DBSCAN is not dependent on the shape of the cluster and 
it is robust to noise and outliers.  

2.2.2. DBSCAN Input Parameters 

DBSCAN requires the minimum number of points (minPts) to define them as a cluster (i.e., 
the desired cluster size), the physical distance (ε) and the dataset as its input parameters. 
The physical distance metric is chosen as the Euclidean distance between the points. The 
Euclidean distance between points 𝑎 and 𝑏 is defined by the following equation: 

 
𝐸𝑢𝑐𝑙𝑖𝑑𝑒𝑎𝑛 𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 = √∑(𝑎𝑖 − 𝑏𝑖)2

𝑖

 (14) 
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To form a cluster, at least two points are required. As a result, a minPts value is greater 
than one, since minPts = 1 does not form a cluster. The value of the physical distance, ε is 
defined by the user. Estimation of the parameters is the key problem in data mining task. 
Detailed discussion on how these parameters were estimated will be presented in a later 
chapter.  

2.2.3. DBSCAN Output 

Once the algorithm is successfully executed, the output values of DBSCAN could be 
utilized for further analysis. Obviously, the primary output of DBSCAN is the detected 
clusters. If multiple clusters fulfil the input criterion, all of them would be identified. If no 
clusters matching the given input parameters is found, the output would be empty.  

Additionally, DBSCAN identifies the subsets of the input dataset that produced the 
clusters. If the dataset is provided in array form, the indices of the cluster producing 
arrays would be returned, depending on the implementation. The centers of the detected 
clusters are also identified by DBSCAN. The interpretation of the centers of the clusters 
depends on the implementation (e.g., the arithmetic mean of the as ECEF coordinate 
values of all the points in one cluster).  

In the latter chapters further discussions would be presented on the significance of the 
output of DBSCAN. How the outputs could be utilized in terms of position correction, 
would also be discussed and demonstrated.  
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Chapter 3. The Adversary Model 

The adversary is considered as an entity that takes any necessary steps to disrupt the 
satellite signals. In theory, the adversary primarily takes any step required to make the 
receiver lose the lock of the legitimate satellite signal, i.e., via jamming or any other 
method [13]. This enables him to lure the receiver to lock on to the signals transmitted 
from the adversary. The adversarial signals might be produced by spoofing or replaying.  

3.1. Attack Model 

The attack could be performed by the adversary in several ways. Here, the assumption is 
the adversary is equipped with enough resources to affect one or more satellite signals, 
and thus affect one or more measured pseudoranges at the receiver. The signal 
propagation delay (i.e., the transit time) is crucial for the process of determining the 
pseudorange and thereby the position; an adversary can take advantage of it by simply 
replaying the signal [12].  

As described in [10] and [12], an attacker may first jam the area to make the receiver lose 
the lock from the legitimate satellite. Then simply replaying the original signal will 
apparently, increase the signal propagation time, as shown in Figure 4. As a result, the 
calculated pseudoranges by the receiver will be greater than the actual pseudoranges.  

 

Figure 4. Adversary model (Jamming and Replaying) 

Without the loss of generality, in this study, it is assumed that the adversary is able to 
modify the measured pseudorange with replay attack. For each microsecond (1µs) of 
added delay, the calculated position would be around 300 meters deviated from the true 
position (1e-6 s × 3e8 ms-1 = 300 m). According to [10], this can be considered an 
important characteristic as it enables the adversary to control the shift.  
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3.2. Implemented Model  

In this study, it is assumed that the adversary is equipped with means to initiate the 
previously described distance increasing attack. It is also assumed that the adversary is 
replaying with the same amount of delay for every manipulated satellite signal.  

Firstly, at the initialization part, the pseudoranges extracted from the RINEX formatted 
observation file4. The extracted pseudoranges are considered to be free from adversarial 
influence. During the calculation of position, it is possible to select the type of the 
pseudorange (C1, P2 and P1 type, as described in Chapter 2) and an observation matrix 
is generated by containing the selected type of pseudoranges. These values are 
considered unmodified (i.e., free from adversarial influence). 

To simulate the adversarial effects, a “shift” is calculated first by multiplying the “replay 
delay” (induced by the adversary) with the “speed of signal propagation”. In the 
observation matrix, this “shift” is added to the pseudoranges for the adversary controlled 
signals. 

For instance, if si is the pseudorange for satellite Si, (where i=1,2,…,k), ta is induced 
replay by the attacker and the pseudorange would appear to be as si , then  

 𝜌𝑠𝑖́ = 𝜌𝑠𝑖 + 𝑐 ∆𝑡𝑎 (15) 

where, c = speed of signal propagation. 

This “shift” is then added to the selected pseudoranges, and the observation matrix file is 
generated once again. In the worst case scenario, the receiver will not yet be aware of the 
attack. As a result, all the new calculations, combinations, and solutions will be based on 
this newly generated observation matrix.  

In the implementation, a delay is introduced to the signal propagation time, which results 
in an increment in the calculated pseudoranges according to the equation described 
earlier. The delay could be varied and adjusted for the simulation, just like an attacker 
can control it.  

                                                           
4 RINEX – Receiver Independent Exchange. RINEX format will be discussed briefly in the next chapter. 
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Chapter 4. Modelling Tools 

In this chapter, a brief introduction on the modeling and simulation platform, MATLAB 
will be presented. Subsequently, a small introduction of the EASY suite will be offered. 
Finally, the format specification of RINEX will be discussed. 

4.1. MATLAB 

In this study, the primary requirement was to implement the point positioning algorithm 
and then develop and apply the multiple combinations of satellites and solutions test. 
Unlike other programming languages, MATLAB does not require any special libraries for 
the task. Instead of interfacing with a GPS receiver and then collecting and encoding the 
data to the desired format, RINEX formatted raw data was used in this study. Most 
importantly, for the point positioning task, the EASY suite was utilized which was 
developed in MATLAB.  

For three-dimensional visualization, which was a key part in this study, utilizing the 3D 
visualization and 3D scatter plot functions, MATLAB made the job much easier compared 
to the others. 

 

Figure 5. Screenshot of the MATLAB 2013a window 

For the clustering part, the ELKI data mining framework, developed by the Ludwig-
Maximilians University of Munich, could have been a possible contender of MATLAB. 
ELKI is focused more on cluster analysis and data mining. Compared to ELKI, three-
dimensional representation of spatial dataset is much simpler in MATLAB. As the 
previous analysis and plots were created with MATLAB, it was continued to be used to 
provide consistency and simplicity.  
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4.2. The EASY Suite 

The EASY suite 5  is a collection of MATLAB scripts to perform the most common 
calculations related to GPS. It provides several useful functions and scripts for extracting 
data from RINEX files, plotting clock drift, estimating ionospheric delay, determining a 
position from the pseudoranges and many more. Description of the code was published 
in 2003, titled as "The Easy Suite - Matlab code for the GPS newcomer" [26] by Kai Borre, 
the developer himself. The suite received tremendous positive reactions from the 
professionals and researchers, as it saved them from many redundant coding.  

In an article published in the Inside GNSS magazine [30], Kai Borre, said, 

“The original Matlab code also turned out to be the most downloaded file from the 

Aalborg website. It resulted in numerous e-mails from interested readers asking for 

more files. These requests now answered by the creation of eight additional M-files. 

Some involve more complex problems and coding.”  

Instead of implementing the point positioning algorithm from scratch, in this study, the 
EASY suite is utilized whenever required. After the extraction of the orbital parameters 
and satellite parameters from the RINEX formatted navigation file and observation file 
respectively, the position is calculated with the EASY suite. Minor adjustments had been 
made to the some scripts of the EASY suite, for data compatibility.  

4.3. RINEX Format Specification 

RINEX is an acronym for “Receiver Independent Exchange” format. It is the standard 
format, developed by Werner Gurtner from the Astronomical Institute, University of 
Berne, Switzerland. RINEX is the most widely used format for raw satellite navigation 
data.  

The navigation messages broadcasted from the satellites and the receiver observations 
have to be in RINEX 2.10 and 2.11 format respectively in order to be used in the EASY 
suite. The latest version of RINEX is 3.0, but many of the satellite monitoring stations and 
devices still use RINEX version 2.11.  

The RINEX formatted navigation files and observation files are initiated with a “Header” 
section, followed by a data section. Each of the fields of the RINEX formatted files are well 
defined by the RINEX format documentation [31]. 

4.3.1. RINEX Navigation File Structure 

The navigation file contains several metadata (e.g., ionospheric parameters, antenna 
parameters) in the header section and orbital parameters (e.g., SV clock bias, clock drift) 
for the satellites at for several particular instants of time (i.e., epoch) in the data section. 

                                                           
5 Publicly available for download at the Aalborg University Website: http://kom.aau.dk/~borre/easy 
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Figure 6. RINEX Navigation file structure 

4.3.2. RINEX Observation File Structure 

The “Header” section of the observation file contains information, like, the observation 
types, station code, file creation date and so on. Information, like, the timestamps, signal 
quality, number of available satellites, PRN codes are available in the data section. 

 

Figure 7. RINEX Observation file structure 

Any observation data is initiated with a timestamp in observation files followed by the 
total number of available satellites and the satellite IDs (PRN codes). The third and fourth 
blocks in the data section are C1 and P2 code pseudoranges.  
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In comparison with the observation file; the data section of the navigation file is initiated 
with the satellite ID (PRN code), followed by the timestamp and orbital parameters. 
Usually, the navigation file contains data for several time instances (epochs). 

4.4. Data Collection 

In this study, the GPS data were collected from the UNAVCO6 GPS/GNSS FTP archive7, 
freely available for educational and research purpose [32]. The data for different dates, 
times and monitoring stations are stored in RINEX format to facilitate the analysis and 
exchange over different platforms.  

The UNAVCO GPS/GNSS FTP server layout is given in the table below: 

Table 1. UNAVCO GPS/GNSS FTP server layout 

Location Content 

/rinex 
daily RINEX files where 

sample interval > 1 second 

      .. /obs/yyyy/ddd/ 

UNIX-compress RINEX 

observation files for year 

yyyy and day ddd 

      .. /nav/yyyy/ddd/ 

navigation files for year 

yyyy and day ddd (if 

available) 

The navigation and observation files are stored in the /nav and /obs directories 
respectively. The file names are initiated with the station code, followed by the number 
of the day of the year. For example, the station code for Seven Oaks Dam station is “7odm” 
and December 06, 2014 is the day 340 of the year 2014. Hence, the locations of 
observation file and navigation file are: 

ftp://data-out.unavco.org/pub/rinex/obs/2014/340/7odm3400.14o.Z 

ftp://data-out.unavco.org/pub/rinex/nav/2014/340/7odm3400.14n.Z 

The observation file contains more than 5,000 observation data of the whole day taken 
in 15 seconds interval. Due to the limitation of resources and the scope of the study, only 
one of the observations (epoch) is considered at a time in this study. Hence, any instant 
(epoch) could have been selected to serve the purpose. It is by all means possible to select 
a larger sample size (i.e., multiple epochs) with the cost of increased complexity of 
calculation.  

                                                           
6 University NAVSTAR Consortium 
7 ftp://data-out.unavco.org/pub/rinex/ 
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Chapter 5. Methodology 

In this chapter, the method of the study will be presented in detail. It would include the 
process of the point positioning, application of adversarial influence, particulars of the 
MCSS test, application of the clustering algorithms thoroughly. Moreover, the detection 
of the attack and procedures of nullifying the attack will also be presented.  

5.1. General Methodology 

According to the objective of this study, there are several separate sub-goals. The 
approaches to reach each of them is described this section. 

Positioning: The process of calculating a position involves a RINEX formatted navigation 
file and a RINEX formatted observation file. The ephemeris data is extracted from the 
navigation file and other observable satellite data (i.e., PRN codes of the visible satellites, 
date and time, pseudorange) is extracted from the observation file. The position is 
calculated using the extracted parameters with the EASY suite. In the latter parts, 
whenever it is required to compute a position, similar procedures are applied. The 
pseudoranges and some other frequently used parameters are stored for future use. 

Applying adversarial influence: The attacker might be replaying the signals of one or 
more satellites. The attacker controlled (i.e., replayed) signals would be delayed, thus 
resulting in an increment in the calculated pseudoranges. In the simulation, this 
propagation delay is directly applied (according to the previously discussed adversary 
model) to the signals so that the increased pseudorange is formed for the attacker 
replayed signals.  

Generating the combinations: The satellites are identified by their pseudorandom 
noise (PRN) codes. The observation file provides the total number and the PRNs of the 
visible satellites. As discussed earlier, four or more satellites are required to determine 
the position correctly, a number greater than four and less than the total number of 
available satellites is selected. All the combinations of the satellites taking the selected 
number of satellites at a time is generated. For example, from a total of nine satellites, 

taking seven satellites at a time, all the (9
7
) possible combinations (i.e., 36 combinations) 

are generated. Detailed discussion on the criterion for selection of this number would be 
presented in the latter section. 

Calculating the positions for the combinations: For each of the combinations of 
satellites, the positions are calculated and plotted on a 3D scatter plot for visualization. 

Applying DBSCAN: DBSCAN clustering algorithm is applied to the calculated positions. 
The combinations involving only non-replayed signals, are supposed to be close to each 
other (i.e., forming a cluster). Since only a few of the combinations do not involve any 
replayed signals (compared to the total number of combinations), DBSCAN is applied on 
every calculated position, instead of some randomly selected ones. Intelligent sampling 
could have been applied here, but this was beyond the scope of this study and could be 
considered in future developments based on this study. 
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Identification of non-replayed signals: The cluster producing combinations are also 
identified from DBSCAN. Finding the unique signals from each combination identifies the 
satellites whose signals were not replayed.  

Detection of the replayed signals: From the set of all the available satellites, excluding 
the satellites found in the previous step, provides the set of satellites whose signals had 
been replayed. Hence, the adversarial signals are detected. 

Recalculating the position with the non-replayed signals: The position is then 
calculated again excluding the replayed signals, which represents the true position of the 
receiver. 

 

Figure 8. General process flowchart of the study and simulation  

Calculate position from navigation file and observation file

Apply adversarial influence (i.e., Replay delay) to the observation file

Generate the combinations of satellite signals

Calcualate positions for each of the combinations

Apply DBSCAN to detect the positions forming a cluster 

Identify the combinations that produced the cluster

From the combinations, identify the satellite signals that produced the cluster

Mark the cluster producing satellites as "non-replayed" and exclude the rest

Recalculate the position using signals from the "non-replayed" satellites only
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Figure 9. Pseudorange modification 

5.2. Extraction of the Orbital Parameters and Pseudoranges 

From the RINEX formatted navigation file, the ephemeris data (orbital parameters) are 
collected for different satellites. The observation file provides observation data, such as, 
number of satellites visible at any instant (also called “epoch”), the list of the PRN code 
(ID), pseudoranges, quality of the data and information about the monitoring station. 

5.3. Localization 

Utilizing the EASY Suite in MATLAB, the position is calculated with the extracted data 
from an observation file and a navigation file. This position is considered to be the correct 
position under no adversarial influence. If the position is calculated using more than one 
epoch, the EASY suite simply presents the mean of all the calculated positions. Hence, a 
single epoch is employed in this particular simulation. 

5.4. Applying the Adversarial Influence 

As discussed in the adversary model, the adversarial influence is applied to cause a delay 
in the signal propagation. This results in the increment of the pseudoranges calculated by 
the receiver (according to the previously presented formula). For instance, let us assume, 
the adversary is replaying the signals from the third and sixth satellite. Then only the 
pseudoranges for the third and sixth satellites were modified. The receiver position is 
calculated again using the modified pseudoranges.  

 

Pseudorange 1 

Pseudorange 2 

Pseudorange 3 

Pseudorange 4 

Pseudorange 5 

Pseudorange 6 

Pseudorange 7 

Pseudorange 8 

Pseudorange 9 

Delay 

 

Pseudorange 1 

Pseudorange 2 

Pseudorange 3 

Pseudorange 4 

Pseudorange 5 

Pseudorange 6 

Pseudorange 7 

Pseudorange 8 

Pseudorange 9 

Delay 
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Significant difference should be observed between the true position and the attacker-
influenced position (usually around of 300 meters for 1 microsecond delay). This could 
be an indication of attack if the receiver possesses any historical position data. The attack 
could be detected by several of the tests presented in the previous studies [13]. To 
observe the effects, in this implementation, the replay delay could be adjusted to any 
value, whenever required. 

5.5. The MCSS Test 

A suspicious result at the previous step could be considered a valid trigger for the MCSS 
test. The test could also be initiated by any other tests described in [13]. The receiver 
might want to run this test even to add confidence to the calculated position.  

The MCSS test is based on the fact that the receiver position could be calculated from at 
least four or more satellites. The fundamental idea is to calculate and compare the 
positions generated from the combinations of the satellites taken four or more at a time. 
If a total of n satellites are available at a particular instant and space, then there are 
(𝑛
𝑟
) possible combinations, taken r at a time, where 4 ≤ r ≤ n. For each of these 

combinations, position is calculated. For example, if there are in total nine visible 

satellites, then taking six at a time, there could be (9
6
)  = 84 combinations. Hence, 84 

different positions could be calculated. If there is no attack, then, theoretically all these 
84 positions would represent the same position. In practice, these positions would be 
very close to each other, forming a cluster.  

Now, assuming the attacker is replaying signals from k satellites such that (n-k) ≥4, there 

would be (𝑛−𝑘
𝑟

) combinations that would not involve any replayed signal. Hence, there 

would be (𝑛−𝑘
𝑟

) combinations out of total (𝑛
𝑟
) combinations that would produce positions 

that would be very close to each other (i.e., forming a cluster). 

For example, if the attacker is replaying two satellites out of total nine visible and the 

position is calculated with combinations of 6 satellites (n=9, r=6, k=2), then (9−2
6

) = (7
6
) =

7 and (9
6
) = 84. According to the previous claim, 7 out of 84 positions would be close 

together forming a cluster. In other words, there would be seven different combinations 
that would not involve any replayed signal, and those combinations would produce 
consistent solutions for the position. This position is an indication of the correct (true) 
position of the receiver.  

If the satellites that produce the consistent solutions could be identified, the replayed 
signals are identified and excluded from future calculations (i.e., blacklisted) until it 
having enough confidence that the adversarial effect is no longer there. 

In this study, the point positions, calculated from the combinations are often referred as 
“combinatorial positions” and the mean of the combinatorial positions is referred as the 
“mean combinatorial position”. When plotted in a three-dimensional scatter plot in 
Figure 10, it is observed that the combinatorial positions are very close to the true 
position of the receiver, under no attack condition. 
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Figure 10. Combinatorial positions and True position under no attack condition 

During the presence of an attack, the scatter pattern is a bit different. Not all the 

combinatorial positions stay close to the true position, except a few. Combinatorial 

positions which were generated from the combination of attack-free signals stay very 

close to each other compared to the others forming a cluster. 

 

Figure 11. Combinatorial positions forming a cluster near the True position  
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Figure 12. Some of the combinatorial positions forming a cluster 
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Rest of the combinatorial positions were generated from combinations having at least 
one replayed signal. This phenomenon is shown in Figure 11, with a test case with two 
signals of satellite “3” and “6” with 1 microsecond replay delay.  

For the test case that has just been described, the cluster size should be 7. Due to two-
dimensional depiction of a three-dimensional figure in this report, it is a bit difficult to 
visually identify and verify the cluster. For clarity, Figure 11 is further zoomed in towards 
the cluster and depicted in Figure 12. In Figure 12, the subfigure (a) is further zoomed in, 
producing subfigures (b), (c), (d) and so on. According to the scales and axis limits 
depicted in Figure 12, the subfigure (a) is the most zoomed-out version and the subfigure 
(h) is the most zoomed in version of Figure 11.  

The subfigure (h) in Figure 12 shows exactly 7 points that are very close together forming 
a cluster compared to the other points. These 7 points are the closest to the true position 
compared to others. The 7 Combinations that produced these 7 points, hence, could be 
considered “free from attacker influence” (i.e., non-replayed). 

5.6. Detection of the Cluster 

Since a very small number of combinations do not involve at least one replayed signal, 
the ratio between “the numbers of positions that are products of non-replayed signals” 
vs. “the numbers of positions that are products of at least one replayed signal” is very 
small. In other words, out of all the combinations, only a few of them represent the correct 
position. 

Human beings are extremely efficient in pattern recognition, and might identify the right 
position from the data set and the cluster just from observation as depicted in Figure 11 
and Figure 12. However, the receiver is not capable of identifying the difference until it is 
taught accordingly. Moreover, it may not have any prior hint about the correct position. 
With the help of the clustering algorithms, this problem can be solved.  

5.6.1. Choice of Clustering Algorithm 

K-means clustering aims at the segmentation of the data set based on the nearest mean 
and the number of clusters is an input parameter. Inappropriate choice of the “number of 
clusters” lead to poor results. 

DBSCAN, on the other hand, is a density-based clustering algorithm. From a set of total n 
points, it is possible to find k points that are closed packed with maximum density [28].  
OPTICS could have also been used if there were clusters of variable density and size. 
According to the problem definition and approach to the solution, DBSCAN is a better 
choice than others for this case considering the input parameters and the complexity [33].  

5.6.2. Applying DBSCAN algorithm 

DBSCAN is a density based clustering algorithm where the Euclidean distance and the 
cluster size (i.e., the number of points in a cluster) are the two input parameters. 
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Hence, the problem breaks down to finding the appropriate cluster size and the minimum 
distance to look for. Upon deciding these two input parameters, DBSCAN is applied, and 
the cluster is searched for, according to the given input. 

5.6.3. Cluster Size Estimation 

Let n be the total number of available satellites, r be the number of the satellites taken in 
each combination (i.e., combination size), k be the number is signals controlled (replayed) 
by the attacker. The value of n is known to the receiver from the observation file. The 
value of k is unknown. The receiver has the freedom to choose the value of r, such that, 
4 ≤ 𝑟 ≤ (𝑛 − 1)  and  (𝑛−𝑟

𝑘
) > 1 . The cluster size depends on the number of satellites 

signals taken in calculation to generate each of the combinations (r).  

Table 2. Cluster size(s) for 9 available satellites 

Visible 
satellites (n) 

Number of satellites in each 
combination (r) 

Number satellite signals 
being replayed (k) 

Cluster size  

(𝒏−𝒌
𝒓

) 

9 

8 0 9 

1 1 

7 
0 36 

1 8 

2 1 

6 

0 84 

1 28 

2 7 

3 1 

5 

0 126 

1 56 

2 21 

3 6 

4 1 

4 

0 126 

1 70 

2 35 

3 15 

4 5 

5 1 
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From the previous example, from 9 available satellites, taking 6 at a time, a total of 84 
combinations were generated. If the attacker is replaying signals of only one satellite (i.e., 

n=9, r=6, k=1), there would be (9−1
6

)=28 legitimate combinations out of total 84. Hence, 

the cluster size would be 28. 

The values of different cluster size are found in Pascal’s Triangle. Besides calculating, 
these values can also be “looked up” from the Pascal’s triangle shown in Figure 13.  

 

Figure 13. Pascal’s Triangle up to 10 rows8 

5.6.4. Distance Estimation 

For a huge dataset, finding the appropriate value for the distance parameter is 
challenging. The distance parameter for DBSCAN is determined by trial and error once 
the cluster size is estimated. Initially the DBSCAN searches for clusters of the given size 
with varying the distance starting from zero until a cluster is found.  

If the results are not conclusive, a different cluster size is selected from the set of possible 
values (found in Pascal’s triangle) and the whole process is repeated for the selected 
cluster size. 

5.6.5. Significance of the Cluster Size 

Since the receiver has no way of knowing signals from how many satellite are being 
replayed, it has to follow the exhaustive yet optimistic method until it reaches a realistic 
solution.  The method is optimistic in a sense that, for the assumption of the “extent of 
adversarial influence” (i.e., how many satellites are being replayed), trial and error 
method is applied starting from assuming only one is being replayed until only four 
satellites are left whose signals are not being replayed. For each of the assumptions, the 
“number of satellites in combination” is varied from 4 and beyond. 

For example, for total 9 satellites and 6 satellites are in combination (n=9 and r=6), the 
possible cluster sizes are 84, 28, 7, and 1; if the attacker is replaying signals of 0, 1, 2 and 

                                                           
8 Figure by Nonemac, distributed under Creative Commons Attribution-Share Alike 3.0 Unported license. 
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3 satellites respectively (i.e., there are 9, 8, 7 and 6 un-spoofed satellite signals). In other 
words, that means: 

 Detecting a cluster of size 84 indicates no satellite signals are not being replayed.  
 Detecting a cluster of size 28 indicates, one satellite signal is being replayed. 
 Detecting a cluster of size 7 indicates, two satellite signals are being replayed. 

Hence, detecting a cluster of specific size is an indication of how many satellite signals are 
being replayed. 

Clusters of size “1” is not actually a cluster, that is why it is excluded from consideration 
and considered as a limitation of this study. In the cases of cluster size “1”, no clustering 
would occur. Hence, the result will inconclusive. Such cases might occur, when the 
attacker is replaying signals from one satellite and the receivers generated the 
combinations taken eight signals at a time. In such cases with inconclusive results, the 
receiver would lower the number of satellites taken in the calculation and re-run the test. 

Since, the receiver already possesses the knowledge of how many satellites are taken in 
each combinations, it can estimate the cluster sizes from Pascal’s triangle and the number 
of trials are considerably reduced to only a few. 

5.6.6. Significance of DBSCAN Output 

Other than the identification of the cluster, this implementation of DBSCAN also returns 
a “cluster center” which the mean of all the points forming the cluster. The cluster center 
provides an indication of the correct position. Furthermore, the indices of the 
combinations that are associated with the cluster are also returned, which makes the 
detection of the replayed signal possible.  

5.7. Detection of the Adversary 

From the DBSCAN output, it is possible to detect the set of the satellites whose signals are 
not being replayed. Comparing this set with the total set gives the satellites whose signals 
are being replayed.  

Let Ci be the set of satellites forming the cluster, where i=1, 2, …, up to cluster size and N 
is the total set of available satellites. 

Set of satellites with un-replayed signals: 𝐶 = (𝐶1 ∪ 𝐶2 ∪ 𝐶3 … . 𝐶𝑖). 

Then the set of satellites with replayed signals would be (𝑁 ∩ 𝐶). 

For example, assume, the cluster of size “3” is found to be formed from the following 
combinations of satellites C1= {1, 5, 6, 9, 4}, C2= {2, 5, 6, 9, 3}, C3= {1, 5, 6, 2, 4} and the 
total number of satellites is 9. The unique member of these three sets are C= {1, 2, 3, 4, 5, 
6, 9} and the total set of satellites are N= {1, 2, 3, 4, 5, 6, 7, 8, 9}.  
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The set of satellites with replayed signals  

= (𝑁 ∩ 𝐶) 

= {1, 2, 3, 4, 5, 6, 7, 8, 9} ∩ {1, 2, 3, 4, 5, 6, 9} 

= {7, 8} 

This is how the detection of the adversarial signal could be performed. 

5.8. Correction of Position 

The correction of position could be achieved by Fault Detection and Exclusion (FDE) 
process. Excluding the detected replayed signals from further calculations, the position 
of the receiver is re-calculated and the correct position could be found. The corrected 
position could be compared with the cluster center to verify the correctness, according 
to the discussions presented in section 5.6.6. Significance of DBSCAN Output.  
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Chapter 6. Simulation, Results and Analysis 

For a number of cases, tests were performed in the simulation environment. In this 
chapter, the particulars of the simulation will be discussed and the simulation for a test 
case will be presented. A brief discussion analyzing the results will follow. 

6.1. Simulation Overview 

The simulation environment was implemented in MATLAB. First, the GPS point 
positioning algorithm was implemented with the help of the EASY suite. Afterwards, the 
attack scenario was simulated according to the adversary model. Then according to the 
discussed methodology, attempts were made to determine the correct position. From the 
simulation results, the accuracy of such correction could be analyzed.  

In the implementation, the navigation file and the observation files are utilized to read 
the data. It is also possible to set the number of satellites, the number of attacker 
controlled signals, replay delay or any other parameter according to necessity. 

6.2. Selection of Data 

The Baku monitoring station (station code: baku) in Azerbaijan, is selected for data 
collection. The necessary data was collected from the UNAVCO GNSS FTP server for the 
site. The station “baku” does not contain mixed satellite data, which are comparatively 
difficult to extract. The observation file and navigation files are “baku0150.15o” and 
“baku0150.15n” respectively.  

The observation file contains observation data for several instances (epochs). The 
position is calculated using one epoch (2015 -01-17 00:03:30) only. At that epoch, a total 
of 9 (nine) satellites is visible, which sufficient to serve the purpose. 

6.3. Simulation Steps 

The simulation is divided in three parts. The first part consists of the calculation of the 
position, the application of adversarial influence, the generation of the combinations and 
the calculation of positions for all the combinations. The attacker(s) and replay delay 
could be “chosen” for different scenarios and test cases. The calculated positions from all 
the combinations are exported as “export.mat” file, which is to be used in the second part. 

The second part is focused more on applying the clustering algorithm DBSCAN on the 
imported spatial data. According to the estimated parameters, the cluster is identified 
and the replayed signals are detected. The result is compared with the originally “chosen” 
attackers for verification of correctness. 

The last part deals with the re-calculation of the receiver position excluding the replayed 
signals and comparison with the true position. Besides, the effects of varying the number 
of replayed signals and replay delay were also observed. 
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6.4. Test Case Demonstration and Results 

For the selected set of data first the true position of the receiver (i.e., under no-attack 
condition) would be calculated in the simulation. Then the adversarial effect (i.e., replay 
attack) would be simulated by adding a delay with the selected unmodified 
pseudoranges. Also, the effect of increased adversarial influence would also be observed.  

6.4.1. Calculating the positions 

True Position 

The true position of the receiver was calculated and found to be (X:  3139935.626 Y:  
3717514.262  Z:  4109628.070) in ECEF coordinate system under no-attack condition. 

Position with replay attack 

In the simulation environment, the adversarial effects were simulated with replay delay 
set to 1 micro-second. Assuming the signals from satellite “1” is only being replayed, the 
calculated position is found to be (X:  3139931.946  Y:  3717460.968  Z:  4109542.037).  

Figure 14 shows the “True Position” and the “Attacker-influenced Position” when the 

attacker is replaying the signal from satellite “1”. The distance between the “true 

position” and the “attacker-influenced position” is found to be 101.270 meters. This 

distance might be different if attacker replays signal of another satellite (e.g., replaying 

the signal of satellite “6” produces 218.876 meters difference).  

 

Figure 14. True Position and Attacker-influenced Position with one replayed signal 
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Similarly, when signals from satellite “1” and “2” are replayed, the distance between the 

attacker-influenced position and true position is 141.745 meters (shown in Figure 15).  

 

Figure 15. True position and Attacker-influenced position with two replayed signals 

Again, when signals from satellite “1”, “2” and “3” are being replayed, the distance 

between the attacker-influenced position and the true position is found to be 164.969 

meters (shown in Figure 16).  

 

Figure 16. True position and Attacker-influenced position with three replayed signals 
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Test Case Parameters  

The attacker is replaying the signals from satellite “3” and “6” with 1-microsecond delay. 
The receiver has no historical data about its position. Although, the true position of the 
receiver is known to us from the previous simulation part, which could be quite useful. 
The parameters of the demonstrated test case is given in Table 3. 

Table 3. Test case parameters 

Parameters Value 

Total visible satellites 9 
Number of replayed signals 2 

Satellite PRN code (ID) of the  replayed signal 3, 6 
Replay delay 1 microsecond 

 

Position calculation 

The apparent position (i.e., attacker-influenced position) of the receiver is found to be (X:  
3140070.772  Y:  3717672.734  Z:  4109877.383).  This is 324.860 meters apart from the 
true position. But the receiver has no knowledge about this without performing further 
tests. 

Detection of attack 

For the test case, the position of the receiver is calculated with the combinations of 8 
satellite signals at a time (one less from the total number of satellite signals). The mean 
position of all the 9 possible combinations (i.e., mean combinatorial position) is found to 
be (X:  3140066.946  Y:  3717666.009  Z:  4109859.597). It is 324.860 meters away from 
the true position. The distance between the true position and the mean combinatorial 
position (mean of the positions from the combinations) is 306.393 meters for this case.  

Table 4. Distance comparisons (combinations of 8 signals) 

 
True and Attacker-

influenced 
Position 

True and Mean 
Combinatorial 

Position 

Attacker-influenced 
and Mean 

combinatorial 
Position 

Under no-attack 0.000 meters 0.368 meters 0.368 meters 

Under attack 324.860 meters 306.393 meters 19.396 meters 

 

In Table 4, the distances between different types of positions are presented. It is observed 
that under no-attack condition, the difference between the apparent (i.e., attacker-
influenced) position and the mean combinatorial position of the receiver is less than a 
meter (0.368 meters for the test case). During the presence of an attack, the difference 
increases to several meters (19.396 meters for the test case), which is a clear indication 
of the presence of attack. Table 4 also shows the differences between the true position 
and the mean combinatorial position under both no-attack and attack conditions.  
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Figure 17. Comparison of receiver positions under attack and no-attack conditions 

During no-attack condition, the apparent position is the true position of the receiver. It is 

still possible for the receiver to calculate the difference between the “apparent position” 

and the “mean combinatorial position”. This difference would be significantly small 

compared to when it is calculated under attack conditions (less than a meter, as 

demonstrated with the test case in Table 4). Figure 17 exhibits such phenomenon. 

Moreover, in Figure 18 and Figure 19, it is quite visible that during the attack condition, 
the mean combinatorial position is much deviated (19.396 meters, demonstrated with 
the test case in Table 4) from the apparent (i.e., attacker-influenced) position. Under no 
attack condition, which would have been less than a meter (0.396 meters) for the test 
case.  

It is possible that the receiver may not have any prior idea about its true position (i.e., 
cold start). Thus here the focus is on the difference between the attacker-influenced 
position and the mean of combinatorial positions. Having no idea about the true position, 
the receiver can still compare between the mean combinatorial position and its apparent 
(i.e., attacker influenced) position. Thus comparing the difference provides an indication 
about the presence or absence of an attack.  



Page 36 

 

 

Figure 18. Comparison between “Apparent position” and “Mean combinatorial Position” 
(under attack condition) 

 

Figure 19. Comparison between “Apparent position” and “Mean combinatorial Position” 
(under no-attack condition) 
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To confirm the suspicion, the receiver recalculates the values presented Table 4 with the 
combinations of 7 signals (two less from the total number of satellite signals). The 
difference between the attacker-influenced position and mean combinatorial position is 
found to be 38.057 meters, which provides enough confidence about the existence of an 
attack. Results from the calculation is presented in Table 5. 

Table 5. Distance comparisons (combinations of 7 signals) 

 
True and Attacker-
influenced Position 

True and Mean 
Combinatorial 

Position 

Attacker-influenced 
and Mean 

combinatorial Position 

Under attack 324.860 meters 288.271 meters 38.057 meters 

Under no-attack 0.000 meters 0.725 meters 0.725 meters 

 

For added confidence, further iterations with smaller sizes of combinations could be 
performed. Table 6 shows the results of such iterations, under both attack and no attack 
conditions for the test case. 

Table 6. Differences between “Apparent Position” and “Mean combinatorial Position” 
with different combination size 

Combination size 
Difference under no attack 

condition 
Difference under attack 

condition 

9 0.000 meters 0.000 meters 
8 0.368 meters 19.396 meters 
7 0.725 meters 38.057 meters 
6 0.819 meters 52.850 meters 
5 1.909 meters 66.693 meters 
4 4.417 meters 219.402 meters 

 

Under attack condition, the differences are much larger compared to the attack condition. 
The above values provide added confidence about the existence of the attack. 

6.4.2. Applying DBSCAN 

According to the discussion in the previous chapters, the minimum size of the 
combination for a successful detection of a cluster is between four and eight for the test 
case. Currently, the receiver knows that there is an attack, but it has no knowledge about 
how many signals are being replayed. Hence, it is safe to assume that there is at least one 
signal being replayed and at most eight signals are not being replayed. According to the 
discussed in section 5.5. The MCSS Testthe choice of r (i.e., the number of signals taken at 
a time) is from (8-1)=7 to 4. 

According to the implementation, first the combinatorial positions are generated with 

combinations of 7 signals. Hence, the cluster size to look for is (8
7
) = 8 when one signal is 

being replayed. DBSCAN is applied with this parameter, but no cluster of size 8 was found.  
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Again, combinatorial positions are generated with combinations of 6 signals. Hence, the 

possible cluster sizes are (8
6
) = 28 when one signal is being replayed and (7

6
) = 7, when 

two signals are being replayed. No cluster of size 28 were found by DBSCAN. However, a 
cluster was found of size 7 and with the center at (X:  3139932.874  Y:  3717510.983  Z:  
4109623.063). 

6.4.3. Detecting the Replayed Signals 

Upon successful detection of a cluster, DBSCAN also provides the indices of the cluster 
producing combinations. 

 

Figure 20. DBSCAN output: Indices of the cluster producing combinations 

Figure 20 shows the indices of the cluster producing combinations for the test case, 
which are:  

10 31 51 55 59 60 61. 

The combinations for these corresponding indices are given below in Table 7. 

Table 7. Cluster producing combinations with their indices 

Combination 
Index 

Combinations 

10 2 4 5 7 8 9 
31 1 4 5 7 8 9 
51 1 2 5 7 8 9 
55 1 2 4 7 8 9 
59 1 2 4 5 8 9 
60 1 2 4 5 7 9 
61 1 2 4 5 7 8 

 

It is observed from the above combinations that signals from satellites 1, 2, 4, 5, 7, 8 and 
9 participated in the cluster production. Hence, signals from these satellites could be 
considered free from adversarial influence. It could safely be assumed that the signals 
from the other satellites are being replayed. Satellite “3” and “6” are the only two signals 
that did not participate in cluster production. 

Thus, it could be assumed that signals from satellite “3” and “6” are being replayed by the 
attacker. This result also matches with the initial setup. 
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6.4.4. Correction of Receiver Position 

Excluding the replayed signals from satellite “3” and “6”, the position is recalculated and 
the corrected position is found to be (X:  3139933.332  Y:  3717511.010  Z:  4109622.355). 
DBSCAN also reports the center of the found cluster, which is (X:  3139932.874  Y:  
3717510.983  Z:  4109623.063). 

6.4.5. Analysis of the Result 

The corrected position is compared with the true position of the receiver and found to be 
6.965 meters. The cluster center is also compared with the true position of the receiver 
and found to be 6.588 meters.  

Both of these distance values are small compared to 324.860 meters, which is the 
“distance between the true position and the attacker-influenced position” under attack 
condition for this test case. The comparison among the true position with the cluster 
center and corrected position is shown in Figure 21.  

 

Figure 21. Comparison among the "True position", "Corrected position" and "Cluster 
center" 

Both the corrected position and cluster centers are close to the true position of the 

receiver. Although, the cluster center is 0.843 meters away from the corrected position, 

it is adequate compared to attacker influence. 
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6.4.6. Effect of Different Values of Replay Delay 

The effects of different replay delay was also observed in this study. The replay delay is 
varied from 1 milliseconds to further with the interval of 1 milliseconds. Even after the 
replay delay is changed, the scatter pattern is observed to be the same, only scaled to 
different sizes. This phenomenon is shown in Figure 22. 

 

Figure 22. Same patterns emerge when replay delay is varied 

Such phenomena implies that any single position calculated from the same combination, 
moves further away with the increased pseudorange (i.e., replay delay) and vice-versa. 
Hence, the point positions produced from the same combination of signals with a varied 
replay delay tend to move along straight lines. Extrapolation of the straight lines leads to 
an intersection point, and the intersection point turns out to be the true position of the 
receiver. Figure 23 exhibits such phenomenon by extrapolation. The intersect point is 
found to be the true position of the receiver. 

Even if the attacker intends to control the shift by varying the replay delay, this 
extrapolation will still lead to the true position, as long as the setup remains the same and 
the signals from the same satellites are replayed. 
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This is an interesting phenomenon, since the true position of the receiver could still be 
determined in case of fluctuating delays utilizing this finding. On the other hand, a 
receiver might deliberately simulate the effects of such variation of delays to be sure 
about the correctness of its position.  

 

 

Figure 23. Extrapolation of the combinatorial points produced from the same 
combinations 

 

Utilizing this phenomenon, to determine the true position, identifying the replayed 

signals is sufficient. The amount of replay delay induced by the attacker needs not to be 

determined. This study has presented a method to identify the replayed signals with 

demonstration. 
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6.4.7. Summary 

Under the influence of the adversary (replaying the signals of satellite “3” and “6” by 1 
microseconds), the calculated position is deviated by 324.860 meters from the original 
(true) position. The simulation found that two signals were being replayed and they were 
satellite “3” and “6”. The cluster center was found to be within 6.588 meters away from 
the original (true) position and the corrected position is found to be 6.965 meters away 
from the original (true) position of the receiver.  

The demonstrated test case shows that the more control that attacker has over the 
environment (i.e., the more number of replayed signals), the inaccuracy of the position 
increases. Hence, the attacker is able to influence the accuracy of the receiver by replaying 
more satellite signals.  

The mean of the calculated positions from the combinations (i.e., subsets) of the satellite 
signals deviates significantly with respect to the true position, when there is an attacker 
present. Under no attack condition, the difference between the mean combinatorial 
position and true position is very small (less than a meter for the test case).  
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Chapter 7. Conclusion and Future Work 

7.1. Conclusion 

Despite several countermeasures are being taken, the GNSS systems could still be 
attacked. Numerous vulnerabilities have been and still being discovered, and steps are 
being proposed to secure the GNSS.  

Spoofing is one of the infamous attacks against GNSS and methods had been applied to 
ensure the integrity of the GNSS signals. However, the replay attack is still an effective 
one, since it increases the pseudorange calculated by the receiver with an apparent 
increase in the signal propagation time. 

In this thesis, based on the previous studies, the goal was to propose a countermeasure 
against replay attacks. Utilizing the MCSS test, the receiver calculates the position from 
multiple combinations of the signals, producing a 3D spatial dataset. When the attacker 
is not replaying most of the signals (i.e., there are more than four legitimate signals 
available and the number of replayed signals are less than the legitimate signals), a 
cluster could be found on the spatial dataset.  

Applying DBSCAN, a density-based clustering algorithm, the cluster could be detected. As 
the cluster is formed only from the legitimate (i.e., un-spoofed) signals, the center of the 
cluster represents the true position of the receiver. For the estimation of DBSCAN 
parameters, the proposed algorithm minimizes the number of trials and complexity.  

Moreover, identifying the cluster producing combinations leads to the detection of the 
replayed signals, which could be excluded from further calculation. Finally, since the 
replayed signals have already been identified, the true position can also be correctly 
determined by the receiver. 

Even under no attack condition, the presented method provides added confidence to the 
calculated position. Hence, it could be concluded that despite the presence of the replay 
attack, the true position of the GNSS receiver could be correctly determined. Besides, the 
replayed signals could also be correctly identified by the presented method. 

It is still possible to argue about the expensiveness of the presented method as in the 
cluster analysis part, the whole dataset is taken into account. The cost (i.e., required 
computational resource) of such analysis could be minimized by intelligent sampling, 
which was not implemented in this study. It could be implemented in future as an 
improvement of this study.  
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7.2. Discussion and Future Work 

In this study, one major limitation is the constant replay delay for every signal. A 
sophisticated adversary might vary the replay delay for each of the satellite signals to 
make the receiver calculate the position according to his wish. If the attacker outnumbers 
the legitimate satellite signals by far, such that there are no five un-spoofed signals, the 
detection will not be possible and might produce false positive results. 

In cases of highly congested data in a three-dimensional space, clustering algorithms, 
such as DBSCAN, fail to produce correct results. Such a scenario could occur when the 
replay delay is considerably small compared to the separation provided by the input 
parameters. 

In cases of cluster size “1”, the clustering algorithm does not apply. This occurs when (n-
k) =r, where n is the total number of satellites, k is the number of replayed signals and r 
is the number satellites in each combination. Hence, the parameters should be chosen 
carefully so that the size of the cluster is always greater than one. This could be 
advantageous in a sense that, the receiver could skip such calculations.  

In cases with a bigger cluster size, the query for a smaller cluster becomes positive. This 
is logically correct because it possible to create smaller sets from a bigger set. Most of the 
cases, the results are fairly accurate, yet rarely, the detection of all the adversary remains 
incomplete. In such cases, the problem becomes yet another smaller version of the 
original problem, and the remaining adversary could be detected after another iteration.  

While applying DBSCAN, all the generated combinations were considered. For the cases 
of a bigger number of combinations, this leads to a high computational complexity. Such 
problems could be overcome by means of intelligent sampling. Intelligent sampling 
methods could provide a smaller sample size on which the clustering algorithm could be 
applied (instead of applying on the total set). 

The effectiveness of DBSCAN+, OPTICS or any other density based clustering algorithm 
could also be tested on this kind of scenario. Besides, centroid-based (k-means) and 
distribution based (EM) clustering algorithms might also turn out to be useful from a 
different perspective. This area is yet to be explored. 

A wide range of research could be done to find the appropriate conditions to trigger the 
tests to determine the presence of an attack. Depending on the conditions, the receiver 
could undergo any test (e.g., Doppler Shift Test, Power Test), but the selection of the type 
of the test is not yet fully automated. Considering the possible scenarios, the effectiveness 
of the tests under various conditions is yet to be found. Finding the next appropriate test 
when the presented test fails, remains as a challenge. 

Cluster analysis on a large data set is already computationally expensive. Moreover, with 
the formulation of the combinations, the task no longer remains simple. Depending on 
the availability of required computational resources, such analysis could discover 
interesting results. 
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