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Abstract 

The master thesis: Inter-application communication in IPTV client was conducted at 

the Business Multimedia Unit in Ericsson.  

 

In the IPTV client side, there is a need to control another IPTV client remotely with a 

low latency. This functionality can be used in playing game and remote operation in 

IPTV. The current solution is that clients communicate through the portal (Ericsson’s 

Web based IPTV system) in remote location with high latency. The focus of this thesis 

work is designing, building and evaluating a communication mechanism among IPTV 

clients in a LAN. 

 

The major contribution of this thesis is analysis and design of a solution. The 

comparison between an implemented solution in this project and other possible 

solutions is also included in this thesis. The purpose of the solution is to improve the 

configuration and performance of Ericsson IPTV clients.  

 

In the thesis, a prototype of inter-application communication between IPTV clients 

was designed. The prototype includes a proxy server (Based on Node.js), UPnP 

applications (Based on open source UPnP stacks), communication components in 

portal system and an Android client. The prototype has achieved the goals of setting 

up fast and convenient communication in Ericsson IPTV client side, without using the 

IPTV server. UPnP applications allow two devices in a LAN find each other with no 

need to configure IP and port. A local proxy server, a couple of communication 

components in portal and an Android application are used to set up communication 

in a LAN. Also different solutions have been analyzed and designed in the project. 

And some related technologies have been investigated and introduced. 

 

Measurement and test shows that the communication between IPTV clients in a LAN 

is fast enough to replace the way of communication through the server. Security 

analysis shows some possible drawbacks, like the security vulnerability and 

compatibility. The security can be improved by some future work, part of which is 

proposed and designed in the thesis. Analysis also shows the advantages and 

disadvantages of on different service discovery technologies. 

 

Key Words: IPTV, service discovery, UPnP, Websocket 
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1. Introduction 

This chapter briefly introduces the research area, the problem statement and the 

goal of this thesis. 

1.1 IPTV in Ericsson 

IPTV is abbreviation of internet protocol television. It is not a new. IPTV has been 

existed no later than 1990s, but there is still a lot of space to improve. It is so great 

not because the video differs or how the programs are distributed, but the new user 

experience, like comfort and interactivity. [1] 

 

According to Ericsson news, Ericsson’s IPTV platform is most popular in the world, 

deployed for at least 13 million customer households. [2] Ericsson’s great interest in 

IPTV is caused by the increasing market which is driven by the popularity of mobile 

devices. 

 

For example, Mediaroom is one of the most widely used IPTV platforms in the world. 

Ericsson's interest in Mediaroom is owed to a growing market for IPTV solutions, 

which is being fueled by the growing popularity of mobile devices and cloud 

computing services. [3] 

 

1.2 Problem Statement 

In the IPTV client, users need to control a client from another client, for example, 

when users want to control an IPTV from a smart phone. But the current solution is 

that two clients communicate with each other by sending message through the 

remote server. The existing solution is briefly shown in figure 1.1. 

 

 

 

 

 

 

 

 

 

 

There are two main issues with the existing solution: 

 

 

LAN 

 

LAN 

Server 

Client Client 

Figure 1.1 Existing Solution Figure 1.1 Existing Solution 
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 The solution could be a problem when the Internet situation is bad. In such case, 

there could be high latency in the communication.  

 To communicate with the server, the controller needs to be identified in the 

server. And the server needs to work as the proxy all the time. This consumes 

more resources in the server side. 

 

To improve the communication mechanism between clients, two guides should be 

followed: 

1.2.1 Complete the whole communication in LAN.  

All the communications should happen in the LAN. This is to decrease the time of 

transferring message between two clients. The solution has been illustrated in figure 

1.2. Each client represents a laptop in this thesis. Although remote server is not 

allowed to be used in this thesis, local server in a client is allowed. 

 

 

 

 

 

 

 

 

 

 

1.2.2 Hide the technologies 

The complex technologies and configuration should be hidden to user to make the 

system user-friendly. For example, once user is asked to configure IP and port 

manually, the system will lose its user friendliness. So user should not notice all the 

underlying technologies and complex logic. In this case, any IPTV client should be 

able to detect other clients in the LAN with zero configurations. What users need to 

do is to open the IPTV client and other clients are detected and accessible. 

1.3 Goal 

The main motivation of the thesis is to improve the communication between 

Ericsson’s IPTV clients in terms of performance by using standardized technology. The 

easy configuration and operation should also be considered. In addition, it is 

 

 

LAN 

 

LAN 

Server 

Client Client 

Figure 1.2 Solution in this thesis 
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important to give useful advices about other potential solutions. This information 

should be helpful to engineers who want do some future work in this area. To 

achieve the goal, the following tasks are defined in this project. 

 

The deliverables of the thesis are: 

 Suggest one or several potential solutions by analyzing and investigating the 

related technologies. 

 Determine and implement a solution to improve the Ericsson’s IPTV clients’ 

communication. 

 Validate if the solutions are better than the existing one. Clearly demonstrate the 

advantages and disadvantages 

1.3.1 Analysis of the technologies and possible solutions 

Since the thesis can only cover one of many possible solutions, it is useful to 

investigate other technologies and possible related solutions that Ericsson is 

interested in.  

1.3.2 Implement a prototype of system in IPTV client 

Build all the necessary components and applications for the inter-Application 

communication under Ubuntu Linux with standard technologies. Standards 

technologies can guarantee required characteristics of products and benefits such as 

quality, reliability and efficiency. All the communication must be accomplished in LAN 

in order to improve the speed.  

 

Part of the work involves with realizing communication with service discovery in this 

thesis. Service discovery applications need to be built on Linux and Android. With 

these applications, there is no need to type IP address or port to find the target 

device, which is a great convenience. 

  

1.3.3 Validate the implemented prototype 

If the technologies in 1.2.1 are correctly chosen and the solution is properly designed, 

the new solution should be better than the existing one theoretically. To prove this, 

measurement of the prototype’s performance is necessary. Compare measured 

latency with the performance of current solution.  
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1.4 Organization of This Thesis 

Chapter 2 will introduce IPTV, service discovery and Websocket. This chapter will give 

reader a picture of background of the thesis. 

 

Chapter 3 does analysis on the technologies and potential solutions in this thesis. It 

explains how the technologies are selected. 

 

Chapter 4 gives a detailed description about how the solutions are designed and 

implemented. 

 

In Chapter 5, measurement and evaluation work of this project is illustrated. 

 

Finally, chapter 6 summarizes the result and gives a conclusion of the thesis. It also 

point out some limitation of this thesis and possible future work. 
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2. Background 

This chapter provides further more background about IPTV and related technologies 

in this thesis, such as UPnP and Zeroconf. 

2.1 IPTV System 

Internet Protocol Television (IPTV) is a TV system distributed over IP based network. 

All its television services are provided over IP network instead of traditional TV 

network. [4]That is to say, all IP devices can be connected to IPTV system and work as 

client if they are connected to Internet. [4] 

 

A basic IPTV system’s architecture contains following three major parts: content 

acquisition, content distribution and content consumption. [5] The major 

components of the three parts can be found in figure 2.1. An Ericsson UI of IPTV 

client is shown in figure 2.2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A brief introduction of Components in Figure 2.1 is below:  

 Acquisition server: generate, encode and feed the video 

 Distribution server: do caching and quality of service control 

 VOD server: provide video on demand service 

 Set-Top box or PC: a device in users home to decode the multimedia information 

and display it on television. 

 Other devices: It can be a computer or any mobile device with multimedia and 

Internet capabilities, such as smart phone and tablet.  

Content Acquisition (Acquisition server) 

Content distribution (Distribution server, video on 

demand, IP router, etc) 

Content Consuption (Television, computer, set-top box, 

other devices, etc) 

Figure 2.1 The basic architecture of IPTV 
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Ericsson also offers IPTV system solution. The screen shot of an IPTV system used in 

this thesis is in figure 2.2 

 
Figure 2.2 Ericsson's IPTV GUI 

 

IPTV system can inherit many of the advantages of Internet. It is widely accepted that 

IP is important to the evolution of media services. As long as a system is based on IP, 

it allows people to use any IP based services and functionalities. [4] From the users’ 

perspective, IPTV system’s major advantages are below: 

 

 More channels. IPTV channels are routed through data networks and this allows 

providers to offer an increased number of channels (almost without limit). While 

traditional TV operators have a limit on the number of broadcast channels. 

 

 More control. IPTV viewers can choose from multiple providers, rather than 

being restricted to local providers. Furthermore, user can customize their 

services from the IPTV system.  

 

 More services. The increasing extent of the user’s control and the increase in 

number of channels drastically increases the variety of potential services and 

their type. Additionally, due to the two-way communication that IPTV can offer, 

these services can be designed to satisfy a wide variety of users. 

 

 The remote control is also evolving. The smart phone, for the sake of fancy UI 

and convenient access to internet, can be a good choice for IPTV remote control 

or client. In this thesis, the solution is also implemented based on Android. 

2.2 Service Discovery 

According to [6], Service discovery is a progress to automatically detecting services or 
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devices and interacting with each other. Below are some popular service discovery 

protocols: 

 Universal Plug and Play (UPnP) 

 DNS Service Discovery (DNS SD, used by Zeroconf) 

 Apple's Bonjour technology 

 Service Location Protocol (SLP) 

 Dynamic Host Configuration Protocol (DHCP) 

 

In this thesis, UPnP are used in the implementation.  

2.2.1  UPnP 

UPnP (Universal Plug and Play) is designed to realize an easy-to-establish connectivity 

between devices in a scenario of small networks like home and office. UPnP allow a 

new device join a network, advertise itself, offer its service, set up communication 

with other devices and finally leave a network smoothly. In the whole progress, no 

configuration is required.  

 

UPnP is a popular standard and architecture for discovering and controlling devices in 

LAN. (Local area network) The whole UPnP protocol is based on some other Internet 

protocols such as such as IP, TCP, UDP, HTTP, and XML. The protocol stack of UPnP is 

described in Figure 2.3 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.3: UPnP Protocol Stacks [7] 

 

UPnP based network contains two kinds of equipments: devices and control point. A 

HTTP 

MultiCast SSDP 

TCP UDP 

IP Stack 

UPnP Device Architecture 

GENA SOAP 

UPnP Vendor 

UPnP Forum 

Figure 2.3 UPnP Protocol Stacks [7] 

http://en.wikipedia.org/wiki/Universal_Plug_and_Play
http://en.wikipedia.org/wiki/Apple_Inc.
http://en.wikipedia.org/wiki/Bonjour_(software)
http://en.wikipedia.org/wiki/Service_Location_Protocol
http://en.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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device can be a hardware that supports UPnP protocol, for example, a computer. 

Moreover, a device can also be a nested device or software in another device, like 

the camera of the laptop or an application in mobile phone. A set of functions in the 

device is defined as service. Control point is the other component of a UPnP network. 

It is responsible for discovering and controlling the devices. 

 

UPnP has following advantages: 

 Devices with UPnP functions have true compatibility. 

 It is convenient for people with less IT knowledge. So it is quite feasible in home 

scenarios. 

 UPnP is supported by some large companies, such as Microsoft and Intel. So 

their products usually are stable and reliable.  

 

UPnP has following disadvantages: 

 UPnP devices send multicast messages to the network to announce their 

existences every internal time. If there are a lot of UPnP devices in the network, 

there will be heavy network traffic, especially every time whole system boots. 

 Security is a widely known issue of UPnP devices. The resources and information 

of UPnP service could be exposed. 

 

There are many popular UPnP SDK and stack solutions. [8] In this thesis, only 

CyberGarage is chosen for the UPnP application. 

 CyberLink of CyberGarage [9] 

 Allegro’s RomPlug suite of toolkits for UPnP/DLNA [10] 

 SDK ck of AwoX [11] 

 

2.2.2  Zero Configuration 

Zero configurations networking (zeroconf) consist of several techniques that can 

create a TCP/IP network in the case of lacking configuration from manual operation 

or special server [12] 

 

There are four main areas work: 

 addressing (allocating IP addresses to hosts, IPv4 Link-Local Addressing) [13] 

 naming (using names to refer to hosts instead of IP addresses, Multicast DNS) 

[14] 

 service discovery (finding services on the network automatically, DNS SD) [15] 

 

Some popular implementations of Zeroconf are below: 

 Apple’s Bonjour. Bonjour is Apple’s solution for zero-configuration that submitted 

by apple to IETF. [16] 

 Avahi. Avahi is an implementation of Zeroconf in Linux. [17] 
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 JmDNS. It is a Java implementation of Zeroconf. [18] 

2.3 Websocket 

Websocket is one of the features of HTML5. The Websocket protocol is defined by 

IETF and the corresponding API is defined by W3C. Unlike the other technologies 

simulating a full-duplex communication before Websocket, Websocket can provide 

real full-duplex connectivity between server and client via only one TCP socket.  

 

Before Websocket is created, the client has to send a HTTP request to the server 

when it needs to fetch information from server. When the server receives the 

request from client, it sends back a response containing the required content. In 

order to simulate full-duplex communication, client has to keep sending requests in a 

short interval. Longer interval will cause bigger delay. In addition, if the server 

doesn’t have data to send frequently, a lot of requests will just return no data. So it 

also brings extra load to the network. Apparently this is not ideal for real-time 

communication. Today, popular solutions of real-time communication based on web 

are polling and long polling.  

 

Polling is that the client sends request to server regularly. Server sends back response 

as soon as it receives the request. Polling can be a good solution if the client can 

decide when to synchronize the information. But in the case of real-time 

communication, interval to fetch data from server is random and unknown. Long 

Polling is a method that the server keeps the connectivity open for some time after it 

receives the request from client. If the required data is ready before connectivity is 

closed, the server will send a response back. If the data is not ready within a period 

of time, the server will send a response to end the open request. The flow of polling 

and long polling is illustrated in Figure 2.4 

 

        Client        Server               Client      Server 

 

Request                                Request 

Response                     

 

 

                                Response to end  

         open request 

 

                                       Reqeust 

Reqeust                        Response with data 

Response with       

data               
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Polling and long polling has following disadvantages: 

 If there is no need to send data from server to client frequently, a lot of requests 

returns no data. 

 HTTP request has a big header. Every between client and server has a HTTP 

header. 

 Polling has long latency. So it is not suitable for real-time communication. 

 

Websocket communication is much simpler than traditional HTTP communication. it 

starts from a handshake followed by data transfer. The handshake from the client 

looks as follows. Upgrade and Connection header will change the connection from 

HTTP to Websocket protocol. In the response from server, response code 101 shows 

that server has accepted the request and connection has been upgraded to 

Websocket protocol. The handshake is shown in Listing 2.1 and 2.2. After the 

handshake is completed, data is transferred in frames. More information of 

Websocket can be found in The WebSocket Protocol [19]. 

 

Listing 2.1 Handshake Request 
GET /chat HTTP/1.1 

        Host: server.example.com 

        Upgrade: websocket 

        Connection: Upgrade 

        Sec-WebSocket-Key: dGhlIHNhbXBsZSBub25jZQ== 

        Origin: http://example.com 

        Sec-WebSocket-Protocol: chat, superchat 

        Sec-WebSocket-Version: 13 

 

Listing 2.2 Handshake response 
        HTTP/1.1 101 Switching Protocols 

        Upgrade: websocket 

        Connection: Upgrade 

        Sec-WebSocket-Accept: s3pPLMBiTxaQ9kYGzzhZRbK+xOo= 

        Sec-WebSocket-Protocol: chat 

 

The workflow of prototype based on Websocket is illustrated in figure 2.5. In this 

case, Client B acts as a remote control which needs to send control command to 

client A through a proxy unpredictably and irregularly. By using Websocket, Client B 

can send data to client A at soon as the data is ready without waiting for poll request 

from client A. Client A doesn’t have to keep sending a lot of requests regularly to 

client B to poll the data. The prototype based on Websocket not only has less 

network load but also with quick response. So it is obviously more real-time and 

efficient than traditional HTTP. 

 

Figure 2.4 Polling and Long Polling 
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                Client A    Proxy Server Client B 

 

HandShake                         HandShake 

 

 

 

 

Commands to Control  

 

 

 

 

 

 

 

 

  

Figure 2. 5 Work flow of Websocket communication in this thesis 
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3. Analysis of Potential Solutions 

This chapter includes analysis of different technologies that can be used to develop a 

prototype, such as UPnP, Zeroconf, Websocket, etc. The advantages and 

disadvantages are shown. In the end, it gives a result of what technologies to choose.  

3.1 Requirement  

The system should provide users with function to control another IPTV client from 

another client. The IPTV client to control can be seen as a target and the client to 

control can be seen as the controller. The controller can be another IPTV web client 

working in the laptop or mobile application in a smart phone. As described in the 

introduction of this thesis, in order to decrease the communication latency, the 

communication work should be done in a LAN, without using the remote server. 

Additionally, technologies like IP and port needs to be hidden from user to make the 

solution user friendly enough. Therefore, when target and controller are both on, 

user should be able to see the IPTV client to control. The system in this thesis will 

only work on laptops, but it is good to make it applicable for set-top box. Considering 

that a set-top box has less resource than a laptop, the system should be designed to 

be light-weight.  

3.2 Communication Solution Analysis 

In order to set up communication between an IPTV client and another client, a 

communication solution needs to be chosen at first. For the reason the main 

messages to send from controller to targets is the control command, the message 

should be light-weight and simple. Since the communication is based on Web, 

following solutions have been considered and analyzed in this section: 

 

In this thesis, the data need to be transfer between two IPTV clients is mainly the 

control command. Any solutions based on polling have to send a lot of requests 

frequently and regularly to meet the needs of quick response and handling 

unpredictable message.  And a lot of request will return no data. The ideal case in 

the communication is that two clients only send the necessary data such as control 

command. Communication through Websocket becomes the solution closest to our 

requirements. As illustrated in the background in the thesis, Websocket can create a 

full-duplex communication channel for our system. Once the handshake is finished, 

the data can be sent in frame with a small header than HTTP. For example, a 

single-frame unmasked text message of “Hello” is “0x81 0x05 0x48 0x65 0x6c 0x6c 

0x6f”.  
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An example of HTTP request and response is in Listing 3.1 and 3.2. The total header 

size of request and response are more than 600 bytes, much larger than Websocket 

framed data. 

 

 

 

Listing 3.1 Example header of HTTP Request 

GET /PollingStock//PollingStock HTTP/1.1 

 Host: localhost:8080 

 User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.1.5)  

 Gecko/20091102 Firefox/3.5.5 

 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 

 Accept-Language: en-us 

 Accept-Encoding: gzip,deflate 

 Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7 

 Keep-Alive: 300 

 Connection: keep-alive 

 Referer: http://www.example.com/PollingStock/ 

 Cookie: XXXXXXX 

 

Listing 3.2 Example header of HTTP Response 

HTTP/1.x 200 OK 

 X-Powered-By: Servlet/2.5 

 Server: Sun Java System Application Server 9.1_02 

 Content-Type: text/html;charset=UTF-8 

 Content-Length: 21 

 Date: Sat, 07 Nov 2009 00:32:46 GMT 

 

 

The Ericsson’s IPTV client is a web application running in a browser. Browsers such as 

Chrome and Opera only support the Websocket client API. So it cannot work as a 

Websocket server. In another word, it is not possible for two Ericsson’s IPTV clients 

sending message directly through Websocket in this thesis. 

 

To solve the problem, a local proxy server needs to be developed and deployed in the 

LAN. The proxy should work as a Websocket server for both IPTV clients. The proxy is 

responsible for transferring data between two clients. In the consideration of being 

light-weight, Node.js is chosen as a platform to develop the proxy. The Node 

WebSocket Server and ws library are two near specifications compliant 

implementation of the server-side WebSocket Protocol. They are both built on top of 

Node.js. They can both be easily installed with NPM or cloned from Github [15] [19]  

 

http://static.brandedcode.com/nws-docs/
http://nodejs.org/


14 
 

3.3 Service Discovery Solution Analysis  

Since the clients cannot utilize the server to find each another, to achieve the goal of 

hiding technologies like IP and port from end user, service discovery is necessary in 

this system. Following analysis is done to decide service discovery components in this 

thesis. 

 

After investigation on the existing technolgies, the service discovery functions can be 

realized by two solutions: UPnP and Zeroconf. The result of comparison is listed 

below: 

 Zeroconf UPnP 

Addressing IPv4 Link-Local Addressing Same to Zeroconf 

Naming mDNS in the absent of 

Unicast DNS server 

None 

Discovery DNS service discovery SSDP. According to [9], Zeroconf's 

mDNS-SD is more efficient, has less 

packet loss. Furthermore, the SSDP 

may cause a heavy load in the 

network. 

Support and 

Open source 

Apple’s own solution 

Bonjour is not open source 

software. Another 

implementation of 

Zeroconf, Avahi, is totally 

free. [z&u] 

 

UPnP is open source software. It is 

backed by an alliance of more than 

500 companies, including large 

companies like Microsoft and Intel. 

[upnporg] 

Available 

library 

Bonjour, Avahi and others There are a lot of UPnP SDKs provided 

by UPnP forum members which can 

easily be found in [5]. Those SDKs 

covers a lot of popular programming 

language and platforms. 

Table 3.1 Comparison between UPnP and Zeroconf Solutions 

 

Based on the investigation and comparison above, the Zeroconf seems to be a little 

better than the UPnP in the aspect of efficiency and reliability. However, according to 

the analysis it is believed that performance and quality won’t be quite different when 

using Bonjour or Avahi. Bonjour may be a better solution if the project has to be 

developed in Apple’s product. But UPnP obviously has better support. So the decision 

is that UPnP has been chosen in the thesis.. 

  



15 
 

4. Design and Implementation 

In this chapter, two UPnP-based solutions are implemented and described in details. 

The content includes work flow, architecture of each component as well as some 

simplified code. Both of the two UPnP-based solutions are also evaluated in chapter 

5. In addition, a solution based on Zeroconf has been designed in this chapter but not 

implemented.    

4.1 Solution Based on UPnP with Websocket 

This section contains details of the prototype developed with combination of UPnP 

and Websocket. 

4.1.1 Architecture of the Prototype 

User can open the IPTV client from browser in the PC. Then user is able to see the 

other clients in other PCs in the LAN (Local Area Network). After a target client is 

selected by user, some operation related to the target is available, for example, 

controlling or getting information from it. The communication between two clients is 

realized with Websockets. 

 

The prototype of this solution is demonstrated in figure 4.1. Application architecture 

in every PC can be found in figure 4.2. Following components are newly implemented 

in this thesis: 

 Remote control module in portal 

 Listener in portal 

 Proxy server 

 UPnP applications (Control point and device app) 

 Remote control application in Android device 
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Figure 4.1 The System Overview 
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All IPTV clients on PC are equal peers in the LAN. Each client can work as a controller 

or target to control. However, a client only works as one character in one time. Two 

components added to the clients are for remote control and talking with the UPnP 

applications. The UPnP applications are implemented to help controller find the 

target automatically. Proxy server is a local server used to set up communication 

between browsers.  

 

In this thesis, three functionalities have been implemented for the remote control, 

remote control with Websocket, fetching Video on Demand (VOD) information and 

remote control with UPnP.  

4.1.2 Workflow of the System 

The work flow of the system is described as follows. The flow chart is figure 4.3.  

1. UPnP device application, UPnP control point application and proxy program 

started. In fact, they are assumed always running. 

2. User login the IPTV clients from browsers in both controller and target to be 

control.  

3. Each opened client will connect to the local UPnP device application. And device 

application will broadcast itself in the LAN. 

4. When user opens the remote control component in client in controller, the client 

will connect to local UPnP control point application. And all the opened clients in 

the LAN will be detected by the control point. 

5. User sends a request from the client in controller to client in target device 

through UPnP application for remote control connection.  

6. Both clients in controller and target to be controlled will connect to the proxy 
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Other 
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UPnP Device 

UPnP 

Control Point 
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WebSocket 

WebSocket 

UPnP 

Protocol 
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Figure 4.2 Application architecture in every PC 
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program in target PC. 

7. User can do remote control now. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.3 Work Flow in Target and Controller 

4.1.3  UPnP Applications 

In every device, there are two UPnP applications: control point and device 

applications. Both applications are sleeping until accepting the specific connection 

requests from the opened IPTV client in the local browser.  

 

Each time when a new device is stated in the LAN, the control point will tell the client. 

When the control point application is started, it will send a broadcast in the LAN 

which will be replied by all UPnP devices. After that, the control point can know all 

the UPnP devices in the LAN. From the response of UPnP devices application in 

another device, the control point will get its device names, actions and the proxy 

server’s address.  

 

When a UPnP device application is started, it will give a broadcast and expose itself 

to any control point in the LAN. The device application can provide control point with 

the information of its local opened IPTV client, which acts as a target to be 

controlled.  

 

In this thesis the UPnP applications are developed in Java with the CyberGarage 

UPnP stack. The control point application is able to get a lot of information from 

devices such as URL, Friendly name, Actions, etc. While among all the information, 

the IP and Port number of the proxy program in the target device are necessary. The 

control point application gets this information from actions in UPnP. 

 

PC (Target to control) 

 

PC (Controller) 

 

UPnP discovery 

Request for remote control 

Remote control on Websocket 
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In addition, a WebSocket server component is implemented in Java and included in 

the UPnP applications to communicates with the local IPTV client.  

 

The figure 4.4 is the UPnP device application’s workflow. The local websocket server 

keeps listening to the connection from portal client in browser. The connection 

request is sent from the local client when user login the client from browser. Then 

the UPnP device component is awakened.  

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.4 Architecture of UPnP device applications 

 

The UPnP device application works in event driven mode. The code example 4.1 is 

simplified code of get IP action’s handler. In the constructor function UPnPDev(), it 

will register different action listeners in the UPnP device instance. When there is 

action from UPnP control point, the actionControlReceived() is triggered. In this 

prototype, for action of “NoticeContolPointIP”, the UPnP device application will tell 

control point the IP and port of local proxy program and tell the target client to 

prepare for remote control.  

 

Code Example 4. 1 Simplified code of UPnP device application 

 

public UPnPDev(String UserName, Socket socket) throws InvalidDescriptionException 

 { 

  Action setTimeAction = getAction("NoticeControlPointIP"); 

  setTimeAction.setActionListener(this); 

       …… 

} 

 

UPnP Device Application 

UPnP Device Component 

Talk to control point 

Websocket Server 

Server.accept() 

Create UPnP 

Device 
Action Listener 

Talk to portal client Start and initialize 

IPTV client in 

browser 
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public boolean actionControlReceived(Action action) { 

if (actionName.equals("NoticeControlPointIP") == true) { 

…… 

} 

} 

 

 

The figure 4.5 shows UPnP control point application in the controller. Like the UPnP 

device application, the control point is sleeping until it receive a request from IPTV 

client. The request is created when user open the remote control component in IPTV 

client. 
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Stop control 

point 

Initialiaze, search for devices 

Stop 
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command from 
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Do action, like get devices, tell 

device to connect to proxy 

IPTV client in 

browser 

Figure 4.5 Workflow of UPnP control point App 
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4.1.4  Listener in Backend of IPTV Client 

The listener is started right after the users login the IPTV client in browser. A 

websocket instance “upnp_conn” will be created in the listener which will be used to 

connect to the local UPnP device application and activate it. Then the opened client 

is accessible to any other client through the UPnP applications. 

 

Once there is a request for remote control is sent from local UPnP device application, 

the listener will start to listen the remote control command. In another word, the 

listener will create another websocket instance “proxy_conn” to connect to the local 

proxy program.  

 

Like the remote control component, it is also implemented in JavaScript and follows 

Ericsson portal’s framework. But one difference is that the listener always runs in 

background, having no GUI. 

 

Code example 4.2 is a simplified code of handler in Myapp.js that can receive remote 

control command. 

 

 

Code Example 4.2 Simplified code of Listener in portal client 
 

module.implementing.portalLifecycleNotifier.publics.onUserLoggedIn = function() { 

……… 

 upnp_conn = new WebSocket("ws://127.0.0.1:9000");  //connect to the local device 

upnp_conn.onmessage = function(ev) 

 { 

   if (received_command.type == "ConnectProxy"){ 

    if (proxy_conn == null) 

       connect_proxy(received_command.proxyAddr); 

    } 

} 

} 

} 

 

function connect_proxy(proxy_address) { 

proxy_conn = new WebSocket("wss://"+proxy_address); 

module.publics.ws = proxy_conn; 

module.publics.ws.onmessage = function(ev) { 

…… 

actionManager.invokeAction(……, ev.data); 

} 

} 
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The mechanism of MyApp.js can be found in figure 4.6. The upnp_conn is a 

websocket listening to the local UPnP application. After it receives a ConnectProxy 

command, the method connect_proxy will be called to create another websocket 

proxy_conn to talk to local proxy program.  

 

For every received remote control command, it will invoke a same key action. For 

example, if user click UP or DOWN in the controller, the listener will also invoke a UP 

or DOWN key event. This is realized by Ericsson’s API: 

com.ericsson.iptv.portal.fw.lib.ActionManager. invokeActionsForKey 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.1.5  Component of Remote Control in IPTV Client 

Unlike the listener module, the remote control component can only be started by 

open it manually. First of all, the remote control component connects to the local 

UPnP control point application. Then the other opened clients’ information in the 

LAN will be gathered to the remote control component and displayed in the browser. 

User can choose one of the listed clients and will see all available actions on the 

devices. In this thesis, the implemented actions are remote control, remote control 

with UPnP and obtain video information.  

 

This is newly added part in IPTV clients. It is implemented in JavaScript and follows 

the framework of Ericsson’s portal. The remote control is done in UPnPExample.js 

and WSControl.js 

 

IPTV client 

 

Handller: 

onUserLoggedIn 

 

upnp_conn  

Handller: 

upnp_conn.onMessage 

 

proxy_conn 

Handller: 

proxy_conn.onMessage 

 

Handle remote control 

command. Invoke actions 

with Ericsson API 

 
Figure 4.6 Mechanism of Listener 
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In UPnPExample.js, it creates a Websocket instance “CP_conn”. It connects to local 

UPnP control point application right after the user opens the UPnPInfo component. 

The simplified code can be found in code example 4.3: 
 

Code Example 4.3 Simplified code of UPnPExample.js 

 

 module.implementing.loading.publics.load = function() { 

 …… 

…… 

     Var list; 

  CP_conn = new WebSocket(address); 

  CP_conn.onopen = function(ev) { 

  …… 

  } 

CP_conn.onmessage = function(ev){ 

…… 

List = ev.data; 

device_list.showSelector(); 

} 

…… 

 device_list = nodeFactory.getListControllerNode(……); 

 

For the limitation of GUI API, a popup menu is necessary to show device list. The 

Device list popup menu can found in figure 4.7. (Since this is only a prototype, IP has 

been used in the UI. In a real product, it is better to replace the IP with any user 

friendly name like “Johnson’s laptop”, which is very easy.) Once user chooses an item 

in the Device list menu, the remote control component will send a command to the 

corresponding UPnP device application. Through the UPnP application the IPTV client 

in the chosen device can accept the control request. In the controller side, a popup 

menu of Actions will popup in which user can choose one action. The actions popup 

menu can be found in figure 4.8 

 

 
Figure 4.7 GUI of device list 
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Figure 4.8 GUI of Action Options 

 

 

After user has chosen a device and action sequentially, the view of WSControl will be 

displayed in the browser. WSControl is implemented in WSControl.js 

 

According to the structure of Ericsson’s portal framework, the dependency module is 

specified in WSControl.js. With a specified dependency, the WSControl.js can access 

public variables in Myapp.js. In this thesis, WSControl.js needs to use the websocket 

instance created in Myapp.js. Code example 4.4 is the simplified code to access the 

socket.  

 

Code Example 4.4 Simplified code of WSControl.js 

 

myws : { 

 id : "com.ericsson.iptv.portal.example.peng.Myapp", 

}  

module.implementing.view.publics.onShow = function(args) { 

 proxy_conn = module.dependencies.myws.handle.ws; 

} 

 

// Every input from user will be caught and sent to proxy program. 

module.implementing.view.publics.onInput = function(event) { 

…… 

proxy_conn.send(var); 

} 
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The command object contained the basic required data for Ericsson’s API. Keycode 

and Charcode represent keys in the key board which is used to invoke key event in 

the client to control. The example object can be found in code example 4.5. 

 

Code Example 4.5 Command Object 

 

var keyevent = { 

    keyCode : XXX, 

    charCode: XXX, 

    repeat: XXX, 

  } 

4.1.6 Proxy Program 

The proxy server locates on every PC. If anyone wants to control the IPTV client in 

that PC, he needs to connect proxy server in that PC and send command through it. 

The reason to use the proxy server in the system is that two browsers can’t 

communicate directly. The proxy server can be found in figure 4.9. 

 

As mentioned in the UPnP application part, a WebSocket server is already 

implemented in Java. However to make the program as light as possible, proxy server 

has been implemented in JavaScript based on Node.js. Node.js is a platform built 

on Chrome's JavaScript runtime for easily building network applications. In this thesis, 

libraries of Node WebSocket Server and WS have been tested in creating webocket 

server. Both of them can work without issue. 

 

A Websocket server is created in the proxy program. Any websocket request will be 

handled by a websocket server which keeps listening on a specified port. For each 

request, the server will maintain a connection to its client. The program contains two 

connections objects, ws_controller for controller and ws_target for target device. 

When ws_controller receives message from remote controller, it will use ws_target 

to send the message to target portal client. The simplification of this code is shown in 

code example 4.6. The architecture of the proxy is shown in figure 4.9. 

 

Code Example 4.6 Simplified code of Websocket server 

 

var app = require('https').createServer(options); 

app.listen(8000); 

var WebSocketServer = require('ws').Server; 

var wsServer = new WebSocketServer({server: app}); 

wsServer.on('connection', function(ws) { 

 

if (userId == 1) 

http://code.google.com/p/v8/
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    ws_controller = ws; 

else  

    ws_target = ws; 

 

ws.on('message', function(message) { 

   var keyevent = JSON.parse(message); 

 var keyevent_string = JSON.stringify(keyevent); 

 if (ws == ws_controller) 

        ws_target.send(keyevent_string); 

       else if (ws == ws_target) 

        ws_controller.send(keyevent_string); 

      }); 

  

}); 

} 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.1.7 Remote Control Application in Android Device 

The remote control application is a combination of Websocket client and UPnP 

control point. Like the solutions in 4.1.2, it will list all the discovered opened clients 

and allow user to control a client remotely. Unlike the solutions in 4.1.2, the Android 

application is not a part of portal client so that users don’t need to login the IPTV 

system. For the same reason, users won’t be able to see the fancy GUI in Figure 2.2 

including the well-designed menu and films posters. But those functions are possible 

Proxy Server 

Check message and determine 

destination 

Websocket 2 Websocket 1 

Controller Target client 

to control 

Request Request 

Figure 4.9 Proxy Server 
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to be implemented in some ways. This will be discussed in the future work section. 

Screen shot of Android GUI can be found in figure 4.10. The system architecture can 

be found in figure 4.11. 

 

 

Figure 4.10 The GUI of Android remote controller 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This Android application includes a Websocket client implemented in Java. The 

implementation doesn’t rely on any native Android API, so it is easy to use the 
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Figure 4.11 The System.Diagram in Android case 
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segment of code in any Java based platforms, for example, PC and Symbian mobile 

phone.  

 

UPnP stack of CyberLink was used to develop the UPnP control point, like the 

solution in section 4.1.1. When the user open the application in Android device, the 

UPnP control point inside will start searching UPnP devices in the LAN. All the devices 

in the LAN should be displayed in the UI.  

 

4.2 An Alternative Solution Based on UPnP 

One alternative way for the communication work is to only use UPnP, which is even 

simpler than the solution in 4.1. The diagram is Figure 4.12. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The proxy server is not used in this solution, which means the WebSocket is not used. 

Two clients communicate via UPnP action which is based on SOAP. The meaning to 

implement this solution is to find a solution with minimum complexity. 

 

4.3 Design of Solution Based on Zeroconf 

The prototypes in section 4.1 and 4.2 are designed for Linux and Android 

environment, not the best solution for Apple’s platform which has its native 

implementation of Zeroconf, Bonjour. In order to cover the shortage of this, a 
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Figure 4.12 Diagram of Communication Based on UPnP 
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prototype based on Zeroconf is introduced in this section. The meaning of work in 

this section is to analyze the feasibility and complexity of solution in Apple’s platform. 

Although the prototype hasn’t been implemented, the work in this section can be 

useful to someone who needs a solution in Apple’s platform. 

 

In this solution, architecture is very similar to figure 4.1 and 4.11. Only two 

differences are  

 UPnP application is replaced by Zeroconf application in figure 4.1  

 Android application is replaced by iphone application in figure 4.11. 

4.3.1 Recommended Technologies for Zeroconf App 

After investigation, three implementations of Zeroconf are recommended for 

Zeroconf based solution, mDNSResponder of Bonjour, Zeroconf of Avahi and JmDNS. 

All the three implementations are technologies that allow user to register IP-based 

services and browser the network for those services. Each of implementation 

includes a multi-cast DNS responder for developer to register service and do service 

discovery. mDNSResponder and Zeroconf of Avahi are the most standard and popular 

among all technologies since Apple and Avahi 

 

 Bonjour (mDNSResponder) is implemented and released by Apple for 

environments including Posix, Windows and OS X 10.7.2, licensed under Apache 

License.  

 Avahi is a free Zero Configuration Networking (Zeroconf) implementation, 

including a system for multicast DNS/DNS-SD service discovery, licensed 

under LGPL. Therefore, Avahi can be used for bonjour protocol support with C 

API under linux.  

 JmDNS is a Java implementation of multi-cast DNS which is fully compatible with 

Bonjour (Zeroconf), licensed under Apache license. 

 

4.3.2 Recommended Technologies for Mobile Application 

The mobile application will work as a controller in this prototype. The application in 

IOS device also needs to be implemented with Apple’s Bonjour protocol. Luckily, the 

OS X and iOS provide several layers of application programming interface (API) for 

Bonjour service applications. The bonjour API layers can be found in figure 4.13 

 

 

 

 

http://www.gnu.org/copyleft/lesser.html
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CFNetServices is a Core Services API that allows you to register a network service. 

Applications can also use the CFNetServices API to discover the services that are 

available on the network and to find all access information — such as name, IP 

address, and port number — needed to use each service. The CFNetServices API uses 

the Core Services framework to provide access to Bonjour. It should be used when 

programming in C or C++. [20] 

 

The Foundation framework defines NSNetService and NSNetServiceBrowser classes 

for managing Bonjour network services. The two classes are part of the Foundation 

framework in Cocoa, providing object-oriented abstractions for service discovery and 

publication. It should be used when programming in Objective C. 

 

If the mobile device is Android platform, the JmDNS is a good choice since it is pure 

Java implementation.  

 

4.3.3 Prototype Design of Zeroconf App 

The overview of the prototype is in Figure 4.14. Figure 4.14 shows the structure of a 

Zeroconf application in PC that can work with a controller of Iphone and Ipad The 

whole architecture is very similar to the UPnP based solution.  

 

In the figure 4.14, the mDNS responder allows user to register the service program. It 

will answer when a remote controller tries to discover the services. Every 

implementation of Zeroconf provides good API to communicate with mDNS 
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Low-Level Socket based API 

Core Services Framework API 

(CFNetService/CFNetServiceBrowser) 

Foundation Framework API 

(NSNetService/NSNetServiceBrowser) 

Figure 4.13 API layers for Bonjour 
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responder. Therefore developers don’t have to care about mDNS responder and 

Zeroconf protocol. Service publisher can publish the service by registering it in mDNS 

responder. Service Browser is in charge of finding all the services in LAN. The service 

is the proxy program in this case.  

 

The remote controller of IOS application contains a websocket client and a service 

browser. Like the service browser in case of PC box, service browser is implemented 

with Bonjour API of Apple. 
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5. Evaluation 

In this chapter, the system is evaluated by testing its performance. We will start the 

inter-application communication between two IPTV clients in two laptops and do 

some operations of remote controls. At the same time, we will measure the latency 

between two clients. In the end, it is presented if goals have been achieved. 

5.1 Environment and Platform in Test 

In the test, all the all the programs in this thesis work run on Ubuntu 10 system in 2 

laptops. The Java program works based on JVM 1.6 and the IPTV client works in 

Opera browser. The 2 laptops are linked in a simple wireless LAN (WIFI 54 Mbps, 

802.11g). How the laptops are synchronized has been described in 5.2. The LAN is 

created by a wireless router, with no subnet inside. Figure 5.1 introduces the 

platform and environment in the test. 
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5.2 Synchronize 2 laptops 

In order to measure the latency, the time in two laptops has to be synchronized. 

Figure 5.2 is the way I used to synchronize two laptops. The Network Time Protocol 

(NTP) is a protocol used to synchronizing local time with networked time servers. 

One of the laptop is set as a local Network Time Protocol (NTP) server. The other 

laptop is set as NTP client synchronized to the first laptop. 

 

 

 

 

 

 

 

 

NTP daemon is used in to configure the time. NTP daemon can work as an accurate 

time client, keeping the local time as close to server as possible. Besides, the NTP 

daemon can also make a computer to act as a NTP time server. The way to configure 

the two laptops is following: 

 

In the first laptop (ntp time server): 

1. Install ntp daemon by running following command in terminal: 

sudo aptitude install ntpd 

2. Edit the configuration file /etc/ntp.conf, input following content in it: 

server nist1-dc.WiTime.net iburst 

server ntp0.mcs.anl.gov 

server 0.us.pool.ntp.org 

server 1.us.pool.ntp.org 

3. Restart ntp daemon with command: 

sudo /etc/init.d/ntp restart 

 

In the second laptop (ntp time client)  

Run following command in terminal to synchronize time with first laptop 

ntpd -q [IP address of first laptop] 

 

5.3 Measurement latency 

Latency has been tested in two solutions: the communications via Websocket in 

chapter 4.1 and UPnP-based communications in chapter 4.2.  

 

Laptop B. Set up as a NTP server Laptop A 

Synchronize 

Figure 5.2 Time synchronization between laptops 
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For solutions in chapter 4.1, timestamps have been recorded in points: portal client 

A(controller), proxy server and portal client B, presented in figure 5.3. The result is 

presented in table 5.1. 

 

 

 

 

 

 

 

 

 

 

From To Time cost 

Portal client in controller Proxy server in Target device 

receive data 

< 2ms 

Proxy server send out data Listener in target device receive 

data 

< 1ms 

Table 5. 1 Latency of Websocket-based solutions in 4.1 

 

For solutions in chapter 4.2, timestamps have been recorded in the points in portal 

client A, UPnP controller, UPnP Device App and portal client B, presented in figure 5.4. 

The result is presented in table 5.2. 

 

 

 

 

 

 

 

 

 

 

 

From To Time cost 

Portal client in controller 

send out data 

UPnP control point send out data < 1ms 

UPnP control point in 

controller send out data 

UPnP device application in target device 

receive data 

< 2ms 

UPnP device receive data remote portal client in target device 

receive data 

< 1ms 

Table 5.2 Latency of UPnP-based-solutions in 4.2 
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Before the test, the solution in section 4.2 was predicted to have higher latency 

because the data need to be sent one more times. But in observation, it is difficult to 

recognize which solution is faster.  

 

According to the test result, both solutions have latency of less than 4 milliseconds. 

The latency of existing solution varies because it highly depends on the network 

between clients and remote server. The statistic got from Ericsson in this thesis is 

that the existing solution at least has latency of more than 200 milliseconds. So the 

solution in this thesis is proved to be better. 

5.4 Achievement of goals 

At the beginning of this thesis, three goals are presented regarding the 

inter-application communication. Now we examine to what extent the thesis fulfilled 

these goals.  

 

The first goal is to survey and analyze existing technologies and potential solutions. 

This task has been done in chapter 3. Several most popular technologies of web 

communications and service discovery have been discussed and compared.  

 

 

The second goal was to build a prototype of inter-application communication 

between Ericsson’s IPTV clients. And all these work has been be done in a LAN 

without remote server. The task is considered accomplished. UPnP applications 

(control point and device application), remote control components in Ericsson’s client 

of port, and proxy program have been developed and realized the basic function of 

remote control. In the Demo to Ericsson’s team, I can control a portal’s client in one 

laptop from another laptop and Android device respectively. In most of the time, the 

latency is almost unnoticeable. However the prototype in this thesis is far from a 

mature solution. For example, not all operations in the portal client can be invoked 

from another client remotely. To implement this function, more knowledge of 

Ericsson IPTV portal API is needed. Besides transmitting images and videos is not 

included in this thesis. 

 

The third goal is to measure the performance and evaluate the solution. The 

measurement and evaluation result proves that solution in thesis is better than the 

current solutions in terms of performance.  
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6. Conclusions and Future work 

This chapter presented what has been done in this thesis and the conclusion of all 

the work. Since the prototype is not good enough to be a real product, some advices 

are given as future work. 

6.1  Conclusion 

I have successfully implemented a basic architecture of an inter-application 

communication system between IPTV clients. As presented in the implementation 

section, the communication prototype consists of one proxy program, UPnP control 

point, UPnP device application, components of controller and listener in the IPTV 

client. The prototype allow user to control another IPTV client from both a laptop 

and an Android device. There are three advantages in the implementation. First, All 

the communications between two clients are done within LAN. Since it doesn’t use 

the server, the latency is reduced to a large extent. In the experiment, the action in 

the target looks immediate to people. Second, standard technologies like service 

discovery and Websocket are used. The involved protocol stacks and Websocket API 

have been used in the implementation and works very well. Third, the remote 

controller can easily discover all the portal clients in the LAN because service 

discovery is used, which is user friendly. 

 

The analysis and investigation of different solutions and technologies have also been 

included in this thesis work. After analysis, Websocket is for sure the best choice of 

communication. But no great advantage has been found in UPnP when compared to 

Zeroconf. Choosing UPnP is mainly a mainly because of its good support by large 

companies.  

 

In summary, application development as described in this thesis is a successful 

project which supports an efficient and comfortable way to remotely control an IPTV 

client and avoids the users having to worry about network configuration. The thesis 

provides useful information for other engineers who want to make a solution for 

inter-application communication. 

 

6.2  Future work 

Although this thesis has achieved the target of inter-application communication 

between IPTV clients, there is still much room for improvement. Before it can be 
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used as a mature product, a lot of work needs to be done in order to improve good 

security, better robustness to be cross-platform. 

 Security work 

With the communication prototype in the thesis, user can control a IPTV client easily 

with a mobile device. This creates problems of identification of access. A basic 

authentication mechanism is shown as follows:  

 

A simple solution is that user is asked to input a verify code in the device and send 

certificate signing request to the server in PC or set-top box. The owner of the PC 

also needs to be noticed with a message and confirmed from in his smart phone.  

 

 Cross-platform 

The implementation in this thesis only cover platform of Linux PC and Android 

mobile device. The analysis and investigation work covers IOS mobile device. But 

there are many devices with other platforms in the market. They need to be 

considered. 

 

 Extended function 

In this thesis, only text message is sent between the portal client and a remote 

controller. However it is also possible to send images and video through a Websocket. 

Therefore, it is certain that user can see the images and even watch movies from his 

smart phone. 

 

In this thesis, the inter-application communication is limited in a LAN. There must be 

a way to make the communication work in WAN. With a successful communication in 

WAN, user can control his IPTV client in his office or during his lunch time. When user 

finds an interesting TV drama is being played, he can send command to his IPTV 

client to record it. Moreover, he can watch the drama everywhere if his smart phone 

is connected to the IPTV client in PC in his home. 

 

The idea of inter-application can also be applied in other areas. The PC runs many 

programs which is more than an IPTV client. For example, user can play games in PC 

and the mobile device can work as a game handle.  
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