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Abstract 

In this Master Thesis, several common applications used with MySQL and Linux server are 

modelled using the Enterprise Architecture Analysis Tool (EAAT) and the Cyber Security 

Modelling Language (CySeMoL), both developed by the Department of Industrial Information 

and Control System (ICS) at KTH. The objective of this study is to use the CySeMoL tool to 

evaluate the feasibility and correctness of the tool by simulating some particular type of attacks 

on a real life Linux server. A few common applications with MySQL on a Linux server and 

two Linux operating system services are modelled and explained together with their detailed 

information and defense mechanisms. A real life penetration test has then been carried out in 

order to validate the simulated results from the tool. The results of the analysis suggest that the 

security vulnerability predictions done by CySeMoL on a Linux server has good predictive 

performance. 

 

Sammanfattning: I denna Masteruppsats modelleras ett antal vanliga applikationer på en 

MySQL- och Linuxplattform med hjälp av Enterprise Architecture Analysis Tool (EAAT) 

tillsammans med Cybersecurity Modeling Language (CySeMoL). Båda dessa är utvecklade vid 

avdelningen för industriella informations- och styrsystem (ICS) på KTH. Syftet med denna 

studie är att validera korrektheten av CySeMoL-verktygets sårbarhetsprediktioner genom att 

simulera ett antal specifika cyberattacker mot en Linuxplattform. Ett antal vanligt 

förekommande applikationer på en MySQL-plattform samt två operativsystemstjänster i en 

Linuxserver modelleras. Penetrationstest utförs därefter för att validera resultaten som 

simuleras i CySeMoL-verktyget. Studien visar att CySeMols förutsägelser stämmer väl med 

resultaten av penetrationstesterna. 

Keywords: Cyber Security, CySeMoL, EAAT, Operating System, Server, Application 

Modeling.  
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Chapter 1 

 

Introduction 

In this chapter, at first, the background information is briefly introduced. Then, the purpose of 

this thesis is presented. The work phase and the methodology is explained in the next section. 

Finally the structure of the thesis is described.  

  

1.1  Background 

The vast growth of the Internet has brought many technological advances like electronic 

commerce applications, social networks, information distribution and easy access to 

information. Organizations across the world generate large amounts of sensitive data daily and 

transfer those through the internet. This vast growth of the Internet has also brought risks in the 

network. There are significant risks when transferring sensitive information through the internet 

because of deficiencies regarding network security. There is a possibility for an organization to 

be hacked by an attacker. The nature of security risks concerning the internet is increasing 

quickly and constantly. Therefore, cybersecurity was developed to protect networks, 

computers, programs and data from attack, damage and unauthorized access.  

The task of cyber security, not only requires ensuring the security of end systems but of the 

entire network. Nevertheless, it is complex and difficult to manage cybersecurity of an entire 

enterprise system. To estimate the cyber security of the whole system the enterprise needs 

experts, for example network penetration testers. There are some delimitations of hiring these 

type of experts for example, the time that they need to study the whole system, the expertness 

of their work [1].  

Depending on these difficulties, there is a need for a security assessment tool to estimate the 

cyber security for enterprise networks; a tool that can evaluate possible attacks that could occur 

in the targeted network in graphical approach for understanding the vulnerabilities of the system 

in an easy way without having any security experts. With this in mind, the department of 

Industrial Information and Control Systems (ICS) at KTH, developed an attack graph tool called 

Cyber Security Modeling Language (CySeMoL) by which the cyber security of each system in 

an enterprise architecture can be analyzed and evaluated with a probabilistic method [2].  

 

1.2  Purpose of This Thesis 

CySeMoL has been developed for system-level assessment of cyber security of information 

system architectures. It has been tested in various case studies for example- within the electric 

power industry, power substation automation systems as well as office environments [2]. 

However, CySeMoL has not been particularly applied in a typical operating system 

environment. 
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The purpose of this master thesis project is to use the CySeMoL tool to evaluate the feasibility 

and correctness of the tool by simulating the attacks on a real life Linux server containing a set 

of commonly used applications.  

To carry out and accomplish the objectives of this project, common applications used with 

MySQL server will be installed in a Linux environment.  Next, the architecture of the operating 

system with the applications will be modeled in the CySeMoL tool. The probability of 

succeeding of certain kinds of attacks will be investigated using the CySeMoL tool and 

thereafter validating the correctness of the results by comparing it to real time penetration 

testing in the installed Linux operating system.  

 

1.3. Work Phase and Methodology 
 

The master thesis project can be divided into these following work phases: 

 Literature study 

 Data collection 

 Model implementation 

 Predict the probabilities of attacks 

 Evaluate the results 

 

In the beginning of the thesis, the fundamental concept and knowledge about CySeMoL and 

EAAT are essential. Without a comprehensive knowledge of how CySeMoL works it is 

impossible to choose the suitable assets in the model and do proper simulations. Besides, it is 

also vital to study the Linux operating system and the common application related to MySQL 

server. Studying and understanding all these concepts will be crucial when building the model 

in CySeMoL. 

 

The next phase of the thesis project is to gather information of the applications and the operating 

system which will help to establish the real time environment of the CySeMoL model and 

validate its predicted results. The accuracy of the predicted results are dependent on the 

accuracy of collected data. For the sake of getting the accuracy of the data, statistics of 

technologies and reports, books, software products documentations and experimental studies 

will be used. 

 

The next step is to implement the model in the CySeMol tool as well as in real life. To 

implement the model in the CySeMoL tool, first an experimental study will be used in the 

selected applications with the operating system that has been installed in real life. Experimental 

studies will help to identify the entities involved in each application. The model will be designed 

by using the information of the entities. After finishing these steps, according to the collected 

data, the security settings for each entities for the model will be configured. 

 

The fourth phase of the thesis is to predict the attacks probability by CySeMoL. Seven attack 

steps are chosen to calculate the predicted probabilities of attacks in the model. The last phase 

is to validate the correctness of the predicted result through the experiment in the real life model.     
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1.4 Thesis Structure 
 

This thesis report is composed of five parts: Introduction, Literature, Model, Prediction, 

Evaluation, Discussion and Conclusion. The Literature chapter will describe the fundamental 

theory of the modeling language CySeMoL, the software tool EAAT, the theory for 

probabilistic assessment and predictive properties P2AMF, and UML/OCL. It will help the 

readers to get a better understanding of techniques used in CySeMol. The model chapter will 

give the explanation of the selection of the modeling applications and the defense mechanisms 

of each asset in the model. The detail information of each view in the model architecture will 

also be introduced in this chapter. In the following chapter, the predicted probabilities for 

specific attacks that calculated by CySeMoL will be presented. In the evaluation chapter, the 

predicted result will be analyzed and verified by implementing the attacks in the real 

environment. The detailed procedures of the experiments will be described in this chapter. 

Discussion and conclusion will be in the last chapter.   
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Chapter 2 

 

Literature/Theory 

In this chapter the overview of various type of security analysis tools will be presented as well 

as their delimitations discussed. Thereafter, the applied principles that include the modeling 

language CySeMoL, the software tool EAAT, the theory for UML/OCL and probabilistic 

assessment and predictive properties P2AMF are introduced. 

2.1 Overview of Security Analysis Tools 

Security analysis describes the mechanisms to examine and to assess the various type of threats 

that compromise the security services. A tool that is created to evaluate the security issues is 

called security analysis tool. Various tools are available for this purpose of security analysis 

such as OCTAVE [90], CORAS [91], NetSPA [92], TVA-tool [93]. Most of these tools suffer 

from being vague and ultimately complex or too limited in terms of scope. For example-  

 OCTAVE stands for Operationally Critical Threat, Asset, and Vulnerability Evaluation 

which performs security analysis by identifying critical information assets and their 

security requirements. The methodology of the OCTAVE depends on considerable 

amount of paperwork and investment in human resources and time in order to 

implement the process.  

CORAS is the model-driven tool which uses threat diagrams. The methodology 

involves eight steps to complete the identification of threats which is challenging 

because undergoing all these eight steps requires a series of seminars and workshops.  

 

These tools are very vague as well as complex to adapt and these tools are focused 

mainly on identifying risks that affect mostly the availability and integrity of services 

in organizations. 

 

 TVAtool stands for Topological Vulnerability Analysis (TVA) which is based upon 

work concerning attack graphs and focused on how to analyze the attacker’s ability by 

finding available paths in the network. This tool searches for these routes in the network 

by the help of several vulnerability databases.  

NetSPA is another tool which is similar to TVAtool in terms of required data collection 

and produced results, but instead of a database of vulnerabilities, it uses a database of 

exploits known to the attacker. This assumption is unrealistic since various factors 

related to successful exploitation are not gathered by the network scanners [94]. 

Therefore, these type of tools are too limited in terms of scope.  

Keeping the limitations of these tools in mind, CySeMoL has been developed by the researchers 

at the department of Industrial information and Control Systems (ICS) at the Royal Institute of 

Technology (KTH). This tool differs from the above mentioned tools in the sense that the 

architectural model that is employed by the CySeMoL is typically used by the area of Enterprise 

architecture such as Archimate.  
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2.2 CySeMoL 

The Cyber Security Modeling Language (CySeMoL) is an attack graph tool for estimating the 

cyber security of enterprise-level system architectures [3]. It uses probabilistic relational model 

(PRM). The tool is developed by the researchers at the department of Industrial information 

and Control Systems (ICS) at the Royal Institute of Technology (KTH) in Stockholm, Sweden. 

There is no requirement to be a security expert to use the CySeMoL because it covers the theory 

on the relation between the attacks and defenses quantitatively [3]. Users only need to model 

the system architecture that they want to estimate the cyber security of and specify the 

characteristics of the assets in the system. The CySeMoL tool will then calculate the probability 

of certain attack for the users.  

There are four types of concepts in CySeMoL:  

 Attacker an agent that threaten the cyber security of enterprise architecture. 

 AttackStep an action the attacker can implement to compromise several assets. 

denialOfService attack is an example of attackSteps. 

 Asset is a logical and physical component of enterprise architecture that can be 

compromised by the attacker. Examples of assets are- OperatingSystem (e.g., Linux), 

ApplicationServer (e.g, MySQL server) and Firewall. 

 Defense helps to mitigate the possibility for attackers to implement various attack steps. 

 

 

Figure 1: Attacker, AttackStep, Defense and Asset[3] 

Each AttackStep and Defense is connected to an Asset. In another way, it can be said that, an 

Asset has two types of attributes: possible AttackSteps related to the asset and defenses or 

countermeasures related to the attacks. For instance, an asset NetworkZone has four attack 

steps: access, dNSSpoof, denialOfService and findUnknownEntrypoint and to defend these 

attacks it has two countermeasures: dNSSec and portSecurity. Users need to specify the defense 

mechanism of each asset by setting a Boolean value (true or false) in order to enable the 
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calculation. CySeMoL covers significant attacks and corresponding defenses such as denial of 

service attacks, zero-day discovery and social-engineering attacks. 

In CySeMoL tool, there are 23 assets, 51 relationships between assets, 59 attack steps and 58 

defenses. In the CySeMoL, it is assumed that the attacker is a professional penetration tester 

who spends 5 working days carrying out the attack for every attacks. An overview of the 

CySeMoL class model can be seen in Figure 1. 

 

 

  Figure 2: An overview of the CySeMoL class model [3] 

In the figure, the upper box of each asset contains the defenses associated with the asset. The 

lower box contains the attack steps associated with it. The relationship between the assets are 

shown by the dashed lines.  

CySeMoL employs four different distribution functions:  
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 Exponential (exp) 

 Gamma (gam) 

 Log-normal (ln) 

 Pareto (par) 

And, to convert this distributed number into a probability, bernoulli() is used, so that EAAT 

and P2AMF are able to parse. In CySeMoL, bernoulli distribution concerns two states, true and 

false. 

 

2.3 EAAT 

Enterprise Architecture Analysis Tool (EAAT) is a software tool in which CySeMoL has been 

implemented. It is a user-friendly interface for both modeling and analysis of enterprise 

architecture. It is developed at ICS at KTH in Sweden and publicly available since September 

2008. EAAT can be used to assess various quality attributes of enterprise architecture models, 

such as information security, availability, accuracy, interoperability and performance.  

Two types of EAAT tools are available – an EAAT Class Modeler and an EAAT Object 

Modeler. The purpose of the EAAT Class Modeler is to create a class model for special kinds 

of assessment and prediction, for instance- MAP class model is created by using EAAT Class 

Modeler for assessment and prediction of services such as data accuracy, service cost. 

CySeMoL class model is designed for assessment and prediction of information security. A 

class model is implemented by the analysis of theory in UML, OCL and P2AMF for calculation 

purposes. The second application of EAAT tools is EAAT Object Modeler, and its purpose is 

to allow modeling of real life situations of enterprise architecture with the help of class models. 

In EAAT Object Modeler tool, the calculation can be done for enterprise architecture models 

based on class models that is created in EAAT Class Modeler. Thus it can be said that, the class 

model contains theory and the object model reflects a real life situation. 

In the EAAT object modeler a user can be introduced with the concepts and templates of the 

CySeMoL class modeler where a concept refers to an attack step, defense mechanism or asset. 

To model a template the user can drag-and-drop it from the list of templates to the view canvas 

and the same template or object can be visualized in different views. A view refers to a certain 

number of templates or objects and the relations between them that should be viewed by the 

user. After modeling the desired architecture in the EAAT object modeler, a user needs to define 

calculation parameters for an object model in order to calculate the vulnerability severity. After 

the calculation of the vulnerability of the model, results are presented to the user by color-

coding all templates and attack steps. This color code uses a scale from 0% to 100% where 0%: 

green – 50%: yellow – 100%: red. This probability with color-code are used in the CySeMol to 

make the result easily understandable. Whether one or more penetration testers are successful 

with the attack steps in the object model are expressed by this probability. 
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Figure 3: Calculation coloring scheme of CySeMoL. The percentages refer to probability of attack success. [3] 

 

 

2.4 UML and OCL      

UML stands for Unified Modeling Language and a general-purpose modeling language for 

visualizing, specifying and constructing the design of a system. It is Object Management 

Group’s (OMG) [4] most used specification. UML is very flexible meaning that it can be used 

to model any type of application, running on any type of operating system and programing 

language. It is suitable for object-oriented languages and environment such as C++ and Java 

[5]. However, it is not enough to provide all the relevant aspects of a specification of the objects 

in the model. There is a need to describe additional constraints about the objects which can be 

described by formal languages. The disadvantage of traditional formal languages is that they 

are difficult for the average business or system modeler to use.  

Object Constraint Language (OCL) is a formal language. It is used to describe expressions on 

UML models. It has been developed to fill the gap that is mentioned in the above paragraph. 

OCL has been developed as a business modeling language that remains easy to read and write. 

It is a specifications language [5]; therefore, the evaluation of an OCL expression simply returns 

a value without any side effects. It cannot change the state of objects in the model.  

For visual representation, the EAAT tools uses UML notation. OCL is used in the EAAT tool, 

to define how the assets interact with each other and how calculations are done. 

 

2.5 P2AMF 

The Predictive, Probabilistic Architecture Modeling Framework (P2AMF) is an extension of 

OCL. It is a probabilistic framework for quantitative prediction of system properties. It is 

developed by Pontus Johnson, Ullberg, Buschle, Franke, & Khurram, 2013. OCL declares what 

should be, which is why it is typically used in the system’s design phase, and P2AMF declares 

what is or will be, and thus can be used to model and predict facets of an existing system. This 

is the biggest difference between OCL and P2AMF. By adding a probability engine to UML-

OCL, it is possible to predict and calculate unknown variables by inferring their value from 

dependent, known variables and/or distributions. Therefore the object diagram is very important 

because it is based on that which the inference is performed. The ability to express uncertainties 

of objects, relations and attributes in UML models and perform probabilistic assessments 

incorporating these uncertainties is the main characteristic of P2AMF. 
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EAAT implements P2AMF to allow a computer user to model class models, object models and 

perform evaluations, which means, to calculate the vulnerability of a system of systems, 

CySeMoL employs the Predictive, Probabilistic Architecture Modeling Framework (P2AMF). 

The reason of employing the framework is to dictate how attacks and defenses relate. There are 

two kinds of uncertainty in P2AMF. The first one is, attributes may be stochastic. When 

attributes are instantiated, the value of the attributes are stated as probability distributions [3]. 

Another one is, the existence of objects and relationships may be uncertain.   
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Chapter 3 

 
 

Model 
 
In this chapter, the selection of the applications for modeling, the implementation of the model 

and their descriptions as well as the settings of the model’s asset are presented. In the selection 

of software and services section, the arguments of the selected applications are described. Then 

in Implementation section, the installation of the Linux server with the applications are shortly 

described. In the Model description section, different views of the model are presented with the 

description of assets in the model. In the last section of this chapter, the settings of the defense 

mechanism for each asset in the model are explained.     

 

 

3.1 Selection of software and services 
 

The aim of this thesis is to model and analyze the most commonly used applications on a 

database server on a Linux platform. Applications were selected by studying different types of 

databases and servers which are already established in the market for building dynamic web 

sites and web applications. Most of the websites are using servers based on an operating system 

and databases.  

 

To find the most commonly used applications with databases in a Linux operating system in 

order to create a server, the survey approach has been used to get the statistics of what 

applications are commonly used. The sources for this come for instance- from Wikipedia, 

W3Cook, W3Techs, DB-Engines Rankings and Netcraft Web Server Survey. W3Cook is a web 

analytics and market share company that gathers information about web technologies and 

provides usage trends for each technology, like- operating systems (e.g.Linux), web servers (e.g 

Apache) and programming languages (e.g PHP) during the past six months [7]. W3Techs [8] is 

a Web technology survey, it is similar to W3Cook. It surveys the usage of different technology 

used on by websites. It provides the statistics of each technology based on almost 10 million 

websites. These helped the author to determine the most used applications to implement in a 

Linux server for a website. The reason of choosing the below software are described in section 

3.1.1 – 3.1.9 

 CentOS 7 for Linux distribution 

 MySQL database server 

 PHP for server scripting language 

 Apache web server 

 Pure-FTPd server 

 Wordpress 

 PHPMyAdmin 

 ISPconfig 3 control panel 

 Clam Anti-Virus 

  

These software’s were selected for implementing a LAMP server. It is the combination of 

Linux, Apache, MySQL and PHP. The main reason for choosing these applications are because 

these are the most commonly used for building dynamic web sites and web application as well 
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as that they are free and open-source software. Major web properties for instance- Wikipedia, 

Facebook, yahoo! as well as web application software such as Wordpress, Joomla use this 

LAMP architecture to serve millions of requests [57]. Operating system, web server, database 

and software language can vary in different LAMP combinations. 

  

 

3.1.1 CentOS 7.1 for Linux distribution 
 

Linux is a Unix-like operating system, it is free and an open-source development and 

distribution platform. It is the most popular operating system for website server usage. 

According to W3Techs, 53.1% of all websites are using Linux which is based on Unix [58]. 

 

Linux distribution is a packaged form of Linux for both desktop and server usage. CentOS, 

Debian, Ubuntu, the commercial Red Hat Enterprise Linux and SUSE Linux Enterprise Server 

are examples of the popular Linux distributions. The percentage of the usage statistics and 

market share of operating systems used by web servers are shown in the table 1 below surveyed 

by w3cook [59].  
 

Operating System Market Share,2015-06 Market 

Share,2015-

05 
Linux 43.7436% 44.3617% 

Ubuntu 19.3261% 18.8643% 

CentOS 19.1851% 19.0937% 

Debian 13.2345% 13.1534% 

Windows 1.8069% 1.7381% 

FreeBSD 1.6893% 1.7254% 
 Table 1: Operating system Market Share from w3cook, 2015 

 

According to the survey of w3cook, 2015, it is mentioned that CentOS is the most popular 

flavor of Linux distribution used by web servers. Community Enterprise Operating System 

(CentOS) is a free and open source operating system and it is an enterprise-class and community 

supported computing platform. Its functions are similar to the commercial operating system 

Red Hat Enterprise Linux [60]. The latest version of CentOS 7.1 has been chosen for this 

project. 

  

 

3.1.2 MySQL database server 

 
MySQL is the world’s second most widely used relational database management system and 

popular choice of database to use in web application for storing data. The DB-Engines Ranking 

ranks database management systems according to their popularity [61]. From their monthly 

updated ranking, the top 10 relational database management systems ranking score are showed 

in the table 2. 

      

Ranks DBMS Popularity 

Score, June 

2015 

Popularity 

Score, 

May 

2015 
1. Oracle 1466.36 +24.26 

http://db-engines.com/en/system/Oracle
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2. MySQL  1278.36 -15.91 

3. Microsoft SQL Server 1118.05 -12.98 

4. PostgreSQL 280.90 +7.39 

5. MongoDB  279.05 +1.73 

6. DB2 198.70 -2.35 

7. Microsoft Access 146.49 +0.91 

8. Cassandra  108.91 +2.36 

9. SQLite 107.97 +2.81 

10. Redis 95.49 +0.76 
Table 2: Popularity of database management systems from DB-Engine Ranking [61] 

According to DB-Engines, June 2015, Oracle is in the first position and MySQL is in the 

second. Oracle is one of the five leading commercial relational database vendors and MySQL 

is one of the three leading open source implementations according to the research company 

Gartner, in terms of market share [62]. As the leading DBMS, Oracle is a commercial relational 

database vendor and MySQL is in the second position in the market as well as it is an open 

source implementation, thus it is chosen for this project. 

 

 

3.1.3 PHP for server scripting language 
 

Server side scripting language is a language used in web development. It is used in a web server 

to produce a response for each client or user for their request to the website. There are various 

server scripting languages in the market which have their own method to write the code, for 

instance PHP, Java and Perl. PHP is one of the server-side scripting languages and it is designed 

for web development. According to Netcraft Web Server Survey, PHP was installed on more 

than 240 million websites and 2.1 million web server in January 2013[63].  

 

Server Scripting Language Percentage of websites 

using 
PHP 81.9% 

ASP.NET 16.9% 

Java  3.0% 

ColdFusion  0.7% 

Ruby  0.6% 

Perl  0.5% 

Python  0.2% 

JavaScript 0.2% 

Erlang 0.1% 

Table 3: Percentages of websites using various server-side programming languages, W3Techs.com, 3 June 

2015[64] 

According to W3Techs, the percentage of websites using various server-side programming 

language has been showed in this table above where PHP is in the top with a percentage of 

81.9%. It is the most commonly used in LAMP stack and an open source software. Therefore 

it is selected for this project.   
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http://w3techs.com/technologies/details/pl-aspnet/all/all
http://w3techs.com/technologies/details/pl-java/all/all
http://w3techs.com/technologies/details/pl-coldfusion/all/all
http://w3techs.com/technologies/details/pl-ruby/all/all
http://w3techs.com/technologies/details/pl-perl/all/all
http://w3techs.com/technologies/details/pl-python/all/all
http://w3techs.com/technologies/details/pl-js/all/all
http://w3techs.com/technologies/details/pl-erlang/all/all
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3.1.4 Apache web server 
 

Web server is an internet technology that stores, processes web requests from clients and deliver 

web pages to clients via Hypertext Transfer Protocol (HTTP). Web pages deliver text content, 

images, scripts etc. Apache, IIS and Nginx are the most popular web servers on the internet. 

According to Netcraft Survey, May 2015, Apache is in the leading position in the market share 

with 39.26%[65]. This is suitable with the LAMP server as the capital letter A denotes Apache 

web server and it is also an open source product. 

 

Product May 2015 Percentage  

Apache 336,813,959 39.26% 

IIS  247,784,668 28.88% 

nginx 123,697,645 14.42% 

GWS 20,103,068 2.34% 

Table 4: The latest statistics of the market share of the top web servers on the Internet, Netcraft, May 2015[65] 

 

 

3.1.5 Pure-FTPd server  
 

Pure-FTPd is a free FTP server for variety of Unix-like operating system such as Linux. It is 

strongly focused on software security. File transfer protocol (FTP) is used to transfer files from 

one host to another host via internet. This server is needed to transfer files from a web server to 

the client’s side as well as to install new themes for the website. Web administrators need to 

use an ftp server to transfer files smoothly. This is the main reason to add Pure-FTPd to this 

project and to analyze the security system of a server site.   

 

 

3.1.6 WordPress web application  
 

WordPress is the most popular blogging platform when it comes to create websites or 

webpages. It is a free and open source tool based on PHP and MySQL. It is a content 

management system (CMS). 

From W3Tech, Web Technology Surveys, survey as of January 2015, 24% of the top 10 million 

websites are made using this online publishing platform [66][67]. Some of the world’s biggest 

brands and industries are clients of WordPress, for instance TED, CNN and Facebook [68]. 

This is chosen for this project to implement a website/blog by using the existing MySQL 

database and PHP of the server. It is used here as a web application server to publish a website. 

The percentage of websites using various content management systems are shown below- 

 

Product 
Percentage of 

market share 

Percentage of usage of content 

management System for websites 

WordPress 

60.3%  24.0% 

Joomla  

7.2%  2.8% 

Drupal 
5.2%  2.1% 

Magento 2.9%  1.1% 

Table 5: Percentages of websites using five top most content management systems, W3Tech, Web Technology 

Surveys, survey as of January 2015[67] 

http://en.wikipedia.org/wiki/Apache_HTTP_Server
http://en.wikipedia.org/wiki/Internet_Information_Services
http://en.wikipedia.org/wiki/Nginx
http://en.wikipedia.org/wiki/Google_Web_Server
http://w3techs.com/technologies/details/cm-wordpress/all/all
http://w3techs.com/technologies/details/cm-joomla/all/all
http://w3techs.com/technologies/details/cm-drupal/all/all
http://w3techs.com/technologies/details/cm-magento/all/all
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3.1.7 PHPMyAdmin web application 
 

MySQL GUI client is the one that does most of the tasks much easier and in a faster manner 

than from the command line commands. There are various MySQL GUI clients such as Navicat, 

MySQL workbench, PHPMyAdmin etc. 

 

To handle administration of MySQL database from the web browser PHPMyAdmin has been 

chosen to be installed on the LAMP server. It is a free and open source tool. It is one of the 

most popular PHP applications and MySQL administration tools. As Apache, MySQL and PHP 

have been chosen for the Linux server, PHPMyAdmin is suitable for the environment because 

it is also written in PHP. By using this, it can be easier to perform various tasks such as creating, 

modifying, deleting databases and tables etc. It is chosen and installed on the server for using 

the MySQL database from the front-end web.  

 

 

3.1.8 ISPconfig 3 web application  
 

To manage websites, email addresses and DNS records through a web-based interface, a control 

panel can be used by administrators. ISPconfig 3 is one of several open source hosting control 

panels for Linux. It has been chosen for this thesis to make the project more practical and easier 

to administrate the server. This control panel supports HTTP: Apache2, SMTP: Postfix, 

POP3/IMAP: Courier and Dovecot, FTP: PureFTPD, DNS: Bind, PowerDNS, and MyDNS 

Database: MySQL[69]. ISPconfig 3 control panel is used to create database for websites, FTP 

users and to control log files like ClasmAV log files.   

 

 

3.1.9 Clam Anti-Virus  
 

An Antivirus software, also known as anti-malware software is a software, developed to protect 

from malicious software. The software is used in a computer to detect and remove computer 

viruses. According to many sources [70][71], Linux is the most secure operating system, but to 

immune the computer viruses, anti-viruses are needed. According to Wikipedia, there is a 

comparison of antiviruses according to their platform (e.g. desktop, server) and their operating 

system (e.g. windows, Linux). For Linux distribution, some Antivirus software are listed 

depending various support, like on-demand scan, on access scan, License, price [36]. AVG 

Linux Server Edition, Clam AntiVirus, Comodo Internet Security Linux, Kaspersky Anti-Virus 

for Linux are some examples of antivirus software for Linux distribution. However, most of the 

antiviruses are proprietary and commercial (non-free) which are not suitable for this thesis 

project. According to the AV-Comparatives [37], Comodo Internet Security Linux and 

ClamAV are free and suitable for home users. Since, Comodo is free of charge but premium is 

charged for proprietary features, therefore, the software has not been chosen. On the other hand, 

Clam AntiVirus (ClamAV) is a free and open-source antivirus software used to detect various 

types of malicious software and viruses. Hence, this software was selected in this project, and 

the software version is ClamAV 0.98.7/20949. 

 

 

3.1.10 Linux service selection 
A program that runs as a background process and commonly waits for events to occur and offers 

services is known as Daemon. Some daemons are for tasks such as writing messages into a log 
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(e.g. rsyslog), some are waiting for a request to reply (e.g. web server). Daemons are managed 

by the system. In order to view the daemons running on the operating system, the below 

command is used. 

 systemctl list-units --type=service 

 

37 daemons were running on the Linux server and are listed with a short description in the table 

below.  

 

 Systemd(service name) Description 

1.  auditd.service Security Auditing Service 

2.  clamd.service Clamd scanner 

3.  crond.service Periodic command scheduler that runs specific 

commands periodically given by 

administrator/user in Linux OS 

4.  dbus.service Allows communication between  multiple 

processes/applications running on the same 

machine 

5.  getty@tty1.service Getty on tty1 for automatically log in to virtual 

console 

6.  httpd.service The Apache HTTP Server 

7.  kdump.service Crash recovery kernel arming 

8.  kmod-static-nodes.service Creates list of required static device nodes for 

the kernel 

9.  lvm2-lvmetad.service LVM2 metadata daemon 

10.  lvm2-monitor.service Monitors LVM2 mirrors, snapshots etc. 

11.  lvm2-pvscan@8:2.service LVM2 PV scan on device 8:2 

12.  mysqld.service MYSQL Community Server 

13.  network.service Bring up/down networking 

14.  NetworkManager.service Network Manager 

15.  php-fpm.service The PHP FastCGI Process Manager 

16.  polkit.service Authorization manager for power management 

17.  postfix.service Postfix Mail Transfer Agent 

18.  pure-ftpd.service Pure-FTPd FTP server 

19.  rhel-dmeg.service Dumps dmessage to dmesg log file  

20.  rhel-import-state.service Import network configuration from initramfs 

21.  rhel-readonly.service Configures read-only root support 

22.  rsyslog.service System Logging Service provides logged 

messages 

23.  sshd.service OpenSSH server daemon 

24.  system-journald.service Journal Service for logging to systemd 

25.  system-logind.service Login Service 

26.  system-random-seed.service Loads/Saves Random Seed 

27.  system-remount-fs.service Remounts Root and Kernel File Systems 

28.  system-sysctl.service Apply Kernel Variables 

29.  system-tmpfiles-setup-dev.service Creates static device nodes in /dev 

30.  system-tmpfiles-setup.service Creates volatile and temporary files and 

directories 

31.  system-udev-trigger.service Udev Coldplug all devices 

32.  system-udevd.service Udev Kernel Device Manager 

33.  system-update-utmp.service Update UTMP about System 

Reboot/Shutdown 

34.  system-user-sessions.service Permit User Sessions 

35.  system-vconsole-setup.service Setup Virtual Console 
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36.  ntpd.service Network Time Protocol Daemon  

37.  tuned.service Dynamic System Tuning Daemon 
 Table 6: Linux services Description collected for the Linux server 

  

Among all the services, some services start during the Linux startup process. These services 

run in the background and perform various type of tasks in the system but do not have any 

network connection to the outside network, for instance-2,4,5,6,8-12,14,17,20-23,25-36,37 in 

the table. Since, these services are not network oriented, the services will not be considered in 

the thesis.  

In the table, clamd.service, httpd.service, mysqld.service, sshd.service, ntpd.service and pure-

ftpd.service are daemons that run as a background service and waits for events to occur from 

outside the network. Since the Linux server was installed with a minimal installation and 

thereafter only the desired software were installed in the system, therefore these are the only 

mentioned services that were running in the background. As these are network oriented services 

and offer services to outside clients, these are considered as services of the operating system in 

the thesis.  

 

 

3.3. Model Description 
 

In this section, all the views of the model are described which are designed by using the 

CySeMoL tool. Each view consists of various types of assets/entities, for example- firewall, 

application server, software product, web application, password authentication mechanism etc. 

The connections between the assets are explained and shown by pictures below. 

 

 

 

3.3.1 Network 

 
     Figure 2: Network View 
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In the Network view, the network entities are shown where the company network zone is 

indicated by LAN Network Zone and is connected with the ASUS RT-N66U router. The router 

has firewall. The network is accessed through the ASUS RT-N66U network interface. The 

server is located in the LAN Network zone which is represented as a physical zone, LAN Zone. 

The management process is represented by ZoneManagementProcess, LAN ZMP.   

 

Entity Description: 

Type Name of entity Description 

Network Zone Internet Outside world network 

Network Zone LAN Network Zone Internal network 

Network Interface ASUS RT-N66U Network gateway of the company 

network 

Firewall ASUS Firewall of the router 

Physical Zone LAN Zone Company area 

Zone Management Process LAN ZMP The process of managing the internal 

network 
  Table 7: Description of Entities in Network view 

 

 

3.3.2 Asus RT-N66U 

 
     Figure 3: Asus RT-N66U View 

 

Asus RT-N66U is the view of the router in the model where all entities of the router are 

presented.  The router has a network interface, ASUS RT-N66U which connects the internal 

network with internet. It has firewall. To access the router’s control panel, there is a need for a 

valid password which is identified by the access control point, ASUS RT-N66U ACP, and 

password account, ASUS RT-N66U PA, respectfully. There is a mechanism to check the 

password which is denoted by the password authentication mechanism, ASUS RT-N66U PAM. 

 

 

Type Name of entity Description 

Network Zone LAN Network Zone Internal network 
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Network Interface ASUS RT-N66U Network gateway of the 

company network 

Firewall ASUS Firewall of the router 

Access Control Point ASUS RT-N66U ACP Access control point for the 

router 

Password Account ASUS RT-N66U PA Account to access the router 

Password Authentication 

Mechanism 

ASUS RT-N66U PAM Router’s password 

authentication mechanism 
  Table 8: Description of Entities in Asus RT-N66U view 

 

 

3.3.3 LAMP Communication (Apache- MySQL- PHP- application servers) 
 

 

 

 
  Figure 4: LAMP Communication View 

 

In the Lamp Communication view, the software products that used an internal connection 

between Linux operating system, Apache web server, MySQL server and PHP are shown. The 

software product of the operating system Linux-CentOS 7.1 is CentOS-7.0-1406-x86_64. 

Application server MySQL Server is using MySQL v14.14. Apache v2.4.6 is used by Apache 

web server. PHP application server is using the software product PHP 5.4.16 Zend Engine 

v2.4.0. As all these application servers are running on the operating system, thus these are 

connected with the operating system Linux-CentOS 7.1 in the model. 

In the thesis, MySQL server has three databases named Wordpress-mysql, ClamAV-MySQL 

and FTP-mysql. The communication between a web user and these application servers are 

described in [54],[55]. When a web user tries to fetch for a web site page installed on the LAMP 

server, the user first sends a php request (by default, the  dataflow http service uses HTTP 

protocol) to the Apache Web Server. The web server sends the php request to the PHP server 

via the operating system Linux-CentOS 7.1. Then, the PHP server will fetch the requested data 
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from the MySQL database of the MySQL server. The requested data will be sent from the data 

store to the web user through the same path.  

The ApplicationServer, MySQL Server can be accessed from the ApplicationClient, MySQL 

Workbench. The Dataflow mysql dataflow represents the data exchanged between the MySQL 

server and MySQL workbench client. There are PasswordAccount, AccessControlPoint and 

PasswordAuthenticationMechanism for the MySQL server on the Linux server. 

 

Type Name of entity Description 

Software Product MySQL v14.14 Software product of MySQL 

server 

Software Product PHP 5.4.16 Zend Engine 

v2.4.0 

Software product of PHP  

Software Product Apache v2.4.6 Software product of Apache 

web server 

Software Product CentOS-7.0-1406-x86_64 Software product of Linux 

operating system 

Application Server MySQL Server Installed MySQL server 

running on Linux server 

Application Server PHP server PHP application running on 

the server 

Application Server Apache Web Server HTTP server running on the 

server 

Dataflow http service Data traffic flows from web 

user to web server  

Dataflow mysql dataflow Data traffic flows between 

Mysql client and server 

Application Client Web users Internet user client 

Application Client MySQL Workbench MySQL Workbench cleint 

Operating System Linux-CentOS 7.1 Operating System of the 

server 

Protocol HTTP HTTP proctol 

Protocol mysql Mysql protocol 

Datastore Wordpress-mysql A database for the website 

Datastore ClamAV-MySQL Database for the Anti-virus 

Software 

Datastore FTP-mysql A database for FTP server in 

MySQL database 

Access Control Point MySQL ACP Access control point for the 

MySQL server 

Password Account MySQL PA Account to access the 

MySQL server 

Password Authentication 

Mechanism 

MySQL PAM MySQL server’s password 

authentication mechanism 

Person Talvia Administrator of the server 
  Table 9: Description of Entities in LAMP Communication view 
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3.3.4 Wordpress 

 
  Figure 5: Wordpress View 

 

In this view, the internal connection of Wordpress web application is shown. It is used for 

publishing websites. The latest version of the Wordpress was used for the model which is 

Wordpress 4.2.2. This latest version addresses two security issues and solves the problems 

which are described in [86]. One of the security issues was cross-site scripting vulnerability.    

 

As Wordpress is based on PHP and MySQL, it is installed and connected with the datastore, 

wordpress-mysql. Passwords and user accounts of Wordpress as well as all the data of the 

website for instance- pictures, themes are saved in the datastore. An application client 

wordpress user can access the wordpress account from the internet through the application 

server Apache web Server by using the access control point Wordpress ACP. Therefore, the 

password account Wordpress PA, password authentication mechanism Wordpress PAM are 

connected with the access control point. The application client, wordpress user, can modify the 

website pages from the browser that will be saved in the wordpress datastore. 

 

Web user2 is represented as an ApplicationClient which denotes Internet user who can visit the 

website only from an internet browser, but cannot access the server or the data store. All the 

data flows Wordpress Dataflows are encapsulated with the HTTP protocol. The datastore is also 

connected with the web application Ispconfig 3 Control Panel to control the database of the 

wordpress.  

 

Type Name of entity Description 

WebApplication Wordpress A website developing 

software 

WebApplication Ispconfig 3 Control Panel A control panel for the 

server 

Application Client Web user2 Internet user 

Application Client Wordpress user A user of the website who 

has account 
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Dataflow Wordpress Dataflow Traffic of the website. Ex- 

user can send pictures, write 

information in the page.  

Protocol HTTP HTTP protocol used by the 

dataflow 

Application Server Apache Web Server HTTP server 

Access Control Point ClientWP ACP Access control point for a 

client/user of the website 

Password Account ClientWP PA Password account for a 

client/user of the website  

Password Authentication 

Mechanism 

ClientWP PAM Password authentication 

mechanism of the account of 

the user 

Person Wordpress user An user/client of the website 

Access Control Point Wordpress ACP Acess control point for the 

wordpress to access the 

website 

Password Account Wordpress PA Password account to put 

Wordpress user ID and 

password 

Password Authentication 

Mechanism 

Wordpress PAM Password authentication 

mechanism for Wordpress  

Person talvia Adminitrator of the website 

Datastore Wordpress-mysql A database for the website 
  Table 10: Description of Entities in Wordpress view 
 

 

 

3.3.5 PHPMyAdmin 
 

 
       Figure 6: PHPMyAdmin View 
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In the PHPMyAdmin view, the whole communication of the phpMyAdmin web application is 

shown. The connection between the application servers and the application clients are 

introduced. First, the admin can access the WebApplication using the password account from 

the PHPMyAdmin application client. Therefore, there are PasswordAccount, 

AccessControlPoint and PasswordAuthenticationMechanism for the application client. The 

ApplicationClient then accesses the WebApplication, phpMyAdmin, through the Apache Web 

Server which is connected to the MySQL server’s data stores. From the phpMyAdmin, the 

admin can read, write and delete the stored data in the MySQL database server. The data flows 

between the web application and the application client are encapsulated with HTTP which is 

represented in the Protocol asset. These entities are described in the table below. 

 

Entities description   

Type Name of entity Description 

WebApplication PHPMyAdmin  A software runs on apache 

web server 

ApplicationServer Apache Web Server A HTTP server 

Dataflow PHPMyAdmin flows Traffic of PHPMyAdmin, 

consists information, data of 

databases of MySQL server  

ApplicationClient PHPMyAdmin  Administrator for 

PHPMyAdmin web 

application  

Access Control Point PHPMyAdmin ACP Access control point for the 

PHPMyAdmin web 

application 

Password Account PHPMyAdmin PA Account to access 

PHPMyAdmin web 

application 

Password Authentication 

Mechanism 

PHPMyAdmin PAM PHPMyAdmin web 

application’s password 

authentication mechanism 

Person Admin Admin of the phpMyAdmin 

web application 
  Table 11: Description of Entities in PHPMyAdmin view 
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3.3.6 ClamAnti-Virus 
 

 

 
  Figure 7: ClamAnti-Virus View 

 

In the Clam Anti-Virus view, the software architecture of the antivirus deamon, clamd, is 

presented. It is represented as an application client Clam Anti-virus. The anti-virus daemon has 

a database that represented by datastore named Virus data files, and it updates it virus database 

that contains daily.cvd, main.cvd and bytecode.cvd files, from the application server 

database.clamav.net at least every four hours [38] [39]. It is also possible to define a fixed time 

to check a new database using cron daemon [40]. The software uses HTTP protocol to update 

the data. The procedure of the database update is represented by the dataflow database update, 

application server database.clamav.net and HTTP protocol. To check the scanned information 

of the Clam Anti-virus application client, a database has been created in the MySQL to store 

scanned information, it is represented by the datastore called ClamAV-MySQL. Therefore, the 

datastore is connected to the application server, MySQL server. The datastore is also connected 

with the web Application Ispconfig 3 Control Panel. By using the ispconfig 3 Control Panel 

the administrator of the server can check alerts. All the assets of this view are explained in the 

table below.  

 

 

 

 

 

Type Name of entity Description 

Datastore ClamAV-MySQL Log file of the Anti-virus 

Software 

Datastore Virus data files(.cvd) The ClamAV virus data file 

that contain virus definitions 

SoftwareProduct Clam AntiVirus SP The ClamAV software 

product 
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ApplicationClient Clam AntiVirus The instance of Clam Anti-

Virus software product 

OperatingSystem Linux-Centos 7.1 Operating System of the 

server 

ApplicationServer Apache Web Server Installed HTTP server 

running on the Linux 

operating System 

ApplicationServer MySQL Server Installed MySQL server 

running on the Linux 

operating System 

WebApplication Ispconfig 3 Control Panel A control Panel for the 

Server 

ApplicationServer database.clamav.net 

64.22.33.98 

Antivirus server that sends 

the updated data for 

antivirus database 

Dataflow Database update Data traffic that contain 

antivirus database updates 

Protocol  HTTP HTTP protocol 
  Table 12: Description of Entities in ClamAnti-Virus view 
 

 

3.3.7 Pure-FTPd 
 

 
           Figure 8: Pure-FTPd View 

 

In Pure-FTPd view, the FTP server is introduced as an Application server and it is using pure-

ftpd software product. FTP servers are mainly used to communicate with its clients for 

uploading and downloading files. It transfers ftp data through ftpd dataflow using FTP protocol 

which is not encrypted. To access the FTP server, a user needs to authenticate himself/herself. 

Therefore, on the server side, there are AccessControlPoint FTP ACP, PasswordAccount FTP 

PA and Password AuthenticationMechanism FTP PAM to validate the username and password. 

The Application server, FTP server, has a datastore on the MYSQL server, FTP-mysql, to save 

the client information. When the user tries to access the server by using the account, the FTP 
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server will check the information from the datastore. This datastore can be controlled by the 

Web Application, Ispconfig 3 Control Panel. All the assets of the view are explained in the table 

below. 

 

 

Type Name of entity Description 

Datastore FTP-mysql A database for FTP server in 

MySQL database 

Software Product Pure-ftpd SP Software product of the FTP 

server 

WebApplication Ispconfig 3 Control Panel A control panel for the 

server 

ApplicationServer FTP server A file transfer server to 

share data with clients of the 

server  

Dataflow ftpd dataflow Data traffic of the FTP 

server 

Protocol FTP File transfer protocol 

ApplicationClient FTP Client An user of the FTP server 

Access Control Point FTP ACP Access control point of a 

FTP user 

Password Account FTP PA Password account of a FTP 

user 

Password Authentication 

Mechanism 

FTP PAM Password Authentication 

Mechanism for the password 

account of the FTP user 
  Table 13: Description of Entities in Pure-FTPd view 
 

 

 

3.3.8 Ispconfig 3 Control Panel 
 

 
  Figure 9: Ispconfig 3 Control Panel View 
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In the Ispconfig 3 Control Panel view, the control panel is introduced as a Web Application. It 

is used from the web browser to control all the services in the LAMP server as well as the 

databases. Therefore, all the data stores, wordpress-mysql, FTP-mysql, ClamAV-MySQL are 

connected with the control panel. These datastores are saved in the Application Server MySQL 

Server which is running on the Linux- CentOS 7.1 operating system. As Ispconfig 3 Control 

Panel can be used from a web browser it is obvious that it has a connection with the Application 

Server, Apache Web Server. An application Client, Ispconfig 3 CP user, can communicate with 

the web application through the Apache web server by the dataflow, Ispconfig 3 Dataflow using 

HTTP over TLSv1.2 protocol. The user needs to authenticate himself from the access control 

point, Ispconfig 3 CP ACP. Thus it is connected to password account, Ispconfig 3 CP PA and 

Password Authentication Mechanism, Ispconfig 3 CP PAM. Ispconfig 3 Control Panel has 

firewall, thus the control panel is connected with the web application firewall asset called 

Ispconfig 3 Control Panel WAF. All the assets of this view are described in the table below. 

 

 

Type Name of entity Description 

WebApplicationFirewall Ispconfig 3 Control Panel 

WAF 

A firewall of Ispconfig 3 

Control Panel 

WebApplication Ispconfig 3 Control Panel A Control Panel for the 

server 

Datastore wordpress-mysql A database for Wordpress 

Datastore FTP-mysql A database for FTP server 

Datastore ClamAV-MySQL A database for ClamAV 

antivirus 

ApplicationServer MySQL Server Installed MySQL server 

running on the Linux 

operating System 

ApplicationServer Apache Web Server Installed HTTP server 

running on the Linux 

operating System 

OperatingSystem Linux- CentOS 7.1 Operating System of the 

server 

Dataflow Ispconfig 3 Dataflow Data traffic that contains all 

data of databases transfers 

from the web server   

Protocol HTTP over TLSv1.2 HTTP protocol encrypted 

with TLS version 1.2 

ApplicationClient Ispconfig 3 CP user User of the control panel 

Access Control Point Ispconfig 3 CP ACP Access Control Point for the 

control panel user 

Password Account Ispconfig 3 CP PA Password account of the 

control point user 

Password Authentication 

Mechanism 

Ispconfig 3 CP PAM Password Authentication 

Mechanism for the password 

account of the control panel 

user 

person Control Panel user A user/ administrator of the 

control panel 
  Table 14: Description of Entities in Ispconfig 3 Control Panel view 



 

33 
 

 

 

3.3.9 Daemons 
 

 
            Figure 10: DaemonsView 

 

In the Linux server view, the server environment view and the running daemons of the system 

are presented. The server is installed with Linux- CentOS-7.0-1406-x86_64 bits version system, 

as shown in the above model in the OperatingSystem and SoftwareProduct. The server is 

situated in the local area network and it is connected to the ASUS RT-N66U router through 

which it gets an internet connection, these are represented by PhysicalZone (LAN Zone) and 

NetworkZone (LAN NetworkZone). To access the operating system the administrator or user 

needs to fill in the account name and password, the server will then authenticate the user 

password. These are represented by AccessControlPoint (Linux ACP), PasswordAccount 

(Linux PA) and PasswordAuthenticationMechanism (Linux PAM). 

 

Since the httpd.service, amavisd.service and pure-ftpd.service are described individually in the 

above views as Apache Web Server, Amavisd and FTP server, respectively, these services are 

omitted in this view. The two daemons, sshd.service and ntpd.serivce, are listed in the view. 

The daemon, sshd.service is represented as ApplicationServer, because the service runs on the 

system as a server and waits for requests from clients. The daemon handles key exchange, 

encryption, authentication, command execution and data exchange for each incoming 

connection through the openssh dataflow, which was encapsulated by SSHv2 protocol [9]. 

Since by default, the ntpd.service daemon is configured in the system to client mode, it is 

represented as ApplicationClient. It is used to synchronize the software clock of the Linux 

server with the Internet time servers [10]. The ntpd continuously adjusts system time from 

upstream NTP server. By default, there are four servers, DNS 0.centos.pool.ntp.org, DNS 

1.centos.pool.ntp.org, DNS 2.centos.pool.ntp.org and DNS 3.centos.pool.ntp.org specified in 

the ntpd configuration file. Using the Wireshark tool, the ntp servers address DNS 

3.centos.pool.ntp.org has been clarified. The time synchronization data flow uses the Network 

Time Protocol which is not encrypted due to the government regulations [10].        

 

Type Name of entity Description 

OperatingSystem Linux-Centos 7.1 Operating System of the 

server 

SoftwareProduct CentOS-7.0-1406-x86_64 Software product of Linux 

operating system 
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NetworkZone LAN Network Zone Internal network 

PhysicalZone LAN Zone Company area 

AccessControlPoint Linux ACP Access Control Point of 

Linux operating system 

PasswordAccount Linux PA Password Account of the 

operating system 

PasswordAuthentication 

Mechanism 

Linux PAM Password Authentication 

Mechanism of the System 

ApplicationServer sshd.service SSH daemon that services 

incoming SSH connections 

ApplicationServer DNS 3.centos.pool.ntp.org Time sync service that 

provide the correct and 

current time. 

ApplicationCient Ntpd.service A Linux system service that 

used to synchronize 

operating system date and 

time 

ApplicationClient sshclient 192.168.1.142 An instance of SSH 

Software product 

Dataflow openssh Data traffic between SSH 

server and clients 

Dataflow Time synchronization The network data that 

contain the request for the 

current time 

Protocol NTP Network Time Protocol 

Protocol SSHv2 Secure Shell Protocol 

version 2 
  Table 15: Description of Entities in Daemons view 

 

 

 

3.4. Model Settings 
 

In this section, the settings of defense mechanism of assets in the model are explained. In the 

CySeMoL model, the calculation of the probability of attacks depends on the settings of the 

defense mechanism’s properties of the assets. The properties of a defense mechanism of an 

asset can be set by using Boolean data (true or false) in the two options in the property tab, 
Functioning_EvidenceToInject and Functioning_InjectEvidence.  

 

Functioning_EvidenceToInject refers that the evidence should be inserted as a Boolean data 

which helps to calculate the result of whole model [3].  

Functioning_InjectEvidence refers to whether the injected evidence should be used or not by 

inserting Boolean data [3]. In the model, Functioning_InjectEvidence is set to TRUE as the 

Functioning_EvidenceToInject indicates the value of each defense of assets.  

 

The defense mechanisms of each asset were set in the model. The justification of choosing the 

selected value of defense mechanism of each assets are described below. 
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3.4.1 Defense mechanism of Operating System 
 

Address space layout randomization (ASLR) is a computer security technique that protects from 

exploits by placing software in a random address instead of fixed address [72]. For the thesis, 

CentOS-7-x86_64 is used and kernel ASLR patches are working by default on 64-bit 

x86[73][74] and it has been checked in /proc/sys/kernel/randomize_va_space of the operating 

system. Therefore the defense mechanism of aSLR is set to true in 

Functioning_EvidenceToInject. As the antimalware software, ClamAV, is installed on the 

system, the antiMalwareInstalled is set to true. The executable space protection is another 

defense mechanism which helps to prevent certain buffer overflow exploits for instance, blaster 

worm attack. Linux operating system supports the non-execute (NX) bit on x86-64. Therefore 

the defense mechanism is set to true in the model. The operating system has firewall, so the 

hostFirewall property is set to true. The operating system was installed and updated with latest 

patches. Thus, the patched defense mechanism is set to true. The staticARPTables defense 

mechanism is set to false as it is dynamic in the system by default. The uSBAutoRunDisabled 

defense mechanism is set to true as the USB auto run is disabled. The values of the 

Functioning_EvidenceToInject for each defense mechanism of the OperatingSystem are shown 

in the table 16. 

 

Defense mechanism of OperatingSystem Functioning_EvidenceToInject 

aSLR True 

antiMalwareInstalled True 

executableSpaceProtection True 

hostFirewall True 

patched True 

staticARPtables False 

uSBAutoRunDisabled True 
            Table 16: Functioning_EvidenceToInject of OperatingSystem 

 

 

3.4.2 Defense mechanism of Application Server 
 

Defense mechanism “patched” for all the application servers are set to true as those are installed 

and updated with latest patches.  

 

 

3.4.3 Defense mechanism of Application Client 
 

All the application clients that are installed for this thesis are up-to-date. Therefore, the patched 

mechanism is set to true. Some application clients which are shown as a user of the server are 

also assumed to be patched.   

 

 

3.4.4 Defense mechanism of Software Product 
 

The defense mechanisms of the Software product of operating system and application servers 

are shown in the table 17.  
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Defense 

Mechanism 

binary

CodeS

ecret 

noPatchab

leVulnerab

ility 

noUnpatchabl

eVulnerabilit

y 

safeLangu

ages 

scruti

nized 

source

CodeS

ecret 

staticCo

deAnaly

sis 

CentOS-

7.0-1406-

x86_64 

False True True False True False True 

Apache 

v2.4.6 

False True True False True False True 

MySQL 

v14.14 

False True True False True False True 

PHP 5.4.16 

Zend 

Engine 

v2.4.0 

False True True False True False True 

Pure-ftpd 

SP  

False True True False True False True 

Clam 

AntiVirus 

SP 

False True True False True False True 

         Table 17: Functioning_EvidenceToInject of Software Product 
 

Open Source software is software whose source code is available publicly and published to 

copy, modify and redistribute the source code without any fees. Since the Linux operating 

system, MySQL, Apache HTTP server, Clam Anti-Virus an PHP are free and open source 

software [11][38], thus the binaryCodeSecret and sourceCodeSecret are both set to false. 

According to [12], Pure-ftpd is also free software; its source code and pre-built binary packages 

are available. Therefore, binaryCodeSecret and sourceCodeSecret for this asset are set to false.  

The National Vulnerability Database [12] is a public forum, where the vulnerabilities have 

corresponding patches. For example, “HTTP request smuggling attack against chunked request 

parser CVE-2015-3183” is mentioned in the National Vulnerability Database (NVD) [75], and 

it has been patched in Apache httpd 2.2.31 which is mentioned in HTTP SERVER PROJECT 

[76]. Another example for ClamAV version 0.98.7, in CVE-2015-2221 [45], loop condition on 

crafted y0da cryptor file vulnerability has been addressed in the patched version [46]. List of 

vulnerabilities and corresponding patches of MySQL, Linux and PHP are available in the public 

forum [47] [48] [49]. The noPatchableVulnerability and noUnpatchableVulnerability are set to 

True. As Linux, MySQL, PHP, pure-ftpd, Clam Anti-Virus and Apache are written in “unsafe” 

language, C, C++[38][50][51][52], thus the defense mechanism “safeLanguages” is set to false 

in every software product. All the above mentioned software are open source, however they 

still regularly have their codes analyzed for bugs and other security vulnerabilities. This work 

is done both by dedicated security teams as well as volunteers since the source code is open. 

For example, the Apache security team of the Apache Software Foundation [13] handles 

security issues and resolves the security vulnerabilities. Therefore the staticCodeAnalysis and 

scrutinized are both set to true. 
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3.4.5 Defense mechanism of Web Application 
 

Defense Mechanism of Web 

Application 

phpMyAdmin Wordpress Ispconfig3 

Control 

Panel 

blackBoxTested True True True 

developerSecurityTraining False False False 

hasPublicCommandInjection True True True 

hasPublicRemoteFileInclusion True True True 

hasPublicSQLInjection True True True 

hasPublicXSS True True True 

staticCodeAnalysis True True True 

typeSafeAPI True True True 
          Table 18: Functioning_EvidenceToInject of Web Applications 

 

From Exploit Database [14], the SQL injection, cross site scripting (XSS) , remote file inclusion 

vulnerabilities have corresponding exploits. For example, EDB-ID: 37906:WordPress 

Googmonify Plugin 0.8.1 - XSS/CSRF Vulnerability was been published in Exploit Database 

with its corresponding exploit [15]. Since exploits of command injection, SQL injection, cross 

site scripting, remote file inclusion for Wordpress, phpMyAdmin and Ispconfig 3 Control Panel 

are archived on a public forum like Exploit DB, hasPublicCommandInjection, 

hasPublicRemoteFileInclusion, hasPublicSQLInjection and hasPublicXSS are set to true for the 

three applications. Static code analysis is a software verification activity that analyzes source 

code for quality and reliability. According to [16], phpMyAdmin’s source code is analyzed 

frequently to discover and fix the vulnerabilities. Therefore the staticCodeAnalysis option for 

phpMyAdmin is set to true. This is also true for Wordpress as well as Ispconfig 3 since the 

communities of these software’s releases patches by fixing bugs. According to “A Metamodel 

for Web Application Injection Attacks and Countermeasures” [89], since a web application 

requires the application codebase to be written using specific constraints, Type-safe API’s are 

only used during development of a web application. Therefore, the defense mechanism 

typeSafeAPI is set to true for Wordpress, phpMyAdmin and Ispconfig 3 Control Panel as these 

are using publicly in the market. 

 

 

3.4.6 Defense mechanism of Data Store 
 

As MySQL manual page in [77] specified that there are many encryption and compression 

functions existing for MySQL database, it is possible to encrypt the data. In this project, there 

is no encryption method applied in the databases. Therefore, the encryption mechanism of the 

datastore wordpress-mysql and ClamAV-MySQL are set to false in the 

Functioning_EvidenceToInject.   

 

For the FTP-mysql datastore, the defense mechanism “encryption” is set to true, since the 

password of each ftp-client has been encrypted by default which is mentioned in the pureftpd 

documentation [31]. It has been verified from the database of the MySQL as well as from the 

pureftpd-mysql.conf file in the server. 

 

Virus data files is the data store of the ClamAV Software that contains .cvd files in which latest 

virus definitions are listed. CVD files are daily.cvd, main.cvd and bytecode.cvd. These files are 

digitally signed [41]. However, since ClamAV is an open source software, it is possible to 
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extract the signatures using sigtool command and can look in to the file for the exact signature 

to detect certain malicious file. According to [41] [42], using sigtool command the CVD files 

can be unpacked. Therefore the encryption option for the datastore is set to false. 

 

 

Defense mechanism of Data Store Encryption 

wordpress-mysql False 

FTP-mysql True 

ClamAV-MySQL False 

Virus data files(.cvd) False 
              Table 19: Functioning_EvidenceToInject of Data Store 

 

3.4.7 Defense mechanism of Password Authentication Mechanism 
 

There are six defense mechanisms of the Password Authentication Mechanism asset. To check 

the backoffTechnique, wrong password has been put in the login access point of the Linux 

operating system several times. Since, there were no sign of exponential backoff, disconnection, 

jailing or disabling techniques that are mentioned in [3] for backoffTechnique, thus the 

backoffTechniue is set to false for Linux PAM. During the installation period of Linux 

operating system, a strong password was recommended to set for the administrator (but it was 

not mandatory to choose a strong password). It implies that there was no default password in 

the operating system. Therefore, the defaultPasswordsRemoved and 

proactivePasswordChecker are set to true for the Linux PAM. The functioning option is set to 

true since the authentication mechanism is working properly. According to [26] [27] [28], 

encrypted passwords are saved in the /etc/shadow of the system and they are generated using 

standard algorithm for example, MD5-based algorithm combined with salt. Therefore, both the 

hashedRepository and hasheRepositorySalted are set to true in the Linux PAM. 

 

For ASUS RT-N66U PAM, the backoffTechniue is set to false since after several times login 

attempts with wrong password, the router’s login page did not show any warning such as 

exponential backoff, disconnection, jailing or disabling techniques. This indicates that the 

router does not have any backoffTechnique property. As the router has default password, the 

defaultPasswordsRemoved option is set to false. The functioning option is set to true since the 

router is working well. Using Putty [29], it is possible to see the router’s configuration files. 

The encrypted password can be viewed in the shadow file which is shown in the figure 11. 

Therefore, the hashedRepository is set to true and the hasheRepositorySalted is set to false. The 

proactivePasswordChecker option is set to false since there is no requirement for the format of 

the password settings. 

 

 

            Figure 11: Encrypted password of the ASUS RT-N66U router 
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For MySQL PAM, the backofftechnique is also set to false since wrong password has been used 

to login to the MySQL server more than 15 times, but there were no sign of backoffTechnique. 

During the installation of MySQL, the user was recommended to set a new root password which 

implies that there is no default password after creating the account. Therefore, the 

defaultPasswordsRemoved option is set to true. When creating a user account in the database, 

there were no requirement for the format of the password, thus, the proactivePasswordChecker 

option is set to false. According to MySQL documentation, MySQL uses hashing method to 

store passwords, but it did not mention about salt [30].Thus the hashedRepository and 

asheRepositorySalted are set to true and false, respectively. The functioning option is 

configured to true. 

 

FTP PAM, the account was locked for 20 seconds after a few wrong login attempts which 

implies it has backoffTechnique mechanism. Since the server does not have any default or 

preset password, the defaultPasswordsRemoved is set to true. The functioning option is 

configured to true since it is working well. Since the pureftpd server was compiled with 

MySQL, the users of the server are saved in the MySQL database and the users’ passwords are 

hashed using crypt() function that has been checked in the configuration file named pureftpd-

mysql.conf. It is also checked from the pureftpd documentation [31]. According to the Linux 

manual page [32], the crypt() is the password encryption function, combination of encrypted 

password with  salt. Therefore the hashedRepository and hashedRepositorySalted are both set 

to true. 

 

For PHPMyAdmin, wrong password was used in the login page several times intentionally. 

There were no sign of backoffTechnique; hence, the option is set to false. Since the 

PHPMyAdmin uses the root password of the MySQL server as an administrator, there is no 

preset or default password for the web application. Therefore, the defaultPasswordsRemoved 

option is set to true. For Ispconfig 3 CP, when wrong password has been used to login several times, 

the control panel prompted with warning, showed that the user has attempted to sign with incorrect 

password too many times, please retry it after 15 minutes. This means that Ispconfig 3 CP has a 

backoffTechnique, thus the backoffTechnique is set to true. According to the documentation of 

Ispconfig 3 CP [33], the strong password should include numbers, symbols, upper and 

lowercase letters; password length should be 8 characters or more. Thus, the 

proactivePasswordChecker, and functioning are all set to true. The Ispconfig 3 CP had 

predefined password, but after configuring the account, the default password has been removed. 

Hence, the defaultPasswordsRemoved option is set to true.  For Wordpress, the wrong password 

has been used to login in the website several times. As there is no sign of backoffTechnique, 

therefore the option is set to false. The Wordpress does not have any default password, therefore 

defaultPasswordsRemoved and functioning are set to true. Since, these three web applications 

are running in the MySQL server, the passwords are saved with hashing method. It has also 

checked in the database. Therefore the hashedRepository and hasheRepositorySalted are set to 

true and false, respectively in these three web applications. 

  

 

Defense Mechanism of 

PAM 

Linux 

PAM 

ASUS 

RT-

N66U 

PAM 

MyS

QL 

PAM 

FTP 

PAM 

Wordpres

s PAM 

PHP 

MyAdmi

n PAM 

Ispconfig 

3 CP PAM 

backoffTechnique False False False True False False True 

defaultPasswordsRemo

ved 

True False True True True True True 
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functioning True True True True True True True 

hashedRepository True True True True True True True 

hasheRepositorySalted True False False True False False False 

proactivePasswordChec

ker 

True False False True 

 

False False True 

 Table 20: Functioning_EvidenceToInject of Password Authentication Mechanism 
   

 

4.4.8 Defense mechanism of Network Zone 
 

There are two defense mechanism of network zone- dNSSec and portSecurity. For Internet 

network zone, the portSecurity option is set to false, since it is representing the insecure internet 

network outside the ASUS RT-N66U gateway. For both Internet and LAN Network Zone, 

dnSSec option is set to true since some top-level domains like .com and .org are using Public 

Key Infrastructure (PKI) for DNS data which is DNSSec [34]. The portSecurity option for LAN 

Network zone is set to true since a specific IP address is bound with the MAC address of the 

Linux operating system in the router’s setting. 

 

Defense mechanism of 

Network Zone 

Internet LAN Network Zone 

dNSSec True True 

portSecurity  False True 
              Table 21: Functioning_EvidenceToInject of Network Zone 

 

 

3.4.9 Defense mechanism of Protocol 
 

Protocol assets depend on three defense mechanisms- Freshness Indicator, Authentication and 

Encryption. These three mechanisms are defined by Functioning_EvidenceToInject and 

Functioning_InjectEvidence for every protocol assets in the model.  

 

 

HTTP 

 

Hypertext Transfer Protocol (HTTP) is an application layer protocol. It defines how messages 

are formatted and transmitted on the web and what actions web servers and web browsers 

should take as a response [79][80]. In this thesis, HTTP/1.1 is used to transfer various data from 

the server, for instance- HTTP/1.1 is used to transfer data from the server to client for 

PHPMyAdmin web application. HTTP asset represents the HTTP/1.1 protocol in the model. 

 

TCP/IP protocol supports freshness indicator such as sequence number [78]. Since HTTP 

communication takes place over TCP connection [79], the freshness indicator of HTTP protocol 

is set to true. Authentication and encryption are set to false as HTTP does not use encryption 

[17]. 

  

HTTP over TLS v1.2 

 

Transport Layer Security (TLS) is used to enhance the security level of HTTP. This protocol is 

designed to provide communications security over a computer network. For authentication, as 
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the protocol uses asymmetric or public key [17], therefore, the Authentication defense 

mechanism for HTTP over TLS v1.2 is set to true. In TLS protocol, a symmetric cryptographic 

key is used for data encryption for each connection [17]. Therefore, the Encryption option is 

set to true. The FeshnessIndicator option is set to true since. 

 

FTP 

 

File Transfer Protocol (FTP) is a network protocol, used to transfer computer files from one 

host to another host over TCP–based network [81]. In the thesis, FTP users authenticate 

themselves to the FTP server by using clear-text sign-in method that is in a form of username 

and password. Therefore, the Authentication option is set to true. As the username and password 

are transferred in a clear text in the network, thus the Encryption is set to false. FTP does not 

have any time stamp or date information and remain fresh in the cache for the period of time 

that can be specified by the administrator [82]. The freshness indicator of FTP is set to true 

since FTP uses TCP/IP control connection and TCP protocol supports freshness indicator like 

sequence number [18]. 

 

SSHv2 

 

Secure Shell (SSH) Protocol is an encrypted network protocol that establish a secure channel 

over an insecure network on a client server architecture. In the thesis, version 2 of SSH has 

been used. The encryption of SSH provides confidentiality and integrity of data over an insecure 

network. Public key cryptography, for example, Diffie–Hellman key exchange infrastructure is 

used by SSH to authenticate between the server and client [19]. Therefore, the defense 

mechanism, authentication as well the encryption are set to true. The key exchange mechanism 

also deploys the freshness of the data. Therefore, the freshness indicator is set to true.  

 

Mysql 

 

MySQL protocol is used between MySQL server and MySQL clients. It uses encryption and 

authentication via SSL [23]. Therefore, the Authentication as well as Encryption defense 

mechanisms are set to true. The freshness indicator is set to true in the model. 

 

NTP 

 

The Network Time Protocol (NTP) is used to synchronize computer clocks in the Internet. Since 

ntpd daemon uses NTP version 4[24] [25], it is operated with both symmetric-key and public-

key cryptography. It can also be checked from the configuration file of ntpd in the server. 

Therefore, the authentication and encryption option are set to true. In table 19, the overall 

settings for the protocols is been shown. 

 

Dataflow Protocol Functioning_EvidenceToInject 

 

Protocol: FnoAE 

HTTP  

     FreshnessIndicator True 

     Authentication False 

     Encryption False 

 

 

 

 

HTTP over TLS v1.2  

     FreshnessIndicator True 

     Authentication True 

     Encryption True 
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Protocol: FAE 

SSH v2  

     FreshnessIndicator True 

     Authentication True 

     Encryption True 

Mysql  

     FreshnessIndicator True 

     Authentication True 

     Encryption True 

NTP  

     FreshnessIndicator True 

     Authentication True 

     Encryption True 

 

Protocol:FAnoE 

FTP  

     FreshnessIndicator True 

     Authentication True 

     Encryption False 
  Table 22: Functioning_EvidenceToInject of Protocols  
 

In the above table, the protocols have been divided into three categories of Dataflows according 

to the value of their defense mechanism. FAE is indicating those protocols whose dataflow are 

with freshness indicator, authentication and encryption mechanism, for instance, dataflow of 

HTTP over TLS v1.2. The protocol FnoAE indicates that the dataflow with freshness indicator 

but without authentication and encryption like dataflow of HTTP. The last one is the dataflow 

is with protocol FAnoE which indicates dataflow with freshness indicator and authentication 

but without encryption, for instance, dataflow of FTP. 
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Chapter 4 

 
 

Prediction  
 

In this chapter, the implemented model is experimented on with several different attack steps 

to predict the probabilities of these attacks by the CySeMoL tool. The application models are 

analyzed using EAAT version 1.0.0 and CySeMoL version 2.4. In this thesis, the following 

attack steps were chosen to be examined in the CySeMoL tool. Since the main purpose of the 

thesis is to analysis the Linux server and MySQL server attacks were chosen based on their 

relevance to the server and MySQL as well as by the authors ability to implement the attacks.  

 

 OperatingSystem.compromise 

 OperatingSystem.AccessThroughUI 

 OperatingSystem.aRPSpoof  

 OperatingSystem.findExploit 

 NetworkInterface.aRPSpoof 

 NetworkZone.access 

 ApplicationServer.compromise 

 

In the model settings section, the dataflow has been categorized in three parts, FnoAE, FAE 

and FAnoE, depending on the defense mechanism of the protocols. In this chapter, these three 

categories have been mentioned instead of each dataflow since there are 9 dataflow in the 

model.   

  

 

4.1 OperatingSystem.compromise and OperatingSystem.AccessThroughUI 
 

OperatingSystem.compromise attack step is an attack that implies that the attacker gets a 

privilege to access an operating system as an administrator. OperatingSystem.AccessThroughUI 

is an attack that means that the attacker can access to the system through that systems login 

interface. In these two attack steps, the attacker can control the operating system as an 

administrator. In the CySeMoL tool, OperatingSystem.compromise and 

OperatingSystem.AccessThroughUI attack steps have been calculated in order to find the 

predicted probability of different types of attacks. The Attacker asset has been connected with 

these attack steps separately. The predicted result is shown in the table below.     

 

Name of Attack step Name of 

Asset 

OperatingSystem.co

mpromise 

Probability of Attack 

OperatingSystem.Ac

cessThroughUI  

Probability of Attack 

OperatingSystem.aRPSp

oof 

 

 

Linux-

CentOS 7.1 

100.0% 100.0% 

OperatingSystem.access

ThroughUI 

0.0% 100.0% 

OperatingSystem. 

compromise 

100.0% 100.0% 

OperatingSystem. 

denialOfService 

100.0% 100.0% 
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OperatingSystem.deploy

Exploit 

100.0% 100.0% 

OperatingSystem. 
executeArbitraryCode 

92.0% 85.0% 

OperatingSystem. 

findUnknownService 

69.0% 67.0% 

 

ApplicationServer.access 

 

Apache Web 

Server 

100.0% 100.0% 

MySQL 

Server 

100.0% 100.0% 

PHP Server 100.0% 100.0% 

FTP Server 100.0% 100.0% 

 

ApplicationServer.compr

omise 

Apache Web 

Server 

86.0% 69.0% 

MySQL 

Server 

81.0% 75.0% 

PHP Server 64.0% 75.0% 

FTP Server 81.0% 100.0% 

 

ApplicationServer.denial

ofService 

Apache Web 

Server 

100.0% 100.0% 

MySQL 

Server 

100.0% 100.0% 

PHP Server 100.0% 100.0% 

FTP Server 100.0% 100.0% 

ApplicationServer.deplo

yExploit 

Apache Web 

Server 

28.0% 13.0% 

MySQL 

Server 

0.0% 13.0% 

PHP Server 25.0% 15.0% 

FTP Server 0.0% 17.0% 

 

ApplicationServer.findex

ploit 

Apache Web 

Server 

39.0% 19.0% 

MySQL 

Server 

0.0% 25.0% 

PHP Server 58.0% 21.0% 

FTP Server 0.0% 29.0% 

 

Datastore.delete 

wordpress-

mysql 

100.0% 100.0% 

FTP-mysql 100.0% 100.0% 

ClamAV-

MySQL 

100.0% 100.0% 

 Virus data 

files(.cvd) 

100.0% 100.0% 

 

Datastore.read 

wordpress-

mysql 

100.0% 100.0% 

FTP-mysql 100.0% 100.0% 

ClamAV-

MySQL 

100.0% 100.0% 
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 Virus data 

files(.cvd) 

100.0% 100.0% 

 

Datastore.write 

wordpress-

mysql 

100.0% 100.0% 

FTP-mysql 100.0% 100.0% 

ClamAV-

MySQL 

100.0% 100.0% 

 Virus data 

files(.cvd) 

100.0% 100.0% 

 

WebApplication. 
discoverVulnerability 

Wordpress 100.0% 100.0% 

phpMyAdmi

n 

100.0% 100.0% 

Ispconfig 3 

Control Panal 

100.0% 100.0% 

AccessControlPoint.bypa

ss 

MySQL ACP 74.0% 73.0% 

Linux ACP 62.0% 69.0% 

Asus RT-

N66U ACP 

0.0% 0.0% 

Wordpress 

ACP 

0.0% 0.0% 

Ispconfig3 

CP ACP 

0.0% 0.0% 

PHPMyAdmi

n ACP 

0.0% 0.0% 

AccessControlPoint.inter

face 

MySQL ACP 100.0% 100.0% 

Linux ACP 100.0% 100.0% 

Asus RT-

N66U ACP 

0.0% 0.0% 

Wordpress 

ACP 

0.0% 0.0% 

Ispconfig3 

CP ACP 

0.0% 0.0% 

PHPMyAdmi

n ACP 

0.0% 0.0% 

NetworkZone.access LAN 

NetworkZone 

100.0% 100.0% 

       Table 23: Predicted Results of OperatingSystem.compromise and OperatingSystem.AccessThroughUI 

 

 

  

4.2 Operatingsystem.aRPSpoof  
 

Operatingsystem.ARPSpoof is an attack technique by which an attacker can poison the ARP 

tables in the operating system. It is also known as ARP poisoning. To implement this attack, 

the attacker sends modified ARP messages to a local area network [83].  The attacker sends 

customized ARP messages by binding his MAC address with the IP address of the default 

gateway in the local area network. In this situation, all the hosts in the network will send their 

packet to the attacker’s machine as they will think that the attacker’s machine is the default 

gateway.  
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In the CySeMoL tool, the attacker asset has been connected with the 

OperatingSystem.aRPSpoof. The predicted result of this attack step are shown in the table 

below.  

 

 

Name of Attack step Name of Asset Probability of Attack 

OperatingSystem.aRPSpoof Linux-CentOS 7.1 100.0% 

Dataflow.disrupt All protocol’s dataflow 100.0% 

Dataflow.manInTheMiddle Protocol: FnoAE 100.0% 

Dataflow.produceRequest Protocol: FnoAE 100.0% 

Dataflow.produceResponse Protocol: FnoAE 100.0% 

        Table 24: Predicted Results of Operatingsystem.aRPSpoof 

 

 

 

4.3 OperatingSystem.findExploit 
 

OperatingSystem.findExploit is an attack system specified in the CySeMoL tool, it denotes 

whether an attacker gets any critical exploit for any service installed on a targeted operating 

System[3]. For this, at first the attacker must find an unknown services running on the system 

which is called OperatingSystem.findUnknownService. The probability of different types of 

attack steps predicted by OperatingSystem.findExploit attack is shown in the table below. 

 

Name of Attack step Name of Asset Probability of 

Attack 

OperatingSystem.aRPSpoof  

 

Linux-CentOS 7.1 

49.0% 

OperatingSystem. compromise 49.0% 

OperatingSystem. denialOfService 49.0% 

OperatingSystem.deployExploit 54.0% 

OperatingSystem. 

executeArbitraryCode 

49.0% 

OperatingSystem.findUnknownService 34.0% 

 

ApplicationServer.access 

 

Apache Web Server 49.0% 

MySQL Server 49.0% 

PHP Server 49.0% 

FTP Server 39.0% 

 

ApplicationServer.compromise 

Apache Web Server 35.0% 

MySQL Server 44.0% 

PHP Server 35.0% 

FTP Server 2.0% 

 

ApplicationServer.denialofService 

Apache Web Server 49.0% 

MySQL Server 49.0% 

PHP Server 49.0% 

FTP Server 49.0% 

 

Datastore.delete 

wordpress-mysql 49.0% 

FTP-mysql 49.0% 

ClamAV-MySQL 49.0% 
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 Virus data files(.cvd) 49.0% 

 

Datastore.read 

wordpress-mysql 49.0% 

FTP-mysql 49.0% 

ClamAV-MySQL 49.0% 

 Virus data files(.cvd) 49.0% 

 

Datastore.write 

wordpress-mysql 49.0% 

FTP-mysql 49.0% 

ClamAV-MySQL 49.0% 

 Virus data files(.cvd) 49.0% 

WebApplication. 
discoverVulnerability 

Wordpress 49.0% 

WebApplication. 
exploitCommandInjection 

49.0% 

WebApplication. 
exploitRemoteFileInclusion 

49.0% 

WebApplication.SQLInjection 49.0% 

WebApplication.exploitXSS 49.0% 

WebApplication. 
discoverVulnerability 

phpMyAdmin 49.0% 

WebApplication. 
exploitCommandInjection 

49.0% 

WebApplication. 

exploitRemoteFileInclusion 

49.0% 

WebApplication.SQLInjection 49.0% 

WebApplication.exploitXSS 49.0% 

WebApplication. 
discoverVulnerability 

Ispconfig 3 Control Panel 49.0% 

WebApplication. 
exploitCommandInjection 

35.0% 

WebApplication. 

exploitRemoteFileInclusion 

34.0% 

WebApplication.SQLInjection 34.0% 

WebApplication.exploitXSS 33.0% 

AccessControlPoint.bypass MySQL ACP 43.0% 

Linux ACP 34.0% 

Asus RT-N66U ACP 0.0% 

Wordpress ACP 0.0% 

Ispconfig3 CP ACP 0.0% 

PHPMyAdmin ACP 0.0% 

AccessControlPoint.interface MySQL ACP 49.0% 

Linux ACP 49.0% 

Asus RT-N66U ACP 0.0% 

Wordpress ACP 0.0% 

Ispconfig3 CP ACP 0.0% 

PHPMyAdmin ACP 0.0% 

NetworkZone.access LAN NetworkZone 49.0% 

Dataflow.disrupt Protocol: FnoAE 49.0% 

Dataflow.eavesdrop 49.0% 

Dataflow. manInTheMiddle 49.0% 
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Dataflow.produceRequest 49.0% 

Dataflow.produceResponse 49.0% 

Dataflow.disrupt Protocol: FAE 49.0% 

Dataflow.produceResponse 35.0%- 

49.0% 

Dataflow.disrupt Protocol:FAnoE 49.0% 

Dataflow.eavesdrop 49.0% 

Dataflow.produceResponse 49.0% 
         Table 25: Predicted Results of OperatingSystem.findExploit 

 

 

 

4.4 Networkinterface.aRPSpoof 
 

Networkinterface.ARPSpoof is an attack step by which an attacker can poison the ARP tables 

in the network interface. By poisoning the ARP tables the attacker can carry out the interception 

of packets that are coming from the outside to the internal network and disrupt these packets. 

 

In the test, the attacker asset has been connected to Networkinterface.ARPSpoof. The calculated 

results are shown in the below table.   

 

Name of Attack step Name of Asset Probability of Attack 

Dataflow.disrupt All protocol’s dataflow 100.0% 

Networkinterface.aRPSpoof Asus RT-N66U 100.0% 

Networkinterface.denialofService Asus RT-N66U 100.0% 

NetowrkZone.denialofService LAN NetworkZone 100.0% 

NetowrkZone.denialofService Internet 100.0% 
            Table 26: Predicted Results of Networkinterface.aRPSpoof 

 

4.5 NetworkZone.access 
 

NetworkZone.access is an attack step which means that an attacker has an IP address in the 

internal network zone and can communicate with any devices within the network. The 

calculation for the NetworkZone.access attack step by CySeMoL tool shows that any 

unencrypted and without authentication dataflow can be eavesdropped, operating systems can 

be compromised or unknown services could be found or data stores can be controlled by the 

attacker. The probability of different types of attacks, caused by NetworkZone.access attack 

step, is shown in the table below. 

 

Name of Attack step Name of Asset Probability of Attack 

OperatingSystem.aRPspoof  89.0% 

OperatingSystem. compromise  89.0% 

OperatingSystem. denialOfService  89.0% 

OperatingSystem.deployExploit Linux-CentOS 7.1 89.0% 

OperatingSystem. 

executeArbitraryCode 

 89.0% 

OperatingSystem. findUnknownService  68.0% 

Dataflow.disrupt Protocol: FnoAE 100.0% 

Dataflow.eavesdrop 100.0% 
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Dataflow.produceRequest 92.0% 

Dataflow. produceResponse 95.0% 

Dataflow.disrupt Protocol: FAE 100.0% 

Dataflow. produceResponse 71.0% 

Dataflow.disrupt Protocol:FAnoE 100.0% 

Dataflow.eavesdrop 100.0% 

Dataflow.produceResponse 100.0% 

Datastore.delete wordpress-mysql 100.0% 

FTP-mysql 100.0% 

ClamAV-MySQL 100.0% 

 Virus data files(.cvd) 90.0% 

Datastore.read wordpress-mysql 100.0% 

FTP-mysql 100.0% 

ClamAV-MySQL 100.0% 

 Virus data files(.cvd) 90.0% 

Datastore.write wordpress-mysql 100.0% 

FTP-mysql 100.0% 

ClamAV-MySQL 100.0% 

 Virus data files(.cvd) 90.0% 

ApplicationServer.access 

 

Apache Web Server 100.0% 

MySQL Server 100.0% 

PHP Server 100.0% 

FTP Server 100.0% 

ApplicationServer.compromise Apache Web Server 71.0% 

MySQL Server 76.0% 

PHP Server 74.0% 

FTP Server 100.0% 

ApplicationServer.denialOfService Apache Web Server 100.0% 

MySQL Server 100.0% 

PHP Server 100.0% 

FTP Server 100.0% 

ApplicationServer.findexploit Apache Web Server 11.0% 

MySQL Server 16.0% 

PHP Server 17.0% 

FTP Server 33.0% 

ApplicationServer. floodDoS Apache Web Server 100.0% 

MySQL Server 100.0% 

PHP Server 100.0% 

FTP Server 100.0% 

 

WebApplication. discoverVulnerability 

Wordpress 100.0% 

phpMyAdmin 100.0% 

Ispconfig 3 Control 

Panal 

100.0% 

WebApplication 

exploitCommandInjection 

Wordpress 100.0% 

phpMyAdmin 100.0% 

Ispconfig 3 Control 

Panal 

79.0% 

WebApplication.exploitXSS Wordpress 100.0% 
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phpMyAdmin 100.0% 

Ispconfig 3 Control 

Panal 

50.0% 

WebApplication.SQLInjection Wordpress 100.0% 

phpMyAdmin 100.0% 

Ispconfig 3 Control 

Panal 

67.0% 

SoftwareProduct.getProductInformation CentOS-7.0-1406-

x86_64 

61.0% 

PHP 5.4.16 Zend 

Engine v2.4.0 

100.0% 

MySQL v14.14 100.0% 

 Clam AntiVirus SP 90.0% 

 Apache v2.4.6 100.0% 
                        Table 27: Predicted Results of NetworkZone.access 
 

4.6 ApplicationServer.Compromise 
 

ApplicationServer.Compromise is an attack step in which an application server can be 

controlled by an attacker. In the model, Application Server, MySQL server, has been chosen to 

examine this attack. The reason of choosing MySQL server out of the other application servers 

is because it is the most important application server, since it has the database of a whole server 

system. The result of the probability of this attack step is shown in the table below. 

 

Name of Attack step Name of Asset Probability of Attack 

ApplicationServer.access MySQL Server 100.0% 

ApplicationServer.compromise MySQL Server 100.0% 

ApplicationServer.denialOfService MySQL Server 100.0% 

ApplicationServer.floodDoS MySQL Server 100.0% 

AccessControlPoint.bypass MySQL ACP 92.0% 

AccessControlPoint.interface MySQL ACP 100.0% 

Password account. 

socialEngineerCredentials 

MySQL PA 70.0% 

Datastore.delete wordpress-mysql 100.0% 

FTP-mysql 100.0% 

ClamAV-MySQL 100.0% 

Datastore.read wordpress-mysql 100.0% 

FTP-mysql 100.0% 

ClamAV-MySQL 100.0% 

Datastore.write wordpress-mysql 100.0% 

FTP-mysql 100.0% 

ClamAV-MySQL 100.0% 
                      Table 28: Predicted Results of ApplicationServer.Compromise 
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Chapter 5 

 
 

Evaluation 
 

In this chapter, the predicted results are compared with several real world penetration tests. For 

the tests the Kali Linux operating system was installed in a virtual machine as another device. 

Kali Linux is designed for penetration testing [84]. Different types of tools are used in this 

system. For instance- Armitage, nmap etc. to test the server environment. Analyzed attacks are 

listed below-    

 OperatingSystem.compromise 

 OperatingSystem.AccessThroughUI 

 OperatingSystem.aRPSpoof  

 OperatingSystem.findExploit 

 NetworkInterface.aRPSpoof 

 NetworkZone.access 

 ApplicationServer.compromise 

 

 

5.1 OperatingSystem.compromise and OperatingSystem.AccessThroughUI 
 

OperatingSystem.compromise and OperatingSystem.AccessThroughUI, both imply that the 

attacker has an administrator power of the operating system. The test has been simulated in a 

way that the attacker operates the operating system as an administrator. 

 

In the test, the attacker can access the operating system as an administrator. Therefore, 

OperatingSystem.compromise and OperatingSystem.AccessThroughUI are true. As the 

operating system gets compromised, the attacker can find the unknown services running on the 

server by using the below command in the picture. 

 

 
  Figure12: Services running in the operating system  

 

The attacker can terminate the operating system’s services, thus the predicted result of 

OperatingSystem.denialOfService for these two types of attacks are correct. At the same time, 

deployExploit and executeArbitaryCode are both possible since the attacker has full access 

rights to the systems. 
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The predicted result of ApplicationServer.access for PHP,MySQL server, Apache web server 

and FTP server are 100% . This is true as long as the attacker has access to the operating system. 

MySQL server however has an access control point. The attacker can reset the MySQL server 

password without having the previous password. This attack has been tested on the server by 

using the commands which are shown down below and this granted root privilege to the 

database. 

 

 
  Figure 13: Password changing of the MySQL server 

 

Therefore, the attacker can also access to the MySQL server.  The prediction of denialOfService 

for AlppciationServers are correct since the attacker can access the operating system he can 

terminate the application servers. However the predicted result of compromise for PHP,MySQL 

server, Apache web server and FTP server are between 64% to 86%. It is actually 100% as the 

attacker can access the application servers as shown in the screenshot above.  

 

As the MySQL server gets compromised, the attacker can check the database. An example of 

the database is shown below. 
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                     Figure 14: Database in the MySQL server 

 

The predicted probabilities of datastore.delete, datastore.write and datastore.read for 

wordpress-mysql, FTP-mysql and ClamAV-MySQL are 100% in the model. This is proven as 

true since all the datastore elements are saved in the MySQL server and with the full access to 

the systems any of these steps can be executed by the attacker. For the data store Virus data 

files(.cvd) of the ClamAV, the predicted result of datastore.delete, datastore.write and 

datastore.read are 100% and these are true since the files are not encrypted and as long as the 

attacker can access the operating system, the can be deleted, viewed or written by the attacker.   

The attacker can get access to the configuration file of web applications- phpMyAdmin, 

Wordpress and Ispconfig 3 Control Panel as these are installed on the server’s operating system. 

With the access to the configuration file it is possible for the attacker to find further 

vulnerabilities in these applications. Therefore, the predicted result for 

webapplication.discoverVulerability of phpMyAdmin, Wordpress and Ispconfig 3 control 

panel are correct. 

 

In terms of AccessControlPoint, the predicted result of interface for MySQl ACP is 100% and 

the experiment showed that it is correct since the attacker has access to the operating system; 

thus the attacker can reach the interface. The predicted result of AccessControlPoint.bypass for 

MySQL showed 74%. It is in fact 100%, as the attacker can reset the password and bypass it. 

For Linux ACP, the predicted result is true as the attacker has access to the system, thus he can 

reach the interface and bypass it to control the system. As the server doesn’t have any graphical 

user interface(GUI) and AsusRT-N&&U ACP, Wordpress ACP, Ispconfig3 CP ACP 

PHPMyAdmin ACP need web interface, it cannot be possible to reach the mentioned 

applications interfaces and bypass those from the operating system. This is same as the 

predicted results for these applications’ access control point. 

 

As the operating system is compromised, the predicted result of Networkzone.access is true as 

the attacker is part of the network zone. He can communicate with any device connected to this 

network zone through the compromised operating system.  

 

        

 

 

 

 



 

54 
 

5.2 Operatingsystem.aRPSpoof  
 

To simulate this attack, a tool called Ettercap has been used in the attacker’s machine. It is a 

network security tool for man-in-the middle attacks. The MAC address and IP address of the 

attackers’ device is shown in the picture below. 

 

 
 Figure 15: MAC address and IP address of the attackers machine  

 

In the local area network, the router’s IP address is 192.168.1.2. Using Ettercap tool, the 

attacker binds his device MAC address, 00:0c:29:31:02:da, with the IP address of the router. 

After doing this, all the other hosts in the network sent data to the attacker’s device. An example 

of the traffic captured from the Wireshark monitor is shown below.  

 

 
  Figure 16: Example of a packet of poisoned ARP table  

 

In the picture above, it is clear that the destination IP address of the packet is 192.168.1.2 

which is router’s IP address. The MAC address of the IP address is 00:0c:29:31:02:da which 

is actually the attackers MAC address.   

 

As the attacks can be implemented in the penetration test, it is evident that the attacker can 

disrupt all the packets by simply not forwarding the target’s packet from the attacker’s device. 

The unencrypted traffic can be viewed by a man-in-the-middle attacker. The attack steps 

produceRequest and produceResponse are possible, as the unencrypted dataflow can be 

analyzed and modified by the attacker.    
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5.3 OperatingSystem.findExploit 
 

OperatingSystem.findExploit attack step indicates that an attacker finds vulnerability in a 

service running on an operating system and takes the advantage of that vulnerability to exploit 

it.  

 

For the penetration test, Kali Linux operating system has been used as an attacker operating 

system. A tool called “Armitage” is installed in the attacker’s system. It is a graphical 

cyberattack management tool [85]. By using the tool, first the services of the targeted server’s 

operating system have been scanned. The acquired unknown services are shown in the figure 

below. 

 
 Figure 17: Scanned Unknown services running on the targeted operating system   

 

After finding the unknown services, two experiments have been done to evaluate the predicted 

results of the OperatingSystem.findExploit. The reason for doing two types of tests is because 

the predicted result of the OperatingSystem.findExploit depends on various types of exploits. 

Regarding the time period of this thesis, two tests has been conducted to evaluate the predicted 

results. These are explained below.  

 

Experiment 1: 

 

In this test, exploits has been found according to the running services of the targeted system by 

using the Armitage. Since FTP port is opened in the targeted machine, “CVE-2014-6271 Pure-

FTPd External Authentication Bash Environment Variable Code Injection” module has been 

used to exploit the system [53][54]. This module exploits the code injection flaw known as 

Shellshock, which leverages specially crafted environment variables in Bash. After running the 

module to attack the targeted system, it was not exploited since the system was patched. The 

failure of the attack has been shown in the picture below.   
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 Figure 18: Attacker failed to exploit the targeted operating system    

 

Since the system was patched, the attack failed to exploit the system which implies that the 

predicted result of the OperatingSystem.findexploit is false.   

 

 

Experiment 2: 

 

In this test, BruteForce attack was chosen to target the sshd service of the operating system 

since no defense mechanism such as backoffTechnique was activated in the operating system. 

The attack uses the “SSH_Login-CVE-1999-0502” module in the Armitage tool [55][56]. A 

file containing the usernames and passwords separated by a space, were added to the module in 

order to carry out the BruteForce attack. In the file all the usernames were written as “root” 

since the attacker concentrated on the root account. From studies, it has been found that most 

often “root” is used as account name as it usually exists in a system by default [87] [88]. The 

passwords ranged from account names, account names with number sequences and keyboard 

sequences such as ‘qwerty’. There were a few more complex passwords used with seemingly 

random letter and number sequences or common substitution passwords for instance “r00t” or 

“blablabla”. If the password of a server/system was selected like above mentioned common 

passwords, it is easier for an attacker to exploit the system since those are weak password. 

Otherwise, the cracking process of the password would take more than a month or even a year 

or more because of the entropy of the password. For this thesis and to analyze this attackstep, 
the password of the server was inputted intentionally in the file. After running the module in 

the operating system of the attacker, a valid username and password pair of the victim’s 

operating system was displayed in the attacker’s machine which is shown in the picture below.  
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Figure 19: Attacker got root access by bruteforce attack 

 

An exploit can provide super-level access or low-level access. In this test, the attacker got root 

privilege. In the predicted result, the probability of compromise and denial of service attacks is 

49.0%. However, as the attacker got root privilege to the operating system, it is evident that the 

targeted system is compromised and it is also possible to terminate the system. Therefore, the 

operating system compromise and denial of service attacks should be 100%.  

 

The attacker can also check the services and could terminate the application servers, Apache 

Web, MySQL, PHP and FTP Servers by using different commands. Below commands are an 

example for checking the status of MySQL and terminating the server, respectively.    

 

For service status: systemctl status mysqld.service 

 

For service stop: systemctl stop mysqld.serivice 

       systemctl disable mysqld.serivce 

 

It indicates that it is possible to do a denial of service attack. Thus, the predicted results for 

denialOfService of Application server should be 100%. In the figure below, an example of the 

termination of MySQL server is showed where it proves that the attacker could do the denial of 

service attack. The access and compromise probabilities of application servers, FTP, Apache 

Web and PHP in the predicted model are between 39% to 49% and 35% to 44%, respectively.  

As a matter of fact, the probability is 100% because the mentioned application servers’ 

configuration files are saved in the operating system. Therefore, the application servers can be 

accessed and compromised as long as the attacker has the access to the system. For MySQL, 

the attacker can change the password and can access the application server as a root user. It 

indicates that the probability is 100% to compromise the Mysql server.   
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 Figure 20: Attacker terminates MySQL service in the targeted operating system 

 

As the attacker can access the MySQL application server, it is possible to access the data store. 

The data can be read, written and deleted since the data is not encrypted. It is also possible to 

modify the data saved in the database of the MySQL server through the web application, 

phpMyAdmin, as the MySQL server and the web application are using same password by 

default. The picture below is showing unencrypted data which was viewed by the attacker 

through phpMyAdmin. 

 

 
 Figure 21: Unencrypted data viewed through phpMyAdmin  

 

The comparison between predicted result and the evaluation for datastores are shown below. 

 

Attack step for 

datastore 

Name of Asset Predicted 

probability 

Evaluation 

Delete/read/write wordpress-mysql 49.0% 100.0% 

Delete/read/write FTP-mysql 49.0% 100.0% 

Delete/read/write ClamAV-MySQL 49.0% 100.0% 
                          Table 29: Evaluation Results of Data Store 

 

The model predicted that there are alomost 50% probability that the attacker can manipulate 

wordpress-mysql, FTP-mysql and ClamAV-MySQL data files. This is more than 50% in the 

experiment as it has been explained above. 
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For AccessControlPoint.interface, the predicted result calculated by the model for MySQL and 

Linux are 49%. The experiment showed that the probability is actually 100% since the attacker 

has access to the system and the attacker can reach the interfaces. The predicted result of bypass 

for Linux is opposite to the experiment because it is evident that if the attacker has access to 

the system, he can bypass the interface to control the system. For MySQL, the predicted result 

of bypass is also opposite to the experiment as the attacker could change the root password of 

the MySQL and bypass it by using that new password. For, Asus RT-N66U, the experiment 

indicates that the predicted result are correct because the operating system does not have any 

interface for the router. For web applications, Wordpress ACP, Ispconfig3 CP ACP and 

PHPMyAdmin ACP, the predicted results are the same as the experiment as the operating 

system does not have any web interface in the operating system. However, it is also notable 

that, the attacker can reach these interfaces from the web interface of the attacker’s system. In 

that case, the predicted result for mentioned web applications are false. The comparison 

between the predictions and evaluations are shown below. 

 

 Bypass 

prediction 

Bypass 

evaluation 

Interface 

prediction 

Interface 

evaluation 

MySQL ACP 43.0% 100.0% 49.0% 100.0% 

Linux ACP 34.0% 100.0% 49.0% 100.0% 

Asus RT-

N66U ACP 

0.0% 0.0% 0.0% 0.0% 

Wordpress 

ACP 

0.0% 0.0% 0.0% 0.0% 

Ispconfig3 CP 

ACP 

0.0% 0.0% 0.0% 0.0% 

 

PHPMyAdmin 

ACP 

0.0% 0.0% 0.0% 0.0% 

                         Table 30: Evaluation Results of Access Control Point 
  

For the dataflow which uses protocols that have freshness indicator mechanism but does not 

use authentication and encryption, the model predicted that disrupt, eavesdrop, 

manInTheMiddle, produceRequest and produceResponse are vulnerable and the probability is 

49% for all. In fact these are 100%, as the protocols do not apply any encryption and 

authentication mechanism. Dataflow which uses protocols that have freshness indicator, 

authentication and encryption mechanism, the model predicted that the dataflow.disrupt and 

dataflow.produceResponse are 49%. However, the probabilities are 100% as the encrypted data 

can be disrupted and new responses can be produced by the attacker. For the dataflow which 

uses protocols that have freshness indicator and authentication but does not use encryption 

mechanism like FTP, the model predicted that disrupt, eavesdrop and produceResponse are 

49%. This should be 100% since the data are not encrypted and the data can be disrupt, 

eavesdropped by the attacker. 
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5.4 Networkinterface.aRPSpoof 
 

Networkinterface.arpspoof attack step is simulated by modifying the ARP table of the router in 

the local area network.  

In the router’s ARP table, 192.168.1.126 has been bound with 00:0c:29:6f:01:7e.The following 

picture is showing the IP address and MAC Address of the tested device that is used for the 

experiment. 

  
  Figure 22: IP Address and MAC address of the Test Machine 

 

The test device, 192.168.1.126 is bound with 00:0c:29:31:02:da, which is different in the 

router’s ARP table as the IP address has been bound with 00:0c:29:6f:01:7e.The router will thus 

find two MAC addresses bound with one IP address. When the test device tells that 

192.168.1.126 is located at 00:0c:29:31:02:da, the router finds duplicate IP address in the router 

configuration. It is shown in the figure below. This leads to the test device being disconnected. 

  

 
  Figure 23: Traffic Captured in Wireshark after ARP Spoof 

  
Therefore the test device could not ping anywhere in the experiment. Thus the device has been 

attacked by the denial of service. Therefore the predicted result of denialOfService attack step 

for network interface and networkzone LAN network are the same as the experiment. 
 

 

5.5 NetworkZone.access 
 

NetworkZone.access attack step implies that the attacker can communicate with the other 

devices in the network zone. To simulate this attack step, another machine was used for the 

attacker to access the network zone where the server machine was situated. A tool called “Nmap 

- Zenmap GUI” was used in the attacker’s machine to scan the services running on the targeted 

operating system and to gather the product information of the services. The scanned result for 

the targeted operating system is shown in the picture below where the services and the product 

information of the services are mentioned.  
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      Figure 24: Scanned unknown services of Operating System from Nmap 

 

From the figure, it can be observed that the predicted result of 

OperatingSystem.findUnknownService and SoftwareProduct.getProductInformation of 

different application servers are valid as the unknown services and product information of the 

targeted system can be found in the experiment.   

 

In terms of operatingsystem.aRPSpoof, the model predicted that the probability is 89%. To 

evaluate this, the Armitage tool was used on the attacker’s machine. Using this tool, modified 

ARP massages were sent to the network zone where the MAC address of the attacker’s machine 

was bound with the network gateway IP address. Therefore, all the data of the other devices in 

the network will go through the attacker’s machine. Thus, the experiment shows that the 

prediction of operatingsystem.aRPSpoof attack is correct.  

 

For the dataflow that uses protocols which have freshness indicator mechanism but does not 

use authentication and encryption, for instance HTTP protocol, the predicted result showed that 

the dataflow disrupt, eavesdrop, produceRequest and produceResponse are vulnerable and 

probabilities are between 95% to 100%. Since the ARPspoof attack is possible by the attacker 

in the network it is possible to implement these mentioned attacks as this type of protocols do 

not apply any encryption and authentication mechanism. The model predicted that the dataflow 

that uses protocols which have freshness indicator, authentication and encryption mechanisms, 

are vulnerable to disrupt and produceResponse. This is also true because the encrypted data 

could not be viewed by the attacker but it is possible for him to disrupt the encrypted data and 

to produce responses. For the dataflow that uses protocol which have freshness indicator and 

authentication mechanism but does not use encryption, for example- FTP protocol, the model 

predicted that disrupt, eavesdrop and produceResponse of the dataflow are vulnerable. This is 

true since the attacker has the access in the network and the unencrypted data can be 

eavesdropped by the attacker and also can be disrupted.     
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By using the Wireshark, the unencrypted data can be viewed by the attacker. One of the applied 

application servers, FTP server’s dataflow has been examined for this purpose. Username and 

password of ftp client can be discovered by eavesdropping the ftp packet frame as the ftp 

protocol sends packets without encryption. The Wireshark monitor showed the username and 

password of the ftp client which is shown in the figure below.  

 

 
       Figure 25: Unencrypted data (username and password) viewed by the attacker using Wireshark  

 

The same way as it was possible to monitor the dataflow of the web application phpMyAdmin. 

Since the data was not encrypted, the password was revealed for the phpMyAdmin. Using the 

information the attacker could access it. Thus the data that is saved in the MySQL database 

could be viewed, modified as well as deleted from the datastore since the databases are 

controlled from the phpMyAdmin web application. This experiment shows that the predicted 

result of delete, write and read for wordpress-mysql, FTP-mysql and ClamAV-MySQL 

datastore is correct as the probability is 100%. 

 

As the attacker has access to the network zone, it could be possible for him to find 

vulnerabilities of the targeted operating system in order to compromise it. To test this attack, 

the brute force attack has been chosen to get access into the system from the attacker’s machine. 

This attack could get the advantage of the vulnerability of the ssh login access since the 

operating system does not have the defense mechanism like backoffTechnique. By doing the 

brute force attack, the attacker got root access. Therefore, the predicted result of the 

OperatingSystem.compromise is valid as the experiment has the same result. As long as the 

operating system is compromised by the attacker, it is possible to terminate the system and thus 

the prediction of the attack step OperatingSystem. denialOfService is correct. At the same time, 

the prediction of deployExploit and executeArbitraryCode are true since the attacker could run 

commands for instance to delete or steal data or reconfigure sensitive systems or files.   

 

In case of Applicationserver.access and Applicationserver.denialOfService, the prediction 

result for Apache Web, MySQL, PHP and FTP are 100%. This is true because if the attacker 

has access to the system, the application servers could be terminated and accessed by the 

attacker. 
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The model predicted that the probability of WebApplication.discoverVulnerability for 

Wordpress, phpMyAdmin and Ispconfig 3 Control Panel are 100%. This is true since the 

attacker has access to the system and he could find vulnerabilities in the configuration files of 

these mentioned web applications. By inserting malicious code into the configuration files it is 

possible to make them vulnerable for command injection, XSS scripting attack as well as SQL 

injection. In the experiment the attacker added malicious html and php file in the configuration 

file in one of the webApplication, phpMyAdmin to make the web application vulnerable for 

cross site scripting. After adding these files the attacker could inject malicious code from the 

web page which would execute once the page is opened by the user. This indicates that the 

probability of exploitCommandInjection, exploitXSS and SQLInjection for Wordpress, 

phpMyAdmin are valid as the attacker can manipulate the configuration files. For IspConfig 

web application the prediction of CommandInjection, exploitXSS and SQLInjection are 79%, 

50% and 67%, respectively. This is because the web application has a firewall mechanism. 

However, the attacker could disable the firewall from the directory /usr/local/ispconfig/security/ 

and make it vulnerable for these attacks. Therefore, the probabilities are 100%.   
 

 

5.6 ApplicationServer.compromise 
 

In the ApplicationServer.compromise attack, the attacker will get the administrative control of 

a specific server application. To experiment this attack step, MySQL application server is used 

to manipulate as an administrator.  

 

To simulate this, the attacker reset the password of the MySQL application server and got the 

access into the application server. If the attacker can access the MySQL server he can access 

the database as well. Thus the predicted result of access and compromise of application server 

MySQL are correct as they are predicted as 100%. As the server is compromised meaning that 

the attacker can access the control point.  
The predicted result of denialOfService of application service is 100%, this is same as the 

experiment as the attacker can terminate the application server by using the following 

command. 

systemctl stop mysqld.service 

In the experiment, as the attacker manages the application as an administrator he can read, write 

and delete any data which is also in line with the predicted result. The result is shown in the 

below picture. The pictures indicates that the attacker can read tables and he can delete and 

write as well by using mysql command. 
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  Figure 26: MySQL Database viewed by the attacker  
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Chapter 6 

 
 

Discussion of the Results 
 

The experimental study of the CySeMoL tool for Linux server and MySQL database has been 

designed. The tool has been used in the designed model to simulate a few attacks and to evaluate 

the correctness of CySeMoLs predictions. The experiments were implemented in real time in 

order to carry out a practical overview of the feasibility and correctness between the tools 

prediction and what actually happens in reality.  

 

In terms of the correctness of the predicted results of the mentioned attack steps, CySeMoL 

model shows good performance. Majority of the predicted results of the attack steps were 

credible according to the experimented results, for example, the predicted results of the 

OperatingSystem.compromise and OperatingSystem.accessThroughUI were correct according 

to the result of the real world experiment and it is credible since there is small probability to 

achieve different result. The predicted results of aRPSpoof in operating system and network 

interface were also correct according to the conducted experiment results. However, some 

mismatch between the prediction of the CySeMoL model and the conducted experiment results 

also occurred, for instance, some of the predicted results of the OperatingSystem.findExploit 

did not match with the experiments. This is because the CySeMoL is based on many potential 

cases and the calculation of the probability of the attack step OperatingSystem.findExploit in 

the CySeMoL considers five different types of attacker to obtain exploits [3]: 

 

1. There could be possibilities to find released public exploits for a patchable vulnerabilities. 

2. The attacker could develop an exploit for the patchable vulnerabilities. 

3. For a non-patchable vulnerabilities, a public exploit could be released. 

4. The attacker could develop an exploit for a non-patchable vulnerabilit1es. 

5. A zero-day vulnerabilities could be discovered and for that an exploit could be developed by 

the attacker. 

 

It should be also mentioned that the type of exploit which is viable depends on whether the 

defense mechanism of the operating system, e.g. HasAllSecurityPatches or not. If the 

HasAllSecurityPatches is true, then only 3-5 would be possible. The calculation of the 

probability of the attack steps depend on the defense mechanism of the software products of the 

OperatingSystem as well as the ApplicationClient and ApplicationServer which is explained in 

the manual for CySeMoL. This implies that the predicted results of the CySeMoL depends on 

several types of a cases and the settings of the defenses of the assets (e.g. SoftwareProduct, 

OperatingSystem, ApplicationServer), hence the result varies.  

 

In the experiment, since the operating system were patched, there is a possibility to fail some 

of the exploits. However, that does not mean that the possibility of the attack is zero. Many 

different type of exploits are available and it could be possible to find vulnerabilities in the 

system and exploit it to gain low-level access or super user-level access. In the evaluation 

section, the first experiment showed that the attack failed which indicates that the attack 

possibility is zero. In the second experiment, it was possible to gain the super user-level access 

(root privilege) which indicates that there is a possibility to achieve this attack and the 

probability is not zero. The experiment indicates that the predicted result of the 
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OperatingSystem.findExploit is correct in a sense that there is a possibility of achieving the 

attack even though the operating system is patched. However, the predicted result did not match 

the evaluated result since the predicted result depends on the above mentioned five cases. Only 

one successful experiment or one unsuccessful experiment cannot evaluate the CySeMoL’s 

predicted results of this attack. To make the evaluation more trustworthy, more experiments are 

needed and the average of the experimented results could evaluate the predicted result, but it is 

time consuming and costly for the author since it is hard to do more tests within the time period 

of this thesis project.  

 

There are some limitations concerning this research. It should be noted that the security settings 

of the operating system are considered on the author’s real world situation that cannot represent 

the overall server conditions of a real life company’s server environment. However, those 

problems could be solved by doing the survey of the security settings in a real world Enterprise 

environment. One major limitation of the thesis is that the evaluation of the attack step 

OperatingSystem.findExploit. The author tried to exploit the server with different types of 

exploit modules but failed to gain any access with any of the exploits that are available in Kali 

Linux since the operating system was patched. There after a Bruteforce attack was used where 

the password of the server was already inputted in the exploit module used in the Kali Linux. 

This gave super-user access. However if the attack was not like the Bruteforce attack and any 

of the other exploits would have been successful the access gained might not have been total 

root access and thus the subsequent attack steps might have had a different result, not 100% as 

in this case study. More exploitation experiments could evaluate the predicted result of the 

attack step. Due to the limit of author’s professional knowledge in penetration testing as well 

as the limit of the time period of the thesis it was not possible to validate the attack step 

OperatingSystem.findexploits fully. It could be a future case study to validate the specific attack 

step since it requires more time and various type of exploits.  
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Chapter 7 

 
 

Conclusions 
 

In this master thesis, a Linux server and the most commonly used applications with MySQL 

server has been modeled by using the CySeMoL model and the EAAT tool which are developed 

by the department of Industrial Information and Control Systems (ICS) at KTH. 

 

To model the server environment with the most commonly used applications with MySQL, first 

a survey was conducted based on various sources like market share report published by web 

analytics companies and statistical websites about web technologies to select the applications. 

The modeled applications are MySQL database server, PHP for server scripting language, 

Apache web server, Pure-FTPd server, Wordpress, PHPMyAdmin, ISPconfig 3 control panel, 

Clam Anti-Virus. After choosing the application the next step was to model and to set the 

security setting of them by using the CySeMoL based on collected information. Thereafter, 

testable attacks were chosen to evaluate the predicted probabilities calculated by the CySeMoL. 

Due to the limited practical and professional knowledge of the author, some advanced attack 

steps could not be implemented, for instance public exploit for non-patchable vulnerabilities 

and zero-day exploit. Keeping this in mind, findExploit, aRPSpoof, compromise, and 

accessThroughUI in the Linux operating system, aRPSpoof in network interface, access in 

network zone and compromise in MySQL application server attack steps were chosen to be 

evaluated. These attack steps were conducted in the model with the CySeMoL to explore the 

predicted result and also on a real time server to evaluate the predicted result obtained from the 

CySeMoL. The experimented results show that the correctness and feasibility of the 

vulnerability assessment of CySeMoL is high. To evaluate some critical attack steps more case 

studies are needed. 
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