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Abstract. EU insurance companies work on implementing the Solvency II directive, 

which calls for stronger focus on data quality and information controls. Information 
controls are procedures that can validate data at rest and data in motion to detect 
errors and anomalies. In this master thesis a case study was carried out at AMF, a 
Swedish pension insurance company, to identify and investigate their critical data 
flows and the controls performed in the respective flows. A purpose of this project is 
to help AMF ensure data quality requirements from the Financial Supervisory 
Authority that they have to fulfill. The thesis was conducted at AMF between 
September and December 2015, and included tasks such as carrying out interviews, 
Enterprise Architecture modeling, analysis, prototyping, product evaluation and 
calculation of a business case.  

A gap analysis was carried out to analyze the needs for change regarding existing 
information controls at AMF, where different states of the company are documented 
and analyzed. The current state corresponds to the present situation at the company 
including attributes to be improved while the future state outlines the target condition 
that the company wants to achieve. A gap between the current state and future state is 
identified and elements that make up the gap are presented in the gap description. 
Lastly, possible remedies for bridging the gap between the current and future state are 
presented.  

Furthermore, a prototype of an automated control tool from a company called Infogix 
has been implemented and analyzed regarding usability, governance and cost.  A 
benefits evaluation was carried out on the information control tool to see whether an 
investment would be beneficial for AMF. The benefit evaluation was carried out using 
the PENG method, a Swedish model developed by three senior consultants that has 
been specially adjusted for evaluation of IT investments. The evaluation showed that 
such an investment would become beneficial during the second year after investment. 
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Sammanfattning. Försäkringsbolag i EU arbetar med införandet av Solvens II-

direktivet som kräver att företag har ett större fokus på datakvalitet och 
informationskontroller. I detta examensarbete har en fältstudie utförts på AMF som är 
ett svenskt pensionsbolag. Arbetet har gått ut på att identifiera och undersöka kritiska 
dataflöden i företaget samt kontroller som utförs i dessa flöden. Ett syfte med arbetet 
var att hjälpa AMF att kunna påvisa att man uppfyller krav från finansinspektionen på 
datakvalitet och spårbarhet. Projektet utfördes under perioden september till 
december hösten 2015, vilket inkluderade arbetsuppgifter såsom intervjuer, Enterprise 
Architecture-modellering, implementering av prototyp, produktutvärdering samt 
kalkylering av ett business case.  

En gap-analys har utförts för att analysera behovet av förändringar på de nuvarande 
informationskontrollerna som finns på AMF, där olika lägen har dokumenterats och 
analyserats. Nuläget motsvarar hur situationen ser ut på företaget i dagsläget och 
fokuserar på de attribut som man vill förbättra, medan önskat läge beskriver de mål 
som företaget vill uppnå. Ett gap mellan nuläge och önskat läge identifieras 
tillsammans med de faktorer som utgör skillnaden mellan dessa lägen presenteras. Till 
sist presenteras tänkbara åtgärder för att uppnå önskat läge. 

Som en del av detta examensarbete har en prototyp av ett automatiserat 
kontrollverktyg från ett företag som heter Infogix implementerats och utvärderas med 
avseende på användbarhet, styrning och kostnad. En nyttovärdering har utförts på 
kontrollverktyget för att undersöka huruvida en investering skulle vara gynnsam för 
AMF. Nyttovärderingen gjordes med hjälp av PENG, en svensk 
nyttovärderingsmodell utvecklad av tre ekonomer/IT-konsulter, som har anpassat 
speciellt för att bedöma IT-investeringar. Värderingen visade på att en sådan 
investering skulle komma att bli gynnsam under andra året efter att investeringen 
gjordes.  
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1 Introduction 

This chapter forms the basis for this master thesis. Objectives, limitations and a short description 
about AMF as a company are presented, as well as an overview of the different chapters. 

1.1 Background 

The new economy is highly based on data and the importance of data will continue to increase, 
profitability therefore requires high data quality. Poor data quality costs US companies more than 600 
billion USD yearly [1]. Data quality is a somehow vague definition, but for AMF the data quality is a 
characteristic that determines the reliability of data for decision-making. 

 
Data quality affects overall labor productivity by as much as a 20% and poor data quality is a primary 
reason for 40% of all business initiatives failing to achieve their targeted benefits. As more and more 
business processes become automated, data quality becomes the rate limiting factor for overall 
process quality. [2] 

 
EU insurance companies are regulated by directives that aim to set a common standard regarding 
solvency capital and risk management within the European Union. Depending on the insurance 
company's business operations, they either work according to the Solvency 2 directive or the IORP 
directive. Generally, common insurance companies are regulated by Solvency 2, while life insurance 
companies engaged in occupational activity are regulated by the IORP directive [3, 4, 5]. Though it 
has been somewhat unclear whether AMF would be subject to the IORP directive or the more 
comprehensive directive, Solvency 2. Therefore they are now working to be Solvency 2 compliant so 
that they are prepared for future changes. 

 

The Solvency 2 directive states:  

“Member States shall ensure that insurance and reinsurance undertakings have internal processes and 
procedures in place to ensure the appropriateness, completeness and accuracy of the data used in the 
calculation of their technical provisions.” [3]. Insurance companies are left to make their own 
interpretations and decide on how to implement measures to meet the requirements of the directive. 
But in the end it is up to the Swedish Financial Supervisory Authority to decide whether the actions 
taken are enough or if the insurance companies are substandard in their measures. 

 
According to Altrén and Lyth, the most challenging part of Solvency 2 will be to ensure reliability and 
security of models used for supervision of internal risk management, which insurance companies have 
to be able to demonstrate to the Financial Supervisory Authority. To achieve this, data quality and 
data traceability become very important factors. However data quality and traceability are large 
concerns for all insurance companies, and as a consequence major system investments are necessary. 
Poor data quality has negative effects on the reliability of a model’s results; even if the model itself has 
been set up correctly, the results may still be incorrect. Data traceability is a step-by-step record by 
which data can be traced to its source. This is often referred to as an audit trail. Data quality and 
traceability are closely related; the quality cannot be determined without knowledge about its source 
or whether it has been modified on the way [6]. 

 

In order to support the data quality management requirements specified in the Solvency 2 and IORP 
directives, insurance companies must look into how they manage and document their data. This thesis 
investigates how this can be achieved with end-to-end monitoring of data flows using software that 
performs automated information controls. A prototype of such a control architecture will be 
implemented at AMF, a Swedish pension insurance company, to see how it can help them 
demonstrating their data quality. 
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1.2 Company 

AMF is a Swedish pension company that is equally owned by LO and Svenskt Näringsliv. It is one of 
Sweden's leading pension companies and one of the largest owners on the NASDAQ OMX Nordic 
Stockholm. AMF has approximately 350 employees and they manage approximately 518 billion SEK 
(2015-09-30) in equities, property and fixed income securities for approximately 4 million customers 
(AMF). 

 
The occupational pensions provided by AMF are a result of agreements between employers and trade 
unions. The four different collective agreements/parties for occupational pensions 

SAF-LO: For privately employed workers. Examples of occupations: construction workers, factory 
workers, employed in hotels, business or restaurant. 

KAP-KL: For employees within local government. Examples of occupations: nursing assistant, 
librarian, therapist, preschool teacher, teacher, park workers. 

ITP: For privately employed non-manual employees. Examples of occupations: journalist, economist, 
office worker, engineer, lawyer. 

PA 03: For state employees. Examples of professions: teachers at universities, military, police, 
customs officials, air traffic controllers. 

1.3 Purpose 

AMF's ambition is to become more digital in the meeting with collective insurance administrators and 
other external actors, but also internally in their various business operations. With that many 
customers and the management of such large amounts of money, AMF is highly dependent on a well-
functioning IT infrastructure 

 
Through digitization, customer service can be improved and costs can be cut, but it requires that 
accurate data enters AMF and that accurate data is leaves AMF. It is also important to keep track of 
the data within the company so that it doesn’t change on the way to the final destination. Over time, 
different departments at AMF have created their own view of what the IT-landscape looks like. Even 
within the IT department there are diverging views. It is therefore important create a uniform picture 
of the IT-systems and data flows which applies to the whole enterprise. 

 
A survey of AMF's critical data flows is necessary for their ongoing digitization. The company wants 
to clarify which of their data flows that are most critical, what information controls are carried out 
today, and what changes can be done to prevent incidents and to reduce deviation management. 
Proper controls and a good balance between manual and automatic controls do not only lead to 
potentially lower costs by reducing manual labor, but also to higher certainty that correct data ends up 
in the different systems. 

 
AMF wants to know whether they should invest in a tool that can carry out automatic controls on 
their critical data flows. In this thesis such a tool is referred to as an automated information control 
tool. This thesis will investigate how such a control tool should work and what type of controls that is 
suitable at AMF. A gap analysis will therefore be performed to investigate what type of controls they 
currently have, and how they can be improved. Furthermore a prototype of an automated control tool 
will be implemented and analyzed regarding usability, governance and cost. A benefit analysis will be 
carried out using a method called the PENG, to determine whether investing in such a control tool is 
financially beneficial for AMF. 
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1.4 Related work 

Berge Ergenekon and Eriksson [7] and Hellqvist [8] investigate the use of log management systems, 
and both of them examine further a log management tool called Splunk. Log analyzing can be used to 
provide traceability of data if used correctly, but it requires the company to log the data in a proper 
way, for the solution to be able to add value to the business.  

 
Falk and Lindblom [9] claim that it is very difficult to valuate information from log data, if one does 
not have knowledge about the technical and administrative environment that has delivered the log 
data. AMF learned this the hard way after they implemented the log analyzing tool Splunk. It was very 
technical and difficult to implement, and did not turn out to be a useful solution that could be applied 
throughout the organization. 

 
There is a lack of related work on automated information controls and critical data flows. Therefore 
the characteristics of information control tools that this thesis investigates are based on requirements 
for achieving compliance with data quality requirements in the Solvency 2 directive. Since it has to do 
with financial reporting, these requirements are largely based on fundamental auditing rules. 

1.5 Objectives 

 Perform a survey of AMF's business critical data flows and the corresponding controls that 
are carried out in the flows. 

 Identify the need for changes or additions to the controls carried out today for enhanced 
data quality and more efficient error correction. 

 Propose alternative or complementary solutions to meet the need for changes. 

 Implement a prototype of a control tool and analyze it regarding usability, costs, and 
governance. 

1.6 Delimitations 

 Research part of the thesis identifies the most critical flows, including all collective insurance 
administrators. 

 Proposed solution focuses on one collective insurance administrator, Fora, but can later be 
applied to the other flows.  

 AMF is soon to fully migrate from using two insurance systems to only using the newest 
one. Therefore this thesis only focuses on data sent to the newest insurance system. 

1.7 Overview of the report 

1 Introduction 

The introduction chapter gives the background to the thesis and shows the outline of the report. The 
scope of the thesis and the objective of the work are specified as well as the delimitations of the work. 

2 Theory 

This chapter forms the basis of the academic depth of the thesis. The reader will gain understanding 
of information controls and the method used for benefit evaluation. 
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3 Method 

Chapter 3 presents how the work was organized to achieve the goals of the case study for the master 
thesis. 

4 Information flow 

In this chapter the data flow chosen for this case study including its processes and information 
systems are presented. 

5 Gap analysis 

The gap analysis chapter presents the current state and the future state of the company. A gap 
between the states is identified and possible remedies for bridging the gap are presented. 

6 Pilot implementation 

This chapter describes how a prototype of a control tool was implemented to monitor a dataflow at 
AMF. The prototype is analyzed regarding usability and governance. 

7 Benefit analysis according to PENG 

Chapter 7 presents how a PENG analysis was carried out to determine the benefits and costs of 
controls of critical data flows at AMF. 

8 Discussion and conclusions 

This chapter concludes the thesis with a discussion along with the conclusions drawn from the 
findings in the case study and possible future work is presented. 
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2 Method 

The chapter describes the method used for the investigating parts of the work and provides a 
background to this. 

2.1 Qualitative methods 

Authors usually distinguish between two different research methods, qualitative and quantitative [10]. 
The difference between the two methods lies in the type of data they produce, which affects what 
approaches are possible. According to Patel and Davidson, a quantitative research works with 
statistical information, but a qualitative works with verbal methods of analysis [11]. 

  
The qualitative research method can be a good approach when trying to understand the softer sides 
of a problem. The method is based on verbal analysis and less structured in-depth interviews which is 
suitable for more explanatory and interpretive answers [11]. A qualitative approach is usually more 
interesting to use when trying to understand the group studied more thoroughly. It is therefore best 
suited when the researcher is not completely familiar with the problem area. 

 
In this thesis, a qualitative approach consisting of interviews with persons in the organization as well 
as observations has been carried out. This approach was chosen to be able to build up a broad 
foundation of understanding of the company as well as the problem area. 

2.2 Primary and secondary data 

Primary data can be seen as new data, collected for the purpose that you are interested in, while 
secondary data has been collected for other purposes [10]. Primary data is information collected 
specifically for the study. It is the sort of information collected for the first time, directly from the 
source [12]. It can be an interview handled face to face, over email or over telephone.  

 
Literature in written form is classified as secondary data. This information is usually produced for 
other purposes that the actual study and it is therefore important to be aware of that the information 
could be biased or not complete [12]. For example, the information could have been collected with 
the purpose to highlight a different problem area than the current case study is researching. 

 
In this thesis, information has been obtained from both primary and secondary data. The primary 
data has been obtained from interviews while the secondary data has been obtained from literature 
studies and internal documentation at the company. 

2.3 Data collection 

Before the actual work could be carried out it was important to understand AMF's methods of 
working and to get an overview of their IT-systems. Different departments at AMF had created their 
own view of what the data flows and information controls looked like. It was therefore important 
create a uniform picture of the IT-systems and data flows which applies to the whole enterprise. In 
order to create comprehensive models corresponding to the IT-architecture at AMF, information 
related to their products, business processes, and information systems had to be collected.  

 
Information was sought mainly through two sources. The necessary information for an overview of 
AMFs IT-systems and their information flows was obtained through their intranet and through 
conversations with the supervisor at AMF. But to achieve a more detailed view, it was important to 
carry out interviews with people responsible for the different systems and flows, because the 
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information sought was not available anywhere else other than directly from them. However, the 
basic knowledge captured in the first stage was necessary to be able to carry out rewarding interviews. 

2.4 Interviews 

A great advantage when using interviews as a method for collecting data is its flexibility.  It allows the 
interviewer to probe responses and follow up on ideas in a way that is not possible when working 
with surveys. Interviews are categorized as structured, semi-structured and unstructured. In structured 
and semi-structured interviewers the interviewer can simply mark down answers to a premade 
questionnaire that can be readily summarized and analyzed. In reality, no interviews can be considered 
as completely unstructured, what it refers to is an interview that works a guided conversation [12]. 

 
Semi-structured in-depth interviews were used in this thesis. The reason why this type of interview 
was chosen is because that is has a higher level of structure and allows for more focus than the 
unstructured interviews while it still has a certain degree of flexibility and adaptability in the way that 
it is conducted. Interviews were performed in several stages. The first round of interviews was carried 
out to gather information about the different information flows and to learn about different people’s 
opinions on data management, controls and common data errors. Subsequent interviews was later 
performed to verify information and to obtain feedback on proposed solutions developed.  
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3 Theory 

This chapter forms the basis of the academic depth of the thesis. The reader will gain understanding 
of information controls and the method used for benefit evaluation. 

3.1 Information controls 

Today, more and more IT systems are automating business processes. A result of this is that 
compliance programs, set to meet standards controlled by government laws and regulations, now 
need to consider system-based controls to keep up with changes in business processes and new 
system functionalities. Moving to an extensive reliance on IT systems, a need for controls over such 
systems has arisen. “IT controls commonly include controls over the IT environment, computer 
operations, access to programs and data, program development, and program changes. These controls 
apply to systems that have been determined to be financially significant.” [13]. 

 

Information controls, as referred to in thesis, are routines or procedures that can validate data at rest 
and data in motion to detect errors and anomalies. Controls carried out by people are referred to as 
manual controls while computerized controls are referred to as automated controls. By contrast to 
manual controls, automated controls provide more capability to verify and validate data, simply 
because they are not dependent on the amount of manpower. An automated control can for example 
consist of rules built in to a system so that the system monitors itself, or it can be carried out by a 
standalone system. A system with the ability to monitor other systems and data flows is referred to as 
an information control tool.  

 
In order to support the data quality management requirements specified in the Solvency 2 directive, 
information controls should be able to verify the content and format of the data. They should also be 
able to reconcile and balance information, as well as track information as is traverse though different 
systems, hence a standalone information control tool is preferred. The following subsections will 

more thoroughly discuss characteristics that information control tools should have. 

Independent 

An important characteristic of information controls is that they should be independent from the 
systems that they control. This feature can be derived from fundamental principles in auditing 
regarding impartiality and independence. Rules for this can be found in the Swedish Auditing Law 
and in rules and guidelines for Internal Audit [14]. 

 
Insurance companies are regulated by the Solvency 2 directive, which includes several requirements 
on independent validation and procedures for auditing. The European Insurance and Occupational 
Pensions Authority state that: "The independence within the validation process is essential to effective 
validation, as it creates objective challenge to the internal model. Specifically the validation policy 
should set out how independent review, external or internal, is being used within the validation 
process." [15]. 

 
Basel Committee on Banking Supervision has in BCBS 239 presented a set of principles to strengthen 
banks’ risk data aggregation capabilities and internal risk reporting practices:  

"A bank’s risk data aggregation capabilities and risk reporting practices should be: 

(a) Fully documented and subject to high standards of validation. This validation should be 
independent and review the bank’s compliance with the Principles in this document. The primary 
purpose of the independent validation is to ensure that a bank's risk data aggregation and reporting 
processes are functioning as intended and are appropriate for the bank's risk profile. Independent 
validation activities should be aligned and integrated with the other independent review activities 
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within the bank's risk management program and encompass all components of the bank's risk data 
aggregation and reporting processes. Common practices suggest that the independent validation of 
risk data aggregation and risk reporting practices should be conducted using staff with specific IT, 
data and reporting expertise.” [16]. 

 
As a pension insurance company, handling customers’ money and transactional data, it is of utmost 
importance getting information right every time. Information controls should therefore be 
independent from the applications, processes, and systems handling the transactional data. Having an 
IT system to monitor itself is not ideal. If the data logic fails for some reason, there is a risk that both 
the operating and controls are affected.  

 
Another focus area, maybe even more importantly, are the interfaces between the systems. They are 
subject to information loss and errors that may not be discovered by built in system controls. 
Therefore, an overarching solution that carries out end-to-end monitoring is prefer-able, since it can 
compare information controls and detect where in a dataflow an error has occurred. Independent 
information controls can detect errors beyond the boundaries of a single system. They have the ability 
to monitor information flows both upstream and down-stream from a system, as well as monitoring 
multiple systems simultaneously. This allows for better error detection and prevention that 
information errors spreading into other systems. 

 
Embedded controls built into a system cover a limited scope and they are also subject to errors and 
failures of the system they are embedded within, when the system fails the controls embedded within 
it may also fail. Information controls should therefore operate independent of the domain they 
control so that they are available and fully functioning at all times. This way, the control tool can store 
information regarding information and detect where an error occurred. Data that otherwise may have 
been lost at the occasion of a system that was not available. 

Standardized 

“Standardized technology enables the leveraging of existing components, staff, and skills to develop 
and maintain systems. Standardized platforms are also important in developing a pricing model that is 
easy to understand and manage.” [17]. 

 
If an organization implements rules and controls inside existing systems, it results in a fragmented and 
distributed control architecture where the controls act in isolation from each other. This makes it 
difficult or even impossible to achieve overarching process controls. At the same time, manual labor 
dependency will be evident and costs of management will increase. 

 
Take for example an audit scrutiny for the Financial Supervisory Authority, where they want to know 
that a company has full control over the transactional data flowing through their systems. If then the 
company fully relies on built in controls in every system such as billing system, financial reporting 
system, insurance system, etc. Then the persons carrying out the auditing has to understand every 
single system to gain confidence that each system’s controls are running properly. 

 

Ad-hoc controls are usually implemented or acquired over time when a need has emerged. They are 
often system specific controls that require training of control administrators to be able to get an 
overview on multiple systems. It increases the costs linked to maintaining the controls. Standardized 
controls, by contrast, are implemented enterprise-wide to monitor applications, platforms and 
processes. Thus a standardized approach requires less training of controls administrators and makes it 
easier to maintain and build new controls across the whole enterprise. Standardized controls, 
consistent in their design, deployment, and operation are therefore preferable to a plethora of built-in 
system controls.  
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Capture 

Extraction, transformation, and loading (ETL) processes are responsible for the operations taking 
place in database usage and data warehousing. The process extracts data from data sources, 
transforms data to the proper format or structure and loads it into the final destination [18]. These 
steps subject the data to unnecessary risks of becoming changed or corrupt. 

A well-functioning solution should instead be able to capture the information from its originating 
source and in its existing format. The capture capability should not require any programs or manual 
efforts to collect the data needed. Such intermediate processes are subject to inconsistency of those 
programs and human errors, and poses an unnecessary risk of corrupting the data. Another limitation 
of intermediate capturing is that it may slow down the process, which prevents the controls of 
executing in real-time. An information control tool must therefore have support for multiple 
mediums, such as different types of files, applications, spread-sheets, etc. 

Compare 

An auditor must be able to compare and verify data against standards to determine if a discrepancy 
exists [17]. Having standardized controls throughout the enterprise facilitates and enables automation 
of controls between systems. The controls can then compare or verify information through cross 
checks where the information can be captured from multiple internal or external sources. For 
example, compare a flow of transactional data with actual transactions to a bank account. With a 
single system, monitoring carefully chosen systems and interfaces, tracking controls and comparison 
controls can be carried out in a critical dataflow. In this way, a clear overview is achieved and it 
provides a confidence that each system is running correctly. 

Continuous 

Information controls must be available to run whenever and as often they are needed, as certain 
events occur or on a scheduled basis. It can be triggered when a transaction file arrives or it can be 
activated over a period of time when certain information is expected to arrive. Continuous controls 
provide and automated behavior so dependence on manual processes and interventions is reduced. 

 
Deloitte Development LLC defines Continuous Monitoring: 

"Continuous monitoring enables management to continually review business processes for adherence 
to and deviations from their intended levels of performance and effectiveness." [19]. 

 
Gartner discusses Continuous Controls Monitoring for Transactions: 

“The traditional method to monitor that policies and rules are being followed is manual sampling of 
transactions. However, manual sampling is labor-intensive, is expensive, lacks timeliness, represents a 
tiny fraction of the transactions and will often not find a singular event such as a single instance of 
fraud.” [20]. 

 
Continuous monitoring of a dataflow helps to achieve visibility and to improve the data quality. It 
gives the company a clear overview of what transactional data is actually being sent and the need for 
manual sampling is repealed. Therefore they always need to be available, so they can run as often as 

the underlying systems and information needs them to. 

3.2 The PENG working method 

This thesis investigates the need for changes or addition to the current information controls at AMF 
and one possible solution can be to invest in an information control tool. IT investments can be 
difficult to valuate, especially when it comes to IT systems, since the information that an IT system 
contains can be more much more valuable to some companies compared to others. To be able to 
valuate controls of AMF’s critical data flows, a benefit valuation model called PENG was used. 



 

 

Dept. of Industrial Information and Control Systems 

KTH, Royal Institute of Technology, Stockholm, Sweden 

-10- 

 

PENG is a Swedish model that is shaped by three senior consultants that primarily works with 
organizational development, project management and benefit evaluations of IT investments. PENG 
was acquired by Sigma in 2013. The model is divided into three phases and ten steps that can be seen 
in Table 1. The different steps are described briefly in the following subsections. All information in 
this sub chapter is based on a book titled “Öka nyttan av IT” [21], written by Lars Erik Dahlgren, 
Göran Lundgren and Lars Stigberg, founders of the PENG model. 

 

Table 1 – The different steps of the PENG method [21]. 

Preparatory phase Step 1 Determine purpose 

Step 2 Create awareness 

Step 3 Determine and delimit the object 

Step 4 Describe the object 

Analysis phase Step 5 Identify the beneficial effects 

Step 6 Structure the beneficial effects 

Step 7 Valuate the beneficial effects 

Step 8 Calculate the costs of benefits 

Quality Assurance phase Step 9 Validate and assess risks and obstacles 

Step 10 Calculate net benefits 

Determine purpose 

The first step works to determine the purpose of the benefit evaluation. A benefit evaluation can have 
several purposes. It can be used to follow up on existing investments, or to determine the benefits of 
potential future investments. It is important to determine the purpose early in the project because it 
has effects on the rest of the process. In this project the evaluation will be used for decision-making 
to see whether it is beneficial for AMF to invest in controls of their critical data flows or not. 

Create awareness 

According to the founders of the PENG method, the quality of the benefit evaluation is very 
dependent on that the right people are involved. I.e. people who possess knowledge about the chosen 
area as well as solid business knowledge. A common problem with IT projects is that they are limited 
to an IT perspective. While on the other hand, a benefit evaluation is more about the benefits of the 
business. Therefore the evaluation must focus on the whole picture and view IT solutions as a natural 
part of the business. It is therefore important to motivate the right people, and this is best done by 
raising awareness of the need at the executive management. 

Determine and delimit the object 

In the first step the purpose was determined and it gives an idea of the area of interest. However, this 
can be quite vague and different people may have created their own idea of what is to be included in 
the evaluation. In this stage it might be decided upon to dig deeper into some systems while leaving 
other out of the benefit evaluation. 

Describe the object 

The goal is to compare the benefits of the current state and the future state of the focus area. To 
facilitate this work and to make a more exact evaluation, it is useful to describe the chosen processes 
and systems linked to the both states. It can also be useful to use models and to create prototypes to 
visualize the process. 
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Identify the beneficial effects 

In this stage, people in charge and people with knowledge of all parts of the affected processes and 
systems are represented to identify the benefit effects. In order to get a trustworthy PENG evaluation 
it is important to identify as many benefit effects as possible. Aspects which later shows to be of less 
importance will be phased out later in the valuation process. A commonly used method is to hold 
brainstorming meeting where the participants all have focused on benefits on different levels. 

Structure the beneficial effects 

After the benefit effects are summed up, it is time to structure them to get a better overview. The 
benefit effects are grouped in main areas such as better quality, higher revenues, better customer 
service or lower costs. The main benefits are linked to corresponding sub benefits which can be 
visualized to get a better overview. The main benefits are placed to the left whereupon the sub 
benefits are placed to the right when moving deeper into the structure. With a visual structure in 

place, one might come up with ideas on how to break it down even further where needed. 

 

 

Figure 1 – Example of a benefits tree structure [21]. 

Valuate the beneficial effects 

According to the founders of the PENG method this is the most difficult stage, this is where values 
are linked to the earlier identified benefits. There’s no exact science on how these numbers should be 
calculated, PENG does not include any framework for how it should be done. It is up to the people 
carrying out the benefit evaluation to make their own assumptions, however to get a good estimation, 
analytic work should be carried out by people with the right expertise. 

 
The valuation can for example be to put a value on “less deviation management”. An investigation will 
then take place to see how much time is spent on deviation management each year and how much it 
costs for the company. This will give an approximate cost reduction which is a good estimation on 
how much impact the effect has compared to other beneficial effects. To facilitate the calculation of 

the total benefits, it is advised to fill in the values into spreadsheet systems, e.g. Microsoft Excel. 

Calculate the costs of benefits 

In this stage, it is time to define and valuate the costs of benefits. The objective is to come up with the 
costs necessary to achieve the identified benefits. Regardless how investments are usually accounted at 
the company, they should be included in the cost item as depreciation and interest. One has to be 
careful to calculate every cost in the same way. Hidden costs should be accounted for. They are costs 
that cannot be seen in the accounting and they can be hidden within other cost items. An example of 
a hidden cost is IT hassle. 

Increased profitability 

Higher revenues 

Larger volumes 

Higher price 

Lower costs 

Better planning 

Lower delivery costs 
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Validate and assess risks and obstacles 

The earlier identified benefits are to be divided into three different classes as seen in Table 2. The 
different classifications represent different levels of security, where green is the safest, and red is the 
least safe. Another aspect is time, the green benefit is often applicable immediately, while yellow and 
red benefit is usually realized after certain improvements are perceived by the customers. After the 
classification is done, it is time to carry out a risk analysis. It should include potential barriers that can 
compromise the desired benefits, along with measures to eliminate or reduce the barriers. 

 

Table 2 – Different types of benefits. 

Green benefit Direct benefit. E.g. reduction in personnel = lower labor costs 

Yellow benefit Indirect benefit. E.g. enhanced customer service = higher revenue 

Red benefit Difficult-to-evaluate benefits. E.g. better image among the customers 

Calculate net benefits and benefits factor 

The final stage and the least complicated involve summing up the results and two new concepts are 
introduced, net benefits and benefits factor. Net benefits is usually the most interesting value when 
assessing an investment's profitability. The benefits factor can also be used as a measure where the 
factor has to exceed a certain value for an investment to be approved. 

 

Net benefits = (Beneficial effects) – (Cost of benefits) 

Benefits factor = (Beneficial effects) / (Cost of benefits) 

 

A well-conducted beneficial analysis is no guarantee that the benefits will occur. An important factor 
of success is to designate people with the responsibility to make that the different benefits are 

fulfilled. 
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4 Information flow 

This chapter presents the flow chosen for this case study. System architecture, information systems 
and information controls are described in more detail in the following subsections. Information in 
this chapter is based on investigative work; analyzing internal documentation, as well as interviews 
with staff at AMF. The interviews lay as the base for choosing the particular flow. It showed to be the 
most business crucial data flow at AMF, but also a data flow struggling with receiving data of low 
quality from AMF’s suppliers, the collective insurance administrators. A list of the people that were 
interviewed can be found in Appendix D. 

4.1 The flow 

The focus area of this thesis is the flow of information between the collective insurance 
administrators and AMF. It is by far AMF’s largest information flow since it contains all customer 
data and pension transactions from AMF’s external actors, and it is a prerequisite for AMF to be able 
to carry out their business. The files and messages sent from the collective insurance administrators 
contain various types of transactions such as new subscriptions, customer migration and insurance 
premiums. The information and its format differ somewhat depending on how the products are 
designed, as well as the technical platform over which the messages are sent. Files and messages can 
for example be sent as XML files, uploaded using a FTP client or sent directly to AMF in a 
mainframe computer environment. Depending on the type of product and the transfer medium, the 
messages take different routes through AMF's IT systems. In the end, all different files end up in one 
of AMF’s two pension insurance systems. 

 
Another part of this critical dataflow is transactions of money to AMF, where each collective 
insurance administrator sends a large chunk of money every time they send in premium messages. 
AMF must be able to reconcile these transactions with the corresponding transfer of messages from 
the collective insurance administrators so that each customer gets the right amount of money to their 
pension account. As a pension insurance company, AMF has to follow rules such as the ones 
specified in the Solvency 2 directive. For example, pension premiums sent from collective insurance 
administrators has to be placed in funds within a certain number of days otherwise AMF risk 
penalties in the form of fines. It is therefore important that a complete delivery of premiums reach 
the insurance systems, and later the accounting system in time so that AMF can commence the fund 
trading. 

 
AMF has many processes that are using the information sent from the collective insurance 
administrators. E.g. new customer subscriptions, disbursement of pension money or existing 
customers moving their insurances to another pension insurance company. It is therefore essential 
that the information is consistent throughout the whole flow. Especially since AMF is handling 
pension insurance, the customers must feel confident that their money is secure. AMF currently has 
two insurance management systems in use, but in 2016 they are launching a migration where all 
pension data will be managed in the newest system. This means that all pension data being managed 
in the old system has to be redirected to the new one. Therefore, this thesis will focus on a data flow 
where all files are already being sent to the new insurance management system. This way the solution 
will later be applicable to the other collective insurance flows one the migration is complete. 

 
A survey of the flow between AMF and one of their collective insurance administrators, Fora, is 
presented in this chapter. Fora sends pension files to AMF once or twice every month according to a 
schedule that has been agreed on between the two companies. This process can be seen as three 
different phases, planning, file transfer and bank transfer. These phases are presented more 
thoroughly in the coming sections. 
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Figure 2 – An overview of the dataflow between Fora and AMF. 

4.2 Information systems 

Following information systems are involved in the collective insurance administrators flow. Together 
they are responsible for that AMF’s core business is functioning properly, i.e. managing data traffic 
and transactions to and from their customers and external actors. 

Insurance system 1 

Insurance System 1 is AMF’s oldest insurance management system still in use. It was developed at 
AMF and is based on COBOL and runs on z/OS mainframe computers. The insurance system is 
where the properties of AMF’s insurance products are being stored and managed. Insurance System 1 
will be phased out as AMF is migrating to a newer system; therefore only old insurance products are 

still handled here today until the migration is completed. 

Insurance system 2 

Insurance System 2 is AMF’s new insurance management system. After the migration is completed 
this system will manage all of AMF’s pension products. Insurance System 2 has a built-in functionality 
for direct communication channels with banks over FTP, so the communication does not have to go 
via the Integration hub and DataPower like it does for other systems at AMF. 

Accounting information system 

The Accounting Information System is a business management software with focus on financial 
management and e-commerce. It includes AMF’s general ledger, accounts ledger and purchase ledger. 
The Accounting Information System supports Microsoft SQL Server and Oracle, but it is currently 
running on a proprietary database server system from the supplier. 

Integration system 

The Integration System consists of different subsystems, all with the task to integrate the different 
applications and services at AMF. The subsystems touched upon in this thesis are File Central, 
DataPower and Integration Hub. 

File central 

Using FTP, the File Central collects, stores, manages, and distributes information between AMF and 
their suppliers. Collective insurance administrators can securely exchange pension data with AMF’s 
file central over encrypted connections using FTP. 
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DataPower 

DataPower is an integration and security platform which allows AMF to handle all B2B 
communication in a secure and consistent way, regardless of protocol. 

Integration hub 

The integration hub's role is to provide data transfer between AMF’s different IT systems. The data 
transfer can involve integrating data from multiple systems into one system and transformation of 
data from one format to another format. The system is based on IBM Message Broker and IBM MQ 
Series. 

Splunk Enterprise 

Splunk Enterprise is a system that is specialized on log files. It can be used to scan, index, and analyze 
log data of different types, such as text files, database tables, SNMP, syslog etc., as long as the format 
can be converted into a textual representation. When log data has been indexed, Splunk offers 
advanced capabilities to efficiently view and search through the information. 

4.3 Planning 

Fora sends a forecast 

Fora sends an email to the production team at AMF including a forecast. The forecast contains 
information about what kind of pension data will be sent in the file transfer phase and how much 
money will be sent in the bank transfer phase. 

Production team 

The forecast is computer generated and is therefore difficult to interpret. A member of the 
production team that can parse the forecast, manually converts it to an Excel file and sends it to 
stakeholder in the company, for example, the Cash Flow Projection Group and the Asset 
Management Group. The Excel forecast is also used by the Production team to reconcile pension 
messages later sent by Fora. 

Asset management group 

The asset management group receives the Excel forecast, whereupon they start planning the 
upcoming placing of the pension money which will take place as soon as the bank transfer has been 
conducted. 

4.4 File transfer 

Fora sends pension data 

Fora sends pension data to AMF in XML format, it contains all updated information that AMF needs 
to know about the customers’ pension insurances. For example, money transfers, options of pension 
products and customers moving to and from AMF. 

DataPower 

DataPower is the first link between AMF and Fora when it comes to XML file transfers. In the future 
it is desired that all pension data goes through AMFs DataPower. This is where a secure connection is 
set up between AMF and Fora. Syntax controls are carried out and everything that passes through is 
logged. 
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Integration hub 

The Integration Hub moves data between different systems at AMF, this is also where data is split, 
merged and transformed. These actions are performed by different IBM Message Broker flows inside 
the Integration Hub. Depending on the type message, the data takes a certain route through different 
sequences of IBM Message Broker flows in the Integration Hub, to finally end up in its destination. 
An example of this can be seen in figure 3. 

 

With different sequences of flows for different kinds of pension data, it has been difficult to set up a 
uniform monitoring solution in the Integration Hub that is suitable for all kinds of pension data. 
However, there is one Message Broker flow, HUB_323, that routes all data to and from Insurance 
System 2, and since all pension data will moved to that system eventually, this flow makes a suitable 
control point. 

 

 

Figure 3 – An example of IBM Message Broker flows within the Integration Hub. 

File server 

The pension files are placed in different directories on the file server by the Integration Hub. Files 
addressed to Insurance System 2 are placed its corresponding inbox on the file server where they are 
picked up. 

Production team 

The production team carries out a control where they compare the premiums passing through the 
integration hub with the forecasted value of premiums. A solution has been set up with Splunk to 
monitor the premiums values passing through a certain flow in the Integration Hub. If the two values 
match, they let the insurance system process the batch of pension files. However this solution only 
checks the amount of premiums, the other values in the forecast is not tested due to lack of time for 
manual controls. 

Insurance system 2 

The pension data is picked up by Insurance System 2 from its inbox on the file server and upon 
clearance from the productions team the batch of pension files are processed in the system.  

Insurance System 2 sends accounting files to the Accounting system once every day and it contains 
information about pension products and transfers that has been updated. As seen in figure 4, two files 
are sent, one text file and one PDF file. The text file that contains all kind of pension information is 
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sent to the Accounting system’s inbox on its application server, while the PDF file that contains 
summarized debit and credit information is sent to the File server so that an administrator in the 
production team can sign it for approval. 

Accounting system 

Accounting information from Insurance System 2 is sent to the inbox on the accounting systems 
application server, as seen in figure 4. 

 

Figure 4 – An example of the Integration Hub moving the two types of accounting files. 

4.5 Bank transfer 

Fora 

Fora transfers money to different AMF bank accounts depending on type of pension product. This is 
done according to the forecast earlier sent by Fora. 

Cash flow projection group 

Account reconciliation is carried out manually by the Cash Flow Projection group. Received bank 
transfers are compared to planned transfers in the forecast. The results are recorded in a spreadsheet 
and sent to an administrator in the production team. 

Administrator 

The administrator carries out a sum control, i.e. compares values received from the Cash Flow 
Projection Group with the accounting information reported from Insurance System 2 to Accounting 
Information system. If they conform, the controller digitally signs and approves the money to be 
placed in funds. 
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5 Gap analysis 

A gap analysis was carried out to analyze the needs for change regarding information controls at 
AMF. This chapter presents different states of the company. The current state corresponds to the 
present situation at the company including attributes to be improved while the future state outlines 
the target condition that the company wants to achieve. These conditions can be expressed in 
quantifiable terms or in general terms. In this thesis, they have been expressed in general terms. A gap 
between the current state and future state is identified and elements that make up the gap are 
presented in the gap description. The last step in the gap analysis presents possible remedies for 
bridging the gap between the current and future state. 

 
A gap analysis is useful at the beginning of a project or when developing a business case, it helps 
identifying tasks that needs to be completed before the project can be launched. Investigative work 
had to be carried out before a prototype could be implemented at AMF, and therefore a gap analysis 

was suitable for this thesis project.  

 
In this thesis, the gap analysis was carried out alongside the PENG, which can be found in chapter 7. 
The future state corresponds to the benefits that the PENG analysis is valuating. The PENG method, 
however, does not analyze possible remedies that lead to the future state, but the gap analysis does. 
This way they complement each other to give valuable information to AMF. Statements in the current 
state and future state are based on investigative work; analyzing internal documentation, as well as 
interviews with staff at AMF. 

 

5.1 Current state 

Syntactic controls in DataPower 

AMF’s integration platform for B2B traffic uses XML Schema Definitions (XSD's) which provide 
sets of rules that describe the interface and act as service contracts between AMF and their suppliers. 
The schemas check that the syntax of the messages is correct, but it does not carry out any semantic 
controls. This means that the schemas does not control whether the content of the messages is 
correct, it will only check that a message is of the right format. 

Manual control of premiums 

AMF has formed a production team with the mission to improve the reconciliation of incoming 
pension messages. The production team uses a document in which they record the forecasts and 
outcomes of messages from the collective insurance administrators. Through manual sample testing 
with support of Splunk they check that the amount of premiums that the collective insurance 
administrators have planned to send actually has arrived in the insurance system. However, this is 
time consuming and not all collective insurance administrators provide AMF with forecasts of what 
they are going to send which makes the reconciliation process impossible. 

Manual control of negative premiums 

One problem today is that some collective insurance administrators send negative premium messages. 
Meaning they want to withdraw money from the customers pension insurance instead of depositing 
money which corresponds to a positive premium. This happens when the collective insurance 
administrator has done some miscalculations and therefore deposited too much money to the 
customers insurance at AMF. When the inaccuracy is detected, they sometimes send a negative 
premium to get their money back, without informing AMF first. The problem is that if some time has 
passed before the error is detected the money has most likely already been placed in funds which 
make them unavailable. Therefore all negative premiums have to be intercepted and construed by the 
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production team, because if they are registered in the insurance system they can cause problems for 
AMF. This process is carried out manually and is time consuming. 

Detective work 

A major part of the production team’s work is carried out retrospectively. It can for example be when 
the outcome of the premium amount doesn’t match the forecast, or that someone detects that 
another parameter is out of order. When an error has been found, a detective-like work is initiated. It 
carries on until the faulty process is located and the error has been corrected. 

Splunk Enterprise 

Splunk is currently used by the Integration Hub administrators for troubleshooting and monitoring of 
the system. The administrators have configured rules in Splunk that triggers alarms in case of an error 
in any of the Integration Hub’s flows. All data passing through the Integration Hub is logged but it is 
not used nearly to its full extent. AMF has a contract with Splunk where up to 10 GB of data per day 
can be analyzed. As of today, only half of that capability is used. Information controls has been set up 
to monitor pension data upon request from the Integration team. These controls are used for the 
manual reconciliation of premium messages carried out by the integration team as described earlier. 
Moreover, a first implementation of Splunk in Insurance System 2 has been carried out where it is 
used to monitor the application servers and database servers of the system. 

Manual bank account reconciliation 

Bank account reconciliation is carried out manually by the asset management group. Received bank 
transfers are compared to planned transfers in the forecast. The results are recorded in a spreadsheet 
and sent to a controller in the production team for further evaluation. 

Differing view 

Different departments at AMF have created their own view of what the data flows and information 
controls look like, often from a perspective behind the system that they work with. Sometimes this 
results in a fussy area of what information exactly is flowing between the systems. Especially when 
information controls or actions are carried out manually by staff outside the IT department. This 
leads to unnecessary time spent on detective work and meetings with different department to 
determine what the situation looks like before the actual work can take place. 

Internal and external audits 

Like all companies handling insurances, AMF is required to demonstrate that they meet the 
requirements of Solvency 2 directive regarding data quality. Therefore they have to carry out both 
internal and external audits on where demonstration of data quality is to be proved. The internal 
audits are carried out by a group at AMF while the external audits have to be carried out by an 
independent auditing firm. These audits are required by law so they cannot be avoided, however the 
cost linked to them are linked to how time consuming they are. 

Log data 

Today data is logged in all steps of the dataflow just to be proactive when it comes to data quality 
issues. They solution makes sure that traceability is available if needed, but it requires data storage that 
grows larger and larger every day. 
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5.2 Future state 

More efficient controls 

There is a demand for a monitoring solution for the data flows that is not dependent on the amount 
of manpower. It should be able to run multiple checks simultaneously; instead of just controlling the 
premium messages, all kinds of messages from the different collective insurance administrators 
should be monitored. To reduce the time spent on manual controls, AMF would like to have 
automated controls with the following functionalities: 

 Control that premiums sent by the collective insurance administrators arrive at the insurance 
system as planned. It should arrive within a certain time frame and the amount of premiums 
should match what the collective insurance administrator had planned to send. 

 Control that transactions has been delivered by the collective insurance administrators. It 
should be delivered within a certain time frame and the amount should agree with the 

amount of premium data sent earlier. 

 Control that premiums has been processed in the insurance system. All premiums should be 
processed in the insurance systems within a certain period of that so that AMF can 
commence fund trading. 

 Control of negative premium values should be detected automatically in real time. Negative 
premiums cause problems for AMF and should therefore be detected as early as possible. 

More efficient communications of deliveries 

When AMF receive a large file transfer from a collective insurance administrator, it causes 
communication between different departments in the company that must reconcile that data has been 
delivered according to plan. To reduce time spent on communicating upcoming deliveries AMF 
would like to improve the following processes: 

 A forecast of what kind of pension data the collective insurance administrators are going to 

send should be communicated in real time. 

 The status of subscriptions, premiums, customer migrations and other pension information 
should be communicated in real time. 

 The status of payments from AMF to the collective insurance administrators should be 
communicated in real time. 

 The status of payments from the collective insurance administrators to AMF to should be 
communicated in real time. 

More efficient error handling 

AMF seeks to reduce the time spent on error handling. The production team should not have to 
spend manual efforts on detecting and locating an error to the same extent. To achieve this, following 
processes should be improved: 

 Reduce time spent on diagnosis of data errors. 

 Faster detection of unplaced premiums. 

 Prevent situations where a faulty batch of pension data is processed in the insurance system. 

Enhanced data quality 

AMF seeks to enhance the data quality to make sure that the correct data is delivered to the right 
system. To get a good overview and to ensure data quality, AMF would like to improve the following 
processes: 

 Upstream dataflow traceability where all steps in the dataflow can be demonstrated. 
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 Complete documentation of data flows and controls. 

 Ability to analyze and communicate the correctness of data sent to and from AMF. If faulty 
data is sent to AMF the sender can immediately be notified about the issue. 

 Reduce costs linked to internal and external audits of IT. 

 Reduce the amount of data being logged. 

5.3 Gap description 

Absence of comprehensive controls 

AMF lacks a comprehensive control solution that can carry out full monitoring of their data flows. 
Manual controls needs to be replaced by automated controls so that all pension data can be 
monitored. For example, the reconciliation of incoming pension messages is currently carried out 
manually. It is time-consuming and considers only a sampling of all the pension messages. A desired 
solution with the ability to keep track of all different values in the pension messages can therefore not 
be dependent on manpower. It would have to be of automatic nature to be scalable. 

 
If the business development personnel should be able to set up controls to make sure that their 
product specifications are met in reality, the monitoring tool has to be easy to use. Otherwise the risk 
is that they will turn to the technicians every time they need to set up new controls. That is something 
that AMF wants to avoid, they want to find a solution that is flexible, easy to use and to cut away the 
dependency of the few people with superior technical knowledge. It is also undesirable have 
technicians monitor the system or data flows that they have developed. It is better if the monitoring is 
carried out independently. 

 
Manual controls offer a delayed detective control capability at manual labor costs. These solutions 
have arisen in situations when AMF have been working to meet changing business needs or 

regulatory compliance requirements, for example the Solvency 2 directive on data quality. 

Deficiencies in continuous documentation 

Efforts have been made to map the IT landscape using Enterprise Architecture models, and 
documentation is done on a company wiki website. However, far from everything is documented and 
a lot the information is not up to date. The documentation of AMF’s IT architecture has not been 
updated as frequently as the actual changes to the IT architecture has been carried out.  As of today, 
approximately half of the IT department at AMF consists of consultants. If their knowledge and work 
is not documented in a proper way, the risk is that the knowledge they possess is lost once they leave 
the company. 

Ineffective usage of Splunk 

Most staff in the company doesn’t have the technical skills needed to set up information controls on 
their own in Splunk. It is based on extensive programming and IT systems analysis knowledge. This 
has led to a situation where the company is highly dependent on a few people that possess the 
sufficient knowledge. If a department at AMF wants to set up a control to make sure that their 
requirement specifications are met, they have to turn to the technicians. This leads to the technicians 
not being able to carry out their normal work as planned, because they have to spend time on helping 
everyone else in the company. 
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Forecasts 

At the moment, Fora is the only collective insurance administrator that provides AMF with a forecast 
of what data they are going to send. The reconciliation process of pension files from the other 
collective insurance administrators is impossible since AMF receive the files blindly. 

No selection of log data 

There is no clear documentation of what data log is needed and for what purpose, therefore no 
selection is made regarding what data is being saved. The current solution implies that log data is 
saved in all systems in the pension dataflow just to be on the safe side if an error occurs. 

5.4 Bridging the gap 

Automated control tool 

An ideal solution to assure data quality and comprehensive controls of AMF’s data flows would be 
through use of an automated information control tool. It would offer a scalable solution that provides 
AMF with flexible controls while providing an overview of their data flows. 

Automated information controls can be set up to verify, reconcile, and trace information as it flows 
through AMF’s IT systems and processes. In this way, errors can be detected early and appropriate 
staff members can be alerted depending on the type of error. This would help speeding up deviation 
management and error correction significantly and thereby lowering costs linked to manual labor. 

 
The monitoring would be done automatically and not depend on manpower, therefore it wouldn’t be 
a problem to scale up the solution. This means that instead of just monitoring the premium values, all 
the different pension messages could easily be monitored. If an error occurs, it should be detected 
automatically and it should be easy to go back and follow up where the faulty process is. A solution 
like that would save the production team a lot of time that they would usually spend on 

troubleshooting. 

 
End-to-end monitoring of data flows with carefully selected control points would provide an 
overview of the dataflow. The control tool can save the control data needed for traceability which 
facilitates IT audits and also unnecessary saving of log data can be reduced. 

 
A well designed solution for one collective insurance administrator could later be adjusted to work 
with messages from the other administrators. The same type of controls could be applicable for 
messages from the different collective insurance administrators. But some changes would have to be 
applied for the control to be reused, because the administrators don’t follow a standard mutually on 
how they format of their messages. 

Forecasts 

To facilitate reconciliation and enhance a clear overview of the pension flow, all collective insurance 
administrators should provide AMF with a forecast in conjunction with the sending of pension 
messages. The forecast should be sent digitally so that it can be controlled automatically. 

Survey of data flows 

A review of AMF's IT documentation is necessary to maintain a unified view of their data flows but 
also to facilitate the ongoing work with becoming more digital. Employees working with IT 
development must be encouraged to document all changes made in the IT architecture to keep it up 
to date. 
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Efficient use of Splunk 

Splunk is a really powerful tool if used correctly but since it is technically challenging, not everyone 
can use it. Therefore a more ideal application area should be found to do Splunk justice at AMF. 
System administrators at AMF usually have programming and system analytics background which 
facilitates the usage of Splunk. Therefore it would be a good idea to let them use Splunk as a tool to 
monitor their own systems for error detection and analysis of errors. 
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6 Pilot implementation 

The pilot implementation of an information control tool was one of the core parts of this project 
because AMF wanted to see how an automatic control tool would work with their pension data. The 
tool was therefore analyzed regarding usability, governance and cost. The procedure of developing the 
control architecture as well as an evaluation of the pilot is described in this chapter. Business sensitive 
details such as screenshots from the control tool have been left out in this report with respect to a 
non-disclosure agreement. The author carried out the work in this chapter unless stated otherwise. 
For example, a consultant at Infogix set up the controls inside the control tool that they delivered. 

6.1 Initial planning 

Meetings were held with representatives from Infogix, the company delivering the information 
control tool, to get a good level of understanding and structure what was to be done. It was agreed 
upon that the author would carry out a data flow analysis, including technical analysis of control 
points and rules controlling the data, before the pilot of Infogix’s tool Assure could be implemented 
at AMF.  

 
A data flow where the control tool could be implemented was chosen and a survey of the dataflow 
was carried out to identify information controls needed at AMF. The survey of the chosen flow is 
presented in the Information Flow chapter. When the chosen dataflow had been mapped, it was time 
to decide on suitable information controls and how they were to be designed. The gap analysis 
chapter addresses deficiencies to the current architecture and proposes possible remedies that 
considered when designing controls for the pilot. Furthermore, a literature study was carried out to 
determine crucial characteristics that an information control tool should have and they are 
summarized in the theory chapter. These characteristics have been used as a base to specify the 
requirements of the automatic information controls built in this pilot. 

6.2 Control points 

To get a good overview and to ensure data quality, end-to-end monitoring is something to strive for. 
Therefore it was desired to have controls points at the absolute beginning and in the end of the 
dataflow. A control point, as referred to in this thesis, is a source from where a control tool is able to 
monitor data in rest, or data in motion. It can for example be, monitoring of a systems log files, 
monitoring data on a temporary file space or monitoring transactions to and from a bank account. 
Once data from the control points is gathered, the information can be presented to, and further 
analyzed by the company staff. An example of this scenario is presented in figure 5. 

 
Since Splunk is already used successfully in the Integration hub, that system was avoided as a control 
point in this case study. One reason was because Infogix didn’t want to perform the same task in this 
pilot, which one of their competitors is already doing, but also because the integration group largely 
consists of computer engineers who possesses the right skills to set up controls in Splunk. This is a 
good opportunity to test how the two systems can be used concurrently. The following sub sections 
present the control points chosen for the pilot. 

Forecast 

To be able to automatically determine that AMF receive the correct data that Fora has planned to 
send, one control point should be the reading of the forecast sent from Fora to AMF. 
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DataPower 

DataPower is the first link between AMF and Fora in the dataflow chosen for this case study. This is 
where a secure connection between the two companies is set up. The DataPower is an essential 
control point to catch faulty data sent to AMF as soon as possible and also to achieve end-to-end data 
monitoring. 

Insurance system 2 

Insurance System 2 is the last information system in the flow of pension files. It is crucial that the 
correct pension data is registered in this system so that money can be placed on each pension and 
invested in funds etc. One control point should therefore monitor the data sent to Insurance system 
2. It is also crucial to have this control point to satisfy end-to-end monitoring of the dataflow. 

Forecast 

The last control point should be monitoring the bank accounts involved in transaction between AMF 
and Fora. It is important that the amount of money is correct and that the money arrives at AMF in 
time. 

 

 

Figure 5 – An example of the control tool monitoring the chosen control points in the dataflow. 

6.3 Data collection 

After a discussion with Infogix it was agreed that the pilot would be implemented on a machine 
provided by them instead of doing an implementation in one of AMF’s test environments. To be able 
to do this, data from the different controls point in the information flow had to be collected for the 
pilot. The data collection process is described in the following subsections. 
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Forecast 

The forecast from Fora is normally sent in an email to the Production group at AMF. The idea is that 
Fora will send the forecast as a XML file in the future so that the input of information to the control 
tool can be automated. For this pilot, the email content was duplicated to a text file to facilitate 
reading of the information and to imitate the information reading from an XML file. The layout of 
the forecast can be seen in Figure 5. 

 

 

Figure 6 – An example of the forecast sent from Fora. 

The different positions in the document had to be identified so that the control tool could be able to 
extract the information needed. This was done by interviewing the person in the Production team that 
manually converts the email content to an Excel spreadsheet every time the forecast is sent. 

Bank accounts 

Since the control tool was run on one of Infogix’s machines, the transaction information couldn’t be 
extracted directly from AMF’s bank accounts. Transactional data from the different bank accounts 
was therefore collected and duplicated to a spreadsheet. The bank account spreadsheet contains 
information about what bank account has been credited, the amount of money and when the 
transaction took place. An example of the format used can be seen in Table 3. 

Table 3 - An example of the bank accounts spreadsheet. 

Account Amount (SEK) Date 

Account 1 XXXXXX YYMMDD 

Account 2 XXXXXX YYMMDD 

Account 3 XXXXXX YYMMDD 

Account 4 XXXXXX YYMMDD 

DataPower 

Log files for the dates around the file transaction from Fora were collected from DataPower. The log 
files contain all XML files that have been sent during that period of time. A schema for how the XML 
files interface is structured was used to facilitate the mapping of sent pension files. The XML files 
logged in DataPower contains premiums on a detailed level, i.e. premium amounts for every single 
customer can be deduced from the files. 

 
The log files contained all XML traffic for one specific day resulting in very big files. They had to be 
simplified so that the control tool would be able to run them. Therefore the log files were filtered on 
information, leaving only rows of information containing traffic between Fora and Insurance System 
2. 

Insurance system 2 

Log files from Insurance System 2 were collected. After a first inspection it was concluded that the 
log files were unstructured and very difficult to interpret. A meeting was held with a technician of the 
supplier of Insurance System 2, with expectations that they might be able to help mapping the log 
files. However, it soon became clear that it was going to be difficult to extract the information needed 
from the log files, especially under the scope of this project. The technician recommended that the 
information should be extracted elsewhere and not from the log files, another solution had to be 
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found. Therefore accounting information files sent from Insurance System 2 to the Accounting 
system was collected. 

Accounting information 

Accounting information is sent daily in the form of text files from Insurance System 2 to the 
Accounting System. The files are placed on a file space where they are processed by the accounting 
system. The accounting files were duplicated from the file space so that the control tool could use 
them in their original format. An example of the accounting file can be seen in Figure 6. 

 

Figure 7 – An example of the accounting file. 

 

The design of the accounting files had to be examined so that the information needed for the pilot 
could be extracted. This was done by interviewing employees on the business operations and 
accounting departments at AMF. Information from the interviews together with a spreadsheet 
containing information on AMF’s bank accounts, business areas and activities, provided the 
information needed to map the accounting files. Each row in the files corresponds to a transaction 
and certain fields on each row contain information about each specific transaction. The transactions 
in the accounting file are shown on an aggregated level, i.e. they are presented as the sum of all 
premiums for a certain pension products and not as individual transfers for each customer. 

6.4 Information controls 

With the controls points in place, it was time to decide upon information controls to be carried out 
between the different control points. Using the control requirements specified in chapter 3, the 
following information controls were chosen to achieve end-to-end monitoring of the data flow. 

Reconciliation: Forecast and DataPower 

This control reconciles premium amounts in the forecast with the pension data passing through the 
DataPower. This way, faulty transfers of pension data can be detected in an early stage and parties 
concerned can be notified. 

Reconciliation: DataPower and Insurance System 2 

This control reconciles the data passing through DataPower and the data registered in Insurance 
System 2. If they don’t match, one can draw the conclusion that data either is stuck or has been 
compromised in the Integration Hub. 

Reconciliation: Insurance System 2 and bank accounts 

This control reconciles premium amounts registered in Insurance System 2 with transactions to and 
from AMF’s bank accounts. 
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6.5 Development 

With the controls points’ data collected and requirements of the information controls specified, it was 
time to develop the controls in Infogix Assure. This step was carried out by a consultant at Infogix. 
However there was an ongoing discussion to provide the consultant with the necessary understanding 
on how to interpret and extract the data correctly. 

6.6 Test evaluation 

Once the information controls were fully developed, it was time to test the tool on the collected data. 
The test was carried out on the two pension products from Fora whose pension data is managed in 
Insurance System 2. 

Reconciliation: Forecast and DataPower 

The control tool summed up the detailed premium values in the XML files from DataPower and 
compared it to the corresponding aggregated values in the forecast. The reconciliation was successful 
which indicated that the correct amount of premiums had been sent to AMF. 

Reconciliation: DataPower and Insurance System 2 

The summed values of premiums from the control point in DataPower were used for comparison 
with the corresponding aggregated premium values in the accounting file. The first product passed 
the control without any remarks since the values were equal in both control points. However, for the 
second product a difference in -11,739 SEK was found, this indicates that this amount of premiums 
hasn’t yet been placed for one or more customers’ pension insurance. 

Reconciliation: Insurance System 2 and Bank accounts 

This control compared the aggregated premium values in the accounting file with the transactions to 
AMF’s bank accounts. The reconciliation was carried out successfully, which indicates that the two 
values matched. 

6.7 Functionality evaluation 

The tool was evaluated regarding its functions and usability. A summary of these is presented in the 
following section: 

Dashboards 

The tool has a dashboard that provides a clear overview of the dataflow and its information controls. 
The dashboard can be customized to fit different people’s needs in the business. Controls can be 
added or removed in different dashboards to highlight different interests. For example, one view can 
focus on a certain system on a detailed level with more system specific controls, while another view 
provides an overview of the whole dataflow with more generic controls. To provide a clear overview, 
the control points and corresponding controls are colored blue before the control has been carried 
out, once it’s done the color changes to green if no remarks are found and red if an error is detected. 

Data handling 

The information control tool reads data in its original format and it is compatible with different type 
of data such as reports, XML, EDI, Real time message, Database, Excel, and many more. This way 
the data doesn’t have to be changed or saved in a specific format for the controls to be carried out. 
Once data has been read by the tool, a file containing only the necessary information is saved to a 
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server to provide the ability to go back and review old controls and reports. This helps to keep down 
the amount of data that the company has to store. 

Error handling 

Once an error is detected, the tool will warn about the irregularity and if needed the employees 
concerned will be notified by email. The tool comes with a built-in error management system, which 
allows staff to document their work linked to an error. Automated emails, reports or attachments can 
be sent to other staff to inform them about the correction process. 

Reporting 

Infogix’s control tool offers a built-in reporting engine which allows the users to create ad-hoc reports 
using graphs or charts. Another functionality that the tool offers is automatic reports. They run on 
preset requirements or events and can be used to provide stakeholders periodically with scheduled 
reports. 

Quality assurance 

Infogix Assure has quality assurance functionality for data flows and information controls. It provides 
clear documentation of where information was collected and how the information controls were 
carried out. This is an important functionality when demonstrating data quality and it facilitates 
internal and external audits significantly. 

6.8 Usability evaluation 

Setting up control points 

A preparatory technical analysis was required from the company before the consultant of Infogix 
could set up control points to extract the correct data. The analysis includes mapping of rules that 
controls and changes the information along the dataflow as well as schematics of the data itself. 

When the technical analysis was done the consultant at Infogix could extract the information needed. 
This step requires both system analytics and programming knowledge to be able to instruct the tool 
where to extract the data and how it should be interpreted. Once the schematics of an XML file had 
been inserted to the tool, different pension values could be extracted from the file. 

Setting up information controls 

Once the tool is able to extract the correct information from the control points it is possible to start 
setting up information controls. Infogix Assure includes a set of useful rule based controls which 
facilitates the work of setting up information controls. It includes functionalities to control data 
quality, detail, summary, reconciliation, file monitor, scan, point-to-point, tracking and timeliness.  

Setting up the controls does not require extensive programming. Information is collected from the 
previously set up control points by short commands that can be compared with Excel VBA. This step 
might require very basic programming knowledge or at least willingness to learn the tool. 

Usability 

When information controls has been set up the tool is easy to use. Different views can be reached and 
dashboards can be created by anyone in the company. Control reports can be reached simply by 
clicking a certain control in the dashboard. This kind of view provides more detailed information 
about the control and its results. 
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7 Benefit analysis according to PENG 

This chapter describes how the PENG method was used to evaluate the benefits and costs of 
controls of the critical data flows at AMF. The objective of this chapter is to analyze whether it is 
beneficial for AMF to invest in an automated information control tool. The tool from the pilot 
implementation will be used to demonstrate the costs of such an investment. With respect to a non-
disclosure agreement between AMF and Infogix, business sensitive details such as costs of the control 
tool and the size of benefits have been masked with an ordinal scale. 

7.1 Object description 

Determine the object 

The introduction of controls of critical data flows at the AMF will be analyzed. 

Determine the purpose 

 Create a basis for decision making. 

 Create a common understanding at AMF regarding the critical data flows. 

Delimitations 

The PENG analysis is delimited to only analyze the collective insurance flow which is the most 
critical of AMF’s data flows. However such a solution could later be applied to other information 
flows in the company but that will not be taken into consideration in this investigation. Obstacle 
analysis and repatriation responsibility was not taken into consideration since this is a feasibility study 
and the company still has a long way to go before an investment decision. 

Stakeholders 

 IT Management Team. 

 Organizational and IT development 

 Other staff within AMF. 

 Customers of AMF. 

 Collective insurance administrators. 

Current state and future state 

Current state is the current status of AMF’s critical dataflow when the analysis is carried out. Future 
state is the status that AMF would like to achieve when the object has been put into use. These two 
states are described in the GAP analysis chapter. 

Beneficial period 

The period of which the benefits will be analyzed has been decided to 5 years. 

7.2 Identified and structured benefits 

The identification of the beneficial effects was carried out alongside the parallel work with the survey 
of the critical dataflow. Four main beneficial effects linked to controls of the critical dataflow were 
identified as seen in Figure 12. With these main benefits as a base, sub benefits that target more 
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specific beneficial effects within the same area could be identified. Many of the ideas for beneficial 
effects came up during interviews with personnel from different departments at AMF, which was 
good in order to get different views on the same object. Therefore, the benefits used in the benefits 
analysis can be derived from the future state in the Gap analysis. 

 

 

Figure 8 – Tree structure of the chosen object and the main beneficial effects. 

 
The beneficial effects were gathered and imposed in a benefit tree structure in order to provide a 
better overview. Discussions around the identified benefits and how they were going to be structured 
resulted in that new beneficial effects were identified and that some were merged or taken away. The 
final tree including all the structured beneficial effects can be found in Appendix C. The beneficial 
tree structure works in the way that benefits to the left is the sum of its sub benefits to the right. 

7.3 Benefit evaluation 

When the final benefit structure was decided upon, it was time to assign values to each beneficial 
effect. The assessment of labor costs, times and investments used in the benefit evaluation, are based 
on information from interviews with employees and with the use of internal sources at AMF. A 
plausibility check of the estimated values was carried out with the chief IT architect at AMF where the 
reasonability of each estimate was discussed. The sub benefits are assigned with values that are 
summed up to the main benefit. In the end all main benefits are summed up to give the total value of 
the benefit analysis. In line with a non-disclosure agreement with AMF and Infogix the values have 
been masked in an ordinal scale as following, A, B, C, D, E, G. With A, representing the highest 
amount interval, and G the lowest interval. 

 
A full-size tree of the all benefits with their corresponding values can be seen in Appendix C and a 
more detailed estimation of the different benefits can be found in Appendix A. As seen in Table 4, we 
have total of B in direct benefits and E in difficult-to-evaluate benefits. The sum of the different 

types of benefits corresponds to A. 

  

Controls of critical 
dataflow 

More efficient 
controls 

More efficient 
communication 

of deliveries 

More efficient 
error handling 

Enhanced data 
quality 
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Table 4 – The identified benefits. 

Type of benefit Direct Indirect Difficult-to-evaluate 

More efficient controls D   

More efficient communication of deliveries E  G 

More efficient error handling E   

Enhanced data quality B  F 

Total benefits B  E 

7.4 Cost of benefits 

The estimated costs over five years can be found in Table 5. They are based on a cost estimate 
provided by Infogix as well as estimated costs at AMF for implementing such a solution. A more 
detailed estimation of the different costs can be found in Appendix B. 

Table 5 – The identified costs of benefits. 

 Year 

 1 2 3 4 5 

Control tool C C D D D 

Technical analysis D E F G G 

Implementation and maintenance D E E G G 

Training E F G G G 

Total costs B B C C C 

7.5 Net benefits and benefits factor 

After discussions with the Chief IT Architect at AMF, assumptions were made that 40% of the full 
beneficial value can be fulfilled at AMF during the first year and 80% during the second year. From 
the third year, it is assumed that the requirements of the future state can be met and therefore the full 
beneficial value will be counted for.  

 
Table 6 shows the net benefits over the first 5 years after investment, which corresponds to the 
difference between the benefits and the costs. We see that such an investment would cost AMF C, 
the first year. In the second year the beneficial value of the investment becomes higher than the cost 
of benefits where a profit of B, could be counted for. 

Table 6 – Net benefits over the first five years after investment. 

 Year 

 1 2 3 4 5 

Benefits C B B A A 

Costs B B C C C 

Net benefits -C D B B B 
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Table 7 shows the benefits factor over the first five years after investment, which corresponds to the 
division between the benefits and the costs. We see that the benefits factor is less than one (1), the 
first year which corresponds to a loss for the company. However, from the second year and onwards, 
the investment yields profit. 

 
Table 7 – Benefits factor over the first five years after investment. 

 Year 

 1 2 3 4 5 

Benefits C B B A A 

Costs B B C C C 

Benefits factor 0,56 1,33 2,49 2,89 2,89 
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8 Discussion and conclusions 

This chapter concludes the thesis with a discussion along with the conclusions drawn from the 
findings in the case study and possible future work is presented. 

8.1 Organization around information controls 

As seen in the evaluation of the control tool, both system analytics and programming knowledge is 
needed for implementing controls points to extract data for the information controls tool. Extensive 
programming knowledge is not needed for setting up the controls but it is recommended to have 
some programming experience. 

 
When a solution like the one investigated in this case study is implemented at a company it is good to 
set up an organization around it. A group of technicians with extensive system analytics and 
programming knowledge should be responsible for providing the consultant from Infogix with the 
technical analysis needed when data is to be extracted from different control points. 

 
Different departments in the company should have designated personnel that are responsible for 
controls linked to their business area. These people would act as an intermediary between their 
department and the consultant from Infogix as well as system analysts at AMF when setting up new 
control. 

8.2 Splunk 

With companywide technical expertise and ability to spend time on setting up controls, Splunk could 
be used as an overarching solution for monitoring of flows. However it has shown to be difficult at 
AMF since the majority of the employees do not have a programming background, especially not in 
the business operations and finance departments, which leads to a dependency on the ones with the 
right expertise. 

 
System administrators of the Integration team at AMF have managed to use Spunk to monitor 
different flows in the Integration Hub. They are capable of setting up their own controls and it has 
been a useful solution for them to detect and analyze errors in their system. However this has not 
been the case for the majority of the company. Splunk has proven to be technically challenging and 
only technicians with extensive system analytics and programming experience, such as the Integration 
team, has been able to use it to set up information controls. 

 
Splunk is a powerful tool if it’s used in the right way and it is therefore recommended that AMF keep 
it for certain application areas. Considering the complexity of the Integration Hub and also that the 
Integration team has found a successful way to monitor their systems with Splunk, indicates that it 
would be unnecessary to replace it with another solution from Infogix. Instead, the area of usage for 
Splunk should be investigated so that clear directions can be communicated to the employees at 
AMF.  

 
An example could be to further develop Splunk as a solution for system administrators who can use it 
for monitoring of their own systems. System characteristics such as CPU and available disk space can 
be monitored but also flows within the systems which can be used to find and analyze errors. 
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8.3 Infogix 

The pilot study shows that Infogix’s control tool is a suitable solution that would help AMF in 
achieving the desired mode presented in the gap analysis’ future state. The tool provides a clear 
overview of data flows and can carry out and communicate information controls in real-time. 

Infogix Assure offers a useful set of automated information controls that helps to detect and 
eliminate information errors. It is specialized at verifying, balancing, reconciling and tracking critical 
business information, which makes it a suitable solution for monitoring of transactional data that 
always needs to be delivered correctly and in time. 

 
Information controls are carried out within single and across multiple applications and systems, which 
provide end-to-end coverage that brings a clear overview of the data flows. IT auditing can be 
facilitated considerably since the tool include functionalities to provide clear information of where 
data was extracted and how the information controls were carried out. 

8.4 Control points 

The control points chosen for the pilot study would provide AMF with end-to-end monitoring of 
pension data files from the point that they enter the company until they arrive at Insurance System 2. 
Due to technical difficulties and limited time offered by Infogix for free, the log files of Insurance 
System 2 couldn’t be interpreted to be used as a control point for this study. Instead a tradeoff was 
made and the accounting file replaced the log files of Insurance System 2 as a control point.  

 
The accounting file is sent from the insurance system to the accounting system and it includes 
information that has already been processed in the insurance system. Therefore, reading of the 
accounting file could not serve as a control point to prevent faulty batches of data from being loaded 
into the insurance system. The accounting file is only sent once every day so it does not offer real-
time monitoring. However this information control can still be used to show what pension data has 
been processed the last day, which is frequent enough for the administrator in the production team 
carrying out the sum control. 

 
If a company wide control tool is to be implemented at AMF, more control points would have to be 
implemented. The most critical measure is to find a control point right before the pension files are 
processed in the insurance system to make sure the batch of files are correct. One solution could be 
to let the control tool read a temporary copy on the pension files that are loaded into the insurance 
system. The files are checked, control data is saved and then the temporary copy of files can be 
erased. Once the control has been carried out without errors, the pension data can be processed in 
the insurance system. 

 
More control points can be added along the flow to make sure traceability for auditing is achieved but 
also to facilitate the process of locating data errors. For example, control points can be placed right 
before and right after the Integration Hub. In then the data has changed between the two control 
points, the Integration team can use Splunk to analyze and locate the error in their system. Instead of 
logging data in every step of a dataflow, AMF should investigate exactly what data that needs to be 
saved for error detection and also to be able to demonstrate data quality. 

8.5 Forecast 

We can see in the gap analysis that there is a huge need for AMF to encourage all collective insurance 
administrators to produce and provide AMF with a forecast of what they are going to send. 
Otherwise it is impossible to control that correct data is sent to AMF which is a major limitation since 
they would have to rely on that the collective insurance administrators always send correct data and 
that it lost on the way to AMF. 
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Through the years, it has shown to be difficult to encourage IT departments at the collective 
insurance administrators to make changes to their way of providing AMF with data, especially when 
they it creates extra work for them. For example, if an incomplete batch of pension data is processed 
in the insurance system, it leads to many hours of error correction at AMF but not at the collective 
insurance administrator. 

 
If the collective insurance administrators should start providing AMF with forecast of what they are 
going to send, they would have to run a calculation on the batch of data before it is sent. This means 
extra work for them while the result is to reduce errors at AMF. To encourage that the collective 
insurance administrators start providing AMF with a forecast, the question should be addressed at 
corporate management level between the companies. 

8.6 PENG analysis 

The model presents the results in a clear way that is easy to understand for everyone throughout an 
organization. This is mostly because of the fact that money is used as the unit of measure. The 
working method of the PENG model consists of ten different steps that serve as a guideline for how 
the evaluation should be performed. However, the model does not include a clear defined framework 
on how the actual work within the different steps should be carried out. Even though the model 
includes many arbitrary decisions made by the evaluator, it can still be a useful tool in the initial stage 
of an IT investment. 

 
The PENG method should not replace a traditional investment calculation. However, when carrying 
out the analysis, a lot of useful ideas are analyzed and it can provide a basis for such an investment 
calculation later on in the project. A more extensive analysis on AMF’s critical data flows including 
more people from different parts of the company should be able to find more benefits. 

8.7 Manual controls 

Some manual controls might not be possible to replace completely. For example, accounting 
documents might have to be signed manually according to Swedish law. However the process can be 
streamlined by serving the administrator with real-time data regarding transactions and other 
accounting information. 

8.8 Proposal for further studies 

A popular alternative to Splunk is a solution called the ELK stack, it constitutes of three applications, 
Elasticsearch, Logstash and Kibana. Together they deliver a solution similar to Splunk, that helps to 
search through and analyze large amounts of data, but the ELK stack does this for free. When it 
comes to Splunk, AMF pays for the amount of indexed data that they are able to analyze with the 
tool. The current contract allows AMF to Index 10 GB of data per day and the cost is not very high 
for what benefits it can bring to the company. However, if the amount of data that they want to 
monitor with Splunk grows rapidly it can become costly for the AMF. If such a situation arise, then it 
might be a good idea to investigate free alternatives such as the ELK stack. 
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10 Appendix A – PENG benefits valuation 

10.1 More efficient controls 

The main value of the benefit more efficient controls corresponds to the sum of its sub benefits’ values. 

D   

Control that transactions are delivered by the collective insurance administrators 

The labor cost per year linked to manual controls of transaction from the collective insurance 
administrators has been estimated as following: 

Manual labor per month: X hours 

Labor cost: 1250 SEK per hour 

Yearly cost:              

This labor cost of manual labor will be removed as soon as a control solution is implemented. 
Therefore the benefit is defined to be a direct benefit of E. 

E   

Control that premiums arrive at the insurance system 

The labor cost per year linked to manual controls of checking that premiums arrive at the insurance 
system has been estimated as following: 

Manual labor per month: X hours 

Labor cost: 1250 SEK per hour 

Yearly cost:              

This labor cost of manual labor will be removed as soon as a control solution is implemented. 
Therefore the benefit is defined to be a direct benefit of E. 

E   

Control that premiums are processed in the insurance system 

The labor cost per year linked to manual controls of checking that premiums are processed in the 
insurance system has been estimated as following: 

Manual labor per month: X hours 

Labor cost: 1250 SEK per hour 

Yearly cost:              

This labor cost of manual labor will be removed as soon as a control solution is implemented. 
Therefore the benefit is defined to be a direct benefit of E. 

E   

Control of negative transactions 

The labor cost per year linked to manual controls of negative transactions sent to AMF has been 
estimated as following: 

Manual labor per month: X hours 

Labor cost: 1250 SEK per hour 
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Yearly cost:              

This labor cost of manual labor will be removed as soon as a control solution is implemented. 
Therefore the benefit is defined to be a direct benefit of G. 

G   

10.2 More efficient communication of deliveries 

The main value of the benefit more efficient communication of deliveries corresponds to the sum of its sub 
benefits’ values. 

E  G 

Forecast of pension messages are communicated in real time 

The labor cost per year linked to manual work regarding converting and communicating the forecasts 
of pension subscriptions, premiums, customer migrations etc. has been estimated as following: 

Manual labor per month: X hours 

Labor cost: 1250 SEK per hour 

Yearly cost:              

This manual labor cost will be removed as soon as a control solution is implemented. Therefore the 
benefit is defined to be a direct benefit of F. 

F   

Status of pension messages are communicated in real time 

The labor cost per year linked to manual work regarding communicating the status of pension 

subscriptions, premiums, customer migrations etc. has been estimated as following: 

Manual labor per month: X hours 

Labor cost: 1250 SEK per hour 

Yearly cost:                

This manual labor cost will be removed as soon as a control solution is implemented. Therefore the 
benefit is defined to be a direct benefit of F. 

F   

Status of payments from AMF are communicated in real time 

This benefit doesn’t replace manual labor. Instead it is more of a convenience that brings security to 
the employees to have the status of outgoing payments communicated in real time. 

Therefore the benefit is defined to be a difficult-to-evaluate benefit of G. 

  G 

Status of payments to AMF are communicated in real time 

This benefit doesn’t replace manual labor. Instead it is more of a convenience that brings security to 
the employees to have the status of incoming payments communicated in real time. 

Therefore the benefit is defined to be a difficult-to-evaluate benefit of G. 

  G 
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10.3 More efficient error handling 

The main value of the benefit more efficient error handling corresponds to the sum of its sub benefits’ 
values. 

E   

Faster diagnosis of errors 

The labor cost per year linked to manual work regarding locating and correcting of errors has been 
estimated as following: 

Manual labor per month: X hours 

Labor cost: 1250 SEK per hour 

Yearly cost:                

This manual labor cost will be removed as soon as a control solution is implemented. Therefore the 
benefit is defined to be a direct benefit of F. 

F   

Faster detection of unplaced premiums due to transaction back-outs 

The labor cost per year linked to manual work regarding locating and correcting of errors has been 
estimated as following: 

Manual labor per month: X hours 

Labor cost: 1250 SEK per hour 

Yearly cost:              

This manual labor cost will be removed as soon as a control solution is implemented. Therefore the 
benefit is defined to be a direct benefit of F. 

F   

Prevent starting a batch or a script on faulty data 

The labor cost per year linked to manual work regarding having to back out, analyze a faulty batch 
and redo the process: 

Manual labor per month: X hours 

Labor cost: 1250 SEK per hour 

Yearly cost:                

This manual labor cost will be removed as soon as a control solution is implemented. Therefore the 
benefit is defined to be a direct benefit of F. 

F   

10.4 Enhanced data quality 

The main value of the benefit enhanced data quality corresponds to the sum of its sub benefits’ values. 

B  F 
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Upstream dataflow traceability 

The cost is linked to requirements in the Solvency II directive regarding data quality. AMF is required 
to invest in technology to be able to demonstrate traceability of transactional data and such solution 
has been estimated to cost AMF D per year. Since it is an obliged investment for AMF, the value of 
this benefit is defined to be D per year. 

D   

Complete documentation of data flows and controls 

The labor cost per year linked to time spent on collecting of essential information due to non-
complete system and dataflow information documentation. This process has been estimated as 
following: 

Manual labor per month: X hours 

Labor cost: 1250 SEK per hour 

Yearly cost:              

This manual labor cost will be removed as soon as a control solution is implemented. Therefore the 
benefit is defined to be a direct benefit of E. 

E   

Analyze and communicate correctness 

The labor cost per year linked to manual work to analyze and communicate correctness of data sent 
to AMF has been estimated as following: 

Manual labor per month: X hours 

Labor cost: 1250 SEK per hour 

Yearly cost:              

This manual labor cost will be removed as soon as a control solution is implemented. Therefore the 
benefit is defined to be a direct benefit of G. 

G   

Ability to compare the data in different parts of the flow 

This benefit doesn’t replace manual labor. Instead it is more of a convenience that brings security to 
the company that the data doesn’t change as it traverses through the data flow. 

Therefore the benefit is defined to be a difficult-to-evaluate benefit of F. 

  F 

Streamline internal audits 

The labor cost per year linked to manual work to internal IT audits has been estimated as following. 
X hours of all internal audits where X hours are IT audits. 

Manual labor per year: X hours 

Labor cost: 1250 SEK per hour 

Yearly cost of internal IT audits:  X         

This manual labor cost will be removed as soon as a control solution is implemented. Therefore the 
benefit is defined to be a direct benefit of D. 

D   



 

 

Dept. of Industrial Information and Control Systems 

KTH, Royal Institute of Technology, Stockholm, Sweden 

-42- 

 

Reduce time spent on external audits 

The labor cost per year for external IT audits where accounting firms are contracted has been 
estimated as following. The same relation between all internal audits and internal IT audits indicates 
that 7,5% of the audit process is IT audits. 

Yearly of external audits: XXXXX SEK 

Yearly cost of external IT audits: XXXXX                     

An assumption has been made that the time of IT audits can be reduced to 30% of the time. 

Therefore the benefit is defined to be a direct benefit of: XXXXX         

E   
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11 Appendix B – Cost of benefits 

11.1 Initial costs 

Technical analysis 

AMF would have to support the consultant from Infogix with technical analysis of the data flows 
when new controls points are to be set up. More time will be invested in the beginning when first 
implementing the control architecture, and will later decrease with time once the major part of control 
points are in place. 

The cost of AMF personnel supporting with technical analysis can be calculated as following: 

Labor cost: 1250 SEK per hour 

Yearly cost:                                           

 
Table 8 – Costs linked to technical analysis. 

 Year 1 Year 2 Year 3 Year 4 Year 5 

Manual labor per month (h) X X X X X 

Yearly cost of technical analysis D E F G G 

Implementation 

AMF would have to invest manpower on initial implementation and testing of the control 
architecture and later for on-going maintenance.  

The cost of manpower needed can be calculated as following: 

Labor cost: 1250 SEK per hour 

Yearly cost:                                           

 
Table 9 – Costs linked to implementation of controls. 

 Year 1 Year 2 Year 3 Year 4 Year 5 

Manual labor per month (h) X X X X X 

Yearly cost of implementation D E E G G 

Training 

AMF would have train their employees in how to use the control tool. More time will be invested in 
the beginning when the control tool is new, and will later decrease with time once a base of 
employees possess the right knowledge. 

The cost of AMF personnel supporting with technical analysis can be calculated as following: 

Labor cost: 1250 SEK per hour 

Yearly cost:                                                
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Table 10 – Costs linked to training staff in using the new tool. 

 Year 1 Year 2 Year 3 Year 4 Year 5 

Manual labor per month (h) X X X X X 

Yearly cost of training E F G G G 

11.2 Operational costs 

Control tool costs 

AMF had the wish to avoid a large initial investment cost for the control tool and therefore wanted to 
find a solution where that cost would be spread out and included in a yearly cost. Infogix has 
provided a cost estimate of such a yearly cost which is based on the size of AMF and its revenues. 
The cost which is estimated to C per year includes software license costs of the control tool including 
storage of control data, as well as the cost of having a consultant from Infogix to work part time at 
AMF to set up controls. 

 
Table 11 – Costs of the control tool. 

 Year 1 Year 2 Year 3 Year 4 Year 5 

Cost of control tool C C D D D 
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12 Appendix C – PENG benefits tree 
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13 Appendix D – Interviews 

Following at persons at AMF have been interviewed during this project. 

 

Lundeborg, M. Chief Architect IT 

 

Lundin, S. Production Planner 

 

Hällborn, P. Production Planner 

 

Jansson, M. System Integrator 

 

Karlsson, H. Integration Engineer. 

 

Eriksson, G. Process Manager 

 

Törnqvist, F. Insurance System Engineer. 

 

Poser, D. Business Intelligence Developer 

 

Kjellen, E. IT Project Manager. 
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