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Abstract 
Wireless devices search for access points when they want to connect to a network. A device 
chooses an access point based on the received signal strength between the device and the 
access point. That method is good for staying connected in a local area network but it does 
not always offer the best performance, which can result in a slower connection. This is the 
standard method of connection for wireless clients, which will be referred to as the standard 
protocol. Larger networks commonly have a lot of access points in an area, which increases 
the coverage area and makes loss of signal a rare occurrence. Overlapping coverage zones 
are also common, offering multiple choices for a client. The company Inteno wanted an al-
ternative connection method for their gateways. The new method that was developed would 
force the client to connect to an access point depending on the bitrate to the master, as well 
as the received signal strength. These factors are affected by many different parameters. 
These parameters were noise, signal strength, link-rate, bandwidth usage and connection 
type. A new metric had to be introduced to make the decision process easier by unifying the 
available parameters. The new metric that was introduced is called score. A score system was 
created based on these metrics. The best suited access point would be the one with the highest 
score. The developed protocol chose the gateway with the highest bitrate available, while the 
standard protocol would invariably pick the closest gateway regardless. The developed pro-
tocol could have been integrated to the standard protocol to gain the benefits of both. This 
could not be accomplished since the information was not easily accessible on Inteno’s gate-
ways and had to be neglected in this thesis. 
Keywords 
access points, wireless local area network, overlapping coverage zones, gateways, noise, sig-
nal strength, link-rate 
 
  



 
 
 
 
 

  



Sammanfattning 
Trådlösa enheter söker efter accesspunkt när de vill ansluta till ett nätverk. En enhet väljer en 
accesspunkt beroende på den mottagna signalstyrkan mellan enheten och accesspunkten. 
Denna metod medför en stabil uppkoppling i ett lokalt nätverk, men medför inte alltid bästa 
möjliga prestanda, vilket kan resultera i en långsammare anslutning till Internet. Detta är 
standard uppkopplings metod för trådlösa klienter, vilket kommer refereras som standard 
protokollen. Större nätverk har vanligtvis en mängd olika accesspunkter i ett område, vilket 
gör att signalstyrkan sällan förloras. Överlappande täckningsområden är också vanliga och 
ger en klient flera alternativa accesspunkter att välja mellan. Företaget Inteno ville tackla 
problemet genom att skapa en ny anslutningsmetod för deras nätverksnoder. Den nya meto-
den skulle tvinga klienter att ansluta sig till en accesspunkt beroende på bithastigheten mot 
huvudnoden, så väl som den mottagna signalstyrkan. Faktorerna påverkas av många olika 
parametrar. Parametrarna var, brus, signalstyrka, länkhastighet, dataanvändning och anslut-
ningstyp. Ett nytt mått behövde införas för att göra beslutsprocessen enklare, genom att för-
ena de tillgängliga parametrarna. Det nya måttet som infördes var poäng. Ett poängsystem 
skapades och baserades på de önskade värdena. Den accesspunkten med högst poäng erbjöd 
den bästa uppkopplingen till huvudnoden. Det utvecklade protokollet valde nätverksnoden 
med den högsta överföringshastighet som var tillgänglig, medan standardprotokollet alltid 
valde den närmaste nätverksnoden utan hänsyn till andra faktorer. Den utvecklade protokollet 
kunde ha integrerats med standardprotokollet för att utnyttja fördelarna av bägge protokollen. 
Detta var inte möjligt eftersom informationen inte var lättåtkomlig på Intenos nätverksnoder 
och fick försummas i avhandlingen. 
Nyckelord 
accesspunkt, överlappande täckningsområde, trådlösa lokala nät, brus, signalstyrka, länkhas-
tighet 
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Dictionary 
Access Point (AP): An entity that contains one station (STA) and provides access to the 
distribution services, via the wireless medium (WM) for associated STAs.  
Wireless Local Area Network (WLAN): A system that includes the distribution system 
(DS), access points (APs), and portal entities. It is also the logical location of distribution 
and integration service functions of an extended service set (ESS). A WLAN system con-
tains one or more APs and zero or more portals in addition to the DS. 
 
Point-to-Point (PP): Provides a dedicated link between two connected devices. The entire 
capacity of the connected link is reserved for transmission only between the two connected 
devices. 
 
Radio Frequency (RF): Electromagnetic wave frequencies used for wireless communica-
tions and radar signals. 
 
Advanced Encryption Standard (AES): An encryption technique based on the Rijndael 
cipher and specified by the National Institute of Standards and Technology (NIST).  
 
System on a Chip (SoC): A single chip that integrates all the components of a system. 
 
Customer-premises Equipment (CPE): Customer equipment such as routers, switches 
and repeaters.  
 
Command-line Interface (CLI): Used for interacting with a computer program through 
commands. 
 
Nightly Firmware (NIGHTLY): Development firmware, which may be updated multiple 
times a day and might contain newly introduced bugs and new features. 
 
Beacon Frame: A management frame in the IEEE 802.11 based wireless networks, which 
contains information about the network. Access Points (APs) announce its presence by peri-
odically transmit beacons to wireless stations. 
 
Acrylic Wi-Fi Home: Software for Windows that are designed to scan for wireless net-
works, and view information about neighbour wireless networks. 
 



 
 
 
 
 

TMP directory: A standard directory for Unix operating systems that is used for temporary 
storage.  
Daemon: A daemon is a program or script running in the background as a process. 
 
Telnet: An application used to provide interactive text-oriented communication using a vir-
tual terminal connection. 
 
Secure Shell (SSH): Encrypted network protocol that operates at the application layer 
(layer 7) of the OSI model to provide a secure interactive text-oriented communication us-
ing a virtual terminal connection. 
 
Network Interface Controller (NIC): A circuit board or card that is installed in devices so 
that they are able to communicate in a network through a wired connection. 
 
Wireless Network Interface Controller (WNIC): A circuit board or card that is installed 
in devices so that they are able to communicate in a network through a wireless connection. 
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1  |  INTRODUCTION 

1 Introduction 
This chapter includes background, purpose, goals and delimitations of this thesis. 
1.1 Background 

 
Wi-Fi technology has gained a large amount of popularity in the field of technology. From 
smartphones to smart-cars to smart-refrigerators. WLAN has enabled users to control and 
monitor almost everything in their lives with the simple touch of a button. 
Inteno Broadband Technology AB is a major supplier of routers for home and work environ-
ments, both in terms of hardware and software. They use an operating system called iopsys. 
iopsys is an operating system created by inteno and is based on OpenWRT. Their goal was 
to expand the concept of “Internet of Things” by increasing the coverage and performance 
of WLAN connections. Their devices supported a traditional WLAN extender solution which 
made it possible to add additional routers to a network, by connecting them to a master de-
vice. 
Higher coverage could be accomplished with multiple wireless repeaters and handoff tech-
nology. The problem with wireless repeaters was that WLAN entailed a shared bandwidth 
and half-duplex communication. This means it cannot be sending and receiving at the same 
time. Therefore, the bandwidth of the connection would be reduced by 50% at best, as well 
as doubling the risk of wireless interference e.g. with other wireless network devices using 
the same channel. A solution needs to ensure good performance in terms of bitrate and cov-
erage for WLAN. 
1.2 Purpose 

 
The purpose was to design an algorithm and development of a protocol based on Inteno’s 
API and their OS. The algorithm should determine the best connection in terms of bitrate and 
signal strength using a set of parameters; noise, RSSI, link-rate, bandwidth usage and con-
nection type. 
If an overlapping zone between repeaters was to occur, the repeaters would communicate 
with the master access point to determine which access point offered the highest bitrate to 
the client.  
The algorithm would be compared to other existing algorithms for determining if it truly 
offered a faster connection. The pros and cons of the designed protocol would be analysed 
and revised for future improvements.  
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1.3 Goals 
 

This thesis was divided into three main goals 
1. Analyze current protocols for deeper understanding of the subject. 

a. Research wireless communication. 
b. Research existing protocols regarding this subject. 
c. Investigate existing metrics on Inteno’s devices. 
d. Develop an absolute metric for the decision process. 

 
2. Develop an optimized protocol to deliver a faster wireless connection. 

a. Create pseudocode for the algorithm. 
b. Implement a communication method for the intermediary devices. 
c. Implement the algorithm in the devices. 

 
3. Assess the results of the protocol and explore future ways of development. 

a. Measure and evaluate the protocol results. 
b. Compare the results to the standard method of wireless connectivity. 
c. Find methods for future improvements of the protocol. 

1.4 Delimitations 
 

The following delimiters were introduced to this thesis 
 Time:  The thesis had a ten-week deadline. 

 
 Technology: This thesis will focus primarily on Wi-Fi. 

 
 Parameters: The parameters for calculation were restricted to noise, RSSI, SNR, 

bandwidth usage, wired link-rate and wireless link-rate. 
 

 Stations: Information about the stations was unavailable unless the station was al-
ready connected. 
  

 Communication: Master and repeaters could only communicate with each other via                     
the 2.4 GHz frequency. 
 

 Security: Security was not factored in the development of the protocol. 
 

 Gateways: The gateways used contained unfinished functionalities through Inteno’s 
nightly firmware. 
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2 Background 
This chapter describes the background to the problem and two case studies. 
2.1 Wireless coverage 

 
Information requires a medium to travel. For wireless networks, the information travels as 
radio waves through the air. Their reach is determined by a particular device referred to as 
an access point. Access points provide limited coverage in an area.  
Engineers use various technologies to extend the wireless coverage for both home and enter-
prise environments. Everything from extending the network coverage with multiple repeat-
ers, to smart software that localizes the wireless connected devices for maximum throughput.  
The problem this thesis tries to tackle was to find an alternative method for detecting access 
points that offers the highest connection speed, signal strength and stability. The problem 
Inteno wanted to solve was that wireless clients only choose an access point based on the 
signal strength [1]. The goal was to create a new protocol that would make use of other fac-
tors, to give clients a better wireless experience. 
This thesis includes two case studies about how two companies were trying to improve wire-
less coverage through the use of different WLAN techniques.  

2.1.1 Case study: Eero Wi-Fi Blanket Eero Wi-Fi Blanket is a solution which aims to improve the home experience. Instead of a 
single router handling a large building, it makes use of multiple access points to offer more 
coverage, as well as lowering the risk of interference. The Eero device was designed to solve 
the issue. Its clever architecture creates a local mesh network and promises a better wireless 
performance through its built-in software.  
Eero uses two wireless radios which both communicate with the connected clients, and syn-
chronizes with neighbouring Eero access points. All the access points in a network function 
as if they were one single device. The access points are also compactly designed, as seen in 
Figure 2.1, to make it more appealing, and fit in as an ornament in a modern home. 

Eero’s access points are controlled via an IOS or an Android smartphone. The access points 
support the latest wireless frequencies, 802.11a/b/g/n/ac, powered by a Dual-core 1 GHz 
CPU and seven built in antennas to support multiple clients with high wireless performance 
[2]. 

Figure 2.1. Design of a set of Eero wireless access points. 
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2.1.2 Case study: Cisco Meraki 
Cisco Meraki is a collection of multiple cloud-based products, e.g. security appliances, 
switches, and wireless access points. Cisco Meraki uses the cloud to centralize management 
of the various devices. Meraki is designed to offer enterprise-class wireless performance, up 
to 802.11ac using MIMO and integrated beamforming antennas. Meraki includes dedicated 
security radios to continuously scan and detect wireless security threats. The devices are kept 
up to date with seamless over-the-web upgrades for automatic security and feature updates. 
Meraki access points is designed to take less space in the work environment as seen in Figure 
2.2. 

Meraki devices support mesh-networking configurations using a proprietary routing protocol 
that is specifically designed for Meraki devices. The routing protocol factors in several char-
acteristics of a wireless mesh networks, including impact on the link quality, multi-path in-
terference, and the performance impact caused by hops between devices.  
Each gateway continuously updates its own routing table. The routing table allows the de-
vices to determine the most optimal path, or alternative paths, to the other network gateways. 
The data sent between the wireless Meraki’s is encrypted using the Advanced Encryption 
Standard (AES) algorithm [3]. 
  

Figure 2.2. Cisco Meraki wireless access point. 
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2.2 Internet of Things 
 

The Internet of Things (IoT) is a concept of a multitude of intelligent components that collect 
and share data over global networks. Government leaders and business executives are ex-
ploring ways to utilize the IoT to benefit businesses and society as a whole. The applicability 
of IoT vary from healthcare that will keep doctors up to date with an individual health, to 
smart-cars that cooperate to keep streets safe [4]. 
WLAN is one of the key enablers for IoT, along with ZigBee, Z-Wave and Bluetooth.  
By the end of 2013, the WLAN installed base was more than four billion devices; showing 
that WLAN technology is in nearly every device that people own. WLAN already connects 
some of the most compelling IoT applications in use [5]. Over the next decade as devices 
become smaller and faster, the concept of IoT will continue to evolve, altering businesses, 
lifestyles, and government programs, as well as having a profound impact on traditional en-
terprise IT along the way.  
There are other communication alternatives to WLAN when it comes to IoT as mentioned 
previously. The most common ones being ZigBee, Z-Wave and Bluetooth Low Energy (BLE). 
Their uses vary depending on the purpose of the network. In some cases it is important that 
the devices are energy efficient and in other cases it is important that the device has longer 
coverage. 

2.2.1 ZigBee 
ZigBee is a wireless technology that offers a high-level communication protocol, to address 
the needs of low-power and low-cost wireless sensors. ZigBee is based on the IEEE 802.15.4 
physical (PHY) layer and the medium-access control (MAC) layer. The IEEE 802.15.4 have 
a total of 16 available channels on the 2.4 GHz frequency, numbered 11 to 26 [6, pp. 93-94]. 
ZigBee controls a wide range of wireless IoT devices, e.g. heating control, lighting control, 
home security, and medical sensors, just to name a few [7].  
The ZigBee technology allows for long-lasting IoT devices that fulfil small tasks such as 
monitoring heart rate or controlling household equipment. It excels at coverage as it allows 
for easy roaming between multiple access points, using mesh topology. 

2.2.2 Z-Wave  
Z-Wave is a home automation protocol designed by the company Zensys. It shares much of 
its features with its competitor ZigBee, described in Chapter 2.2.1. The difference between 
Z-Wave and ZigBee is that Z-Wave uses the unlicensed 868 MHz frequency, which is less 
crowded than the popular 2.4 GHz frequency. This entails much less interference, which 
makes it more reliable [6, pp. 139-140]. 
Much like ZigBee, Z-Wave is targeted towards the home market, offering a similar long-
lasting and power-efficient solution. The difference between Z-Wave and ZigBee is that Z-
Wave trades of bandwidth for increased reliability. This means it is better suited for the av-
erage house, rather than a big company building or a campus. 
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2.2.3 Bluetooth Low Energy 

Bluetooth Low Energy (BLE) was introduced as a part of the Bluetooth core specification 4.0 
in 2010. The purpose of developing BLE was to enable lower current consumption, lower 
complexity and lower cost products than the ones using classic Bluetooth. A BLE transceiver 
includes two major components: A controller and a host. The controller is the logical entity 
that is responsible for the PHY layer and the link layer, while the host implements the func-
tionalities of the upper layers [8].  
Since BLE aims to be energy efficient, it can be used for devices that do not require a lot of 
processing power or high throughput. It is intended to provide an inexpensive and power-
efficient solution for wireless communication. 
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3 Theory 
This chapter describes the technologies, Wi-Fi, handoff, OpenWRT, as well as mesh and star 
topologies. 
3.1 Wireless technology and Wi-Fi 

 
Wireless networks biggest advantage over wire is mobility. A Wireless LAN (WLAN) is a 
classification of wireless network that is commonly used in homes, offices, and campus en-
vironments. WLAN uses radio waves instead of cables for communication. Its frame format 
is similar to the Ethernet frame used in wired connections [9, pp. 436-437].  
There are five common wireless networking technologies: Bluetooth, Wi-Fi, Wi-Max, cellu-
lar broadband and satellite broadband. This thesis will focus on Wi-Fi, as determined by the 
company Inteno. 

3.1.1 Wi-Fi 
Wi-Fi, also known as 802.11 followed by a letter, is the most widely adapted technology for 
wireless communication and is integrated in nearly every device. The first 802.11 standard 
was published in 1997. The team responsible for the project received feedback that many 
products did not provide the degree of compatibility customers expected. This later on led to 
the foundation of the Wireless Ethernet Compatibility Alliance (WECA) in 1999, renamed 
the Wi-Fi Alliance (WFA) in 2003. WFA defines Wi-Fi as "any wireless local area network 
(WLAN) products that are based on the Institute of Electrical and Electronics Engineers 
(IEEE) 802.11 standards.” [10]. 
The standard defines two kinds of service sets; the Basic Service Set (BSS) and the Ex-
tended Service Set (ESS). 
 
3.1.1.1 Basic Service Set 
The BSS is defined as “the building blocks of a wireless LAN”. This service set consists of 
stations and an Access Point (AP). This type of BSS is referred as an infrastructure network 
and is shown in Figure 3.1. 

The wireless clients do not communicate directly with each other. Instead, all communica-
tion goes through the access point. The other kind of BSS is called Ad-hoc BSS and ena-
bles direct communication between wireless clients [9, p. 440].  

Figure 3.1. Basic Service Set. 
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3.1.1.2 Extended Service Set 
A service set is described to be an ESS if it has two or more BSS, as shown in Figure 3.2. 
The different BSS’s are connected through a distribution system via a wire or a wireless 
connection.  

Stations within the same BSS can communicate with each other directly without having to 
go through an access point. If, however, the stations do not share the same BSS; the commu-
nication will have to go through an access point [9, p. 440]. 
3.1.1.3 Stations 
Stations are end devices, i.e. PCs, laptops and smartphones, that implement a wireless inter-
face and are able to communicate with an access point. Stations can be defined as three types 
based on their mobility: no-transition, BSS-transition and ESS-transition. The three types of 
stations are [9, p. 441]: 

 No-transition: A station which is either stationary or mobile inside a single BSS. 
 BSS-transition: A station which can move through different BSS, but only if they 

are in the same ESS. 
 ESS-transition: A station which can move through different ESS. 

  
   

Figure 3.2. Extended Service Set. 
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3.1.2 SSID 
SSID is short for Service Set Identifier. It is a unique identifier that allows wireless stations 
to distinguish the wireless networks in the vicinity. If SSID broadcast is enabled, the SSID 
name appears in the list of available wireless networks on a station. If not, the station will 
have to specify it manually. The SSID is usually between 2 to 32 characters long [11]. De-
pending on the network configuration, multiple APs can share the same SSID. This is com-
monly used on access points that have multiple antennas or in networks with multiple repeat-
ers.  

3.1.3 Frequencies 
Wireless communication uses frequencies in the radio waves range of the electromagnetic 
spectrum. Wireless LAN devices have transmitters and receivers tuned to specific frequencies 
within the radio frequency. WLAN uses the following frequency [12]: 

 2.4 GHz - 802.11b/g/n/ad  5 GHz - 802.11a/n/ac/ad  60 GHz - 802.11ad 
If a device uses the same frequency for transmitting and receiving, the communication be-
comes half-duplex. Devices that have the ability to communicate with multiple frequencies 
could, through clever software, communicate with each other using different frequencies for 
transmission and reception, achieving full-duplex communication. 
3.1.3.1 Overlapping frequencies 
IEEE 802.11 networks using overlapping channels have big drawbacks. Non-overlapping 
channels are preferred, as they avoid interference between other channels. The 802.11 stand-
ard divides the 2.4 GHz channels into 5 MHz channels.  
There are 14 channels between 2.400 GHz and 2.487 GHz as demonstrated in Figure 3.3. It 
can support up to three different non-overlapping zones, with the channels and frequencies:   

 1 (2.412 GHz)  6 (2.437 GHz)  11 (2.462 GHz) 
These are the standard channels and used by wireless gateways and/or access points by de-
fault, to avoid interference from other 802.11 networks [13]. 

Figure 3.3. The available channels in an IEEE 802.11 2.4 GHz network. 
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The 5 GHz Unlicensed National Information Infrastructure (U-NII) uses different frequen-
cies in the United States, Europe and Japan. 19 channels are available (between 5.150-5.350 
GHz and between 5.470-5.725 GHz) in Europe. Europe requires all 5 GHz networks to im-
plement Dynamic Frequency Selection (DFS) and Transmit Power Control (TPC) to protect 
radar, satellite systems that use similar frequencies [14]. 
 
3.1.3.2 Received Signal Strength Indicator (RSSI) 
The IEEE 802.11 standard defines Received Signal Strength Indicator (RSSI) as a measure-
ment for Radio Frequency (RF) and is measured in decibels (dB), i.e. -70 db. RSSI decreases 
exponentially as the distance between the two communication points increases, according to 
the equation (1) where n is the attenuation factor, d is the distance from the access point or 
wireless gateway and A is the offset [15]. 
 =  −(10 − ) (1)  

3.1.3.3 Signal-to-Noise Ratio (SNR) 
Noise is another factor of impairment. There are several types of noise; crosstalk, thermal 
noise, induced noise and impulse noise that may cause interruption of the signal. Signal-to-
Noise Ratio (SNR) is the ratio of the signal power to the noise power, as shown in equation 
(2). It uses the average signal power and the average noise power since they change with the 
time to calculate the recent Signal-to-Noise ratio [9, pp. 79-80]. 
 = (   )/(   ) (2)  
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3.1.4 Bandwidth 
Bandwidth is a term used for two different measuring values [9]: bandwidth in Hertz and 
bandwidth in bits per second. Other textbooks define bandwidth in Hertz and capacity as 
bitrate in bits per second. 
Bandwidth in bits per second (bps) is the number of bits a channel or link can transmit in a 
second [9, p. 84]. Bandwidth in Hertz is the range of frequencies that a channel can use to 
communicate. Bandwidth in Hertz is the difference between the highest and the lowest fre-
quencies in a channel. For example, if a channel contains frequencies between 100 and 800, 
its bandwidth is 700, since 800 − 100 = 700 [9, p. 65]. 
The two bandwidths share an explicit relationship with each other. Increasing the bandwidth 
in Hertz will give the channel more frequencies to use. This, in turn, increases the amount of 
transmitted bits per second [9, p. 84]. 

3.1.5 Throughput 
Throughput is a measurement of how fast the data is sent through a connection. Unlike band-
width in bits per second, the throughput is the measurement of how fast data can be transmit-
ted, while the bandwidth is the measurement of the potential transmission speed. For exam-
ple, if a channel has 1000 bps, but the device that is connected can only handle 400 bps, then 
the throughput is 400 bps.  
In theory, the throughput between two devices can be calculated by basically choosing the 
minimum bandwidth of the devices. However, devices do not communicate by just sending 
one independent bit after another, they communicate by sending a collection of bits that, 
together, form a cohesive message.  
Throughput is affected by other factors like propagation time, transmission time, queuing 
time and processing delay [9, p. 85].  
Propagation time is a measurement of the time it takes for a bit to travel from its source to 
its destination. Propagation time is calculated as demonstrated in equation (3). 
  = /(  ) (3)  

The propagation time, in equation (3) shows that the throughput will be faster if the con-
nected devices are closer to each other. Propagation speed is dependent on the medium and 
frequency of the signal. A wired link usually has a propagation speed of 2.4 × 10 , while a 
wireless link, in theory, can have speeds of up to 2.9 ×  10 , but is usually much lower be-
cause of other factors e.g. distortion and noise [9, pp. 85-86]. 
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Transmission time is a measurement of the amount of time it takes for a bit to be transmitted. 
Since a bit is transmitted in an instant, the transmission time is usually referring to the amount 
of time it takes for an entire message to be transmitted, meaning the time difference between 
the first bit sent and the last bit sent. Transmission time is calculated as demonstrated in 
equation (4). 
  = (  )/ ℎ (4)  

The transmission time, in equation (4) shows that the transmission time is dependent on how 
large the message is, as well as how many bits we can send simultaneously [9, p. 86]. In most 
cases, the transmission time is much lower than the propagation time. 
Queuing time is the time it takes for a device to hold the message before it can be processed. 
It depends on traffic intensity and queue lengths, which vary depending on the device’s set-
tings. 
Processing delay is the amount of time required for the arrived message to be processed and 
presented. It depends on the hardware of the device and the operating system. 
The queuing time and processing delay are usually bundled in with the transmission time to 
make calculations easier [9, p. 87]. 
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3.1.6 Wi-Fi frame 
Wi-Fi frames consist of a header, payload, and frame check sequence (FCS). The frame for-
mat is similar to the Ethernet frame format, with the exception that it contains more fields as 
shown in Figure 3.4 [9, pp. 444-445]. 
 

 Frame Control - Identifies the type of wireless frame and contains subfields for 
protocol version, frame type, address type, power management, and security settings. 

 Duration - Indicates the remaining duration needed to receive the next frame 
transmission. 

 Address1 -  MAC address of the receiving wireless device or access point. 
 Address2 - MAC address of the transmitting wireless device or access point. 
 Address3 - MAC address of the destination, such as the router interface (default 

gateway) to which the access point is attached. 
 Sequence Control - Sequence Number and the Fragment Number subfields. The 

Sequence Number indicates the sequence number of each frame. The Fragment 
Number indicates the number of each frame sent of a fragmented frame. 

 Address4 - Used only in Ad-hoc mode. 
 Payload - Contains the data for transmission. 
 FCS - Frame Check Sequence; used for error control. 

  

Figure 3.4. Layer 2 frame and the header fields. 
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3.1.7 Initialization state 
Before a wireless station can access a WLAN, it has to go through a three-step process [11]: 

 802.11 Probing – The first step is probing. Stations broadcast probe requests on all 
channels to acknowledge nearby APs in the area. 
  802.11 Authentication – There are two authentication mechanism. The first one is 
called Open Authentication (OA). OA is recognized as less secure, because it allows 
anyone to access the network, without a password. The second authentication mech-
anism uses a shared key for authentication. This mechanism is known as WEP, WPA 
or WPA2, depending on the encryption algorithm. It is widely deployed in home net-
works and small enterprise networks. 

  802.11 Association – The last step is the security and bitrate options to establish a 
data link between the wireless devices. 

3.1.8 Collision avoidance 
WLAN systems are half-duplex. Wireless station can transmit and receive on the same radio 
channel. This creates a problem because a wireless station cannot receive frames while send-
ing. When a wireless station sends data, it first senses the media to determine if another device 
occupies it. If not, it will, in some cases, send a request to send (RTS) frame to the AP, 
depending on its options. This frame is used to request access to the frequency for a specified 
duration. When the access point receives the frame, it will check whether it is available. If 
available, it will grant the wireless station access to that frequency by sending a clear to send 
(CTS) frame of the same time duration. All other wireless devices observing the CTS frame 
abandon that frequency to the transmitting node for transmission [9, pp. 438-439]. 
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3.2 Handoff process 
 

Stations in a wireless network need to maintain connectivity with the access point while it 
is mobile. A connection requires high signal strength to offer stations persistence and cov-
erage. In an ESS; greater coverage can be achieved through a method called handoff, also 
called handover or roaming [16]. 
The handoff method allows stations to move seamlessly between different APs. A stations 
that is successfully connected to an access point is said to be associated. To move through 
APs, the station needs to de-associate with its current AP, and then re-associate with the 
new access point. This process usually calls for a change of frequency channels [17] as 
shown in Figure 3.5. 

The handoff process is most commonly triggered by [18]: 
 A set of unacknowledged frames.  Consecutive loss of Beacon frames.  Low Received Signal Strength Indication (RSSI). 

3.2.1 Performance 
Performance is difficult to measure since there are many factors to consider. The user per-
ceived experience is mostly dependant on three network metrics: packet loss, delay and jitter 
[19]. 
The handoff method does offer increased range and seamless connectivity, without effecting 
performance. This is true when the station uses the network for non-real-time purposes, like 
visiting a website. However, the same cannot be said when it comes to real-time usage. In 
general, a wireless connection offers nowhere near the consistency and performance of a 
wired connection [20]. This is further reduced when moving between APs because of re-
association and, in some cases, re-authentication. This performance impact cannot be avoided 
but has to be considered in the handoff process. 
  

Figure 3.5. Typical handoff situation. 
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3.3 OpenWRT 
 

OpenWRT is an extensible GNU/Linux distribution for embedded devices, e.g. wireless rout-
ers. Unlike other Linux alternatives, OpenWRT is built to be a fully-featured and a modifia-
ble operating system, containing only the necessary features for a device. 

3.3.1 Introduction to OpenWRT 
OpenWRT provides a fully adjustable filesystem with optional built-in package management 
for extended features, similar to a dynamic firmware. This enables developers to create cus-
tomized packages to an embedded device to suit any application. OpenWRT provides a solid 
framework to build applications without the need to create a complete new firmware image 
and distribution around it. OpenWRT boasts: 

 Free and open-source: The OpenWRT project is completely free and open-source 
based, licensed under the GPL.  Easy and free access: The OpenWRT project is based on new contributors as well 
as the existing community. 

OpenWRT exceeds in performance, stability, robustness, and extensibility, when compared 
to other open-source embedded system solutions. The open architecture allows stateful 
packet inspection, intrusion detection, and other features that usually requires a large sum of 
money. OpenWRT is intended for developers who wish to create a tailored operating system 
by creating software packages [21]. 
3.4 iopsys 

 
iopsys is an open-source operating system developed by Inteno. The iopsys operating system 
is based on OpenWRT, described in 3.3, and combines this with the power of a System on a 
Chip (SoC), such as routing acceleration, WLAN, Ethernet, USB and more. iopsys works 
with several types of Customer-premises equipment (CPE), such as routers and switches with 
different functionality under the same operating system [22]. 
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3.5 Topologies 
 

Topology refers to how a network is structured physically. A device is referred to as a node 
and is usually illustrated by a circle. There are lines between the nodes, which illustrate the 
connection link between nodes. There are four types of topologies used: mesh, star, bus and 
ring. Only mesh and star will be discussed in this thesis, as they are the most common in 
wireless networks. 

3.5.1 Network components 
Access points can act as one of two different roles, gateway or repeater. Gateway access 
points are connected to a wired network using cables, which grants access to the Internet.  
If a gateway has Internet access, the entire network will have as well. Some gateways how-
ever have clever software that forces a gateway to look for other nearby gateways. If it finds 
one, it will start acting as a repeater to continue providing Internet access [23]. 

3.5.2 Mesh topology 
Mesh networks can either be a fully connected mesh network or a partially connected mesh 
network, as shown in Figure 3.6. Mesh networks connect large areas using point-to-point 
technologies. Every device has a dedicated link for routing information between other de-
vices. 

Mesh networks have several advantages over other network topologies. The connected nodes 
use a dedicated link that guarantees that the information will carry its own data load, elimi-
nating traffic issues that may arise when the links are shared with other none mesh connected 
devices, which makes it robust. 
The network would remain functional in case of a node or a link failure. Security and privacy 
are also preserved by using dedicated links, where the message only travels to the intended 
recipient. Mesh is also capable of improved fault identification, through point-to-point links.  
The main disadvantages of a mesh network are that every node must be connected to every 
other node in a fully connected and configured to work with each other, which can prove 
more difficult than other topologies. 
  

Figure 3.6. A fully connected Mesh network to the left and a partially connected Mesh network to the right. 
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3.5.2.1 Wireless mesh 
Wireless mesh nodes are small radio transmitters which uses the same radio length as each 
other and function as an access point or as a wireless router. Wireless mesh nodes use the 
IEEE WLAN standards, such as 802.11g, b and a, to communicate wirelessly with the other 
nodes. The nodes are programmed on how to interact with the network topology, for example 
node A, should have a complete network map on how to travel to node B, by hopping between 
the connected nodes. The nodes automatically choose the quickest path by using dynamic 
routing protocols.  
In mesh networks, only a single node needs to be physically connected (using a wired con-
nection) to the Internet. The node then shares its Internet connectivity with other nearby 
nodes. The other mesh nodes then share their Internet connectivity with other nodes closest 
to them. The more nodes involved, the further the connection is spread in the topology [9, 
pp. 9-10]. 

3.5.3 Star topology 
In a star topology, the devices connect to a single central controller, called a hub, using a 
dedicated point-to-point link, as seen in Figure 3.7. Unlike mesh, the devices in a star network 
are not directly connected to each other. All traffic needs to travel via the hub to the other 
devices.  

The advantages that a star topology has over a mesh topology are: 
 Easier scalability  Less management  Easier configuration 

The main disadvantage of a star topology is the dependency of the hub. If a failure occurs in 
the hub, the entire network would lose connection [9, pp. 10-11].  Its disadvantage is more 
often overshadowed by its advantages and is therefore more common than mesh. 
 
 
  

Figure 3.7. Star topology. 
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4 Tools and methods 
This chapter presents the methods used for testing. First how the research was made. Afterwards a 
description of the devices and parameters. Lastly a description of the development of the protocol 
and a discussion about alternative methods. 
4.1 Methods 

 
The research was done using books and literature studies using Google Scholar and KTH 
Primo, as well as official websites of the products and companies in question. The gateways 
were probed to determine their functionalities and capabilities. Through this, the available 
parameters and delimitations were established. A prototype algorithm was created to obtain 
and evaluate the necessary metrics. The prototype was tested and compared to the standard 
method of connection for wireless stations. The tests were done by altering positions of a 
station relative to an access point and performing bandwidth tests. The results of the devel-
oped algorithm were compared to the standard method for analysis. The algorithm went 
through multiple cycles of changes and evaluations until the outcome satisfied the set goals. 
4.2 Devices 

 
The required devices were:  

 One master access point (DG301)  Two identical wireless repeaters (CG300)  Two wireless stations   One wired station  
More detailed information about the devices can be found in Appendix B. 
The master access point and the two repeaters were used to simulate a scenario in which a 
wireless station had multiple alternative access points to choose from. The two wireless sta-
tions were used as test subjects. The stations would connect to an access point and run band-
width tests to the wired station. This was to prevent external factors from impacting the test 
results. The wired station acted as a server for the wireless stations.  
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4.3 Parameters 
 

The parameters available on iopsys devices were: current used wireless channel, neighbour 
access points, noise, RSSI, noise, wireless link-rate, wired link-rate and bandwidth usage. 
This thesis only included parameters that effect throughput performance. The used parame-
ters are described in Chapter 3.1.  
One of the parameters used for calculating the score was SNR. The SNR parameter was not 
directly available and had to be calculated using RSSI and noise, as seen in equation (5). 
 = ( − ) (5)  

Noise was determined by how much interference there was on the 2.4 GHz or 5 GHz channel. 
RSSI was the signal strength from one device to another, as shown in Figure 4.1. The param-
eters were accessed by issuing the command “wlctl -i <interface> status” on the device. 

Link-rate and bandwidth usage was determined by whether or not the repeater was connected 
via wire or wirelessly. The link-rate parameter would be accessible by issuing the command 
“wlctl -i <interface> rate”. Output from this command would simply print out the link-rate 
in Mbps. If the repeater was connected via wire, the link-rate parameter would be accessible 
by issuing the command “ethctl <interface> media-type”. The output of that command is 
shown in Figure 4.2. 
  

Figure 4.2. Output of interface eth0 when issued the rate command on a CG300. 

Figure 4.1. Output of interface wl1 when issued the status command on a CG300. Note: the SNR value is inac-curate as the status command contained a bug. 
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4.4 Development of the protocol 
 

The master AP and the repeaters needed a way to communicate with each other. The initial 
solution was to develop a TCP socket written in C. That, however, proved to be to unneces-
sary as Inteno were already working on a solution intended for that specific purpose. 
The communication method was a UNIX bash script that would use telnet to gain access into 
a given device and execute commands. The commands would provide the MAC address, if 
it is communicating via wire or wireless, its link-rate, RSSI, noise and bandwidth usage. The 
bandwidth usage was calculated by each repeater individually, each repeater had a file which 
contained the bandwidth usage over a ten second period. The master AP would then retrieve, 
parse and use these parameters to determine a score for each repeater and store it in a table. 
The score-table would be updated with new values every ten seconds. 
When a wireless station connects to the wireless network, the master AP would check the 
score table and determines which access point would provide most the optimal connection. 
The other repeaters will blacklist the station by the help of the master AP, to force the station 
to choose the best repeater with the most optimal path in terms of the score. 

4.4.1 The score system 
The bitrate of a connection is affected by many different parameters, described in Chapter 
4.3. A new metric had to be introduced to make the decision process easier by unifying the 
available parameters. The new metric introduced was called score. A higher score would be 
the optimal choice in the decision process. 
The score is the dominant metric for deciding the optimal access point for a station. The score 
is calculated differently for wired and wireless connection. Equations (6) and (7) show how 
the score is calculated for wired and wireless, respectively. 
The link-rate is the maximum theoretical speed the link could achieve, for example: A Giga-
bit Ethernet cable will have a link-rate of 1000 Mbps. The average download and upload 
gives the average bandwidth usage of the link. The average bandwidth usage was calculated 
by getting the total bandwidth usage over ten seconds and then dividing it by ten. 
  = ( − (   & )) (6)  

A wired connection does not have many parameters that would impact the speed of the link 
unless it had a lot of traffic. The score is therefore only dependent on the available bandwidth. 
  = (( /2) − (   & )) ∗ ( /100) (7)  
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A wireless connection is half-duplex and can therefore only make use of 50% of the available 
bandwidth at best. The speed of the connection is also dependent of the SNR in the link. As 
shown in Chapter 4.4, equation (5), SNR is the difference between RSSI and noise and will 
give a number between 0 and 100. SNR will be divided by 100 to get the SNR in a ratio scale; 
that is between 0 and 1. Higher SNR means a better connection, which means a higher band-
width. 
 

4.4.2 Scripts 
The protocol used UNIX shell scripts for fetching, parsing, calculating and commanding. 
Each function had a corresponding script. The scripts would then be executed every ten sec-
onds from a main script that ran as a background process on the device. 
4.4.2.1 CG300 (Repeater) 
The repeater had a script that would gather the total bandwidth usage over a ten second pe-
riod. The pseudocode for the script can be found in Appendix A, Figure A.2. 
4.4.2.2 DG301 (Master AP) 
The master AP had two scripts: one for retrieving & parsing, and one for calculating the 
score. The code for retrieving and parsing used the telnet service to retrieve data from the 
repeaters. The raw output would then be stored in a file for future parsing. After the parsing 
occurred, the raw output file was removed as it was no longer necessary. The parsed infor-
mation would be stored under the TMP directory under a directory called, “repeaters”. Each 
repeater had its own file, named after its MAC address numbers in that directory. A parsed 
file contained all the important information that was required for the score calculation, as 
shown in Figure 4.3. 

The score calculation script simply retrieved the data from the parsed files and calculated the 
score as shown in equations (6) and (7). The script would then print out the MAC address of 
the repeater in question, followed by its score, as shown in Figure 4.4. 

These two scripts would run from a main script that ran them every ten seconds as a daemon 
process. The script can be found in Appendix A, Figure A.1. 
  

Figure 4.4. Output from the calcScore.sh script of two different repeaters. 

Figure 4.3. Contents of the parsed data. With no workload. 
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4.5 Alternative methods 
 

There are other methods that can be used to achieve different goals or to build upon the 
developed algorithm. 

4.5.1 The standard method 
The standard method for wireless devices to connect is to choose the access point that has 
the highest RSSI [24]. The method chosen in this thesis exchanges the standard method for 
a method which prioritizes speed and stability performance, choosing the access point with 
the most SNR and most available bandwidth between the repeater and the master. The big 
disadvantage of this tradeoff is that the station stations do not always get the best SNR be-
tween themselves and to the connected repeater.  

4.5.2 Combining the standard method with the developed protocol 
A big disadvantage of the chosen method is that the stations will not always be connected to 
the access point with the most RSSI. A better solution would be to combine the benefits of 
both these methods. This solution would have a dedicated virtual 802.11 interface that mon-
itors probe requests and utilizes them to determine the SNR. The SNR between the station 
and access point would then be factored in the score. The disadvantage of this is that the 
initial connection would be slower, as the information need to go to the master, then calcu-
lated, and then the connection would be established. This method also proved to be more 
complicated and requiring much more development time to create, which was out of the 
scope for this thesis.  

4.5.3 Repeaters decide 
Having the master making all the decisions is in most cases preferable, since the master ac-
cess point usually has better hardware, knows about every repeater that is connected to it, 
and is easier to administrate. However, making the repeaters decide between each other can 
make the initial connection establishment a lot quicker, as well as giving the already con-
nected stations a stable link throughout the connection period, by constantly sharing infor-
mation with its neighbors. This will impact the repeater’s performance but it can be used as 
an advantage. A repeater which fails to share information would be considered overloaded 
or unreachable and would therefore be considered as unable to handle additional stations. In 
which case the other neighboring repeaters could decide to either ignore the repeater as if it 
did not exist or choose to help it by taking some of the connected stations from it. 

4.5.4 Blind pick 
The standard method is that the stations will pick the access point with the most RSSI [1]. 
That method could still be used for the initial connection. After a station is connected, its 
SNR becomes available and can be used for calculating a better score. The score would then 
be used for the second round of decisions, and if the SNR between the access point and the 
station is weak, it would then connect to another neighbor repeater. This method would be 
similar to the method mentioned in Chapter 4.6.2 but easier and faster to develop, as the tools 
for achieving this already exist. The downside of this however is that the initial connection 
might not be the optimal one, resulting in a bad connection until the next round of update 
occurs. 
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4.6 Test environments 
 

The tests are done in two different environments, a home environment and a work environ-
ment. The home environment has less interference from other wireless devices, but weaker 
signal strength since there were obstacles in the way of the signal. The work environment has 
a lot of interference from other wireless devices, but would have a clear way (no obstacles in 
the way) to the station. 
The DG301 device acted as the master of the network. All of the repeaters connected to the 
master. It was the device that made the calculations and decisions. The DG301 was the only 
device that had access to the Internet.   
The CG300 devices had the ability to act as a master or a repeater. For the purpose of testing, 
they acted as repeaters. A repeater could be connected to the master using a wired Ethernet 
cable or wireless connection through the 2.4 GHz frequency. The repeater extended the wire-
less coverage by acting as an additional access point in the network.  
The network was composed of a master AP and two repeaters. There were two cases for each 
test. The first case was having both repeaters communicate wirelessly, sharing the 2.4 GHz 
frequency. The other case was having one repeater communicating through a wired connec-
tion and the other repeater communicating wirelessly through the 2.4 GHz frequency. 
The test station was manually blacklisted on the master AP and on the 2.4 GHz antenna on 
both repeaters, forcing it to connect to one of the repeaters 5 GHz antenna. This was done to 
reduce interference and making the tests more consistent. 
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4.6.1 Work environment 
The work environment was an 18 m2 room at Inteno’s premises. The master AP and the two 
repeaters had a complete coverage in the room as seen in Figure 4.5. There were a total of 
138 different active neighbour access points during the bandwidth tests. 54 of them were in 
the 5 GHz frequency and the other 82 were in the 2.4 GHz frequency. The repeaters were 
placed in equal distance to the master. 

The S displayed in figure 4.5 are referring to the positions of a wireless station at two different 
time periods.   
 
  

Figure 4.5. Blueprint of the room where the tests were made. M = Master AP, R = Repeater and S = Station 
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4.6.2 Home environment 
The home environment is a 145 m2 house with two-floors. The devices were placed as shown 
in Figure 4.6 where they all had coverage on both floors. A total of three neighbour access 
points were active throughout the tests. One was communicating in the 5 GHz frequency and 
the other two were in the 2.4 GHz frequency. The master was placed on the first floor, to-
gether with a repeater. The other repeater was placed on the second floor of the house. To-
gether they roughly formed an equilateral triangle. 

The S displayed in figure 4.6 are referring to the positions of a wireless station at two different 
time periods.   
  

Figure 4.6. Blueprint of the house where the tests were made. Left is the first floor. Right is the second floor.  M = Master AP, R = Repeater and S = Station. 
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4.7 Performance tests 
 

The performance tests were done using the scripts that were running as a daemon on the 
master AP and the repeaters. The software that was used for measuring bandwidth was  
iPerf3. Acrylic Wi-Fi Home was another software, which was used measure the RSSI to each 
access points in the vicinity. 

4.7.1 iPerf3 
iPerf3 was used to gather bandwidth information between an 802.11 connected station, and 
a server which was connected with a Cat5e Ethernet cable to the master AP. This method 
removed outer factors that would otherwise affect the test results. The server was running 
iPerf3 in server mode and would accept connection from a station using the default port, 
5201. The stations were running iPerf3 in client mode to connect to the server.  
The test began automatically when the connection was established. The tests were done by 
sending multiple TCP packets to the server. The server and the station continuously calcu-
lated the bandwidth between them. The bandwidth was checked every second for a total of 
ten tests over a ten second period. iPerf3 printed out the average bandwidth for the station 
and the server as shown in Figure 4.7 [25]. 

The results were later added into Microsoft Excel to create suitable graphs for each test case, 
as seen in Chapter 5.2. 

Figure 4.7. iPerf3 throughput test on a Windows station. 
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4.7.2 Active wireless networks 
It was possible to get a graph on active neighbour access points and their signal strength in 
form of RSSI as seen in Figure 4.8, by use of the software, Acrylic Wi-Fi Home. The graph 
was used to gather more information about noise in the channels used by the wireless repeat-
ers and by so, testing different scenarios where the noise interference would lower the avail-
able bandwidth on the wireless link-rate to an access point. 

An alternative method was the use of the built-in WLAN functionality in the android devices, 
to check the active neighbour access points and their RSSI. However, this was not the most 
suitable way to receive the current connection information, as it did not show the supported 
frequencies, or the max speed in terms of supported 802.11 connection of the gateway. 
 
 
  

Figure 4.8. Active access points at Inteno Broadband AB. 
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5 Results 
This chapter presents the protocol algorithm and the results of the throughput tests done in two 
different environments presented in Chapter 4.6. The wireless stations were placed in different po-
sitions for each test. 
5.1 Protocol algorithm 

 
The result is a prototype of the algorithm that allows Inteno gateways to offer a faster service 
for stations in a local network, through deciding which access point is best suited to handle 
the connection. The algorithm is not dependant on the stations, allowing the stations to get 
the highest bitrate connection to the master without their participation. Figure 5.1 demon-
strates how the developed protocol operates. 
The pseudocode for the developed protocol is listed in Appendix A. 

 
  

Figure 5.1. Flowchart of the developed protocol. 
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5.1.1 UNIX bash scripts 
The protocol uses UNIX bash scripts for the calculations. The scripts are stored in the gate-
way devices and run as background processes. There are three scripts in total depending on 
the device. If the device is acting as a master access point, it will run two scripts. If the device 
is acting as a repeater, it will run one script. 
The master AP scripts retrieve information from the repeaters, parses out the important data, 
calculates the scores, and then tells the repeaters to blacklist the station based on its MAC 
address. This was done every ten seconds.  
The repeater runs a single script that calculates how much it had received and transmitted 
over a ten second period. This is done to calculate the current bandwidth usage between the 
repeater and the master AP.  
The scripts are adaptable since all the devices are running the same operating system. The 
scripts dynamically detect connected devices, fetches their IP-address, and queries them for 
their data. This is made possible because the scripts only required the IP-address for the telnet 
connection. 

5.1.2 Score 
A score system was created to help master devices determine which gateway is best suited to 
handle the stations. The score is influenced by: 

 Type of device (master AP or repeater)  Type of connection (wired or wireless)  Link-rate  RSSI  Noise  Average bandwidth usage 
These values are regarding the connection between a master and a repeater. A connection 
between a station and an access point is not considered in the calculation of the score.  
The score for each device is updated every ten seconds, which makes it adaptable and accu-
rate even if a device suddenly got overloaded and cannot handle any new stations. The master 
access point always has the highest score, since the number of hops required are zero if the 
station connects to a master. 
5.2 Standard protocol 

 
The standard protocol is the default method of connection for wireless stations. It will usually 
choose the access point that provides the strongest signal strength [1], unless it has been 
instructed otherwise. The standard protocol does not consider any other metric, which can 
result in a device connecting to a less optimal access point. The guarantee of the standard 
protocol is that a wireless station will have the best option when it comes to staying connected 
to the network.  
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5.3 Test results 
 

The tests were made in two different environments, described in Chapter 4.6. The results will 
refer to each environment. The tests are done by having a wireless station placed in different 
positions in the coverage area. First, the wireless station is placed closer to one of the repeat-
ers. Then the wireless station is placed closer to the other repeater. The stations will then 
blindly connect to an access point, first without the developed protocol and then with it. This 
is done to compare the choices made by the standard protocol and the developed protocol. 
The results are measured through the iPerf3 software, described in Chapter 4.7. iPerf3 does 
one test each second for ten seconds. It then calculates the average throughput of the connec-
tion using the test results. The iPerf3 tests are done by two different wireless stations at the 
same position but at different times, one after the other. 

5.3.1 Two wireless repeaters  
The initial tests were done by having both repeaters connected to the master wirelessly. The 
result of one of the tests is shown in Figure 5.2. The two wireless repeaters had a similar 
score, one of the repeaters had a score of 42900 and the other repeater had a score of 53300. 
Neither of the repeaters had any workload on them. 

The result shows that the difference in bitrate and score was minimal when comparing the 
developed protocol to the standard. That is because both repeaters offered similar bitrates, 
which meant that it did not matter which access point it chose. More significant differences 
would occur if the repeaters had heavy workload. The repeater with the lesser amount of 
workload would have a higher score. Since no workload tests were made, further compari-
sons between two wireless and two wired repeaters were neglected. 
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Figure 5.2. Bandwidth results of two repeaters connected wirelessly. 
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5.3.2 Work environment 
The results of the work environment tests are shown in Figure 5.3 and Figure 5.4. The wired 
repeater had a score of 1000000, representing full gigabit Ethernet connectivity, and the wire-
less repeater had a score of 122850. Neither of the repeaters had any workload on them. This 
was true for both test cases. The wired repeater had approximately eight times more score 
than the wireless repeater. The station was positioned near the wireless repeater. The setup 
of the network can be found in Chapter 4.6.1. 

The standard protocol made the wireless station chose the access point with the strongest 
RSSI. In this case it was the wireless repeater, since it was the closer one. The developed 
protocol chose the repeater with the highest score, which was the wired repeater. The wired 
repeater provided a higher bitrate than the wireless repeater, as Figure 5.3 demonstrates. The 
wireless repeater provided approximately half the wired repeater’s bitrate. This indicates that 
the developed protocol made the right choice when it comes to choosing the faster access 
point. 
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Figure 5.3. Bandwidth test where the station is closer to the wireless (blue) repeater. 
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In this test case, the wireless station was placed closer to the wired repeater. The wired re-
peater had a score of 1000000, representing full gigabit Ethernet connectivity, and the wire-
less repeater had a score of 113100. Both the standard and the developed protocol picked the 
wired repeater when the station was closer to the wired repeater, since it had a higher score 
and a stronger RSSI to the station than the wireless repeater. 

Since both protocols chose the same repeater, the difference in bitrate was minimal, as Figure 
5.4 demonstrates. 
The comparison between the two test cases in the work environment shows that the standard 
protocol chose the faster access point in approximately 50% of the total coverage area, while 
the developed protocol chose the faster repeater for 100% of the total coverage area. 
 
  

Figure 5.4. Bandwidth test where the station is closer to the wired (green) repeater. 
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5.3.3 Home environment 
The results of the home environment tests are shown in Figure 5.5 and Figure 5.6. The wired 
repeater had a score of 1000000, representing full gigabit Ethernet connectivity, and the wire-
less repeater had a score of 26650. Neither of the repeaters had any workload on them. This 
was true for both test cases. The wired repeater had approximately 37 times more score than 
the wireless repeater. That is because the wireless repeater was on the second floor of the 
building, while the master AP was on the first. In this case, the wireless station was placed 
closer to the wireless repeater. The setup of the network can be found in Chapter 4.6.2. 

The standard protocol made the wireless station chose the access point with the strongest 
RSSI. In this case it was the wireless repeater, since it was the closer one. The developed 
protocol chose the repeater with the highest score, which was the wired repeater. The wired 
repeater provided a higher bitrate than the wireless repeater, as Figure 5.5 demonstrates. The 
wireless repeater provided approximately seven times less throughput than the wired re-
peater. This indicates that the developed protocol made the correct choice in choosing the 
faster access point.  
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Figure 5.5. Bandwidth test where the station was closer to the wireless (blue) repeater. 
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In this test case, the wireless station was placed closer to the wired repeater. The wired re-
peater had a score of 1000000, representing full gigabit Ethernet connectivity, and the wire-
less repeater had a score of 25350. Both the standard and the developed protocol picked the 
wired repeater when the station was closer to the wired repeater, since it had a higher score 
and a stronger RSSI to the station than the wireless repeater. 

Since both protocols chose the same repeater, the difference in bitrate was minimal, as Figure 
5.6 demonstrates.  
The comparison between the two test cases in the home environment shows that the standard 
protocol chose the faster access point in approximately 50% of the total coverage area, while 
the developed protocol chose the faster repeater for 100% of the total coverage area. 

5.3.4 Environment results 
There is a clear difference in bitrate when the tests are made in the work environment and in 
the home environment. In the work environment, the master AP has a clear path to the re-
peaters, which gives them a higher score but lower bitrate because of interference from other 
wireless access points. The home environment, on the other hand, does not have a lot of 
interference from other wireless access points, but instead has obstacles in the way between 
the master AP and the repeaters, causing a lower RSSI between them. 
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Figure 5.6. Bandwidth test where the station was closer to the wired (green) repeater. 
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6 Analysis and discussion  
This chapter includes an analysis of the test results and a discussion of how the results can be im-
proved. 
6.1 Result analysis 

 
The developed protocol proved to provide higher bandwidth than the standard protocol, even 
in cases where there was significant interference. The big disadvantage of the developed pro-
tocol is that it does not consider the RSSI between an access point and a station. This creates 
the potential of huge drops in bandwidth performance if the signal becomes weak enough. 
The weakness is more prevalent in larger structures where the area of the structure exceeds 
the recommended distance between an access point and a station. Most stations have a min-
imum threshold which, if exceeded, will disconnect from the access point [26]. 
The results showed that the developed protocol performed better in home environments com-
pared to the standard protocol, since the access points had stable coverage over the entire 
building. In cases such as this, the developed protocol outperformed the standard protocol, 
despite its weaknesses. 
The developed protocol had the capability to determine the repeater with the least noise, since 
noise is included in the calculation. This made it more preferable than the standard protocol 
in cases where there are a lot of interference from other devices such as microwaves or other 
access points. This is demonstrated in the test results for the work environment, where there 
were 138 other access points transmitting simultaneously. 
The developed protocol would be improved if it was integrated with the standard protocol, 
rather than replacing it. The combined protocols would have the benefits of both without 
sacrificing anything, which clearly makes it the better solution when compared to the stand-
ard and the developed protocol.  
It was possible to capture WLAN beacons on Inteno’s devices. It required a dedicated virtual 
interface on one of the WLAN antennas. After the virtual interface was created, the beacons 
could be captured by issuing the command “tcpdump –i <interface> -xx”. The generated 
output was a list of captured packets which had their properties written in hexadecimal. An 
example of a captured beacon can be seen in Figure 6.1. The hexadecimal values were not 
defined.  To make use of these values requires an interpreter, which would translate the hex-
adecimal digits to human-readable text. This was out of the scope of this thesis. 
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The developed protocol did not have capabilities for determining the best connection after 
the station initially connects to the network. This would be difficult to implement, since the 
RSSI between an access point and a station was not easily attainable. If it was, the score 
would be calculated differently and the protocol would have instructions for handling already 
connected stations. The instructions would do roughly something like: 

1. Check the score table. 
2. If a repeaters score is lower than a certain threshold value compared to other repeat-

ers; force it to hand off station to another repeater depending on the RSSI. 
3. Repeat every X seconds. 

The time interval should be modified depending on the environment, amount of stations, and 
type of stations. It should not be too low, since a low time interval would result in continuous 
hops between APs. Neither should it be too high, since then it would take too long for the 
algorithm to notice, resulting in a bad connection over a long period of time. 
  

Figure 6.1. Output of a captured WLAN Beacon. 
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6.2 Communications software 
 

Telnet was the chosen application for communication. Telnet requires a stable and fast con-
nection to function correctly. However, the slightest change in response time caused errors, 
e.g. when one or more stations connected to the repeater, as seen in Figure 6.2. 

The issues occurred when the master AP ran its scripts to fetch the data from the wireless 
repeaters. This resulted in corrupted data, which caused errors in the calculation of the score. 
This issue made it difficult to perform tests with different workload on each gateway.  
An alternate solution would have been secure shell (SSH). The benefits of using SSH 
would be the added layer of security. However, the results would be similar to those in the 
Telnet solution. The added layer of security would not improve the latency situation. The 
ideal solution might have been to use the dedicated socket solution described in Chapter 
4.4. The solution was, however, still in development and unavailable for this thesis. 
   

Figure 6.2. An echo (ping) test before (sequence: 18-36) and after (sequence: 37-53) a station has connected to the repeater. 
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6.3 Relevant parameters 
 

This chapter includes a discussion about the chosen parameters described in Chapter 5.1.2, 
and other unused parameters in the developed protocol. 

6.3.1 Type of device 
The first parameter is determined by whether or not the device was a repeater or a master AP. 
A master AP was always preferred since it required no hops to get access to the Internet. All 
other parameters would be ignored if the type of device was a master AP. 

6.3.2 Wired or wireless 
The second parameter is determined by whether or not the repeater connected to the master 
via wire or not. If it was connected via wire, the connection would be full duplex. If it was 
connected wirelessly, the connection would be half duplex. A wired connection was therefore 
always preferred over a wireless connection. A repeater connected via wire provided higher 
bandwidth than a repeater that is connected wirelessly, as demonstrated in the results. 

6.3.3 Link-rate 
The third parameter is the link-rate. This was the theoretically maximum speed of the link. 
This parameter did not reflect the true maximum speed, but was necessary for determining 
the theoretically maximum speed of the link used in the score system. 

6.3.4 Bandwidth usage 
The fourth parameter is the bandwidth usage of the device. The bandwidth usage was meas-
ured over a ten second period. It would determine the workload of the device. This, together 
with the link-rate, would comprise the available bandwidth. The available bandwidth helped 
determine how many additional connections the device could handle. This would be the last 
parameter if the repeater was wired, since RSSI and noise only mattered in wireless connec-
tions. 

6.3.5 RSSI 
The fifth parameter is the RSSI to the master AP. A low RSSI would impact the bandwidth 
performance and cause potential packet loss. The RSSI was strongly influenced by two fac-
tors: The distance between access point and station, and the amount of noise in the channel. 
A method for measuring the distance did not exist. The noise was available, and was therefore 
used with the RSSI to comprise the SNR, described in Chapter 4.4. 

6.3.6 Noise 
The sixth parameter is the noise of the channel. The noise level was determined by the devices 
themselves. The noise was affected by other devices that radiate around the 2.4GHz fre-
quency. Such devices could be microwaves or even other WLAN devices. The noise would 
be used together with the RSSI to comprise the SNR, described in Chapter 4.4. 
  



 
  
 

41  |  ANALYSIS AND DISCUSSION 

6.3.7 Unused parameters 
Some parameters were accessible but were deemed unimportant. Parameters such as:  

 Supported rates  Amount of stations  Neighbouring access points 
They were not used since they either did not impact the bandwidth performance, or were 
encompassed more accurately in one of the used parameters. 
6.4 Society, economic and environmental aspects 

 
This thesis strives to expand on the concept of the Internet of Things (IoT) concept, by provid-
ing a new method for connecting to APs. Internet of Things requires a large area of wireless 
coverage so that devices gain access to the Internet. The devices used for Internet of Things 
are currently things like thermometers, light bulbs, coffee machines or speakers [27]. None 
of the mentioned devices require high bandwidth. Instead, they only require a basic Internet 
connection. 
The standard method of connection that wireless stations is only determined by the highest 
signal strength. This satisfies the requirement of the current state of IoT better than the de-
veloped protocol. However, IoT is still a relatively new concept [28]. It can be compared to 
the early days of the Internet, where the importance was just to send small amounts of data 
from one device to another [29]. Now, the expectations of network communication have risen 
drastically. Bandwidth, throughput, security and privacy, just to name a few. The same can 
be applied to IoT, where the data is small and the importance is staying connected. It is esti-
mated that the number of IoT devices will reach 50 billion by the year of 2022 [30].  
The type of connected devices will evidently be more complex in the future, with higher 
demands for communication. In which case, the standard protocol would not be sufficient 
enough to keep up with the demands. The developed protocol might not be sufficient enough 
either. A new method will certainly be required, and the developed protocol is a step in the 
right direction, as it considers other parameters. 
Devices that do not have a lot of data to send, e.g. thermometers and refrigerators, are better 
off using the standard protocol, which connects them to the access point that offers the high-
est signal strength. That is because the information they provide is neither big nor urgent, and 
the only requirement is that the information arrives eventually. Using the developed protocol 
is a trade-off between connectivity and bitrate. The developed protocol is better suited for 
more sophisticated wireless devices, i.e. smartphones and laptops, since they can be used for 
bigger and more urgent data such as real-time high-quality video streaming or multiplayer 
gaming. 
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The developed protocol makes wireless networks more efficient in general. Through the scor-
ing system, it is easy to detect an access point that is not required in the network. This reduces 
the amount of access points required for a stable WLAN and makes it more affordable. As 
less devices are purchased, the amount of manufactured devices will also decrease, which 
results in less impact on the environment. 
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7 Conclusions and recommendations 
The research objectives of this thesis have been evaluated and completed. The iopsys oper-
ating system has been explored and the parameters have been established. An absolute metric 
for the decision process has been created through the established parameters. The protocol 
that is developed enables communication between intermediary devices. It fulfils the imple-
mentation requirements and provides increased bitrate for wireless stations, through its im-
proved access point selection algorithm. The assessment goals have been achieved through 
tests and measurements of the developed protocol. The measurements of the developed pro-
tocol have been compared to the standard method for wireless connectivity. The results of 
the developed protocol have been assessed and provided improvements for the implemented 
protocol algorithm. Alternate methods have been considered for future improvements of the 
developed protocol and are included in this thesis.      
Recommendations for future work involving access point selection include a measurement 
of the signal-to-noise ratio to a station before it has connected. This allows for a more accu-
rate decision metric according to the bitrate, and provide a more stable connection for the 
stations in the wireless network. The method for gathering data from the devices is less than 
ideal. It is recommended that the communication between the intermediary devices should 
use a dedicated socket for increased fault tolerance and easier parsing, which improves the 
performance of the algorithm. It is also recommended that the data should be parsed by the 
repeaters before it would be retrieved, if the repeaters are able to handle it, to improve the 
workload distribution of the protocol and decrease the amount of data that is sent between 
the intermediary devices. 
Some future problems have been identified during this thesis. One of these problems being 
constant jumping between access points. The station loses connectivity during the de-associ-
ation and re-association process. This can occur in areas that have large fluctuations in noise 
or bandwidth. The other problem has to do with the network interface controller (NIC). The 
gateways had a wireless network interface controller (WNIC) and a NIC. The WNIC handles 
the stations and has a lower link-rate then the NIC. This can result in the WNIC’s bandwidth 
being fully occupied whilst the NIC still has plenty of available bandwidth, which leads to 
inaccurate metrics. 
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Appendix A 
X = 10 
Every X seconds do { 

For each connected repeater 
do 
{ 
 open socket connection to repeater 
 fetch MAC address 
     fetch type of link (wired or wireless) 
    if (isWired) { 
       fetch linkrate and bandwidth_usage 
      }  

else { 
       fetch linkrate, bandwidth_usage, rssi and noise 
      } 
    close socket 
 avg_usage = bandwidth_usage / X 
 if (type == wired) { 
       score = linkrate - avg_usage 
 } 

else { 
      score = ((linkrate/ 2 - avg_usage)) * ((rssi - noise) / 100) 

 } 
 store the score in the score table 
} 

} 
========================== CASE: Station enters the network ======================= 
// Note: the term "relevant parameters" is referring to devices that can see the same stations. 
   
if (seen by master AP) { 
 ban the station on all other relevant repeaters 
}  
else { 

if (station seen by more than one device) { 
 check the score of each relevant repeater 
 pick the repeater with highest score 
 MAC ban the station on all other relevant repeaters 
} 

} 
 
  

Figure A.1. Pseudocode for the developed protocol on the master AP. 
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while true 
        x1 = total bandwidth usage 
        sleep X seconds 
        x2 = total bandwidth usage 
        total = x2 – x1 
        store total in a file 
done 

Figure A.2. Pseudocode for total bandwidth usage over a X second period. 
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Appendix B 
Master access point 

The master access point was an Inteno DG301. The DG301 is a Multi-WAN residential gate-
way with advanced router and bridge functions. The master AP, model DG301A, used the 
nightly firmware version, DG301-W7P2U_INT3.5.4C-160419_2252, which is based on In-
teno’s open-source operating system iopsys described in greater detail in Chapter 3.4. The 
DG301 was the only device that was granted access to other networks. 

Repeater 
The repeater was an Inteno CG300. It is a gateway with advanced router functions. The re-
peater, model CG300A, used the nightly firmware version, CG300 WU21U_INT3.5.4C-
160419_2212, which is based on Inteno’s operating system iopsys described in greater detail 
in Chapter 3.4. For wireless communication the repeater could only communicate with the 
master access point in the 2.4 GHz frequency. 

Station 
The stations could be any device that had the WLAN technology. The chosen devices were 
two different smartphones; a Samsung Galaxy S4 GT-I9505 and a Sony Xperia Z3+ E6553.  
The Samsung device was equipped with a Quad-Core 1.9 GHz Snapdragon 600 processor 
(x86) and ran Android OS 5.0.1 (Lollipop).  
The Sony device was equipped with a Quad-Core 2.0 GHz Snapdragon 810 processor (x64) 
and ran Android OS 6.0 (Marshmallow).  

Server 
The server was an Asus N550JV laptop equipped with a Quad-Core 2.4 GHz Intel i7-4700HQ 
processor (x64) with Windows 10 Pro operating system. The laptop was running the iPerf3, 
a software for Windows described in 4.7.1. The software allowed the laptop to receive pack-
ets that were used for bandwidth testing over a network to determine the throughput between 
a connected station and itself. 
All devices featured 802.11a/b/g/n/ac and were able to communicate with the access points 
through the 2.4 GHz and 5 GHz WLAN frequencies. 
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Figure B.1. DG301 Datasheet 1. 
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Figure B.2. DG301 Datasheet 2. 



 
  
 56  | APPENDIX B 

 

Figure B.3. CG300 Datasheet 1. 
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Figure B.4. CG300 Datasheet 2. 
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