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Modern IT companies manage security of their customers’networks following par-
ticular models, processes and procedures.

In this thesis are presented the most important and widespread guidelines on
Security Incident Response Plans as well as the implementation of a software for
an IT danish company called NNIT.

In particular, this software aims to improve NNIT’s Security Incident Manage-
ment Process generating automatic reports of vulnerabilities found in NNIT
clients networks. Enhancing this process reducing its execution time is directly
translated into a proactive response where vulnerabilities are tackled and patched
before an attacker could exploit them. The software developed and described
in this thesis is called VRC and thanks to a particular algorithm analyzes the
database of vulnerabilities found by the vulnerability scanner and produces cus-
tomizable reports.

In the reports, the list of vulnerabilities is ordered by severity and number of
machines affected in order to present the most urgent vulnerabilities that should
be fixed. Finally, an evaluation of the VRC performance and usefulness is also
included.
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Moderna IT-företag hantera säkerheten för nätverk av sina kunder följande
särskilda modeller, processer och rutiner.

I denna avhandling presenteras de viktigaste och mest utbredda riktlinjer för
Security Incident Response Planer samt implementering av programvaror för ett
IT danska företag som heter NNIT.

Framför allt detta program syftar till att förbättra NNIT Security Incident Ma-
nagement process som genererar automatiska rapporter om s̊arbarheter som finns
i NNIT kunders nätverk.

En förbättring av denna process viket minskar dess verkställande översätts direkt
till ett proaktivt svar där s̊arbarheter åtgärdas innan de skulle kunna utnyttjas
av en angripare. Programvaran som utvecklats och beskrivs i avhandlingen kallas
VRC och tack vare en särskild algoritm analyserar den databasen med s̊arbarheter
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Chapter 1

Introduction

The recent Global State of Information Security Survey 2016 shown that the
number of security incidents has increased in the recent years and that most
of the interviewed companies follow a risk-based cybersecurity framework
managed by an external firm. In particular, the survey claims a general
increase in the number of computer security incidents being reported; this is
directly translated into an increased awareness by organizations of the need
for security policies and practices as part of their overall risk-management
strategies.

In addition, new laws and regulations impact how organizations are re-
quired to protect information assets which may create different requirements
than those from the risk-based approach. These are a few of the main rea-
sons behind the increasing number of companies that are outsourcing their
IT division to specialized firms. According to several studies [8][43][15], IT
outsourcing is performed in order to reduce costs and make the company
able to focus on its core business competences and achieving a faster time to
market. On the other hand, the IT organizations which are then in charge
of the management (the so-called IT service providers) need to deal with
security compliance, data confidentiality, access management, protection of
the network from vulnerabilities or attacks and much more. To meet these
requirements, IT service providers establish a Computer Security Incident
Response Team, generally called a CSIRT [10]. Other abbreviations such as
CERT/IRT/CIRT/SERT refer to the same concept.

The CSIRT of an IT service provider will then handle several customers,
managing their networks, preventing these from being compromised. Pre-
ventive activities based on the results of risk assessments can lower the num-
ber of incidents, but not all incidents can be prevented since new types of
security-related incidents always emerge. Therefore, according to the Rec-
ommendations of the U.S. National Institute of Standards and Technology

8



1.1. PROBLEM STATEMENT AND SCOPE OF THE THESIS 9

[22], an incident response capability is necessary for rapidly detecting inci-
dents, minimizing loss and destruction, mitigating the weaknesses that were
exploited, and restoring IT services.

The IT service provider’s CSIRT, in order to handle incidents or attacks
to their customer’s network, follows and extends a Cyber Security Incident
Response Plan [16]. This plan defines a list of all the known security incident
types with respective detailed response procedures. Following and extending
such plan is then a crucial activity that can determine the level of the overall
security protection of a customer’s network.

1.1 Problem statement and Scope of the The-

sis

The goals of this thesis are:

1. To improve the Cyber Security Incident Response Plan of a case com-
pany

2. To produce a software able to output reports for customers on the
vulnerabilities of their systems

3. To order the vulnerabilities by severity and followed by the guide on
how to patch them.

The service provider used as a case study by this thesis is called NNIT. NNIT
is one of Denmark’s leading consultancies in IT development, implementation
and operations. Its service offerings include advising, building, implement-
ing, managing and supporting IT solutions and operating IT systems for
customers and protecting them from potential security threats. Therefore,
this requires the understanding of the existing environment, the tools, the
network topology and requirements for each customer in order to give effec-
tive guidance on addressing the security issues and mitigating their impact.

The research problem of the thesis was to investigate how the Cyber
Security Incident Response Plan of NNIT can be improved. In this particular
study case it is important to understand how the results of the vulnerability
scanner which is running inside the customer’s network can be turned into
a valuable report. Ideally this report will provide an extra value to the
customer, which can be really informed about the most urgent vulnerabilities
that need to be fixed or mitigated as soon as possible. This is important for
NNIT since the current output of the vulnerability scanner it is just a large,
hard-to-read, imprecise spreadsheet which has no value for the customer;
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this will reflect into a weaker power of influence of NNIT interacting with
the client, especially during the contract negotiation phase.

1.2 Methodology

This is the full methodology applied throughout this project:

• Research Methods: The Descriptive Research method, also called
statistical research, studies phenomenon and describes characteristics
for a situation but not the causes or occurrences for the situation. The
descriptive research method can use either quantitative or qualitative
methods and often uses surveys, case studies and observations to pro-
duce accurate representations of persons, events or situations [6].

• Research Approaches: Deductive approach [38] or reasoning tests
theories to verify or falsify hypotheses. The outcome is a generalisation
that must be based on the collected data, and explanations of causal
relationships between variables, establishing what is happening. The
hyphotesis is that the VRC is very useful and it will speed up the
business process of NNIT.

• Research Strategies / Designs (Methodologies): Cross-sectional
surveys is a descriptive research method, which examines the frequency
and relationships between variables and describes phenomena that are
not directly observed [30]. Cross-sectional surveys collect information
on a population, at a single point of time.

• Data Collection Methods: Questionnaire with both open and closed-
answer questions.

• Data Analysis Methods: Statistics, descriptive and inferential statis-
tics, are used to analyse the data [30].

• Quality Assurance: Validity, in quantative research, makes sure that
the test instruments actually are measuring what is expected to be
mesured [7; 14]. In addition, It makes sure that the research has been
conducted according to existing rules [4]. Respondents can validate and
confirm that the results are correctly understood. Reliability refers to
stability of the measurements [7] and is the consistency of the results
for every testing. Replicability is the possibility, by another researcher,
to repeat the same research and, hence, reach the same results. This
requires well-described procedures to be used for the research. Ethics,



1.3. BENEFITS, ETHICS AND SUSTAINABILITY 11

independent of quantative research or qualitative research, is the moral
principles in planning, conducting and reporting results of research
studies [11]. Ethics covers protection of participants, maintenance of
privacy, avoiding coercion and having consent in written form, and
treating material with confidentiality [13]. Dependability, corresponds
to reliability, and is the process of judging the correctness in conclu-
sions, using auditing [11]. Confirmability confirms that the research has
been performed in good faith without personal assessments that have
affected the results [11]. Transferability is to create rich descriptions
that can become a database for other researchers [11].

1.3 Benefits, Ethics and Sustainability

The major problems related to vulnerabilities are finding the most urgent
ones, the ones that affect a large number of servers, and to assign them
to the right Responsible group. Before the development of this thesis, this
process was more complicated and slow, since it required manual analysis of
the vulnerabilities and these were usually assigned back and forth to several
responsible groups without any predefined procedure. In addition, it was
harder to map a vulnerability to a ticket and check the status of it. This
led to a slower process and this is translated into a large electricity power
waste and work overhead. Hence, this project has been deployed taking
into account these aspects aiming to reduce the time of the business process.
Economically this brings to NNIT a financial gain obtained by both speeding
up the process and by the extra value given to the customer enhancing the
commercial relationship with NNIT. In a broader ethic context, improving
the IT security it means to reduce opportunities of crimes and to protect
privacy from theft or misuse of personal data. Finally, it is the responsibility
of IT companies and professionals to fix problems caused by the introduction
of new technology.

1.4 Structure of the Thesis

This thesis aims to improve the Cyber Security Incident Response Plan and
describes the creation of a tool for automating the creation of a valuable
report for the customer. In Chapter 2, Background, literature relating to
security assessments and incident handling is presented. In Chapter 3, the
technical description of a full CSIRP is introduced, bringing it into the con-
text of NNIT. In Chapter 4, the focus is given to the vulnerability scanner
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and all the possible attacks that could threaten NNIT’s customers. Chapter
5 explains the implementation of the tool for automating the creation of the
report, the integration of the results into the log management system and
the CSIRP. Finally, Chapter 6 discusses the results and potential avenues for
future development are discussed.



Chapter 2

Background

In this chapter, I will present literature about security assessments for en-
terprises referring to both their network infrastructure and software applica-
tions. It is important to note that the methodologies used as best practices
from companies are heavily dependent on the financial resources available.
Thus, the implementation of a security model, policies and procedures, qual-
itative or quantitative risk analysis, single loss expectancy (SLE), exposure
factor (EF), annualized rate of occurrence (ARO), risk avoidance, risk trans-
ference, counter measures, contingency operations, incident handling and
response teams is commensurate to the required level of security that the
company agreed with the customer.

2.1 Security Assessments

Security measures need to be assessed among different levels of the ISO-OSI
model from the physical layer until the application tier [12]. In particular,
at each layer are associated different requirements, as shown by Figure 2.1.

Depending on what the client requires by contract, several IT solution can
asses various security issues at different levels. Being different dimensions of
security, one of these is software security. The importance of software security
testing has been long recognized by Thompson [36] and Potter [28] highlight-
ing the challenges in security testing of software as well as best practices in
order to avoid errors and spot the possible vulnerabilities in the software.
Another dimension of security is network security as well as mobile security
where the main focus is on all the possible threats happening via network
or mobile devices, investigating possible traces left behind by a malicious
attacker. Other kind of security areas are OS security and Internet security :
the first one is related to the exploitation of flaws in the OS, while the second

13
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Figure 2.1: Association between types of security and layer of the ISO/OSI
model

one studies the threats while using Internet browsers. Besides these branches,
there is also information or data security which is the practice of defending
information from unauthorized access, use, disclosure, disruption, modifica-
tion, perusal, inspection, recording or destruction [39]. Information security
follows the same principles of the CIA Triad: confidentiality, integrity and
availability [24]. Finally, since Security should be intertwined with every part
of system; the hardware makes no exceptions with its relative study area of
hardware security. The interaction between hardware and software must be
carefully planned. In doing so, the security of the entire system is strength-
ened.Hardware security includes all the possible ways of protecting data to
be physically read from hard drives or volatile memories without the right
permissions.

2.2 Security Methodologies for Enterprises

In order to improve and support the proper security assessments and method-
ologies, both academia, government institutions, private corporations and
software development communities participate and actively contribute to the
production of guidelines or tools. For example NIST has provided guidance
both for network security assessments [42] and overall security assessments
[31]. Notable research projects about security response management are a
machine learning based software called Cert tool [5] and Cerebro [4], a plat-
form for collaborative incident response and investigation. Another relevant
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projects aiming to enhance the security of national infrastructure assets and
to establish situational awareness about the security of organizations via
clustering incident data is presented in paper [11, 18, 37]. In addition orga-
nizations like SANS provide certified training and on security and conferences
such as BlackHat and Defcon provide visibility to specific security vulnera-
bilities found in the field. This said, several guidelines have covered from
different perspectives the way security should be assessed for enterprises.

2.2.1 ENISA Methodology

For example, according to the ENISA [9], the first step in managing IT
security risks is to determine the importance of the business processes and
see how much is dependant on information systems. Then, a IT security risks
a risk management process should be implemented.

The risk management process includes:

• Risk assessment: find out which risks apply to your business and eval-
uate them. Management has to decide which risks will be treated or
not.

• Risk treatment: select and implement security controls to reduce risks.
Controls can have different effects: mitigation, transfer, avoidance and
retention of risks.

• Risk acceptance: Even when the risks have been treated, residual risks
will generally remain, even after risk treatment has been performed or
if controls are not feasible. The management has to accept the way
risks have been treated. Thus, risk acceptance should always be a
management decision.

• Risk communication: consists of informing decision makers and in-
volved stakeholders about potential risks and controls. This phase is
of high importance and should be integral part of the risk management
process. Depending on the involved stakeholders, this communications
might be internal or external .

2.2.2 SANS B.A.S.E. Methodology

SANS organization has developed and evangelized a similar methodology
called B.A.S.E. to strengthen the collective security of the Internet. BASE
stands for Baseline, Audit and Assess, Secure, Evaluate and Educate. It
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outlines a basic Information Assurance (IA) vulnerability assessment pro-
tocol including the use of supplementary no-cost tools in an effort to build
a universal information security forge that is affordable and executable by
everyone from the home user to enterprise security engineer [13]. B.A.S.E. is
thus described in four phases:

• Baseline: The first step is baselining the environment in terms of ac-
cess patterns, performance, hardware configurations, services, installed
applications, application and human behaviors. This step serves as a
measuring stick for detecting intrusions and for creating the documen-
tation useful for future disaster recovery plans.

• Audit and assess: In this stage, a comparative audit against the pre-
viously established baseline and against evolving information security
practices.This is performed with both manual tasks and automated
tools and can reveal which additional hardening measures are required
or not. A risk analysis is also conducted in order to judge if additional
security functionalities are needed to mitigate a specific risk or whether
a vulnerable state should be allowed.

• Secure the environment: The stage of the execution of the remediation
plan designed in the previous phase. This includes technical changes
to the environment as well as policies or procedures which govern the
usage and management of IT resources.

• Evaluate and education: Evaluate the results of the previous secure
phase that was executed. Here it is important to evaluate whether
business needs were not adversely impacted by errant or too restric-
tive settings. The education element is essential as it will continue to
increase awareness and competency at many levels, thus permanently
raising the bar for the collective security posture of the organization.

2.2.3 ISO/IEC 18028-2 Security Framework

Another important Security framework used in large companies is the
one described in the ISO/IEC 18028-2 standard. The ISO/IEC 18028-
2 defines a network security architecture framework to support the
planning, design and implementation of network security for the IT
industry. The security architecture model provides a comprehensive,
top-down, end-to-end perspective of network security and can be ap-
plied to network elements, services, and applications in order to analyse



2.2. SECURITY METHODOLOGIES FOR ENTERPRISES 17

and mitigate security vulnerabilities [34]. This model defines three dif-
ferent security layers as in Figure 2.2:

Infrastructure Security Layer It consists of the basic building blocks
used to build telecommunications networks, services and applications,
and consists of individual transmission links and network elements in-
cluding their underlying hardware and software platforms. Services
Security Layer It consists of services that customers/end-users receive
from networks. These services range from basic connectivity and trans-
port (e.g., Internet access) to service enablers (e.g., authentication,
authorization, and accounting- AAA services) to value-added services
such as VPN and VoIP services. Applications Security Layer It
focuses on network based applications that are accessed by customers/
end-users. These applications are enabled by network services and
consist of basic applications such as file transport (e.g., FTP) and web
browsing, fundamental applications such as directory assistance (e.g.,
411) and e-mail, as well as high-end applications such as e-commerce,
network-based training, and video collaboration.

The eight Security Dimensions contained in recommendation ISO/1EC
18028-2 represent classes of actions that can be taken, or technologies
that can be deployed, to counter the threats and potential attacks
present at each Security Layer:

– Access Control is concerned with providing authorized access to
network resources.

– Authentication is concerned with confirming the identity of com-
municating parties.

– Non-repudiation in concerned with maintaining an audit trail, so
that the origin of data or the cause of an event or action cannot
be denied.

– Data Confidentiality is concerned with protecting data from unau-
thorized disclosure.

– Communication Flow Security is concerned with ensuring that in-
formation only flows between authorized end-points without being
diverted or intercepted.

– Data Integrity is concerned with maintaining the correctness or
accuracy of data and protecting against unauthorized modifica-
tion, deletion, creation, and replication.

– Availability is concerned with ensuring that there is no denial of
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authorized access to network elements, stored information, infor-
mation flows, services, and applications.

– Privacy is concerned with protecting information that might be
derived from the observation of network activities.

Figure 2.2: Association between types of security and layer of the ISO/OSI
model

2.3 Vulnerability Classification

The base on top of which security measures can be effectively im-
plemented is the analysis of the vulnerabilities affecting a network
and their classification. Understanding vulnerabilities is critical
to understand the threats they represent. Vulnerabilities clas-
sification enables collection of frequency data; trend analysis of
vulnerabilities; correlation with incidents, exploits, and artifacts;
and evaluation of the effectiveness of countermeasures. Pascal Me-
unier in his technical article Classes of Vulnerabilities and Attacks
[21] identifies and criticizes different vulnerability classifications:

Classification by Disclosure Process

The vulnerabilities are classified between known and zero-day vul-
nerabilities, unknown to the public, and presumably, to the ven-
dors [17].

Classification by Exploitability

The vulnerabilities are classified between latent, potential or ex-
ploitable. A latent vulnerability consists of vulnerable code that
is present in a software unit and would usually result in an ex-
ploitable vulnerability only if the unit was re-used in another soft-
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ware artifact. A potential vulnerability can become exploitable
only if changes are made to the unit containing it.

CLASP Classification

CLASP (Comprehensive, Lightweight Application Security Pro-
cess) is a set of activities aiming to improve security [26]. It classi-
fies the vulnerabilities according these main categories:Range and
Type Errors (such as buffer overflows and format string problems),
Environmental Problems (such as the failure of a random number
generator), Synchronization and Timing Errors (such as statisti-
cal attacks and ’Capture-replay’ vulnerabilities), Protocol Errors
(such as using a broken or risky cryptographic algorithm),and
General Logic Errors (such as using too few parameters being
passed to a function).

Classification by Enabled Attack Scenario

It classifies the vulnerabilities based and the type of attack sce-
nario they enable. The categories are Clear Text Communication,
Non-Robust Protocol Message Parsing, Insecure Protocol State
Handling, Inability to Handle Abnormal Packet Rates, Vulnera-
bility Arising From Replay and Reuse, Protocol Field Authenti-
cation, Entropy Problems [27].

Classification by Software Development LifeCycle (SDLC)
Phase

The vulnerabilities are classified based on the SDLC phase where
they are discovered: analysis, design, implementation, deploy-
ment, or maintenance [25].

Another relevant study on vulnerability classification has been
conducted by Robert C. Seacord and Allen Householder in A
Structured Approach to Classifying Security Vulnerabilities [29]
where is reported a classification scheme that uses attribute-value
pairs to provide a multidimensional view of vulnerabilities.



Chapter 3

The Cyber Security Incident
Response Plan

The key document of several security assessment methodologies is
the Cyber Security Incident Response Plan (CSIRP).

3.1 Definition of a Security Incident

A computer security incident is a violation or imminent threat of
violation of computer security policies, acceptable use policies, or
standard security practices. This is ranging from serious cyber se-
curity attacks on critical national infrastructure and major organ-
ised cybercrime, through hacktivism and basic malware attacks,
to internal misuse of systems and software malfunction. This also
includes the so-called advanced persistent threats(APTs) [35].

Examples of incidents are:

∗ An attacker commands a botnet to send high volumes of con-
nection requests to a web server, causing it to crash.

∗ Unwanted disruption or denial of service

∗ The unauthorized access to sensitive data

∗ Changes to system hardware, firmware, or software character-
istics without the owner’s knowledge, instruction, or consent

∗ Presence of a malicious application, such as a virus

∗ Presence of unexpected or unusual programs

20
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3.2 Types of Security Incidents

Security Incidents can be grouped into different categories de-
pending on Type of attacker, Target of attack, Purpose of attack,
Capability of attacker, Response requirements. The type of the
attacker can go from small group of criminals, hacktivists to seri-
ous organized crime, extremist groups or state-sponsored attack.
The target of the attack can be a single individual, the private
sector or government departments. The purpose of the attack
can be very different, from forcing individual to pay a ransom
or trying to steal military secrets, documents of national impor-
tance or to compromise services of competitors. The capability
of the attacker can vary from a low skilled attacker with low re-
sources and not very organized to highly organized and extremely
skilled professionals with an international presence. The response
requirements varies from business to business depending on the
type of data that might be compromised. There might be a need
of specific restoration and monitoring services.

The table below 3.1 illustrates a more detailed view of attack
categories:

3.3 Building a cyber security incident

response capability

In order to build an effective cyber security incident response ca-
pability, a set of activities should be performed according to the
three phase approach presented below and in Figure 3.2.

3.3.1 Phase 1 - Prepare

This phase is composed by all set of activities needed for being
ready before any incident happens. Here it is critical to determine
the criticality of the key assets of the organization; analyse possible
threats; and implement a set of controls to provide an appropriate
level of protection. Here below the list of steps for the phase 1:

1. Conduct a criticality assessment: Determining which cy-
ber security threats are most likely to affect the critical infor-
mation assets; applying the relevant management or technical
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Figure 3.1: Different types of cyber security incident [16]

controls to reduce the likelihood and impact of cyber security
incidents.

2. Carry out a cyber security incident threat analysis:
Understand the level of threat to the organisation identifying
possible threat vectors for attacks to exploit.

3. Consider the implications of people, process, technol-
ogy and information

4. Create an appropriate control environment: Multi fac-
tor authentication, whitelisting, IDS and IPS, DLP and SIEM,
system virtualisation and continuous monitoring

5. Review your state of readiness in cyber security inci-
dent response
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3.3.2 Phase 2 - Respond

This phase is composed by all set of activities needed for respond-
ing to a security incident. The emphasis is on the incident inves-
tigation. Here below the four key steps in responding to a cyber
security incident are presented:

1. Identify cyber security incident: Alerts from IDS, IPS,
DLP, SIEM, antivirus and spam software, file integrity check-
ing software, monitoring services,changes in logs, searching
for indicators of compromise (IOC)

2. Define objectives and investigate situation: Classifying
cyber security incidents by criticality, priority and assignment
to the appropriate personnel.

3. Take appropriate action: Eradicating the cause of the in-
cident, Identifying all affected hosts, gathering and preserving
forensic evidence

4. Recover systems, data and connectivity: Rebuilding in-
fected systems, replacing compromised files with clean ver-
sions, resetting passwords on compromised accounts and in-
stalling patches.

3.3.3 Phase 3 - Follow Up

This phase is composed by all the important activities that should
be undertaken following a cyber security incident. The emphasis
is on performing root problem cause analysis. Here below the four
key steps to perform when following up a cyber security incident
are presented:

1. Investigate incident more thoroughly: Failure mode and
effects analysis (FMEA), current reality tree (CRT) or fault
tree analysis, quantifying the business impact of the incident
.

2. Report incident to relevant stakeholders

3. Carry out a post incident review: What information was
needed sooner? How can results be fed back into our risk
assessment methodology?

4. Communicate and build on lessons learned

5. Update key information, controls and processes: Up-
dating internal IT auditing procedures, technical controls poorly
designed web applications or misconfigured systems.
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6. Perform trend analysis: Evaluate patterns and trends of
cyber security incidents.

3.4 Structure of a cyber security inci-

dent response plan

The cyber security incident response plan is the document which
contains all the relevant information in order to respond to a given
incident; it is the key guidelines used by the CERT team. The
CSIRP it should contain:

∗ Names, contact information and responsibilities of the local
incident response team.

∗ System details such as data flow diagrams, network diagrams
and logging information

∗ The unauthorized access to sensitive data

∗ Categorizations of incidents based on priority and impact

∗ Response procedure for each vulnerability

3.4.1 CSIRP example

The person who discovers the incident will call the grounds dis-
patch office. List possible sources of those who may discover the
incident. The known sources should be provided with a contact
procedure and contact list. Sources requiring contact information
may be:

∗ Helpdesk

∗ Intrusion detection monitoring personnel

∗ A system administrator

∗ A firewall administrator

∗ A business partner

List all sources and check off whether they have contact informa-
tion and procedures. Usually each source would contact one 24/7
reachable entity such as a grounds security office. Those in the
IT department (a-d) may have different contact procedures than
those outside the IT department (e-h). If the person discovering
the incident is a member of the IT department or affected depart-
ment. If the person discovering the incident is not a member of
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the IT department or affected department, they will call the 24/7
reachable grounds security department at xxx-xxx. The grounds
security office will refer to their IT emergency contact list or ef-
fected department contact list and call the designated numbers in
order on the list. The grounds security office will log:

∗ The name of the caller.

∗ Time of the call.

∗ Contact information about the caller.

∗ The nature of the incident.

∗ What equipment or persons are involved.

∗ How was the incident detected?

The IT staff member or affected department staff member who
receives the call (or discovered the incident) shall refer to their
contact list for both management personnel to be contacted and
incident response members to be contacted. The staff member will
call those designated on the list. The staff member will be sure
the incident response manager is contacted using both email and
phone messages while being sure other appropriate and backup
personnel and managers designated are contacted. The staff mem-
ber will log the information received same as the grounds security
office in the previous step and possibly add the following.

∗ Is the equipment affected business critical?

∗ What is the severity of the potential impact?

∗ Name of system being targeted, along with operating system,
IP address, and location.

∗ IP address and any information about the origin of the attack.

Contacted members of the response team will meet or discuss the
situation over the telephone and determine a response strategy.

∗ Is the incident real or perceived?

∗ Is the incident still in progress?

∗ What data or property is threatened and how critical is it?

∗ What is the impact on the business should the attack succeed?
Minimal, serious, or critical?

∗ What system or systems are targeted, where are they located
physically and on the network?

∗ Is the incident inside the trusted network?

∗ Is the response urgent?
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∗ Can the incident be quickly contained?

∗ What type of incident is this? Ex: virus, worm, intrusion,
abuse, damage.

An incident ticket will be created. The incident will be categorized
into the highest applicable level of one of the following categories:

∗ Category one - A threat to public safety or life.

∗ Category two - A threat to sensitive data

∗ Category three - A threat to computer systems

∗ Category four - A disruption of services

Team members will establish and follow one of the following pro-
cedures basing their response on the incident assessment.

∗ Worm response procedure

∗ Virus response procedure

∗ System failure procedure

∗ Active intrusion response procedure - Is critical data at risk?

∗ Inactive intrusion response procedure

∗ Property theft response procedure

∗ Website denial of service response procedure

∗ Database or file denial of service response procedure

∗ Spyware response procedure.

The team may create additional procedures which are not foreseen
in this document. If there is no applicable procedure in place,
the team must document what was done and later establish a
procedure for the incident.

Team members will use forensic techniques including reviewing
system logs, looking for gaps in logs, reviewing intrusion detection
logs, interviewing witnesses and the incident victim to determine
how the incident was caused. Only authorized people should be
performing interviews or examining evidence and the authorized
personnel may vary by situation and the organization.

Team members will recommend changes to prevent the occurrence
from happening again or infecting other systems. Upon manage-
ment approval, the changes will be implemented.

Team members will restore the affected system(s) to the unin-
fected state. They may do any or more of the following:
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∗ Re-install the affected system(s) from scratch and restore data
from backups if necessary. Preserve evidence before doing
this.

∗ Make users change passwords if passwords may have been
sniffed.

∗ Be sure the system has been hardened by turning off or unin-
stalling unused services.

∗ Be sure the system is fully patched.

∗ Be sure real time virus protection and intrusion detection is
running.

∗ Be sure the system is logging the correct events and to the
proper level.

Documentation - The following shall be documented:

∗ How the incident was discovered.

∗ The category of the incident.

∗ How the incident occurred whether through email, through
firewall, etc.

∗ Where the attack came from such as IP addresses and other
related information about the attacker.

∗ What the response plan was.

∗ What was done to respond.

∗ Whether the response was effective.

Evidence Preservation - Make copies of logs, email, and other doc-
umentable communication. Keep lists of witnesses. Keep evidence
as long as necessary to complete prosecution and beyond in case
of an appeal.

Notify proper external agencies - Notify the police and other ap-
propriate agencies if prosecution of the intruder is possible. List
the agencies and contact numbers here. Assess damage and cost
- Assess the damage to the organization and estimate both the
damage cost and the cost of the containment efforts.

Review response and update policies - Plan and take preventative
steps so the intrusion can’t happen again.

∗ Consider whether an additional policy could have prevented
the intrusion.

∗ Consider whether a procedure or policy was not followed which
allowed the intrusion, then consider what could be changed
to be sure the procedure or policy is followed in the future.
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∗ Was the incident response appropriate? How could it be im-
proved?

∗ Was every appropriate party informed in a timely manner?

∗ Were the incident response procedures detailed and cover the
entire situation? How can they be improved?

∗ Have changes been made to prevent a re-infection of the cur-
rent infection? Are all systems patched, systems locked down,
passwords changed, anti-virus updated, email policies set,
etc.?

∗ Have changes been made to prevent a new and similar infec-
tion?

∗ Should any security policies be updated?
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Figure 3.2: A structured approach to cyber security incident response [16]



Chapter 4

NNIT security assessment

NNIT has been ISO-certified since 1997 and complies with the
requirements of ISO 9001:2015[3] and ISO/IEC 27001:2013[2] and
ITIL[14] is the official framework used throughout the company.
However, in NNIT there is not a specific comprehensive CSIRP
but instead a different set of procedures to execute when an in-
cident occurs. More in detail, at the higher level, the security
incident management is handled by the security incident man-
agement process. This includes four activities described in their
relative procedures. Then, each procedure will be comprised of
several security incident response instructions (SIRI). Besides this,
the NNIT security patch management process is a parallel process
that describe how technical vulnerabilities discovered by vulner-
ability scanner are handled. In particular, this process consists
of the technical vulnerability management procedure and this is
where this thesis is placed: between this procedure and the secu-
rity incident response procedure. The software I developed is part
of the the technical vulnerability management procedure and it
produces automatic vulnerability reports which will be translated
directly into incident tickets for the security incident response pro-
cedure.

4.1 NNIT Security Incident Manage-

ment Process

The purpose of the security incident management process is to
ensure the detection and proper handling of security incidents
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within agreed service levels [33][1].

The process is composed bu four activities (or procedures):

∗ Security event monitoring

∗ Security incident response

∗ Security incident investigation

∗ Security alarm and incident trending

For each procedure there is a different output:

∗ Declared security incident

∗ Completed security incident investigation

∗ Resolved security incident

∗ Security alarm and incident trends information

The Figure 4.1 explains how the procedures are related to each
other.

Figure 4.1: Security incident management process overview [16]

4.1.1 Security Procedures and SIRI

This is an overview of the four Procedures:
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Security Event Monitoring
Event Analysts record and validate Security Alarms from dis-
parate sources using a variety of tools, dependent on the particular
service agreement with the customer. If validation is successful,
Security Incidents are raised, classified and escalated to Security
Incident Managers.

Security Incident Response
Security Incident Managers allocate appropriate resources, for-
mulate response plans, oversee the execution of these plans and
communicate the response. Security Incident Handlers execute
the plans, thereby containing, eradicating and recovering from
the Security Incident. Upon resolution of the Security Incident,
all involved employees participate in periodic follow-up meetings.
When responding to an incident, the information disclosure is a
critical challenge that can be analyzed among four major factors:
harm mitigation and prevention, regulatory compliance, cost effi-
ciency and reputation as summarized in the table 4.2.

Figure 4.2: Security incident management process overview [23]

Security Incident Investigation
If agreed with the customer, Security Incident Managers facilitate
Security Incident Investigations with the purpose of determining
the impact of Security Incidents. For example if sensitive data
was compromised, if unauthorised access was gained, etc.

Security Alarm and Incident Trending
Event Analysts, Security Incident Handlers and Security Incident
Managers review past Security Alarms and Incidents, respectively,
identify trends and escalate as necessary for the purpose of min-
imising similar future trends.

Security Incident Response Instructions
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SIRI are detailed instructions on how to perform a specif task step-
by step. In practice, a procedure is performed executing several
SIRI. A SIRI may give instructions on how to handle a particular
Malware infection, or how to perform an incident investigation
with a forensic tool.

4.2 NNIT Security Patch Management

Process

The purpose of the NNIT Security Patch Management Process
is to ensure that security patch management is implemented and
handled according to agreed patch model and/or customer re-
quirements. Compliance towards international standards is en-
sured by aligning the NNIT Patch Management Process with
ISO27001:2005. Specific customer requirements on security patch
management must be aligned in the operational procedure or
instruction. The NNIT Security Patch Management Process is
used for all systems or services handled by NNIT. This process
is scoped to be used for platforms, including, but not limited to,
firmware (network, storage, servers), client devices (laptops, sta-
tionary computers and smart devices), server operating systems
(Windows, Unix, Linux), 3rd party applications and NNIT appli-
cations.

4.2.1 Technical Vulnerability Management Pro-
cedure

The purpose of the Technical Vulnerability Management Proce-
dure is to describe how technical vulnerabilities discovered by vul-
nerability scanner can be fixed and managed. It is structured as
follows:

∗ Scan scope provisioning

∗ Vulnerability scanning and reporting

∗ Evaluation, coordination and follow-ups

∗ Vulnerability remediation

Output from the procedure:

∗ Vulnerability scan reports
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∗ Evaluated Vulnerabilities/Risks identified IT systems

∗ Implemented Changes/updates to IT systems

∗ Documentation of Customer Risk

In this procedure NNIT makes use of the McAfee vulnerability
scanner[20] to analyze their customers networks and this pro-
duces the database given as input to the VRC. In particular, this
database file is converted to a proper xml file before to be passed
to the VRC. The VRC will output the desired reports and a log
containing the list of all the reports created with their relative
ticket number. The ticket numbers contained in the log will be
registered into an NNIT internal software for incident manage-
ment during the Security Incident Response procedure.

Figure 4.3: NNIT Vulnerability Reports Creator context [16]



Chapter 5

Implementation of the NNIT
Vulnerability Reports Cre-
ator

In order to improve the Security Incident Management Process,
to give added value to the customer and to automate and speed
up the creation of reports, I have developed a software which can
generate specific reports for NNIT’s clients. This software has
been called NNIT Vulnerability Reports Creator or VRC.

5.1 Purpose of the VRC

The NNIT Vulnerability Reports Creator is a software package
developed in the context of the Technical Vulnerability Manage-
ment Procedure as it has been explained in the previous chapter.
This software is designed to generate pdf reports for specific vul-
nerabilities that have been found in the network of a specific client
of NNIT. Thus, given a specific client, it outputs specific reports
depending on the parameters given in its configuration file. In
particular, the VRC can be used in two different modes: Top
Global Vulnerabilities Mode or Single Vulnerability Mode. In the
following sections, the differences between the two modes will be
highlighted together with graphical examples. Both modes of the
software are meant to be used for Line of Business Managers and
Technicians, external as well as internal ones.

These reports aim to:
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∗ Enhance customer satisfaction

∗ Make use of the vulnerability scanner output in order to give
extra added value to the customer

∗ Speed up the creation of customizable reports.

∗ Speed up the business process identifying the proper respon-
sible group for each vulnerability.

∗ Automate the creation of tickets as input to the NNIT Secu-
rity Incident Response Procedure

5.2 The choice of the graphic library:

ReportLab

In order to produce such reports I have analyzed the following
Python graphical libraries:

∗ Pyreport [40]

∗ Python Reports [32]

∗ Report Lab [41]

The first two libraries were more suitable for a Mathematical Re-
port and not really flexible on the graphical layout. The large
number of possible customizations in the graphical layout and the
extensive documentation influenced my choice to use the Report
Lab Library.

5.3 Configuration of the VRC

In this section it will be described how to configure the VRC before
launching the desired python script.

5.3.1 Collecting Input resources

First of all. VRC uses Python 2.7 VRC is a software that takes
as inputs:

∗ an XML file containing all the vulnerabilities found from the
Vulnerability scanner.

∗ a Configuration file called ’Configuration.csv’.
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∗ a Configuration file specifying the Category and the Respon-
sible group for a specific vulnerability called ’Responsabili-
ties.csv’.

Then, launching the script Top Global Vulnerabilities Mode.py
will generate a single report including the top X most relevant
vulnerabilities found in the XML file provided. Instead, launching
the Single Vulnerability Mode.py script, separated reports will be
generated. Each of this reports will describe a single vulnerability,
the relative affected machines and other details. In both modes
also a Log of activities is generated. The more detailed algorithms
behind the two modes will be provided in following sections.

5.3.2 The XML vulnerabilities file

Since Report lab it parses XML files we need to have the file con-
taining all the vulnerabilities found from the Vulnerability scanner
to be in XML. However, the Vulnerability scanner it outputs all
the vulnerabilities into an XLSX file; this is the reason I also wrote
a converter from XLSX to XML. The converter is also a python
script that can convert all XLSX files in a directory to XML.

The XML file containing the vulnerabilities looks like the code
below, a succession of rows where each ’row’ object is a vulnera-
bility:

1 <row>
2 <IP Address >10.285.43.10</ IP Address>
3 <DNS Name>db006 . a i t . net</DNS Name>
4 <NetBios Name>SODB006</NetBios Name>
5 <Asset Label></Asset Label>
6 <A s s e t C r i t i c a l i t y >0</A s s e t C r i t i c a l i t y >
7 <Operating System>AIX 6 .1 (6100−09)</

Operating System>
8 <Asset Owner></Asset Owner>
9 <Vulnerab i l i ty ID >364</Vulne rab i l i ty ID>

10 <Vulnerabi l i ty Name>RPC statd</
Vulnerabi l i ty Name>

11 <V u l n e r a b i l i t y D e s c r i p t i o n >The RPC statd
program was determined to be

r e g i s t e r e d with the t a r g e t system ' s
portmapper .</
V u l n e r a b i l i t y D e s c r i p t i o n >
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12 <Risk Rating>In fo rmat iona l </Risk Rating>
13 <Observation>The RPC statd program was

determined to be r e g i s t e r e d with the
t a r g e t system ' s portmapper . RPC
s e r v i c e s are commonly enabled by
d e f a u l t on most UNIX operat ing
systems . Addi t iona l ly , RPC s e r v i c e s
are r e g u l a r l y found to be vu lne rab l e
to b u f f e r over f l ow and format s t r i n g
a t tacks that l ead to complete
compromise o f the t a r g e t system .
Exp lo i t a t i on o f RPC s e r v i c e s a f f e c t s
a l l major UNIX operat ing systems
i n c l u d i n g S o l a r i s , HP/UX, AIX , I r i x ,
Linux , FreeBSD and more.</ Observation
>

14 <Recommendation>RPC s e r v i c e s are
t y p i c a l l y enabled in the UNIX / etc /
ine td . conf or / e t c / rc c o n f i g u r e f i l e (
s ) . I t i s recommended that t h i s RPC
s e r v i c e and any a d d i t i o n a l
unnecessary RPC s e r v i c e s be d i s ab l ed
in the s e r v i c e c o n f i g u r a t i o n f i l e s
appropr ia t e f o r the t a r g e t system .</
Recommendation>

15 </row>
16 <row>
17 <IP Address >110.85.43.10</ IP Address>
18 <DNS Name>db009 . a i t . net</DNS Name>
19 <NetBios Name>B0096</NetBios Name>
20 <Asset Label></Asset Label>
21 <A s s e t C r i t i c a l i t y >0</A s s e t C r i t i c a l i t y >
22 <Operating System>AIX 6 .1 (6100−09)</

Operating System>
23 <Asset Owner></Asset Owner>
24 <Vulnerab i l i ty ID >368</Vulne rab i l i ty ID>
25 <Vulnerabi l i ty Name>RPC ttdbserverd </

Vulnerabi l i ty Name>
26 <V u l n e r a b i l i t y D e s c r i p t i o n >The RPC

ttdbse rve rd program was determined to
be r e g i s t e r e d with the t a r g e t system
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' s portmapper .</
V u l n e r a b i l i t y D e s c r i p t i o n >

27 <Risk Rating>In fo rmat iona l </Risk Rating>
28 <Observation>The RPC ttdbse rve rd program

was determined to be r e g i s t e r e d with
the t a r g e t system ' s portmapper . RPC

s e r v i c e s are commonly enabled by
d e f a u l t on most UNIX operat ing
systems . Addi t iona l ly , RPC s e r v i c e s
are r e g u l a r l y found to be vu lne rab l e
to b u f f e r over f l ow and format s t r i n g
a t tacks that l ead to complete
compromise o f the t a r g e t system .
Exp lo i t a t i on o f RPC s e r v i c e s a f f e c t s
a l l major UNIX operat ing systems
i n c l u d i n g S o l a r i s , HP/UX, AIX , I r i x ,
Linux , FreeBSD and more.</ Observation
>

29 <Recommendation>RPC s e r v i c e s are
t y p i c a l l y enabled in the UNIX / etc /
ine td . conf or / e t c / rc c o n f i g u r e f i l e (
s ) . I t i s recommended that t h i s RPC
s e r v i c e and any a d d i t i o n a l
unnecessary RPC s e r v i c e s be d i s ab l ed
in the s e r v i c e c o n f i g u r a t i o n f i l e s
appropr ia t e f o r the t a r g e t system .</
Recommendation>

30 </row>
31

32 ...

5.3.3 The ’Configuration.csv’ file

The ’Configuration.csv’ file looks like this:

1 ##Set up Conf igurat ion . csv ##
2

3 Cl i en t ;MDTech
4 DMZ; Yes
5 NumbersOfVulnerabi l i tyReports ; 20
6 C r i t i c a l ; 5
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7 High ;30
8 Medium;40
9 Low;50

10 In fo rmat i ona l ; 60

Here the description of each field:

∗ Client: The Customer name for which we are creating the
report about.

∗ DMZ: Write Yes or No whether the vulnerability file taken
as input by the program contains vulnerabilities of machine in
the DMZ or not. This parameter will increase the risk rating
for each vulnerability of one grade.

∗ NumbersOfVulnerabilityReports: This specifies the Num-
ber of TOP X reports we want to generate. The program sorts
all the vulnerabilities taken from input by the Risk Rating.
Then it sorts again the list of vulnerabilities based on the
Number of machines affected by such vulnerability. Finally
it takes the top X from this list. If you specify here 20, then
the program will generate the top 20 reports after the two
sortings.

∗ Critical: The Remediation time to be written into the report
when the Risk rating is Critical. So if you write here 5, it
means that whenever a vulnerability has a Risk rating equal
to Critical, then the remediation time will be 5 days.

∗ High: The Remediation time to be written into the report
when the Risk rating is High. So if you write here 5, it means
that whenever a vulnerability has a Risk rating equal to High,
then the remediation time will be 5 days.

∗ Medium: The Remediation time to be written into the re-
port when the Risk rating is Medium. So if you write here
5, it means that whenever a vulnerability has a Risk rating
equal to Medium, then the remediation time will be 5 days.

∗ Low: The Remediation time to be written into the report
when the Risk rating is Low. So if you write here 5, it means
that whenever a vulnerability has a Risk rating equal to Low,
then the remediation time will be 5 days.

∗ Informational: The Remediation time to be written into the
report when the Risk rating is Informational. So if you write
here 5, it means that whenever a vulnerability has a Risk
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rating equal to Informational, then the remediation time will
be 5 days.

In this example, the client is ’MDTech’, the XML file contains
vulnerabilities of servers in the DMZ thus we specified ’DMZ;Yes’.
We want the top 20 vulnerabilities thus ’NumbersOfVulnerabili-
tyReports;20’ ; the other fields specify the remediation time in
days for each risk category of vulnerability.

5.3.4 The Responsibilities.csv’ file

The Responsibilities.csv’ file looks like this:

1

2 Red Hat ; Red Hat ; NNIT Linux
3 IBM AIX ;IBM AIX ; NNIT Unix
4 AIX ;IBM AIX ; NNIT Linux
5 HP System ;HP product ; App l i ca t i ons
6 Adobe Flash ; Adobe ; App l i ca t i on s
7 IBM Java ; IBM Java ; App l i ca t i ons
8 IBM DB2;IBM DB2; App l i ca t i on s
9 IBM Domino ; IBM Domino ; App l i ca t i ons

10 IBM Lotus ; IBM Lotus ; App l i ca t i on s
11 Microso f t ; Mic ro so f t ;OS−Admins
12 HTTP; Apache ; App l i ca t i on s
13 Windows ; Windows ;OS−Admins

The first column field represents a key word used to search into
the file and

∗ While parsing all the XML file containing the vulnerabilities,
the VRC, for each vulnerability, looks up into the ’Vulnera-
bility Name’ field and reads all the lines in the ’Responsibili-
ties.csv’

∗ If a keyword in the first column field is found inside the ’Vul-
nerability Name’ field, then

∗ The relative second and third column fields are taken: they
represent respectively the Vulnerability Category and the Re-
sponsible Group.

For example, given the Vulnerability ’A’ we analyze the Vulnera-
bility name field of ’A’; then we start scanning the ’Responsibili-
ties.csv’ file line by line and we notice that ’Adobe Flash’ in the
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first column is contained inside the Vulnerability name field of ’A’
thus, the Category for the Vulnerability ’A’ will be ’Adobe’ (the
second column field) and the responsible group that needs to fix
the vulnerability ’A’ will be ’Applications’.

5.4 Single Vulnerability Mode

The picture Figure 5.1 shows an overview of the Single Vulnera-
bility Mode Report.
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Figure 5.1: Single Vulnerability Mode Report

In particular, using the Single Vulnerability Mode, several reports
showing a single vulnerability are output. A single report contains
all the following details:

∗ Customer Name: Name of the customer owning the server
where the vulnerability has been detected.

∗ Traceability ID: Internal ticket number in order to trace all
the incidents and vulnerability found. This field will be used
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by both NNIT and its customer in order to identify the case.

∗ Vulnerability ID: The ID code given by the Vulnerability
scanner to identify the specific type of vulnerability.

∗ Risk Rating: It is the Rating given by default by the Vul-
nerability Scanner. It can assume 5 values: ’Informational’,
’Low’, ’Medium’, ’High’ and ’Critical’. It needs to be said
that if in the ’Configuration.csv’ file the ’DMZ’ parameter is
set to ’Yes’, then the Risk Rating of all the vulnerabilities
is increased by one grade (’Medium’ becomes ’High’, ’High’
becomes ’Critical’ and so on).

∗ Remediation Time: Number of days by which the vulner-
ability needs to be fixed.

∗ Vulnerability Category: Category of the vulnerability, used
for internal business purposes.

∗ Responsible Group: Indicates the Group that needs to fix
or handle the vulnerability.

∗ Vulnerability Name: Name of the Vulnerability besides its
ID.

∗ Description: Describe the nature of the vulnerability.

∗ Observation: It deepens the context in which the vulnera-
bility is placed.

∗ Recommendation: Guide on how to fix the vulnerability.

∗ Number of Vulnerable Machines: Number of infected
machines with this vulnerability.

∗ Vulnerable Machines: List of DNS names and IP addresses
for all the vulnerable machines.

5.5 Top Global Vulnerabilities Mode

The Top Global Vulnerabilities Mode can be launched with the
homonym python script too. This mode is slightly different since
it makes the program output a single report containing the Top
vulnerabilities across the customer’s network listed by severity. It
looks similar to the Single Vulnerability Mode report except the
fact that no ’Traceability ID’, or list of ’Vulnerable machines’ are
listed. In fact in the Top Global Vulnerabilities Mode, the report
contains a list of vulnerabilities where each of these are relative to
only a single machine.
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5.6 Algorithm overview

The Figure 5.2 shows an High level overview of the Algorithm
behind the VRC.

When the script is executed, the XML document given as input,
is parsed by the graphic Library and transformed temporarily into
an RML file. Then, according to a specific file named Style.prep
which specify the graphic layout of the report, the RML file is
read and a PDF report is produced accordingly. I also developed
the Style.prep file according to the needs and feedbacks given by
NNIT.
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Figure 5.2: High level Algorithm overview



Chapter 6

Evaluation and Conclusions

6.1 Evaluation

In order to evaluate the success of the Project, I collected the
answers from a Questionnaire that I designed.

The first part is composed by closed answer question as shown in
figure 6.4:

∗ Overall, Do you like the Report ?

∗ Do you like the graphical layout of the Report ?

∗ Do you think this Report is useful ?

All the possible answers were sort of : ’Yes, a lot’, ’Yes, It is ok’,
’Not much’, ’Not at all’.

While the second part of the Questionare is composed by questions
asking for specific feedbacks as shown in figure 6.2.

A total of 15 people related to the process have been interviewed,
from the ones responsible for the discovery of vulnerabilities, to
the ones that prepare the reports to the customer. To the first
question the 66.7% of the people interviewed has really liked in
overall the report and the remaining answered with a ’Yes I like it’
which highlights a great degree of satisfaction for the direct users
of the VRC or its output. The reverse happened with the second
question were the highest satisfaction of the graphical layout were
only for the 33.3% of the responders and the 66.7% answered with
a ’Yes I like it’. About the perceived usefulness of the VRC output,
results show a 53.3% replied with ’Very Useful’ and the remaining
46.7% with a ’Useful’.
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About the last two questions, no additional feedbacks have been
provided, except one person suggested to include the word ’Days’
besides the field ’Remediation Time’ in the report. In fact this
word is missing because it has been thought to be implicit.

Previously in the worst case, the production of such reports could
last for 2 weeks, plus other 1-2 weeks for make the vulnerability to
be fixed by the proper responsible group. Now, the production of
all the reports it takes between 30 seconds and 4 minutes depend-
ing on the number of vulnerabilities in the XML source file; from
that, the proper responsible group can immediately start fixing all
the specified vulnerabilities straight ahead. The time saved in the
reporting system is on average 2 weeks plus other 2 weeks time
saved when assigning the right vulnerability to te proper respon-
sible group in order to be fixed. Thanks to this automation and
simplification of the process, it is possible to give an added value
to customers in a faster and simpler way.

Another consideration that needs to be made is the accuracy of
the prioritization method of the vulnerabilities in the report: when
configuring the VRC is it possible to specify the number of vulner-
abilities to show and these are automatically ordered according to
the algorithm described in chapter 5; This method is totally accu-
rate ordering the vulnerabilities by severity and then by number
of machine affected since the priority of NNIT was to decrease in
numbers the unsolved vulnerabilities in order to show their effi-
ciency and professionality in security incidents handling to clients.

Additional findings of the analysis of NNIT CSIRP are that even
though the organizations have plans and procedures in place, which
comply satisfactorily with standards and guidelines, some of these
procedures are not well established throughout the organizations,
at least not formally. In particular, reporting procedures when
finding the proper responsible group for a specific vulnerability
were not sufficiently established. In general, the main challenges
in incident handling are related to the employeesâ awareness, re-
porting, communication, information collection and dissemina-
tion, and allocation of responsibilities [7, 19]. These are common
problems that affect many large organizations including NNIT.
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Figure 6.1: Vulnerability Report part one
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Figure 6.2: Vulnerability Report part two
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Figure 6.3: Vulnerability Report part one
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Figure 6.4: Vulnerability Report part two



Chapter 7

Conclusion

Overall, the VRC project helped NNIT to speed up the process
of managing the vulnerability scanner and its output in order to
realize documents that allow a fast reactive solution to all the
flaws found in customers’networks. Furthermore, the optimiza-
tion brought from the VRC in decreasing the remediation time,
improved the Technical Vulnerability Management Procedure and
the consequent NNIT Security Incident Management Process.

In the future a better graphical layout, maybe realized by profes-
sional designer, might add a nice effect to reports making them
more pleasant to read for customers. In addition, the next step
could be the automation of the creation of tickets directly into the
Ticket Management Software. At the current status, a ticket is
created for each vulnerability but is not automatically registered
into the Ticket Management Software.

Even if NNIT complies with the requirements of ISO 9001:2015[3]
and ISO/IEC 27001:2013[2] and they use ITIL[14] as official frame-
work, still the main challenges in incident handling are related to
the employees’awareness and allocation of responsibilities as for
the majority of large companies.
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