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Abstract 

When it comes to cloud services, security has many a times been the hot topic. This has 
been especially relevant within the payment card industry and the secure handling of 
payment card data. The Payment Card Industry Security Standards Council (the council) 
was formed in order to ensure a global enhancement of payment card data. The council 
has issued requirements that all companies that handle payment card data are obliged 
to follow. However, the council has become much more strict as of recently, creating an 
urgency to become compliant. Thus, cloud service providers (CSP) have constructed 
standardized, PCI DSS compliant products so as to relief such customers. Since this 
emerging market is somewhat new, this thesis has researched how CSPs should relate to 
products within that market and the potential customer base. 

The case study for this research was conducted at Tieto, an IT service company, and its 
standardized, PCI DSS compliant product TiCC. The study collected empirical data in the 
form of qualitative interviews as well as quantitative telephone interviews with 
companies within the payment card industry. The study came to the conclusion that 
there is a demand that is not being met within the payment card industry related to 
products that aid organizations to become PCI DSS compliant. Standardized products 
have been constructed so as to fit financial customers while overlooking the demand of 
another large customer base, retail. Additionally, the products are being tweaked and 
features are being added, thus providing customization. CSPs are striving for both 
standardization as well as customization, something that has been considered 
counterproductive. The existing demand is thus not met with the current supply in the 
market, which has both multiple competitors and heterogeneity in market demand. The 
above mentioned thus leaves room for market seizure, to create own rules and thus 
making all competitors irrelevant. A potential way of doing that is through mass 
customization by standardizing higher levels of cloud computing.  
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Sammanfattning  

När det gäller molntjänster, har säkerhet många gånger varit hett ämne. Detta har 
speciellt varit relevant inom betalkortindustrin och säker hantering av betalkorts 
uppgifter. The Payment Card Industry Security Standards Council (rådet) bildades i syfte 
att säkerställa en global förbättring av säker hantering av betalkorts uppgifter. Rådet 
har utfärdat krav för säker hantering som alla företag som hanterar betalkorts uppgifter 
är skyldiga att följa. Rådet har blivit mycket mer strikt på senare tid, vilket skapat en 
brådskande atmosfär för företag att bli kompatibla. Således har molntjänsteföretag 
(CSP) konstruerat standardiserade, PCI DSS-kompatibla produkter för att bistå sådana 
kunder med sådana tjänster. Eftersom denna framväxande marknad är något nytt, har 
denna rapport undersökt hur en CSP ska förhålla sig till dessa produkter och kunder. 

Fallstudien för denna forskning genomfördes vid Tieto, ett IT-tjänsteföretag, och dess 
standardiserade, PCI DSS-kompatibla produkt TiCC. Studien har samlat empiriska data i 
form av kvalitativa intervjuer samt kvantitativa telefonintervjuer med företag inom 
betalkortindustrin. Studien kom fram till att det finns en efterfrågan som inte tillgodoses 
inom betalkortindustrin för att hjälpa företag att bli PCI DSS-kompatibla. 
Standardiserade produkter har konstruerats för att passa finansiella kunder medan 
efterfrågan från en annan stor kundbas, detaljhandel, har förbisetts. Dessutom blir dessa 
standardiserade produkter alltid lämpades efter varje specifik kund och funktioner läggs 
till, med andra ord så erbjuds anpassningar. CSP strävar efter både standardisering samt 
kundanpassning, något som har ansetts kontraproduktiv. Den nuvarande efterfrågan 
bistås således inte just nu på marknaden, där det råder fler konkurrenter. Således, 
lämnas därmed utrymme för marknadsbeslag och ett sätt att göra det är genom ’mass 
customization’.  
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1. Introduction 

This chapter starts by giving a brief background to the problem at hand by presenting 

cloud computing within the payment card industry and the obstacles that occur. After 

which the problem formulation is presented along with the objective and the research 

questions that have been answered. The chapter ends by presenting the delimitations made 

for this research.  

1.1 Background 

In March 2008 Heartland Payment Systems, an American payment processing company, 

experienced a massive hacking attack that resulted in a loss of 130 million of its 

customers’ debit and credit card information. For the company, this immense security 

breach, meant they had to settle claims, which obliged them to pay USD110 million to 

Visa, MasterCard, and other card associations (Cheney, 2010). This example illustrates 

how pivotal security and updating precautions are to companies that handle payment 

card data. In order to ensure the enhancement of payment card data security and robust 

and comprehensive standards, the Payment Card Industry Security Standards Council 

(the council) was formed. By directing organizations on how they must validate their 

compliance with security standards, organizations are able to take the necessary 

precautions of detecting, preventing, and reacting to security incidents (PCI Security 

Standards, 2015). Organizations that handle payment card data are obliged to fulfill the 

requirements put forth by the council, called the Payment Card Industry Data Security 

Standards (PCI DSS). Failing to do so results in penalties, therefore companies acquire 

compliance either by themselves or by hiring a third-party provider. These 

requirements have become especially relevant, as the industry of Information 

Technology (IT) has faced a new emerging computing paradigm, cloud computing.  

The IT industry is considered by many of becoming the fifth fundamental utility after 

water, electricity, gas, and telephony (Buyya, et al., 2009). The industry has throughout 

the past years faced many changes, affecting the payment card industry as well as 

operating organizations within, the latest of which is cloud computing. The essence of 

cloud computing is the delivery of all functionalities of existing IT services while 

simultaneously reducing the upfront costs of computing (Marston, et al., 2011). The 

definition developed by the National Institute of Standards and Technology (NIST) is 

widely accepted and has been used frequently:  

“Cloud computing is a model for enabling ubiquitous, convenient, 

on-demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage, applications, 

and services) that can be rapidly provisioned and released with 

minimal management effort or service provider interaction.” (Mell 

& Grance, 2011). 
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In simpler words, cloud computing is the delivery of on-demand computing resources, 

everything from applications to data centers. It can be seen as anything that involves 

delivering hosted services over the Internet, such as Dropbox, Google Drive, and Spotify.  

Cloud computing consists of three so-called ‘layers’ or ‘classes’, called cloud services, 

namely Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS), and Software-as-

a-Service (SaaS). These can be seen as layered architecture, meaning that a higher layer 

can be composed from the underlying layer’s services (Buyya, et al., 2011).  

As this computing paradigm cloud has emerged, it has played an important part in the 

payment card industry and the secure handling of data extraction from cardholders. The 

safety aspect has also grown in importance as data storing and data processing is 

handled increasingly more by a third party, a cloud service provider (CSP). A CSP can be 

seen as a company that offer organizations services (both storage and software) from a 

remote facility connected via a private or a public network (NIST, 2015). CSPs aid 

organizations in extracting data that can reveal and even predict the behavior of 

individuals. Which in turn is useful information for the organization’s product 

development, marketing, and customer service (EMC Perspective, 2013). It is essential 

and crucial for the organization to know that its CSPs comply with the Payment Card 

Industry Data Security Standards (PCI DSS). This is especially relevant because the 

requirements that are put forth by the council cover all levels of cloud, from the storage 

of data to payment applications, thus protecting data from all angles (PCI Security 

Standards, 2015). Because of security reasons, the relationship between an organization 

that handles card data (the customer) and a CSP (the provider) is an interesting aspect 

to consider. As the third party of the council is added, the provider-customer 

relationship is more complex than other seemingly traditional relationships. The 

urgency of creating a strategy for that relationship is now greater than before. 

Tieto, an IT service company, has developed a standardized product called Tieto 

Compliance Cloud (TiCC), which offers its customers PCI DSS compliant IT on tap. In 

other words, the product enables customers to utilize data storage (infrastructure) in an 

on and off way, whilst still following relevant requirements. The standard solution was 

created from an existing product as a product line extension. It was meant to reduce 

costs for Tieto through standardization and to simplify the process for its customers to 

become and remain PCI DSS compliant. However, the standard product only covers one 

cloud model, the infrastructure (IaaS). This has led to a situation today where 

customized solutions are built on the standardized product and thus contradicting the 

essence of the original solution.  

1.2 Problem Formulation 

The payment card industry requires high security when it comes to extracting, storing, 

and analyzing payment card data. Companies within that industry are thus obliged to 

comply with the PCI Security Standard and follow relevant requirements. As these 

organizations buy cloud services, its sensitive data will be stored and/or processed by 
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its cloud service provider as well. Therefore, in order for all of the requirements to be 

fulfilled and upheld, the nature of the provider-customer relationship intensifies and the 

cloud services become more complex. The relationship intensifies because there is now 

a shared responsibility of fulfilling the PCI DSS requirements. The cloud services become 

more complex because they now need to follow relevant standards in order to be 

utilized. A cloud service provider is hence faced with the challenge of how to relate to 

these customers and how to develop and offer cloud services.  

1.3 Purpose and Aim 

The purpose of this thesis is to investigate what factors need to be considered when 

offering a cloud service that fulfills the security standard PCI DSS, so as to meet current 

demands in the payment card industry. The purpose is to investigate the current supply 

in relation to current demand within the industry in order to detect any disparities.  

The aim of this report is to support Tieto in broadening their understanding of its cloud 

product TiCC and how it positions itself in the payment card industry.  

1.4 Research Questions 

In order to reach the purpose of the research, the following main research question is to 

be answered: 

How should a cloud service provider relate to the demands and offering of PCI DSS 

compliant cloud products to companies within the payment card industry?  

The main research question will be addressed through these following three sub-

questions: 

1. How are PCI DSS compliant products currently offered to companies 

within the payment card industry, regarding standardization vs. 

customization? 

2. How do demands for PCI DSS compliant products differ within the 

payment card industry in regards to the standardization vs. customization 

debate? 

3. Is there potentially a new market for cloud service providers within the 

payment card industry and the offering of PCI DSS compliant products?  

1.5 Research Outline 

The following section will present the outline of the research, the upcoming chapters 

and what they entail.  

Chapter 2:  This chapter presents the methodology chosen for the research as well as 

the research area and the validity and reliability of the study.  

Chapter 3: This chapter presents the theoretical frameworks that have been used for 

this study in order to understand the collected empirical data. The 
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frameworks that have been discussed are the product-change matrix, mass 

customization, and the blue ocean strategy.  

Chapter 4: This chapter presents the term cloud computing and the components 

within, such as cloud services and cloud service provider. 

Chapter 5:  This chapter presents the empirical context upon which this thesis has been 

 built upon. It starts by presenting the PCI Security Standards and the 

requirements within and it ends by presenting the study’s case Tieto.  

Chapter 6:  This chapter presents the results that have been derived from the empirical 

data collection of the study.  

Chapter 7:  This chapter presents the analysis conducted on the empirical findings, 

which are reviewed and discussed through the theories and empirical 

context that have previously been presented.  

Chapter 8:  This chapter presents the final conclusions of this research. The research 

questions are answered and following are observations made on this 

study’s implications on sustainability, limitations, and future studies.  

1.6 Delimitations  

Because of geographical restrictions, this thesis was conducted from the Tieto office in 

Sweden, Stockholm. Given this fact, the interviews that were conducted with employees 

at Tieto were confined to those at the Stockholm office. Moreover, Tieto Sweden is 

comprised of four subdivisions in total. This thesis was delimited to only looking into the 

cloud services within the subdivision called Financial Services (FS). 
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2. Method 

This chapter presents the methodology used in order to conduct this research. A case study 

at Tieto was chosen as the main research method. Furthermore, the research was divided 

in two parts: a pre-study and the main study, where both qualitative and quantitative 

methods were used to conduct the research.  

2.1 Research Area  

The research area that this study has focused on is illustrated in the framework 

presented in figure 1. This framework is segmented into four different areas; Cloud 

service provider, the PCI security standard, the payment card industry, and product 

offering – standardization vs. customization. All of these four areas are addressed in the 

research question and which have subsequently constructed the framework. This in 

turn has facilitated in identifying the research area, which is the intersection of all these 

four areas. The concept of the theoretical framework is to illustrate this intersection and 

give an idea of what this thesis studies and where in literature it aims to contribute.  The 

cloud service provider is to be seen as the main perspective and the remaining areas are 

the affecting factors that can answer the thesis’ research questions.  

 

 

 

 

 

 

 

 

 

 

 

Figure 1: The picture illustrates the intersection of the four relevant areas of this 

research, identified as the research area for this study. 

There have been previous studies conducted within the framework’s four diverse areas, 

to different extent. However, the product offering of PCI DSS compliant products within 
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the payment card industry is somewhat unchecked territory. As these types of products 

just recently have emerged, the notion of demand may arguably not be as clear.  The 

rigorousness of the PCI security standard has increased as of lately leading companies 

within the payment card industry to some sort of urgency. There is thus, lack of 

information as to how this market looks like, what demands currently exist, and how a 

cloud service provider should position itself within the market. There is arguably a 

necessity for empirical data within this field in order to see what challenges there are to 

meet these potential demands.  

2.2 Methodology Approach  

The research focuses on cloud computing in relation to the payment card industry and 

relevant standards within, an area where previous studies are very scarce. The research 

therefore follows an explanatory and analytical approach. Since there are very few 

earlier studies within this area of research the idea is to detect patterns and ideas in the 

specific area of choice (Collis & Hussey, 2014). This has subsequently led to the research 

being divided in two parts; a pre-study and the main study. In order to conduct a more 

thorough investigation in strategy, the initial focus (the pre-study) was to gain insight on 

the subject. The second part of the research then played a more analytical role.  

In order to investigate in what way a cloud service provider should relate to PCI DSS 

compliant products and companies within the payment card industry, a case study as 

the methodological approach was deemed most suitable.   

2.2.1 A Case Study at Tieto 

As this research investigates a problem that depends on several variables and with little 

earlier knowledge about, a case study is most suitable for this research. The case study is 

meant to create the empirical body of the research as it studies a present phenomenon 

in a real-life context, in particular when the boundaries between the phenomenon and 

context are not clearly evident (Yin , 2014). The chosen case study was therefore at the 

IT service company Tieto. More specifically, the research has been conducted at the 

company’s subdivision called Finance Services (FS) and on the Tieto product called Tieto 

Compliance Cloud (TiCC). The case study is meant to explore a single phenomenon in its 

natural setting, giving an in-depth knowledge of the area using diverse methods (Collins 

& Hussey, 2014). The reason why the case study was conducted at Tieto and TiCC is 

because Tieto’s service is unique in the market. Tieto is one of the first companies to 

offer its customers a standardized product that stays compliant with specific standards 

(PCI DSS) that such customers need to adhere to. Thus, the case study in question is 

interesting because it allows studying the ‘unexplored’ complexity of a relationship 

between two parties that operate in an industry with very specific standards. The choice 

of the subdivision at Tieto, the Financial Services, was made because it coincides with 

the research area of the study. Boundaries can be implemented in order to ensure that 

the selected case keeps within the scope and does not become too broad (Yin , 2014). 

For this research, the boundaries that were set were around the product TiCC. The 
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research therefore focused on obstacles that arise (have arisen) from offering TiCC to 

companies within the payment card industry.  

The research questions that were used were ‘how’ type of questions. This was done 

because they are meant to understand and explain the case company’s current situation 

(Collis & Hussey, 2014). It follows an exploratory research as it tries to understand 

phenomena by discovering and measuring the relations at the case company. For this 

type of researches diverse methods are presented as appropriate, such as case studies, 

histories, and experiments (Yin , 2014). As the thesis tries to obtain knowledge on a 

complex problem by analyzing the current situation, the method of history is not 

applicable. Histories focus on past events and would thus not be appropriate for this 

research. Likewise, experiments are not applicable because such research requires a 

controlled environment, which is not possible or appropriate for this study. Therefore, 

among the diverse options of method for an exploratory research, a case study has been 

deemed the most feasible and appropriate for this study.  

In order for a research to be successful, it is important to construct a research design to 

follow (Yin , 2014). In short, this study followed an iterative manner of working, where 

central parts in the research were modified throughout. An extensive explanation is 

presented below. 

2.3 Research Design 

After defining the scope of the research, a potential problem formulation along with an 

objective and research questions were established. These served as an initial shape for 

the study but were changed and modified throughout. After the pre-study and the 

establishment of the study’ scope, additional qualitative interviews were made. During 

this phase of the study, interviews were conducted with employees at Tieto, at Company 

A (a supplier that provides for Tieto), one customer of TiCC, and one Qualified Security 

Assessor (QSA). This base of knowledge was complemented by a literature review, 

where more information and knowledge about the subject was accumulated. This in 

turn prompted a modification of the problem formulation and the research questions as 

well since the previous ones were no longer deemed as up to date. Additional 

improvements were made after having conducted quantitative, short telephone 

interviews with companies that handle card data, seen as potential customers of TiCC.  

To summarize, the thesis writing occurred whilst collecting literature and empirical 

data. This was done so as to be able to revise the problem formulation, objective and the 

research questions when flaws were identified, throughout the study. Thus, an iterative 

way of working was adopted to keep the study up to speed and relevant, as is illustrated 

in figure 2.  
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Figure 2: The iterative manner of working is shown from the research design of the 
study. 

2.3.1 The Pre-Study - Identifying the Problem Formulation  

As previously mentioned, the research was divided in two parts where the first part 

served to define the scope of the research whilst the latter comprises of the actual study. 

The first part (the pre-study) of the research was conducted in order to better 

understand the payment card industry and find challenges within that field related to 

cloud computing. During this phase semi-structured interviews were conducted with 

two relevant employees, where the interviews served as a platform for collecting 

insight. Interviews were conducted with two employees working with TiCC. These 

interviews were conducted in order to gain the perspective of the cloud service 

provider’s and consequently composed a problem formulation.   

Both interviews were conducted at Tieto and were between 45-60 min long. With the 

permission of the interviewees, both interviews were recorded and later transcribed for 

analysis purposes. Questions were prepared prior to the interviews, however, the actual 

interviews evolved as they went on. Open-ended questions were asked so as to receive a 

great deal of information and perspectives on cloud, security, the payment card 

industry, and the different requirements that need to be fulfilled in that industry. 
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Information was gathered about the general obstacles that occur and specific problems 

that cloud service providers face whilst working in the payment card industry.  The two 

interviewees are presented in table 1.  

Table 1: The two interviews that were conducted during the pre-study are presented 
below. 

 
Role Description  

 
Company 

 
Method 

 
Head of Cloud  

 
Tieto 

 
Face-to-Face 

 
Service Delivery Manager  

 
Consultant at Tieto, 
Anonyms 

 
Face-to-Face 

In addition to the initial interviews and literature study, a seminar pertinent to the 

subject of the research was attended. It was an online seminar by the council on the 

payment card industry, the PCI DSS requirements, and the safety precautions that need 

to be taken by organizations that handle payment card data. The seminar gave more 

insight into the subject as well as the perspectives of both the council and the cloud 

service provider. This enabled the establishment of a relevant scope for the research and 

an initial problem formulation, objective, and research questions. After establishing the 

scope of the study, measuring the relationships in between could start. 

2.3.2 Literature Review and Theoretical Framework 

The collection of literature has served as the foundation of the study. Initially it served 

as a guide and base for the research to comprehend the subject and identify previous 

findings. Subsequently it served as support and as help to understand the empirical data, 

which then facilitated the conduct of the relevant analysis.  

In order to find and collect relevant literature about cloud, the payment card industry 

security standards council, and the PCI DSS standards, diverse data bases where used, 

such as Google Scholar and Primo (the library database of the Royal Institute of 

Technology). Initially the search was wide and thus the key words were “payment card 

industry”, “cloud computing”, “cloud security”, “data storage”, “PCI DSS requirements” 

and so on. As the research progressed, the key words became more defined and the 

search became more specific. These literature findings served as support throughout the 

study and gave root for theoretical frameworks.   

Another important factor to discuss in terms of theoretical framework is the choice of 

using the blue ocean strategy (BOS). The third sub-research question brings up the 

opportunity for creating a new market space by using the information from the first and 

second sub-research questions. This empirical data was thereafter analyzed by using the 

blue ocean strategy. The reason this strategy was chosen was because it compares 

different possible cases and by doing so it detects if in fact there is potential for a new 
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market space. This research compares three cases (chapter 7.3) and thus the BOS 

framework was deemed suitable. It is a clear way of juxtaposing cases to see if one or the 

other creates a new market space.  

2.3.3 Empirical Data Collection 

The main means of collecting empirical data was through qualitative interviews (both 

face-to-face and through telephone) and quantitative telephone interviews. The method 

of collecting data from different sources gives a broader view of the problem at hand 

(Easterby-Smith, et al., 2012). This has resulted, in this study, in qualitative data being 

collected through face-to-face interviews and quantified data collected through 

telephone interviews with organizations within the payment card industry (more 

specifically within the retail and financial sector). These means of collecting empirical 

data gave new insight into the problem and served as the base and support for the 

research’ analysis.  

2.3.4 Qualitative Interviews 

When it comes to the empirical study, the main data collection has been qualitative 

interviews conducted with various people working in the relevant sector. Qualitative 

face-to-face interviews were conducted with Tieto (as cloud service provider) and 

Company A (cloud service provider for Tieto). Qualitative telephone interviews were 

conducted with a representative of the Payment Card Industry Security Standard 

Council, a Qualified Security Assessor (QSA) who determines if a company is compliant 

or not (more on this in chapter 3), and a customer of Tieto that uses TiCC.  

All of the qualitative interviews were semi-structured so as to harness as much 

information as possible (Collis & Hussey, 2014). As the scope had been defined, these 

interviews were meant to gain insight specifically about the relationship between cloud 

service providers and organizations within the payment card industry. The questions 

that were asked were thus open-ended. This was done so as to enable the interviewees 

to give thorough answers based on their personal opinions on the relations in the retail 

sector and TiCC. The interviewees were all probed, meaning they were asked to 

elaborate based on the answers they gave (Collis & Hussey, 2014). The interview 

questions were prepared but were not followed strictly, they served as support 

throughout. Since the point of the interviews was to gain a lot of insight into the 

problem, structured interviews would hinder that process and were subsequently 

neither suitable nor appropriate for this study. In order to prevent interviewer bias, two 

researchers were present during all interviews (Bell, 1995). All interviews were 

between 45-90 min long and were all recorded with permission from the interviewees 

so they could later be transcribed.  

The majority of the face-to-face interviews were conducted at Tieto with employees 

working for Tieto. The interviews were meant to collect the insight and opinions of the 

people that work closely with the product TiCC. Thus, all interviewees came from the 
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subdivision Financial Services, as their opinions and insight are most relevant to the 

study. The head of cloud that was interviewed during the pre-study was also 

interviewed a second time during this phase.  

In addition to the interviews conducted at Tieto with employees at the FS subdivision, 

two interviews were also conducted with two employees at Company A that provides for 

Tieto who also have worked with TiCC. These interviews followed the same structure as 

the previous face-to-face but were meant to add to the body of knowledge about the 

payment card industry.  

The two qualitative telephone interviews were, as said, conducted with one QSA and one 

customer of TiCC. The specific QSA (quality security assessor) was chosen because he 

follows Tieto as they (as of right now) are creating a PCI DSS compliant product. The 

QSA is hired by Tieto to revisit the company once a week to steer them in the right path 

and give directions on how to build TiCC so as to gain compliance. Thus, the QSA is very 

familiar with TiCC but can give a third-party perspective. Then there is the customer of 

TiCC who was chosen because a relevant perspective could be gained about the 

relationship between cloud service provider and customer.  

The purpose of all the qualitative interviews in this research was to gain the 

perspectives of a cloud service provider, a customer of TiCC, and the council. The list of 

interviewees is presented in table 2 and is listed according to role description and the 

companies they work for.  

Table 2: List of the qualitative interviews 

 
Role Description  

 
Company 

 
Method 

 
Head of Cloud Services 

 
Tieto 

 
Face-to-Face 

 
Lead Security Architect  

 
Tieto 

 
Face-to-Face 

 
Qualified Security Assessor 
(QSA) 

 
Anonyms 

 
Telephone 

 
Software Developer 

 
Tieto 

 
Face-to-Face 

 
Head of storage- Data Protection 
& Recovery Services 

 
Tieto 

 
Face-to-Face 

 
CEO of a TiCC customer 

 
Anonyms 

 
Telephone 

 
Power System Sales Expert 

 
Company A 

 
Face-to-Face 

 
Business Solution architect 

 
Tieto 

 
Face-to-Face 

 
Cloud Application Architect 

 
Company A 

 
Face-to-Face 
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2.3.5 Quantitative Telephone Interviews 

After having conducted the qualitative interviews two perspectives were gained, that of 

the PCI Security Standards Council and the cloud service provider. Thereafter, in order 

to obtain the perspective of the payment card industry, a survey was conducted through 

telephone interviews with various companies. The scope of this survey was limited to 

Swedish retail and bank companies as they suit the scope of the research and are obliged 

to follow the PCI DSS requirements. The survey reached out to either CIO’s or IT-

managers within each company so as to interview employees that are the most likely to 

possess relevant information about the cloud computing services within their company 

and the PCI DSS requirements.  

A survey was constructed for the quantitative data collection with questions that were 

closed. The diverse questions were asked so interviewees could answer either yes, no, 

with a brief answer or choose from prewritten options. In order to receive an optimal 

number of participants, the survey was primarily conducted by telephone at Tieto’s 

headquarters in Stockholm where the questions were read out loud. This way, the same 

company could be reached out to several times until a suitable time was found. For the 

companies that did not have time or were not reachable, the survey was sent to them by 

email. This resulted in 88 companies being contacted out of which 21 answered the 

survey. These in turn consisted of 5 banks and 16 retail companies.  

The questions for the telephone interviews were constructed beforehand. The questions 

asked were meant to give insight on what preferences these companies have when it 

comes to cloud services. It was also meant to shed light on their perspective on the PCI 

DSS requirements and how much emphasis they put on becoming compliant. 

Additionally, the survey was meant to give some ground on the comparison between 

retail and financial companies in their view of PCI DSS compliant products and their 

preferences. The above-mentioned points and the overall aim with the survey were to 

help address the research questions of this thesis (Collis & Hussey, 2014).  

It is worth mentioning that the survey was conducted together with another researcher 

who was studying the same case, TiCC, but who was observing another challenge within 

the field. Thus, all questions within the survey were not relevant for the purposes of this 

research. Out of the 17 total questions, 12 were relevant to this study (see Appendix A 

and B).  

2.3.6 Data Analysis Method 

This section will present the method of analysis for qualitative interviews and 

quantitative telephone interviews, the two data analysis methods.  

Qualitative Interviews 

In order to better understand the current situation between a cloud service provider 

and its customers that handle payment card data, a conventional content analysis was 
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used (Hsieh & Shannon, 2005). This type of research is meant to describe a phenomenon 

by not having any preconceived categories whilst analyzing the data. In this case, the 

study was meant to comprehend the current state of the product TiCC and the 

relationships between provider and customer.  

The analysis began by reading all transcribed interviews separately. In order to achieve 

an overall sense of the whole, this was done repeatedly (Tesch, 1990). When all 

interviews helped create a general sense of the whole, the data was then read more 

intently, word by word. This then helped to derive codes from the interviews (Morse & 

Field, 1995) (Miles & Huberman, 1994) (Morgan, 1993). After codes had been derived 

from the texts and words that captured a thought were underlined, the interviews were 

read independently where an initial analysis could begin. The first impressions were 

written down and discussed. This process was repeated so as to turn key thoughts into 

themes that were emphasized through quotes derived from the transcripts, which then 

were matched with existing theory. This in turn led to the research questions being 

answered. 

Quantitative Telephone Interviews 

When themes had been derived from the qualitative interviews, the questions for the 

quantitative interview could be constructed. The questions that were asked in these 

interviews were meant to acquire the perspective of the payment card industry and the 

companies within. The themes that were thus derived from the qualitative interviews 

were tested on the companies within the industry to test the theories that emerged. 

When all quantitative interviews were conducted, the answers were quantified in order 

to detect patterns, regarding the type of company, in the answers. These were then 

applied to existing theory.   

2.4 Validity and Reliability  

In order to strengthen the research, the empirical data (both the qualitative and 

quantitative interviews) and the literature review will be discussed in terms of 

reliability and validity. This is done in order to address the limitations that have been set 

for this research, which are considered to be a research’s deficiencies (Collis & Hussey, 

2014).   

Literature Review  

As there are a scarce number of researches within the area of cloud computing and the 

PCI DSS requirements effects on product offerings, the sources used were critically 

analyzed. The theoretical frameworks that were also used to make sense of the collected 

empirical data were derived from established journals in the field of Industrial 

Management. These measurements were meant to increase the validity of the research.   
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Qualitative Interviews  

The issue of validity and reliability for the qualitative interviews can be discussed in 

both the data collection as well as the data analysis. In order to increase both validity 

and reliability for this study, data triangulation was used (Collis & Hussey, 2014). 

Studying a case through multiple angles by interviewing diverse people and their 

perspective on that specific case, validity and reliability can be increased (Collis & 

Hussey, 2014).   

When it comes to the data collection, qualitative approaches to studies have an 

inclination of generating findings with high validity but low reliability. Because the 

purpose is to understand a phenomenon in depth by gaining detailed explanations about 

it, the qualitative data has mainly been the reflections and perceptions of the 

interviewees. This specific data was collected through semi-structured interviews, 

which increases the research’s validity. However, the same types of research usually 

have low reliability. The reason for this is that the findings are dependent on the 

researcher, meaning how the researcher understands the situation is a prerequisite for 

reality to be depicted as accurately as possible. The measurements taken to increase 

reliability were to take notes during the interviews as well as record and transcribe all 

interviews. This would in turn help prevent inaccuracy and enable the ability to analyze 

data multiple times.  Additionally, during all interviews investigator triangulation was 

used to strengthen the study’s reliability and validity, meaning two investigators helped 

collect and analyze the data (Collis & Hussey, 2014).  

Another issue that has to be addressed about the data collection is the number of 

interviews conducted. Because of the time restriction the resulting number of 

qualitative interviews was 11. The reliability and validity can arguably have thus been 

affected. However, the interviewees all possessed diverse relevant and unique 

perspectives such as sales, marketing, cloud security, cloud service and so forth. 

Meaning that all perspectives gave way to understand the situation as a whole. The 

sample size made it especially important to prevent something called the interview 

effect. A scenario where the interviewee tries to respond what he or she thinks is, 

according to the company or the researcher, the ‘right’ answer (Bell, 1995). The 

questions that were asked were thus open-ended so as not to ‘lead’ the answer.  

A conventional analysis was used to analyze the data, which has a risk of not 

understanding the setting entirely. This would thus result in failing to ascertain relevant 

key categories that help the analysis of the content (Hsieh & Shannon, 2005). This means 

that the content of the interviews would not have been understood correctly, lowering 

the reliability of the study. Because two researchers conducted the study, this was 

addressed by conducting the analysis individually and then together.  
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Quantitative Telephone Interviews  

When it came to the quantitative telephone interviews, it was important to establish 

high reliability. Meaning to increase accuracy of repeatability by the measurement tools 

of the study’s results (Yin , 2014). In this study these interviews were conducted via 

telephone, thus securing that all questions were answered. For those that could not 

make time for a telephone interview, the questions were sent through email where all 

questions had to be completed before submission.  
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3. Theoretical Framework 

The following chapter presents the theoretical background underpinning this study. The 

chapter describes the literature and theoretical frameworks within standardization vs. 

customization, mass customization and the blue ocean strategy.  

3.1 Standardization vs. Customization  

When it comes to product offering a debate that has been ongoing is that of the 

standardization vs. customization. To achieve a productive and smooth service 

operation, Lovelock (1992) listed seven operational issues and standardization vs. 

customization made that list. Organizations can offer services that are either one-size-

fits-all (standardization) or services that are a personalized experience for each 

customer (customization) (Pullman, et al., 2001). For the service company that means 

either service reliability and the decrease of defects (standardization) or the increased 

probability of meeting its customers’ needs (Anderson, et al., 1997). The two different 

approaches enable providers to reap different benefits, for standardization its 

economies of scale and a coherent image of the company’s offering and for 

customization its meeting specific needs of customers (Baalbaki & Malhotra, 1991). 

These two different approaches that service firms can adopt are both able to have a 

positive impact on customer satisfaction and service quality (Wang, et al., 2010), which 

derive from organizational cultures. 

The organizational culture for the two tends to differ. Standardization often arises from 

a culture that is focused on cost reduction and efficient internal operational. 

Customization on the other hand arises from a culture that is more customer and market 

oriented (Ruiz, et al., 2008). Although both approaches can generate service quality, 

standardization has traditionally been viewed as a critical factor for service quality 

satisfaction (Parasuraman, et al., 1988). However, customization has been found to 

become increasingly more important as well (Fornell, et al., 1996), particularly when a 

market has multiple competitors and heterogeneity in market demand (Peters & Saidin, 

2010). 

A question that has been raised is whether organizations should try and adapt both 

approaches in order to benefit from both positive outcomes. This question has been met 

with skepticism, meaning to say there is an inherent contradiction and pursuing such an 

approach would be counterproductive (Wang, et al., 2010). It is argued that if an 

organization attempts to strive for both simultaneously, the effects on service 

satisfaction would weaken (Ruiz, et al., 2008). The positive effects of either 

standardization or customization have said to only be achieved when an organization is 

fairly competent in one.  

When it comes to IT services both standardization and customization is said to be 

challenging to achieve for IT service companies (Lundblad & Mindell Kidanu, 2013), 
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arguably because of fluctuating customer demand. When it comes to IT service 

companies however, pressure is put upon them to adjust their portfolio to specific 

customer’s business, making customization an interesting possibility (Brocke, et al., 

2010). In literature it has been specifically argued that customization can be achieved 

for IT services by dividing it into one core service and associated services (Nieminen & 

Auer, 1998). Not creating such a division has been claimed to hinder companies to meet 

demands from customers in different market segments. Mass customization has been 

suggested as a way for IT service companies to acquire a balance between 

standardization and individuality in their services (Brocke, et al., 2010).  

3.2 The Product-Process Change Matrix 

The product-process change matrix (shown in figure 5) is a framework that defines four 

business models, or four different ways for companies to succeed. Pine II, Victor, and 

Boyton developed a framework that offers some form of guidance during market 

turbulence, a blueprint to follow during periods of uncertainty, lack of control, and 

instability, which companies face in almost all industries (Pine, 1993).  

The framework was created in order to demonstrate how to achieve what used to be 

called strategic contradictions; how to be able to offer both low cost and high 

differentiation through mass customization. The perception has been that companies 

can offer either and never both. The framework was created to show that it is possible, 

showing companies how to be efficient whilst being innovative, how to acquire both 

economies of scale and economies of scope (Pine, 1993).  
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Figure 3: The Product-Process change Matrix (Pine, 1993). 

As can be seen in figure 3, the matrix consists of four business models; Invention, Mass 

Production, Continuous Improvement, and Mass Customization.  

3.2.1 Mass Customization  

Stan Davis coined the term mass customization first in 1987, predicting that companies 

with the ability to offer customized goods on a mass basis would exceed in competitive 

advantage (Davis, 1987). Several authors supported this view on the 

standardization/customization debate (Pitt, et al., 1999) (Duray & Milligan, 1999) (Pine 

II, et al., 1993). Mass customization has been linked to continuous improvement where 

the synergy of the two has been expressed as the strategy to challenge older strategies, 

e.g. mass production (Pine II, et al., 1993). An operational definition of mass 

customization is as follows; 

“Mass customization is the use of flexible processes and 

organizational structures to produce varied and often individually 

customized products and services at the price of standardized, mass 

produced alternatives” (Peters & Saidin, 2000). 

When it comes to mass customization there are factors of importance such as flexibility, 

timeliness, and variety. Meaning that mass customization is to determine what the 

customer requires, trying to respond quickly to these needs and at a cost that is only a 

little higher than mass-produced standardized options (Peters & Saidin, 2000). Flexibility 

is what differentiates mass customization from mass production (Pine II & Gilmore , 

1998) 

3.3 The Blue Ocean Strategy 

Kim and Mauborgne developed the theory of the blue ocean strategy (BOS) from the 

idea that there are two different types of spaces within the business universe, the known 

and unknown market space (Kim & Mauborgne, 2007).  

The known space is where the boundaries of the industry are both defined and accepted. 

Kim and Mauborgne (2007) defines this space as that where all current industries exist, 

where companies try to grab their share of existing demand by outperforming their 

competitors. This space is called the red ocean where the possibility of growth and profit 

decreases as the space gets more and more crowded (Kim & Mauborgne, 2007).  

The blue ocean is the space where industries do not yet exist, a space that has not been 

touched by competitors, the so-called unknown space. Unlike the red ocean, demand is 

not fought over but is rather created. Instead of playing by the rules, you create a space 

where you make them. Companies have two ways of going about creating a blue ocean, 

either by creating completely new industries or by altering an existing industry’s 

boundaries and rules (Kim & Mauborgne, 2007). To illustrate, eBay created a blue ocean 
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by creating a completely new industry when they introduced the online auction 

industry. On the other hand, Cirque du Soleil created a blue ocean from the existing 

industry of circuses that faced the problem of a decrease in demand because of rising 

costs. They decided not to try and offer a better solution than existing competitors in the 

pursuit of outpacing them. Instead they redefined the problem and offered their 

customers the fun and excitement of circuses and sophisticated and artistic theatre (Kim 

& Mauborgne, 2007). The difference between the two strategies is presented in figure 4. 

 

Red Ocean Strategy (ROS) Blue Ocean Strategy (BOS) 

Compete in existing market space. Create uncontested market space. 

Beat the competition. Make the competition irrelevant. 

Exploit existing demand. Create and capture new demand. 

Make the value/cost trade-off. Break the value/cost trade-off 

Align the whole system of a 
company’s activities with its 

strategic choice of differentiation 
or low cost. 

Align the whole system of a 
company’s activities in pursuit of 
differentiation and low cost. 

 

Figure 4:  The imperatives for the two different strategies and how they differ from one 

and other (Kim & Mauborgne, 2005). 

Kim and Mauborgne have developed a framework on how companies can develop blue 

ocean strategies. The framework is called the four-action framework and contains four 

key questions that will serve the company by breaking the trade-off between 

differentiation and low cost. This in turn will create a new value curve and the company 

has thus created a blue ocean, a new industry. The four questions of the framework are 

illustrated in figure 5.  
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Figure 5: The four –action framework for companies to develop a blue ocean strategy 
(Kim & Mauborgne, 2005). 

As organizations strive for higher economic growth, the Blue Ocean strategy has been 
said to be an approach worth considering. The approach stems from an entrepreneurial 
perspective and is said to contribute to higher growth by offering something unique for 
new markets (Lindic, et al., 2012).  
 

  

Eliminate 
Which of the factors that 

the industry takes for 
granted should be 

eliminated? 

 
Raise 

Which factors should be 

raised well above the 
industry’s standard? 

 

Create 
Which factors should be 

created which the 
industry has never 

offered? 

 

Reduce 
Which factors should be 
reduced well below the 

industry’s standard? 

A Blue Ocean 
Strategy 
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4. Cloud Computing  

The following chapter presents the term cloud computing and the components within. It 

starts by giving a description of cloud in general following by cloud services and ends by 

describing the term cloud service provider, CSP. 

Cloud computing is the collective term for describing a category of on-demand 

computing services. A model initially offered by commercial providers (such as Amazon, 

Google, and Microsoft), where computing infrastructure was viewed as “the cloud”. 

From “the cloud” individuals and businesses can access applications on demand from 

anywhere in the world (Voorsluys, et al., 2011).  

If you are not familiar with cloud computing from before, official definitions might be 

hard to grasp. A more comprehensible description would be that cloud computing is 

simply anything that involves delivering hosted services over the Internet, everything 

from applications to data centers. This includes accessing over 20 million licensed songs 

through the online music service Spotify (Spotify, 2015) as well as Gmail, which lets you 

access your data from any computer that has Internet access (Seabrook, 2014). Cloud 

computing is thus managing, storing, and processing data by using remote servers on 

the Internet instead of using a personal computer (Maggiani, 2009).  

As was indicated previously, cloud computing refers not only to the applications 

delivered over the Internet as a service, but also the actual systems software and 

hardware in data centers that enable those services (Armbrust, et al., 2010). Cloud 

computing is virtualized resources such as computing and storage, where providers of 

such services offer diverse cloud ‘levels’. Providers offer these different ‘levels’ or 

’layers’ of cloud computing that are commonly referred to as cloud services. The 

ultimate goal with cloud computing is allowing businesses to run their entire everyday 

IT infrastructure in “the cloud” (Voorsluys, et al., 2011). 

4.1 Cloud Services 

As mentioned above, cloud computing consists of three ‘layers’ also referred to as cloud 

services. These services are offered to organizations by cloud service providers (CSP), 

which are more thoroughly defined in chapter 3.2.5. The services are as follows: 

 Infrastructure-as-a-Service (IaaS)  

 Platform-as-a-Service (PaaS)  

 Software-as-a-Service (SaaS)  

A way to think of these cloud services is as a layered architecture where one layer can be 

composed by its previous layer’s services (Buyya, et al., 2011). For cloud computing this 

means that you have IaaS as the bottom layer, which offers virtual machines, storage, 

and services. This layer’s services can compose the next level (the middle layer in the 

layered architecture), called PaaS, which in turn enables organizations to build an 
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environment where applications can be developed and run. Subsequently, these two 

services can compose SaaS, the last (and top level of the layered architecture), which 

encompasses applications. The three cloud services and the content of these are 

presented in figure 6.  

 

 

 

 

 

 

 

 

 

Figure 6: The three ‘layers’ of cloud computing, also referred to as cloud services.  

4.1.1 Infrastructure-as-a-Service (IaaS) 

The bottom layer of the layered architecture of cloud is called IaaS and is the virtualized 

resources offered on demand, raw computing and storage services. These virtualized 

resources are computation, storage, and communication (Buyya, et al., 2011). IaaS is 

therefore online hardware offered by providers to customers who can store their data 

and run applications of their own, new and existing ones (Barnatt, 2010). Customers 

that buy cloud infrastructure from providers are able to use this in diverse ways, 

starting and stopping it, installing software packages so as to customize it, configuring 

access permission, and more (Buyya, et al., 2011).   

4.1.2 Platform-as-a-Service (PaaS) 

The second ‘level’ of cloud computing is PaaS and comprises the middle level of the 

layered architecture. The environment that this cloud service creates enables 

developers to create and deploy applications without the need to know how much 

memory that specific application will use (Buyya, et al., 2011). Cloud infrastructure and 

necessary development tools are provided through PaaS, which enables programming 

and delivering of online applications (Barnatt, 2010).  

4.1.3 Software-as-a-Service (SaaS) 

The layered architecture’s top layer is the cloud service called SaaS. This service is a 

model of delivering applications where customers are able to access the applications via 

the Internet (Buyya, et al., 2011). Rather than being installed in a local data center or a 

local computing device, the applications are offered through Web portals (Barnatt, 

2010). By offering applications in this manner providers simplify their own 
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development and testing whilst relieving customers from the burden of software 

maintenance (Buyya, et al., 2011). 

4.2 Cloud Service Provider 

A cloud service provider (CSP) is a provider of cloud services. Meaning that the 

underlying infrastructure that should supply the assets and resources delivered as a 

cloud service, is designed, implemented, transitioned, and operated by the CSP (Buyya, 

et al., 2011). The business model of a CSP involves sharing infrastructure among a large 

client base (Huntgeburth, 2015). 

A CSP can offer storage capability and basic computing with IaaS, meaning they can offer 

their customers storage, memory, operating system, and system monitoring software 

(Ahson & Ilyas, 2011). If the CSP instead offers PaaS, they would offer an environment 

that allows developers to create and deploy applications (Buyya, et al., 2011). By 

purchasing this type of service from CSPs, customers have the ability to accelerate the 

deployment as well as benefitting from load balancing and automatic scaling (Ahson & 

Ilyas, 2011). Lastly, a CSP can offer SaaS, which means customers are offered 

applications directly to individual and enterprise users (Ahson & Ilyas, 2011). 

When a company hires a CSP it is important to understand how the tasks are divided 

between the customer and the provider. The division of tasks is different between the 

three diverse cloud services. So when it comes to cloud  
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5. Empirical Context  

The following chapter presents the empirical context, which this thesis has been built upon. 

It starts by discussing cloud and security issues following a presentation of the PCI Security 

Standards, the council and the requirements within. The chapter ends by giving more 

depth on the study case Tieto and the product iTAP. 

5.1 Cloud and Security Issues 

Cloud computing has received its share of critique, most of which has revolved around 

security. Potential risks of using remote, third-party computing resources do exist, 

though most fears about security tend to be more perceptual rather than real (Barnatt, 

2010). Although this might be true, concerns still have been expressed around cloud 

computing and mostly around the fact that data is being processed and stored online. 

The concerns have been, amongst other things, unauthorized access to data and 

applications in the cloud and the reliability of cloud computing vendors (or providers) 

(Barnatt, 2010). Cloud computing relies on the Internet and if that connection is 

compromised by hackers and breached then the security can be breached as well, along 

with the availability of the cloud service and sensitive data (Barnatt, 2010). What occurs 

is that, users access computing powers beyond the users physical world, this virtual 

environment is accessible through the transference of data (Haurauz, et al., 2009).  

5.2 The PCI Security Standard  

In order to encourage and ensure some type of security, diverse standards have been 

developed. In fact, the idea to adopt universal standards has become something of a 

movement (Haurauz, et al., 2009). In order to enhance cardholder data security and to 

globally facilitate the broad adoption of consistent data security measures, the PCI 

security standard council (the council) was formed. The council then developed the PCI 

security standard for companies within the payment card industry to follow (Council P. 

S., Requirements and Security Assessment Procedures, 2013). 

5.2.1 The Council 

In 2006, the Payment Card Industry Security Standard Council (the council) launched as 

an open global forum. The council put forth diverse requirements for the safe handling 

of payment card data and is responsible for the management, education, development, 

and awareness of those requirements (Council P. S., www.pcisecuritystandards.org, 

2015). The council was founded by five global payment brands; American Express, 

Discover Financial Services, JCB International, MasterCard, and Vis Inc, and was meant 

to globally facilitate the broad adoption of consistent data security measures (Council P. 

S., Requirements and Security Assessment Procedures, 2013). Because of previous 

security issues and the unanimous goal of mitigating data breaches and preventing 

payment cardholder data fraud, these five brands equally share the responsibilities for 

carrying out the work of the organization (Council P. S., www.pcisecuritystandards.org, 
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2015). The council itself has agreed to incorporate the standards as the technical 

requirements for all of the five brands’ data security programs (Council P. S., 

www.pcisecuritystandards.org, 2015). If the council determines that an organization 

that handles card data is in any way non-compliant, penalties will be carried out. The 

penalties themselves are carried out by the individual brands (not the council) that have 

been affected (Council P. S., www.pcisecuritystandards.org, 2015). 

The council developed requirements in order to protect cardholder data and in order to 

do that they have presented a baseline of technical and operational requirements 

(Council P. S., Requirements and Security Assessment Procedures, 2013). The diverse 

standards and requirements that the council has put forth are as follows; Data Security 

Standard (PCI DSS), Payment Application Data Security Standard (PA-DSS), and PIN 

Transaction Security (PTS) (Council P. S., www.pcisecuritystandards.org, 2015). 

However, the PCI DSS requirements are the most extensive requirements that apply to 

the organizations way of processing and/or storing data. The technical and operational 

necessities of the PCI Security Standard have been summed up in 12 main requirements, 

which cover both technical and operational system components somehow connected to 

cardholder data. 

5.2.2 The PCI Data Security Standard Requirements  

The PCI Security Standard Council developed requirements in order to protect 

cardholder data, applying to all entities that store, transmit or process cardholder data. 

As mentioned, the most extensive requirements have been referred to as the PCI DSS 

(PCI Security Standards Council, 2013). These technical and operational necessities have 

been summed up in 12 diverse requirements, the latest version of which is listed in a 

high-level overview in table 3. These 12 requirements cover technical and operational 

system components somehow connected to cardholder data. Since the PCI DSS 

formation and the first launch in December 15, 2004, the council has launched five 

different versions (PCI Security Standards Council, 2013).  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Table 3: The 12 requirements constructed by the PCI Security Standard Council (PCI 
Security Standards, 2013) are listed below. 

Goals PCI DSS Requirements 

 

Build and Maintain a 
Secure Network and 
Systems  

 
1. Install and maintain a firewall configuration 

to protect cardholder data 
2. Do not use vendor-supplied defaults for 

system passwords and other security 
parameters 

 
 
Protect Cardholder Data 

 
3. Protect stored cardholder data 
4. Encrypt transmission of cardholder data 

across open, public networks 

 

 
Maintain a Vulnerability 
Management Program 

 
5. Protect all systems against malware and 

regularly update anti-virus software or 
programs  

6. Develop and maintain secure systems and 
applications 

 
 
Implement Strong 
Access Control 
Measures  

 
7. Restrict access to cardholder data by 

business need to know 
8. Identify and authenticate access to system 

components 
9. Restrict physical access to cardholder data 

 
 
Regularly Monitor and 
Test Networks  

 
10. Track and monitor all access to network 

resources and cardholder data 
11. Regularly test security systems and 

processes  

 
Maintain an 
Information Security 
Policy 

 
12. Maintain a policy that addresses information 

security for all personnel 

These 12 requirements need to be fulfilled by all organizations that handle card data in 

any way. This also means that if the organization chooses to outsource any part of its 

business that handles payment card data, then those suppliers and providers need to be 

compliant with the standards as well. When those scenarios arise, who then is 

responsible for becoming and staying compliant? Or rather, who faces the consequences 

and is the one who receives the penalty of non-compliance if any of the requirements is 
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breeched? Well, in order to be able to handle payment card data in the first place, 

organizations need to become members of the relevant payment card brand. If PCI DSS 

compliance is not achieved, then the organization that is a member of any of the five 

global payment card brands will be given the penalty (Quality Security Assessor, 2015). 

This means that the organizations themselves need to make sure their providers follow 

the relevant requirements to avoid paying the price for them not abiding by the ‘rules’ 

(Council P. S., 2014). They need to receive an attestation of compliance (AOC) from all 

their providers that in any way store or process their payment card data. 

5.2.3 PCI Security Standard and Service Providers  

Organizations that handle payment card data need to follow the requirements put forth 

by the council and whilst doing that some organizations have chosen to hire third-party 

service providers (Council P. S., 2014). Subsequently, this then means that the sensitive 

card data that needs to be protected flows through more than one company. As stated 

before, hiring a third-party supplier does not relieve the organization in any way from 

the ultimate responsibility of becoming and staying PCI DSS compliant (Council P. S., 

2014). What the council recommends is to establish clear policies and procedures 

between the organization and its suppliers (Council P. S., 2014). It is also important to 

understand in what way the provider’s services correspond to the applicable PCI DSS 

requirements. This in turn assists the organization in understanding and determining 

what potential security impact on its cardholder data environment the provider’s 

services will have (Council P. S., 2014). 

Appendix C illustrates an example of how the division of responsibilities between an 

organization and its cloud service provider could look like. Even though there are ways 

of outsourcing much of the work needed to become and remain compliant, there are still 

responsibilities that fall squarely upon the organization regardless of what cloud service 

they have bought (Council P. S., 2014). Therefore, the council was formed to ensure a 

higher security standard globally with organizations that handle card data. 

Qualified Security Assessors  

As previously mentioned, the penalty for non-compliance is issued by the affected 

payment card brand and not the council itself. The question then arises, how does the 

council ensure compliance? How does it detect and discover non-compliance? Well, in 

order to do so for all organizations that are members of any of the five global payment 

card brands, the council appoints Qualified Security Assessor (QSA). These are 

companies qualified by the council themselves to conduct audits and issue compliance 

(Council P. S., www.pcisecuritystandards.org, 2015). The employees at QSA companies 

are educated and have thereafter the authority to issue compliance through yearly 

audits. 
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5.3 The Payment Card Industry  

As mentioned in the previous sections, there have been security issues and concerns 

related to cloud services. These concerns have been especially relevant and present for 

companies within the payment card industry. The Payment card industry is where credit 

cards and debit cards are in some way involved within the business. This industry can 

be seen as located between two markets, the end-users (or consumer) market and the 

merchants market. In other words, between the consumers who actually use the 

payment cards and the merchants who accept them (Morse & Raval, 2008). Within this 

industry, the data that is being processed and/or stored is payment card data, which if 

breached, leads to data compromise, and may then lead to fraud (Council P. S., 

Information Supplement - Protecting Telephone-based Payment Card Data, 2011).  

As described in chapter 5.2, the PCI Security Standard council (the council) was formed 

so as to protect the debit and credit card information by formulating requirements for 

companies within this industry to follow. These requirements thus apply to any 

organization that handles payment card data. Thus, it is important to establish who 

these organizations are.  

The interesting aspects of the industry are the companies that are immediately affected 

by the PCI DSS requirements, the so-called merchants. In figure 7 you see the merchants 

are presented in the chain of protecting payment card data. There are several affected 

parties within that chain and as can be seen from the picture, merchants are required to 

comply with the PCI DSS requirements and are the ones that fund the activities of QSA’s.  
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Figure 7: The Merchants within the payment card industry and their relation to other 

components within the chain of protecting payment card data (Morse & Raval, 2008).  

These merchants can be seen as companies within the payment card industry. This 

research defines merchants primarily as two different types of companies; financial 

companies and retail companies. Financial companies include for example banks, 

insurance companies, investments funds, and credit card companies, whilst retail 

companies include companies that sell goods to individual consumers. Thus, the term 

merchant in this research refers to two types of companies as can be seen in figure 8. 

 

 

 

 

 

 

 

 

 

Figure 8: The type of companies, which are included in the term merchants. 

5.4 Tieto 

This section is meant to provide an understanding of Tieto the organization and the 

product TiCC from which the thesis bases its case study on. Firstly, a presentation is 

given on the IT service company Tieto and its product iTAP, from which TiCC was 

created.  

5.4.1 Tieto – The Case Study  

Tieto is a Finnish-Swedish IT service company that was founded in 1968. The company 

is the largest IT company in the Nordics, operating in over 20 countries with 14,000 

experts (Tieto, 2015). The company is leading in IT outsourcing partnering and cloud 

transformation in the Nordics (Tieto, 2015). The case study of this thesis was conducted 

at the subdivision called Financial Services (FS) at Tieto and more specifically on the 

product called Tieto Compliance Cloud (TiCC).  

Tieto identified that a challenge for many companies and their IT departments have 

often times been the lack of necessary skills as well as cost savings (Tieto, 

http://www.tieto.com, 2015). Customers’ priorities are to continuously work with their 
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core business while at the same time not wanting to direct a lot of its attention and effort 

to administrative parts such as servers and related systems management tools and 

environments. Furthermore, customers either face the ‘pain’ of managing capacity 

services from different sources with diverse management systems or being boxed by a 

certain level of IT. This identification from Tieto’s side led to the development of a 

product called iTAP, which was meant to remedy these issues quickly and in a cost-

effective way (Tieto, 2015).   

5.4.2 IT on Tap (iTAP)  

The product called iTAP was created to offer customers the opportunity to be relieved 

from the maintenance of an IT infrastructure whilst still only paying for what they use. 

iTAP was created for companies within industries like the public sector, retail, media, 

and most industries that need a robust IT infrastructure but whose core business is 

something else (Head of cloud, 2015). The product started as an Infrastructure-as-a-

Service (IaaS) and is now able to offer its customers a full end service (Tieto, 

http://www.tieto.com, 2015). Meaning that Tieto, the cloud service provider, is in 

charge of the technology, tools, processes, disaster recovery, information security and 

more. Which in turn relieves its customers from all these administrative and logistic 

responsibilities (Tieto AB, 2012).  

What is revolutionary about iTAP is the ability to receive variable costs where 

previously they had been fixed. More specifically, your costs depend solely on what has 

actually been used, hence the name IT on tap, iTAP (Tieto AB, 2012). This, in turn, means 

that Tieto adapts to the organizations’ increased and decreased capacity needs and the 

organizations can turn their tap for IT based on their own needs.  
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6. Results  

The following chapter will present the results that have been derived from the empirical 

data collection of the study, the qualitative and quantitative data that have been retrieved. 

The results have been divided into three areas of interest: the PCI Security Standard, the 

payment card industry, and product offering. 

The qualitative interviews served as a platform for analysing the current situation of the 

payment card industry, relevant standards within, and the offering of PCI DSS compliant 

cloud services. The quantitative interviews then served to acquire insight in the 

demands that occur in the payment card industry.  

6.1 The PCI Security Standard 

When discussing a security standard, it is of interest to be clear whom the standard is 

meant for. The Quality Security Assessor that was interviewed gave the following 

answer as to whom the requirements applies to:  

“The ones that should comply with the requirements in PCI DSS is 

everyone that handles card data and that’s mainly merchants, thus 

stores. And it could be big chain stores, ICA, Lidl, IKEA and them. It 

can also be e-commerce sites, thus blocket and so on” (Quality 

Security Assessor, 2015) 

A notion that the interviewees seem to agree upon was that the PCI DSS requirements 

are more abstract than they are specific. The steps of becoming PCI DSS compliant are 

not as straightforward as one would think, the framework, as many called it, is kind of 

fluffy and more about routines than anything (Power Systems Sales Expert, 2015) 

The PCI DSS requirements differ from other standards, not only are they mandatory to 

uphold if an organization wants to handle payment card data but it also has unique 

features. The Quality Security Assessor (2015) mentions file privacy protection (FIM) as 

a feature that is very important but not many other standards use because it is 

expensive.  

It became evident from the interviews that the penalty of non-compliance with the PCI 

security standard has recently intensified. Responsibilities have been added for the 

companies within the payment card industry, which in turn has created urgency within 

the industry. 

“In 2015 they added a penalty fee of a few pennies per transaction 

and now it’s a hurry, the dispenses are running out.” (Head of Cloud, 

2015) 

It became evident form the interviews that companies within the payment card industry 

are hiring third parties (CSPs) in order to become and stay PCI DSS compliant. From the 



 32 

quantitative interviews, it was established that most had hired at least one third party 

(CSP) that has to be PCI DSS compliant. The majority did not know the number but four 

of the answers given ranged between 1-7. Companies within the payment card industry 

will thus have to know how to relate to the PCI DSS requirements when hiring a third 

party, they should be aware of the division of responsibilities. The interview with the 

customer of TiCC (the CEO), also a member of MasterCard, exclaimed who bares the 

main responsibility of becoming and staying PCI DSS compliant. The CEO exclaimed that 

although the relationship is complex there should be no confusion as to who is 

ultimately the responsible party. 

“Yes, it’s the one that is a member of MasterCard or Visa that has the 

responsibility to make sure that the suppliers are PCI DSS compliant 

(…) it becomes complex for everyone in charge but there is always 

someone that has the main responsibility, the one that is a member 

of either MasterCard or Visa. It’s the membership that dictates who 

has the main responsibility. Then you can have an agreement that 

someone else does the main responsibility.” (Customer of TiCC, 

2015) 

The interviews conducted with various employees at Tieto gave insight as to how a 

cloud service provider might relate to the PCI security standard. As these employees 

also have worked with products/services that are not affected by the PCI security 

standard, they were able to give insight on what unique infliction this standard does 

have. When asked how difficult it is to pass a compliance test, the Lead Security 

Architect (2015) said that it is easy the first year but the second year people fail by 

mismanagement of the actual lifecycle (Service Delivery Manager, 2015). It was evident 

from the qualitative interviews that companies do put time and effort into becoming PCI 

DSS compliant. Upon asking how much focus they do put in, the answers differed 

amongst the companies as well. The majority of the answers were that they spend a lot 

of time and focus in becoming and staying PCI DSS compliant. Although these companies 

have tried to lessen the ‘burden’ of becoming PCI DSS compliant by hiring CSPs they still 

need to put in effort of their own.  

“A lot of focus because it is a requirement! As a monopoly, we are 

very vulnerable, so yes much focus is placed on that.” 

Three of the companies (all financial companies) answered that they did not put as 

much effort into becoming PCI certified now, this because they already have become 

certified and have stayed that way since. 

Because upholding the standards is mandatory and the unique qualities of the 

requirements, the QSA (2015) means to say that the customer-provider relationship 

faces difficulties. One of the biggest challenges when it comes to PCI DSS compliant 

products is that both parties need to understand what they are respectively responsible 

for. The provider needs to know what it means to be compliant, what services and 
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processes are included in the scope. Whilst the customer needs to understand what 

remaining requirements their provider will not cover (Quality Security Assessor, 2015). 

All employees mean to say that this in turn has affected the relationship between 

customer and provider. There is now more in creating and utilizing whatever product or 

service they provide as CSPs. When the question of responsibility was raised the 

following was one of the answers given: 

“But there are a lot of things that the customer themselves are 

responsible for (…) so in the end it’s the customer themselves that 

need to be compliant in everything (…) they have the full 

responsibility” (Service Delivery Manager, 2015) 

6.2 The Payment Card Industry 

It is evident from the interviews that the cloud service provider operates in an industry 

that comes with multiple players, several competitors. The interviewees are unanimous 

in saying that they are not alone in offering these types of services. However, the 

competitors are somewhat passive, meaning the employees have not encountered them 

directly but through clients. Following are two answers given on the employees’ 

encounters with competitors and their take on them related to the product they are 

offering: 

“The latest is that the competition are said to include the operating 

system. We don’t know that but they say they do”(Business Solution 

Architect, 2015) 

“The higher up you go the fewer competitors. A couple can offer this 

on infrastructure level, they are talking about it anyways” (Business 

Solution Architect, 2015) 

Here ‘they’ refers to the CSPs customers, where the business solution architect has 

encountered customers who say that other cloud service providers are able to offer 

operating systems that are PCI DSS compliant. 

Besides the competitors within the industry it was also of interest to get insight on how 

the customer base for this market is perceived. Although Tieto’s product TiCC was 

created for the financial sector, the customers within the industry are said to respond a 

bit differently to the service (Business Solution Architect, 2015). It became evident that 

the perception of bank customers differs from that of the other customers within the 

industry. Not only was this the notion of the business solution architect (2015) but the 

quantitative interviews showed that the demand between them does as well. As can be 

seen from figure 9, all Banks and one retail company answered yes to the question, 

whereas 11 of the retail companies answered no. The remaining 4 retail companies 

answered other to which they added, that it could be important but that they prefer 

standardized cloud solutions. 
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Figure 9: The diagram shows how banks and retail customers answered on whether 

customized cloud services were important to their business. 

This was manifested also in the different way customers within the industry have 

responded to the service TiCC. When asked how they have received the product, the two 

following answers were given: 

“I would say that everyone adds features (…) everyone wants to 

alter the solution. More applications” (Business Solution Architect, 

2015) 

“Retail is a bit challenging. But everyone wants to add on. It can be 

network structure, firewall and so on” (Business Solution Architect, 

2015) 

Thus, it seems that all customers have added features although the motives were not 

identified. The business solution architect (2015) added that many of these customers 

really just want the product to be simple to implement. The IT-managers, CTO’s, and 

operations managers that they talk to do not want to hear the technology behind it but 

want it to be “boxed and ready” (Business Solution Architect, 2015). So, when asked 

about whether they have thought of standardizing higher levels of cloud, the answer was 

based on the idea of what the financial sector would prefer. Because such companies are 

very customized on higher levels of cloud, that would be difficult. They have a tendency 

to build a lot by themselves and have many solutions of their own (Software Developer, 

2015).  

The customer of TiCC that was interviewed shared this notion that financial customers 

differ a lot from that of the other companies within the payment card industry. The CEO 

(2015) means to say that because the PCI DSS requirements cover payment card data, 

companies that have a history of maintaining high security and have handled such data 

(e.g. financial companies) are in advantage. When speaking about hiring a third party 

and the fact that the labour is divided between the two, the customer expressed that 
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companies within the financial sector have their advantages. Because they are so 

familiar with these types of requirements and similar standards, they know better what 

to expect. 

6.3 Product Offering – Standardization Vs. Customization 

The interviews gave insight into the actual product Tieto is offering, how the PCI DSS 

compliant TiCC is constructed and how it differs from the product (iTAP) it was 

developed from. The real difference is the confined space of the product, the controlled 

environment. 

“TiCC is a physically shielded platform” (Head of storage- Data 

Protection & Recovery Services, 2015) 

“It’s another physical environment. It’s a redundant environment in 

different data centres. The same environment is not placed at the 

same place.” (Service Delivery Manager, 2015) 

This physical environment offers as previously mentioned, only the first layer of cloud, 

IaaS. Thus, the interviews also brought up the possibilities of offering more layers in a 

standardized way. The lead security architect at Tieto spoke of the difficulties of 

including higher levels of cloud services. The notion is that a line of responsibility is 

easier to draw between IaaS and the rest of the requirements than for example from 

PaaS. 

“But finishing it might not be that easy. Then it’s better to draw the 

boarder here and finish it in a shorter time” (Lead Security 

Architect, 2015) 

“The bigger problem is the difficulty of describing the PCI impacts. 

Everyone wants it easily but the difficulty depends on where you 

draw the line. The biggest problem is how to cooperate between 

systems and operative systems (…) So customers build on their own 

things. If they had let us handle everything then it would be easier 

(…) Then you offer a service, you can make sure everything below is 

complete”(Lead Security Architect, 2015) 

After establishing the actual product, the customer focus group was also discussed. 

Although the business solution architect said they sold TiCC to retail and middle-sized 

banks (Business Solution Architect, 2015), the head of cloud described the product as 

being developed with the financial sector in mind (Head of Cloud, 2015). They mean to 

say that it has been developed for the financial sector and whilst offering it to other type 

of companies they do not make any difference, everyone gets the same.  

The value added for customers was also discussed. The head of cloud spoke of the 

customer’s QSA and how this type of product relieves the customer from obligations and 
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their QSA of having to examine the IaaS. The customers would have a receipt on the fact 

that their infrastructure is PCI DSS compliant, thus saving a lot of money (Head of Cloud, 

2015).  

The QSA (2015) that was interviewed discussed PCI DSS compliant products covering 

IaaS level of cloud. Although it does cover one layer, the QSA meant to say that the 

requirements cover all levels of cloud. From a PCI compliance perspective, the QSA says 

that it does give customers a value of security and the underlying structure. However, 

customers do not gain that much from a PCI compliance perspective (Quality Security 

Assessor, 2015). 

Continuing on that notion, the customer of TiCC meant to say that PCI DSS compliant 

IaaS (as is offered now) is more of a requirement and expectation rather than a bonus 

(Customer of TiCC, 2015). The value added of PCI DSS compliant products would be on 

higher levels of cloud.  

“So it’s not like we are ordering it, it doesn’t quite work like that, it’s 

a joint work every year to PCI certify the environments and from the 

regulations that come. So that’s why it’s an upgrade of the project 

you could say.” (Customer of TiCC, 2015) 

The systems sales expert (2015) said that although this might be true, products that do 

offer PCI DSS compliant IaaS help speed up the process of becoming PCI DSS compliant. 

That something that might have typically taken years now can happen a lot sooner 

(Power Systems Sales Expert, 2015). 

Although there seems to be a perception that the true value is added on higher levels of 

cloud, the preference of standardized and customized solutions seems to differ between 

customers. From the quantitative interviews it was evident that all financial companies 

preferred customized cloud services whilst all retail companies preferred standardized 

cloud services.  
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7. Analysis and Discussion 

This chapter presents the analysis conducted on the empirical findings, which is reviewed 

and discussed through the theories and empirical context that has been presented. This in 

turn assists in answering the thesis’ research questions.  

7.1 The Current State 

The following section presents the analysis conducted on the current state of how cloud 

service providers offer their PCI DSS compliant products to the payment card industry. 

The aim of this chapter is to provide insight on what type of PCI DSS compliant products 

are offered to the payment card industry.  

7.1.1 The Requirements of The Payment Card Industry 

As the product iTAP was offered to several industries, organizations belonging to the 

financial sector (e.g. banks, insurance companies, investments funds, credit card 

companies etc.) showed interest in this way of purchasing IT. With this customer base, 

however, came a new challenge for Tieto. As has been previously stated, companies 

within the financial sector (or any company that handles payment card data) are obliged 

to become and stay PCI DSS compliant (Council P. S., www.pcisecuritystandards.org, 

2015). This meant that when these customers wanted to purchase iTAP, Tieto needed to 

start fulfilling these specific requirements, because now they also processed and stored 

the sensitive data. 

In order for these companies to be able to join the client base of iTAP they had to be put 

in their own storage environment. The reason for this was if these customers stayed in a 

shared environment with other companies, then the entire environment would have to 

follow the PCI DSS requirements (Head of cloud, 2015). Whenever payment card data is 

being stored or processed in any way, the PCI DSS standards apply and if the 

requirements are not followed then compliance is denied. Letting all organizations share 

an environment would have led to additional work for Tieto with all of their customers 

of iTAP, which in turn would increase the previous costs for each customers. This was 

not a feasible solution considering there was no value added for these companies. They 

would have to pay more for the same product, even though they do not have to follow 

the PCI DSS requirements. 

As a result, Tieto decided to detach financial customers from the other organizations 

using iTAP. Subsequently, leading to Tieto having to go through several audits to show 

each customer within the payment card industry that they are PCI DSS compliant  (Head 

of cloud, 2015). The interesting part was that Tieto went through several audits during 

this time, as each customer required a unique audit. Tieto managed to fulfill these 

obligations and was PCI DSS (version 2.0) certified for each customer (Head of cloud, 

2015). However, now they faced other challenges. This way of resolving the obligation of 

showing compliance for these customers (going through an audit for each needing 
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customer) became expensive. In order to keep hosting these customers Tieto was 

obliged (and still is) to show each of them an attestation of compliance (AOC) (Head of 

cloud, 2015). Thus came the idea of creating one standardized product, an 

Infrastructure-as-a-Service on tap, which always follows the standards of the council.  

7.1.2 The PCI Security Standards and the New Product TiCC 

Tieto realized that the initial way of solving the compliance demand did not make sense 

financially or in terms of flexibility. It also created a lot of repetitive work for Tieto 

(Head of cloud, 2015). Thus, they decided to create a new product from the existing one 

by developing a line-extension called Tieto Compliance Cloud (TiCC). Because Tieto 

decided to start offering a compliant product they have to always keep up to date with 

any upgrades (Service delivery manager, 2015). Subsequently, Tieto decided to create 

TiCC as a standardized PCI DSS compliant product that covers the base layer of cloud 

services, IaaS. What this meant was that Tieto basically created a new environment for 

all companies that need to be PCI DSS compliant (Service delivery manager, 2015). By 

creating an environment that is already compliant, Tieto would only need to go through 

one audit per year after gaining its first compliance. This way Tieto eliminated repetitive 

work, made it cost-efficient, and is able to offer customers a general ‘receipt’ on the fact 

that the IaaS they use is PCI DSS compliant (Head of cloud, 2015). The new product TiCC 

has as of yet not gone through an official audit and is not formally certified to the PCI 

DSS’ latest version, 3.0. However, whilst developing the product, Tieto has hired a 

qualified security assessor (QSA) whose purpose it is to continually direct Tieto towards 

the right way of becoming PCI DSS compliant. The QSA does regular check-ups to see 

how well the product is in line with becoming compliant and gives directions and 

recommendations on how to proceed from then on (Head of cloud, 2015). The idea is for 

the QSA to do regular check-ups until Tieto goes through their first audit. After having 

received their compliance, Tieto resumes to only having yearly audits. 

In other words, the real difference between iTAP and TiCC is that the new product by 

default follows a certain standard, the PCI DSS requirements. The product itself remains 

the same in terms of buying IT on tap and paying for what you use (Service delivery 

manager, 2015). For Tieto this meant targeting a new customer base, the financial 

sector, in a unique way.  

7.1.3 Product Offering 

As is evident from the qualitative interviews, TiCC is being developed with the financial 

sector in mind.  

“To make it simple you can say that iTAP secure is for the finance 
industry, very focused.” (Head of cloud, 2015) 

All of the financial companies that were customers of iTAP will in the future move into 

the new environment of TiCC (Head of cloud, 2015). Although any company that handles 

payment card data is a suitable and potential customer of TiCC, it has been oriented 
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specifically towards the financial sector (Head of cloud, 2015). Furthermore, the 

qualitative interviews also exclaim that one of the motives behind why TiCC only covers 

IaaS is because companies within the financial sector have very customized systems and 

IT infrastructures (Software developer, 2015). Indicating that offering a standardized 

product covering all cloud services to such companies is not possible because that would 

require companies to adapt to Tieto’s IT-implemented system.  

So, Tieto developed TiCC so as to be able to offer financial customers standardized PCI 

DSS compliant IaaS, IT on tap. The product was developed in order to lower costs for 

Tieto and aiding organizations with their PCI DSS compliance in a simpler and more 

effective way.  

Competitors Within the Market  

When it comes to this specific product offering it seems there are potential competitors 

within the market. From the interviews conducted with the employees at Tieto there 

appears to be a common notion that Tieto is not alone in the market; 

“The higher up you go the fewer competitors. A couple can offer this 
on infrastructure level, they are talking about it anyways” (Business 

Solution Architect, 2015) 

Here ‘they’ refers to the CSPs customers, where the business solution architect has 

encountered customers who say that other cloud service providers are able to offer 

operating systems that are PCI DSS compliant. However, what is interesting is that 

potential customers have specifically asked Tieto to take on more than just the 

infrastructure to relieve them from more PCI DSS obligation. Indicating that a demand of 

standardized higher ‘levels’ of cloud does exist (more on section 7.2). Supposedly there 

are simultaneously other competitors offering same types of products and still no one 

seems to arguably meet the existing demands. The current product offering of PCI DSS 

compliant services thus seem to cover only the first layer of cloud, IaaS, the demand 

however seems to ask for more.  

7.1.4 A Standardized Product vs. A Customized Solution 

An important aspect to consider is how standardized the new solution is and what 

possibilities there are for the product to stay as such. As has been established, Tieto’s 

goal was to lower costs by offering a PCI DSS compliant product and thus reap the 

benefits of standardization, e.g. economies of scale, distribution, a consistent and 

coherent image of the company’s offering (Baalbaki & Malhotra, 1991). However, from 

the interviews it is evident that the companies that have purchased the product and are 

moving into the new environment have not taken the product for exactly what it is.  

“I would say that everyone adds features (…) everyone wants to alter 
the solution. More applications” (Business Solution Architect, 2015) 
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It is clear that as of right now, the standardized product offers IaaS, leading current 

customers to add on several features on to TiCC. In fact, the business solution architect 

at Tieto (also a salesman of TiCC and iTAP) also mentions that no customer has taken 

the product as it is (Business Solution Architect, 2015). Potential customers have 

expressed that they would want Tieto to take on more than only the IaaS ‘layer’ and 

have wanted to be relieved more from the obligations of the council (Head of cloud, 

2015). According to literature customization typically comes more natural for IaaS than 

other cloud services, meaning they offer more flexibility (Buyya, et al., 2011). When 

companies offer an IaaS product, customers will most likely modify the end solution to 

their own necessity. Thus, it can be argued that it is hard to draw the benefits of 

standardization from a product such as TiCC because it is susceptible to becoming 

customized. Subsequently, such products seem to simultaneously strive for both 

standardization as well as customization. 

7.1.5 Summary of The Current State Analysis 

To summarize, Tieto created the product TiCC in order to be able to offer financial 

customers PCI DSS compliant IT on tap. They created standardized PCI DSS compliant 

IaaS in order to benefit from cost reduction and creating a consistent image of this type 

of offering. However, as has been identified by the customers of TiCC, the product is not 

purchased as it is. Existing and potential customers all want to add features to the 

product and want Tieto to relieve them from more of the obligations they have towards 

the council. Meaning that existing demands that CSPs have encountered suggest 

customer want higher cloud levels of standardization. Existing competitors however, 

seem not to meet this prevailing demand. 

Not only is demand not being met but the benefits of standardization are also difficult to 

obtain with current PCI DSS compliant product offerings, because of the nature of the 

product. As the product strives to remain standardized the solution strives to become 

customized. 

7.2 Demands of The Payment Card Industry 

Following is an analysis of the market and thus demands that exist within the payment 

card industry, an analysis on how these differences affect cloud service providers and 

the PCI DSS compliant products they offer. It builds on the previous analysis of the 

current state of how a CSP offers its PCI DSS compliant products. The section delves 

deeper into the challenge of either offering a cost-effective and simple product 

(standardization) or a flexible and unique product (customization). The analysis 

concludes that mass customization is in fact a possible option for cloud service 

providers when offering a PCI DSS compliant product. 

7.2.1 Differences in Relations to the PCI DSS Requirements 

As merchants within the payment card industry are divided in two different types of 

companies, financial and retail companies, these two perspectives were tested in the 
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quantitative telephone interviews. As the previous section suggests, current PCI DSS 

compliant products are constructed so as to meet the demands of the financial sector. 

Thus, the perspective of such companies was interesting to investigate.  

From the interview with the customer of TiCC (a financial company) it is evident that 

they have a specific outlook on the PCI DSS requirements. The CEO means to say that 

because the PCI DSS requirements cover payment card data, companies that have a 

history of maintaining high security and have handled such data (e.g. financial 

companies) are in advantage (Customer of TiCC, 2015). This notion seemed to be 

consistent with the financial companies from the quantitative interviews. Because all of 

them either had put a lot of effort into becoming PCI DSS compliant or had done so 

before and were now continuously compliant. The retail companies however seemed to 

either put a lot of effort in becoming compliant or currently hiring CSPs to lessen the 

burden. Thus, financial customers are arguably in advantage when it comes to 

complying to standards such as the PCI DSS because of their history of dealing with 

security.  

Another interesting aspect to consider when it comes to relations to the PCI DSS 

requirements is the perception of the value added from the standard. When speaking 

about hiring a third party the TiCC customer implied that the actual added value of such 

products would be on higher levels. As of now, the product offerings that currently exist 

and their PCI DSS ‘feature’ are seen more as requirements and expectations rather than 

a bonus (Customer of TiCC, 2015). It is something they incorporate to existing projects; 

“So it’s not like we are ordering it, it doesn’t quite work like that, it’s 
a joint work every year to PCI certify the environments and from the 

regulations that come. So that’s why it’s an upgrade of the project 
you could say.” (Customer of TiCC, 2015) 

Retail companies on the other hand do not seem to share this view. On the contrary, it is 

seen more as a burden as they are in need of hiring CSPs in order not to suffer the 

consequences of non-compliance. The head of cloud mentioned that the penalties for 

non-compliance have become stricter in 2015 as the council added a penalty fee of a few 

pennies per transaction (Head of Cloud, 2015). Resulting in an urgency amongst retail 

companies to gain PCI DSS compliance, meaning to say pressure is put upon them to gain 

it. Thus, retail companies are arguably not as prepared for the PCI DSS requirements as 

the financial customers are.  

Does this difference in relating to the PCI DSS requirements have an impact on the cloud 

service providers and their product offering? Arguably it does. As retail companies feel 

the pressure and are not as experienced in the field as financial customers are, they 

would most probably want to gain the compliance with as much ease as possible. It is 

clear from the quantitative telephone interviews that financial customers prefer 

customized cloud products whilst retail preferred standardized products.  
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7.2.2 Standardization vs. Customization  

It is evident from the interviews with the business solution architect that all of their 

customers have added features to TiCC, no-one has taken it as it is. Retail has even been 

considered to be the most challenging in this area, meaning they have wanted to add the 

most (Business Solution Architect, 2015). At the same time the quantitative telephone 

interviews show that retail companies prefer standardized cloud products whilst 

financial customers prefer customized. Financial customers thus have arguably added 

features to TiCC in order to customize their solution. Retail companies however, may 

instead add features so as to lessen their PCI DSS burden more, resulting in a demand of 

higher levels of standardized PCI DSS compliant cloud. Indicating that retail companies 

are less willing to put in effort and time into becoming PCI DSS compliant, unlike 

financial companies. Financial companies are typically technically advanced whilst retail 

companies are much more margin conscious and cost sensitive. This makes it 

complicated for CSPs to meet fluctuating demands from customers in different market 

segments. The current way of offering PCI DSS compliant products is arguably trying to 

meet all demands by striving for both standardization as well as customization. 

7.2.3 Existing Demand vs. Existing Supply 

Although both approaches can generate service quality, standardization and 

customization arise from different cultures (Ruiz, et al., 2008). Striving for both has been 

said to have an inherent contradiction and pursuing such an approach would be 

counterproductive (Wang, et al., 2010). Thus, by attempting to strive for both 

simultaneously, current PCI DSS compliant products are, according to literature, 

weakening the effects on service satisfaction (Ruiz, et al., 2008). Making the current 

market for PCI DSS compliant products not quite meeting existing demand, 

subsequently leaving room for market seizing.  

7.2.4 Mass Customization  

Literature suggests that when it comes to IT service companies, pressure has been put 

upon them to adjust their portfolio to specific customer’s business. Making 

customization an interesting possibility (Brocke, et al., 2010). Thus, customization has 

been found to become increasingly more important for IT service companies to gain a 

competitive edge (Fornell, Johnson, Anderson, Cha, & Bryant, 1996). Particularly when a 

market has multiple competitors and heterogeneity in market demand (Peters & Saidin, 

2010), as the market for PCI DSS compliant products has.  

In fact, mass customization has been suggested as a way for IT service companies to 

acquire a balance between standardization and individuality in their services (Brocke, et 

al., 2010). Others have called this phenomenon strategic contradiction, offering both low 

cost and high differentiation.  

The product-process change matrix (shown in figure 3) could be applied to this situation 

in order to understand the situation better (Pine II, et al., 1993). Offering only 
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standardized products with no room to adjust for the customers would put the CSP in 

the mass production quadrant (figure 3). Meaning to say that the idea would be to offer 

quantity over quality, offering low prices. This arguably does not seem as the better 

solution. Not only will the PCI DSS compliant part of these products still cost the CSPs 

money, thus not being able to press on very low prices as is the prerequisite to 

benefitting from mass production. But also, standardizing these products without any 

room for adaption will not be possible as the companies within the payment card 

industry differ a lot both in terms of business and technology adaption.  

Then there is the possibility of only offering a customized product, which puts the CSPs 

in the invention quadrant (figure 3). This business model arguably does not suit either. 

Firstly, the retail customers have clearly expressed they prefer standardized over 

customized products, the invention business model would thus arguably not meet a big 

portion of existing demand. Also, only offering customized solutions would mean a lot of 

work for CSPs and abandoning the idea of simplifying the process of becoming and 

staying PCI DSS compliant. Tieto constructed TiCC in order to draw the benefits of 

standardization, which would be lost by the invention business model.  

Because the product change is dynamic (PCI DSS requirements change and are 

upgraded) and the demands of the payment card industry as well, the quadrant that 

arguably is suitable is mass customization (Pine II, et al., 1993). It has been argued in 

literature that customization for IT services can be achieved by dividing it into one core 

service and associated services (Nieminen & Auer, 1998). Not creating such a division 

has been claimed to actually hinder companies in meeting demands from customers in 

different market segments. As of right now it can be argued that PCI DSS compliant 

product do not follow this strategy, because a strategy for this does not seem to exist. It 

can be argued that the ‘core service’ is not satisfying enough as the quantitative 

telephone interviews suggest true value comes from standardizing higher levels of 

cloud. Thus arguing that the PCI DSS compliant products could benefit from such 

solutions. 

7.2.5 Summary of Demands of The Payment Card Industry Analysis  

The way current PCI DSS compliant products are constructed makes them suitable for, 

at best, financial companies. However, arguably it does not suit another identified large 

customer base, the retail industry. This because of the different way these customer 

bases relate to the PCI DSS requirements. Financial customers are typically technically 

advanced and have experience in security standards. Thus, they have an advantage and 

will most likely prefer customized solutions to fit their organization. Retail companies 

on the other hand are much more margin conscious, cost sensitive, and have as of 

recently felt the pressure of becoming PCI DSS compliant. Leading to a need of 

standardized solutions that take on more than the IaaS layer of cloud.  

The existing demand is thus not met with the current supply in the market, which has 

both multiple competitors and heterogeneity in market demand. Furthermore it can be 
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noted that CSPs are striving for both standardization and customization simultaneously, 

which has been suggested is counterproductive and effects customer satisfaction 

negatively. The above mentioned thus leaves room for market seizure, and a potential 

way of doing that is through mass customization. 

7.3 A New Market Space  

This section analyzes the potential of a new market space for PCI DSS compliant 

products. It builds on the previous section, which suggests that existing demands are not 

being met and thus give way for some sort of market seizure. It continues the analysis of 

creating standardized, PCI DSS compliant products covering higher levels of cloud. The 

blue ocean strategy (BOS) framework is used to juxtapose three different cases; 

standardized IaaS, standardized PaaS, and standardized SaaS.  

7.3.1 Considering the Retail Industry  

As was discussed in section 7.1 the product TiCC was designed with financial customers 

in mind. Section 7.2 then challenges the existing supply by juxtaposing it with current 

demand, thus identifying a gap. Not only does this solution overlook other customer 

bases such as retail companies, but also strives simultaneously to deliver both 

standardization and customization in a way that literature has deemed 

counterproductive.  Furthermore, the empirical data seem to indicate that the market 

does have several competitors at play. Thus, this presence of several actors but lack of 

meeting demand arguably means there is a need for a new product, which according to 

several interviews should include standardizing higher ‘levels’ of cloud. Creating such a 

product is said to be not only difficult but dividing the responsibilities between provider 

and customer after the IaaS ‘layer’ is very difficult (Lead Security Architect, 2015). The 

lack of meeting existing demand and the difficulty of obtaining a product that does so 

arguably means there is a potential for a new market space.  

In order to do create a new market space for PCI DSS complaint products, companies 

thus need to standardize higher ‘levels’ of cloud. The qualitative interviews show that 

there is an existing demand for such products and not only that, standardizing IaaS does 

not seem to be enough or viewed as value adding.    

“It gives the customer a value of security and the underlying 
structure. From the PCI compliance perspective you don’t gain that 

much” (Quality Security Assessor, 2015) 

The following section analyzes whether CSPs could in fact create a new market space 

with the suggested solution, using the blue ocean strategy framework.  

7.3.2 A Blue or Red Ocean  

How Tieto proceed with their product TiCC and how they target new customers will 

dictate whether they are placed in the blue ocean (using the blue ocean strategy) or the 

red ocean (using the red ocean strategy). The blue ocean is a marketplace free from 
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competitors whilst the red ocean often consists of many competitors. Subsequently, the 

blue ocean strategy (BOS) is a way for companies to create a new market where 

companies can grow more rapidly (Lindic, et al., 2012). As has been discussed 

previously, a way of meeting fluctuating demand is through mass customization (Brocke, 

et al., 2010). Following are the three possible product offerings that could do so; 

standardized IaaS, standardized PaaS, and standardized SaaS. These are discussed both 

in terms of what strategy they fall under (a blue or red ocean strategy) as well as the 

difficulty of creating such a product. 

7.3.3 Case A – Standardized PCI DSS Compliant IaaS 

The following section will argue that Case A puts CSPs in a red ocean, using a red ocean 

strategy.  

A Blue or Red Ocean Strategy 

Case A means to illustrate the type of product that is currently offered in the market of 

offering PCI DSS compliant products, standardized IaaS. As is evident from the 

interviews offering this type of product, Tieto is likely to compete with other 

competitors in an existing market, despite the fact that they first identified a new 

demand (the need to become and stay PCI DSS compliant). The reason for this is that 

other competitors have picked up on this market as well (Business Solution Architect, 

2015). It was stated from the interview with a business solution architect at Tieto that 

potential customers have encountered similar products like TiCC (Business Solution 

Architect, 2015). Whilst having solutions constructed in order to gain PCI DSS 

compliance, some customers have said they would prefer that Tieto took on more 

responsibility than only the IaaS ‘layer’. Both financial customers as well as retail 

customers have expressed they see true value in being relieved of more from the 

requirements given by the council. Tieto can therefore neither make competitors 

irrelevant as they are already constructing similar products nor are they meeting the 

demand to the fullest. Even though a demand is met to some extent, this strategy will not 

capture these new expressed demands fully or break the value/cost trade-off. It is worth 

mentioning that Tieto might have the ability to lower costs by gaining a large customer 

base, but that solution would be temporary due to the competition. By only offering 

customers PCI DSS compliant IaaS, Tieto would not differentiate themselves from other 

players in the market.  

Selecting case A thus means to play in a market with existing competitors and offering a 

product that does not gain the benefits of neither standardization nor customization. It 

also means that CSPs do not meet the true demand of this market, the demand of the 

payment card industry. These factors arguably indicate that Case A puts CSPs in a red 

ocean. 
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Obstacles in Creating Case A Products 

As has been evident from the empirical data collection, standardizing IaaS is not just 

possible but has in fact been done by several providers. Dividing the PCI DSS 

requirements between provider and customer for these types of products, has said to be 

relatively easy (Lead Security Architect, 2015). This notion seems to be shared by others 

since multiple competitors offer the product. Thus, Case A means products that are 

relatively easy to construct, which are offered in a red ocean marketplace. 

7.3.4 Case B – Standardized PCI DSS Compliant PaaS 

The following section will argue that Case B puts CSPs in a blue ocean, using a blue ocean 

strategy. 

A Blue or Red Ocean Strategy 

Case B illustrates a product that is not currently offered in the market of offering PCI 

DSS compliant products, standardized PaaS. As is evident from the interview with the 

business solution architect (2015) there seem to be no organizations currently that offer 

this to companies that handle payment card data. This in turn would render any 

competitor in the market irrelevant. 

It is clear from the telephone interviews that retail customers’ mindset differ from that 

of financial customers’ when it comes to cloud services and PCI DSS compliance. All 

companies within the retail industry said they prefer standardized cloud solutions to 

customized ones, whilst the banks said the opposite. The telephone interviews showed 

that retail companies direct a lot of focus on becoming PCI DSS compliant and that they 

have several providers that help them in achieving this objective. First, this shows that 

there is a demand from the retail companies to become PCI DSS compliant. Second, it 

illustrates how competitors are also aware and being subjected to these demands. There 

is thus a chance for CSPs to meet a clear demand by offering a unique product before any 

competitor.  

It is important to note that both current customers (Customer of TiCC, 2015) and the 

QSA (Quality Security Assessor, 2015) have expressed that offering standardized, PCI 

DSS compliant IaaS is not of high value for the payment card industry. When it comes to 

becoming and staying PCI DSS compliant, organizations would arguably gain more by 

offering higher ‘layers’ of cloud. This follows the notion of previous literature where IT 

services gain from dividing them into one core service and associated services 

(Nieminen & Auer, 1998). Thus, Case B would mean to create one core service 

(standardized, PCI DSS compliant PaaS) and associated services (applications), which 

would mean meeting demands from customers in different market segments. 

Obstacles in Creating Case B Products 

It has been evident from the interviews that standardizing PaaS is much harder than 

other cloud ‘layers’ of cloud. Dividing the PCI DSS requirements between provider and 
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customer is specifically harder for Case B because at this stage they are intertwined 

(Lead Security Architect, 2015). This also seems to be the common notion in the market 

as there are no providers that offer this type of products, despite the consistent 

expressed demand. The difficulty of it has arguably hindered companies from doing so.  

Offering a standardized and PCI DSS compliant PaaS product would change this 

marketplace in a potent way. It would mean that companies would be able to buy their 

PCI DSS compatibility in a higher extent. They would buy a platform that follows the PCI 

DSS requirements where they could develop their current and future applications. The 

PCI Payment Application Data Security Standard (PCI PA DSS) is a standard that 

organizations need to follow in order for their applications to be compliant. Thus, Case B 

would mean a marketplace where organizations can develop applications of their own in 

a secure way.  

Thus, Case B means products that are not easy to construct which in turn means 

unknown territory. This type of product would arguably also mean a new way of 

offering security to companies, making competitors irrelevant and creating an 

uncontested market space.  

7.3.5 Case C – Standardized PCI DSS Compliant SaaS 

The following section will argue that Case C puts CSPs in a red ocean, using a red ocean 

strategy. 

A Blue or Red Ocean Strategy 

Case C illustrates a product that is not currently offered in the market of offering PCI DSS 

compliant products, standardized SaaS. The interview with the business solution 

architect (2015) revealed that there seem to be, as of now, no CSPs that are currently 

offering customers standardized, PCI DSS compliant SaaS. Thus, making any competitor 

in the market irrelevant, as is the case for Case B.  

The difference between case B and case C however, lies within the demand. Offering 

SaaS or PaaS would create a new challenge for CSPs to be aware of. Namely, how much a 

customer needs to adapt to the IT system of the CSP. There are challenges that arise with 

standardizing higher levels of cloud, both in terms of drawing a clear division of 

responsibilities between customer and supplier (Quality Security Assessor, 2015) and in 

terms of compatibility with the customers IT systems (Service Delivery Manager, 2015). 

It is harder to find a SaaS solution that fits all potential customers especially for financial 

customers who have very tailored IT systems with many of their own solutions (Head of 

Cloud, 2015). Offering standardized SaaS would mean a product that leaves no room for 

customization, customers are forced to take the product exactly as it is. This type of 

solution is arguably not suitable for the payment card industry because it consists of a 

lot of diverse companies. Although a unanimous existing demand is to standardize 

higher ‘levels’ of cloud, the demands also come from companies with varying IT systems. 

This means that the product that is to be offered should leave room for adjustment.  
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Obstacles in Creating Case C Products 

When it comes to the simplicity of dividing the responsibilities of the PCI DSS 

requirements between provider and customer, Case C can be seen as the simpler case. 

Creating a standardized SaaS product would mean that the provider takes all of the 

responsibilities, a line that is easy to draw.  

Creating a standardized SaaS product is not difficult but it does not capture the demand 

of the payment card industry in the right way. It does not suit this type of market and 

will thus not create an uncontested market space.  

7.3.6 A Blue Ocean Perspective  

The three different offerings are compiled in table 4 and are juxtaposed against each 

other from a blue ocean strategy (BOS) perspective. As can be seen, case B answers yes 

to all statements that are required in order to be put in a blue ocean. Case B and C are 

almost identical in table 4 except for if it creates and captures new demand. The reason 

for why it does not meet current demand is because standardizing SaaS is not 

sustainable, it would not sit well with all customers. Financial customers specifically 

would arguably not take to such products. The differing IT systems of the payment card 

industry requires a product that leaves room for some customization. This indicates that 

a blue ocean strategy (BOS) can be used in case B. Thus, if CSPs want to use a blue ocean 

strategy then case B (a standardized PCI DSS compliant PaaS) is a solution worth 

considering. 

Table 4: Case A, B, and C compiled and compared from a blue ocean strategy 
perspective. 

 CASE A - 

IaaS 

CASE B - 

PaaS  

CASE C - 

SaaS 

Creates an uncontested 

market space 

 

YES/NO 

 

YES 

 

YES 

Makes the competition 

irrelevant 

 

NO 

 

YES 

 

YES 

Creates and captures new 

demand 

 

YES/NO 

 

YES 

 

YES 

Breaks the value/cost trade-

off 

 

NO 

 

YES 

 

YES 

Aligns the whole system of a 

company’s activities in 

pursuit of differentiation and 

low cost  

 

 

NO 

 

 

YES 

 

 

YES/NO 
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7.3.7 Applying the Four-Action Framework 

The framework that Kim and Mauborgne (2005) developed helped companies to 

develop their strategy to operate in a blue ocean. The four-action framework contains 

four key questions (figure 5) that need to be answered to create a new market. These 

specific questions are adapted below to this research and this specific case.    

Eliminate  

The first question that is to be answered is “Which of the factors that the industry takes 

for granted should be eliminated?” The factor that should be eliminated is the one that 

leads PCI DSS compliant products to being developed with only the financial customers 

demands in mind. The fact that products are constructed in a way that is meant to suit 

financial customers specifically is arguably an indication of such customers being 

prioritized. Doing so, other types of customers are being overlooked, such as retail. Not 

only are they being overlooked, their demands also differ a lot from that of financial 

customers. It could be argued that CSPs see financial customers as the main target 

customer. By eliminating this factor, a large customer pain (the pain of becoming and 

staying PCI DSS compliant) can be met.  

Raise 

The second question that is to be answered is “Which of the factors should be raised well 

above the industry’s standard?” It was clear from the interviews that standardizing IaaS 

benefits the CSP more and not so much the customer (Customer of TiCC, 2015). Further 

it has been exclaimed by customers (Customer of TiCC, 2015) and the QSA (Quality 

Security Assessor, 2015) that higher ‘levels’ of cloud is what actually helps customers 

gain and stay PCI DSS compliant. It is important for CSPs to know their customers and 

what they see as true value. Thus, the factor that should be raised is the PCI DSS, to offer 

customers a product that relieves them more of the PCI DSS requirements.   

Reduce 

The third question that is to be answered is “Which of the factors should be reduced well 

below the industry’s standard?” The factor that should be reduced is arguably the notion 

of difficulty when it comes to standardizing higher ‘levels’ of cloud. The empirical data 

clearly states that this is the existing prevailing demand and still no providers are 

offering these products. It can be argued that such is the case because dividing the 

‘fluffy’ responsibilities of PCI DSS is too hard to carry out. However, the interview with 

the lead security architect (2015) at Tieto also exclaimed that this was the notion for 

standardizing IaaS before. Thus, it leaves room for a CSP to become the revolutionary. 

Reducing the factor of not standardizing higher ‘levels’ of cloud because of potential 

obstacles is important in order to create a new market space. 
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Create  

The fourth and last question that should be answered is “Which factors should be 

created, which the industry has never offered?” This factor goes hand in hand with 

previous literature that claims IT services gain from dividing them into one core service 

and associated services (Nieminen & Auer, 1998). It is the fact of offering a PCI DSS 

compliant platform that enables customers to develop current and future applications. 

This creates a new market that offers customers a globally approved space to run their 

business whilst being able to focus on their own core business.  Arguably security would 

thus be offered in a way that has never been offered before.  

7.3.8 Summary of New Market Space Analysis  

Thus far it has been argued that there is a mismatch in supply and demand within the 

market of PCI DSS compliant products. A market that already has operating competitors.  

These two factors indicate that there is room for creating a new market and creating 

new rules. The blue ocean strategy means to show the cases where competitors become 

irrelevant, in this case standardizing higher levels of cloud something no competitors 

are currently offering.  

Although there are difficulties with standardizing higher levels of cloud, it is something 

worth looking into. Retail companies, a large customer base, see the PCI DSS 

requirements as something they have to do and do not see the value adding part as 

financial companies do. The strictness that has risen from the council as of late, to 

become PCI DSS compliant, has forced retail companies to pursue compliance. Arguably 

all these factors point to the fact that retail companies would rather the CSP take on 

more than only IaaS. Which shows as retail companies answered they would prefer 

standardized cloud services over customized ones. Ultimately, CSPs arguably need to 

consider standardizing PCI DSS compliant PaaS so as to offer security in a way it has not 

been offered before.  
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8. Conclusions 

This chapter will discuss the final conclusions of this research by presenting a summery of 

the findings from the study. The research questions are answered and followed by 

observations made on the implications on sustainability. The chapter ends by discussing 

proposed future studies as well as the limitations of the study. 

The purpose for why this research was conducted was to investigate how a cloud service 

provider needs to relate to companies within the payment card industry with respect to 

offering cloud services. In order to obtain the objective of the study, the main research 

question was as follows: How should a cloud service provider relate to the demands and 

offering of PCI DSS compliant cloud products to companies within the payment card 

industry? In order to answer the main question, three sub-questions were proposed and 

were answered through a case study at the sub-division Financial Sector at Tieto. Below 

are the answers to the three sub-questions presented.  

8.1 Research Question 1  

How are PCI DSS compliant products currently offered to companies within the 

payment card industry, regarding standardization vs. customization? 

The PCI DSS compliant products that are offered to companies within the payment card 

industry are as of now developed and offered with the financial sector in mind. They are 

boxed in a way that the cloud service providers think is most relevant for these types of 

customers. Meaning, the products are standardized up to the first ‘layer’ of cloud, the 

IaaS ‘layer’. This in turn means customers within the payment card industry have the 

option of either buying the product so as to ‘only’ have PCI compliant infrastructure or 

add on features so as to relieve themselves more of the PCI DSS requirements. With this 

said, the products are stilled offered the same to all types of customers within the 

payment card industry.  

The products have been constructed this way because there is a notion that, trying to 

include more than the base ‘layer’ of cloud is too hard to do. The line you have to draw 

between what the responsibility of the cloud service provider and the customer are 

becomes harder the further up you go in the cloud-layered architecture. Having stated 

this, it is interesting to mention that customers in turn have expressed that they want 

the CSP to take on more of these requirements. The customers seem to want CSPs to 

relieve them more from the standard and it has been suggested that only providing the 

base ‘layer’ does not benefit them to a great extent. What has been evident is that these 

types of products (standardized PCI DSS compliant IaaS) are offered by a few 

organizations, meaning the market currently consists of competitors. On the contrary, 

no one is as of right now offering products that include more than the base ‘layer’ of 

cloud, something potential customers have expressed is the demand.  
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In the case of Tieto and TiCC, no customer has taken the product for what it is but all 

have added features of their own. The thought of simplifying the process of offering 

these types of products thus falters a bit. These types of products are likely to be 

susceptible to change. In turn this has led to the product striving to remain standardized 

but the solution strives to become customized.  

8.2 Research Question 2  

How do demands for PCI DSS compliant products differ within the payment card 
industry in regards to the standardization vs. customization debate? 

Within the payment card industry it is said that the general classification of merchants is 

financial customers and retail customers. As stated previously, the PCI DSS compliant 

products are offered with the financial sector in mind and have thus standardized the 

base ‘layer’ of cloud services, IaaS. When it comes to PCI DSS compliant products, 

however, demands of the two sectors differ. Because the core business of the two alter 

and where the financial sector works with banking services and bank products, they 

relate differently to the demands of the council. The financial sector is very much at 

home with having to comply with various standards and as has been mentioned, they 

have very customized IT systems. The retail companies on the other hand do not have 

this as their core business and are not as familiar with these types of standards. This in 

turn, makes the conditions differ between the two. 

The way current PCI DSS compliant products are constructed they are suitable for, at 

best, financial companies. However, arguably not for the retail industry. The financial 

companies are typically technically advanced whilst retail companies are much more 

margin conscious and cost sensitive. These differences lead to two very different 

relations to the PCI DSS requirements and thus for CSPs to manage. This became clear 

from the telephone interviews as financial companies said they preferred customized 

solution to standardized solutions, whilst retail said the opposite. The conclusion drawn 

here is that financial companies are more willing to spend time and effort into making 

these types of services match their IT systems and want a finger in that process through 

customization. Retail on the other hand want standardized solutions so as to simplify 

the process as much as possible, letting them concentrate on their core business. The 

matter of cost efficiency plays a part here as well. Financial customers seem not to mind 

paying for those added twists whilst retail is keener on keeping the costs low. This can 

be concluded from the fact that the council has just added a penalty fee of a few pennies 

per transaction. Thus, it has become more urgent for companies to follow these 

requirements and retail companies cannot see past these requirements anymore. 

However, because retail companies do not ‘move’ around these circuits, they have a 

harder time seeing the added value of PCI DSS compliant products. These costs become 

a burden making cost efficiency the important factor and standardized products more 

attractive than customized products.  
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Furthermore, the existing demand is not met with the current supply in the market, 

which has both multiple competitors and heterogeneity in market demand. This is 

especially evident as CSPs are striving for both standardization and customization 

simultaneously. This has been suggested is counterproductive if a clear strategy is not 

utilized and ultimately effects customer satisfaction negatively. The above mentioned 

thus leaves room for market seizure. A way of doing that is through mass customization. 

Thus, it can be concluded that there are two main sectors that need to comply with the 

PCI DSS requirements and are thus potential market segments for cloud service 

providers; the financial and retail sector. The two sectors have differing demands. For 

financial companies the adaption to their own company is more important than cost 

efficiency, e.g. customization. Retail companies however, are much more cost sensitive 

and will demand lowering the cost of becoming PCI DSS compliant, e.g. standardization. 

This then results in the battle of standardization vs. customization.  

8.3 Research Question 3  

Is there potentially a new market for cloud service providers within the payment 

card industry and the offering of PCI DSS compliant products?  

While cloud service providers have been meticulous about adapting their PCI DSS 

compliant services to the financial sector, they have missed a new opportunity. As has 

been evident throughout the study, is that competitors exist in the field of offering PCI 

DSS compliant IaaS. They are however, no organizations that offer products that include 

more of the higher cloud ‘layers’ within the standardization. With this in mind, there is a 

clear demand from the retail sector of the payment card industry. These companies are 

more likely to accept a standardized product and have expressed that they would want 

CSPs to take on more of the requirements from the council.  Meaning, these companies 

want more than only standardizing the IaaS ‘level’.  

So, because of the added penalty that has been put forth by the council, a new demand 

has emerged. Considering this new demand is not being met, there are thus no 

organizations that offer these types of products. This in turn means there is a possibility 

for creating a new market. Although, CSPs have expressed the difficulties of creating one 

standardized product covering more ‘layers’ than the base ‘layer’, it is an idea worth 

trying to realize. The notion has been that these standardized products that exist now 

are unique and that the client base is therefore immense. However, the interviews 

clearly state that there are a few organizations that are offering the same, and some 

might have even gone further. So, in order to truly meet the diverse demands of the 

payment card industry, CSPs need to look into expanding their standardized products so 

as to create their own market. This way, they will create their own rules rather than 

compete for market space. There is an option for CSPs of adapting a blue ocean strategy 

and thus making their competitors irrelevant, this by standardizing, PCI DSS compliant 

PaaS.  
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8.4 Main Research Question 

How should a cloud service provider relate to the demands and offering of PCI DSS 

compliant cloud products to companies within the payment card industry?  

What can be concluded from the three sub-questions is that there is a demand that is not 

being met within the payment card industry related to products that aid organizations 

to become PCI DSS compliant. There is a general pain customers experience from the 

demands of the council, which is not being met. A persistent and recurring expressed 

demand that is being overlooked. 

The intensified sternness of the council and the penalties of non-compliance have led to, 

or will lead to, an urgency of becoming and staying PCI DSS compliant. As retail 

companies would rather focus on their core business, they would most likely want to 

outsource this need of becoming PCI DSS compliant. The current way of offering these 

types of products are adapted for the demands of financial customers and do not fit the 

retail sector. There is thus an existing demand that is not being met. The demand from 

the retail companies would be a standardized product that covers more than the base 

‘layer’ of cloud (more specifically standardized PaaS), which has been expressed as 

difficult to achieve. This also explains the lack of competition in that market. These facts 

point to the possibility of creating a new market, to meet existing and still emerging 

demand. CSPs have the possibility of meeting the new demand from retail customers 

through the blue ocean strategy and thus creating their own market rules and make 

their competitors irrelevant.  

8.5 Sustainability Implications 

It is important to discuss the sustainable implications the results of researches has, to 

discuss how to meet the needs of today’s generation without compromising that of the 

future generation’s (Bruntland, 1987). These discussions have become more and more 

important as they present how the performance of business is affected. Sustainability 

has been discussed in three different aspects, commonly referred to as; social, economic, 

and environmental sustainability (Epstein, 2008). The results of this thesis and methods 

used are discussed in the broader term of sustainability. 

The way the research was conducted was by always striving to preserve the integrity of 

everyone involved. All partakers of the qualitative and quantitative interviews have 

been referred to anonymously so as to preserve integrity. It is arguable that the results 

of the study could simplify the relationship between cloud service provider, customer, 

and the PCI Security Standards Council. Thus, contributing to the social sustainability of 

all employees involved.    

This research has conducted a study in how CSP may capture existing demands within 

the payment card industry, how they should relate to such fluctuating demands. As this 

aspect of sustainability is related to long-term profitability and competitive advantage, 

the results of this thesis contributes to a company’s economic sustainability.   
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The way an organization conducts its business should also not be harmful to the planet’s 

resources. There is no clear and direct link from this point of view as to how the results 

from this thesis will affect environmental sustainability. However, the digitalized era 

that it belongs to (cloud computing) can partly fall under that. Cloud services enable 

organizations to continue their business without harming the natural resources of the 

world. By contributing to the knowledge within the field of cloud computing, this 

research arguably does add to that environmental sustainability. 

8.6 Limitations and Future Studies  

This study was conducted at Tieto from a marketing perspective. By mapping the 

existing supply and demand, gaps could be surfaced and addressed.  However, since the 

study was conducted on one specific PCI DS compliant product the generalizability of 

the study could have been affected. The study is confined to Tieto in Sweden; hence it 

would be of relevance to study other CSPs and their way of offering cloud services to see 

if the findings are generalizable.   

Another important limitation to discuss is the amount of companies interviewed for the 

quantitative data. The amount contacted were 88, of which 21 were able to participate 

in the study. It would be interesting to conduct a study that looks into the demands of 

the market more thoroughly.  An interesting aspect here would be to see how that 

market changes, an example would be how the online purchasing has affected 

companies that handle payment card data and the products they use.  

Lastly, this study focuses on potentially creating a new market within the payment card 

industry based on the mismatch of supply and demand. All of the challenges that occur 

from standardizing higher ‘levels’ of cloud have not been addressed. Thus, future studies 

would suitably be on the technical difficulties of standardizing higher ‘levels’ of cloud. 

Juxtaposing the difficulties with the advantages of standardizing, would add to the body 

of knowledge of both cloud services and the market of the payment card industry.    
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Appendix A: Survey Questions - Swedish 

The questions that were asked during the quantitative survey were asked in Swedish, as 

the research is delimited to Swedish companies, and are thus presented below in 

Swedish. Additionally, it is worth mentioning that the survey was conducted by two 

researchers for two different research papers. The questions varied and covered both 

studies, however only the questions relevant to this study (and that were used for this 

analysis) are presented below.  

Table 5: Survey questions in Swedish 

 Question Asked Response Opportunities  

1. Vilken bransch tillhör företaget du jobbar på? Öppen fråga 

2. Använder ni molnlösningar? Ja/Nej/Jag vet inte 

3. Vad använder ni för modell till era 

molnlösningar? 

Publika/Provat/Hybrid 

4. Vad är det viktigaste med molntjänster för ert 

företag? 

Skalbarhet/Flexibilitet/Säker 

lagring/kostnadseffektivitet 

/Tillgänglighet/Övrigt 

5. Hanterar ni betalningskortdata? Ja/Nej/Övrigt 

6. Lagrar ni känslig data som kreditinformation? Ja/Nej/Övrigt 

7. Följer ni PCI data säkerhetsstandarden i 

dagsläget? 

Ja/Nej/Övrigt 

8. Är det viktigt med skräddarsydda molnlösningar 

för ert företag? 

Ja/Nej/Övrigt 

9. Föredrar ni skräddarsydda lösningar framför 

standardlösningar vad gäller molntjänster? 

Öppen fråga 

10. Föredrar ni skräddarsydda lösningar framför 

standardlösningar vad gäller PCI DSS tjänster? 

Öppen fråga 

11. Hur många leverantörer jobbar ni med i 

dagsläget som behöver följa PCI data 

säkerhetsstandarden? 

Öppen fråga 

12. Hur mycket fokus lägger ni på att bli/förbli PCI 

data säkerhetsstandard kompatibla? 

Öppen fråga 
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Appendix B: Survey Questions – English 

Table 6: Survey questions in English. 

 Question Asked Response Opportunities  

1. What industry is your company a part of? Open Question 

2. Does your company use cloud services? Yes/No/I don’t know 

3. Which deployment model is used for the cloud 

services? 

Public/Private/Hybrid 

4. What is the most important aspect with cloud 

services for your company? 

Scalability/Flexibility/Secure 

storing/Cost 

efficiency/availability/Other 

5. Does your company handle cardholder data? Yes/No/Other 

6. Does your company store sensitive data such as 

credential information? 

Yes/No/Other 

7. Does your company follow the PCI DSS today? Yes/No/Other 

8. Are customized cloud services important for 

your company?  

Yes/No/Other 

9. Does your company prefer customized cloud 

services to standardized cloud services?  

Open Question 

10. When it comes to PCI DSS compliant products 

does your company prefer customized cloud 

services to standardized cloud services? 

Open Question 

11. How many suppliers do you have when it comes 

to the PCI DSS compatible solutions? 

Open Question 

12. How much focus does your company put in to 

become and stay PCI DSS compliant?  

Open Question 
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Appendix C: PCI DSS Example responsibility assignment for 
management of controls 

An example of how the 12 requirements between a company that handles payment card 

data and its provider can be divided, considering the three cloud services. 

Table 7: An example of how the responsibilities are divided between customer and 
provider, considering the three cloud services. 

  
 
PCI DSS Requirement 

Example responsibility 
assignment for 
management of controls 
 

IaaS PaaS SaaS 
 

 
1 

Install and maintain a firewall configuration to 
protect cardholder data 

 
Both 

 
Both 

 
CSP 

 
2 

Do not use vendor-supplied defaults for system 
passwords and other security parameters 
 

 
Both 

 
Both 

 
CSP 

3 Protect stored cardholder data Both Both CSP 

 
4 

Encrypt transmission of cardholder data across 
open, public networks 
 

 
Client 

 
Both 

 
CSP 

 
5 

Protect all systems against malware and regularly 
update anti-virus software or programs  

 
Client 

 
Both 

 
CSP 

 
6 

Develop and maintain secure systems and 
applications 
 

 
Both 

 
Both 

 
Both 

 
7 

Restrict access to cardholder data by business need 
to know 

 
Both 

 
Both 

 
Both 

 
8 

Identify and authenticate access to system 
components 

 
Both 

 
Both 

 
Both 

 
9 

Restrict physical access to cardholder data 
 

CSP CSP CSP 

 
10 

Track and monitor all access to network resources 
and cardholder data 

 
Both 

 
Both 

 
CSP 

 
11 

Regularly test security systems and processes 
 

Both Both CSP 
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12 

Maintain a policy that addresses information 
security for all personnel 
 

 
Both 

 
Both  

 
Both 

 
 


