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Abstract
Requirements engineering (RE) is a well-established practice that
is also emphasized in safety standards such as IEC 61508 and ISO
26262. Safety standards advocate a particularly stringent RE where
requirements must be structured in an hierarchical manner in accordance with the system architecture; at each level, requirements must
be allocated to heterogeneous (SW, HW, mechanical, electrical, etc.)
architecture elements and trace links must be established between requirements. In contrast to the stringent RE in safety standards, according to previous studies, RE in industry is in general of poor quality.
Considering a typical RE tool, other than basic impact analysis, the
tool neither gives feedback nor guides a user when specifying, allocating, and structuring requirements. In practice, for industry to comply
with the stringent RE in safety standards, better support for RE is
needed, not only from tools, but also from principles and methods.
Therefore, a foundation is presented consisting of an underlying
theory for specifying heterogeneous systems and complementary principles and methods to specifically support the stringent RE in safety
standards. This foundation is indeed suitable as a base for implementing guidance- and feedback-driven tool support for such stringent RE;
however, the fact is that the proposed theory, principles, and methods
provide essential support regardless if tools are used or not.
The underlying theory is a formal compositional contracts theory
for heterogeneous systems. This contracts theory embodies the essential RE property of separating requirements on a system from assumptions on its environment. Moreover, the contracts theory formalizes
the stringent RE effort of structuring requirements hierarchically with
respect to the system architecture. Thus, the proposed principles and
methods for supporting the stringent RE in safety standards are wellrooted in formal concepts and conditions, and are thus, theoretically
sound. Not only that, but the foundation is indeed also tailored to be
enforced by both existing and new tools considering that the support
is based on precise mathematical expressions that can be interpreted
unambiguously by machines. Enforcing the foundation in a tool entails
support that guides and gives feedback when specifying heterogeneous
systems in general, and safety-critical ones in particular.
Keywords: Contracts, Heterogeneous Systems, Safety, Architecture,
Requirements, Specification, Elements, Compositional, IEC 61508, ISO
26262.

iv

Sammanfattning
Kravhantering är en väletablerad praxis som också betonas i säkerhetsstandarder såsom IEC 61508 och ISO 26262. Säkerhetsstandarder
förespråkar en särskilt noggrann kravhantering där krav skall struktureras på ett hierarkiskt sätt i enlighet med systemarkitekturen; på
varje nivå så skall krav allokeras till heterogena (SW, HW, mekaniska, elektriska, etc.) arkitekturelement och spårlänkar skall upprättas
mellan kraven. I motsats till den noggranna kravhanteringen i säkerhetsstandarder så är kravhantering i industrin av allmänt dålig kvalitet
enligt tidigare studier. Ett typisk kravverktyg ger inte mycket mer stöd
än grundläggande konsekvensanalyser, d.v.s. verktyget ger varken återkoppling eller vägledning för att formulera, allokera, och strukturera
krav. Bättre stöd behövs för att industrin i praktiken skall kunna förverkliga den noggranna kravhanteringen i säkerhetsstandarder – inte
bara stöd från verktyg, men också från kravhanteringsprinciper och
metoder.
Därför presenteras ett fundament bestående av en underliggande teori för specifiering av heterogena system, samt kompletterande
principer och metoder för att stödja den noggranna kravhanteringen
i säkerhetsstandarder. Detta fundament är lämplig som en bas för att
kunna implementera verktyg som ger återkoppling och vägledning för
kravhantering; likväl så ger den föreslagna teorin, principerna och metoderna essentiellt stöd oavsett om verktyg används eller inte.
Den underliggande teorin är en kompositionell och formell kontraktsteori för heterogena system. Denna kontraktsteori ger konkret
form åt den centrala kravhanteringsegenskapen att separera kraven på
ett system från antaganden på dess omgivning. Dessutom så formaliserar kontraksteorin den noggranna uppgiften att hierarkiskt strukturera krav i enlighet med systemarkitekturen. Således så är de föreslagna principerna och metoderna för att stödja den noggranna kravhanteringen i säkerhetsstandarder välförankrade i formella begrepp och
villkor och är därmed också teoretiskt sunda. Det erbjudna stödet är
dessutom välanpassat för att kunna verkställas av såväl befintliga som
nya verktyg med tanke på att stödet är grundat på exakta matematiska uttryck som kan tolkas entydigt av maskiner. Verkställandet av
fundamentet av ett verktyg medför stöd i form av vägledning och återkoppling vid specifiering av heterogena system i allmänhet, och säkerhetskritiska sådana i synnerhet.
Nyckelord: Kontrakt, Heterogena System, Säkerhet, Arkitektur, Kravhantering, Specifiering, Element, Kompositionell, IEC 61508, ISO 26262.
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1

SPECIFYING CRITICAL SYSTEMS USING CONTRACTS THEORY

Introduction

Requirements engineering (RE) [1, 2] is a well-established and recommended
practice within the field of systems engineering. RE is particularly emphasized for achieving functional safety (FuSa), i.e. absence of unreasonable
risk due to failures of electrical/electronic (E/E)-systems [3]. In fact, the
general FuSa standard IEC 61508 [4] advocates that requirements should
form the backbone of a structured argumentation for the FuSa of an overall
system. In such a structured argumentation, each requirement is a safety
requirement, i.e. a requirement with a safety integrity level (SIL) [3–6] that
specifies the required reliability [7] of a system or component, in order to
achieve a tolerable level of risk. FuSa is a key property of heterogeneous
systems [8, 9], i.e. systems such as airplanes and automotive vehicles that
are composed of parts from different domains, specifically software (SW),
hardware (HW), and physical [10] (mechanical, electrical, etc.).
In IEC 61508 and its derivative FuSa standards such as ISO 26262 [3] for
the automotive domain, safety requirements must be structured in an hierarchical manner in accordance with the system architecture [11]; at each level,
safety requirements must be allocated to architecture elements and trace
links [12] must be established between requirements on different levels. According to ISO 26262, this structuring must be done from an overall system
level all the way down to requirements on atomic SW and HW elements. An
intended property characterized by this manner of structuring requirements
is completeness, i.e. ”the safety requirements at one level fully implement
all safety requirements of the previous level” [3]. Establishing completeness
means that it can be inferred that overall system-level requirements are satisfied, from verifying that atomic elements satisfy their requirements; such
an indirect verification approach is called compositional verification [13, 14].
Note that compositional verification is typically associated with formal
verification techniques. In this thesis, the term compositional verification
will instead be used to characterize the overall verification approach, regardless of whether the verification techniques used are formal or not.
In general, compositional verification allows verification of complex systems when it is infeasible, due to e.g. required effort/cost, to use a direct
verification approach to ensure that overall system-level requirements are
satisfied. Not only that, but compositional verification also has other benefits. For example, in [15, 16], compositional verification is proposed as a
means of verifying software product lines to manage the explosion of variants
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in highly variable systems. Additionally, the work in [17, 18] shows how to
model failure propagation by considering the manner in which requirements
are structured for compositional verification.

2

Challenges and Current Situation in Industry

Section 1 described RE in the context of FuSa standards, in particular how
safety requirements are structured for compositional verification. Additionally, many potential benefits from using compositional verification was presented.
While offering many potential benefits, compositional verification does
indeed require the effort of establishing lower-level requirements that can
be satisfied by elements of a system and that are complete with respect to
higher-level requirements. To achieve this, it is necessary that requirements
are of high quality, considering attributes such as readability, unambiguity,
verifiability, etc. In turn, this requires a high degree of stringency when
specifying requirements; however, specifying high quality requirements is not
sufficient for establishing completeness, which also requires a high degree of
stringency when allocating requirements and establishing trace links between
them.
In contrast to the stringent RE required for compositional verification,
requirements in industry are in general of poor quality [19] and are typically incomplete [20], and this is also true for safety requirements [20, 21].
Considering a typical RE tool such as IBM Rational DOORS, which is extensively used in industry [1], other than basic impact analysis, the tool
neither gives feedback nor guides a user when specifying, allocating, and
structuring requirements; hence, a property such as completeness must be
established without any concrete support from the tool.
That is, in a typical industrial development environment as exemplified
above, increasing the level of stringency of RE to the degree where it is
possible to verify a property such as completeness, means increasing only the
manual effort, i.e. man-hours, spent on RE. Thus, considering the previously
mentioned benefits from using compositional verification, in practice, these
benefits must be weighed against such a manual effort. In the end, increasing
the manual effort spent on RE might not be justifiable; that is, it is possible
that a better product is produced, considering stakeholder concerns such as
cost, performance, and even FuSa, if this effort is directed elsewhere [22].
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However, regardless if it is justifiable or not to spend additional manual effort on RE, stringent RE is indeed required in order to comply with
FuSa standards; in fact, ISO 26262 even requires that completeness is to
be verified. Thus, these standards push heterogeneous systems developers
into putting more effort on RE and, without better support, this effort will
constitute solely of tasks performed manually by engineers.

3

Addressing Challenges Using Contracts Theory

Consider the gap described in Section 2 between RE in industry and the
stringent RE needed to comply with FuSa standards. The view in [23],
which is shared in this thesis, is that RE is a complex and error-prone
process that can benefit from more intelligent support. In fact, in order for
industry to be able to comply with the stringent RE in safety standards in
practice, better support is crucial; not just support in tools, but also in the
form of principles and methods for RE.
Therefore, this thesis presents a foundation, consisting of an underlying
theory for specifying heterogeneous systems, complemented with principles
and methods that describe how to apply the theory in order to support
the stringent RE advocated in FuSa standards. As will be shown in this
thesis, this foundation is indeed suitable as a base for implementing tool
support that reduces the manual effort needed to fill the gap described in
Section 1 by automating tasks and providing guidance and feedback when
specifying a heterogeneous systems. However, regardless if tools are used or
not, the proposed theory, principles, and methods, provide essential support
when specifying heterogeneous systems in general, and safety-critical ones
in particular.

3.1

Starting Point in Literature

Prior to describing the novelties of this foundation in Section 3.2, this section describes and motivates the considered starting point of the proposed
foundation in existing literature. In order to do this, consider first that a
key property of this foundation is that it:
I) allows informal, semi-formal, and formal specifications.
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Property (I) considers that different heterogeneous system developers
have dissimilar, yet successful, approaches for developing systems. In fact,
different approaches might even be used within the same company depending on the particular system or function being developed. This fact can be
understood by considering the development of a heterogeneous system as an
optimization problem over stakeholder concerns such as cost, performance,
availability, FuSa, security, etc. For example, formal (mathematical) specifications might be the most optimal solution when developing a complex
safety-critical function; however, in other cases, informal specifications are
more suitable.
Consider the intent of establishing a foundation with property (I) with
the overall aim to maximize the support for the stringent RE advocated in
FuSa standards. Notably, in order to provide maximum support for formal
specifications, the fact is that the support must also be grounded in formal
theory. That is, in order to employ formal techniques to verify a property
such as completeness, the foundation must be based on an underlying formal
theory that specifies exact mathematical conditions for when such a property holds or not. Actually, regardless if informal, semi-formal or formal
specifications are used, a formal theory will enable more precise guidance to
be given than an informal or semi-formal approach.
This means that non-formal approaches to RE, such as the one described
in [1], although serving as a source for inspiration and ideas, does not serve
as suitable theoretical starting point in literature.
Instead, consider formal RE theories such as the four-variable model [24],
GORE models [25], the WRSPM reference model [26, 27] based on [28, 29],
and more recent work [30, 31]. These theories have different aims with their
formalizations, e.g. the work [24] seeks to formalize the content of existing
system documents and [27] considers separating the needs of a user and
supplier of a system. While having different aims, each of these theories
lands in the same principal relation, namely that a system S satisfies a
requirement R if:
A∧S ⇒R

(1)

where A expresses assumptions on the environment of S. Notably, relation (1) is not explicitly mentioned in [30, 31] since satisfaction is defined
for a set of systems instead of for a single system; rewriting this definition
for a single system and the relation (1) will appear.
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Notably, while introduced in the context of RE in [24, 29], the relation (1)
can be traced back to much earlier work [32–34] in the area of compositional
verification/reasoning [13, 14, 35]. In fact, relation (1) embodies the essential compositional characteristic of verifying in isolation that S satisfies R
by assuming that an environment of S will fulfill A. In many compositional
theories, the assumptions A and the requirement R are contained in a specification called a contract for S where R is typically denoted G, called a
guarantee.
A main difference between formal compositional theories and the formal
RE theories [24–27, 29], is that the former recognizes the need for establishing relation (1) at several levels and explicitly addresses this need in theory;
on the other hand, in [24–27, 29], relation (1) is only considered for the
case where R is a top-level requirement. In fact, as mentioned in [36], the
theories [24, 26, 27, 29] do not have any explicit support for hierarchical
structuring of requirements and in GORE models [25], requirements are not
structured with respect to the architecture of a system. Furthermore, in
contrast to compositional theories, the work in [30, 31] is not compositional
and does not provide explicit support for ensuring completeness.
As described in Section 1, the fact is that FuSa standards such as ISO
26262 do advocate that requirements are structured in an hierarchical manner where completeness is ensured and that requirements are allocated to
architecture elements at each level. Considering this fact and the previously
mentioned limitations of formal RE theories, it holds that compositional theories are indeed more suitable than formal RE theories as a starting point
for developing a foundation for supporting the stringent RE advocated in
FuSa standards ; in fact, taking into account also the previously mentioned
benefits from using compositional verification and that requirements are indeed structured in a compositional manner in FuSa standards, compositional
theories provide a solid starting point in literature.
Therefore, the foundation proposed in this thesis has its starting point
in existing literature on formal compositional theories (See Section 7 in
Paper A for a survey). Furthermore, the underlying theory for the proposed
foundation mainly draws inspiration from compositional contract theories.
Actually, the underlying theory of the foundation proposed in this thesis is
a compositional contract theory.
The principal reason for choosing to establish a compositional contract
theory as underlying theory is that, in contrast to other compositional specification theories, contract theories strictly follow the principle of separation
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of concerns/responsibilities [37]. Separating responsibilities between developers of parts is an important property in a complex development environment of heterogeneous systems, in particular in distributed OEM (Original
Equipment Manufacturer)/supplier chains [38]. Moreover, this choice is actually non-restricting since ”any reasonably complete contract theory can be
used as a specification theory” [37].
Now that the starting point of the proposed foundation of this thesis has
been properly described and motivated, Section 3.2, which now follows, will
describe the foundation and its novelties in more detail.

3.2

Contract-Based Foundation for Specifying Heterogeneous
Systems

As previously mentioned, this thesis presents a foundation, consisting of an
underlying theory for specifying heterogeneous systems, complemented with
principles and methods that describe how to apply the theory in order to
support the stringent RE advocated in FuSa standards.
3.2.1

Key Properties of Foundation

Section 3.1 described one key property of this foundation, i.e. property (I).
Two other key properties of the foundation are that it:
II) can support any design flow, e.g. top-down or bottom-up flow; and
III) supports specification of any part of a heterogeneous systems.
Property (II) caters to the same need as property (I), i.e. different heterogeneous system developers have dissimilar, yet successful, approaches for
optimizing systems development. For example, in some cases, e.g. when development is outsourced, a top-down design flow might be optimal; in other
cases, a bottom-up flow or a hybrid approach, is more suitable. This means
that a formal approach such as Event-B [19], while providing mature formal development methodology, is not suitable as an overall solution since it
considers a top-down design flow.
Note that the fact that the foundation can support any design flow, does
not imply that the foundation does not apply in a context where a particular
design flow is enforced. Rather, it means that the choice to enforce a particular design flow is left to a developer who wants to use the foundation.
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Note also that the degree of which automation, guidance- and feedbacksupport can be provided, does vary depending on a specific design flow and
level of formalization. This variation is dependent mostly on the level of
formalization used in specifications; it is possible to provide support even if
specifications are informal; however, a higher level of formality enables more
support than a lower level.
As previously mentioned, the overall need that the proposed foundation
addresses is to support stringent RE in the domain of heterogeneous systems,
composed of SW, HW, and physical (mechanical, electrical, etc.) parts.
Property (III) expresses a necessary property for addressing such a need,
i.e. the foundation does not provide support only for specifying SW, but
also for specifying HW and physical parts.
In order for a formal compositional theory to serve as underlying theory of a foundation with property (III), the compositional theory must be
sufficiently expressive to support specifying SW, HW, and physical parts,
typically modeled using different formalisms encompassing both continuous
and discrete time dynamics. Not only that, but such a compositional theory must also be unified for heterogeneous systems, meaning that it should
either embody a formalism that applies regardless of sub-domain or at least
provide a means for mapping dissimilar formalisms to each other as done
in [39]. This is needed in order to reason about completeness between requirement levels where the requirements specify properties of parts from
different sub-domains.
Hence, while the proposed foundation has its general starting point in
existing literature on compositional theories, this thesis focuses more on
compositional theories that have the aim of being unified for heterogeneous
system.
3.2.2

Research Methodology for Obtaining and Validating
Foundation and its Industrial Impact

The underlying motivation for initiating this thesis work can be traced back
to a master thesis written in 2011 by the author of this doctoral thesis
and a fellow student named Julius Reineck. This master thesis work was
performed at the automotive company Scania and involved a gap analysis
between ISO 26262 and the product development process of Scania. In
this gap analysis, it was determined that the greatest overall challenges in
achieving compliance with this standard, are those that were also described
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in Section 2.
With the overall aim to find solutions to address these challenges, a
collaboration project called ESPRESSO was initiated between KTH and
Scania. The author of this thesis was assigned as the main person to realize
this aim by performing research in an industrial setting with direct feedback
from engineers. The work presented in Papers A-D in this thesis is a result
from such a tight collaboration with industry.
More specifically, this collaboration involved, but was not limited to, efforts such as validating industrial case studies, discussions/workshops with
engineers, and having them apply principles and methods in practice. During the thesis work, the foundation in this thesis has been validated by being
continuously trialed in such efforts and subsequently modified based on the
gathered insights and results. While most of the details concerning these
collaborative efforts cannot be disclosed due to confidentiality reasons, the
insights and results from the efforts are indeed incorporated in the proposed
foundation. In addition, one of the main end results from this collaboration
is presented in Paper D that presents a specification tool implementing the
foundation in the context of a tool chain at Scania. This industrial casestudy implementation is also an example of the industrial impact of the
foundation.
Another concrete example of the industrial impact of the proposed foundation, is the fact that an internal Scania standard, which is based on the
foundation in this thesis, has been established to serve as a framework for
systems development and achieving FuSa at Scania. Furthermore, the collaboration between KTH and Scania has resulted in that several new collaborative projects, which will build on the proposed foundation, have been
initiated. These impacts manifest the fruitfulness of this collaboration as a
whole and also the acknowledgment of the foundation at Scania.
The foundation is presented in Papers A-C included in this thesis. Each
of these papers, and also Paper D, is structured as a logical argument:
1) an industrial need related to the overall challenges described in Section 2 is highlighted;
2) it is motivated (using mathematics if possible) why no current approach can address such a need;
3) the main contribution of the paper is claimed to address such a need;
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4) this claim is shown to be true (typically using mathematics).
The main contribution addresses such a need on a fundamental level in
accordance with properties (I)-(III). That is, the need is addressed on a level
independent of level of formalization, design flow, and specific formalisms.
Thus, when implementing the main contributions in Papers A-D, already
existing approaches, concrete formalisms, tools, and techniques can be used.
Considering the proposed foundation as a whole, this means that aspects
such as scalability, usability, etc. are abstracted and are relevant only when
deciding on a specific way of implementing the foundation. Thus, comparing
the foundation with more specific approaches with respect to such particular aspects is not needed considering that the foundation generalizes these
approaches on a fundamental level.
As previously mentioned, the foundation as a whole has been continuously validated through collaborative efforts with industry; this includes the
validation of the highlighted industrial need for each paper mentioned in
argument point (1). Thus, in accordance with the argument structure (1)(4), the industrial relevance of the main contribution of each Papers A-D
is also well motivated. The contributions in Papers A-C are verified directly through formal reasoning and in particular, through mathematical
theorems. The industrial applicability of concepts in Papers A-B has also
been directly validated in a major industrial case study that is appended to
Paper B in this thesis. Papers A-B are also indirectly validated by the fact
that their underlying theory generalizes previously validated theories.
Paper D validates the entire foundation as a whole by showing that
if a tool enforces the foundation, then the tool will provide feedback and
guidance for the stringent RE advocated in FuSa standards. This is shown
through formal reasoning, but also through the previously mentioned industrial case study where such a tool was implemented. Paper D also illustrates
one of the many applications of the contributions presented in Paper C.
3.2.3

Contributions and Summary of Included Papers

As previously mentioned, the proposed foundation is presented and validated
in Papers A-D included in this thesis. In short:
• Paper A presents a compositional contracts theory that is unified for
heterogeneous systems and that caters to limitations in previous compositional contracts theories;
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• Paper B extends this theory to also be applicable in a safety-critical
context and presents methods for applying the theory to support stringent RE;
• Paper C describes principles for architecture modeling and specification of C programs using the theory described in Papers A and B;
and
• Paper D validates the foundation in Paper A-C by describing how the
proposed foundation can be implemented in an industrial setting.
The rest of this section describes the contributions of Papers A-D and
their relations to each other in more detail.
Paper A: Conditions of Contracts for Separating Responsibilities
in Heterogeneous Systems As previously presented, Paper A presents a
compositional contracts theory, unified for heterogeneous systems. Notably,
prior to Paper A, there already existed theories with similar scopes. The
reason for establishing a new theory was that two major limitations were
observed in these previous theories.
The first limitation is that conditions in previous compositional contract
theories for fully separating responsibilities between developers of parts, are
based on the assumption that interfaces of parts are always partitioned into
inputs and outputs. However, consider typical models of the parts of a heterogeneous system, including not only SW, but also physical parts (mechanical, electrical, etc.). In addition to causal models where inputs and outputs
are specified, there would also be acausal models [10] where the causality of
the ports is unspecified, which is common in e.g. Modelica [40, 41]. Thus,
this previously mentioned assumption is not generally valid in the domain
of heterogeneous systems, which also implies that previous conditions for
separating responsibilities are generally not applicable.
The second limitation is that in previous compositional contract theories,
a contract for a part is limited to be expressed only over the port variables
that constitute the interface of the part. As described thoroughly in Paper
A, this limitation needs to be relaxed in order to properly express safety
requirements and requirements in general.
As the main contribution, Paper A describes at a fundamental level how
both these two limitations can be relaxed. However, not only that, but as a
second contribution, Paper A also introduces revised definitions of contract
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properties consistency and compatibility under the relaxation of these two
limitations.
As a third contribution, in the context of a specific environment of a
part, Paper A shows that there exists a necessary and sufficient set of port
variables for expressing the assumptions and the guarantee of a contract for
the part. Thus, without loss of expressiveness, contracts can be restricted
to only be expressed over such sets to support specifying contracts that do
not contain redundant port variable references.
As a fourth and final contribution, as a basis for structuring a set of
contracts for compositional verification, a graph, called a contracts composition structure, is introduced. Based on a contracts composition structure,
compositional verification conditions are also presented.
Paper B: Extending Contract Theory with SILs As previously described, Paper A presents a theory which addresses limitations in similar
theories presented prior to Paper A. While comprehensive in many theoretical aspects, considering the overall aim of this thesis to support the stringent
RE advocated in FuSa standards, Paper A is lacking in two aspects:
i) it is not explained thoroughly how contracts are related to commonly
used concepts in RE and thus, it is unclear how to properly apply the
theory to support stringent RE; and
ii) the relation between contracts and SILs is not described.
Paper B caters to these two lacking aspects (i) and (ii) by extending the
theory in Paper A, recasting it in terms of RE concepts, and describing how
to apply it to support stringent RE.
More specifically, considering aspect (i), Paper B introduces a graphbased method for hierarchical structuring of requirements with respect to
the system architecture by considering a formal interpretation of completeness. This graph, called contract structure builds on the concept of a contract
composition structure as described in Paper A and supports the individual
tracing of requirements at a lower level back to their top-level requirement.
This individual tracing of requirements is needed to comply with FuSa standards where the assignment of SILs to lower level requirements is determined
based on their individual tracing to higher-level requirements.
More specifically, in FuSa standards such as IEC 61508 [4] and ISO
26262 [3], SILs or Automotive SILs (ASILs) as called in ISO 26262, are
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assigned to top-level safety requirements. The higher the SIL is, the greater
the amount of safety measures, i.e. activities or technical solutions that
increase the reliability of a system, needs to be applied, in order to mitigate
the occurrence of dangerous system failures. As the safety requirements on
a system are broken down into safety requirements on sub-systems, SILs
are either inherited from a requirement at a higher level to a requirement
at a lower level, or decomposed, where the SIL is lowered, as a result of
introducing redundancy into the system. If the sub-systems are sufficiently
reliable in fulfilling their respective safety requirements, as specified by the
SILs, then it follows that the system is sufficiently reliable in fulfilling the
top-level safety requirement.
Consider that a requirement for a sub-system is assigned with a lower
SIL than what is actually needed for the system to be sufficiently reliable
in fulfilling a top-level safety requirement. This means that even if the
sub-system is sufficiently reliable in fulfilling its requirement, it cannot be
guaranteed that a tolerable level of risk is met. It is therefore imperative
that the task of tracing requirements and assigning them SILs is done in a
correct manner.
To support industry in completing such a rigorous task, based on a contract structure, the main contribution of Paper B also addresses aspect (ii)
by presenting definitions that specify exact conditions under which SIL inheritance and decomposition can be applied when using contracts to structure requirements.

Paper C: Formal Architecture Modeling of Sequential Non-Recursive C Programs As previously mentioned, by relying on the theory in
Paper A, Paper B presents a graph-based method for structuring requirements with respect to an architecture. This architecture is a hierarchy of
elements with well-defined interfaces consisting of port variables.
In accordance with this method, requirements should at all levels be allocated to architecture elements, including SW requirements, which means
that an architecture of SW is needed. This method is in accordance with
the FuSa standard ISO 26262, where SW safety requirements must be allocated to SW elements and where it is stated that ”steps of the integration
and testing of the software elements correspond directly to the hierarchical
architecture of the software” [3].
Notably, concerning architecture models, it is stated in [42] that ”to
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manage the complexity of developing, maintaining, and evolving a critical
software-intensive system, its architecture description must be accurately and
traceably linked to its implementation”. In practice, in order to create architecture models that serve as accurate descriptions of systems, formal support
is needed.
Considering formal support for describing and specifying systems as
an hierarchy of elements with well-defined interfaces, for physical architectures, there are several mature formalisms such as Modelica [40]. There
are also several formalisms for formal specification of SW architectures, e.g.
Simulink [43] where SW can be generated from architecture models. However, for SW in general, there are not many approaches for formally describing already implemented SW. In particular, while being one of the most
popular programming languages [44], prior to Paper C, formal support for
describing the architecture of an implemented C program was missing.
The main contribution of Paper C establishes a unique mapping from the
domain of sequential non-recursive C programs to the formal definition of
an architecture as presented in Paper B. This mapping is fundamental and
can be used both for describing and specifying architectures of C programs,
and enables expressing and structuring requirements for C programs in a
stringent manner.
As an additional contribution, considering that manually creating architecture models is an error-prone task in general [45], a study on the feasibility
to automatically extract the proposed architecture model from a C program,
is presented. Not only does the study indicate the potential of automatically
extracting the proposed architecture model, but it also highlights specific C
program constructs that are, in practice, difficult to extract from the C program code. Hence, the study also serves as a guideline for what C program
constructs to avoid, in order to be able to generate architecture models in
general, and architecture models of the proposed type, in particular.
Paper D: Providing Tool Support for Specifying Safety-Critical
Systems by Enforcing Syntactic Contract Conditions Paper D summarizes, validates, and adds to the contributions in Papers A-C.
Paper D starts by explaining that a contract structure, as introduced
in Paper B, sets a basis for achieving the stringent RE effort advocated by
FuSa standards. Paper D then shows that establishing a contract structure
with the intent of achieving completeness, consists of the tasks of specifying:
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1) allocation of requirements to architecture elements;
2) architecture element interfaces consisting of port variables;
3) requirements; and
4) trace links between requirements.
Paper D also recognizes the fact that all these tasks have formal interpretations in the compositional contracts theory described in Paper A and its
extension in Paper B. Paper D capitalizes on this fact by considering the
support that can be provided for tasks (1)-(4) by having a tool that enforces
these conditions.
Notably, in order to fully enforce all of these conditions, requirements
and architecture need to be represented formally. Despite the fact that
formal representations have several advantages over non-formal ones, formal
languages are difficult to use by non-experts [46] and in industrial practice,
”overcoming the burden of formalization is a major challenge” [47].
Considering this, Paper D first identifies the conditions of the formal
interpretations of tasks (1)-(4) where these conditions can be enforced even
when architectures and requirements are not represented formally; these
necessary conditions are referred to as syntactic conditions. As the main
contribution, Paper D shows that a specification tool will provide feedbackand guidance-driven support for tasks (1)-(4) by enforcing these syntactic
conditions.
As a second contribution and validation of the main contribution, it is
described how the proposed feedback- and guidance-driven support can be
implemented in an industrial setting. This is achieved by describing the
design and implementation solutions used for realizing this support in a
validating industrial case study performed at Scania – a global heavy trucks
manufacturer located in Sweden.
A key necessary concept for realizing this support in practice is shown
to be Linked Data [48], which enables formal referencing in between specifications and to architecture data; formal referencing is necessary since the
syntactic conditions are indeed formal, and thus, the conditions cannot be
properly evaluated if it is unclear what data a reference points to in a specification. However, not only is this use of formal references a key enabler
for realizing the main contribution in practice, but the use of these formal
references also allows enforcing data in specifications to automatically be
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consistent with architecture data, thus, reducing the error-prone and manual work of updating data manually. In fact, if combined with architecture
recovery techniques as described in Paper C, consistency can even be enforced between specifications and implementation data.
All in all, Paper D justifies the previously stated claim that the foundation presented in this thesis is indeed suitable as a base for implementing tool
support that reduces the manual effort to fill the gap described in Section 1.
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Abstract
A general, compositional, and component-based contract theory
is proposed for modeling and specifying heterogeneous systems, characterized by consisting of parts from different domains, e.g. software,
electrical and mechanical. Given a contract consisting of assumptions
and a guarantee, clearly separated conditions on a component and its
environment are presented where the conditions ensure that the guarantee is fulfilled - a responsibility assigned to the component, given that
the environment fulfills the assumptions. To support both causal and
acausal modeling, the conditions are applicable regardless if the set of
ports of the component is partitioned into inputs and outputs or not,
and hence fully support any scenario where components from different
domains are to be integrated by solely relying on the information of
a contract. An example of such a scenario of industrial relevance is
explicitly considered, namely a scenario in a supply chain where the
development of a component is outsourced. To facilitate the application of the theory in practice, necessary properties of contracts are also
derived to serve as sanity checks of the conditions. Furthermore, based
on a graph that represents a structuring of a hierarchy of contracts,
sufficient conditions to achieve compositionality are presented.

1

Introduction

The notion of contracts was first introduced in [1] as a pair of pre- and postconditions [2] to be used in formal specification of software (SW). In the
more recent contract theory [3–5], developed within the European project
SPEEDS [6], the use of contracts is extended from formal specification of SW
to serving as a central systems engineering philosophy to support the design
of heterogeneous systems [7–9]. Heterogeneous systems are characterized by
consisting of parts from multiple domains, e.g. SW, mechanical, electrical,
etc. The use of the theory [3–5] has been advocated in several contexts, e.g.
Platform Based Design in [5], Model Based Design in [10], safety analyses
in [11], virtual integration and testing in [12], and for structuring safety
requirements in [13–15].
With the intent to be able to model and specify heterogeneous systems,
the theory [3–5] considers a basic component-based modeling formalism that
relies on a ”language-based abstraction where composition is by intersection.
[...] No particular model of computation and communication is enforced, and
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continuous time dynamics such as those needed in physical system modeling
is supported as well.” [3]
More specifically, the theory [3–5] is centered around the notion of a
component M with a set of ports and an implementation, also denoted M ,
which is an assertion, i.e. a set of value sequences over the ports. A contract
C for the component M is a pair of assertions (A, G) where the responsibility
that the guarantee G is fulfilled, is assigned to the component M , given that
certain assumptions A are fulfilled - a responsibility of the environment of
the component. This clear separation of responsibilities, embodied by a
contract, is a principle for seamless integration of components, a primary
concern in heterogeneous systems development, characterized by complex
supply chains distributed over multiple organizations [3, 5].
To concretize the separation of responsibilities embodied by a contract in
the theory [3–5], contract satisfiability conditions are presented. Given that
”M and C have the same ports” [3], the component M satisfies C if it holds
that A ∩ M ⊆ G, which ensures that the composition of the component M
and an environment component ME where ME ⊆ A, fulfills the guarantee,
i.e. that ME ∩ M ⊆ G. Hence, given that the contract C is limited to the
set of ports of M , to ensure that the guarantee G is fulfilled, conditions on
the component M and its environment ME can be separated as A ∩ M ⊆ G
and ME ⊆ A, respectively.
However, the guarantee is trivially fulfilled if it holds that ME ∩ M =
∅. This trivial solution is undesirable due to the fact that a component
where A ∩ M = ∅ (and in particular where M = ∅) trivially satisfies any
given contract (A, G). Notably, the theory [3–5] does not explicitly address
this undesirable case, but the theory does propose an approach to further
separate responsibilities. This approach is to partition the sets of ports of the
component M and its environment ME into mirroring inputs and outputs,
and enforcing the additional conditions that M and ME are receptive to their
inputs, i.e. that any values of the inputs are allowed by the implementations
at any point in time. In the typical case, these additional conditions ensure
that the non-trivial solution ME ∩ M = ∅ is avoided.
From these basic concepts of the theory [3–5], it can be observed that in
order to enforce the conditions A ∩ M ⊆ G, ME ⊆ A, and that M and ME
are receptive to their inputs, where these conditions ensure both that the
guarantee is fulfilled ME ∩ M ⊆ G and that the trivial solution ME ∩ M = ∅
is avoided, the two following prerequisites apply:
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a) the sets of ports of the component M and its environment ME are
partitioned into mirroring inputs and outputs; and
b) the contract C = (A, G) is limited to the set of ports of the component
M.
Hence, in order to ensure that the trivial solution ME ∩M = ∅ is avoided,
the theory [3–5] requires, as expressed in the prerequisite (a), that the causality of the ports are specified. However, considering typical models of the
parts of a heterogeneous system, including not only SW, but also physical parts (mechanical, electrical, etc.), in addition to causal models, there
would also be acausal models [16] where the causality of the ports is unspecified, which is common in e.g. Modelica [17, 18]. In fact, as stated in [16],
when modeling physical parts, acausal models are well suited given that
they reflect the physical structure of the parts and are also more reusable
than causal models since the solution direction is not fixed. Hence, the
prerequisite (a) expresses a limitation of the theory in [3–5] and highlights
the need for more general conditions on a component and its environment
where these conditions ensure that the guarantee is non-trivially fulfilled
∅=
6 ME ∩ M ⊆ G, regardless if the prerequisite (a) holds or not.
Regarding the prerequisite (b), while the theory [3–5] only supports contracts that are limited to the sets of ports of components, there are at least
two strong reasons why such a limitation needs to be relaxed in the context
of specifying heterogenous systems.
The first reason is that such a relaxation allows assigning the responsibility that a global property is fulfilled, to a component, instead of just
local properties expressed over its ports. The same need, but in the context
of functions [19], has been identified in [20, 21]. An example where such a
need is manifested in an industrial case study can be found in [22] where
ModelicaML [23] is used to specify and verify requirements on a subsystem
of a fuel management system where the requirements express the end-to-end
functionality of the fuel management system in general. Another example
can be found in [24] where SysML [25] is used to specify requirements on
an engine knock controller and where the requirements allocated to the controller explicitly refer to parts, such as the piston, which is not a port of the
controller but rather a port in its environment.
The second reason why contracts that are not limited to component ports
are needed is due to the fact that, in the area of functional safety [26, 27], the
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associated risk of a component, is assessed in the context of how it affects
its environment. Hence, in order to properly express a safety specification
for a component using a contract, there is a need to refer to parts in the
environment that the component is to be deployed in [14]. For example, in
the functional safety standard ISO 26262 [27], top-level safety requirements
for an item, i.e. a system within the vehicle, are formulated in order to
prevent or mitigate hazards, where the hazards
”shall be defined in terms of the conditions or behaviour that can
be observed at the vehicle level” [27].
Hence, in order for a contract to capture the fact that one overall responsibility of the item is to mitigate or prevent the hazard, which extends beyond
the ports of the item, a contract that is not limited to the set of ports of the
item, is needed. This can be observed in the industrial examples [13, 14],
and also in [28], where safety requirements that are not limited to the sets of
ports of components are necessarily used in order to properly express safety
specifications for the components.
In the context of specifying heterogeneous systems, the two reasons above
explain the importance of relaxing the limitation expressed in the prerequisite (b) such that assumptions and guarantees can be specified, not only
over the ports of a component, but also over ports in the environment of the
component. Considering this, and the previous stated fact that the prerequisite (a) also expresses a limitation of the theory [3–5], it can be concluded
that there is a need for more general conditions on a component and its environment where these conditions ensure that the guarantee is non-trivially
fulfilled ∅ =
6 ME ∩ M ⊆ G, regardless if the prerequisites (a) and (b) hold
or not.
Contributions As the main contribution of the present paper, a set of
clearly separated conditions on a component and its environment are established where the conditions ensure that the guarantee is non-trivially
fulfilled. These conditions are, in contrast to the conditions presented in [3],
applicable regardless if the prerequisites (a) and (b) hold or not. More
specifically, the main contribution shows that in order for the relation ∅ =
6
ME ∩ M ⊆ G to hold, the respective conditions on the component and the
environment can be separated as:
i) A ∩ M ⊆ G and A ∩ G ⊆ M ; and

30

PAPER A

ii) ME ⊆ A and ME ∩ G 6= ∅,
where M is limited to constraining only the set of ports of the component,
but where A and G are not. In fact, it is proven that the condition (i) is
a necessary and sufficient condition on the component M to ensure that
the relation ∅ 6= ME ∩ M ⊆ G holds for each environment ME that is
such that the condition (ii) holds. This means that the conditions (i) and
(ii) fully support any scenario where the component and its environment
are developed in complete isolation and where the only information that is
shared, is the contract. An example of such a scenario of industrial relevance
is explicitly considered throughout the paper, namely a scenario in a supply
chain where the development of a component is outsourced.
A second contribution considers the fact that the relaxation of the limitation expressed in the prerequisite (b) leads to increased expressiveness
with respect to how a contract can be specified. However, the increased
expressiveness is not unlimited since there are necessary restrictions on the
set of ports constrained by the assumptions and the guarantee of a contract
in order for the conditions (i) and (ii) to hold. Therefore, to facilitate the
specification of contracts in practice, conditions, called scoping conditions,
are introduced to limit the set of ports that the assumptions and the guarantee of a contract can constrain; these scoping conditions ensure that the
necessary restrictions are not violated without limiting expressiveness.
As a third contribution, considering that the contract properties consistency and compatibility are in [3, 5] defined under the limitations expressed
in the prerequisites (a) and (b), generalized definitions of these properties
are presented where these limitations are relaxed. More specifically, in [3, 5],
the definitions of consistency and compatibility are based on the concept of
receptivity to inputs, but have the overall aim to ensure that a contract
is such that there in fact exist a component and an environment that are
such their corresponding conditions, as defined in [3, 5], hold. In contrast to
the definitions in [3, 5], which require the prerequisite (a) and (b) to hold,
the definitions of consistency and compatibility in the present paper do not.
Instead, consistency and compatibility are defined as necessary properties
of conditions (i) and (ii); more specifically, consistency and compatibility
are defined respectively as: if there exists a component and an environment
that are such that their corresponding conditions (i) and (ii) hold.
As a fourth and final contribution, as a basis for structuring a contract
C and a set of contracts {Ci }N
i=1 in parallel to a composition M of a set of
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components {Mi }N
i=1 with the intent to establish that M is such that the
condition (i) holds with respect to C, a graph, called a contracts composition structure, is introduced. Based on a contracts composition structure
and in accordance with the principle of compositionality [29, 30], sufficient
conditions are provided to ensure that: the composition M of {Mi }N
i=1 is
such that the condition (i) holds with respect to C if each component Mi is
such that the condition (i) holds with respect to Ci . Hence, the fourth contribution supports an indirect way of establishing that M is such that the
condition (i) holds with respect to C when a direct approach is not feasible
due to e.g. the complexity of the composition.

Related Work Notably, in addition to [3–5], there are other general theories [31–57] for assume-guarantee reasoning. These theories and other related work will be described in more detail in Section 7, and the following
will instead focus solely on arguing for the fact that the contributions of the
present paper cannot be found in any of the theories [3–5, 31–57]. Since
the second to fourth contribution are derived with the main contribution
as a foundation, the main contribution alone will be considered as a basis
of argumentation. Due to the fact that the part of the main contribution
that specifically addresses the limitation expressed in the prerequisite (a),
is rather specific to assume-guarantee theories with a satisfaction relation
A ∩ M ⊆ G, namely [4, 5, 32–35, 45, 53] and one of the instantiated theories
in [31], only these will be considered when arguing for this part of the main
contribution. The part of the main contribution regarding the fact that the
conditions (i) and (ii) are applicable also under the relaxation of the limitation in the prerequisite (b), is compared to this aspect of expressiveness of
other assume-guarantee theories, in general.
Considering [4, 5, 31–35, 45, 53], the theories [4, 31, 35] use the same
type of approach as [3] to avoid the trivial solution ME ∩M 6= ∅ and only [32]
provides an alternative approach. In [32], a game-theoretic approach [58] is
considered where the component and its environment take turns in changing
the values (called states) of variables in a fixed set. To avoid the trivial
solution ME ∩ M 6= ∅, the approach in [32] requires that each step (or
transition) of a run also needs to be identified as an action taken by either the
component or its environment. This means that the approach in [32] is not
applicable in the case of conventional physical models (see e.g. Modelica [17,
18]) where interactions are modeled, not by an explicit separation of actions
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taken by a component and its environment, but rather by equations that
simultaneously constrain each other. In contrast to [32], the conditions
(i) and (ii) in the present paper are indeed applicable without the need
for identifying steps as component or environment actions, and are hence
applicable for conventional physical models, as well as for models of any
domain in general.
Despite the fact that contracts are limited to the sets of ports of components in [3], there are assume-guarantee theories that do not consider such a
limitation, namely [32, 34, 38, 42, 45, 46, 51–53] and the meta theory in [31].
However, in contrast to the present paper, in the theories [34, 42, 45, 46, 51–
53], the concept of ports is abstracted away by considering implementations,
assumptions, and guarantees as formulas or abstract properties that are not
bound to be specified over a certain structure such as a set of variables.
In [32, 38], assumptions, guarantees, and implementations are all expressed
over a fixed set of variables, which means that if a subset of the fixed set
is associated as the set of ports of a component, it could be argued that
contracts that are not limited to the set of ports of the component are supported. However, in contrast to the present paper, the association of a variable as a port of a component is only established informally since none of the
theories [32, 38] incorporate a means to enforce the condition that the component implementation can only constrain its ports and no other variables
in the fixed set. This does not only mean that the second contribution of the
present paper is not derivable from the theories [31, 32, 34, 38, 42, 45, 46, 51–
53], but also something more fundamental; these theories consider a looser
notion of contract satisfiability where no conditions are enforced on the set
of ports that a component can or cannot constrain. Hence, these theories
do not capture the additional design conditions enforced on the component
as expressed by its set of ports, which is a fundamental principle in many
works, e.g. [37] and the present paper.
However, out of the theories [3–5, 33, 35–37, 39–41, 43, 44, 47–50, 54–57]
where ports1 are explicitly considered, none of these fully relax the limitation that assumptions and guarantees must be limited to component ports.
In fact, the work in [37] is the only theory that partially relaxes this limitation by allowing assumptions that extend outside of the set of ports of
1

A generalization of ports as defined in [3–5] is considered here where the concept of
ports encompasses not just variables, but also labels, as long as they both are in a structure,
e.g. a set, over which a component implementation is explicitly expressed. Hence, ports
characterize inputs, outputs, messages, events, signals, actions, etc.
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a component, but not guarantees. Thus, in contrast to [37], and also [3–
5, 33, 35–37, 39–41, 43, 44, 47–50, 54–57], the present paper allows both
assumptions and guarantees to be specified over ports that extend outside
of the set of ports of a component and, thus, fully relaxes the limitation that
contracts must be limited to component ports.
While none of the theories [3–5, 33, 35–37, 39–41, 43, 44, 47–50, 54–
57] fully relax the limitation that contracts must be limited to component
ports, it can be argued, considering the particular aspect of relaxing such a
limitation, that these theories could serve as equivalent formalisms to the one
in the present paper if the set of ports of a component are simply extended
to include any port of the environment. These additional ports could further
be labeled as ”environment ports” to distinguish them from those inherent
to the component. However, in addition to this, for these theories to serve
as equivalent formalisms to the one in the present paper, there would also
be a need to enforce the condition that the component implementation can
only constrain the subset of its ports that are not labeled as environment
ports. Notably, the theories [3–5, 33, 35–37, 39–41, 43, 44, 47–50, 54–57]
do not support a straightforward way to enforce such a condition since,
analogous to [32, 38], they do not incorporate a means to distinguish a port
that an implementation constrains from one that it does not in the set over
which the implementation is expressed. This can be contrasted with the
present paper where such a condition is enforced at the foundation of the
theory, influencing almost all definitions and theorems. Hence, considering
the particular aspect of relaxing the limitation that contracts must be limited
to component ports, it is clear that the theories [3–5, 33, 35–37, 39–41, 43,
44, 47–50, 54–57] do not serve as equivalent formalisms to the present paper
and can neither be trivially extended to serve as such.

Organization of Paper Based on a theoretical foundation in Section 2,
contracts are introduced in Section 3 along with the main contribution,
namely the derivation of the conditions (i) and (ii). The basis is a scenario
where a contract is used to outsource the development of a component. Considering the conditions (i) and (ii), Section 4 presents necessary restrictions
on the set of variables over which assumptions and guarantees are specified. Generalized definitions of consistency and compatibility of a contract
are established in Section 5 and Section 6 introduces contracts composition
structures as a means to structure a hierarchy of contracts to achieve compo-
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sitionality. Section 7 extends the related work in this section and Section 8
summarizes the paper and draws conclusions.

2

Assertions and Elements

This section establishes concepts for modeling a heterogeneous system and
its parts, and to be able to derive the contributions concerning contracts
and their properties as will be presented in Section 3, 4, 5 and 6. The concepts presented in this section mainly draws inspiration from the contract
theory [3–5] developed in the European research projects SPEEDS [6]. Similarities between the concepts presented in this section and the ones presented
in [3–5], as well as with other related work, are discussed briefly throughout
the section and in more detail in Section 7.

2.1

Assertions and Runs

Let X = {x1 , . . . , xN } be a non-empty set of variables. Consider a pair
(xi , ξi ) consisting of a variable xi and a trajectory ξi = {(t, xi (t))}t∈T of
values of xi over a time-window ∅ 6= T ⊆ R≥0 . For example, Figure 1a
shows a trajectory of values of the variable x1 . A set {(x1 , ξ1 ), . . . , (xN , ξN )}
of such pairs with trajectories over the same time-window T , is called a run
for X over T , denoted either ωX,T or simply ω. For example, a run can be a
trace [54, 59–61] or an execution as presented in [34]. As a more illustrative
example, a run ω{x1 ,x2 ,},T consisting of two pairs is shown in Figure 1b as
a solid line where the trajectories of the pairs are also shown as two dashed
lines. The trajectory of values of x1 is the trajectory shown in Figure 1a
and the other trajectory consists of values of variable x2 .
In the following, a universal set of variables Ξ will be assumed where
Ω will denote the set of all possible runs for Ξ over each time-window ∅ 6=
T ⊆ R≥0 . An assertion W is, a possibly empty, subset of Ω, i.e. W ⊆
Ω. This notion corresponds to similar definitions in theories [3–5, 14, 62].
However, these theories consider assertions as sets of runs for dissimilar sets
of variables local to the assertions, rather than sets of runs for a universal
set of variables as in the present paper. The choice of considering each run
in an assertion for a universal set of variables, i.e. the set Ξ, is inspired
by [32, 38] and allows to combine and compare assertions with the use of
regular set operations (e.g. ∪, ∩) and set relations (e.g. ⊆).
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y(t) = C + t2 /2

C
C
C
C
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=1
=0

t
x

x(t) = t
(c)

Figure 1. In (a), a trajectory of values of x1 is shown. In (b), a run
ω{x1 ,x2 },T is shown, consisting of two pairs containing the trajectory shown
in (a) and another trajectory of values of x2 . In (c), a subset of the runs
that are solutions to the differential equation dy = x(t), where x(t) = t are
dt
shown.

Note that rather than explicitly declaring its set of runs, an assertion can
be expressed through constraints, e.g. by equations, inequalities, or logical
formulas. For example, an assertion W0 expressed through the equation
u = v, is the set of all runs in Ω where u = v holds for each time point.
As a second example, consider that W00 is an assertion expressed through
the first order differential equation
dy
= x(t), where x(t) = t and t ∈ R≥0 .
dt
Hence, the assertion W00 is the set of all possible runs for Ξ over R≥0
where the runs are the solutions to the differential equation. Figure 1c shows
a subset of the solutions in the dimensions x, y, and t.
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As a third example of how an assertion can be expressed, consider that
W000 is an assertion expressed through the logic formula a(t) = 0 ∨ b(t) = 0
where t ∈ {0, 1, . . . , 10} and where both variables a and b take values from
{0, 1}. This means that the assertion W000 is the set of all possible runs for
Ξ over the discrete time-window {0, 1, . . . , 10} where, for each time-point t,
at least one of a and b has the value 0.
2.1.1

Projection of Assertions

Given an assertion W and a set of variables X, the projection [14, 31, 63]
of W onto X, written projX (W), is the set obtained when each pair that
does not contain a variable x ∈ X is removed from each run ωΞ,T in W, i.e.
projX (W) is equal to
{ωX,T |ωΞ,T ∈ W and ωX,T = {(x, ξ)|(x, ξ) ∈ ωΞ,T and x ∈ X}} .

(1)

Note that projX (∅) = ∅ and proj∅ (W 6= ∅) = {∅}.
Using notation of relational algebra [64], it holds that projX (W) =
Q
X (W). Furthermore, the relation (1) corresponds to the definition of projection in [14, 31], while [63] defines projection as an operation on a single
run instead of on a set of runs.
d (W) and is the
The extended projection of W onto X is denoted proj
X
assertion obtained if each run ωX,T in projX (W) is extended with all possible
runs for Ξ \ X over T . That is,

d (W) = {ω|ω ∈ Ω and projX ({ω}) ⊆ projX (W)} .
proj
X

(2)

d (W) = Ω since it holds that proj (W) is equal to {∅} and
Note that proj
∅
∅
proj∅ ({ω}) = {∅} for each ω ∈ Ω.
The type of operation used for extending projX (W) to the assertion
d
proj X (W) is called inverse projection in [14, 31]. Furthermore, if W is
expressed through a logical formula P , then the extended projection of W
onto Ξ \ {x1 , . . . , xN } corresponds to the notion of port elimination [3] or
variable hiding [65, 66] through existential quantification, i.e. ∃x1 , . . . , xN :
P.
As an example of projection and extended projection, consider an assertion expressed through the equation y = x, where the assertion will be
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y

y

Wy=x
proj{x} (Wy=x )
x

x

∀x0 ∈ Ξ \ {x, y}

∀x0 ∈ Ξ \ {x, y}

(a)

(b)

y

d
proj
{x} (Wy=x )

x
∀x0 ∈ Ξ \ {x, y}
(c)
Figure 2. In a), b), and c), an assertion Wy=x , its projection onto {x}, and
its extended projection onto {x} are shown, respectively.

denoted as Wy=x for convenience. The assertion Wy=x is shown in Figure 2a
where the x0 -axis can be the axis of any variable in Ξ \ {x, y} and where only
one single point in time is shown considering that y = x is independent of
time. The projection of Wy=x onto {x}, i.e. the set of runs proj{x} (Wy=x ),
is shown in Figure 2b. If each run ωΞ,T in proj{x} (Wy=x ) is extended with
all possible runs for Ξ \ {x} over T , the extended projection of Wy=x onto
{x} is obtained. This assertion is shown in Figure 2c and is in fact the
assertion Ω.
2.1.2

Variables Constrained by Assertions

As previously presented, assertions are sets of runs for the universal set of
variables Ξ. However, as can be seen in previous examples, assertions can
be expressed through constraints specified over a subset of Ξ. For example,
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the equation x = y, through which the assertion Wx=y shown in Figure 2a
is expressed, is specified simply over the set of variables {x, y}. For a given
assertion, this section introduces a concept that distinguishes such as set of
variables from the set of variables Ξ.
The concept of such a set is not presented in [3–5], but is, on the other
hand, an essential concept in the present paper. This difference between [3–
5] and the present paper can be explained by the fact that while each assertion consists of runs for the universal set of variables Ξ in the present
paper, an assertion consists of runs for a set of variables local to the assertion in [3–5]. Considering that the use-cases in [3–5] show the clear intent
that the set of local variables should be equal to the set of variables that
are necessary and sufficient to express the assertion, no distinction between
these two sets is required in [3–5]. In contrast, when considering assertions
as defined in the present paper, while the runs of an assertion are for Ξ,
the set of variables that are necessary and sufficient to express the assertion
will, in the generic case, be a proper subset of Ξ, e.g. as exemplified with the
assertion Wx=y . Thus, to be able to directly refer to the subset of Ξ where
this subset is necessary and sufficient to express an assertion, the concept
of the set of variables constrained by the assertion, is introduced.
Definition 1 (Variables Constrained by Assertion). A variable x is constrained by an assertion W if
d
proj
Ξ\{x} (W) 6= W .

Let XW denote the set of variables constrained by W.
Notably, in accordance with Definition 1, to find the set XW , i.e. the
set of variables constrained by W, there is a need to iterate through each
d
variable x ∈ Ξ to determine whether or not it holds that proj
Ξ\{x} (W) 6= W.
The following proposition provides an alternative approach for finding XW
without the need for iterating over Ξ.
Proposition 1. Given an assertion W, it holds that a set of variables X
is equal to XW if and only if each variable in X is constrained by W and
d (W) = W.
proj
X
The proof of Proposition 1 is found in Appendix I.
In accordance with Proposition 1, it holds that there exists a unique set
d (W) = W. This unique set
of variables X constrained by W such that proj
X
of variables is actually the set of variables XW constrained by W.
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As an example of how to use Proposition 1, consider the assertion Wx=y .
As shown in Figures 2a and 2c, the extended projection of Wy=x onto {x}
is not equal to Wy=x , but rather a proper superset. The same holds for the
extended projection of Wy=x onto {y}. This means that both the variables
in the set {x, y} are constrained by Wy=x . However, not only that, since the
d
equality proj
{x,y} (Wx=y ) = Wx=y implies, in accordance with Proposition 1,
that {x, y} is in fact also the set of variables constrained by Wy=x .

2.2

Elements

In this section, the concept of an element is introduced. Elements correspond to Heterogeneous Rich Components (HRCs) [4, 67, 68], as used in
the contract theory [3–5] of SPEEDS, in the sense that an element can
represent any part of a heterogeneous system in general, such as a SW or
physical part. However, an element can also serve as a connector, e.g. as
described in Modelica [17, 18], or as a functional or logical design entity
in general, e.g. as a SysML block [25]. The term element is in the present
paper chosen over the term component due to the fact that the concept of
elements also encompasses connectors, which are in Modelica [17, 18] and
in theories such as [37], treated as separate entities from components.
Definition 2 (Element). An element E is an ordered pair (X, B) where:
a) X is a non-empty set of variables, each called a port variable; and
b) B is an assertion, called the behavior of E and where the set of variables
constrained by B is a subset of X.
In the typical case, an element represents a real world entity where the
port variables represent tangible quantities of the entity from the perspective
of an external observer to the entity. The behavior of the element captures
the static and dynamic constraints that the entity imposes on the quantities,
independent of its surroundings.
Definition 2 is of a general type, which means that the conditions (a)
and (b) hold regardless of the domain, e.g. mechanical, SW, etc., that is
considered. However, in some domains, e.g. the SW domain, the set of port
variables X of an element (X, B) is typically partitioned into inputs X in and
outputs X out . In accordance with [3, 5], the partitioning of X into inputs
and outputs enforces an additional condition on the behavior B, namely that
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Epot
h

vref

vbranch
vgnd

Figure 3. An element Epot = (Xpot , Bpot ), representing a potentiometer.

d
B is receptive to X in , i.e. that proj
Xin (B) is the set of all possible runs for
in
X over each time-window in {T |ωΞ,T ∈ B}.
As an illustrative example of an element, let Epot = (Xpot , Bpot ) be an
element representing a potentiometer. The element and its port variables are
shown in Figure 3 as a rectangle filled with gray and boxes on the edges of the
rectangle, respectively. The port variables vref , vbranch , and vgnd represent
the reference, branch, and ground voltages, respectively. Furthermore, h
represents the position (0 − 100%) of the ’slider’ that moves over the resistor
and branches the circuit. Given a representation where it is assumed that
the branched circuit is connected to a resistance that is significantly larger
than the resistance of the potentiometer, the behavior Bpot can be expressed
v
−vgnd
through the equation h = branch
vref −vgnd .

2.3

Composition of Elements

This section describes how a set of elements {E1 , . . . , EN } can be combined
into a single element E - a composition of {E1 , . . . , EN }. In accordance
with [3–5], the underlying principle is to combine individual behaviors using
intersection where the sharing of port variables between elements captures
the interaction points between the elements. Sharing of port variables is
also used in e.g. [56].
Prior to presenting a formal definition of composition of a set of elements,
the concept is introduced by considering a set of elements representing the
parts of a ”Level Meter system” (LM-system) as shown in Figure 4. The LMsystem ELM sys consists of a tank Etank and an electric-system EEsys , which
further consists of the potentiometer Epot shown in Figure 3, a battery Ebat ,
and a level meter ElM eter . The sharing of a port variable between elements
is shown as either by a line connecting two or more boxes corresponding to
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ELM sys
EEsys
Ebat
vgnd

Etank

l

vref
f

h

Epot

ElM eter

vbranch

Figure 4. A set of elements representing a ”Level Meter system” and its
parts.

the same port variable or by the appearance of the same box on edges of
several rectangles.
In the LM-system, the slider h is connected to a ”floater”, trailing the
level f in the tank. In this way, the potentiometer Epot is used as a level
sensor to estimate the level in the tank. The estimated level is presented by
the level meter ElM eter where l denotes the presented level.
The behaviors Bbat , BlM eter , and Btank of Ebat , ElM eter , and Etank are exv
−vgnd
, and h = f ,
pressed through the equations vref − vgnd = 5V , l = branch
5V
respectively. The intersection B0LM sys = Bbat ∩ BLmeter ∩ Btank ∩ Bpot captures the combined constraints expressed by the behaviors of Ebat , ElM eter ,
Etank , and Epot . The assertion B0LM sys is also the behavior of an ele0
0
ment (XLM
sys , BLM sys ), called the composition of {Ebat , ElM eter , Etank , Epot }
0
where XLM
sys = Xbat ∪ XLmeter ∪ Xtank ∪ Xpot .
While B0LM sys captures the combined constraints expressed by the behaviors of Ebat , ElM eter , and Etank , and Epot , the set of port variables that
is constrained by the assertion B0LM sys is a proper superset of the set of
port variables XLM sys = {f, l} of ELM sys as shown in Figure 4. In accordance with Definition 2, this means that B0LM sys cannot be the behavior of
ELM sys . The behavior BLM sys of ELM sys is instead the extended projection
of B0LM sys onto {f, l}, which, in accordance with the relation (2), means that
BLM sys can be expressed through the equation l = f . The element ELM sys is
also called the composition of {Ebat , ElM eter , Etank , Epot } onto XLM sys . The
element EEsys is the composition of {Ebat , ElM eter , Epot } onto XEsys = {h, l}.
Now that the concept of element composition has been introduced, the
formal definition follows.
Definition 3 (Composition of Elements (onto a Set of Variables)). The
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composition of a set of elements {(X1 , B1 ), . . . , (XN , BN )} onto a non-empty
S
d (TN Bi )). In the case where
set X ⊆ N
Xi , is the element (X, proj
X
i=1
i=1
S
X= N
i=1 Xi , the composition of {(X1 , B1 ), . . . , (XN , BN )} onto X, is simply
called the composition of {(X1 , B1 ), . . . , (XN , BN )}.
In accordance with Definition 3 and as previously indicated, in the case
S
where X = N
i=1 Xi , the composition of {(X1 , B1 ), . . . , (XN , BN )} onto X,
is simply called the composition of {(X1 , B1 ), . . . , (XN , BN )}. This case is
in accordance with the definition of composition of HRCs in [3–5].
S
In the case where X ⊂ N
i=1 Xi , Definition 3 combines composition as
defined in [3–5] with port elimination [3], also called variable hiding [65,
66]. As shown in the example in Figure 4, this case allows representing
hierarchical systems. For example, in [69], the overall concept of elements
and how they compose were used for representing C-programs as architecture
models.
Given a set of elements E, the environment of an element E ∈ E, denoted
EEnvE (E) , is the composition of E \ {E}. As an example of the environment
of an element, given a subset ELM sys = {Ebat , Etank , Epot , ElM eter } of the
elements shown in Figure 4, the environment EEnvE
(ElM eter ) of ElM eter
LM sys
is the composition of {Ebat , Etank , Epot }.

3

Conditions of Contracts for Separating
Responsibilities

Based on the concepts presented in Section 2, this section introduces the
concept of a contract containing assumptions and a guarantee, and also
conditions that ensure that the guarantee is fulfilled.

3.1

Contracts

As mentioned in Section 1, the notion of contracts was first introduced in [1]
as a pair of pre and post-conditions [2] to be used in formal specification
of SW interfaces. In the recent contract theory [3–5], developed within
SPEEDS [6], the use of contracts is extended from formal specification of
SW to serving as a central philosophy in systems engineering to support the
design of heterogeneous systems. One of the key challenges that triggered
the extension of contracts is the increasingly complex development environ-
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ment of heterogeneous systems, characterized by distributed OEM (Original
Equipment Manufacturer)/supplier chains [3].
In the context of an OEM/supplier chain, in order for a global intended
property to be fulfilled by a composition of a set of elements, the OEM
needs to distribute the responsibilities of fulfilling local properties between
different elements that are to be integrated into the composition. Considering that these elements are to be developed by different suppliers, clearly
defined interfaces and the separation of responsibilities between the different
elements are paramount in order to support seamless integration. A contract addresses such concerns by assigning the responsibility that a certain
property is fulfilled, to an element in the form of a guarantee, given that
certain assumptions are fulfilled - a responsibility of the environment of the
element.
Although the discussion above focuses on the use of contracts for managing the complexity of OEM/supplier chains, the discussion can be generalized and is equally valid for any design context where clear separations of
responsibilities are desired.
A contract ({Ai }N
i=1 , G, X) is a specification for an element E with a set
of port variables X, expressing the intent that the behavior of the element
is such that the guarantee G is fulfilled, given a set of elements containing
E where its environment fulfills the assumptions in {Ai }N
i=1 .
Definition 4 (Contract). A contract C is a tuple (A , G, X), where
i) G is an assertion, called guarantee;
ii) A is a set of assertions {Ai }N
i=1 where each Ai is called an assumption;
and
iii) X is a set of variables.
For the sake of readability, let AA = N
j=1 Ai .
As an illustrative example of a contract, let ({AlM eter }, GlM eter , XlM eter )
be a contract ClM eter where the set of port variables constrained by AlM eter
and GlM eter are shown as dashed lines in Figure 5. The guarantee GlM eter ,
specified by the equation l = f , expresses the intent that the indicated level,
displayed by the meter, corresponds to the level in the tank. In the context
of the set of elements ELM sys = {Ebat , Etank , Epot , ElM eter }, the responsibility
that the guarantee GlM eter is fulfilled, is assigned to ElM eter , but only if the
voltage measured between vbranch and vgnd maps to a specific level in the
T
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GlM eter
AlM eter
Etank

Ebat

ELM sys
EEsys
vgnd

ElM eter
l

vref
f

h

Epot

vbranch

Figure 5. A set of elements representing a ”Level Meter system” and its
parts, and a contract ClM eter = ({AlM eter }, GlM eter , XlM eter ).

tank, i.e. only if the environment EEnvE

(ElM eter )
LM sys
vbranch −vgnd
.
5V

fulfills the assumption

AlM eter , specified by the equation f =
In general assume-guarantee theories [3, 4, 33, 35–37, 39–41, 43, 44, 47–
50, 54–57] where ports are explicit, the contract ClM eter is not supported
since the assumption AlM eter and the guarantee GlM eter are not specified only
over the set of ports of ElM eter , i.e. over the voltage connections vbranch and
vgnd , and the indicated level l. In contrast to these theories, the present paper supports specifying a contract for ElM eter where the assumption AlM eter
and the guarantee GlM eter constrain port variables that are not in the set of
port variables of ElM eter as exemplified in Figure 5.
The contract ClM eter can for example be used in a scenario where an
OEM develops the ElM eter in-house while the development of the elements
Ebat , Epot , and Etank are outsourced to suppliers. The responsibility that the
overall intended functionality of the LM-system, as expressed by GlM eter , is
fulfilled, is assigned to ElM eter , meaning that the OEM does not only need
to ensure the development of ElM eter , but also its successful integration with
the elements Ebat , Etank , and Epot into the composition of ELM sys that fulfills GlM eter . A successful integration of the elements can be ensured by the
OEM, given that the assumption AlM eter is fulfilled. This is a responsibility of the environment EEnvE
(ElM eter ) that is to be developed by the
LM sys
suppliers.
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Conditions on Element and Environment

Given a set of elements E and a contract (A , G, X) for an element E =
(X, B) ∈ E, this section proposes the following respective conditions on the
element E and on its environment EEnvE (E) :
i) AA ∩ B ⊆ G and AA ∩ G ⊆ B; and
ii) BEnvE (E) ⊆ AA and BEnvE (E) ∩ G 6= ∅.
As will be shown in this section, these conditions ensure that the guarantee is fulfilled, which can expressed as
BEnvE (E) ∩ B ⊆ G .

(3)

In fact, not only that, but the condition (i) on the element E actually
ensures that the relation BEnvE (E) ∩ B ⊆ G holds for each set of elements
where the environment of E is such that the condition (ii) holds. Furthermore, the conditions (i) and (ii) also ensure that the trivial solution where
BEnvE (E) ∩ B = ∅, is avoided. That is, these conditions actually ensure that
the guarantee is non-trivially fulfilled, i.e. that it holds that
∅=
6 BEnvE (E) ∩ B ⊆ G .

(4)

In contrast to [3–5] where the trivial solution BEnvE (E) ∩ B = ∅ is avoided
only in the specific case where the set of ports X is partitioned into inputs
and outputs, the conditions that will presented in this section, are applicable
in general. This includes the case where the assumptions and the guarantee
are not limited to constraining port variables in X; a case that is prohibited
in [3–5].
In order to get a better understanding of when the conditions (i) and (ii)
are needed, a scenario in the context of an OEM/supplier chain as previously
presented, is examined. In the scenario, a contract C = (A , G, X) is used
to outsource the development of an element E = (X, B). Specifically, the
scenario can be described in three phases:
I) a contract C is handed from the OEM to a supplier;
II) the supplier develops an element E = (X, B) that is handed to the
OEM; and
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III) the OEM integrates the element E with a set of elements {Ei }N
i=1 into
the composition of E = {E} ∪ {Ei }N
.
i=1
As expressed in the phases (I-II), the development of the element E is
guided only by the information available in the contract C , i.e. without
access to the environment EEnvE (E) of E. Therefore, in order for the composition of E in the phase (III) to be such that the relation (4) holds with
respect to C , conditions must be enforced on the element E such that the
relation (4) holds not just for the set E, but rather for each set of elements
containing E where the environment is such that certain conditions hold.
As will be shown in the following sections, the conditions (i) and (ii) are,
in fact, instantiations of such conditions. The subset of the conditions (i)
and (ii) that ensure that the relation BEnvE (E) ∩ B ⊆ G holds will first be
derived in Section 3.2.1, followed by the remaining subset that ensure that
also the relation ∅ =
6 BEnvE (E) ∩ B holds in Section 3.2.2.
3.2.1

Conditions Ensuring Guarantee is Fulfilled

As previously mentioned, in the context of E, the responsibility that the
guarantee is fulfilled, is assigned to E, given that the environment of E
fulfills the assumptions. This means that it must hold that
BEnvE (E) ⊆ AA .

(5)

Supposing that the relation (5) holds, it follows that the relation (3) holds
if
AA ∩ B ⊆ G .

(6)

Note that if A = ∅, then the relation (6) simplifies to B ⊆ G. The condition (6) on the element has previously been identified in e.g. [3–5, 31, 32, 62].
The relation (6) is a sufficient, but not necessary condition for the relation (3) to hold considering a specific set of elements where the environment
is such that the relation (5) holds. As expressed in the following proposition,
the relation (6) is also a necessary condition in order for the relation (3) to
hold for each set of elements where the environment is such that the relation (5) holds.
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Proposition 2. Consider a contract C = (A , G, X) and an element E =
(X, B). It holds that AA ∩ B ⊆ G, if and only if BEnvE (E) ∩ B ⊆ G for each
set of elements E 3 E where BEnvE (E) ⊆ AA .
Proof. Consider a contract C = (A , G, X) and an element E = (X, B).
For the if-only case, assume that AA ∩ B ⊆ G. Consider an arbitrary
set of elements E 3 E where it holds that BEnvE (E) ⊆ AA . The relations
AA ∩ B ⊆ G and BEnvE (E) ⊆ AA imply that BEnvE (E) ∩ B ⊆ G. Since E was
chosen arbitrarily, it means that the relation BEnvE (E) ∩ B ⊆ G also holds for
each set of elements E 3 E where it holds that BEnvE (E) ⊆ AA .
For the if case, assume that the relation BEnvE (E) ∩ B ⊆ G holds for each
set of elements E 3 E where BEnvE (E) ⊆ AA . Assume that AA ∩ B 6⊆ G,
which will be shown to lead to a contradiction. Assume a set of elements
E 3 E where BEnvE (E) = AA , which means that it follows that AA ∩ B =
BEnvE (E) ∩ B ⊆ G. This contradicts the fact that AA ∩ B 6⊆ G, which means
that it must rather hold that AA ∩ B ⊆ G, which concludes the proof.
Proposition 2 expresses that the relation (6) on the element E is a necessary and sufficient condition in order to obtain an element and its environment in the phase (III) such that the relation (3) holds in general, given that
the relation (5) on the environment holds. However, the relation (3) trivially
holds if the behavior of the composition of the element and the environment
is empty, which would imply that the relation (4) does not hold. Therefore, the relation (4) does not follow from the relations (5) and (6), which
means that additional conditions must be imposed on the environment and
on the element in order to ensure that the trivial solution is avoided. In the
following, these conditions will be examined.
3.2.2

Conditions Ensuring Non-Triviality

Consider a contract C = (A , G, X) and an element E = (X, B), and assume
a set of elements E containing E such that its environment is such that
BEnvE (E) ∩ G = ∅. Notably, if the behavior of the composition of the element
and its environment is non-empty, i.e. if BEnvE (E) ∩B 6= ∅, then it must follow
that BEnvE (E) ∩ B 6⊆ G since none of the runs in BEnvE (E) are in G. Hence,
in order for the relation (4) to hold, the environment must be such that
BEnvE (E) ∩ G 6= ∅. This insight is summarized in the following proposition.
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Proposition 3. Consider a contract C = (A , G, X) and a set of elements
E containing an element E = (X, B). It holds that BEnvE (E) ∩ G 6= ∅ if
∅=
6 BEnvE (E) ∩ B ⊆ G.
Proof. Consider a contract C = (A , G, X) and a set of elements E containing
an element E = (X, B). Assume that ∅ 6= BEnvE (E) ∩ B ⊆ G. Intersecting
both sides of this relation with BEnvE (E) , yields ∅ =
6 BEnvE (E) ∩BEnvE (E) ∩B ⊆
BEnvE (E) ∩ G. This implies that BEnvE (E) ∩ G 6= ∅.
Now that the necessary condition BEnvE (E) ∩G 6= ∅ on the environment of
E has been identified in order for the relation (4) to hold, a complementary
sufficient condition on the element E is examined in order to ensure that the
relation (4) holds.
Consider that the relation AA ∩ B ⊆ G on the element E holds. As
shown in the Venn diagram in Figure 6a, if it holds that BEnvE (E) ⊆ AA and
BEnvE (E) ∩G 6= ∅, it is possible that the relation (4) holds. However, as shown
in Figure 6b, this is not true for all cases. In fact, since BEnvE (E) ∩ G can
simply consist of one run, and this run can possibly be any run in AA ∩ G,
in order to ensure that BEnvE (E) ∩ B 6= ∅, it must hold that AA ∩ G ⊆ B as
shown in Figure 6c.
These insights are now summarized in the following theorem.
Theorem 1. Consider a contract C = (A , G, X) and an element E = (X, B)
where AA ∩ B ⊆ G. It holds that
AA ∩ G ⊆ B,
if and only if ∅ =
6 B ∩ BEnvE (E) ⊆ G for each set of elements E containing E
where BEnvE (E) ∩ G 6= ∅ and BEnvE (E) ⊆ AA .
To clarify Theorem 1, by using quantifiers, Theorem 1 can also be expressed as: given a contract C = (A , G, X) and an element E = (X, B)
where AA ∩ B ⊆ G, it holds that
AA ∩ G ⊆ B ⇐⇒
(∀E 3 E : ((BEnvE (E) ∩ G 6= ∅ ∧ BEnvE (E) ⊆ AA ) =⇒ ∅ =
6 B ∩ BEnvE (E) ⊆ G)) .
Proof. Consider a contract C = (A , G, X) and an element E = (X, B) such
that AA ∩ B ⊆ G.
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BEnvE (E)

B

G

G
BEnvE (E)

(a)

(b)
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AA
BEnvE (E)
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(c)
Figure 6. The Venn diagram in (a) shows a case where it holds that
∅ 6= BEnvE (E) ∩ B ⊆ G and (b) shows a case where this does not hold. In (c),
a Venn diagram is shown where it holds that ∅ 6= BEnvE (E) ∩ B ⊆ G for each
set E where BEnvE (E) ⊆ AA and BEnvE (E) ∩ G 6= ∅.

For the if-only part, assume that AA ∩ G ⊆ B. Furthermore, consider a
set of elements E containing E where BEnvE (E) ⊆ AA and BEnvE (E) ∩ G 6= ∅.
The relations AA ∩ G ⊆ B and BEnvE (E) ⊆ AA imply that BEnvE (E) ∩ G ⊆ B.
This and the fact that BEnvE (E) ∩ G 6= ∅ imply that ∅ 6= BEnvE (E) ∩ G ⊆ B.
Intersecting both sides of this relation with BEnvE (E) , yields ∅ 6= BEnvE (E) ∩
BEnvE (E) ∩ G ⊆ BEnvE (E) ∩ B. This implies that BEnvA (E) ∩ B 6= ∅. This and
since the relations AA ∩B ⊆ G and BEnvE (E) ⊆ AA imply that BEnvE (E) ∩B ⊆
G, it can be concluded that ∅ =
6 B ∩ BEnvE (E) ⊆ G. Considering that E was
chosen arbitrarily, it follows that the relation ∅ =
6 B ∩ BEnvE (E) ⊆ G also
holds for each set of elements E containing E where BEnvE (E) ⊆ AA and
BEnvE (E) ∩ G 6= ∅. This completes the if-only part of the proof.
For the if part, assume that for each set of elements E containing E where
BEnvE (E) ⊆ AA and BEnvE (E) ∩ G 6= ∅, it follows that ∅ =
6 B ∩ BEnvE (E) ⊆ G.
Assume that AA ∩ G 6⊆ B, which will be shown to lead to a contradiction.
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This means that there exists a run ω such that ω ∈ AA ∩ G and ω ∈
/ B.
Furthermore, assume that there exists a set of elements E containing E
where BEnvE (E) = {ω}. This and the fact that ω ∈ AA ∩ G imply that both
the relations BEnvE (E) ⊆ AA and BEnvE (E) ∩ G 6= ∅ hold. As was assumed,
this means that it follows that ∅ =
6 BEnvE (E) ∩ B ⊆ G. However, this is a
contradiction since the fact that ω ∈
/ B implies that BEnvE (E) ∩ B = ∅. It
follows that AA ∩ G 6⊆ B cannot be true, which means that it must hold that
AA ∩ G ⊆ B, which concludes the proof.
Given that the relation AA ∩ B ⊆ G on the element E holds, Theorem 1
expresses a necessary and sufficient condition on the element E such that,
for each set of elements E 3 E where BEnvE (E) ⊆ AA and BEnvE (E) ∩ G 6= ∅,
it holds that the composition of E non-trivially fulfills G. The condition
expressed in Theorem 1 holds regardless of the considered domain, e.g. SW,
electrical, mechanical, etc, and does not require the set of port variables of
the element to be partitioned into inputs and outputs.
Theorem 1 quantifies over sets of elements, and, thus, also over various
environments of the element E. To clarify the respective conditions on the
element E and its environment EEnvE (E) in a specific set of elements, the
following corollary simplifies Theorem 1 by removing the quantification over
sets of elements.
Corollary 1. Given a contract C = (A , G, X) and a set of elements E
containing an element E = (X, B), it holds that ∅ =
6 B ∩ BEnvE (E) ⊆ G if both
the following conditions hold:
i) the element E is such that
AA ∩ B ⊆ G, and

(7)

AA ∩ G ⊆ B;

(8)

ii) the environment EEnvE (E) of E is such that
BEnvE (E) ⊆ AA , and
BEnvE (E) ∩ G 6= ∅ .
Proof. Trivially follows from Theorem 1.

(9)
(10)
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In the context of the scenario presented in the beginning of this section,
Corollary 1 specifies the conditions that the OEM and the supplier need to
meet in order to ensure that the integration of E with the elements in {Ei }N
i=1
in the phase (III) results in that the guarantee is non-trivially fulfilled by
the composition of {E} ∪ {Ei }N
i=1 , i.e. that the relation (4) holds.
Given that the relation (9) holds, the relations (8) and (10) are sufficient
conditions to ensure that the trivial solution B ∩ BEnvE (E) = ∅ to the relation (3) is avoided. The relations (8) and (10) are also necessary to ensure
that B ∩ BEnvE (E) 6= ∅ holds in a general context such as the OEM/supplier chain, but in fact not necessary for the case when E and the elements
in {Ei }N
i=1 are not developed in isolation from each other. An example of
such a case is when both the element E and the elements in {Ei }N
i=1 are
developed within the same company. Due to the fact that the team that
develops E has full access to the elements in {Ei }N
i=1 , the non-trivial solution
B ∩ BEnvE (E) 6= ∅ is avoided by composing the elements in a trial-and-error
fashion, relying on the expertise of the in-house development teams to make
small modifications to the behaviors when needed. Therefore, in order for
the relation (4) to hold in such a context, it is sufficient that the respective
relations (7) and (9) on the element and the environment hold.
As a conclusion to this section, it is examined whether the element
ElM eter and its environment EEnvE
(ElM eter ) in the context of the set
LM sys
of elements ELM sys = {Ebat , Etank , Epot , ElM eter } shown in Figure 4 are such
that the respective conditions (i) and (ii) of Corollary 1 holds with respect
to the contract ClM eter shown in Figure 5. As expressed in the condition (i)
of Corollary 1, it must hold that
AlM eter ∩ BlM eter ⊆ GlM eter , and

(11)

AlM eter ∩ GlM eter ⊆ BlM eter .

(12)

Furthermore, as expressed in the condition (ii) of Corollary 1, it must
hold that
BEnvE

(ElM eter )

⊆ AlM eter , and

(13)

BEnvE

(ElM eter )

∩ GlM eter 6= ∅ .

(14)

LM sys
LM sys

By applying the operation of intersection, AlM eter ∩ BLmeter yields an assertion specified by the equations f = (vbranch − vgnd )/5V and l = (vbranch −
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vgnd )/5V . Due to the fact that the equation f = l, which specifies GlM eter ,
can be obtained by combining the equations specifying AlM eter ∩ BLmeter ,
the relation (11) holds. Furthermore, since AlM eter ∩ GlM eter is an assertion
specified by the equations l = f and f = (vbranch − vgnd )/5V , which can be
combined into the equation l = (vbranch − vgnd )/5V that specifies BlM eter ,
the relation (12) also holds.
In accordance with Section 2.3, the behavior of EnvALM sys (ElM eter ) is
the intersection of the behaviors of Etank , EEsys , and Epot , which are specified by the equations f = h, h = (vbranch − vgnd )/(vbranch − vgnd ), and
vbranch − vgnd = 5V . Due to the fact that the equation f = (vbranch −
vgnd )/5V can be obtained by combining these equations, the relation (13)
holds. Furthermore, since BEnvE
(ElM eter ) does not constrain l, it holds
LM sys
that BEnvE
(ElM eter ) ∩GlM eter is non-empty. Hence, the relation (14) also
LM sys
holds.
Considering that the relations (11)-(14) hold, Corollary 1 implies that
the guarantee GlM eter is non-trivially fulfilled by the composition of ELM sys .

4

Scoping Conditions for Specifying Contracts

Section 3 presented conditions on an element and its environment where
the conditions ensure that the guarantee of a given contract is non-trivially
fulfilled. Previous general assume-guarantee theories [3, 4, 33, 35–37, 39–41,
43, 44, 47–50, 54–57] that explicitly consider ports, do not allow guarantees
and assumptions to be specified over ports that are not in the set of ports of
an element. This means that the present paper is strictly more expressive
than previous assume-guarantee theories with respect to how a contract can
be specified. However, the increased expressiveness is not unlimited since
there are necessary restrictions on the set of port variables constrained by
the assumptions and the guarantee of a contract in order for an element and
its environment to be such that the conditions (i) and (ii) of Corollary 1
hold. Therefore, to facilitate the specification of contracts in practice, this
section introduces conditions, called scoping conditions, which ensure that
these restrictions are not violated without limiting expressiveness.
In order to introduce and motivate these scoping conditions, a definition
and two propositions, will first be presented. The definition, which now
follows, characterizes a necessary condition in order for conditions (i) and
(ii) of Corollary 1 to hold.
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Definition 5. An assertion W restricts a variable x if W constrains x and
there does not exist an assertion W0 where x ∈
/ XW0 and ∅ =
6 W0 ⊆ W.
In accordance with Definition 5, if an assertion W restricts x, then it is
necessary for an assertion W0 to constrain x in order for W0 to non-trivially
fulfill W.
As a first example, the guarantee GEsys , expressed through the equation
l = f , restricts both l and f . Consider an architecture containing an element
E where B ∩ BEnvE (E) does not constrain both l and f . In accordance with
Definition 5, it does not hold that ∅ =
6 B ∩ BEnvE (E) ⊆ GEsys . Formulated
differently, the fact that GEsys restricts a port variable that is not constrained
by B ∩ BEnvE (E) , means both the conditions (i) and (ii) of Corollary 1 will
not hold for E and EnvE (E), respectively.
In the first example, the port variables constrained by GEsys are also the
port variables it restricts; however, in general, an assertion can constrain
a port variable without restricting it. As a second example, consider an
assertion Wx>0⇒y=0 expressed through the logical formula x > 0 ⇒ y = 0.
The assertion Wx>0⇒y=0 constrains y, but it does not restrict it since in the
case of e.g. an assertion Wx=0 expressed through the equation x = 0, it does
indeed hold that ∅ =
6 Wx=0 ⊆ Wx>0⇒y=0 despite the fact that Wx=0 does
not constrain y.
As shown in the second example, under the conditions that an assertion
W constrains a variable x, but does not restrict it, then it is possible that
there exists a case where another assertion W00 does not constrain x, but
where it still holds that ∅ 6= W00 ⊆ W. As will be shown in the following
proposition, under such conditions, it holds that there exists another assertion W0 that does not constrain x, but where ∅ =
6 W00 ⊆ W0 holds regardless
of the specific runs that are in W00 . This means that if the intent is that W is
to specify an assertion that is to non-trivially fulfill W and not constrain x,
then it is possible to replace W with the assertion W0 that does not constrain
x, but that still specifies the exact same assertions.
Proposition 4. Given a set of variables X and an assertion W, there exists
an assertion W0 where XW0 ⊆ X such that for each assertion W00 where
XW00 ⊆ X, it holds that
∅=
6 W00 ⊆ W0 if and only if ∅ =
6 W00 ⊆ W .
Lemma 1. Given two assertions W and W0 where W ∪ W0 6= ∅, it holds that
XW∪W0 ⊆ XW ∪ XW0 .
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The proof of Lemma 1 is found in Appendix I. The proof of Proposition 4
follows.
Proof. Assume that W0 is the union of each assertion W00 where XW00 ⊆ X
and ∅ =
6 W00 ⊆ W. The rest of the proof trivially follows from Lemma 1.
Note that in order for there to exist an assertion W00 where XW00 ⊆ X and
∅ 6= W00 ⊆ W, in accordance with Definition 5, it is necessary that W does
not restrict variables that are not in X.
Given the previously presented assertion Wx>0⇒y=0 and the set {x}. In
accordance with Proposition 4, there exists an assertion W0 where XW0 ⊆
{x} such that for each assertion W00 where XW00 ⊆ {x}, it holds that ∅ =
6
W00 ⊆ Wx>0⇒y=0 if and only if ∅ =
6 W00 ⊆ W0 . For example, W0 can be
expressed through the inequality x ≤ 0.
Proposition 5. Given two assertions W and W0 where W ∩ W0 6= ∅, it holds
that XW∩W0 ⊆ XW ∪ XW0 .
The proof of Proposition 5 is found in Appendix I.
Definition 5 and Propositions 4 and 5 will now be applied on two examples to motivate the need and the basis for the scoping rules that will be
proposed for specifying contracts. In the following two examples, the considered use case is to establish that the guarantee of a contract is non-trivially
fulfilled in a set of elements containing an element with a set of port variables XEsys and where Xtank is the set of port variables of the environment
of this element.
What will be shown in the two examples is that, regardless of the specific
runs in the assumptions and guarantee of a contract, it is indeed necessary
that the assumptions and guarantee do not restrict variables in XEsys ∪Xtank
in order for the condition (i) and (ii) of Corollary 1 to hold. Furthermore,
it will also be shown that if the assumptions and guarantee constrain port
variables in XEsys ∪ Xtank without restricting them, then the assumptions
and guarantee can be reformulated to constrain a subset of XEsys ∪Xtank and
still specify the exact same element and environment behaviors constraining
a subset of XEsys and Xtank , respectively.
Example 1a. Consider Figure 7a that shows a contract
0
CEsys
= ({A0Esys }, G0Esys , XEsys ) .
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Assume that the conditions (i) and (ii) of Corollary 1 hold respectively
0
for EEsys and Etank with respect to CEsys
. From the condition (ii), it follows
0
that ∅ =
6 Btank ⊆ AEsys . As shown in Figure 7a, the port variable vgnd
is constrained by A0Esys , but vgnd is not a port variable of Etank , i.e. the
environment of EEsys . In accordance with Definition 2, this means that vgnd
is not constrained by Btank . This means, in accordance with Definition 5
and considering that ∅ =
6 Btank ⊆ A0Esys , that A0Esys does not restrict vgnd .
That is, the fact that the condition (ii) holds, implies that A0Esys does not
restrict vgnd .
Furthermore, considering Xtank as given, in accordance with Proposition 4, there exists an assertion Anew
Esys that constrains a subset of Xtank and
where, for each element (Xtank , B0tank ), it holds that ∅ 6= B0tank ⊆ A0Esys if
and only if ∅ =
6 B0tank ⊆ Anew
Esys .
This example shows that it is necessary that the assumption AA does
not restrict any port variable that is not in XEnvE (E) . Furthermore, if AA
does constrain a port variable x ∈
/ XEnvE (E) without restricting it, then it
0
is possible to replace AEsys with an assertion Anew
Esys that does not constrain
x, but that still specifies the exact same behaviors constraining a subset of
Xtank .
0
Example 1b. In Figure 7a, a contract CEsys
= ({A0Esys }, G0Esys , XEsys ) is
shown.
Similar to Example 1a, assume that the conditions (i) and (ii) of Corol00
lary 1 hold respectively for EEsys and Etank with respect to CEsys
. The
00
00
conditions (i) and (ii) imply that ∅ 6= AEsys ∩ BEsys ⊆ GEsys . As shown in
Figure 7b, the port variable vgnd is constrained by G00Esys , but vgnd is not a
port variable of EEsys . This and considering that vgnd ∈
/ XA00Esys imply, in
accordance with Definition 2 and Proposition 5, that vgnd is not constrained
by A00Esys ∩ BEsys . It follows, in accordance with Definition 5 and considering
that ∅ =
6 A00Esys ∩ BEsys ⊆ G00Esys , that G00Esys does not restrict vgnd . That
is, the fact that the condition (i) and (ii) hold, implies that G00Esys does not
restrict vgnd .
In addition, considering the set XA00Esys ∪ XEsys as given, in accordance
with Propositions 4 and 5, there exists an assertion Gnew
Esys that constrains
a subset of XA00Esys ∪ XEsys and where, for each element (XEsys , B0Esys ), it
holds that ∅ 6= A00Esys ∩ B0Esys ⊆ G00Esys if and only if ∅ 6= A00Esys ∩ B0Esys ⊆
00
Gnew
Esys . That is, similar to Example 1a, it is possible to replace GEsys with
new
an assertion GEsys that does not constrain vgnd , but that still specifies the
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G0Esys

A0Esys

ELM sys
EEsys ElM eter
Ebat
vgnd

Etank

l

vref
f

h

vbranch

Epot
(a)

A00Esys

G00Esys
ELM sys
EEsys
Ebat
vgnd

Etank

l

vref
f

h

ElM eter

vbranch

Epot
(b)

Figure 7. In a) and b), two respective contracts ({A0Esys }, G0Esys , XEsys )
and ({A00Esys }, G00Esys , XEsys ) are shown where none of them are scopecompliant with respect to Xtank .

exact same behaviors constraining a subset of XA00Esys ∪ XEsys .
Consider a contract (A , G, X) and a set of port variables XEnvE (E) . As
expressed in Example 1a, in order for the condition (ii) of Corollary 1 to
hold for an element (XEnvE (E) , BEnvE (E) ), it is necessary that the assumption
AA does not restrict any port variable that is not in XEnvE (E) . Similarly,
as expressed in Example 1b, in order for the condition (i) of Corollary 1 to
hold for an element (X, B), it is necessary that the guarantee G does not
restrict any port variable that is not in X ∪ XAA .
Furthermore, consider that AA and G constrain port variables that are
not in the respective sets XEnvE (E) and X ∪XAA , but where AA and G do not
restrict these port variables. As indicated in Examples 1a and 1b, in such a
case, it is, in fact, redundant to constrain such port variables. That is, the
examples indicate that AA and G could be reformulated to not constrain such
port variables and yet specify the same element and environment behavior.
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These indications are formalized in the following theorem.
Theorem 2. Consider a contract (A , G, X) and set of variables XEnvE (E) .
It holds that there exists a contract (A 0 , G0 , X) where:
a) XAA 0 ⊆ XEnvE (E) ; and
b) XG0 ⊆ XEnvE (E) ∪ X
such that for each set of elements containing an element (X, B) and where
the pair (XEnvE (E) , BEnvE (E) ) is the environment of (X, B), it holds that:
i’) AA 0 ∩ B ⊆ G0 and AA 0 ∩ G0 ⊆ B, and
ii’) BEnvE (E) ⊆ AA 0 and BEnvE (E) ∩ G0 6= ∅,
if and only if
i) AA ∩ B ⊆ G and AA ∩ G ⊆ B, and
ii) BEnvE (E) ⊆ AA and BEnvE (E) ∩ G 6= ∅.
The proof of Theorem 2 is found in Appendix I.
Consider the task of specifying a contract (A , G, X) with the intent that
the condition (i) and (ii) are to hold respectively for an element (X, B) and
its environment (XEnvE (E) , BEnvE (E) ) in a set of elements. As expressed in
Theorem 2, for such a task, it is sufficient to only allow contracts to be specified in accordance with the conditions (a) and (b); that is, no expressiveness
is lost by only allowing such contracts. In the following, given a contract
C = (A , G, X) and a set of variables XEnvE (E) , the conditions (a) and (b)
will be called scoping conditions for C and XEnvE (E) .
Consider that either or both of the scoping conditions (a) and (b) are
violated for a given contract C = (A , G, X) and a set of variables XEnvE (E) .
For example, consider that XAA 0 \ XEnvE (E) = {x}. Notably, either AA 0
restricts x or it constrains it without restricting it. As previously mentioned
and in accordance with Definition 5, the former case ensures that the conditions (i) and (ii) cannot hold. Considering the latter case, in accordance
with Theorem 2, constraining x is indeed redundant. Thus, the scoping conditions of Theorem 2 constitute as checks that either detect the violation
of the conditions (i) and (ii) of Corollary 1 or redundantly constrained port
variables.
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Note that in accordance with Section 2.1.2, the set of variables constrained by an assertion can only be derived from the runs that the assertion contains. However, as indicated in Section 2.1, in practice, an assertion
would typically be expressed through a constraint, explicitly specified over
a set of variables, e.g. as the assertion Wy=x shown in Figure 2a. Assuming
the generic case when the set of variables over which the constraint is specified is equal to the set of variables constrained by the assertion, the fact that
the scoping conditions (a) and (b) hold for a contract C = (A , G, X) and
a set of port variables XEnvE (E) , can actually be established by considering
only X, XEnvE (E) , and the sets of port variables over which the assumptions
AA and the guarantee G are specified.
To illustrate the use of the conditions (a) and (b) of Theorem 2, consider
again Examples 1a and 1b shown in Figure 7. The scoping condition (a)
0
is violated for the contract CEsys
and Xtank , due to the fact that XAEsys 6⊆
00
Xtank . Furthermore, considering the contract CEsys
and the set of port
variables Xtank , the scoping condition (b) does not hold since XG00Esys 6⊆
Xtank ∪ XEsys . Thus, checking whether the scoping conditions (a) and (b)
hold or not, can be done without explicitly considering the runs that are in
these assumptions and guarantees. As previously mentioned, the violation
of the scoping conditions means that either the conditions (i) and (ii) of
Corollary 1 are violated or that more port variables are constrained than
what is necessary.

5

Contract Properties Consistency and Compatibility

Section 4 described necessary restrictions on the sets of port variables constrained by assumptions and the guarantee of a contract, in order for the
conditions (i) and (ii) of Corollary 1 to hold. In contrast to Section 4, this
section presents sufficient and necessary conditions for the existence of a set
of elements where an element and its environment is such that the conditions
(i) and (ii) of Corollary 1 holds with respect to the contract. If such a set of
elements exists, then the contract is said to be consistent and compatible.
In order to get a better understanding of when the properties consistency and compatibility are relevant, the scenario presented in Section 3.2
is examined. Considering the phase (I) of the scenario, the expectation of
the OEM when handing over the contract C = (A , G, X) to the supplier,
is that the supplier will deliver an element in the phase (II) such that the
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condition (i) of Corollary 1 holds with respect to C . However, in order for
the supplier to be able to meet this expectation from the OEM, the contract
C needs to be such that there actually exists an element (X, B) that is such
that the condition (i) of Corollary 1 holds. If such an element exists, the
contract C will be referred to as a consistent contract.
Furthermore, in the phase (III), the OEM also has the intent of integrating the element E delivered by the supplier with a set of elements {Ei }N
i=1
such that the composition of {E}∪{Ei }N
i=1 non-trivially fulfills the guarantee
G. However, in order for this to be possible, there needs to exists at least
one set of elements containing E where the environment of the element is
such that the condition (ii) of Corollary 1 holds with respect to C . If such a
set of elements exists, then the contract C will be referred to as a compatible
contract.
Now that the concepts of consistency and compatibility have been introduced in the context of a scenario, formal definitions follow. Considering
that the definitions quantify over elements and set of elements, complementary sufficient and necessary conditions that can be established to hold on
the contract alone, will also be presented.
Definition 6 (Consistent Contract). A contract (A , G, X) is consistent if
there exists an element E = (X, B) such that
a) AA ∩ B ⊆ G, and
b) AA ∩ G ⊆ B .
Definition 6 corresponds to an instantiation of the abstract definition of
consistency in the meta theory of contracts in [31] using the condition (i) of
Corollary 1. Definition 6 is also closely related to definitions of consistency
and compatibility in [3, 5], and to the definition of realizability in [70], but
where Definition 6, in contrast to the definitions in [3, 5, 70], considers a
context where the contract (A , G, X) is not necessarily limited to set of port
variables X and where X does not need to be partitioned into inputs and
outputs.
A sufficient and necessary condition of Definition 6 now follows.
Theorem 3. A contract (A , G, X) is consistent if and only if
d (AA ∩ G) ⊆ G .
AA ∩ proj
X
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Lemma 2. Given two assertions W and W0 , and a set of variables X, it
d (W) ⊆ proj
d (W0 ), if W ⊆ W0 .
holds that proj
X
X
The proof of Lemma 2 is found in Appendix I. The proof of Theorem 3
now follows.
Proof. Consider a contract C = (A , G, X).
For the only-if part, assume that C is consistent. In accordance with
Definition 6, this means that there exists an element E = (X, B) such that
AA ∩ B ⊆ G and AA ∩ G ⊆ B. In accordance with Lemma 2, this means
d (AA ∩ G) ⊆ proj
d (B). This and the fact that
that it holds that proj
X
X
d (B) = B in accordance with Definition 2 and Proposition 1, it follows
proj
X
d (AA ∩ G) ⊆ B. This and the relation AA ∩ B ⊆ G imply that
that proj
X
d (AA ∩ G) ⊆ G.
AA ∩ proj
X
d (AA ∩ G) ⊆ G holds.
For the if part, assume that the relation AA ∩ proj
X
d (AA ∩ G), which
Assume that E = (X, B) is an element where B = proj
X
means that AA ∩ B ⊆ G. In accordance with the relations (1) and (2), it
d (AA ∩ G). This and considering that it holds that
holds that AA ∩ G ⊆ proj
X
d (AA ∩ G) imply that AA ∩ G ⊆ B, which concludes the proof.
B = proj
X
In contrast to Definition 6, Theorem 3 supports a way of establishing
whether a contract is consistent or not without the need for iterating through
each element with a set of port variables X in order to determine if there
exists an element E = (X, B) that is such that the condition (i) of Corollary 1
holds with respect to C .
Definition 7 (Compatible Contract). A contract (A , G, X) is compatible
if there exists an element E = (X, B) and a set of elements E containing
E = (X, B), such that
a) BEnvE (E) ∩ G 6= ∅, and
b) BEnvE (E) ⊆ AA .
Definition 7 corresponds to an instantiation of the abstract definition
of compatibility in the meta theory of contracts in [31] using the condition
(ii) of Corollary 1. Definition 7 is also closely related to the definitions of
compatibility in [3, 5], but where Definition 7, in contrast to the definitions
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in [3, 5], considers a context where the contract (A , G, X) is not necessarily limited to set of port variables X and where X does not need to be
partitioned into inputs and outputs.
A sufficient and necessary condition of compatibility now follows.
Theorem 4. A contract (A , G, X) is compatible if and only if
AA ∩ G 6= ∅ .
Proof. Consider a contract (A , G, X).
For the if part, assume that AA ∩ G 6= ∅. This implies that there exists
at least one run ω in AA that is also in AA ∩ G. Assume that E0 is a set of
elements containing an element E = (X, B) such that BEnvE0 (E) = {ω}. This
implies that there exists a set of elements containing an element E = (X, B),
such that the relations (i) and (ii) of Definition 7 hold.
For the only-if part, assume that (A , G, X) is compatible. In accordance
with Definition 7, this means that there exists a set of elements E containing
an element E = (X, B), such that BEnvE (E) ∩ G 6= ∅ and BEnvE (E) ⊆ AA . It
trivially follows that AA ∩ G 6= ∅, which completes the proof.
In contrast to Definition 7, Theorem 4 supports a way of establishing
whether a contract C = (A , G) is compatible or not, without the need for
iterating through each set of elements containing an element with a set of
port variables X in order to determine if there exists a set of elements where
the environment of an element E = (X, B) is such that the condition (ii) of
Corollary 1 holds.
As a conclusion to this section, a scenario is examined where a supplier
wants to outsource the development of a level meter by the use of the contract ClM eter shown in Figure 5. In order for the supplier and the client
to complete the phases (I-III) in the scenario described in Section 3.2 such
that the relation (4) holds, the contract ClM eter must be consistent and
compatible.
For this to be the case, Theorem 3 and Theorem 4 express that it is
necessary and sufficient that the following holds:

AlM eter ∩ GlM eter 6= ∅; and

(15)

d
AlM eter ∩ proj
XlM eter (AlM eter ∩ GlM eter ) ⊆ GlM eter .

(16)
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Considering that AlM eter ∩ GlM eter is an assertion specified by the equav
−v
tions f = branch5 gnd and l = f , which obviously have intersecting solutions, the relation (15) holds. The extended projection of this assertion onto
d
XlM eter = {l, vbranch , vgnd }, i.e. the assertion proj
XlM eter (AlM eter ∩ GlM eter ),
vbranch −vgnd
. The intersection of AlM eter and the asseris specified by l =
5
d
tion proj X (AlM eter ∩ GlM eter ) yields an assertion specified by the equations
v
−v
v
−v
f = branch5 gnd and l = branch5 gnd , which can be combined into the equation l = f . This means that the relation (16) holds. Therefore, it can
be concluded that the contract ClM eter is consistent and compatible and is,
thus, an appropriate specification to be used for outsourced development.

6

Hierarchical Structuring of Contracts

Consider a pair (C , {Ci }N
i=1 ), characterizing a two-level contract hierarchy
such that C = (A , G, X) is a contract at the first level and {Ci )}N
i=1 is a set
S
X
,
at
the
second
level.
of contracts where Ci = (Ai , Gi , Xi ) and X ⊆ N
i
i=1
This section establishes the following property of the two level contract
N
hierarchy (C , {Ci }N
i=1 ): for each set of elements {(Xi , Bi )}i=1 where each
element (Xi , Bi ) is such that the condition (i) of Corollary 1 holds with
respect to (Ai , Gi , Xi ), it holds that the composition (X, B) of {(Xi , Bi )}N
i=1
onto X is such that the condition (i) of Corollary 1 holds with respect to C .
If this property holds, then the two-level contract hierarchy (C , {Ci }N
i=1 ) is
said to be proper.
Definition 8 (Proper Contract Hierarchy). Given a set of contracts {Ci =
SN
(Ai , Gi , Xi )}N
i=1 and a contract C = (A , G, X) where X ⊆ i=1 Xi , the twolevel contract hierarchy (C , {Ci }N
i=1 ) is proper if, for each set of elements
N
{(Xi , Bi )}i=1 , it holds that
(∀i : AAi ∩ Bi ⊆ Gi and AAi ∩ Gi ⊆ Bi ) =⇒ AA ∩ B ⊆ G and AA ∩ G ⊆ B,
where (X, B) is the composition of {(Xi , Bi )}N
i=1 onto X.
Definition 8 is in accordance with the general principle of compositionality [29, 30] since the fact that the element (X, B) is such that the relations
AA ∩B ⊆ G and AA ∩G ⊆ B hold can be inferred from establishing that each
element (Xi , Bi ) is such that the relations AAi ∩ Bi ⊆ Gi and AAi ∩ Gi ⊆ Bi
hold. The compositional approach of indirectly establishing that (X, B) is
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such that the condition (i) of Corollary 1 holds with respect to C , is needed
when a direct approach is not feasible due to e.g. the complexity of (X, B).
Despite considering dissimilar conditions than those presented in Corollary 1 in the present paper, Definition 8 corresponds, in essence, to the
definitions of dominance in [37, 71] where [71] offers a minor extension to
the definitions in [33, 42]. However, in contrast to [71] where ports are not
considered and to [37] where guarantees must be limited to the set of ports
of a component, Definition 8 considers a context where port variables are
explicit, but where the contracts are not necessarily limited to the sets of
port variables of elements.
In order to provide further understanding of when Definition 8 is relevant,
a scenario is presented. The scenario is in the context of an OEM/supplier
chain as described in Section 3, but the principles are equally valid for any
design context where clear separations of responsibilities are desired, also
within a single company. Specifically, the scenario consists of three phases:
I’) the OEM establishes a two-level contract hierarchy (C , {Ci }N
i=1 ) where
C = (A , G, X) and where each contract Ci =
(Ai , Gi , Xi ) is handed
S
from the OEM to a supplier and where X ⊆ N
i=1 Xi ;
II’) each supplier develops an element Ei = (Xi , Bi ) such that the condition
(i) of Corollary 1 holds with respect to Ci ; and
III’) the OEM integrates the set of elements {Ei }N
i=1 into an element E =
(X, B) that is the composition of {Ei }N
onto
X and is such that the
i=1
condition (i) of Corollary 1 holds with respect to C .
In order to enable an integration of the elements {Ei }N
i=1 into the element
E in the phase (III’), the fact that the element E is such that the condition (i)
of Corollary 1 holds with respect to C needs to follow from the completion
of the phase (II’). In order for this to be the case, in the phase (I’), the
two-level contract hierarchy (C , {Ci }N
i=1 ) needs to proper.
In order to find a two-level contract hierarchy (C , {Ci }N
i=1 ) that is proper,
a graph, called a composition structure, is introduced in Section 6.1. Based
on a composition structure, a theorem that expresses sufficient conditions
for a contract hierarchy to be proper is presented in Section 6.2. Despite
considering dissimilar formalisms than the present paper, the sufficient conditions that will be presented for a contract hierarchy to be proper, corresponds, in essence, to the compositional proof step [72] in assume-guarantee
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CEsys = ({AEsys }, GEsys , XEsys )
Gbat
vref − vgnd = Cbat = ({}, Gbat , Xbat )
5V
AEsys
Apot1
f = h vref − vgnd =
5V
Apot2
f =h

ClM eter = ({AlM eter },
GlM eter , XlM eter )
GlM eter
f =l

Cpot = ({Apot1 , Apot2 },
Gpot , Xpot )
Gpot
vbranch −vgnd
5V

=f

GEsys
f =l

AlM eter
vbranch −vgnd
5V

=f

Figure 8.
A composition structure of two-level contract hierarchy
(CEsys , {Cpot ,Cbat ,ClM eter }).

theories such as [32, 45, 49], and also to sufficient conditions of dominance
in [37]. However, in contrast to [32, 37, 45, 49], the sufficient conditions
in Section 6.2 are based on the concept of a graph, or more specifically, a
composition structure.

6.1

Composition Structures of Contract Hierarchies

Prior to presenting the formal definition of a composition structure, the concept is introduced in an informal manner by structuring a two-level contract
hierarchy (CEsys , {Cpot ,Cbat ,ClM eter }). The contracts express specifications
for the elements of the electric-system of an LM-system, e.g. the one shown
in Figure 4.
Consider the assumptions and the guarantee of each contract in the set of
contracts {CEsys ,Cpot ,Cbat ,ClM eter } being structured as nodes in a directed
graph, as shown in Figure 8 where the boxes with rounded corners and
dashed edges have been added to also show the two-level contract hierarchy.
The set of incoming arcs to a guarantee G from a set of assumptions A ,
represents that A and G are in the same contract, e.g. the arc from AEsys
to the guarantee GEsys represents the contract ({AEsys }, GEsys , XEsys ).
The set of incoming arcs to an assumption A from a set of assertions
{Wi }N
where Wi is either an assumption or a guarantee, represents the
i=1
T
intent N
i=1 Wi ⊆ A. For example, the arc to Apot2 from the assumption
AEsys , represents the intent of AEsys ⊆ Apot2 .
The set of incoming arcs to a guarantee G from a set of guarantees
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M
{Gj }M
j=1 Gj ⊆ G. For example, the arc from
j=1 represents the intent of
the guarantee GlM eter to GEsys , represents the intent of GlM eter ⊆ GEsys .
Now that the concept of a composition structure has been introduced
informally, the formal definition follows.

T

Definition 9 (Composition Structure of Contract Hierarchy). Given a contract C = (A , G, X) and a set of contracts {Ci = (Ai , Gi , Xi )}N
i=1 where
S
X
,
a
composition
structure
D
of
two-level
contract
hierarchy
X ⊆ N
i=1 i
N
(C , {Ci }i=1 ) is a Directed Acyclic Graph (DAG), such that:
a) the guarantees Gi , the assumptions in each Ai , the assumptions in A ,
and the guarantee G are the nodes in D;
b) G has no successors;
c) each assumption in A has no predecessor;
d) at least one Gi is a direct predecessor of G;
e) each assumption in each Ai has at least one predecessor;
f) the assumptions in Ai are the only direct predecessors of each Gi ;
g) Gi is the only direct successor of each assumption in each Ai ; and
h) G is a direct successor of each assumption in A .
As described in the beginning of this section and in Definition 9, a composition structure represents a structuring of a two-level contract hierarchy
as expressed in the condition (a) where: the set of incoming arcs to a guarantee from a set of assumptions represents that the assumptions and the
guarantee are in the same contract as expressed in the conditions (f) and
(h); the intent is that at least one guarantee Gi or an assumption in A
should be a subset of each assumption in Ai , as expressed in the conditions
(b) and (g), and the condition (e) in particular; and the intent is that at
least one guarantee Gi should be a subset of the guarantee G, as expressed
in the condition (d). The condition (c), and further also the conditions (b),
(f), and (g), disallow the existence of any other arcs from those not already
mentioned above.
Out of the general assume-guarantee theories [3, 4, 31–57], only [46]
considers a graph-based approach for structuring contracts. However, in
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contrast to [46] where the aim of the structuring is to be able to verify
a set of contracts with circular dependencies (see Remark 1 in the end of
this section), a composition structure represents a structuring of a two-level
contract hierarchy in general.
Apart from general assume-guarantee theories, composition structures
do have a lot in common with Goal Oriented Requirements Engineering
(GORE) models, see e.g. I* [73] or KAOS [74] or [75] for a survey, where [73,
74] draw on ideas presented in [76–78]. The main difference is, again, that
while a composition structure represents a structuring of a two-level contract
hierarchy in general, GORE models are more specific since the use of assumptions, also called expectations, in GORE models are strictly limited to
top-level specifications that split the responsibilities between a SW system
and its environment. Furthermore, a similar concept to a contract structure
is presented in [79, 80] based on Bayesian networks, but with the specific
focus to model failure propagation.
Given a composition structure D of a contract hierarchy (C , {Ci }N
i=1 ), in
accordance with Definition 9, each assumption and each guarantee in C and
Ci are nodes in D. There are, however, cases when re-using an assumption
or a guarantee would be preferred [15], e.g. if two guarantees rely on the
same assumption or if a guarantee is equal to an assumption. In practice,
such a case can be represented by either the use of a single node or to label
one node as a copy of another.
Remark 1 (Circular Reasoning). Since a composition structure is a directed
acyclic graph where the assumptions and guarantees are the nodes, the use
of circular argumentation is avoided. Note that circularity can be resolved
in other ways, e.g. by introducing assumptions about the computational
model [32] or the timing model [46]. See also [81, 82] for more discussions
on such matters.

6.2

Sufficient Conditions for Proper Contract Hierarchy

This section presents sufficient conditions for a two-level contract hierarchy
N
i
(C = (A , G, X), {Ci = ({Aij }M
j=1 , Gi , Xi )}i=1 ) to be proper in accordance
with Definition 8, based on the concept of a composition structure. The sufficient conditions supports a way of establishing that (C , {Ci }N
i=1 ) is proper,
without having to iterate through each possible set of elements {(Xi , Bi )}N
i=1
to determine that their composition onto X is such that the condition (i)
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of Corollary 1 holds with respect to C , if each element (Xi , Bi ) is such that
the condition (i) of Corollary 1 holds with respect to (Ai , Gi , Xi ).
Consider a composition structure of D of (C , {Ci }N
i=1 ). Let dP red()
denote a function that takes a node W in D as input and returns the set of
all nodes that are direct predecessors of W. As presented in Section 6.1, the
composition structure D represents the intent that

\
W∈dP red(G)∩{Gi }N
i=1

\
W∈dP red(Aij )

W ⊆ G, and

W ⊆ Aij , for each i, j.

(17)
(18)

As an example, the composition structure of (CEsys , {Cpot ,Cbat ,ClM eter })
in Figure 8 represents the intent that the relation GlM eter ⊆ GEsys holds, and
furthermore that the relations Gbat ⊆ Apot1 , AEsys ⊆ Apot2 , Gpot ⊆ AlM eter
hold.
However, as will be shown in the following illustrative Examples 2a, 2b,
and 2c, the fact that the relations (17) and (18) hold for D does not imply
that (C , {Ci }N
i=1 ) is proper. As a quick overview, Examples 2a and 2b will
show that properness cannot be ensured if either the assumptions AA or the
S
Guarantee G of the contract C constrains port variables in the set N
i=1 Xi \
X. Example 2c shows the need to introduce an additional condition for the
specific purpose of ensuring that the relation AA ∩ G ⊆ B (of the condition
(i) of Corollary 1) holds for the composition (X, B) of each set of elements
{(Xi , Bi )}N
i=1 where (Xi , Bi ) is such that the condition (i) of Corollary 1
holds with respect to Ci = (Ai , Gi , Xi ).
Example 2a. Consider that a composition structure Da of a two level
0
0 ,C
contract hierarchy (CEsys
, {Cpot ,Cbat
lM eter }) is the resulting composition
structure from making the following modifications to the composition structure and two-level contract hierarchy shown in Figure 8: in the contract
0
Cbat
= ({}, G0bat , Xbat ), it holds that G0bat = Ω, instead of being speci0
fied by the equation vref − vgnd = 5V ; A0Esys in the contract CEsys
=
0
({AEsys }, GEsys , XEsys ) is specified by the equations f = h and vref −vgnd =
5V , instead of only f = h; and that an outgoing arc has been added from
A0Esys to Apot1 . In accordance with the relation (18), the intent is that
A0Esys ∩ Ω ⊆ Apot1 , which is equal to ∅ =
6 A0Esys ⊆ Apot1 . In accordance
with Definition 5, due to the fact that Apot1 restricts {vref , vgnd }, AEsys also
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needs to restrict {vref , vgnd } in order for the relation (18) to hold. Note that
neither vref nor vgnd are in XEsys .
Now consider the set of elements {E0bat , Epot , ElM eter } where Epot and
ElM eter are shown in Figure 4 and where E0bat is the modification of Ebat
such that the behavior of E0bat is equal to Ω, instead of being specified by
the equation vref −vgnd = 5V . It trivially holds that the elements E0bat , Epot ,
ElM eter are such that the condition (i) of Corollary 1 holds with respect to
0 , C , and C
Cbat
pot
lM eter . Furthermore, it can easily be realized that the
relations (17) and (18) hold for Da . However, since the relation vref −
vgnd = 5V is ensured by A0Esys , rather than by the behavior of E0bat , the
behavior of the composition E0sys of {E0bat , Epot , ElM eter } onto XEsys , is Ω,
rather than being specified by l = h. This means that E0sys is not such that
0
the relation (7) of the condition (i) of Corollary 1 holds with respect to CEsys
,
0
0
0
i.e. it does not hold that AEsys ∩ BEsys ⊆ GEsys . Thus, the composition
E0Esys of {E0bat , Epot , ElM eter } onto XEsys is not such that the condition (i)
0
of Corollary 1 holds with respect to CEsys
.
As shown in Example 2a, the fact that it is necessary for A0Esys to restrict port variables in Xbat ∪ Xpot ∪ XlM eter \ XEsys , in order for the
relation (18) to hold, means that even if the relations (17) and (18) do hold,
0
0 ,C
(CEsys
, {Cpot ,Cbat
lM eter }) is not proper. Notably, regardless if is necessary
0
or not for AEsys to restrict port variables in Xbat ∪ Xpot ∪ XlM eter \ XEsys ,
if A0Esys does restrict such variables, then in accordance with Definition 5,
there does not exists an element that non-trivially fulfills A0Esys . That is,
the fact that A0Esys restricts variables in Xbat ∪ Xpot ∪ XlM eter \ XEsys is
undesirable all together.
Considering the general case with a composition structure D, a sufficient
S
condition for ensuring that AA does not restrict port variables in N
X \X,
SNi=1 i
is to ensure that AA does not constrain any port variable in i=1 Xi \ X,
i.e. that it holds that
(XAA \ X) ∩

N
[

Xi = ∅ .

(19)

i=1

Notably, while ensuring that AA does not restrict port variables in
i=1 Xi \ X, in accordance with Proposition 4, it is also the case that the relation (19) can be enforced without loosing expressiveness. However, the fact
that the relation 19 holds in combination with the relations (17)-(18), as will
be shown by the following illustrative Examples 2b and 2c, this fact is not
SN
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sufficient to ensure that (C , {Ci }N
i=1 ) is proper; thus, additional conditions
are presented in the following.
Example 2b. Suppose that a composition structure Db of a two level
00
00
contract hierarchy (CEsys
, {Cpot ,Cbat ,ClM
eter }) is the resulting composition
structure from making the following modifications to the composition structure and two-level contract hierarchy shown in Figure 8: both the guaran00
00
tees G00lM eter and G00Esys in CEsys
= ({AEsys }, G00Esys , XEsys ) and ClM
eter =
vbranch −vgnd
00
=f
({AlM eter }, GlM eter , XlM eter ) are specified by the equations
5
and f = l, instead of f = l. Considering the composition of the set of
elements {Ebat , Epot , ElM eter } onto XEsys , i.e. the element EEsys shown in
Figure 4, due to the fact that AEsys ∩ BEsys is specified by the equations
f = h and l = h, it holds that AEsys ∩ BEsys is non-empty and constrains
exactly {f, l, h}. In accordance with Definition 5, from the fact that G00Esys
does indeed restrict both vbranch and vgnd , where neither of these are in
{f, l, h}, it follows that the relation (7) of the condition (i) of Corollary 1
does not hold, i.e. that AEsys ∩ BEsys * G00Esys .
Example 2c. Consider that a composition structure Db of a two level
000
contract hierarchy (CEsys , {Cpot ,Cbat ,ClM
eter }) is the resulting composition
structure from making the following modifications to the composition structure and two-level contract hierarchy shown in Figure 8: the guarantee
000
000
G000
Esys in the contract ClM eter = ({AlM eter }, GlM eter , XlM eter ) is specified by
the relation l − 0.1 ≤ f ≤ l + 0.1, instead of the equation f = l. Considering the element EEsys , since BEsys is specified by the equation l = f and
AEsys ∩ G000
Esys by the relation l − 0.1 ≤ f ≤ l + 0.1 and the equation h = f ,
the relation (8) of the condition (i) of Corollary 1 does not hold. That is, it
does not hold that AEsys ∩ G000
Esys ⊆ BEsys .
In both Examples 2b and 2c, it trivially holds that the elements Ebat ,
Epot , and ElM eter are such that the condition (i) of Corollary 1 hold with
respect to the contracts containing their sets of port variables. Furthermore,
it can easily be realized that the relations (17) and (18) hold for both Db
and Dc . However, since neither one of the relations AEsys ∩ BEsys ⊆ G00Esys
and AEsys ∩ G000
Esys ⊆ BEsys hold, it does not follow that the composition EEsys of {Ebat , Epot , ElM eter } onto XEsys is such that the condition
00
000 . Hence, de(i) of Corollary 1 holds with respect to any of CEsys
or CEsys
spite the fact that the relations (17) and (18) hold for Db and Dc , neither
00
00
000
(CEsys
, {Cpot ,Cbat ,ClM
eter }) nor (CEsys , {Cpot ,Cbat ,ClM eter }) are proper.
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N
i
For a two level contract hierarchy ((A , G, X), {({Aij }M
j=1 , Gi , Xi )}i=1 ),
similar to Example 2a, Example 2b shows that if G restricts a variable in
SN
N
i=1 Xi \ (X ∪ XAA ), then (C , {Ci }i=1 ) is not proper. In accordance with
Proposition 4, a sufficient condition to avoid this case, but without loosing
S
expressiveness, is (XG \ XAA ) ∩ N
i=1 Xi = ∅. This and the relation (19)
imply that

(XG \ X) ∩

N
[

Xi = ∅ .

(20)

i=1

Example 2c, on the other hand, shows that it is necessary for G to be a
S
subset of the extended projection of the guarantees Gi onto Ξ\( N
i=1 Xi \X).
TN
d
S
That is, it is necessary that G ⊆ proj Ξ\( N X \X) ( i=1 Gi ). However, given
i

i=1

that this holds, as well the relations (19) and (20), it follows that G must
T
d
SN
be equal to proj
( N
i=1 Gi ), rather than a subset, i.e. that
Ξ\(
X \X)
i=1

i

d
SN
G = proj
Ξ\(

i=1

(
X \X)
i

N
\

Gi ) .

(21)

i=1

d
SN
This can be realized by considering that proj
Ξ\(

X \X)
i=1 i

(

TN

i=1 Gi )

⊆ G,

which follows from the fact that the relations (20) and (19) respectively
d
SN
imply that G = proj
(G) in accordance with Proposition 1 and
Ξ\(
X \X)
i=1

TN

i

W ⊆ G.
i=1 Gi ⊆ W∈dP red(G)∩{Gi }N
i=1
To characterize a composition structure where the relations (17)-(21)
hold, the concept of a proper composition structure is introduced.
T

Definition 10 (Proper Composition Structure). Given a composition structure D of a two-level contract hierarchy
N
i
((A , G, X), {({Aij }M
j=1 , Gi , Xi )}i=1 )
N
i
consisting of a contract (A , G, X) and set of contracts {({Aij }M
j=1 , Gi , Xi )}i=1
SN
where X ⊆ i=1 Xi , the composition structure D is proper, if it holds that:

i)

T

ii)

T

W∈dP red(G)∩{Gi }N
i=1
W∈dP red(Aij ) W

W ⊆ G;

⊆ Aij for each i, j;

iii) ((XG ∪ XAA ) \ X) ∩

SN

i=1 Xi

= ∅; and
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d
SN
iv) G = proj
Ξ\(

X \X)
i=1 i

TN

(

i=1 Gi )

.

The condition (i) and (ii) of Definition 10 are the relations (17) and (18),
respectively. The condition (iii) of Definition 10 combines the relations (19)
and (20) into a single condition. Considering Example 2a, due to the fact
that
6 ∅,
((XGEsys ∪ XA0Esys ) \ XEsys ) ∩ (Xpot ∪ Xbat ∪ XlM eter ) = {vref , vgnd } =
the condition (iii) of Definition 10 ensures that the case highlighted in Example 2a is avoided. Furthermore, the condition (iii) also ensures that the
case highlighted in Example 2b is avoided considering that
6 ∅.
((XG00Esys ∪ XAEsys ) \ XEsys ) ∩ (Xpot ∪ Xbat ∪ XlM eter ) = {vbranch , vgnd } =
The condition (iv) of Definition 10 is the relation (21). Considering
Example 2c, it holds that Ξ \ {vref , vgnd , vbranch } = Ξ \ ((Xpot ∪ Xbat ∪
XlM eter ) \ XEsys ), which means that
000
d
proj
Ξ\((Xpot ∪Xbat ∪XlM eter )\XEsys ) (GlM eter ∩ Gbat ∩ Gpot )

and GEsys are specified by the equation f = l and the relation l − 0.1 ≤ f ≤
l + 0.1, respectively. It follows that
000
d
GEsys 6⊆ proj
Ξ\((Xpot ∪Xbat ∪XlM eter )\XEsys ) (GlM eter ∩ Gbat ∩ Gpot ) ,

which means that the condition (iv) of Definition 10 ensures that the case
highlighted in Example 2c is avoided.
A theorem that presents sufficient conditions of a two-level contract hierarchy being proper now follows.
Theorem 5. Given a contract C = (A , G, X) and a set of contracts {Ci }N
i=1
S
where Ci = (Ai , Gi , Xi ) and X ⊆ N
i=1 Xi , the two-level contract hierarchy (C , {Ci }N
i=1 ) is proper if there exists a proper composition structure of
(C , {Ci }N
).
i=1
The proof of Theorem 5 is found in Appendix I.
To illustrate the use of Theorem 5, consider the scenario with the phases
(I’-III’) and, more specifically, that the two-level contract hierarchy established in the phase (I’) is (CEsys , {Cpot , Cbat , ClM eter }). As previously
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mentioned, in order to complete the phase (III’), this two-level contract
hierarchy needs to be proper. As expressed in Theorem 5, a sufficient
condition for this, is that there exists a proper composition structure of
(CEsys , {Cpot , Cbat , ClM eter }). Hence, in accordance with Theorem 5, if e.g.
the composition structure of (CEsys , {Cpot , Cbat , ClM eter }) in Figure 8 is proper,
then (CEsys , {Cpot , Cbat , ClM eter }) must also be proper. The following will examine if the composition structure in Figure 8 is indeed proper, i.e. if it is
in accordance with Definition 10.
As shown in the composition structure of (CEsys , {Cpot , Cbat , ClM eter })
in Figure 8, it trivially holds that the conditions (i) and (ii) of Definition 10 hold. Furthermore, considering that the union of the sets of variables
{f, l} and {f, h}, respectively constrained by GEsys and AEsys , and the set
(Xpot ∪ Xbat ∪ XlM eter ) \ XEsys = {vref , vgnd , vbranch } are disjoint, i.e. that
{f, l, h} ∩ {vref , vgnd , vbranch } = ∅, the condition (iii) of Definition 10 is
met. Finally, since the extended projection of GlM eter ∩ Gbat ∩ Gpot onto
Ξ \ {vref , vgnd , vbranch } = Ξ \ ((Xpot ∪ Xbat ∪ XlM eter ) \ XEsys ) is equal to
GEsys , the condition (iv) of Definition 10 also holds. This means that the
composition structure shown in Figure 8 is proper.
Due to the fact the composition structure in Figure 8 is proper, it follows
that (CEsys , {Cpot , Cbat , ClM eter }) also is proper in accordance with Theorem 5. Thus, in accordance with Definition 8, for any set of elements with
sets of port variables Xpot , Xbat , XlM eter where these elements are developed
by the suppliers in the phase (II’) such that the condition (i) of Corollary 1
holds with respect to the contracts Cpot , Cbat , and ClM eter , it follows that
the composition of such a set of elements is such that the condition (i) of
Corollary 1 holds with respect to CEsys . For example, consider that the
suppliers develop the elements Ebat , Epot , and ElM eter in the phase (II’). It
trivially holds that each element Ei ∈ {Ebat , Epot , ElM eter } is such that the
condition (i) of Corollary 1 holds with respect to Ci ∈ {Cpot , Cbat , ClM eter }.
Due to this and the fact that (CEsys , {Cpot , Cbat , ClM eter }) is proper, it automatically follows that EEsys is such that the condition (i) of Corollary 1
holds with respect to CEsys , as desired in the phase (III’).

7

Related work

In Section 1- 6, a vast number of general assume-guarantee theories [4,
31–57] have been referred to, without a proper introduction. Therefore,
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the following two paragraphs of this section is dedicated to describing the
contexts and applications of these general theories, as well as related concrete
theories. The rest of this section compares the present paper with these
theories and other related work, focusing on technical matters that have not
been previously discussed in the present paper.
As mentioned in Section 3, the notion of contracts was first introduced
in [1] to be used as formal specification in object-oriented programming.
Since then, the use of contracts has been extended to component-based design [83] and a contract theory for analog systems have been proposed in [36,
84]. Contracts have also been introduced in the formalisms Behavior Interaction Priority (BIP) [85] and refinement calculus [86], in [37, 87] and [38],
respectively. Furthermore, in the european research project SPEEDS [6], a
contract theory [3–5] was introduced as a means to meet the challenges in
the design of heterogeneous systems [7–9]. Similar work to [3–5] is presented
in [44] and in [33] with tool support [88], and also in a more applied setting
in [89, 90]. The use of the theory [3–5] has been advocated in [10–15] and the
use of contracts in general has been proposed for analyzes integration [91]
and as a means to achieve functional safety in [92, 93] and also in [94] with
tool support [95]. Contract theory has also been extended both with modalities [96] in [12, 39] and to a stochastic setting in [35, 40]. Meta theories of
contracts have been established in [31, 34], and in [42] with refinement [43].
The theory [42] also clarifies the distinction between contracts and specification theories, e.g. [54, 97, 98] that extend interface automata [99, 100] and
where [54] is shown to also support assume-guarantee reasoning in [101].
More generally than contracts, assume-guarantee reasoning can be traced
back to two independent theories [102, 103] and [48] concerning compositional [29, 30] proof methods for concurrent programs. However, the ideas
in [48, 102, 103] can be traced even further back to proof methods [2, 104,
105] for sequential programs and non-compositional proof methods [106–
108] for concurrent programs. Since the conception of [48, 102, 103], several
theories that extend the ideas in [102, 103] and [48], have emerged, such as
e.g. [32, 46] and [47, 109], respectively. Furthermore, assume-guarantee reasoning has also been used in formal verification, see e.g. [57, 110, 111] or [112]
for an overview. Moreover, automatic techniques for assume-guarantee reasoning have been proposed, see e.g. [113] or [114] for a survey. Given that
the two approaches [102, 103] and [48] are the same in principle, meta theories [45, 49–52], and [52] as an extension of [115], have been introduced
to unify [102, 103] and [48]. General assume-guarantee theories are also
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presented in [55, 56], and in [41] based on [116, 117]. Furthermore, with
inspiration from [46, 118], how to perform compositional verification on architecture models is described in [119].
In accordance with [3–5] and also with [14, 62], contracts and behaviors
of elements are in the present paper both defined by relying on the concept
of assertions as a set of runs. The concept of runs is, in turn, largely inspired
by the works in [34, 120, 121] that generalize the concept of traces [59–61] to
behaviors that are independent of a particular model of computation. Notably, two assertions are equivalent if they have the same runs, i.e. they are
trace-equivalent [122], which means that assertions are limited to a weaker
form of equivalence than e.g. observation equivalence [123] or equivalence
through alternating simulation [124], which can be verified on labeled and
alternating transition systems, respectively. However, as shown in [122], for
deterministic models, trace equivalence means observation equivalence, and
vice versa. This means that
In Section 2.2, the concept of an element that essentially corresponds to a
HRC [67, 68] as used in [3–5], was introduced. The main difference is that a
HRC can have several implementations, i.e. behaviors, which means that an
element corresponds to an implementation of a HRC, rather than to a HRC
itself. An element in the present paper is in that sense more similar to a
component as defined in [63] that is inspired by the tagged signal model [125]
and interface theory [126].
Notably, other assume-guarantee theories [3–5, 31, 35] have established
operators on contracts, namely parallel composition [3–5, 31, 35, 42, 54],
conjunction [3–5, 31, 35, 54], and quotient [31, 54]. While both parallel
composition and conjunction merge a set of contracts into a single contract,
the latter is only applicable when the contracts contain the same set of port
variables and concerns the case when the contracts are specified for different
viewpoints [127, 128]. Quotient computes a missing contract in a contract
hierarchy to achieve compositionality. In accordance with [42] and the meta
theory in [31], and as will be shown in Remark 2 in the following, these operators can be derived by introducing a refinement preorder on contracts; in
the context of the present paper, this would mean that a contract (A 0 , G0 , X)
refines another contract (A , G, X) if each element (X, B) is such that: the
condition (i) of Corollary 1 holds with respect to (A , G, X) if the condition
(i) of Corollary 1 holds with respect to (A 0 , G0 , X).
Remark 2 (Deriving Parallel Composition, Conjunction, and Qoutient). A
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contract is a parallel composition of a set of contracts {(Ai , Gi , Xi )}N
i=1 onto
S
a set of variables X ⊆ N
X
if
the
contract
is
a
most
refined
contract
i
i=1
(A , G, X) such that ((A , G, X), {(Ai , Gi , Xi )}N
contract is a
i=1 ) is proper. A
SN
M
conjunction of a set of contracts {(Aj , Gj , X)}j=1 onto X ⊆ i=1 Xi if the
contract is a most refined contract (A , G, X) such that, for each element
(X, B), it holds that: AAi ∩ B ⊆ Gi and AAi ∩ Gi ⊆ B for each i, if AA ∩
B ⊆ G and AA ∩ G ⊆ B. Given a contract (A , G, X), a set of contracts
SN
0
0
{(Ai , Gi , Xi )}N
i=1 , and a set of variables X such that X ⊆ X ∪ i=1 Xi , a
0
contract is a quotient of ((A , G, X), {(Ai , Gi , Xi )}N
i=1 ) with respect to X if
0
the contract is a least refined contract (A , G, X ) such that (A , G, X) is a
parallel composition of {(A , G, X 0 )} ∪ {(Ai , Gi , Xi )}N
i=1 onto X.

8

Conclusion

This paper has presented a general compositional contract theory for modeling and specifying heterogeneous systems. As the main contribution, given a
contract for an element representing any part of a heterogeneous system, e.g.
SW, mechanical, or electrical part, Corollary 1 presented clearly separated
conditions (i) and (ii) on the element and its environment where the conditions ensure that the guarantee is non-trivially fulfilled by the composition
of the element and the environment.
In contrast to similar conditions of other general assume-guarantee theories [3–5, 31–57], while explicitly considering the set of port variables of an
element, the conditions (i) and (ii) require neither that this set is partitioned
into inputs and outputs nor that the assumptions and guarantee must be
specified over this set of port variables. The former means that the causality
of the port variables can remain unspecified, which is common and recommended practice when modeling physical parts. The latter allows assigning
the responsibility of fulfilling a global property to the element, which is necessary in order to properly express safety specifications for the element, e.g.
in accordance with ISO 26262.
The ability to assign the responsibility of fulfilling a global property
to an element, increases the expressiveness with respect to how a contract
can be specified. To facilitate the specification of contracts in practice,
scoping conditions were introduced that limit the set of port variables over
which the assumptions and the guarantee of a contract are specified. These
scoping conditions ensure that certain necessary properties of conditions (i)
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and (ii) are are not violated without limiting expressiveness. Notably, these
conditions can be checked, not only for the cases where the assumptions and
the guarantee are specified using formal notation, but also when they are
specified using semi-formal notation, e.g. as free text with formal references
to port variables of elements. Hence, considering a tool where these checks
are automatically performed, feedback to a user specifying a contract can
be given, both when semi-formal and formal notations are used.
In the context of a scenario where a contract is used to outsource the
development of an element, necessary contract properties consistency and
compatibility were presented. Complementary necessary and sufficient conditions of these properties were also introduced where these conditions are
easier to enforce in practice (e.g. by a tool) than their corresponding definitions. Furthermore, as a basis for structuring a two-level contract hierarchy
in parallel to a composition of a set of elements, a graph, called a composition
structure, was introduced. Based on a composition structure, sufficient conditions to achieve compositionality was presented. Note that proving that
the sufficient conditions hold, requires specifying the assumptions and the
guarantees using formal notation. However, regardless if the assumptions
and guarantees are specified using formal, semi-formal, or informal notation,
e.g. as free text, the conditions for structuring the overall intended relations
between the assumptions and guarantees as a composition structure, still
apply. This means that, regardless of the level of formalization used in the
specifications, support for structuring a two-level contract hierarachy can be
given in the form of a tool that enforces these conditions.
Considering the concepts presented above, they are all general in both
the senses that they are relevant to any developer of heterogeneous system
parts, and that they rely on a general set-theoretic formalism. Due to the
generality of the theory, it is essentially applicable in any context, and it can
also be instantiated by more concrete theories whenever needed. Moreover,
the theory is tightly coupled with practical application where introduced
definitions have been both well motivated by industrial needs and/or scenarios, and complemented with necessary and sufficient conditions that can
more easily be enforced in practice, e.g. by tools implementing the theory.
As previously mentioned, the concrete support that can be given by such
tools, is not limited to the cases where formal notations are used, but also
when semi-formal and informal notations are used. Hence, not only does
the presented theory constitute a general compositional contract theory for
modeling and specifying heterogeneous systems, but the theory is indeed also
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accommodated for providing concrete support for developing such systems
in practice.
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Proofs

This section presents proofs of Propositions 1 and 5, Lemmas 1 and 2, and
Theorems 2 and 5.
Proposition 1. Given an assertion W, it holds that a set of variables X
is equal to XW if and only if each variable in X is constrained by W and
d (W) = W.
proj
X
Proof. Consider an assertion W.
For the if part, assume that there exists a set of variables X constrained
d (W) = W. Assume X 6= XW , will be shown to lead to
by W such that proj
X
a contradiction. This means that it either holds that: i) X = ∅ and XW 6= ∅
or ii) there exists a variable x ∈ X that is not also in XW . From assuming
that the case (i) holds, in accordance with the relation (2), it follows that
d
d
W = Ω since proj
X=∅ (W) = Ω and proj X (W) = W. This and the fact
that XW 6= ∅ imply, in accordance with Definition 1, that there exists a
d
variable x ∈ XW such that proj
Ξ\{x} (Ω) 6= Ω. This is a contradiction since,
in accordance with Section 2.1 and the relation (2), Ω is indeed obtained
if the set of all runs for Ξ \ {x} is extended with all runs for x. Hence,
the case (i) must be false, and it must either be that the case (ii) holds or
that the assumption X 6= XW is false. Assuming that the case (ii) holds
directly yields a contradiction since this would mean that there exists a
d
variable x ∈
/ XW such that proj
Ξ\{x} (W) 6= W, which is not in accordance
with Definition 1. This means that the assumption that X 6= XW must be
false and thus, it follows that X = XW .
d
For the if-only part, it suffices to show that proj
XW (W) = W, since W
constrains each variable in XW in accordance with Definition 1. Assume
d
that proj
XW (W) 6= W, which will be shown to lead to a contradiction. This
implies that that there exists a run ωΞ,T ∈ W and a pair (x ∈
/ XW , ξ 0 )
0
0
such that a run ωΞ,T is not in W if ωΞ,T is obtained by replacing the pair
(x, ξ) ∈ ωΞ,T with (x, ξ 0 ). In accordance with the relation (2), this means
d
that proj
Ξ\{x} (W) 6= W and, thus, W constrains x in accordance with Definition 1. However, this contradicts the fact that x ∈
/ XW , which means that
d
the assumption that proj
(W)
=
6
W
must
be
false,
and it rather must hold
XW
d
that proj XW (W) = W, which completes the proof.
Lemma 1. Given two assertions W and W0 where W ∪ W0 6= ∅, it holds that
XW∪W0 ⊆ XW ∪ XW0 .
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Proof. In accordance with Proposition 1, it holds that
0
d
d
W ∪ W0 = proj
XW (W) ∪ proj XW0 (W ) .

d
Furthermore, in accordance with the relation (2), it holds that proj
XW (W)
0
0
d
(W)
and
proj
and proj
(W
)
are
obtained
by
extending
proj
XW0 (W )
XW
XW0
with all possible runs for Ξ \ XW and Ξ \ XW0 , respectively. Notably, both
these set of runs are extended with all possible runs for Ξ \ (XW ∪ XW0 ).
0
d
d
This means, since W ∪ W0 = proj
XW (W) ∪ proj XW0 (W ), that it follows that
0
W ∪ W is obtained by extending projXW ∪XW0 (W ∪ W0 ) with all possible
runs for Ξ \ (XW ∪ XW0 ). In accordance with Definition 1, this means that
XW∪W0 ⊆ XW ∪ XW0 .

Proposition 5. Given two assertions W and W0 where W ∩ W0 6= ∅, it holds
that XW∩W0 ⊆ XW ∪ XW0 .
Proof. Given two assertions W and W0 where W∩W0 6= ∅, in accordance with
the relation (1), for each run ω ∈ W∩W0 , it holds that projXW ∪XW0 ({ω}) is in
both projXW ∪XW0 (W) and projXW ∪XW0 (W0 ). This and since, in accordance
d
with Proposition 1 and Section 2.1.2, it holds that proj
XW ∪XW0 (W) = W
0
d
d
and proj
XW ∪XW0 (W) = W , imply that the run in proj XW ∪XW0 ({ω}) must
0
also be in both W and W . Overall, this means that each run ωXW ∪XW0 ,T
in projXW ∪XW0 (W ∩ W0 ) can be extended with any run for Ξ \ (XW ∪ XW0 )
over T , and the obtained run will also be in W ∩ W0 . In accordance with the
0
0
d
relation (2), this means that proj
XW ∪XW0 (W ∩ W ) = W ∩ W . In accordance
with Proposition 1 and Section 2.1.2, it follows that XW∩W0 ⊆ XW ∪XW0 .
Lemma 2. Given two assertions W and W0 , and a set of variables X, it
d (W) ⊆ proj
d (W0 ), if W ⊆ W0 .
holds that proj
X
X
Proof. Given two assertions W and W0 and a set of variables X, consider
that W ⊆ W0 . In accordance with the relation (1), the set of runs projX (W)
and projX (W0 ) are obtained by removing each pair (x ∈
/ X, ξ) from each
run in W and W0 , respectively. This and since W ⊆ W0 , it follows that each
pair that is removed from W0 to obtain projX (W0 ), is also removed from
W to obtain projX (W). Hence, it holds that projX (W) ⊆ projX (W0 ). In
d (W) and proj
d (W0 )
accordance with the relation (2), the assertions proj
X
X
are obtained by extending each run ωΞ,T in projX (W) and projX (W0 ) with
all possible runs for Ξ \ X over T . This and since projX (W) ⊆ projX (W0 ),
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it follows that each run ωΞ,T that is extended in projX (W) with all possible
d (W), is also extended in projX (W)
runs for Ξ \ X over T to obtain proj
X
d (W0 ). Hence, it holds
with all possible runs for Ξ \ X over T to obtain proj
X
0
d
d
that proj X (W) ⊆ proj X (W ).
Theorem 2. Consider a contract (A , G, X) and set of variables XEnvE (E) .
It holds that there exists a contract (A 0 , G0 , X) where:
a) XAA 0 ⊆ XEnvE (E) ; and
b) XG0 ⊆ XEnvE (E) ∪ X
such that for each set of elements containing an element (X, B) and where
the pair (XEnvE (E) , BEnvE (E) ) is the environment of (X, B), it holds that:
i’) AA 0 ∩ B ⊆ G0 and AA 0 ∩ G0 ⊆ B, and
ii’) BEnvE (E) ⊆ AA 0 and BEnvE (E) ∩ G0 6= ∅,
if and only if
i) AA ∩ B ⊆ G and AA ∩ G ⊆ B, and
ii) BEnvE (E) ⊆ AA and BEnvE (E) ∩ G 6= ∅.
Proof. Consider a contract (A , G, X) and a set of variables XEnvE (E) . First,
let (A 0 , G0 , X) be a contract with a first property that AA 0 is the union of
the behavior of each element (XEnvE (E) , BEnvE (E) ) where BEnvE (E) ⊆ AA and
BEnvE (E) ∩G 6= ∅. This means, in accordance with Lemma 1 and Definition 2,
it holds that the condition (a) holds, i.e. that
XAA 0 ⊆ XEnvE (E) .
Generally, this first property also implies that
∀(XEnvE (E) , BEnvE (E) ) where BEnvE (E) ⊆ AA and BEnvE (E) ∩ G 6= ∅ : (22)
BEnvE (E) ⊆ AA 0 ⊆ AA .
As a second property, consider that G0 is the union of each intersection AA ∩B
where (X, B) is an element where ∅ =
6 AA ∩B ⊆ G and AA ∩G ⊆ B. Given the
fact that XAA 0 ⊆ XEnvE (E) and in accordance with Lemma 1, Proposition 5,
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and Definition 2, it follows that the condition (b) holds through the relation
, i.e. it holds that
XG0 ⊆ XEnvE (E) ∪ X .
Generally, this also implies that
∀(X, B) where AA ∩ B ⊆ G and AA ∩ G ⊆ B : AA ∩ B ⊆ G0 ⊆ G .

(23)

Now, for the if case, assume that the conditions (i) and (ii) hold with respect
to (A 0 , G0 , X) for an arbitrary set of elements E containing an element (X, B)
and where the pair (XEnvE (E) , BEnvE (E) ) is the environment of (X, B). The
condition (ii) and the relation (22) imply that
BEnvE (E) ⊆ AA 0 ⊆ AA .

(24)

The condition (i) and the relation (23) imply that
AA ∩ B ⊆ G0 ⊆ G .
This and the relation (24) imply that
AA 0 ∩ B ⊆ G0 ⊆ G .

(25)

Furthermore, in accordance with Theorem 1, the conditions (i) and (ii) imply
that BEnvE (E) ∩ B 6= ∅. This and the relations (24) and (25) imply that
BEnvE (E) ∩ G0 6= ∅ .

(26)

Finally, the relation AA ∩ G ⊆ B of the condition (i) and the fact that AA 0 ⊆
AA and G0 ⊆ G, as expressed in the relation (24) and (25), respectively, imply
that
AA 0 ∩ G0 ⊆ B .
(27)
The relations (24)-(27) imply that the conditions (i’) and (ii’) hold.
For the if-only case, assume that the conditions (i’) and (ii’) hold for
an arbitrary set of elements E containing an element (X, B) and where the
pair (XEnvE (E) , BEnvE (E) ) is the environment of (X, B). From the first and
second property of the contract (A 0 , G0 , X), it directly follows that (X, B)
and (XEnvE (E) , BEnvE (E) ) are such the condition (i) and (ii) hold, respectively.
Thus, given the contract (A , G, X) and the set of variables XEnvE (E) ,
it can be concluded that there exists a contract (A 0 , G0 , X) where the conditions (a) and (b) hold such that for each set of elements containing an
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element (X, B) and where the pair (XEnvE (E) , BEnvE (E) ) is the environment
of (X, B), it holds that the conditions (i’) and (ii’) hold if and only if the
conditions (i) and (ii) hold.
Theorem 5. Given a contract C = (A , G, X) and a set of contracts {Ci }N
i=1
S
where Ci = (Ai , Gi , Xi ) and X ⊆ N
X
,
the
two-level
contract
hierari=1 i
chy (C , {Ci }N
i=1 ) is proper if there exists a proper composition structure of
(C , {Ci }N
i=1 ).
Proof. Given a contract C = (A , G, X) and a set of contracts {Ci }N
i=1 where
SN
Ci = (Ai , Gi , Xi ) and X ⊆ i=1 Xi , assume that there exists a proper composition structure of the contract hierarchy (C , {Ci }N
i=1 ). In accordance
with Definition 8, assume that there exists an arbitrary set of elements
{(Xi , Bi )}N
i=1 such that AAi ∩ Bi ⊆ Gi and AAi ∩ Gi ⊆ Bi holds for each i.
With the intent to first show that the composition (X, B) of {(Xi , Bi )}N
i=1
onto X is such that AA ∩ B ⊆ G holds, consider the fact that AAi ∩ Bi ⊆
Gi holds for each i. In accordance with Definition 9, this and since each
assertion that is a direct predecessor of an assumption in Ai is either a
TN
T
guarantee Gj or an assumption in A , it follows that AA ∩ N
i=1 Bi ⊆ i=1 Gi
in accordance with the condition (ii) of Definition 10. This and condition (i)
T
of Definition 10 imply that AA ∩ N
i=1 Bi ⊆ G. In accordance with Section 2.1
and Proposition 1, this and considering that condition (iii) implies that
S
Xi \ X, it follows that AA ∩
neither AA nor G constrains any subset of N
i=1 S
SN
TN
d
proj X ( i=1 Bi ) ⊆ G due to the fact that X = N
i=1 Xi \ ( i=1 Xi \ X). In
accordance with Definition 3, this means that it holds that AA ∩ B ⊆ G.
With the intent to now show that the composition (X, B) of {(Xi , Bi )}N
i=1
onto X also is such that AA ∩ G ⊆ B holds, consider the fact that AAi ∩ Gi ⊆
Bi holds for each i. In accordance with Definition 9, this and since each
assertion that is a direct predecessor of an assumption in Ai is either a
T
guarantee Gi or an assumption in A , it trivially follows that AA ∩ N
i=1 Gi ⊆
TN
B
in
accordance
with
the
condition
(ii)
of
Definition
10.
This
and
i=1 i
TN
TN
d
given that it holds that i=1 Bi ⊆ proj X ( i=1 Bi ) in accordance with the
T
relations (1) and (2), it follows that AA ∩ N
i=1 Gi ⊆ B in accordance with
Definition 3. In accordance with the Section 2.1 and Proposition 1, this and
due to the fact that Definition 3 and the condition (iii) of Definition 10 imply
S
that neither AA nor B can constrain any non-empty subset of N
i=1 Xi \ X,
TN
d
S
it holds that AA ∩ proj Ξ\( N X \X) ( i=1 Gi ) ⊆ B. This and the condition
i=1

i

(iv) of Definition 10 imply that AA ∩ G ⊆ B.
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Since the set of elements {(Xi , Bi )}N
i=1 was chosen arbitrarily, it holds
that the composition of each set of elements {(Xi , Bi )}N
i=1 onto X is such
that the relations AA ∩ B ⊆ G and AA ∩ G ⊆ B hold, if each element
(Xi , Bi ) is such that AAi ∩ Bi ⊆ Gi and AAi ∩ Gi ⊆ Bi hold. This means that
(C , {Ci }N
i=1 ) is proper in accordance with Definition 8, which completes the
proof.

Paper B

Extending Contract Theory with
Safety Integrity Levels
Jonas Westman • Mattias Nyberg
In High Assurance Systems Engineering (HASE), 2015 IEEE 16th International Symposium on.

97

98

PAPER B

Abstract
In functional safety standards such as ISO 26262 and IEC 61508,
Safety Integrity Levels (SILs) are assigned to top-level safety requirements on a system. The SILs are then either inherited or decomposed down to safety requirements on sub-systems, such that if the
sub-systems are sufficiently reliable in fulfilling their respective safety
requirements, as specified by the SILs, then it follows that the system is sufficiently reliable in fulfilling the top-level safety requirement.
Present contract theory has previously been shown to provide a suitable foundation to structure safety requirements, but does not include
support for the use of SILs. An extension of contract theory with the
notion of SILs is therefore presented. As a basis for structuring the
breakdown of safety requirements, a graph, called a contract structure,
is introduced that provides a necessary foundation to capture the notions of SIL inheritance and decomposition in the context of contract
theory.

1

Introduction

The concept of Safety Integrity Levels (SILs) is central in various safety
standards, e.g. [1–4], and can be described as a measure of the required
reliability of a system or component, in order to achieve a tolerable level of
risk. This means that, the higher the SIL, the greater the amount of safety
measures, i.e. activities or technical solutions that increase the reliability
of a system, needs to be applied, in order to mitigate the occurrence of
dangerous system failures.
Typically, e.g. in [1, 2], SILs are assigned to top-level safety requirements. As the safety requirements on a system are broken down into safety
requirements on sub-systems, SILs are either inherited from a requirement
at a higher level to a requirement at a lower level, or decomposed, where
the SIL is lowered, as a result of introducing redundancy into the system.
If the sub-systems are sufficiently reliable in fulfilling their respective safety
requirements, as specified by the SILs, then it follows that the system is
sufficiently reliable in fulfilling the top-level safety requirement.
Consider that a requirement for a sub-system is assigned with a lower
SIL than what is actually needed for the system to be sufficiently reliable
in fulfilling a top-level safety requirement. This means that even if the
sub-system is sufficiently reliable in fulfilling its requirement, it cannot be
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guaranteed that a tolerable level of risk is met. It is therefore imperative
that the assignment of SILs to the requirements for a system is done in a
correct manner.
In [5, 6], the contract theory [7, 8] of SPEEDS [9], targeted for the design
of Cyber-Physical Systems (CPS), is extended to allow contracts that are
not limited to the interface of a system or component. As further shown
in [5], the extended theory of contracts provides a suitable foundation to
structure safety requirements. The works in [5–8], do not, however, discuss
the relation between contracts and SILs, and do not, therefore, provide
the necessary support to argue over the fact that a breakdown of safety
requirements for a system has been performed correctly with respect to
achieving a tolerable level of risk.
The main contribution of the present paper is an extension of contract
theory [5–8] with the notion of SILs. This includes definitions that specifies
exact conditions under which SIL inheritance and decomposition can be
applied when using contracts to structure safety requirements. As a basis
for structuring the breakdown of safety requirements and the individual
tracing of safety requirements at a lower level back to their top-level safety
requirement, a graph, called a contract structure, is introduced.
Out of an extensive literature study (See Sec. 2.3) of contract approaches
[7, 8, 10–24], only [10] was found to discuss the relation between SILs and
contracts in any depth. In [10], inspired by the work in [25], ’safety contracts’ are used as a mean to explicate the relation between the integrity
levels of assumptions on the inputs and the guarantee on the outputs of a
software component. The notion of inheritance of integrity levels inbetween
requirement breakdown levels is also discussed, but the discussion is kept at
non-formal level and is limited to the software domain only. In contrast to
[10], the present paper captures the relations between SILs and contracts in
a formal context and, in addition, covers the area of Cyber Physical Systems
(CPS) in general; not only software.
In Sec. 2, the theory of contracts [5–8] is presented. In Sec. 3, contract
structures are introduced in order to capture the breakdown of safety requirements. In Sec. 4, SILs are described from the perspectives of safety
standards. In Sec. 5, present contract theory is extended with SILs. In
Sec. 6, the paper is summarized and conclusions are drawn.
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x1

x1 (t)

t
(a)

x1 (t)
ω{x1 ,x2 }
t
x2 (t)

x2
(b)

Figure 1. In (a), a trajectory of values of x1 is shown. In (b), a run ω{x1 ,x2 }
is shown, consisting of two pairs containing the trajectory shown in (a) and
another trajectory of values of x2 .

2

Present Contract Theory

In this section, the essence of the theory of contracts as described in [5–8] is
presented. The concepts are later used in Sec. 3 and 5 where contracts are
structured for an architecture of elements and related to the notion of SILs,
respectively.

2.1

Assertions and Runs

Let X = {x1 , . . . , xN } be a set of variables. Consider a trajectory of values
of the variable x1 over a time window starting at a certain time t0 , e.g. as
shown in Fig. 1a. A tuple of such trajectories, one for each variable in X,
sorted according to a global ordering with respect to the identifiers of the
variables, is called a run for X, denoted ωX . For example, a run ω{x1 ,x2 } is
shown in Fig. 1b as a solid line, consisting of the trajectory shown in Fig. 1a
and another trajectory of values of x2 , both represented as dashed lines.
Given a set of variables X 0 , an assertion W over X 0 is a non-empty set
of runs for X 0 . Note that rather than specifying an assertion by explicitly
declaring its set of runs, assertions can be specified by a set of constraints,
e.g. by equations, inequalities, or logical formulas.
Given an assertion W over X = {x1 , . . . , xN }, and another set of variables X 0 ⊆ X, the projection [5, 7, 22, 24] of W onto X 0 , written projX 0 (W),
is the set of runs obtained when the trajectory of values of each variable
xi ∈
/ X 0 is removed from each run in W. Using notation of relational al-
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gebra [26], it holds that projX 0 (W) = πX 0 (W). For example, consider an
assertion {ω{x1 ,x2 } } where ω{x1 ,x2 } is the run shown in Fig. 1b. The projection of {ω{x1 ,x2 } } onto {x1 } is the run containing only the trajectory of
values of the variable x1 as shown in Fig. 1a.
In the following, for the sake of readability, it is assumed that prior to
using set operations (e.g. ∩, ∪, and proj) and set relations (e.g. ⊆) on
assertions over dissimilar sets of variables, the assertions are first extended
to the union of the sets of variables using the operation of inverse projection
as described in [5, 6]. For example, given two assertions W and W0 over the
set of variables X and X 0 , respectively, the shorthand notation W ∩ W0 is
assumed to mean that both W and W0 are first extended to the set X ∪ X 0 ,
prior to performing the intersection.

2.2

Elements and Architectures

This section starts by introducing the concept of elements 1 , in order to
model any entity of a CPS, such as software, hardware, or physical entities.
Definition 1 (Element). An element E is an ordered pair (X, B) where:
a) X is a set of variables, called the interface of E and where each x ∈ X
is called a port variable; and
b) B is an assertion over X, called the behavior of E.
Port variables model tangible quantities of the element from the perspective of an external observer to the element, and the behavior models
the static and dynamic constraints that the element imposes on the port
variables, independent of its surroundings. For example, consider a potentiometer Epot = (Xpot , Bpot ) where Xpot = {vref , vbranch , vgnd }. The port
variables vref , vbranch , and vgnd model the reference, branch, and ground
voltages, respectively. Furthermore, h models the position (0 − 100%) of
the ’slider’ that moves over the resistor and branches the circuit. Given
a simplified model where currents are neglected, the behavior Bpot can be
v
−vgnd
specified by the equation h = branch
vref −vgnd .
A set of elements can be structured in order to model a CPS, its parts,
and its surroundings. Similar to e.g. [2, 27], such a structure will be referred
1

The concept corresponds to a component in [7, 8] and is, essentially, in accordance
with the concept of an element in ISO 26262 [2].
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ELM sys
EEsys
Ebat
vgnd

Etank

l

vref
f

h

Epot

ElM eter

vbranch

Figure 2. An architecture ALM sys of a ”Level Meter system”.

to as an architecture, which, in the present paper, will be denoted with the
symbol A . Prior to presenting the formal definition of an architecture, the
concept is introduced informally by describing an architecture ALM sys of a
”Level Meter system” (LM-system) ELM sys , as shown in Fig. 2 where a set
of elements, each represented as a rectangle filled with gray with white boxes
on its edges that symbolize its port variables, is structured heirarchically.
As shown in Fig. 2, the LM-system ELM sys consists of a tank Etank
and an electric-system EE−sys . The electric-system EE−sys consists of the
potentiometer Epot as previously described, a battery Ebat and a level meter
ElM eter where the behaviors Bbat and BlM eter of Ebat and ElM eter are specified
v
−v
by the equations vref − vgnd = 5V and l = branch5 gnd , respectively. The
slider h is connected to a ”floater”, trailing the level f in the tank. In this
way, the potentiometer Epot is used as a level sensor to estimate the level in
the tank. The estimated level is presented by the level meter ElM eter where
l denotes the presented level.
Notably, since each part of the electric-system EEsys will have quantities
that may not be perceivable when the parts are integrated with each other,
e.g. vref , a port variable x of a child of EEsys where x ∈
/ XEsys cannot
be a member of an interface of a non-descendant of EEsys , e.g. Etank . In
order to further relate the individual behaviors of the children of EEsys
with the behavior of EEsys , the individual behaviors are first combined with
each other using the intersection operator and subsequently restricted to
the interface of EEsys using the projection operator, in accordance with the
Sec. 2.1, i.e., BEsys = projXEsys (Bpot ∩ Bbat ∩ BlM eter ).
The formal definition of an architecture now follows:
Definition 2 (Architecture). An architecture A is a set of elements organized into a rooted tree, such that:
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(a) for any non-leaf node E = (X, B), with children {(Xi , Bi )}N
i=1 , it holds
T
that B = projX ( N
B
);
and
i
i=1
(b) if there is a child E0 = (X 0 , B0 ) and a non-descendent E00 = (X 00 , B00 ) of
E = (X, B), such that x ∈ X 0 and x ∈ X 00 , then it holds that x ∈ X.

2.3

Contracts

The notion of Contracts was first introduced in [12] as a pair of pre- and postconditions, to be used as a specification in object-oriented programming.
The principles behind contracts can, however, be traced back to early ideas
on proof-methods [28–30] and compositional reasoning/verification [13–15].
Since then, several frameworks for compositional reasoning [16, 17] have
emerged and the work in [12] has been extended to e.g. component-based
design [18], analog systems [19], modal specifications [20], and probabilistic
systems [21]. Recently, a theory on contracts for CPS was presented in [7, 8].
Recent works also include abstract formalizations of contract theory [22–24]
and an extension [5, 6], that allows assumptions and guarantees that are not
limited to the interface of elements.
Definition 3 (Contract). A contract C is a pair (A , G), where G is an
assertion, called a guarantee, and A is a set of assertions {Ai }N
i=1 where each
Ai is called an assumption of G.
A contract C = (A , G) is intended to be used as a specification for an
element E = (X, B) where the guarantee G expresses an intended property
under the responsibility of E, given that any environment of the element fulfills the assumptions in A . The element E satisfies [5–8, 22–24] the contract
C if the behavior B and the assumptions of G together fulfill G, i.e. if the
T
relation ( N
i=1 Ai ) ∩ B ⊆ R holds.
As an illustrative example, consider the architecture ALM sys as shown
in Fig. 2 and a contract ClM eter = ({AlM eter }, GlM eter ) for the level meter
ElM eter as shown in Fig. 3 where the dashed lines represent the variables
that AlM eter and GlM eter are expressed over, respectively. The assertion
GlM eter , specified by the equation l = f , expresses that the responsibility of
ElM eter is to guarantee that the presented fuel level l, shown by the meter,
shall correspond to the level f in the tank. However, in order for the level
meter ElM eter to be able to ensure that GlM eter holds, the voltage measured
between vbranch and vgnd on ElM eter must map to a specific level in the
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GlM eter
AlM eter
Etank

Ebat

ELM sys
EEsys
vgnd

l

vref
f

h

Epot

ElM eter

vbranch

Figure 3. A contract ClM eter for the element ElM eter .

tank. That is, the assumption AlM eter of GlM eter is specified by the equation
v
−v
f = branch5 gnd .
Formulated differently, the guarantee GlM eter expresses a requirement on
ElM eter , given an environment that fulfills the assumptions. Considering
that the overall aim is to relate the concept of SILs in safety standards to
the notion of contracts, and that safety standards rely on the use of the term
’requirements’ rather than ’guarantees’, a guarantee G, will, in the following
instead be referred to as a requirement R.

3

Contract Structures

Consider that it is infeasible to verify that the root element Er of an architecture satisfies a contract Cr , due to the complexity of Er . A solution to
such an issue, is to iteratively split each contract C for an element E into a
set of contracts {Ci }N
i=1 for each child Ei of E with the intent that:
each leaf element Ej satisfies Cj =⇒ Er satisfies Cr .

(1)

If an architecture only consists of two hierarchical level, then property (1)
corresponds, in essence, to the notion of completeness in ISO 26262 [2],
dominance/refinement in [5–8, 23, 24], and the composition principle in [16].
This section introduces the concept of a graph, called a contract structure C that organizes the breakdown of requirements on the elements of an
architecture with the intent of having the property as expressed in the property (1). Contract structures are further used in Sec. 5.1 and 5.2 in order to
capture the notion SIL inheritance and decomposition, respectively. Prior
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to presenting the formal definition of a contract structure in Sec. 3.3, an underlying concept of using assumptions as explicit requirements is described
in Sec. 3.1.

3.1

Using Assumptions as Explicit Requirements

Consider a scenario where the environment of the element ElM eter is unknown, e.g. when developing ElM eter ”out-of-context” [2]. The assumption
AlM eter of the requirement GlM eter , as shown in Fig. 3, hence expresses the
conditions any environment needs to fulfill, in order for the behavior of
ElM eter to guarantee that GlM eter holds. If the environment is known, however, such as in the context of the architecture ALM sys , the assumption
AlM eter of GlM eter rather expresses as a requirement on the potentiometer
Epot . This was also observed in [5, 31] where, in the context of an architecture, assumptions are in fact references to other requirements.
Therefore, in the context of a specific architecture, it is not needed to
use explicit assumptions separated from requirements, and an assumption
of a requirement on an element E, will, in the following, correspond to a
requirement on an element in the environment of E. The use of explicit
assumptions is, however, relevant for out-of-context development and is discussed in Remark 1.

3.2

Contract Structure for the Level Meter-system

Consider that each requirement Ri of a contract Ci = (Ai , Ri ) for an element
Ei ∈ ALM sys is represented by a node in an edge-labeled directed graph
as an overlay onto the hierarchical structure of the elements of ALM sys as
shown in Fig. 4. A requirement Ri is an assumption of another requirement
Rj , if there exists an arc labeled ”Assumption of” from Ri to Rj , visualised
as a line with a circle filled with black at the end. For example, the arc from
Rpot to RlM eter represents that Rpot is an assumption of the requirement
RlM eter .
As also shown in Fig. 4, an incoming arc labeled ”Fulfills”, visualized
as an arrow, to a requirement Ri on an element Ei from a requirement Rj
on a child Ej of Ei , represents the intent of Rj fulfilling Ri . For example,
the arc from the requirement RE−sys to RLM sys represents the intent of
RE−sys ⊆ RLM sys .
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ELM sys
RLM sys
f =l
Etank

Fulfills

EEsys

Assumption of

REsys
f =l

Rtank
f =h
Ebat
vref

ElM eter

Rbat
− vgnd = 5V

Fulfills
Assumption of

Epot
Assumption of

Rpot
vbranch −vgnd
5V

=f

Assumption of RlM eter
f =l

Figure 4. A contract structure CLM sys for the architecture ALM sys .

3.3

Contract Structure

The formal definition of a contract structure follows:
Definition 4 (Contract Structure). Given an architecture A , and a set of
i
contracts {(Ai,j , Ri,j )}N
j=1 for each element Ei of A , where each assumption
in each set Ai,j is either:
a) a requirement on a sibling of Ei ; or
b) an assumption of a requirement Rk6=i,l on the parent of Ei ,
then a contract structure C is an arc-labeled Directed Acyclic Graph (DAG),
such that:
i) the requirements Ri,j are the nodes in C;
ii) each arc is uniquely labeled either ”Assumption of” or ”Fulfills”;
iii) there is an arc labeled ”Assumption of” from Ri,j to Rk6=i,l , if and only
if Ri,j is an assumption of Rk6=i,l ;
iv) if there is an arc labeled ”Fulfills” from Ri,j to Rk6=i,l , then Rk6=i,l is a
requirement on the parent of Ei ;
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E0

E
G1

Assumption of

G2
Fulfills

Fulfills Fulfills

G0

E1

E2

Assumption of
G1,1

G1,2

Figure 5. A contract structure that would not be a contract structure if
the dashed arc is added to the graph.

v) if Ri,j is reachable from an assumption Rk6=i,l of a requirement on the
parent of Ei , then Rk6=i,l is also an assumption of any requirement
Rm6=k,n on the parent of Ei and Rm6=k,n is reachable from Ri,j ;
vi) each requirement on a non-leaf element E has a predecessor that is a
requirement on a child of E.
As discussed in Sec. 3.1 and as also shown in Fig. 1, the conditions a)
and b) of Def. 4 express that an assumption of a requirement on an element
E always correspond to a requirement on an element in the environment
of E, i.e. an assumption is either a requirement on a sibling of E, or an
assumption of a requirement on the parent of E.
Consider the contract structure shown in Fig. 5 that is intended to clarify
why the graph would not be a contract structure if the dashed arc is added
to the graph, as expressed in (v) of Def. 4. In Fig. 5, the intent is that
the behavior B of E is to fulfill R2 , without relying on any assumptions
concerning the environment of E. However, if the dashed arc is added, then
the above-mentioned statement is contradicted, since it would mean that in
order for B to fulfill R2 , the behavior of the sibling E0 of E needs to fulfill R0 .
The condition (vi) of Def. 4 expresses that the requirement on an element
E must be linked to a requirement on a child of E.
Contract structures will be used to capture the notion of SIL inheritance
and decomposition in the context of contracts in Sec. 5, which also presents
a theorem that shows that a contract structure organizes the breakdown of
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E

E

G0

A0

G0
G

E00
G00

G

E00
A00

G00
(a)

(b)

Figure 6. A possible extension to Def. 4 is shown in (b) where, in contrast
to (a), assumptions are used as intermediate nodes.

the requirements on the elements of an architecture to achieve the property
as expressed in (1). Prior to that, however, an overview of the use of SILs
in different safety standards is presented in the following section.
Remark 1 (Extension for Out-of-Context Development). A trivial extension
to Def. 4 is to allow the use of intermediate assumption nodes, e.g. as shown
in Fig. 6b, which can be compared to Fig. 6a where the requirements R0 and
R00 are assumptions to R. Such an extension is useful for e.g. out-of-context
development as discussed in Sec. 3.1.

4

Safety Integrity Levels in Safety Standards

The concept of SILs is central in various safety standards, e.g. IEC 61508
[1] - a generic standard for functional safety, EN 50128 [3] for the railway industry, ISO 26262 [2] for automotive, and Def Stan 00-56 [4] for the defense
industry. Although the aim is to consider SILs from a general standpoint,
due to space restrictions, this paper is focused to SILs from the perspective
of IEC 61508 and ISO 26262, as presented in Sec. 4.1 and 4.2. The reason
for choosing IEC 61508 is that it is a generic standard, applicable to any
safety-related system that incorporates Electric/Electronic/Programmable
Electronic (E/E/PE) parts, and also due to the fact that one of its major
objectives is to serve as an archetype for other more domain-specific standards. The reason for choosing ISO 26262 is that it is one of the most recent
functional safety standards and it has a high focus on requirements engineering with a notion of SIL inheritance and decomposition more explicit than
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in [1, 3, 4].

4.1

SILs in IEC 61508

In order to evaluate the risk, i.e. the combination of the probability of
harm and the severity of such a harm, of deploying an Equipment Under
Control (EUC), i.e. ”equipment, machinery, apparatus or plant used for
manufacturing, process, transportation, medical or other activities” [1], the
EUC and its environment is analyzed in order to identify hazardous events,
i.e. events that may result in harm. The risks of the hazardous events are
then assessed without considering mechanisms of the EUC that might lower
such a risk.
A safety function is determined for each hazardous event, formulated
with the intent to prevent the hazardous events from occurring. Safety
functions are then either allocated to E/E/PE safety-related systems of the
EUC or to other risk reduction measures. With the intent to achieve a tolerable level of risk, elements of E/E/PE safety-related systems are determined
a SIL:
”a discrete level (one out of a possible four), corresponding to a
range of probabilities of an E/E/PE safety-related system satisfactorily performing the specified safety functions under all the
stated conditions within a stated period of time, where safety integrity level 4 has the highest level of safety integrity and safety
integrity level 1 has the lowest” [1].

4.2

ASILs in ISO 26262

A development according to ISO 26262 revolves around an item, i.e. ”a
system that implements a function at a vehicle level” [2]. Similar to IEC
61508, the risks of the different hazardous events that are relevant for the
item are assessed without considering mechanisms that might lower such a
risk. Based on the risk assessment, each hazardous event is then determined
an Automotive Safety Integrity Level (ASIL), i.e.
”one of four levels to specify the item’s or element’s [an item
consists of elements] necessary requirements of ISO 26262 and
safety measures to apply for avoiding an unreasonable residual
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risk [i.e. risk that remains after the deployment of safety measures] with D representing the most stringent and A the least
stringent level” [2].
A top-level safety requirement, i.e. a safety goal is determined for each
hazardous event, formulated with the intent to prevent the hazardous event
from occurring. As a consequence, the safety goal is assigned the ASIL
determined for the hazardous event.
4.2.1

ASIL Inheritance

In ISO 26262, safety requirements are structured at different hierarchical
levels where the intent is that ”safety requirements at one level fully implement all safety requirements of the previous level” [2]. For example, if two
so called Functional Safety Requirements (FSRs) are derived from a safety
goal, then the intent is that the FSRs shall implement the safety goal. If the
safety goal has been assigned an ASIL D, for example, then the two FSRs
will inherit SIL D. If one of the FSRs is also derived from another safety
goal, then that FSR will inherit the highest ASIL of the safety goals.
4.2.2

ASIL Decomposition

Consider a case where either one of the FSRs can, in fact, implement the
safety goal alone and that the FSRs are allocated to two elements that are
’sufficiently independent’. Given such a case, it is possible to assign lower
SILs to the FSRs (i.e. in this case an ASIL B and C, for example) than to
the safety goal by applying ’ASIL decomposition’, i.e.
”apportioning of safety requirements redundantly to sufficiently
independent elements, with the objective of reducing the ASIL
of the redundant safety requirements that are allocated to the
corresponding elements” [2].

5

Safety Integrity Levels for Contracts

In this section, the contract theory as described in Sec. 2 is extended with
the notion of SILs, as described in Sec. 4. This includes formal definitions
of both SIL inheritance and decomposition by relying on the concept of
contract structures, as presented in Sec. 3.
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Even though the intent is that the definitions in this section shall be
in accordance with both ISO 26262 and IEC 61508, an interpretation is
necessary both due to the fact that the standards deviate slightly in their
definition of a SIL and that the definitions need to be tailored in order to
fit with the other concepts presented in the paper.
Prior to presenting a formal definition of a SIL in the context of contract theory, it is necessary to define what it means for a requirement to
be violated. Given an architecture {(Xi , Bi )}N
and a contract (A , R) , the
TN i=1
requirement R is violated if a run ω of i=1 Bi is executed where {ω} 6⊆ R.
Definition 5 (Safety Integrity Level For a Requirement). Given an architecture A , a SIL for a requirement R, denoted SILR , is a uniquely assigned
discrete level that corresponds to a target range of the probability that the
requirement R is violated, during an arbitrary time interval of a predefined
length.
Def. 5 is in accordance with the definitions in ISO 26262 and IEC 61508,
given that a safety function in IEC 61508 is, or can at least correspond to, a
top-level requirement and that an ASIL for a requirement in ISO 26262 can
be mapped to a range of the probability that the requirement is violated.
Consider that a SIL is assigned to the requirement RLM sys , as shown
in Fig 4, as a result of assessing the risk of ELM sys in the context of a
specific architecture. Following a certain standard, this would imply that
the specific instructions of that standard would have to be followed with the
aim of achieving a failure probability of RLM sys within the target range as
specified by the SIL for RLM sys .

5.1

SIL Inheritance in a Contract Structure

Prior to presenting a formal definition of SIL inheritance, the concept is
introduced informally by the use of the following representative examples
(a) and (b), as shown in Fig. 7:
a) In Fig. 7a, the intent is that the behavior of E0 is to fulfill R1 and R2 ,
given that the behavior of E fulfills the assumption R of R1 and R2 .
The highest SIL for R1 and R2 , i.e. 2, is hence assigned to R;
b) In Fig. 7b, the intent is that the requirement R on the child E of an
element E0 is to fulfill both a requirement R1 and R2 on E. The highest
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R3
1

R00
1

(b)

Figure 7. Two representative examples of SIL inheritance in a contract
structure.

SIL for R1 and R2 , i.e. 2, is hence assigned to R. The requirement R00
is intended to fulfill only R3 and is hence assigned with the SIL 1.
As expressed in the two examples above, if the intent is to rely on that a
requirement R is not violated in order to assure that a requirement Ri is not
violated, then the requirement R should inherit the SIL of Ri . The behavior
of EE−sys , for example, cannot fulfill the requirement RE−sys unless the
sensor is installed correctly in the tank, as expressed by Rtank and shown in
Fig. 4. The SIL for Rtank is hence inherited from RE−sys .
A formal definition of SIL inheritance will now follow below. Note that to
fully understand the formal definition, SIL inheritance needs to be explained
simultaneously with SIL decomposition. A detailed explanation will hence
follow in Sec. 5.2. Part (a) and (b) of the definition corresponds to Fig 7a
and 7b, respectively.
Definition 6 (SIL Inheritance in Contract Structure). Given an architecture A and a contract structure C, SIL inheritance is the assignment of a
SIL to a requirement R on an element E such that
SILR = max(SILR1 , . . . , SILRN )
where each Ri is either:
a) a requirement on a leaf element of A and R is both an assumption
and a direct predecessor of Ri ; or
b) a requirement on the parent of E and a direct successor of R.
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Figure 8. Two representative examples where the intent is to achieve redundancy.
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E2
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Figure 9. Examples where both SIL decomposition and inheritance is
applied in contract structures.

5.2

SIL Decomposition in a Contract Structure

In this section, the concept of SIL decomposition in the context of a contract
structure, is presented. As expressed in Sec. 4.2, SIL decomposition can
only be performed if redundancy is present in a system. In order to capture
the intent of achieving redundancy, the definition of a contract structure is
extended with an ’OR⊥ ’ node:
Definition 7 (Extension of Contract Structure).
i) each node is either
a requirement Ri,j or an ’OR⊥ ’ node and each requirement Ri,j is a
node;
iii) If and only if Ri,j is an assumption of Rk6=i,l , then there exists an arc
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labeled ”assumption of” from Ri,j to either:
a) Rk6=i,l ; or
b) an ’OR⊥ ’ node that has exactly one outgoing arc to Rk6=i,l , labeled
”assumption of”;
vii) if an ’OR⊥ ’ node has an incoming arc labeled ”fulfills” from Ri,j , then
the ’OR⊥ ’ node has exactly one outgoing arc to a requirement Rk6=i,l
on the parent of Ei ;
viii) each ’OR⊥ ’ node has at least two incoming arcs and where any two
incoming arcs to the ’OR⊥ ’ node, are requirements on different elements.
The two following representative examples a) and b), also shown in
Fig. 8a and 8b, capture two scenarios where the intent is to achieve redundancy:
a) As expressed in Fig. 8a, the intent is that it is sufficient that either
one of the behaviors of two ”sufficiently independent” [2] elements
E0 and E00 in the environment to an element E fulfills the respective
requirements R0 and R00 , in order for the behavior of E to fulfill R, i.e.
that (R0 ∪ R00 ) ∩ B ⊆ R;
b) As expressed in Fig. 8b, the intent is that either one of two requirements R1 and R2 on two sufficiently independent children E1 and E2
of an element E is able to fulfill a requirement R of a contract for E,
i.e. that (R1 ∪ R2 ) ⊆ R.
Considering the examples a) and b), it is hence possible to assign a
potentially lower SIL to R0 and R00 , and also to R1 and R2 , than the SIL for
R, by performing SIL decomposition.
Definition 8 (SIL Decomposition in Contract Structure). Given an architecture A and a contract structure C, SIL Decomposition is the assignment
of a SIL to a requirement R of C such that
β ≤ SILR ≤ max(SILR1 , . . . , SILRN ) ,
where each Ri is either:
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E1
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R1
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Figure 10. Example where both SIL decomposition and inheritance is
applied in a contract structure.

a) a requirement on a leaf element of A and a direct successor of an OR⊥
node where the OR⊥ node has an incoming ”assumption of” arc from
R; or
b) a direct successor of an OR⊥ where the OR⊥ node has an incoming
”fulfills” arc from R,
and where β is specified according to the context and the requirements of a
given safety standard.
Consider Fig. 9a that is intended to clarify why inheritance of SILs,
through the use of assumptions, only apply to leaf nodes, as expressed in
(a) of Def. 6. If SIL C has been assigned to R, for example, then SIL B and
A can be assigned to R1 and R2 , respectively, according to (b) of Def. 8 and
ISO 26262. According to (a) of Def. 6, R0 should hence inherited the SIL B
from the requirement R1 on the leaf element E1 , rather than the SIL for R,
since redundancy has been introduced into E. The same reasoning can be
applied to decomposition of SILs, through the use of assumptions, as shown
in Fig. 9b and expressed in (a) of Def. 8.
Remark 2. Although not explicitly mentioned in either ISO 26262 nor IEC
61508, if both SIL decomposition and inheritance can be applied to a requirement R, then the maximum SIL should be assigned to R. An example
is shown in Fig. 10.
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Verifying Contract Structures and Arguing for Safety

Now that formal definitions of SIL inheritance and decomposition has been
presented, it will be shown that a contract structure organizes the breakdown
of the requirements on the elements of an architecture in order to achieve
the property as expressed in (1).
i
Theorem 1. Given an architecture A , and a set of contracts {Ci,j }N
j=1 for
each element Ei of A and a contract structure C where

a) each requirement on the root element Er of A is over a subset of the
interface of Er ; and
b) for each requirement R with a set of incoming ”fulfills’ arcs from a set
T
of requirements {R1 , . . . , RN }, the relation N
i=1 Ri ⊆ R holds,
then the root element Er satisfies each contract Cr,k , if each leaf element Ei
satisfies each contract Ci,j .
The following illustrative example shows the use of Theorem 1.
Consider the contract structure in Fig. 11 where a redundant power
supply Ebat2 has been added to the architecture AlM −sys , as shown in Fig. 2
and 4. According to Def. 6.b), if RLM sys has been assigned SIL C, SIL C is
assigned to RE−sys and, further also to RlM eter . According to Def. 6.b), SIL
C is assigned to Rpot and further also to Rtank . According to Def. 8.a) and
the rules of decomposition in ISO 26262, SIL B and A is assigned to Rbat
and Rbat2 , respectively.
Since the relation RlM eter ⊆ RE−sys ⊆ RLM sys holds, and that RLM sys
is over {l, f } ⊆ XLM sys , it can be infered, through the use of Theorem 1,
that if the leaf elements of AlM −sys satisfy their contracts, then ElM −sys
satisfies ClM −sys . If the specific instructions of ISO 26262 are followed in
order to ensure that each leaf requirement is not violated within the target
probability as specified by its assigned SIL, then the argumentation can be
made that the root requirement RLM sys is not violated within the target
probability as specified by its assigned SIL.
Remark 3. Since the requirements of a contract structure are organized as a
Directed Acyclic Graph, the use of circular argumentation [16, 24] is avoided.
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C
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Figure 11. A contract structure for a modified version of the architecture
AlM −sys where redundancy has been introduced and SILs have been assigned
to the requirements.

6

Conclusions

As mentioned in Sec. 1, although present contract theory [5–8] provides
a suitable foundation to structure safety requirements, there is insufficient
support for assigning SILs to requirements structured as contracts.
To address this, the notion of a contract structure was first introduced
in Sec. 3 as a basis for structuring the breakdown of safety requirements
and the individual tracing of safety requirements at a lower level back to
their top-level safety requirement. Through the use of contract structures,
contract theory [5–8] was extended with formal definitions of both SIL inheritance and decomposition in Sec. 5.1 and 5.2. In Sec. 5.3, Theorem 1 was
introduced that ensures that a breakdown of safety requirements, structured
as contracts, has been performed correctly. A correct breakdown of safety
requirements is necessary in order to argue over the fact that a tolerable
level of risk of a system has been met.
Considering the strict demands from recent functional safety standards [1,
2] on the structuring of safety requirements - including SILs, this paper offers
a necessary extension of contract theory [5–8] that supports a systematic and
correct way of assigning SILs for safety requirements structured as contracts.
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Appendix I

Industrial Case Study – The Fuel Level
Display-system

This section shows an explicit use of the concepts presented in Section 2- 3 by
structuring and specifying safety requirements, i.e. requirements that have
been assigned a SIL [32], on an industrial system. The safety requirements
will be structured as proposed in ISO 26262 - a functional safety standard
for the automotive industry. The industrial system is a Fuel Level Display
(FLD)-system, installed on all heavy trucks manufactured by Scania. In
accordance with ISO 26262, a top-level safety requirement, i.e. a safety goal,
for the FLD-system is broken down all the way into SW and HW Safety
Requirements on the C-code implementation and associated HW.
Specifically, this is done by modeling the FLD-system and its environment as an architecture AF LDSys in accordance with Section 2.2. Contracts
are formed for elements in AF LDSys in accordance with Section 3. The contracts, expressing relations between safety requirements on the elements in
AF LDSys in accordance with Section 3.1, are structured using a contract
structure as presented in Section 3.3.

I .1

Architecture of the FLD-System

The FLD-system is a safety-critical system and this section will consider the
actual C-code that is compiled and flashed onto the produced vehicles. The
basic functionality of the FLD-system is to provide an estimate of the fuel
volume in the fuel tank to the driver. The functionality is distributed across
three ECU (Electric Control Unit)-systems, i.e. an ECU with sensors and
actuators, in the E/E-system of the vehicle EV ehicle : Engine Management
System (EMS) EEM S , Instrument Cluster (ICL) EICL , and Coordinator
(COO) ECOO . The ECU-systems also interact with the fuel tank EF uelT ank
and the parking brake system EpBrakeSys that both are outside of the E/Esystem of the truck. The environment of the vehicle EV ehicle in AF LDSys
solely consists of a ”driver” EDriver with an interface identical to the vehicle
EV ehicle .
There are several architectural variants of the FLD-system, e.g. variability in fuel tanks, types of sensors, etc. Due to space restrictions, only one
type of architecture is considered here. The considered variant is shown in
Figure 12 where all port variables and elements that are not relevant have
been removed for reasons of readability. The sharing of port variables is ei-
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ther visualized by connecting port variables with a line or by the appearance
of port variables on several edges of rectangles.
COO ECOO estimates the fuel volume actualF uelV olume[%] in the tank
EF uelT ank by a Kalman filter. The input signals to ECOO are: the position
sensedF uelLevel[%] of a floater in the fuel tank EF uelT ank , as sensed by
the fuel sensor Ef uelSensor ; and the Controller Area Network (CAN) signal
F uelRate[l/h] in the message F uelEconomy, transmitted on CAN 1 from
EMS EEM S . The CAN signal F uelRate[l/h] is an estimate of the current
fuel consumption. The estimated fuel volume is transmitted on CAN 2 as
the CAN signal F uelLevel[%] in the CAN message DashDisplay. The CAN
message is received by ICL EICL where a fuel gauge indicatedF uelV olume[%] in the display presents the information to the driver.
A development according to ISO 26262 revolves around an item, i.e. ”a
system that implements a function at a vehicle level” [2]. For the analysis
in this section, COO ECOO is chosen to be the item. In Figure 12, the
architecture of the SW ESW of the ECU EECU of ECOO is shown, as well as
the ECU-HW EHW , the fuel sensor Ef uelSensor , and the relevant elements
in the environment of the item in AF LDSys .
The SW architecture of COO is structured as follows: the APPLication
(APPL) layer consists of SW components that implement the high level
functionality of the ECU EECU ; the MIDDleware (MIDD) layer contains the
SW components in charge of controlling the I/O, e.g. sensors and actuators,
connected to the ECU and the encoding/decoding of CAN messages; and
the Basic Input/Output System (BIOS) layer contains the SW components
that manages the low-level interaction with the executing platform, i.e. the
ECU HW EHW .
For further understanding, functions inside of the different elements in
the SW architecture are also shown in Figure 12, as well as data and control
flow between the functions. Each function that is shown in Figure 12 is part
of an element and is associated with a function trigger, i.e. a boolean port
variable of the element where the port variable shares the same identifier as
the function. Due to space restrictions, the identifiers of the function triggers
are not shown in Figure 12, and each function trigger that is associated with
a main function, identified as funcID_20ms in Figure 12, is not shown at all.
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ch_U32

Figure 12. The architecture AF LDSys of the FLD-system where only
the relevant port variables and elements are shown.
Different relations, e.g. data and control flow, between different SW functions and
port variables are explained in the legend at the bottom of the figure.
NOTE: The architecture and the naming are modified to protect the integrity of the implementation. The original complexity and intent of the
architecture is, however, sustained.
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Specification and Structuring of Safety Requirements

In this section, the safety goal and safety requirements are specified and
structured in parallel to the architecture AF LDSys of the FLD-system using
a contract structure for AF LDSys as shown in Figure 13. The specification of
a guarantee of a contract for an element in AF LDSys is made by considering
the intended responsibility of the element in the context as a whole. This
means that the guarantee, i.e. a safety requirement on the element, and
also the assumptions, will not necessarily be limited to the interface of the
element.
Regarding the representation of requirements, port variables are referred
to using the format ’name[unit]’ or simply ’name’, such as e.g. actualF uelV olume[%] and F if oBuf f er. To pair a requirement with assumptions, a
reference is made to one, or a set of requirement on elements in the environment, by writing ’{SR# }’ besides the requirement.
Different hierarchical levels of requirements as described in ISO 26262,
i.e. safety goals, Functional Safety Requirements (FSRs), Technical Safety
Requirements (TSRs), and Hardware and Software Safety Requirements
(HWSRs/SSRs) are mapped to the type of port variable referred to in the
requirements. That is, if a requirement refers to port variables that model
properties at a vehicle level or those shared between ECU-systems, it is considered to be an FSR. If both port variables with HW and SW properties
are referred to, it is considered to be a TSR and if only port variables with
e.g. only SW properties are referenced, it is considered to be a SSR, and so
on.
As a limitation due to space restrictions, only requirements that are applicable when the ignition is on, are considered. In SW, that corresponds to
only including requirements applicable during run-time. It is assumed that
every main function, identified as funcID_20ms in Figure 12, is run every
20 ms and that the data-flow is exclusive to what is shown in Figure 12, i.e.
no other element can read or write to a variable other than what is shown.
Furthermore, upon triggering a function by setting its function trigger from
false to true, the function is assumed to terminate (which means that the
function trigger is again set to false) within a negligible time. The term
’corresponds to’ is used when two variables/values are approximately equal,
e.g. when they only differ in type or deviate due to small delays.
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Figure 13. Contract structure for the architecture AF LDSys where the
structure of the elements are not shown for reasons of readability.

I .2.1

Specification of the Safety Goal

As shown in Table 1, the safety goal SG, under the responsibility of the
vehicle EV ehicle , expresses that: the indicated fuel volume, shown by the
gauge, shall not be greater than the fuel volume in the tank while the parking
brake is not applied. The state when the vehicle EV ehicle is parked is hence
considered as a safe state of the vehicle. The safety goal SG is also shown
as a node in the contract structure shown in Figure 13.
I .2.2

Safety Requirements on COO (the item) and its
environment

As shown in Figure 13, the safety goal SG has an incoming ”Assumptions of”
arc from the FSR FSRDriver , which means that FSRDriver is an assumption of
the contract ({FSRDriver }, SG) for EV ehicle in accordance with Section 3.3.
This means that the safety goal is under the responsibility of the vehicle
EV ehicle , but only if the driver EDriver fulfills the assumption FSRDriver ,
i.e. that the driver does not refuel the vehicle while the parking brake is not
applied, as expressed in Table 2.
In accordance with Section 3.3, the arc from the FSR FSRCOO to the
safety goal SG in Figure 13, means that the intent is that FSRCOO fulfills SG.
As can be seen in Table 1, these two requirements are the same, which means
that the responsibility of SG is fully delegated from the vehicle EV ehicle to
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Table 1. Safety requirements on COO ECOO (the item) and Safety Goal
SG

IF actualP arkingBrake[Bool] is false, THEN indicatedF uelV olume[%], shown
by the fuel gauge, is less than or equal to actualF uelV olume[%]. {FSRDriver }

FSRCOO

IF actualP arkingBrake[Bool] is false, THEN indicatedF uelV olume[%],
shown by the fuel gauge, is less than or equal to actualF uelV olume[%].
{TSRT ank , FSREM S , FSRICL }

Table 2. Safety requirements on the environment of the item (ICL EICL ,
Tank EF uelT ank , Driver EDriver , and EMS EEM S )
FSRDriver

IF actualP arkingBrake[Bool] is false, THEN the derivative of actualF uelV olume[%] is less than or equal to 0.

TSRT ank

The position of the floater sensedF uelLevel[%], sensed by the fuel sensor, does
not deviate more than ±10% from actualF uelV olume[%] in the fuel tank.

FSREM S

IF actualP arkingBrake[Bool] is false AND CAN 1 is equal to CAN message
F uelEconomy AND it has not passed more than 0.3s1 since the last time
CAN 1 was equal to F uelEconomy, THEN CAN signal F uelRate[litres/h] in
F uelEconomy does not deviate more than ±1% from the derivative of actualF uelV olume[%]; OR F uelRate[litres/h] is equal to 0xF E (error). {FSRDriver }

FSRICL

IF it has not passed more than 1s1 since the last time CAN 2 was equal to CAN
message DashDisplay containing CAN signal F uelLevel[%] that is not equal
to 0xF E (error), THEN indicatedF uelV olume[%], shown by the fuel gauge,
corresponds to F uelLevel[%]. Otherwise, indicatedF uelV olume[%] is equal to
0.

COO ECOO . However, the FSR FSRCOO is only under the responsibility
of ECOO , if the environment of ECOO fulfills the requirements TSRT ank ,
FSREM S , and FSRICL , as shown in Figure 13.
As shown in Table 2, the requirements TSRT ank and FSREM S , express
the following in the nominal case, respectively: the fuel sensor Ef uelSensor
is correctly installed in the tank EF uelT ank ; and EMS EEM S provides an accurate estimate of the fuel consumption, when driving. The FSR FSRICL ,
under the responsibility of ICL EICL , expresses in the nominal case that:
the indicated fuel volume, shown by the gauge, shall correspond to the estimated fuel volume, transmitted onto CAN 2 by ECOO . As further shown in
Figure 13, the assumption FSRDriver of the contract for the vehicle, is also
an assumption of the contract containing FSREM S , under the responsibility
of EEM S .
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Table 3. Safety requirements on APPL SW and MIDD SW components
FSRF U EL

IF actualP arkingBrake[Bool] is false, THEN indicatedF uelV olume[%],
shown by the fuel gauge, is less than or equal to actualF uelV olume[%].
1−2
{TSRT ank , FSREM S , FSRICL ,TSRAN IN ,TSR1−2
ICAN ,TSROCAN }

TSRAN IN

f uelSensorRes_V al_F 32[%] corresponds to the floater position sensedF uelLevel[%], sensed by the fuel sensor; OR f uelSensorRes_SS_U 08[Enum] has
the value ERR. {TSRADCC , HWSRf uelSensor }

TSR1ICAN

TSR2ICAN

IF it has not passed more than 0.3s1 since the last time CAN 1 was equal to CAN
message F uelEconomy containing CAN signal F uelRate[l/h] that is not equal
to 0xF E (error), THEN f uelRate_V al_F 32[l/h] corresponds to F uelRate[l/h].
{SSRRCAN , FSRRCAN }
IF CAN signal F uelRate[l/h] in CAN message F uelEconomy was equal to
0xF E (error) the last time CAN 1 was equal to F uelEconomy OR it has passed
more than 0.3s1 since the last time CAN 1 was equal to F uelEconomy, THEN
f uelRate_SS_U 08[Enum] is equal to ERR. {SSRRCAN , TSRRCAN }

IF CAN 2 is equal to CAN message DashDisplay containing CAN signal
F uelLevel[%] that is equal to 0xF E (error) AND it has not passed more
than 1s1 since the last time CAN 2 was equal to DashDisplay, THEN
estF uelLevel_SS_U 08[Enum] corresponds to ERR. {TSRT CAN }
IF CAN 2 is equal to CAN message DashDisplay containing CAN signal F uelLevel[%] that is not equal to 0xF E (error) AND it has not passed more than
TSR2OCAN
1s1 since the last time CAN 2 was equal to DashDisplay, THEN F uelLevel[%]
corresponds to estF uelLevel_V al_F 32[%]. {TSRT CAN }
1 For confidentiality reasons, the values are either modified or not provided.
TSR1OCAN

I .2.3

Safety Requirements on Application and Middleware SW

1−2
, and
In Table 3, the safety requirements FSRF U EL , TSRAN IN , TSRICAN
on
the
SW
components
FUEL
E
,
ANIN
E
,
ICAN
TSR1−2
F
U
EL
AN
IN
OCAN
EICAN and OCAN EOCAN , respectively, are presented. The SW components in the MIDD SW provide the APPL SW with SW-signals that correspond to readings from sensors and CAN signals and also encode SW-signals
from the APPL SW into CAN messages.
As can be seen in Table 1 and Table 3, the FSR FSRF U EL on FUEL
is the same as FSRCOO , which means that the responsibility of FSRCOO
is delegated to FUEL, given that the environment of EF U EL fulfills the
requirements TSRT ank , FSREM S , and FSRICL , and furthermore TSRAN IN ,
1−2
TSR1−2
ICAN , and TSROCAN as shown in Figure 13.
The TSR TSRAN IN expresses that the input signal f uelSensorRes_V al_F 32[%] corresponds to the position of the floater sensedF uelLevel[%], or
the status signal f uelSensorRes_SS_U 08[Enum] has the value ERR. The
TSRs TSR1−2
ICAN expresses that the input signal f uelRate_V al_F 32[litres-
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Table 4. Safety requirements on BIOS SW components
TSRADCC

f P inRes_s32[mV ] corresponds to
{HWSR1HW , SSR1DM AC , SSR2DM AC }

TSRRCAN

IF CAN 1 is equal to a CAN message rmsg, THEN rmsg is in F iF oBuf f er
within 20ms. {HWSR2HW , SSR1−2
BU F F }
IF the oldest message in F iF oBuf f er has PGN 0xF EF 2 when
Rcan_getRxM sg_U 32 transitions from false to true, THEN rmsg corresponds
to F uelEconomy when Rcan_getRxM sg_U 32 transitions from true to false.
{SSR1−2
BU F F }

SSRRCAN

TSRT CAN

SSR1DM AC
SSR2DM AC

the

voltage

value

V _F uel[mV ].

IF tmsg has PGN 0xF EF C when T can_putT xM sg_E transitions from false
to true, THEN DashDisplay corresponds to tmsg the next time CAN 2 is equal
to DashDisplay. {HWSR3HW }
The DMA channel that corresponds2 to ch_U 32 when Dmac_enableCh transitions from false to true, is enabled when Dmac_enableCh transitions from
true to false.
The DMA channel that corresponds2 to ch_U 32 when Dmac_disableCh transitions from false to true, is disabled when Dmac_disableCh transitions from
true to false.

The value of rmsg when Buf f _put_B transitions from false to true, is added
to F iF oBuf f er before Buf f _put_B transitions from true to false.
When Buf f _get_B transitions from true to false, rmsg is the oldest message
SSR2BU F F
in F iF oBuf f er.
2 timerCh_U 32 and rf if oCh_U 32 correspond to channels timerCh and rf if oCh, respecSSR1BU F F

tively.

/h] to FUEL corresponds to CAN signal F uelRate[l/h] in CAN message
F uelEconomy in case F uelRate[l/h] is not equal to 0xF E (error). In case
F uelRate[l/h] is equal to 0xF E (error) or if the signal was expected sooner,
1−2
then f uelRate_SS_U 08[Enum] is equal to ERR. The TSRs TSROCAN
expresses that the output signal estF uelLevel_V al_F 32[%] to FUEL is transmitted on CAN 2 as the signal F uelLevel[%] in CAN message DashDisplay
if estF uelLevel_SS_U 08[Enum] is not equal to ERR. In case estF uelLevel_SS_U 08[Enum] is equal to ERR, then F uelLevel[%] is equal to
0xF E.
I .2.4

Safety Requirements on Basic Input/Output System SW
and HW Components

1−2
In Table 4, safety requirements TSRT CAN , SSRRCAN , T SRADCC , SSRDM
AC ,
1−2
and SSRBU F F on the SW components TCAN ET CAN , RCAN ERCAN ,
ADCC EADCC , DMAC EDM AC and BUFF EBU F F , respectively, are pre-
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Table 5. Safety requirements on COO ECU HW or HW components
HWSRf uelSensor

The fuel sensor converts the floater position sensedF uelLevel[%] into
a voltage value V _F uel[mV ] according to table Y3 ; OR 3000 <
V _F uel[mV ] OR V _F uel[mV ] < 2003 .

HWSR1HW

IF the DMA channels timerCh AND rf if oCh are enabled for approx. 20ms, THEN a RAW value of V _F uel[mV ] is available in
ADC_RF IF O.

HWSR2HW

IF CAN 1 is equal to a CAN message rmsg, THEN rmsg is in
HW receiveBuf f er AND Rcan_decodeCan is set to true.

IF a CAN message tmsg is the oldest message in HW sendBuf f er,
THEN CAN 2 is equal to tmsg, the next time CAN 2 is equal to a message in HW sendBuf f er.
3 For confidentiality reasons, the values are either modified or not provided.

HWSR3HW

sented. The SW components in the BIOS-layer provide the MIDD-layer with
SW-signals that correspond to voltage values at the input pins for analogue
sensors and manages the HW/SW interaction.
As shown in Figure 13, safety requirements TSRADCC and HWSRf uelSensor
are assumptions of the contract containing the guarantee TSRAN IN , under
the responsibility of EAN IN . The TSR TSRADCC expresses that the SWsignal f P inRes_s32[mV ] corresponds to a voltage value V _F uel[mV ] at
one of the input pins of the ECU EECU and the HWSR HWSRf uelSensor
expresses that the fuel sensor Ef uelSensor either provides the intended values
or values that are out-of-range, as shown in Table 5.
However, the TSR TSRADCC is only under the responsibility of EADCC ,
given that the environment of EADCC fulfills the assumptions HWSR1HW
1
and SSR1−2
DM AC as shown in Figure 13. The assumption HWSRHW expresses
a requirement on the ECU HW EHW , i.e. that a RAW Analog/Digital
Converter (ADC) value is available if the ADC is allowed to sample for
20ms, i.e. an execution tick, as shown in Table 5. In order for ADCC
EADCC to control the ADC, it has to enable/disable Direct Memory Access
(DMA)-channels by calling functions in DMAC EDM AC . Hence, as stated in
the assumptions SSR1−2
DM AC , under the responsibility of DMAC EDM AC , the
DMA-channels are enabled/disabled by calling the functions Dmac_disableCh(ch_U 32) and Dmac_enableCh(ch_U 32), respectively, where appropriate
values of the argument ch_U 32 match specific DMA channels.
In Figure 13, the TSR TSRRCAN and the SSR SSRRCAN are assumptions
of both the contracts containing the guarantees TSR1ICAN and TSR2ICAN .

SECTION I

131

The SSR SSRRCAN expresses that if the oldest message rmsg in the queue
F iF oBuf f er has Parameter Group Number (PGN) number OxF EF 2 when
the function Rcan_getRxMsg_U32 is called, then rmsg corresponds to F uelEconomy. The TSR TSRRCAN expresses that if F uelEconomy has arrived
within 20ms, i.e. since the latest execution tick, then it has been placed in
the queue F iF oBuf f er.
2
As shown in Figure 13, the SSRs SSR1−2
BU F F and HWSRHW are the as1−2
sumptions of the contract containing the guarantee TSRRCAN and SSRBU
FF
are the assumptions of the contract containing the guarantee SSRRCAN .
The SSRs SSR1−2
BU F F express that the responsibility of EBU F F is to manage the queue F iF oBuf f er and HWSR2HW expresses the requirement on
the ECU HW EHW that RCAN ERCAN is notified whenever a new CAN
message has arrived in HW receiveBuf f er.
The TSRs TSR1−2
OCAN are under the responsibility of EOCAN as shown in
Figure 13, given that the environment of EOCAN fulfills the TSR TSRT CAN ,
under the responsibility of ET CAN . The TSR TSRT CAN expresses that
if the function Tcan_putTxMsg_E is called with an argument tmsg with
a PGN 0xF EF C, then DashDisplay, corresponding to tmsg, is to be
transmitted on CAN 2, given that the ECU HW EHW fulfills the HWSR
3
3
HW SRHW
. The HWSR HW SRHW
expresses that the messages placed in
HW sendBuf f er are to be transmitted on CAN 2 in the order in which they
are placed in HW sendBuf f er.

I .3

Discussion

As can be observed in Section I .2, each contract in Tables 1-5 allows a
clear separation of responsibilities between an element in AF LDSys and its
environment by explicitly declaring what the element requires from its environment as assumptions, in order to ensure that the requirement is met.
That is, if e.g. the fuel sensor Ef uelSensor is installed incorrectly, i.e. if the
environment of ECOO does not fulfill the assumption TSRT ank of the contract for ECOO , then it cannot be ensured that ECOO meets its responsibility
expressed by the FSR F SRCOO .
Regarding the specification of the requirements, references to port variables were made in compliance with the scoping conditions (a) and (b) of
Theorem 2 (in Paper A). Considering the contract ({FSRDriver }, SG) for
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EV ehicle as an example, since the set of variables
{actualP arkingBrake[Bool], actualF uelV olume[%]}
of the assumption FSRDriver is a subset of the interface of EDriver , i.e. the
environment of the vehicle EV ehicle as mentioned in Section I .1, the condition
(a) of Theorem 2 holds. Furthermore, since the set of variables constrained
by SG is a subset of the interface of EV ehicle , the condition (b) of Theorem 2
holds.
The contract structure for AF LDSys shown in Figure 13 organizes the
safety requirements in Tables 1- 5 on elements in AF LDSys . The contract
structure gives an overview of all the relations between the safety requirements and the possibility of tracing atomic safety requirements to the safety
goal. The intent of the relations are well-defined in Theorem 1, which means
that the exact conditions that need to be verified are given, in order to ensure that the vehicle meets its responsibility expressed by the safety goal
SG.
Furthermore, since an assumption of a contract in the contract structure
in Figure 13 corresponds to a guarantee of another contract in accordance
with Section 3.1, the contract structure offers a compact representation of
the dependencies between the requirements on the elements in AF LDSys .
That is, if intermediate assumption nodes were instead used, then the contract structure in Figure 13 would have almost twice as many nodes. Moreover, the use of intermediate assumption nodes introduces an extra verification step than those presented in Theorem 1 in order to ensure that the
property (1) holds.
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Abstract
To manage the complexity of C programs, architecture models are
used as high-level descriptions, allowing developers to understand, assess, and manage the C programs without having to understand the
intricate complexity of the code implementations. However, for the
architecture models to serve their purpose, they must be accurate representations of the code implementations. In order to achieve this in
practice, support is needed in the form of a stringent mapping from the
C language to an architecture modeling formalism. Considering that
there exists no such uniform mapping from the C language to Modeling
Languages (MLs) such as SysML or UML and Architecture Description Languages (ADLs) such as AADL, modeling C programs using
such languages is essentially ad-hoc. Therefore, a unique mapping is
established from the domain of sequential non-recursive C programs to
a domain of formal architecture models.

1

Introduction

Complexity of software (SW) programs in industry is high, for example, as
stated in [1], the amount of SW in a premium car can be up to ten million
lines of code – typically, this code is C code [2]. For developers to get an
overall understanding of such C programs without having to comprehend
the intricate complexity of the code implementations, architecture models
are used as high-level descriptions [3] of the C programs; the present paper
considers architecture models of sequential non-recursive C Programs. However, as stated in [4], ”to manage the complexity of developing, maintaining,
and evolving a critical software-intensive system, its architecture description
must be accurately and traceably linked to its implementation”. In practice,
in order to create architecture models that serve as accurate descriptions of
C programs, support is needed in the form of a stringent mapping from the
C language to an architecture modeling formalism.
Consider current approaches for architecture modeling, e.g. general purpose Modeling Languages (MLs) such as SysML [5] or UML [6] and Architecture Description Languages (ADLs) such as AADL [7]. Since there
exists no uniform mapping from the C language to any of these ML/ADLs,
modeling C programs using such languages is essentially ad-hoc. Models of
C programs are used in approaches for formal verification of C programs
(see e.g. [8, 9] or [10] for an overview) where a C program is translated into
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a formal model that is fed into a tool for semi or fully automated analysis.
However, such a formal model does not serve as an architecture model of a
C program, but rather as a formalization of its execution semantics.
Thus, despite the fact that the C language is one of the most popular
programming languages [11], there exists limited support for architecture
modeling of C programs. This is contrasted by the fact that SW architecture models are in general considered to be essential for managing SW
complexity [4]. This fact is also recognized in the automotive functional
safety standard ISO 26262 [12] where the use of a SW architecture model
is a hard requirement. However, not only is this the case, but the standard
also enforces that SW safety specifications must be organized in accordance
with the different levels of the architecture model, i.e. it is stated that ”steps
of the integration and testing of the software elements correspond directly to
the hierarchical architecture of the software” [12]. Moreover, according to
ISO 26262, global SW safety specifications must be decomposed all the way
down to local safety specifications for SW units, and organized so that it
can be inferred that the global SW specifications are satisfied, from verifying
that the SW units satisfy their specifications; such an indirect verification
approach is called compositional verification [13, 14].
In general, compositional verification allows verification of complex systems when it is infeasible, due to required effort/cost, to use a direct verification approach to ensure that the complete system satisfies a global specification. However, while providing a means to verify systems in general –
including C programs – compositional verification requires the effort of iteratively decomposing specifications into lower-level specifications that can
be satisfied by parts of a system. As made clear in [15], in order to support
such an effort in practice, the specifications must be organized in parallel
to an architecture model of a system where the model formally captures
a structure of the system as a hierarchy of components with well-defined
interfaces over which specifications are expressed.
Hence, to manage the complexity of C programs in general, and to support expressing and organizing specifications for C programs in particular,
an architecture model of C programs is needed. Considering this need, as
the main contribution, the present paper introduces a formal architecture
model of sequential non-recursive C programs.
More specifically, a unique mapping is established from the domain of sequential non-recursive C programs to a domain of formal architecture models. The C programs are in the form of .c-files, hierarchically structured
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into packages and layers that encapsulate e.g. Operating System (OS) services (e.g. scheduling) and communication services (Controller Area Network
(CAN), I/O, etc.). Each level of the hierarchical structure of a C program,
and also each C function, is mapped to an architectural component with a
well-defined interface modeling C function and C variable identifiers in the
C program code. Hence, the components and their interfaces provide a foundation both for organizing specifications in accordance with the structure
of the C program and for expressing specifications in terms of identifiers in
the C program.
As an additional contribution, considering that manually creating architecture models is an error-prone task in general [16], a study on the
feasibility to automatically extract the proposed architecture model from a
C program, is presented. This feasibility study revolves around the development of a prototype tool for architecture recovery [17], where the tool relies
on the LLVM Compiler Infrastructure [18]. Not only does the study indicate
the potential of automatically extracting the proposed architecture model,
but it also highlights specific C program constructs that are, in practice,
difficult to extract from the C program code. Hence, the study also serves
as a guideline for what C program constructs to avoid, in order to be able
to generate architecture models in general, and architecture models of the
proposed type, in particular.
An architecture model of the proposed type can be compared with formal models in SW compositional frameworks (see e.g. [19–21] or [13, 14]
for a surveys). Out of these, the works [19, 21] are the most similar to the
present paper since the interfaces of components are explicit in these frameworks. However, the model in [19] does not support modeling encapsulation
of local C variables and is tailored for capturing safety control flow properties, whereas the architecture model in the present paper is applicable for
capturing functional properties in general. In contrast to [21], the architecture model in the present paper supports modeling global variables that are
written to by different parts of a C program. Moreover, the works [19, 21] do
not provide specific guidance for how a C program can be modeled whereas
a C program is uniquely mapped to an architecture model in the present
paper.
The paper is organized as follows. Section 2 presents general concepts
relating to modeling and specification. Section 3 introduces concepts describing C programs and their structure. Section 4 presents the proposed
mapping from C programs to architecture models. Section 5 presents the
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feasibility study revolving around the development of the prototype tool for
architecture recovery. Section 6 summarizes the paper and draws conclusions.

2

Preliminaries: Assertions, Elements, Architecture,
and Contracts

This section summarizes relevant concepts originating from a compositional
contract-based theory [22–25] for modeling and specifying heterogeneous systems [26–28], i.e. systems composed of parts from multiple domains, e.g.
SW, HW, mechanical, electrical, etc. The theory [22–25] relies on a general formalism where interfaces are modeled as sets of variables and where
assertions, i.e. sets of value sequences (runs), are used for expressing specifications and behaviors over the interfaces. The use of the theory [22–25]
has been advocated in several contexts, e.g. Platform Based Design in [23],
Model Based Design in [29], safety analyzes in [30], virtual integration and
testing in [31], and for structuring safety requirements in [32–34].
The concepts presented in this section will serve as a theoretical basis
for the proposed mapping from C programs to architecture models, as will
be presented in Section 4. Notably, by relying on the general formalism [22–
25] instead of considering a specific ML or ADL, the proposed architecture
models and their specifications allow to be combined with models of, and
specifications for, parts in other domains.

2.1

Assertions and Runs

In the following, assume a universal set of variables Ξ, a domain for each
variable x ∈ Ξ, and a total order on Ξ.
2.1.1

Runs

Consider a subset X ⊆ Ξ and an index set I = {0, 1, 2, . . . , N ≥ 0}, possibly
infinite. A run for X over I, written ωX,I or simply ω, is a sequence of values
of the variables in X over the index set I. That is, a run is a sequence (Xi )i∈I
where the i:th term Xi denotes a tuple (x(i))x∈X that is ordered according
to the total order on Ξ and where x(i) denotes the value of the variable x
at index i. For example, a run can be a trace [35–38] or an execution as
presented in [39].
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Given a run ωX,I and a set of variables X 0 ⊆ X, the projection [24, 25]
of ωX,I onto X 0 , written projX 0 (ωX,I ), is the run (Xi0 )i∈I where each tuple
Xi0 is obtained by removing the value x(i) of each variable x ∈
/ X 0 from the
i:th tuple Xi in the run ωX,I . Note that projection is defined on a set of
runs rather than a single run in [24, 25]. Furthermore, in essence, projection
Q
corresponds to the operator
in relational algebra [40].
2.1.2

Assertions

Let Ω denote the set of all possible runs for Ξ over each index set in
{{0, 1, 2, . . . , N } | N ≥ 0}. An assertion W is a, possibly empty, subset
of Ω, i.e. W ⊆ Ω.
An assertion can be syntactically represented by constraints, e.g. by
equations, inequalities, or logical formulas. For example, an assertion W0
represented by the equation u = v, is the set of all runs in Ω where u(i) = v(i)
holds for each index i.
As a second example of how an assertion can be syntactically represented,
consider that W00 is an assertion represented by the logic formula a(i) =
0 ∨ b(i) = 0 where i ∈ {0, 1, . . . , 10} and where both variables a and b take
values from {0, 1}. This means that the assertion W00 is the set of all possible
runs for Ξ over {0, 1, . . . , 10} where, for each index i, at least one of a and
b has the value 0.
d (W) and
The extended projection [24, 25] of W onto X is denoted proj
X
is the inverse projection of {projX (ω) | ω ∈ W} onto Ξ, i.e.
d (W) = {ω 0 ∈ Ω | projX (ω 0 ) ∈ {projX (ω) | ω ∈ W}} .
proj
X

(1)

Conceptually, extended projection corresponds to the notion of port elimination [22] or variable hiding [41, 42] through existential quantification.
As an example of extended projection, consider an assertion represented
by the equation y = x, where the assertion will be denoted as Wy=x for
convenience. The assertion Wy=x is shown in Figure 1a where the x0 -axis
can be the axis of any variable in Ξ\{x, y} and where only one index is shown
considering that y = x is independent of the index. The set of projections
of the runs in Wy=x onto {x}, i.e. the set of runs {proj{x} (ω) | ω ∈ Wy=x },
is shown in Figure 1b. The extended projection of Wy=x onto {x}, i.e. the
d (Wy=x ), is the inverse projection of {proj (ω) | ω ∈ Wy=x }.
assertion proj
{x}
X
This assertion is shown in Figure 1c and is in fact the assertion Ω.
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y

y

Wy=x
proj{x} (Wy=x )
x

x

∀x0 ∈ Ξ \ {x, y}

∀x0 ∈ Ξ \ {x, y}

(a)

(b)

y

d
proj
{x} (Wy=x )

x
∀x0 ∈ Ξ \ {x, y}
(c)
Figure 1.
In a), b), and c), an assertion Wy=x , the set of runs
{proj{x} (ω) | ω ∈ Wy=x }, and the extended projection of Wy=x onto {x}
are shown, respectively.

As previously presented, assertions are sets of runs for the universal set
of variables Ξ. However, as can be seen in previous examples, assertions
can be represented by constraints specified over a subset of Ξ. For example,
the equation x = y representing the assertion Wx=y shown in Figure 1a, is
specified simply over the set of variables {x, y}. For a given assertion, the
following introduces a concept that distinguishes such a set of variables from
the set of variables Ξ.
A variable x is constrained by an assertion W if it holds that
d
proj
Ξ\{x} (W) 6= W .

For example, the set of variables constrained by Wx=y , is the set {x, y}.

(2)
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States and Transitions of Assertions

This section introduces terminology for describing assertions by states and
transitions, rather than as a set of runs. This terminology will be frequently
used throughout the paper.
A state of an assertion W is a run ωΞ,I that is a prefix of a run in W.
That is, there exists a run ω ∈ W such that for each i ∈ I, it holds that the
i:th tuple Ξi of ωΞ,I , is also the i:th tuple of ω. For the case where ωΞ,I is
finite, there exists an index i ∈ I such that i ∈ I and i + 1 ∈
/ I. For such a
case, let x(ωΞ,I ) denote the value x(i) ∈ Ξi for a given variable x ∈ Ξ.
A pair of states (ωΞ,I , ωΞ,I+1 ) of an assertion W is a transition of W if
ωΞ,I is a state of {ωΞ,I+1 }. A sequence of runs (ω 1 , ω 2 , . . . , ω M ) is a sequence
of an assertion if the pair (ω j , ω j+1 ) is a transition of the assertion, for each
j = 1, . . . , M − 1.
A state of W is also an end state of W if the state is a run of W. A
terminating state of W is an end state with no successors.

2.3

Elements and Architectures

This section first introduces the concept of an element [24, 25], which is an
abstract concept that can be refined to model any part in general, such as a
software, hardware, or physical part, as well as logical and functional design
parts, e.g. a SysML [5] block or Simulink [43] subsystem.
Formally, an element E is an ordered pair (X, B) where:
• X is a set of variables called the interface of E where each x ∈ X is
called a port variable; and
• B is an assertion, called the behavior of E, such that the set of variables
constrained by B is a subset of X.
Note that in [22, 23], elements correspond to a Heterogeneous Rich Components (HRCs) [44].
A set of elements can be organized into an architecture [24, 25], which
describes an hierarchical nesting of elements. This hierarchical nesting can
be viewed as a rooted tree; thus, in the following, terminology from graph
theory [45] will be borrowed to describe positions of elements in an architecture, relative to each other. The underlying principle is to combine
individual behaviors using intersection [22, 23, 46] where the sharing of port
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variables [22, 23, 47] between elements captures the interaction points between the elements.
Definition 1 (Architecture). An architecture is a set of elements organized
into a rooted tree, such that:
(a) for any non-leaf node E = (X, B), with children {(Xi , Bi )}N
i=1 , it holds
SN
TN
d
that B = proj X ( i=1 Bi ) and X ⊆ i=1 Xi ; and
(b) if there is a child E0 = (X 0 , B0 ) and a non-descendent E00 = (X 00 , B00 )
of E = (X, B), such that x ∈ X 0 and x ∈ X 00 , then it holds that
x ∈ X.
The environment of an element E in an architecture is the set of elements
{Ej }M
i=1 such that each Ej is either a sibling or a sibling of a proper ancestor
of E.
As expressed in part (a) of the definition, the individual behaviors of
the children of an element E are combined and abstracted with intersection
and extended projection onto the interface of E. Part (b) of the definition
expresses that if a port variable x is part of the interface of both a child of
an element E and an element in the environment of E, then x must also be
part of the interface of E.
To get a grasp of what an architecture is, as well as to give a preview of
the proposed mapping from C programs to architecture models as will be
presented in Section 4, Figure 2a shows an architecture model of a C program
count10 where the architecture contains elements with typed interfaces,
called components that will be formally introduced in Section 4.1.
As shown in Figure 2b, the code of the C program count10 is contained in
the code of two files mod.c and mod2.c in Figure 3. In turn, the code in these
two .c files consists of the definitions of C function identifiers add, step, and
main, and the remaining code c2 and c8 in the code lines 2 and 8. Note that
the presented code in Figure 3 has the sole purpose of illustrating concepts
related to the mapping properties that will be presented in Section 4 – it
does not serve as an example of how to program in C.
In the definition of add, the sum of the values of two of its formal parameters a and b is stored in a location referenced by the address is given by
the value of a third formal parameter r of add. In the definition of step, the
value of an integer ’counter’, which is referenced by the address 0x40000000
and is assumed to be writable, is increased by one step. This is achieved

142

PAPER C

by: first, assigning the value of the counter to an integer t by dereferencing
an integer pointer c that is initialized to the address of the counter; second,
increasing the value of t with one step by invoking add with the arguments
t, 1, and @t; and third, assigning the counter with the value of t by dereferencing c. A function call to step is invoked repeatedly in the definition of
main, which, assuming that the counter is initialized to the value 0, triggers
a step-wise count from 0 to 10. When the counter reaches 10, main returns.
In Figure 2a, the rectangles filled with gray and the boxes on their edges
represent the elements in the architecture and their port variables, respectively, and where a shared port variable is represented either by connecting
boxes with a line or by the same box being present on several edges of
rectangles. The fact that a rectangle representing an element E0 is within
another rectangle representing an element E, represents that E0 is a proper
descendant of E.
The C program count10, the code in the files mod.c and mod2.c, the
definitions of step, add, and main, and the remaining code c2 and c8, are
mapped to the components Ecount10 , Emod , Emod2 , Estep , Eadd , Emain , Ec2 ,
and Ec8 , respectively. The typing (a partitioning and labeling) of the port
variables in the interfaces of the components, specifies a mapping from C
function identifier declarations and C variable identifiers to port variables
in the interfaces. The typing is represented in Fig. 2a by enclosing boxes
representing port variables in dashed brackets and attaching symbols to
boxes. The specifics regarding what the brackets and the symbols in Fig. 2a
represent, will be presented in Section 4 where the proposed mapping from
C programs to architecture models is also presented.

2.4

Organizing and Specifying Contracts for Compositional
Verification

This section shows how contracts can be specified over element interfaces
and decomposed in accordance with the organization of the elements into
an architecture. Thus, the architecture provides support for decomposing
specifications in order to verify a global specification using compositional
verification. The support is given for an architecture in general, including
the case of an architecture model of a C program, as will be presented in
Section 4.
A specification for an element E = (X, B) is expressed as a contract,
which is a tuple (A , G, X) where A = {A1 , . . . , AN } and where each Ai
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Ecount10
EM
mod

Eadd

Emod
fstep

EmM od
Emain

fstep
c

c

c

fadd
a
b

EM
mM od

c
fstep
Estep

c
fmain

fmain

(a)

count10
mod
c2

mod2

step add main

c8

(b)
Figure 2. In a), an architecture model is shown of the structure of a C
program count10, as shown in b).

and G are assertions called an assumption and the guarantee, respectively.
The guarantee expresses an intended property under the responsibility of
the element, given any architecture where the environment of the element
enforces the assumptions. The element E = (X, B) satisfies the contract
(A , G, X) if
A1 ∩ . . . ∩ AN ∩ B ⊆ G .
(3)
Assume that a contract ({A1 , . . . , AN }, G, X) has been expressed for each
element E = (X, B) in an architecture. For each element E that is not the
root element, the intent is that there are assumptions Ai,1 , . . . , Ai,Ni of the
contract for the parent of E and guarantees Gi,1 , . . . , Gi,Mi of contracts for
siblings of E such that Ni + Mi ≥ 1 and for each i:
Ai,1 ∩ . . . ∩ Ai,Ni ∩ Gi,1 ∩ . . . ∩ Gi,Mi ⊆ Ai .

(4)

Furthermore, for each non-leaf element E, the intent is that there are guarantees G1 , . . . , GM of contracts for elements that are children of E, such that
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1 // - - - - - - - - - - - - - - mod .c - - - - - - - - - - - - 2 int * c = ( int *) 0 x40000000 ; // Initialization
of global pointer to counter at address 0
x40000000
3 void add ( int a , int b , int * r ) // Writes sum of
a + b to * r
4
{ int res = a + b ; * r = res ;}
5 void step ( void ) // Increases counter by 1
6
{ int t =* c ; add (t ,1 ,& t ) ; * c = t ;}
7 // - - - - - - - - - - - - - - mod2 .c - - - - - - - - - - - 8 extern int * c ; // Declaration of c
9 int main ( void ) // Step - wise counting from 0 up
to 10
10
{ while (* c <10) { step () ;} return 0;}
Figure 3. Code of a C program count10, consisting of the code in two files
mod.c and mod2.c.

M ≥ 1 and
G1 ∩ . . . ∩ GM ⊆ G .

(5)

Consider forming a graph where the nodes represent the assumptions and
the guarantees of the contracts, and the edges represent intended relations
of type (4)-(5). In accordance with [24, 25] and ignoring a few technicalities
that are presented in depth in [24], if such a graph is a Directed Acyclic
Graph (DAG) where all the intended relations represented by the edges
hold, then it follows that the root element satisfies its contract if the leaf
elements satisfy their contracts. This allows to verify that the root element
satisfies its contract using compositional verification.

3

C Programs

In accordance with the general definition of a program in [46], a C program
is a specification, syntactically represented as C code and semantically represented as an assertion, expressing entire executions of the code. To make
a clear distinction between the two representations, the terms C program
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and C program assertion will be used to refer to the syntactic and semantic
representations, respectively.
This section now proceeds by first describing the concept of C program
assertions in more detail, followed by the introduction of other concepts
describing a C program and the manner in which it is structured. The
concepts will be frequently used in Section 4 that presents the proposed
mapping from C programs to architecture models.

3.1

Expressions and C Program Assertion

An assertion Wprog , representing a C program, will be considered to be such
that each initial state maps to an invocation of main, or more specifically, to
a point right before code within the definition of main is executed. Referring
to the grammar in [2], each non-initial state of Wprog maps to an evaluation
of an expression, e.g. a function call, an assignment, or an identifier, represented by a node in an Abstract Syntax Tree (AST) of the C program. For
example, Figure 4 shows an AST of the code lines 9-10 in Figure 3, where
nodes that represent expressions are shown as rectangles. To be more exact,
each non-initial state of Wprog specifies a point in an execution right after
the mapped expression has been evaluated and where there exists a run of
Wprog for each valid order of evaluating expressions.
In the following, it will be assumed that the C program eventually terminates and that the last code executed is of main. This means that each
run in Wprog will be considered to be finite and that the end states of Wprog ,
which are also terminating states, map to an expression in the code of main
and specify points where execution is terminated.
Furthermore, the C program assertion Wprog will be considered to constrain a single, but multi-dimensional, variable xprog , called the variable of
the C program, which holds information about storage locations. That is, in
d
accordance with the relation (2), it holds that Wprog = proj
{xprog } (Wprog ).
In the following, when referring to values at certain points in an execution, i.e. values of C variables or resulting from evaluating expressions, it is
assumed that these values are in the C program variable xprog .

3.2

C Variables, C Functions, and Identifiers

A C program is contained in a set of translation units [2], i.e. preprocessed
.c files where all preprocessing directives, e.g. #include, as well as constants
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c9-c10
return

while
step()

*c<10
*c
c

10

0

step

*

Figure 4. Abstract Syntax Tree of the code lines 9-10 in Figure 3.

and macro definitions, have been replaced by a preprocessor. For example,
considering the code shown in Figure 3, except for the comments that will
be removed by a preprocessor, the code in lines 2-6 is translation unit mod
and the code in lines 8-10 is translation unit mod2.
In accordance with [2], a C variable is a storage location that has a value,
called an rvalue, and is referenced by an lvalue (an address).
A C variable identifier is defined in a C program using a syntax such as
storage-class type name; or a variant of it, see [2] for all variants. In a
C program subset, called the scope of the identifier, the identifier evaluates
to either the lvalue or rvalue of a C variable; the specified type, e.g. int,
determines the rvalue.
In two different states of the C program assertion where these two states
map to an evaluation of the identifier (as an expression) in its scope, it holds
that the identifier may evaluate to the lvalue or rvalue of two different C
variables. The storage class, e.g. static, as well as the C program context,
determine a set of maximum length sequences of the C program assertion
where the identifier may only evaluate to the lvalue or rvalue of the same C
variable. Each such sequence is called a life-time of a C variable with respect
to the identifier. In the following, a C variable will be said to be associated
with an identifier at a state if the state is in the life-time of the C variable
with respect to the identifier. The life-time of the C variable identifier is
the union of each life-time of each C variable with respect to the identifier.
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For example, code line 2 in Figure 3 contains the definition of the C
variable identifier c. This identifier has a scope and a life-time that is equal
to the C program and the C program assertion, respectively. Hence, for
each state of the C program assertion, there exists a C variable that has an
rvalue of type * int and is associated with c at the state.
Regarding C variable identifiers other than those defined in a C program,
in contrast to identifiers that are members in a C variable identifier of type
struct, identifiers that are members in a C variable identifier of type array,
are not defined as explained above. Instead, these identifiers are derived
from the array identifier, e.g. x[i] where x is the array identifier. Note that
derived C variable identifiers also have life-times and scopes.
Furthermore, C variables can be referenced directly in the C program
by their lvalues. In such a case, the reference can be seen as an identifier
with the lvalue of the referenced C variable as name – a C variable reference
identifier. A C variable reference identifier has: a scope that is equal to the
C program; and a life-time that is equal to both the C program assertion
and the life-time of its referenced C variable with respect to the identifier
itself. For example, in Figure 3, the address 0x40000000 is a C variable
reference identifier.
A C function is a storage location with executable code, referenced by an
lvalue. The identifier of the C function evaluates to the lvalue referencing
the C function and is defined by a block of C code consisting of:
• a full declaration of the C function identifier including return type,
name, definitions of C variable identifiers (called formal parameters of
the C function identifier), and their order; and
• the body of the C function identifier, i.e. a list of declarations and
statements, enclosed in brackets.
Note that this assumes that the C function identifier is neither variadic nor
non-prototyped; hence, such C function identifiers are not considered in the
present paper.
A C function identifier can be declared in other parts of a C program
other than in the definition of the C function identifier. To differentiate
between these declarations, the declaration of the C function identifier where
its formal parameters are defined, will be referred to as the declaration of the
C function identifier. Similar to C variable identifiers, C functions identifiers
have scopes, which are subsets of the C program.
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As an example, the code in lines 3-4 in Figure 3 constitutes the definition
of the C function identifier add, contained in the code of mod where code
line 3 is the declaration of add and where code line 4 is the body of add.
Despite the fact that two identifiers can have the same name, it holds
that each defined C function identifier, and each defined or derived C variable identifier, can be mapped to a unique definition. Hence, two identifiers
with the same name can be distinguished from each other. Furthermore, derived or defined identifiers are not permitted to have names that are lvalues,
which means that each reference identifier is unique. In the following, when
referring to the set of identifiers in a C program, what is really meant is
the set of C function identifiers, and also the defined, derived, or C variable
reference identifiers, which can be distinguished from each other; the phrase
identifiers in a C program will be used to mean a subset of this set.

3.3

C Program Structure

A C program is typically structured into packages and layers (see e.g. AUTOSAR model [48] or Open Systems Interconnection (OSI)-layer model [49])
that encapsulate certain functionalities/services as part of the code.
For example, Figure 5 shows a structure of a C program executing on an
Electric Control Unit (ECU) in a vehicle. The C program is partitioned into
an application, a middleware, and a basic SW layer that are further structured into packages of C modules (each shown as a white rectangles with a
folded corner) according to e.g. vehicle features (Braking, fuel estimation,
etc.), communication (Controller Area Network (CAN), I/O, etc.), or Operating System (OS) services and HW interaction (Scheduling, Analogue to
Digital Conversion (ADC) etc.).
The structure of the C program provides an overview and captures the
overall dependencies of services [50] between different parts of the C code at
different levels. For example, the application layer relies on the middleware
layer to provide values that correspond to CAN-signals or sensor readings
and the middleware layer expects that basic SW layer delivers voltage values
of the pins of the ECU. Thus, as shown in [25, 50], organizing the specifications in parallel to the SW structure, provides a straightforward way of
capturing the dependencies of services in the specifications.
A structure of a C program will be considered to be a rooted tree, representing an iterative partitioning of the C program where:
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SW Application Pkg: Braking
Layer

Pkg: Fuel est.

Middleware Pkg: CAN comm.
Layer
Basic SW
Layer

Pkg: Scheduling

Pkg: I/O

Pkg: ADC

Figure 5. A structure of a C program executing on an ECU.

• the root node represents the C program;
• the translation units that constitute the C program, each represents a
node in the tree; and
• the leaf nodes represent the definitions of C function identifiers in the
C program and the remaining code outside of definitions of C function
identifiers in the translation units, one node for each definition of a C
function identifier and one for the remaining code of each translation
unit.
An example of a structure of the C program count10 is shown in Figure 2b.
Given a structure of a C program, the term C program entity will be used
to refer to a block of code that is represented by a node in the C program
structure. Furthermore, for convenience, the nodes in a C program structure
will be referred to as C program entities themselves, despite the fact that
they are only representations of blocks of code. Terminology from graph
theory [45] will be borrowed to describe positions of C program entities,
relative to each other.

4

Architecture Modeling of C Programs

This section presents the proposed mapping from non-recursive sequential C
programs to architecture models. As argued in Section 1, such a mapping is
needed to manage the complexity of C programs in general, and to support
expressing and organizing specifications for C programs, in particular. The
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architecture models are complemented with a graphical representation for
practical application.

4.1

Components

This section introduces the concept of components to which C program entities in a C program structure are mapped. Prior to presenting the definition
of a component, some preliminary mapping properties are presented.
Consider the architecture in Figure 2a, the structure of the C program
shown in Figure 2b, and the mapping from C program entities in the C
program structure to elements in the architecture as described in Section 2.3.
It holds that the architecture is organized such that:
I) the leaf C program entities in the C program structure are mapped to
the leaf elements in the architecture;
II) the parent of a C program entity in the C program structure is mapped
to the parent of the element, which the C program entity is mapped
to, in the architecture; and
III) the C program is mapped to the root element in the architecture.
Each of the elements in the architecture is a component with an interface
consisting of:
IV) port variables mapped from C function and C variable identifiers in
the C program; and
V) the variable of the C program, as described in Section 3.
Note that the variable of count10 is not shown in Figure 2a since its inclusion
in the interface of each component is implicit.
The architecture captures, in the manner in which the components are
organized, the structure of the C program. Furthermore, as will be described in more detail in Section 4.2, the intent is that the behaviors of the
components correspond to sets of sequences of evaluations of expressions
involving identifiers in a C program, and the effects of the evaluations on
the C program variable, i.e. the values in storage locations. Hence, the architecture of components and their interfaces provide a foundation both for
organizing specifications in accordance with the structure of the C program
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and for expressing specifications, e.g. in the form of contracts as described
in Section 2.4, in terms of identifiers in the C program.
The definition of a component now follows.
Definition 2 (Component). Given a C program and its C program variable
xprog , a component is an element E = (X, B) where X is partitioned into
F , X var , and {x
sets X1F , . . . , XN
prog } such that:
a) each set XiF = {xi,1 , . . . , xi,Mi } ∪ {fi } is organized as an ordered set
Fi = (fi , (xi,1 , . . . , xi,Mi )), called a function interface; and
b) each port variable x ∈ X is labeled as either internal of, defined by, or
external of E if and only if x ∈ X \ {xprog }.
Each function interface Fi = (fi , (xi,1 , . . . , xi,Mi )) models the declaration
of a C function identifier in the C program where the C function identifier
is modeled by f and each of its formal parameters is modeled by a port
variable xi,j . The declaration of each C function identifier is considered to
be modeled by a unique function interface. As an example of a function
interface, considering the code shown in Figure 3, the declaration of add is
modeled by a function interface (fadd , (a, b, r)) where fadd models add and
its formal parameters are modeled by the port variables a, b, and r.
S
The port variables in X var ∪ ( N
i=1 {xi,1 , . . . , xi,Mi }) model C variable
identifier in the C program, i.e. defined, derived, or reference identifiers;
this includes formal parameters. Similar to the modeling of declaration of
C function identifiers, each C variable identifier is considered to be modeled
by a unique port variable. Unless the same name is used for two different
identifiers in a C program, a port variable will have the same name as the
identifier that the port variable models. For example, the port variables t
and 0x40000000 in Figure 2a model the identifiers with the same names in
Figure 3.
The specifics regarding how port variables model identifiers will be explained in Section 4.2 and mapping properties of components where the
properties specify exactly which port variables are to be included in the
interface of a component, will be introduced in Section 4.3. However, assuming that the interface of a component, mapped from a C program entity,
is in accordance with the properties that will be presented in Section 4.3, it
holds that each variable x ∈ X \ {xprog } is labeled as:
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• internal of E if x models an identifier that is defined or derived within
the C program entity and the identifier has a scope that is equal to or
a subset of the C program entity;
• defined by E if x models an identifier that is defined or derived within
the C program entity and the identifier has a scope that includes code
that is not within the C program entity; and
• external of E if x models an identifier that is neither defined nor derived
within the C program entity.
For example, consider the component Eadd = (Xadd , Badd ) that is shown
in Figure 2a and is mapped from the definition of the C function identifier
add in the code in Figure 3. The interface Xadd is partitioned into two sets
{fadd , a, b, r} and {t} where the former is organized as a function interface
(fadd , (a, b, r)) modeling the declaration of add. The port variable fadd is
labeled as defined by Eadd due to the fact that the identifier add has a scope
that extends beyond its own definition. The port variables a, b, and r are
each labeled as internal of Eadd , which captures the fact that the C variable
identifiers that the port variables model, are defined in the code of add and
have scopes that are equal to or subsets of the definition of add. The port
variable t is labeled as external of Eadd since the C variable identifier that t
models, is not defined in the definition of add.

4.2

Modeling Principles

As mentioned in Section 4.1, for an architecture of components organized
in accordance with the mapping properties (I)-(V) with respect to a given
C program structure, the intent is that the behaviors of the components
are to be such that they correspond to sets of sequences of evaluations of
expressions involving identifiers in the C program, and the effects of the
evaluations on the C program variable, i.e. the values in storage locations.
This section establishes a set of modeling principles such that each state
in the intersection of the behaviors of the components maps to a unique
value for each port variable mapped from an identifier; the intent that these
principles hold is characterized by referring to the port variables modeling
the identifiers. The principles are general, but will be presented in the
context of the structure of the C program shown in Figure 2b and the
architecture in Figure 2a.
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tot
Let Btot
count10 and Xcount10 be the intersection of the behaviors and the
union of the interfaces of the leaf components in the architecture shown in
Figure 2a, respectively. Let Wcount10 and xcount10 denote the assertion representing count10 and its variable, respectively. As previously mentioned,
the intent is that the behavior Btot
count10 is to capture the execution of the
C program as evaluations of expressions and their effects on the C program
variable. Hence, the C program assertion must be possible to derive from
Btot
count10 , or more specifically, it must hold that the extended projection of
Btot
count10 onto {xcount10 } is equal to Wcount10 . Note that this means that each
state of Btot
count10 can be mapped to a state of Wcount10 . Thus, in accordance
with Section 3.1, each initial state of Btot
count10 maps to an invocation of main,
and each non-initial state of Btot
maps
to an evaluation of an expression
count10
in count10. Furthermore, it holds that the life-times of identifiers and C
variables with respect to identifiers, can also be expressed as sequences of
Btot
count10 .
In the following, let each state ω 0 of Btot
count10 be referred to as

• a call to a C function identifier foo if ω 0 maps to an evaluation of
an expression where the evaluated value is the lvalue that also foo
evaluates to;
• a return to a C function identifier foo if ω 0 maps to an evaluation
of an expression that is within the definition of foo and it holds that
there exists a transition (ω, ω 0 ) of Btot
count10 such that ω is not a call
to foo and ω does not map to an evaluation of an expression that is
within the definition of foo.
Note that these concepts trivially extend to the C program assertion Wcount10
and also any C program assertion.
As an example of a call to a C function identifier, consider a state ω of
Btot
count10 where ω maps to an evaluation of the expression step, represented
by a leaf node in Figure 4. Since the state ω maps to an evaluation of step,
ω is a call to step, which will trigger the execution of code in the rvalue of
the C function with an lvalue that step evaluates to. Hence, in accordance
with Section 3.1, the state ω specifies a point right before executing code in
the body of add, contained in the code line 6 in Figure 3. As an example of
a return to a C function identifier, a state of Btot
count10 where this state maps
to an evaluation of the expression *r=res in the code line 4 in Figure 3, is
a return to step.
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4.2.1

C Function Identifiers Modeled by Port Variables

Consider a variable f in a function interface (f, (x1 , . . . , xN )) modeling the
declaration of a C function identifier foo. The port variable f is a pair
(f e , f r ) of variables where f r models the passing of return values and f e
models the execution status of foo, e.g. whether code within its definition is
executing or not. This section will describe this modeling in detail. Observe
that it will be assumed that preemption of a C function identifier, due to
an interrupt, does not occur; how preemption can be modeled is instead
discussed in Section 4.2.4.
tot
Suppose that f ∈ Xcount10
. In the case where foo is not main, for each
0
tot
transition (ω, ω ) of Bcount10 where ω is a return of foo, the intent is that it
holds that f r (ω) is equal to the value of the expression evaluation that ω 0
maps to; note that the evaluated value is possibly void. In any other state
r
00
ω 00 of Btot
count10 , the intent is that it holds that f (ω ) is equal to a value nil,
which captures the fact that no return value is passed. On the other hand,
if foo is main, then the intent is that f r (ω) is equal to nil for each non0
tot
terminating state ω of Btot
count10 . For each terminating state ω of Bcount10 ,
r
0
the intent is that it holds that f (ω ) is equal to the value of the expression
evaluation that ω 0 maps to if main is not of type void, and f r (ω 0 ) = void,
otherwise.
0
For example, let (ω, ω 0 ) be a transition of Btot
count10 where ω and ω map
to evaluations of the expressions *r=res and add(t,1,@t) in the code line
4 and 6 in Figure 3, respectively. As previously presented in Section 4.1, the
declaration of add is modeled by the function interface (fadd , (a, b, r)). In
r
accordance with the manner in which fadd
models add as presented above,
r
r
the intent is that fadd (ω) = void and fadd (ω 0 ) = nil. As a second example,
let (fmain , ()) be the function interface modeling main and ω 00 be a termi00
nating state of Btot
count10 where ω is mapped to an evaluation of the constant
0, represented as a leaf node in Figure 4. In accordance with the presented
r
principles, it follows that fmain
(ω 00 ) = 0.
Regarding the variable f e that models the execution status of foo, it
takes values from the set {0, 1, 2}. Formulated in the context of a system
executing count10, considering the C function with an lvalue that foo evaluates to, the intent is that it holds that the value of f e is:
2 – if the C function is on the call stack and code in its rvalue is not
executing;
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1 – if the C function is on the call stack and code in its rvalue is executing; and
0 – if the C function is not on the call stack.
Formulated in terms of Btot
count10 , the intent is that it holds that for each
0
non-initial state ω of B, the value of f e is:
2 – if the state ω 0 either:
a) maps to an evaluation of an expression that is within in the definition of foo and ω 0 is a call to a C function identifier; or
b) does not map to an evaluation of an expression that is within
the definition of foo and ω 0 is neither a call nor a return to foo
and it holds that there exists a sequence (ω, ω1 , . . . , ωM ≥0 , ω 0 ) of
Btot
count10 where
• the state ω maps to an evaluation of an expression that is
within the definition of foo and ω is a call to a C function
identifier, and
• each ωi is not a return to foo.
1 – if the state ω 0 either
a) maps to an evaluation of an expression that is within the definition of foo and ω 0 is neither a call nor a return to a C function
identifier, or
b) is a call or a return to foo; and
0 – Otherwise.
In accordance with Section 3, each initial state ω of Btot
count10 is an invocation
of main. Hence, for each initial state ω of Btot
,
the
intent is that it holds
count10
e
e
that f (ω) = 1 if foo is main and f (ω) = 0, otherwise.
For example, consider port variables fadd , fstep , and fmain modeling
the respective C function identifiers add, step, and main and a state ω of
Btot
count10 that maps to an evaluation of the expression *r=res in the code
line 4 in Figure 3. The state ω is a return to step; hence, the intent is
e (ω) = 1 in accordance with the condition (1-b). Furthermore, the
that fstep
e (ω) = 0 due to the fact that ω maps to an
intent is that it holds that fadd
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evaluation of an expression that is within the definition of add and ω is a
return to step. In accordance with (2-b), the intent is also that it holds that
e
fmain
(ω) = 2 since the C function with an lvalue that main evaluates to, is
on the call stack and code in the rvalue of the C function is not executing.
0
As a second example, consider a state ω 0 of Btot
count10 where ω is mapped
to an evaluation of the expression c*<10 that is in the code line 10 in Figure 3
and represented as a node in the AST in Figure 4. In accordance with the
e
condition (1-a), the intent is that it holds that fmain
= 1. Moreover, the
e
e
intent is that fadd (ω) = 0 and fmain (ω) = 0.

4.2.2

C Variable Identifiers Modeled by Port Variables

tot
This section describes how port variables in Xcount10
model C variable identifiers. The case where a C variable identifier is not a pointer is first described,
followed by the case where the identifier is a pointer.
tot
Consider a port variable x ∈ Xcount10
that models a C variable identifier
var that is not a pointer. For each state ω of Btot
count10 where a C variable
is associated with var, the intent is that it holds that x(ω) is equal to the
rvalue of the C variable. For example, for each state ω 0 of Btot
count10 , the
0
intent is that 0x40000000(ω ) is equal to the rvalue of the C variable that
has the lvalue 0x40000000.
In the case where var is a pointer and a C variable is associated with
var at ω, the intent is that the rvalue of the C variable is either N U LL
or an lvalue of another C variable. The same conditions as in the case
where var is not a pointer apply, except when there exists another identifier
tot
var2 modeled by a port variable x ∈ Xcount10
such that the rvalue of the C
variable is an lvalue of another C variable that is associated with var2 at ω.
To capture this dependency between the identifiers var and var2, the intent
is that x(ω) is equal to the name of the port variable, instead of the lvalue.
For example, in each state ω 0 of the life-time of the C variable identifier that
is modeled by the port variable t and defined in the code line 6 in Figure 3,
the intent is that t(ω 0 ) is equal to the name of the port variable c.
Regardless if var is a pointer or not, the intent is that it holds that
x(ω) = nil if ω is not in the life-time of var. For example, in any initial
state ω0 of Btot
count10 , the intent is that it holds that a(ω0 ), b(ω0 ), and r(ω0 )
are equal to nil.
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Behavior and Interface of a Single Component

tot
Section 4.2.1 and Section 4.2.2 described how the port variables in Xcount10
\
{xprog } model identifiers in count10. Notably, this was achieved by describing the manner in which the intersection of the component behaviors Btot
count10
tot
is intended to constrain Xcount10
.
Concerning the behavior of a single component mapped from a C program entity, the intent is that the behavior is to capture the constraints
that the C program entity has on the rest of the C program whenever code
within the C program entity is executing. Notably, in accordance with Section 2.3, an element can only constrain port variables in its interface; thus,
the interface of the component must be such that this is possible. Therefore,
Section 4.3 will establish properties of component interfaces such that the
interfaces are indeed sufficient for capturing such constraints.

4.2.4

Discussion

This section discusses certain aspects mentioned in Sections 4.2.1-4.2.3 in
more depth.
Modeling Preemption As mentioned in Section 4.2.1, preemption due
to an interrupt was not considered when describing how port variables model
C function identifiers. The following will describe how preemption can be
captured. Assuming that C functions identifiers may preempt other C functions identifiers can be identified in the C program and that such preemptive
C function identifiers are only invoked through interrupts, a state ω 0 of a C
program assertion is a preemption of a C function identifier foo if:
• ω 0 maps to an expression that is within a definition of a preemptive C
function identifier; and
• there exists a transition (ω, ω 0 ) of the C program assertion such that
ω maps to an expression within the definition of foo.
Note that in accordance with Section 4.2.1, a preemption of foo is a return
to foo. Hence, to also capture preemption, these cases must be distinguished
from each other since the intent is that the port variable modeling the return
value of foo, shall have the value nil in case the state is a preemption of
foo and not nil, otherwise.
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Constraints Captured by Component Behaviors In Section 4.2.3, it
was stated that the intent is that the behavior of a leaf component, mapped
from a C program entity, is to capture the constraints that the C program
entity has on the rest of the C program whenever code within the C program entity is executing. While this is true, it also holds that the behavior
must capture other constraints in order for the modeling principles in Sections 4.2.1-4.2.2 to hold. Considering a system executing the C program,
these other constraints are actually properties of the processor and memory. Examples of such properties are: allocation/deallocation of memory,
which means constraining the value of a port variable, modeling a C variable
identifier, to either have the value nil or not have the value nil; and transferring control back to a caller, which means constraining a port variable
f = (f e , f r ) such that f e (ω) = 2 and f e (ω) = 1 for a transition (ω, ω 0 ) of a
C program assertion.
As another example, in Figure 2a, consider port variable c modeling the
C variable identifier with the same name. As can be seen in the code in
Figure 3, this C variable identifier does not have any direct dependencies to
the execution of code within the definition of add. In accordance with the
modeling principles in Sections 4.2.1-4.2.2, it holds that during sequences
where fadd (ω) = 1 for each state ω in the sequence, the value of the port
variable c should be constant. In accordance with Section 2.3, since c is not
a port variable of Eadd , its behavior cannot enforce such a constraint. This
means that the behavior of another leaf component, e.g. Estep , must enforce
this. Notably, it does not really matter which component enforces such
a constraint since, as previously mentioned, such a constraint will not be
enforced by the execution of code, but is rather a property of the processor
and memory.

4.3

Representing and Modeling a C Program Structure as
Architecture of Components

Section 4.1 introduced the concept of components to which C program entities in a C program structure are mapped. Furthermore, properties of
the interfaces of components were presented where the properties expressed
the labels of port variables mapped from C function and C variable identifiers, respectively, and Section 4.2 presented principles for how port variables
model identifiers. However, these properties did not establish a unique mapping from a C program entity to a component since the properties did not
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express the set of port variables that is to be included in the interface of the
component, and how this interface shall be partitioned into the subsets that
are organized as function interfaces.
Therefore, this section introduces additional properties of component
interfaces and their organization, considering the C program entities that
the components are mapped from. In essence, the properties ensure that the
interface of a component mapped from a C program entity, consists of the
port variables modeling identifiers that are either: derived or defined within
the C program entity and have no dependencies to execution of code outside
of the C program entity; or not derived or defined within the C program
entity and has dependencies to execution of code within the C program
entity. That is, the interface captures an encapsulation of the C program
entity; it only exposes the external dependencies that the C program entity
has to the rest of the C program in terms of identifiers, and vice versa.
The properties will be introduced in the context of the structure of the C
program shown in Figure 2b and the architecture in Figure 2a. In addition
to these properties, this section also describes a graphical syntax used for
representing an architecture of components. The graphical syntax is first
presented in Section 4.3.1, followed by Section 4.3.2 and Section 4.3.3 that
present properties of interfaces of leaf components and non-leaf components
in an architecture such as the one in Figure 2a, respectively. Section 4.4 will
then present the complete set of properties of components of an architecture
that models a C program structure.
4.3.1

Graphical Syntax

The graphical syntax is summarized in Figure 6. As can be seen, a symbol
attached to an edge of a box representing a port variable, both represents
the type of the identifier modeled by the port variable and the label of the
port variable. A triangle and a diamond both represents the fact that the
port variable models a C variable identifier; a circle represents that the port
variable models a C function identifier. Boxes representing the port variables
that constitute a function interface, are enclosed in dashed brackets.
Notably, as can be seen in Figure 2a, several symbols can be attached
to different edges of the same box, see e.g. the box that represents c and is
on an edge of each of the rectangles representing Emain , Emod2 , and Emod .
In relation to a rectangle with an edge to which a box representing a port
variable is attached, the specific edge to which a symbol is attached to the
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Component E

Function interface

external of E, modeling C function identifier
defined by E, modeling C function identifier
internal of E, modeling C function identifier
internal of E, modeling C variable identifier
defined by E, modeling C variable identifier
external of E, modeling C variable identifier
Figure 6. Graphical Syntax.

box, represents the label of the port variable with respect to the component
representing the rectangle. More specifically, if a symbol is attached to an
edge of a box where the edge is within a rectangle representing a component, then that symbol represents the specific label of the port variable with
respect to that component. That is, each of the symbols attached to boxes
in Figure 6 represents the labels of port variables with respect to the component E. A triangle, or a circle with a hat, pointing inwards and outwards
from the center of the rectangle, represent that the port variable is labeled
as internal and external of the component, respectively. A diamond, or a
circle without a hat, represents that the port variable is labeled as defined
by the component.
For example, as shown in Figure 2a, the triangles attached to the box
that represents c and is on edges of the rectangles representing Emain , Emod2 ,
and Emod , represent labels of c with respect to the components Emain , Emod2 ,
and Emod . The triangles pointing outwards from the center of the rectangles
representing Emain and Emod2 , represents that c is labeled as external of
both Emain and Emod2 ; the triangle pointing outwards from the center of
the rectangle representing Emod , represents that c is labeled as external of
Emod .
Furthermore, if a port variable models a C variable identifier, then a
hollow symbol represents the fact that the C variable identifier has a lifetime that is not equal to the C program assertion; a solid symbol represents
that the C variable identifier has a life-time that is equal to the C program
assertion. Hence, as shown in Figure 2a, while the symbols attached to
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boxes representing c and 0x40000000 are solid, the symbols attached to
boxes representing port variables a, b, r, and t, are hollow.
4.3.2

Properties of Leaf Component Interfaces

As discussed in Section 4.2.3, for each component in A where the component is mapped from a C program entity, the intent is that the interface
of the component is such that it is possible for the behavior to express the
constraints that the C program entity has on the rest of the C program
whenever code within the C program entity is executing. Considering the
previously mentioned intent of the interface capturing an encapsulation of
the C program entity, this means that identifiers can only be encapsulated
if they are derived or defined within a C program entity, and has no dependencies to the execution of code outside of the C program entity.
For example, consider the definition of the C function identifier main
and the component Emain = (Xmain , Bmain ) in Figure 2a. The declaration of
main is mapped to a function interface (fmain , ()). Let (ω, ω 0 ) be a transition
0
0
of Btot
count10 where fmain (ω) = (1, nil), fmain (ω ) = (2, nil), and fstep (ω ) =
(1, nil). In accordance with the manner in which fmain and fstep model
the identifiers main and step as described in Section 4.1, the state ω 0 is a
call to the identifier step. Notably, considering that fmain (ω) = (1, nil),
it is the code within the definition of main that triggers the execution of
the compiled code in the rvalue of the C function with an lvalue that step
evaluates to. To capture this, Bmain must constrain both fmain and fstep as
indicated above. Therefore, in accordance with Section 2.3, the interface of
Emain must also contain both fmain and fstep . These insights will now be
generalized as follows.
Let F and V be the set of C function identifiers and the set of C variable
identifiers in count10, respectively. Furthermore, let A denote the set of
components in the architecture shown in Figure 2a. For each component
E = (X, B) ∈ A mapped from a definition of a C function identifier, where
F, X
X is partitioned into sets X1F , . . . , XN
var , and {xcount10 } such that each
F
set Xi is organized as a function interface Fi , it holds that:
• for each C function identifier foo ∈ F , there exists a function interface
Fi modeling the declaration of foo if and only if foo is either
– the C function identifier itself, or
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– there exists a state of Wcount10 where this state is a call to foo
and maps to an evaluation of an expression within the definition
of the C function identifier.
Thus, it holds that subsets of the interface of Emain are organized as the
function interfaces (fmain , ()) and (fstep , ()). Furthermore, in accordance
with Section 4.1 and as shown in Figure 2a, fmain is labeled as defined by
Emain since (fmain , ()) models the declaration of main and the definition of
main is mapped to Emain . In contrast, fstep is labeled as external of Emain
since step is not defined in the definition of main.
Regarding the component Eadd as previously introduced, there does not
exist a state of Wcount10 where this state is mapped to an evaluation of an
expression within the definition of add and where this state is a call to a
C function identifier. Thus, as shown in Figure 2a, only a single subset
of the interface of Eadd is organized as a function interface, namely the set
{fadd , a, b, r} organized as the function interface (fadd , (a, b, r)) modeling the
declaration of add.
Considering the component Estep mapped from the definition of step,
the set {fstep } is organized as a function interface (fstep , ()) modeling the
declaration of step, and thus, fstep is labeled as defined by Estep . In addition, since there exists a state of Wcount10 where this state is mapped to an
evaluation of an expression in the definition of step and where this state is
a call to the C function identifier add, it holds that a subset of the interface
of Estep is organized as the function interface (fadd , (a, b, r)). Due to the fact
that neither add nor the C variable identifiers modeled by the port variables
a, b, and r, are defined in the definition of step, it holds that fadd , a, b, and
r are each labeled as external of Estep as shown in Figure 2a.
Now that properties, expressing the organization of subsets of the interface of a component into function interfaces, have been presented, properties
that express the modeling of C variable identifiers by port variables in the
interface, will be introduced through two examples that now follow.
As the first example, consider the component Eadd and the expression
*r=res in the code line 4 in Figure 3. Notably, for each state ω of Btot
count10
where ω maps to an evaluation of *r=res, it holds that a C variable is
assigned with the evaluated value res where this C variable is associated
with the identifier modeled by t at the state ω. This means, in accordance
with the modeling principles in Section 4.2, that t(ω) must be equal to
the value res. Hence, in order for Badd to express the constraints that the
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definition of add has on the rest of the C program whenever code within the
definition of add is executing, Badd must constrain the port variable t.
As the second example, consider the component Emain and the code line
e
10 in Figure 3. Let (ω, ω 0 ) be a transition of Btot
count10 where fmain (ω) = 1
e
0
and fmain (ω ) 6= 1. In accordance with the manner in which fmain models
the identifier main as described in Section 4.1, the state ω 0 either maps to
an evaluation of the identifier step in the function call expression step()
or to an evaluation of the constant 0 in the return statement return 0; i.e.
it either holds that fmain (ω 0 ) = (2, nil) or fmain (ω 0 ) = (0, 0). Notably, as
can be seen in code line 10 of Figure 3 and in the AST in Figure 4, whether
the function call expression step() or the return statement return 0; is
executed, depends on if the expression *c<10 is evaluated to true or not.
In turn, the expression *c must be evaluated in order to evaluate *c<10.
The expression *c evaluates to the rvalue of a C variable with the lvalue
0x40000000, which is also the rvalue of a C variable that is associated with
the C variable identifier modeled by c at state ω. Hence, to determine
0
e (ω 0 ) = 1, or f
whether it holds that fmain (ω 0 ) = (2, nil) and fstep
main (ω ) =
(0, 0), both the rvalues of the C variables that are associated with the C
variable identifiers modeled by c and 0x40000000 at ω, are needed. For
example, it can be determined that fmain (ω 0 ) = (0, 0) if 0x40000000(ω) ≥ 10
and t(ω) = 0x40000000, but not if only one of these values are known. Thus,
the behavior Bmain must constrain both the port variables c and 0x40000000.
Hence, in the first and second example, it holds that the port variable
t and the port variables c and 0x40000000 must be in the interface of Eadd
and Emain , respectively. These insights will now generalized.
In general, for each component E = (X, B) ∈ A mapped from a definiF,
tion of a C function identifier, where X is partitioned into sets X1F , . . . , XN
F
Xvar , and {xcount10 } such that each set Xi is organized as a function interface Fi , it holds that:
• for each C variable identifier var ∈ V , there exists a variable x ∈ X
modeling var if and only if var is either:
i) defined or derived within the definition of the C function identifier
and there exists a state ω of Wcount10 such that ω maps to an
evaluation of an expression where
– the expression is not a function call expression and is not
within the definition of the C function identifier, and
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– the lvalue or rvalue of a C variable that is associated with
var at state ω, is used for evaluating the expression;
ii) not defined or derived within the definition of the C function
identifier and there exists a state ω of Wcount10 where ω maps to
an evaluation of an expression where
– the expression is not a function call expression and is within
the definition of the C function identifier, and
– the lvalue or rvalue of a C variable that is associated with
var at state ω, is used for evaluating the expression; or
iii) a formal parameter of a C function identifier with a declaration
modeled by a function interface Fi .
Considering the two previously presented examples regarding Eadd and
Emain , the property (i) and (ii) enforce the inclusion of the port variable t
and the port variables c and 0x40000000 in the interfaces of Eadd and Emain ,
respectively. The property (iii) is included for the sake of completeness.
In accordance with Section 4.1 and as shown in Figure 2a, since the C
variable identifier, modeled by the port variable t, is not defined or derived
in the definition of add, it holds that port variable t is labeled as external of
Eadd . Considering the interface of Eadd , it can be noted that the C variable
identifier res is not modeled as a port variable of Eadd . This is due to the
fact that this C variable identifier does not have any dependencies to the
execution of code outside of the definition of add.
Regarding the labeling of the port variables c and 0x40000000 with respect to Emain , none of the C variable identifiers modeled by the port variables c and 0x40000000, are defined or derived in the definition of main.
Hence, both the port variables c and 0x40000000 are labeled as external of
Emain . Notably, in accordance with the property (ii) and as shown in Figure 2a, the port variables c and 0x40000000 are also on the interface of Estep .
Furthermore, both these port variables are labeled as external of Estep .
Now that the properties of the interfaces of the leaf components Eadd ,
Eadd , and Emain have been explained in thorough, properties of the interfaces
of the components Ec2 and Ec8 follow. The components Ec2 and Ec8 are
mapped from the code int * c = (int *) 0x40000000; and also the code
extern int * c; in Figure 3, respectively.
In general, for each component E = (X, B) ∈ A mapped from a leaf C
program entity that is not a definition of a C function identifier, where X is
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F, X
partitioned into sets X1F , . . . , XN
var , and {xcount10 } such that each set
F
Xi is organized as a function interface Fi , it holds that

• Xvar ∪ {xcount10 } = X; and
• for each C variable identifier var ∈ V , there exists a variable x ∈ X
modeling var if and only if either:
– var is defined or derived within the C program entity, or
– the lvalue or rvalue of a C variable that is associated with var at
an initial state of Wcount10 , is used for evaluating an expression
within the C program entity;
The property that Xvar ∪ {xprog } = X expresses that port variables
of leaf components that are not mapped from a definition of a C function
identifier, do not model C function identifiers – only C variable identifiers.
Since the code int * c = (int *) 0x40000000; constitutes a definition
of the C variable identifier modeled by the port variable c, it holds that c
is labeled as defined by Ec2 . Furthermore, consider that the lvalue of a C
variable is associated with the reference C variable identifier modeled by the
port variable 0x40000000 at an initial state of Wprog . Since this C variable is
used for evaluating the initializer expression (int *) 0x40000000, it holds
that the port variable 0x40000000 is also in the interface of Ec2 . The port
variable 0x40000000 is labeled as external of Ec2 since it is not defined in
the code int * c = (int *) 0x40000000;. The interface of Ec8 is empty
since no C variable identifiers are defined in the code extern int * c; that
is mapped to Ec8 .
4.3.3

Properties of Non-Leaf Component Interfaces

This section introduces properties of the interfaces of non-leaf components in
an architecture such as the one shown in Figure 2a. As previously mentioned
in Section 4.3.2, the set A denote the set of components in the architecture
shown in Figure 2a and the sets F and V denote the sets of C function
identifiers and C variable identifiers in count10, respectively.
Consider the interfaces of the components Emod and Emod2 mapped from
the translation units mod and mod2, and the component Ecount10 mapped
from the C program count10. In general, for each component E = (X, B) ∈
A mapped from a non-leaf C program entity, where X is partitioned into
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F, X
F
sets X1F , . . . , XN
var , and {xcount10 } such that each set Xi is organized
as a function interface Fi , it holds that:

• for each C function identifier foo ∈ F , there exists a function interface
Fi = (fi , (xi,1 , . . . , xi,Ni )) modeling the declaration of foo if and only
if the definition of foo is either:
– both a descendant of the C program entity and the definition of
the C function identifier main;
– a descendant of the C program entity and there exists a state
of Wcount10 where this state is a call to foo and maps to an
evaluation of an expression that is not within the C program
entity; or
– a non-descendant of the C program entity and there exists a state
of Wcount10 where this state is a call to foo and maps to an
expression that is within the C program entity;
• for each C variable identifier var ∈ V , there exists a port variable
x ∈ X modeling var if and only if var is either:
– a formal parameter of a C function identifier with a declaration
modeled by a function interface Fi ;
– defined or derived within the C program entity and there exists
a state ω of Wcount10 such that ω maps to an evaluation of an
expression where
∗ the expression is not a function call expression and is not
within the C program entity, and
∗ the lvalue or rvalue of a C variable that is associated with
var at state ω, is used for evaluating the expression; or
– not defined or derived within the C program entity and there
exists a state ω of Wcount10 where ω maps to an evaluation of an
expression where
∗ the expression is not a function call expression and is within
the C program entity, and
∗ the lvalue or rvalue of a C variable that is associated with
var at state ω, is used for evaluating the expression.
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In accordance with the properties above, except for the port variable
fmain , it holds that the only port variables on the interfaces of Emod and
Emod2 are port variables that are in the interface of a child of both Emod
and Emod2 . That is, fmain is the only port variable that could be removed
from the interfaces of Emod and Emod2 without violating the condition (b)
of Definition 1, i.e. the definition of an architecture. The reason why fmain
is a port variable of Emod2 , and also of Ecount10 , is that main is invoked from
outside of the C program, and hence, has a dependency outside of the C
program. Notably, 0x40000000 is also a port variable of Ecount10 . This is
due to the fact that the lvalue 0x40000000 may be memory-mapped to a
peripheral device, e.g. a sensor, which can access or modify the rvalue of the
C variable with 0x40000000 as lvalue.
4.3.4

Discussion

Sections 4.3.2 and 4.3.3 introduced properties expressing exactly the port
variables that are to be included in the interface of each component in an
architecture organized in accordance with the mapping properties (I)-(V)
with respect to a given C program structure. As will be shown in Section 4.4.2, this means that the interfaces of the components are unique for a
given C program structure. However, there are cases where it is relevant to
include other port variables than those explicitly specified to be included by
the introduced properties. An example of such a case is when it is infeasible
– in practice – to identify whether a certain C variable identifier has dependencies to a C program entity or not, due to e.g. pointer dereferencing in
several levels or complex control flows. In such a case, the interface would
need to be over-approximated by including the port variable modeling the C
variable identifier, regardless if it has dependencies to the C program entity
or not.
As another example, consider the fact that a subset of the interface of
the root component in an architecture such as the one shown in Figure 2a,
is organized as a function interface modeling the declaration of main. As
previously explained, this is due to the fact that main is invoked from outside of the C program. Notably, in addition to main, there may exist other
C function identifiers that can be invoked from outside of the C program
– namely Interrupt Service Routines (ISRs). In such cases, similar to the
function interface modeling the declaration of main, port variables modeling ISR identifiers and their formal parameters should be included in the
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interface of the root component; however, the properties in Sections 4.3.2
and 4.3.3 do not ensure that this is the case. This is due to the fact that
ISR functionality is not a built-in feature of the C language; rather, it is
established by using compiler-specific directives, of which in-depth analyzes
are considered to be out of scope of this paper.
Section 4.4.3 will describe how the cases where additional port variables
need to be included in component interfaces, can be managed.

4.4

Modeling C Program Structure as Architecture of
Components

This section first summarizes the properties of a set of components mapped
from a given C program structure, as presented in Sections 4.1-4.3. It will
then be shown that the structural conditions of an architecture as presented
in Definition 1 hold for a set of components with such properties. Subsequently, it will be shown that an architecture of components with such properties, called an architecture model of the C program structure, is unique for
the given C program structure with respect to the interfaces of the components in the architecture.
4.4.1

Properties of Components Mapped From C Program
Structure

Consider a structure of a sequential non-recursive C program as described
in Section 3 where:
• xprog and Wprog are the C program assertion and C program variable,
respectively, as introduced in Section 3.1;
• F and V are the sets of C function and C variable identifiers in the C
program, respectively, as described in Section 3.2.
In accordance with Sections 4.1 and 4.2, let XF ∪V ⊆ Ξ be a set such that
there is a bijective mapping from F ∪ V to XF ∪V where each variable x ∈
XF ∪V is said to model the identifier that it is mapped from.
Let A be a set of components, such that:
I) in accordance with Section 4.1, the components in A are organized as
a rooted tree where:
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a) the leaf C program entities in the C program structure are mapped
to the leaf components of A ;
b) the parent of a C program entity in the C program structure is
a mapped to the parent of the component that the C program
entity is mapped to in A ; and
c) the C program is mapped to the root component of A ;
II) for each component E = (X, B) in A , where a C program entity is
mapped to E and where, in accordance with Definition 2, X is partiF, X
F
tioned into sets X1F , . . . , XN
var , and {xprog } such that each set Xi
is organized as a function interface Fi , it holds that:
a) X \ {xprog } ⊆ XF ∪V ;
b) in accordance with Section 4.1, each variable x ∈ X \ {xprog } is
labeled as:
i) internal of E if x models an identifier that is defined or derived
within the C program entity and the identifier has a scope
that is equal to or a subset of the C program entity;
ii) defined by E if x models an identifier that is defined or derived
within the C program entity and the identifier has a scope
that includes code that is not within the C program entity;
and
iii) external of E if x models an identifier that is neither defined
nor derived within the C program entity;
c) in accordance with Section 4.3.2, if the C program entity is a
leaf C program entity, which is not a definition of a C function
identifier, then the component E = (X, B) is such that:
i) it holds that Xvar ∪ {xprog } = X; and
ii) for each C variable identifier var ∈ V , there exists a variable
x ∈ X modeling var if and only if either
• var is defined or derived within the C program entity, or
• the lvalue or rvalue of a C variable that is associated with
var at an initial state of Wprog , is used for evaluating an
expression within the C program entity;
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d) in accordance with Section 4.3.2, if the C program entity is a
definition of a C function identifier, then the component E =
(X, B) is such that:
i) for each C function identifier foo ∈ F , there exists a function
interface Fi modeling the declaration of foo if and only if foo
is either
• the C function identifier itself, or
• there exists a state of Wprog where this state is a call to
foo and maps to an evaluation of an expression within
the definition of the C function identifier; and
ii) for each C variable identifier var ∈ V , there exists a variable
x ∈ X modeling var if and only if var is either:
• a formal parameter of a C function identifier with a declaration modeled by a function interface Fi ;
• defined or derived within the definition of the C function
identifier and there exists a state ω of Wprog such that ω
maps to an evaluation of an expression where
– the expression is not a function call expression and is
not within the definition of the C function identifier,
and
– the lvalue or rvalue of a C variable that is associated
with var at state ω, is used for evaluating the expression; or
• not defined or derived within the definition of the C function identifier and there exists a state ω of Wprog where
ω maps to an evaluation of an expression where
– the expression is not a function call expression and is
within the definition of the C function identifier, and
– the lvalue or rvalue of a C variable that is associated
with var at state ω, is used for evaluating the expression; and
e) in accordance with Section 4.3.3, if the C program entity is a
non-leaf C program entity, then the component E = (X, B) is
such that:

SECTION 4

171

i) for each C function identifier foo ∈ F , there exists a function
interface Fi = (fi , (xi,1 , . . . , xi,Ni )) modeling the declaration
of foo if and only if the definition of foo is either:
• both a descendant of the C program entity and the definition of the C function identifier main;
• a descendant of the C program entity and there exists a
state of Wprog where this state is a call to foo and maps
to an evaluation of an expression that is not within the
C program entity; or
• a non-descendant of the C program entity and there exists a state of Wprog where this state is a call to foo
and maps to an expression that is within the C program
entity;
ii) for each C variable identifier var ∈ V , there exists a port
variable x ∈ X modeling var if and only if var is either:
• a formal parameter of a C function identifier with a declaration modeled by a function interface Fi ;
• defined or derived within the C program entity and there
exists a state ω of Wprog such that ω maps to an evaluation of an expression where
– the expression is not a function call expression and not
within the C program entity, and
– the lvalue or rvalue of a C variable that is associated
with var at state ω, is used for evaluating the expression; or
• not defined or derived within the C program entity and
there exists a state ω of Wprog where ω maps to an evaluation of an expression where
– the expression is not a function call expression and
within the C program entity, and
– the lvalue or rvalue of a C variable that is associated
with var at state ω, is used for evaluating the expression.
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Architecture Model of C Program Structure

The following theorem shows that the structural conditions of an architecture as presented in Definition 1 hold for the set of components A from
Section 4.4.1.
Theorem 1. Given a structure of a sequential non-recursive C program and
a set of components A where the properties (I), (II-a), and (II-c)-(II-e) hold,
it follows that:
• for any non-leaf node E = (X, B) of A where {(Xi , Bi )}N
i=1 are the
SN
children of E, it holds that X ⊆ i=1 Xi ; and
• if there is a child E0 = (X 0 , B0 ) and a non-descendent E00 = (X 00 , B00 )
of a component E = (X, B) in A , such that x ∈ X 0 and x ∈ X 00 , then
it holds that x ∈ X.
Proof. Consider a structure of a sequential non-recursive C program and
a set of components A where the properties (I), (II-a), and (II-c)-(II-e)
hold. In accordance with the property (I), the set A is organized as a
rooted tree. Consider an arbitrary non-leaf component (X, B) in the tree,
where (X, B) is mapped to a non-leaf C program entity in the C program
structure. In accordance with the property (II-a), each port variable x ∈
X \ {xprog } ⊆ XF ∪V models an identifier in the C program. Furthermore,
in accordance with the properties (II-e), whether it holds that there exists a
port variable x ∈ X \ {xprog } modeling a certain identifier or not, except for
the special case with reference C variable identifiers and the identifier main,
depends directly on the condition (a) and (b) of Theorem 1 and on which
port variables that are included in the interfaces of the leaf components.
Since a port variable modeling either a C variable reference identifiers or
the identifier main, is also included in the interface of a component if it is
included in the interface of one of its children, it follows that, in combination
with the properties (II-c)-(II-d), the property (II-e) is sufficient to ensure
that both the condition (a) and (b) of Theorem 1 hold.
In accordance with Proposition 1 and Definition 1, it follows that A is
d (TN Bi ) for any non-leaf node
an architecture if it holds that B = proj
X
i=1
E = (X, B) with children {(Xi , Bi )}N
i=1 . Such an architecture is called an
architecture model of the C program structure.
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Definition 3 (Architecture Model of C Program Structure). An architecture
model of a given C program structure is an architecture of components where
the properties (I)-(II) hold.
The following theorem shows that the set of interfaces of the components
in an architecture model is unique for the given C program structure.
Theorem 2. Consider two architecture models A and A 0 of a given structure of a sequential non-recursive C program and also two components (X, B) ∈
A and (X 0 , B0 ) ∈ A 0 mapped from the same C program entity, it holds that
the interfaces X and X 0 are identical, i.e. it holds that:
i) the interfaces X and X 0 of the two components are partitioned into
F, X
the same sets X1F , . . . , XN
var , and {xprog }; and
ii) each port variable x ∈ X ∪ X 0 has the same label with respect to the
components (X, B) and (X 0 , B0 ).
Proof. Consider two architecture models A and A 0 of a given structure
of a sequential non-recursive C program and two components (X, B) ∈ A
and (X 0 , B0 ) ∈ A 0 mapped from the same C program entity. In accordance
with the property (II-a), each port variable x ∈ X \ {xprog } ⊆ XF ∪V and
x ∈ X 0 \ {xprog } ⊆ XF ∪V model identifiers in the C program. Notably, the
properties (II-c)-(II-e) that determine the partitioning of the interfaces X
and X 0 , as well as the mapping of their port variables to identifiers, are all of
type ’if and only if’. That is, it either holds that a port variable is included
from XF ∪V or it holds that it is not, and either is a subset of X and X 0
organized into a function interface or this is not the case. That is, it must
hold that the condition (i) of Theorem 2 holds. Furthermore, in accordance
with the property (II-b), it holds that the conditions for determining the
labels of each port variable x ∈ X \ {xprog } ⊆ XF ∪V and x ∈ X 0 \ {xprog } ⊆
XF ∪V are mutually exclusive. Since the condition (i) ensures that it holds
that X = X 0 , it follows that each port variable x ∈ X ∪ X 0 also has the
same label with respect to (X, B) and (X 0 , B0 ). That is, it follows that the
condition (ii) of Theorem 2 holds.
Consider the representation in Figure 2a of the architecture model of the
structure of the C program count10 in Figure 2b. Notably, in accordance
with Section 4.3.1, the graphical syntax considers the organization of the
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components and the port variables in their interfaces, the partitioning of
the interfaces into function interfaces, and the labels of the port variables
and their mapping. This means, in accordance with Theorem 2, that each
architecture model of the structure of the C program count10 in Figure 2b,
would be represented in the exact same manner as shown in Figure 2a.
4.4.3

Discussion

As discussed in Section 4.3.4, there are cases where it is relevant to include
other port variables than those explicitly expressed to be included in component interfaces by the properties (II-c)-(II-e) in Section 4.4.1. In such a
case, in the context of a set of components A with the property (I), consider
that a port variable is included in the interface of a component such that its
interface is not such that the properties (II-c)-(II-e) hold. In order for A to
also be in accordance with the listed conditions in Proposition 1, the port
variable must also be in the interface of:
• a child of the component if the component is a non-leaf component;
and
• the parent of the component if the port variable is also in the interface
of a non-descendant of the component.
Notably, these conditions can easily be enforced by a tool such as the one
that will be presented in Section 5 that now follows.

5

Feasibility Study on Automatic Extraction of
Architecture Models

In order to determine the feasibility of automatically extracting architectural
models from C program structures in accordance with Section 4.4, a prototype tool has been developed. The LLVM Compiler Infrastructure [18] was
selected as the foundation for this prototype tool. The LLVM framework
consists of a front-end tool, a transformation tool, and a back-end tool. The
front-end tool, which in the case of the C programming language is called
Clang, translates the source code files into an intermediate representation
(IR). The transformation tool, named Opt, allows for IR-to-IR transformations to be performed, most commonly to perform program optimization.
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The back-end tool, called llvm, translates the IR into machine level code for
a given architecture.
The design outline of the developed prototype tool is presented in Figure 7. The tool utilizes artifacts produced by Clang as part of the normal
compilation process, and adds a custom transformation pass to Opt, in order to extract architectural concepts into a raw data file. This raw data file
can then be consumed by filters to produce architectural representations.
Figure 7 shows two such filters, namely a filter producing a graphical callgraph and a filter producing an XML-based representation that describes
interfaces of components in accordance with Definition 2.
SW

SW

Call Graph
Layer

Layer

Layer

Layer
Opt

Clang

.C

.C .C

.C

IR

IR IR

IR

Extracted
architectural
concepts

XML

Figure 7. Automatic architecture recovery tool design.

5.1

Source Code to IR

The prototype tool takes an input in the form of a folder structure where the
lowest-level folders contain .c-files. The Clang tool translates each individual
.c-file into a corresponding IR translation unit. This step is performed while
preserving the folder structure of the original source code tree. The folder
structure containing the IR translation units, correspond to a C program
structure as described in Section 3.3 where each folder corresponds to a nonleaf node of the C program structure. No compiler optimization is performed
as part of this step.

5.2

IR to Extracted Architectural Concepts

A custom extraction pass has been created for the Opt tool in order to
extract architectural concepts from the C program structure corresponding
to the folder structure containing the IR translation units. The pass is
executed once per IR translation unit, with a single post-processing pass
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that is executed once all translation units have been processed. For each IR
translation unit, the following data is gathered:
i) a list of C variable identifiers that are defined within the translation
unit, but outside of definitions of C function identifiers, created by
iterating over the IR list of global variables produced by opt;
ii) a list of non-zero values that pointers are initialized to;
iii) a list of C function identifiers defined within the translation unit is
created, containing the name of each C function identifier, its type
and formal parameters; and
iv) a list that associates each C function identifier in the list (iii) with two
lists:
• a list containing each C variable identifier that is
– read from or written to in the definition of the C function
identifier, and
– defined outside of any definitions of C function identifiers;
and
• a list containing each C function identifier that is called in the
definition of the C function identifier.
The list (i) contains defined and derived C variable identifiers and the
list (ii) contains C variable reference identifiers as described in Section 3.2.
The list (iii) contains declarations of C function identifiers defined within
the translation unit.
The list (iv) captures external dependencies that the execution of code
within definitions of C function identifiers defined within the translation
unit, has to C variable and C function identifiers. The dependencies to C
variable identifiers in the list (iv) are established by iterating over the instructions that together make up definitions of C function identifiers, and
identifying whether each instruction is a load instruction or a store instruction. Note that the identified dependencies are exclusive to global C variable
identifiers, i.e. C variable identifiers that are not defined within definitions
of C functions. Memory Dependence Analysis, an analysis pass that is part
of the LLVM framework, is used to identify C variable identifiers that are
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indirectly read from or written to, i.e. through the use of pointers. However, these indirect reads/writes can only be identified if the pointers are
constant. These limitations are further discussed in Section 5.3
Once each translation unit has been processed individually, the postprocessing pass is performed where a tree data structure is first created
by considering the folder structure and each list (iii) that specifies where
different C function identifiers are defined. Each node of the tree data
structure corresponds to a component. Subsequently, for each node in the
tree data structure, by considering the lists (iv) for the different translation
units and the properties in Sections 4.3.2 and 4.3.3, a subset of the union
of the lists (i)-(iii) for the translation units, is associated as port variables
of the node. In accordance with Section 4.1, labels of the port variables
with respect to each node, are established by considering the lists (i) for
the different translation units, and distinguishing whether its members have
scopes that extends outside of the translation unit or not.
The tree data structure of components, produced by the post-processing
pass is serialized and written to a temporary raw data file. As previously
explained, this temporary raw data file can be used to generate different
architectural representations.

5.3

Discussion and Future Challenges

While many of the architectural concepts presented within this paper can be
successfully extracted by the prototype tool, a few challenges were identified
during its development. Most of these challenges are possible to address
by complementing current analyzes with e.g. analyzes on an AST of a C
program. However, other challenges, e.g. determining target addresses of
non-constant pointers, are essentially unsolvable in general. The following
will discuss the most prominent challenges in more detail.
Local variables As mentioned in Section 5.2, the prototype tool can only
identify dependencies regarding C variable identifiers that are defined outside of definitions of C function identifiers, i.e. global C variable identifiers,
and not those that are local. This is due to local C variable identifiers in the
LLVM IR being represented in Static Single Assignment (SSA) form [51],
which makes it difficult to properly extract function-local names of identifiers since they are renamed whenever they are subject to a new value
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assignment. This information would need to be extracted from an AST of
the C program, and in fact, such an AST can be generated from Clang.
Indirect Reads/Writes Using Non-constant pointers Section 5.2
mentioned that the prototype tool is currently limited in only being able to
identify indirect reads/writes through the use of pointers, if the pointers are
constant. Notably, determining how the target addresses of non-constant
pointers, i.e. pointers that can be assigned other targets during program
execution, change during execution is a general issue [52]. Moreover, if nonconstant pointers are used in combination with complex control flows, it is
essentially infeasible to automatically extract an architecture model of a C
program in accordance with Definition 3. That is, to fully enable automatic
extraction, the only solution is to restrict the use of such complex communication patterns; examples of such restrictions can be found in the standard
MISRA-C [53] or in ISO 26262 [12] that e.g. limits the use of pointers and
forbids unconditional jumps, as well as hidden data and control flows.

6

Conclusion

Architecture models are essential in order to manage the complexity of C
programs in general, and to support expressing and organizing specifications for C program structures, in particular. However, in order to create
architecture models that accurately describe structures of C programs, support is needed in the form of a formal mapping from C program structures
to architecture models. Considering that such support is lacking in current modeling approaches/languages [5–10, 19, 21], the present paper has
established a formal architecture model of C program structures.
More specifically, for a given structure of a sequential non-recursive C
program, a set of mapping properties were presented. These properties
were shown to uniquely map to a set of interfaces of components organized
in accordance with the structure of the C program. An architecture of components with these properties was defined as an architecture model of the
C program structure. The interface of each component in the architecture
model consists of port variables modeling C function and C variable identifiers. Hence, the architecture model of the C program structure provide a
foundation both for organizing specifications in accordance with the structure of the C program and for expressing specifications in terms of identifiers
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in the C program. Additionally, for practical application, a graphical syntax
was presented for representing architecture models of C program structures.
The mapping properties enable to establish an architecture model of
complex legacy code to which no prior architecture model exists. Furthermore, supposing that an architecture model does already exist, it might
have become inconsistent over time [54]; thus, the mapping properties can
be used to verify the consistency of the architecture model. In the case
where an architecture of components is established prior to implementing
code, a mapping from identifiers to port variables can be specified explicitly.
In such a case, the architecture serves as a design specification, rather than
as a description of an existing C program structure.
In order to determine the feasibility of automatically extracting architecture models from a C program structure, a prototype tool was presented.
Conclusion from this was that, except for already well-known issues regarding indirect reads/writes through pointers, the architectural concepts can
successfully be automatically extracted.
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Abstract
Functional safety (FuSa) standards such as IEC 61508 and ISO
26262 advocate a particularly stringent Requirements engineering (RE)
where safety requirements must be structured in an hierarchical manner
and specified in accordance with the system architecture. In contrast
to the stringent RE in FuSa standards, according to previous studies,
RE in industry is in general of poor quality. Contracts theory has been
previously shown to be suitable for supporting such a stringent RE effort; this support has also been implemented in tools. However, to use
these contract-based tools, requirements must be formalized, which is
a major challenge in industry. Therefore, to support current industrial
RE practice and the stringent RE in FuSa standards, it is shown how
support in a specification tool can be provided even when requirements,
and also architectures, are not formalized. This is achieved by enforcing syntactic, yet formal, conditions in contracts theory. Furthermore,
a validating industrial case study is presented where the proposed support is shown to be fully applicable in an industrial setting.

1

Introduction

Requirements engineering (RE) [15, 39] is a well-established and recommended practice within the field of systems engineering. RE is particularly emphasized for achieving functional safety (FuSa), i.e. absence of unreasonable risk due to failures of electrical/electronic (E/E)-systems [41].
In fact, the general FuSa standard IEC 61508 [40] advocates that requirements should form the backbone of a structured argumentation for the FuSa
of an overall system. In such a structured argumentation, each requirement is a safety requirement, i.e. a requirement with a safety integrity level
(SIL) [1, 25, 40, 41] that specifies the required reliability [68] of a system
or component, in order to achieve a tolerable level of risk. FuSa is a key
property of heterogeneous systems [36, 53, 69], i.e. systems such as airplanes
and automotive vehicles that are composed of parts from multiple domains,
e.g. software (SW), hardware (HW), mechanical, electrical, etc.
In IEC 61508 and its derivative FuSa standards such as ISO 26262 [41]
for the automotive domain, safety requirements must be structured in an
hierarchical manner in accordance with the system architecture [42]: at each
level, safety requirements must be allocated to architecture elements and
trace links [19] must be established between requirements on different levels.
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An intended property characterized by this manner of structuring requirements is completeness, i.e. ”the safety requirements at one level fully implement all safety requirements of the previous level” [41]. This is a property
that also must be verified, thus, a high degree of stringency is required when
specifying requirements, their allocation, and their hierarchical structure.
Despite the demand on highly stringent RE to achieve FuSa, requirements in industry are in general of poor quality [4] and are typically incomplete [28], and this is also true for safety requirements [28, 54]. Considering
a typical RE tool such as IBM Rational DOORS, other than basic impact
analyzes, the tool neither gives feedback nor guides a user when specifying,
allocating, and structuring requirements; thus, a property such as completeness must be established without any concrete support from the tool. The
view in [74], which is shared in the present paper, is that RE is a complex
and error-prone process that can benefit from more intelligent tool support
in general. In fact, in order to comply with FuSa standards that require a
particularly stringent RE, tool support, which gives feedback to and guides
the user when specifying a system, is crucial.
Therefore, the present paper describes how such tool support can be
provided when authoring specifications for heterogeneous systems in an industrial setting. This is achieved by applying the work in [8, 72, 77, 79] that
present a formal contracts [57] theory for modeling and specifying heterogeneous systems.
In particular, this contracts theory contains a concept called a contract
structure that captures an hierarchical structuring of requirements based
on a formal interpretation of completeness. Thus, establishing a contract
structure sets a basis for achieving the stringent RE effort advocated by FuSa
standards. Establishing a contract structure with the intent of achieving
completeness, consists of the tasks of specifying:
I) allocation of requirements to architecture elements;
II) architecture element interfaces consisting of port variables;
III) requirements; and
IV) trace links between requirements.
These tasks (I)-(IV) are also described in FuSa standards; however, the fact
is that in the contracts theory [8, 72, 77, 79], these tasks are given formal
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semantics, i.e. interpretations in mathematical conditions. The present paper capitalizes on this fact by considering the support that can be provided
for tasks (I)-(IV) by having a tool that enforces these conditions.
Notably, there already exist approaches such as [17, 18] and [20] where
formal contract conditions are enforced in tools. However, the tool support
in these approaches is dependent on that contracts must be formally represented in the language linear-time temporal logic (LTL) [64]. Despite the
fact that formal representations have several advantages over non-formal
ones, formal languages are difficult to use by non-experts [26] and in industrial practice, ”overcoming the burden of formalization is a major challenge” [13]. Therefore, instead of focusing on enforcing all of the contract
conditions in [8, 72, 77, 79], the present paper instead identifies necessary
conditions of the formal interpretations of tasks (I)-(IV) where these conditions can be enforced even when requirements and architectures are not represented formally; in the following, such necessary conditions will be called
syntactic contract conditions since they can be enforced without explicitly
considering the formal semantics of tasks (I)-(IV).
As the main contribution, the present paper shows how a specification
tool will provide feedback- and guidance-driven support for tasks (I)-(IV)
by enforcing their syntactic contract conditions. It is shown that such support for tasks (I), (II), and (IV) can be provided regardless of representation format of requirements and when architectures are represented formally
or semi-formally, as an hierarchy of interfaces consisting of port variables.
For task (III), feedback and guidance can be provided when architectures
are represented formally or semi-formally and when requirements are represented formally or semi-formally, i.e. as free text with distinguishable port
variables.
As a second contribution and validation of the main contribution, it is
described how the proposed feedback- and guidance-driven support can be
implemented in an industrial setting. This is achieved by describing the
design and implementation solutions used for realizing this support in a validating industrial case study performed at Scania – a global heavy trucks
manufacturer located in Sweden. A key necessary concept for realizing this
support in practice is shown to be Linked Data [12], which enables formal
referencing in between specifications and to architecture data; formal referencing is necessary since the syntactic contract conditions are indeed formal,
and thus, the conditions cannot be properly evaluated if it is unclear what
data a reference points to in a specification. However, not only that, but
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Linked Data is also shown to increase quality of specification in general by
ensuring consistency of data presented in specifications.
Notably, there are other works such as [26, 32, 48] that focus on providing feedback- and/or guidance-driven tool support for specification, albeit
with a fundamentally different approach from the present paper. That is,
in contrast to the present paper where support is provided by enforcing
formal conditions, the works in [26, 32, 48] rely on natural language (NL)
processing to provide feedback and guidance on requirements represented in
NL considering e.g. text length and terms usage with respect to a domain
ontology/dictionary. Hence, while the approach in [26, 32, 48] improves
readability of requirements, the approach in the present paper enforces their
correctness and thus, the approaches complement each other.
In contrast to [26, 32, 48], but in accordance with the present paper,
the works [5, 33, 34] describe formally founded support for RE. While being
similar in their fundamental approaches, the present paper and [34] have
different focuses and complement each other; the present paper focuses on
tool support for tasks (I)-(IV) while [34] focuses on transformation between
requirements specified in NL, the formal representation format Object Constraint Language (OCL) [75], and a semi-formal representation format in
between these.
More similar to the present paper, the works [5, 33] both focus on establishing trace links between requirements and design/architecture. However,
while the approach in the present paper is applicable for any type of development methodology, e.g. waterfall, v-model, model driven development, etc.,
the approach in [5] is only applicable when using model transformations
for driving development. The work in [33] present support for validating
and generating trace links; however, in contrast to the present paper, the
support in [33] requires formal representations of architectures and requirements. The support in the present paper caters to needs in current state
of industrial practice where requirements and architectures are typically not
represented formally and where development methodologies vary, sometimes
even within the same company.
The rest of this paper is organized such that it continuously moves from
theory, through design, to implementation. Section 2 introduces relevant
parts of the contracts theory in [8, 72, 77, 79]. Section 3 then first identifies
syntactic contract conditions of the formal interpretation of tasks (I)-(IV) in
this contracts theory. Second, and as the main contribution, it is shown how
a conceptual specification tool will provide feedback- and guidance-driven
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support for tasks (I)-(IV) by enforcing these syntactic contract conditions.
Section 4 then describes how the main contribution can be realized in an industrial setting by describing the design and implementation solutions used
in the validating industrial case study. Section 5 summarizes the present
paper and draws conclusions.

2

Contracts Theory for Safety-Critical
Heterogeneous Systems

The notion of contracts was first introduced in [57] for formal specification
of SW. However, the principles behind contracts can be traced back to early
ideas on compositional [38, 70] proof-methods [37, 45, 58]. In [8, 72], the
use of contracts is extended from formal specification of SW to serving as
a central systems engineering philosophy to support the design of heterogeneous systems. The work in [77] incorporates the work in [8, 72] and
presents a contracts theory that introduces new concepts such as architecture. This contracts theory is extended in [79] to a safety-critical context
with the notion of SILs.
As previously mentioned in Section 1, Section 3 will show how tool support can be provided for tasks (I)-(IV) by enforcing conditions from the
contract theory in [8, 72, 77, 79]. This section not only summarizes these
conditions and related concepts from this contracts theory, but also describes them thoroughly. Describing them thoroughly is considered to be
necessary in order to fully understand the type of tool support that can be
provided when enforcing these conditions without first having to read the
papers [8, 72, 77, 79]. Note that the proposed use-cases/motivations in these
papers differ from the overall aim in providing tool support for tasks (I)-(IV)
in the present paper. Thus, these concepts and conditions will be presented
from a different perspective in the present paper and are also slightly tailored
to better fit this overall aim.

2.1

Assertions and Runs

The theory [8, 72, 77, 79] relies on a general formalism called assertions, i.e.
sets of value sequences called runs, which are used for expressing requirements and behaviors. This section describes the concept of assertions and
runs in more detail.
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Figure 1. In (a), a trajectory of values of x1 is shown. In (b), a run
ω{x1 ,x2 },T is shown, consisting of two pairs containing the trajectory shown
in (a) and another trajectory of values of x2 .

2.1.1

Runs

Let X = {x1 , . . . , xN } be a non-empty set of variables, each with its own
domain. Consider a pair (xi , ξi ) consisting of a variable xi and a trajectory
ξi = {(t, xi (t))}t∈T of values xi (t) of xi over a time-window ∅ 6= T ⊆ R≥0 .
For example, Figure 1a shows a trajectory of values of the variable x1 . A set
of such pairs {(x1 , ξ1 ), . . . , (xN , ξN )} with trajectories over the same timewindow T , is called a run for X over T , denoted either ωX,T or simply
ω.
For example, a run can be a trace [14, 16, 24, 81] or an execution as
presented in [60]. As a more illustrative example, a run ω{x1 ,x2 ,},T consisting
of two pairs is shown in Figure 1b as a solid line where the trajectories of
the pairs are also shown as two dashed lines. The trajectory of values of
x1 is the trajectory shown in Figure 1a and the other trajectory consists of
values of variable x2 .
2.1.2

Assertions

In the following, assume a universal set of variables Ξ and a domain for each
variable x ∈ Ξ. Let Ω denote the set of all possible runs for Ξ over each
time-window ∅ 6= T ⊆ R≥0 . An assertion W is, a possibly empty, subset of
Ω, i.e. W ⊆ Ω.
An assertion can be can be syntactically represented by constraints, e.g.
by equations, inequalities, or logical formulas. For example, an assertion W0
represented by the equation u = v, is the set of all runs in Ω where u = v
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holds for each time point.
As a second example of how an assertion can be syntactically represented,
consider that W00 is represented by the first order differential equation
dy
= x(t), where x(t) = t and t ∈ R≥0 .
dt
The assertion W00 is the set of all possible runs for Ξ over R≥0 where the
runs are the solutions to the differential equation.
As a third example of how an assertion can be syntactically represented,
consider that W000 is an assertion represented by the logic formula a(t) =
0 ∨ b(t) = 0 where t ∈ {0, 1, . . . , 10} and where both variables a and b
take values from {0, 1}. This means that the assertion W000 is the set of all
possible runs for Ξ over the discrete time-window {0, 1, . . . , 10} where, for
each time-point t, at least one of a and b has the value 0.
2.1.3

Variables Constrained by Assertions

As previously presented, assertions are sets of runs for the universal set of
variables Ξ. However, as can be seen in previous examples, assertions can
be represented by constraints specified over a subset of Ξ. For example,
the equation u = v, representing the previously mentioned assertion W0 ,
is specified simply over the set of variables {u, v}. In fact, the set {u, v}
is actually the set of variables necessary for representing W0 syntactically;
considering an arbitrary assertion W, such a set of variables is called the set
of variables constrained by W.
Prior to presenting a formal definition of such a set of variables, the
concept of projections [9, 73, 77, 79, 80] needs to be introduced. The projection [9, 73, 77, 79, 80] of W onto X, written projX (W), is the set obtained
when each pair that does not contain a variable x ∈ X is removed from each
run ωΞ,T in W, i.e.
projX (W) = {{(x, ξ) | (x, ξ) ∈ ωΞ,T and x ∈ X} | ωΞ,T ∈ W} .
d (W) and is the
The extended projection [77] of W onto X is denoted proj
X
inverse projection [9, 80] of projX (W) onto Ξ. That is,
d (W) = {ω ∈ Ω | projX ({ω}) ⊆ projX (W)} .
proj
X

Conceptually, extended projection corresponds to the notion of port elimination [8] or variable hiding [2, 49] through existential quantification.
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Definition 1 (Variables Constrained by Assertion). A variable x is constrained by an assertion W if
d
proj
Ξ\{x} (W) 6= W .

Let XW denote the set of variables constrained by W.
For example, XW0 = {u, v} where u = v represents W0 .

2.2

Elements

This section introduces elements [77, 79], which can represent any part of
a heterogeneous system in general, but can also serve as a connection, e.g.
as described in Modelica [30, 31], or as a functional or logical design entity in general, e.g. as a Systems Modeling Language (SysML) block [29].
The concept of an element generalizes Heterogeneous Rich Components
(HRCs) [11, 22, 46] as used in [8, 72].
Definition 2 (Element). An element E is an ordered pair (X, B) where:
• X is a set of variables called the interface of E where each x ∈ X is
called a port variable; and
• B is an assertion, called the behavior of E, such that the set of variables
constrained by B is a subset of X.
As an illustrative example of an element, let Epot = (Xpot , Bpot ) be an element representing a potentiometer. The element and its port variables are
shown in Figure 2a as a rectangle filled with gray and boxes on the edges of
the rectangle, respectively. The port variables vref , vbranch , and vgnd represent the reference, branch, and ground voltages, respectively. Furthermore,
h represents the position (0 − 100%) of the ’slider’ that moves over the resistor and branches the circuit. Given a representation where it is assumed
that the branched circuit is connected to a resistance that is significantly
larger than the resistance of the potentiometer, the behavior Bpot can be
v
−vgnd
syntactically represented by the equation h = branch
vref −vgnd .

2.3

Architecture

A set of elements can be organized into an architecture [77, 79], which describes an hierarchical nesting of elements. This hierarchical nesting can
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GlM eter
AlM eter
vref

Epot
h

vbranch
vgnd
(a)

ELM sys
EEsys
Ebat
vgnd

Etank

ElM eter
l

vref
f

h

Epot

vbranch
(b)

Figure 2. In a), an element Epot = (Xpot , Bpot ), representing a potentiometer, is shown. In b), an architecture, representing a ”Level Meter system”
and its parts, and a contract ClM eter = ({AlM eter }, GlM eter , XlM eter ), are
shown.

be viewed as a rooted tree; thus, in the following, terminology from graph
theory [23] will be borrowed to describe positions of elements in an architecture, relative to each other. The underlying principle is to combine
individual behaviors using intersection [3, 8, 72] where the sharing of port
variables [6, 8, 72] between elements captures the interaction points between
the elements.
Prior to presenting a formal definition of architecture, the concept is
introduced by considering a set of elements representing the parts of a ”Level
Meter system” (LM-system) as shown in Figure 2b. The LM-system ELM sys
consists of a tank Etank and an electric-system EEsys , which further consists
of the potentiometer Epot shown in Figure 2a, a battery Ebat , and a level
meter ElM eter . The sharing of a port variable between elements is shown as
either by a line connecting two or more boxes corresponding to the same port
variable or by the appearance of the same box on edges of several rectangles.
In the LM-system, the slider h is connected to a ”floater”, trailing the
level f in the tank. In this way, the potentiometer Epot is used as a level
sensor to estimate the level in the tank. The estimated level is presented by
the level meter ElM eter where l denotes the presented level.
The behaviors Bbat , BlM eter , and Btank of the leaf elements Ebat , ElM eter ,
v
−vgnd
and Etank are represented by the equations vref −vgnd = 5V , l = branch
,
5V
and h = f , respectively. The behavior of a non-leaf element (X, B) is the
extended projection of the intersection of the behaviors of its children onto
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d
X. For example, the behavior of EEsys is proj
{l,h} (Bbat ∩ BLmeter ∩ Bpot ),
which can be represented by the equation l = h.

Definition 3 (Architecture). An architecture, denoted A , is a set of elements organized into a rooted tree, such that:
a) for any non-leaf node E = (X, B), with children {(Xi , Bi )}N
i=1 , it holds
that
i) X ⊆
ii) B =

SN

i=1 Xi , and
d (TN Bi );
proj
X
i=1

and

b) if there is a child E0 = (X 0 , B0 ) and a non-descendent E00 = (X 00 , B00 ) of
E = (X, B), such that x ∈ X 0 and x ∈ X 00 , then it holds that x ∈ X.
The environment of an element E in an architecture A is denoted EnvA (E)
and is the set of elements {Ej }M
j=1 such that each Ej = (Xj , Bj ) is either a
T
sibling or a sibling of a proper ancestor of E. Let BEnvA (E) denote M
j=1 Bj ,
called the behavior of the environment EnvA (E).
As an example of an environment of an element in an architecture, the set
{Etank } is the environment of EEsys in the architecture shown in Figure 2b.
As expressed in part (a)-(i) of Definition 3, the interface of an element
E is a subset of the union of the interfaces of its children. Part (a)-(ii)
expresses that the individual behaviors of the children of E are combined
and abstracted with intersection and extended projection onto the interface
of E. Part (b) expresses that if a port variable x is in the interface of both
a child of E and an element in the environment of E, then x must also be in
the interface of E.

2.4

Contracts

A contract [8, 72, 77, 79] ({Ai }N
i=1 , G, X) specifies behavior of an element
with an interface X to be such that the guarantee G is fulfilled, given that
the assumptions in {Ai }N
i=1 are fulfilled.
Definition 4 (Contract). A contract C is a tuple (A , G, X), where
• G is an assertion, called guarantee;
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• A is a set of assertions {Ai }N
i=1 where each Ai is called an assumption;
and
• X is a set of variables.
For the sake of readability, let AA = N
j=1 Ai .
An element E = (X 0 , B) satisfies [8, 9, 11, 72, 77, 79] a contract (A , G, X)
if
T

AA ∩ B ⊆ G, and
0

X=X .

(1)
(2)

Referring to a contract for an element, characterizes the intent that the
element is to satisfy the contract.
As an illustrative example of a contract, let ({AlM eter }, GlM eter , XlM eter )
be a contract ClM eter for the element ElM eter where the set of port variables
constrained by AlM eter and GlM eter are shown as dashed lines in Figure 2b.
The guarantee GlM eter , represented by the equation l = f , expresses the
intent that the indicated level, displayed by the meter, corresponds to the
level in the tank. The assumption AlM eter is represented by the equation
v
−vgnd
f = branch
. In accordance with conditions (1) and (2), the contract
5V
ClM eter is satisfied by the element ElM eter .

2.5

Hierarchical Structuring of Requirements Using Contracts

Consider a scenario where it is infeasible to verify that a contract C is satisfied by an element E in an architecture A , due to the complexity of E. A
solution to such an issue, is to establish contracts for proper descendants of
E until it is possible to verify that a descendant Ei of E satisfies Ci with the
intent that:
if each Ei satisfies Ci then E satisfies C.

(3)

If an architecture only consists of two hierarchical levels, then property (3)
corresponds to dominance/refinement of contracts as described in [7–10, 66,
72], the basic idea of compositionality [38, 70], and in particular, the notion
of completeness in ISO 26262 [41]. Note that there are many reasons for
establishing property (3) other than the one considered in the scenario, e.g.
to enable parallel development of elements as described in [77].
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This section presents concepts originating from [79] that introduces a
graph, called a contract structure that organizes contracts with the intent
of having the property as expressed in property (3). Prior to presenting
this formal definition of contract structure in Section 2.5.2, an underlying
concept of using a contract to express a relation between requirements is
described in Section 2.5.1. Sufficient conditions on a contract structure to
achieve property (3) is presented in Section 2.5.3.

2.5.1

Contracts as Requirement Relations

Regard the contract ClM eter for the element ElM eter , as shown in Figure 2b.
In accordance with Section 2.4, the intent is that the behavior of ElM eter is
to be such that the guarantee GlM eter is fulfilled given that the assumption
AlM eter is fulfilled. Formulated differently, the guarantee GlM eter is a requirement that is allocated to ElM eter with the intent that GlM eter is fulfilled
if the assumption AlM eter is fulfilled. This view is in accordance with [80]
where guarantees are used to express safety requirements on elements.
Consider a scenario where the environment that the element ELmeter
is to be deployed in, is unknown, e.g. when developing ELmeter ”out-ofcontext” [41]. The assumption ALmeter of the contract shown in Figure 2b
hence expresses the conditions that the environment of ELmeter is to fulfill in an arbitrary architecture containing ELmeter . However, in a specific
architecture, such as the architecture shown in Figure 2b, the assumption
ALmeter can rather be seen as a requirement that is allocated to the potentiometer Epot . This was also observed in [76, 80] where, in the context of an
architecture, assumptions are in fact references to other guarantees.
Therefore, in the definition of a contract structure for a specific architecture in Section 2.5.2, an assumption of a contract for an element E will
correspond to a guarantee of a contract for an element in the environment
of E. Formulated differently, the assumption of a contract for E is a requirement allocated to an element in the environment of E, while the guarantee
is a requirement allocated to E. How to capture the cases where the use
of explicit assumptions are needed, e.g. when it is necessary to expresses
that an assumption is to be fulfilled by two or more guarantees, is explained
in [77].
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ELM sys
RLM sys
f =l
Etank

Fulfills

EEsys

Assumption of

REsys
f =l

Rtank
f =h
Ebat
vref

ElM eter

Rbat
− vgnd = 5V

Fulfills
Assumption of

Epot
Assumption of

Rpot
vbranch −vgnd
5V

=f

Assumption of RlM eter
f =l

Figure 3. A contract structure for the architecture shown in Figure 2b.

2.5.2

Contract Structure for Architecture

Consider a set of contracts {CLM sys , CEsys ,Cpot ,Cbat ,ClM eter } where the guarantee of each contract Ci is a requirement Ri allocated to an element Ei in
the architecture shown in Figure 2b. Consider these guarantees being structured as nodes in an edge-labeled directed graph as an overlay onto the
hierarchical structure of the elements shown in Figure 3.
A guarantee Ri in a contract Ci is an assumption of another contract Cj ,
if there exists an arc labeled ’Assumption of’ from Ri to Rj , visualized as
a line with a circle filled with black at the end. For example, the arc from
Rpot to RlM eter represents that Rpot is an assumption of the contract ClM eter .
As also shown in Figure 3, an incoming arc labeled ’Fulfills’, visualized as
an arrow, to a guarantee Ri of a contract for an element Ei from a guarantee
Rj of a contract for a child Ej of Ei , represents the intent of Rj ⊆ Ri . For
example, the arc from the guarantee REsys to RLM sys represents the intent
of REsys ⊆ RLM sys .
Now that the concept of a contract structure for architecture has been
introduced informally, the formal definition follows. Note that the following
definition considers an extension [78] of the one presented in [79] where this
extension relaxes the constraint that there must exist a contract for each
element in the architecture. However, the definition in the present paper

SECTION 2

201

is slightly simplified in comparison to the definition of a contract structure
in [78] where top-level assumptions do not need to be allocated. However, in
practice, this simplification is without loss of generality since these top-level
assumptions can all be allocated to a single ’environment’ element with an
interface that is the union of the port variables constrained by the top-level
assumptions.
Definition 5 (Contract Structure for Architecture). Given an architecture
S
A and a set N
i=1 {(Ai,1 , Ri,1 , Xi ), . . . , (Ai,Ni , Ri,Ni , Xi )} where each ordered
set (Ai,j , Ri,j , Xi ) is a contract for an element Ei of A and where each
assumption in each set Ai,j is either:
a) a guarantee of a contract for a sibling of Ei ; or
b) an assumption of a contract for a proper ancestor of Ei ,
then a contract structure for A is an arc-labeled Directed Acyclic Graph
(DAG), such that:
i) the guarantees Ri,j are the nodes in the DAG;
ii) each arc is uniquely labeled either ’Assumption of’ or ’Fulfills’;
iii) there is an arc labeled ’Assumption of’ from a node Rk,l to Ri,j , if and
only if Rk,l is in Ai,j ;
iv) if there is an arc labeled ’Fulfills’ from Ri,j to Rk,l , then Rk,l is a
guarantee of a contract for a proper ancestor of Ei ; and
v) if a guarantee Ri,j is reachable from an assumption A of a contract for a
proper ancestor Em of Ei , then A is also an assumption of any contract
(Ak,l , Rk,l , Xk ) where Ek is a proper ancestor of Ei and a descendant
of Em (including itself) and where Rk,l is reachable from Ri,j .
As discussed in Section 2.5.1 and as also shown in Figure 3, conditions (a)
and (b) of Definition 5 express that an assumption of a contract for an
element E correspond to a guarantee of a contract for an element in the
environment of E, i.e. an assumption is either a guarantee of a contract for
a sibling of E, or an assumption of a contract for a proper ancestor of E.
Furthermore, as expressed in conditions (i)-(v) of Definition 5 and shown
in Figure 3, each node in a contract structure corresponds to a requirement
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Assumption of

G2
Fulfills

Fulfills Fulfills

G0

E1

E2

Assumption of
G1,1

G1,2

Figure 4. A contract structure that would not be a contract structure if
the dashed arc is added to the graph.

allocated to an element in A and each arc either expresses that a requirement is an assumption of a contract or that the intent is that a requirement
is to fulfill another requirement.
Consider the contract structure shown in Figure 4 that is intended to
clarify why the graph would not be a contract structure if the dashed arc is
added to the graph, as expressed in condition (v) of Definition 5. In Figure 4,
the intent is that the guarantee G2 is to be fulfilled by the behavior of E,
regardless of its environment. However, if the dashed arc is added, then the
above-mentioned statement is contradicted since the graph then specifies
that G2 is to be fulfilled by the behavior of E, given that its environment
fulfills G0 . This is due to the fact that the graph also specifies that G1,1 is
to, together with G1,2 , fulfill G2 , and the behavior of the child E1 of E is to
fulfill G1,1 , given that G0 is fulfilled.
For a more detailed explanation of the concept of contract structures,
see [78] where this concept is also applied in a major industrial case study.
The concept of contract structures recasts the notion of decomposition structures as presented in [77] in the context of RE concepts and extends the
notion from two levels to an arbitrary number. Contract structures have
a lot in common with Goal Oriented Requirements Engineering (GORE)
models, see e.g. I* [82] or KAOS [51] or [52] for a survey, where [51, 82]
draw on ideas presented in [43, 44, 63]. The main conceptual difference
is that GORE models are more specific since the use of assumptions, also
called expectations, cannot be used at lower levels and are strictly limited to
constrain the environment of a SW system. Furthermore, a similar concept
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to a contract structure is presented in [61, 62] based on Bayesian networks,
but with the specific focus to model failure propagation.
2.5.3

Sufficient Conditions on Requirements in Contract
Structure

This section presents a theorem based on a contract structure where the
theorem expresses sufficient conditions of property (3). This theorem, which
now follows, corresponds to a theorem presented in [78].
Theorem 1. Given an architecture A and set of contracts C organized as
a contract structure C for A , it holds that an element E ∈ A satisfies a
contract (A , G, X) ∈ C for E = (X 0 , B) if:
i) for each contract C 00 = (A 00 , G00 , X 00 ) ∈ C for a descendent element E00
of E where G is reachable from G00 and where G00 does not have any
incoming ’Fulfills’ arcs, it holds that E00 satisfies C 00 ;
ii) it holds that
X = X 0 , and

(4)

XG ⊆ XEnvA (E) ∪ X ,

(5)

where X 0 is the interface of E and where XEnvA (E) is the union of the
interfaces of the elements in the environment of E; and
iii) for each contract C 00 = (A 00 , G00 , X 00 ) ∈ C for a descendent element E00
T
00
of E where G is reachable from G00 , it holds that N
i=1 Gi ⊆ G where
{G1 , . . . , GN } is the set of direct predecessors of G00 with ’Fulfills’ arcs
to G0 .
See [78] for a proof of the concepts in Theorem 1.
Condition (i) ensures that the antecedent, i.e. the if-part, of property (3)
holds for each contract containing a lowest-level requirement from where G
can be reached. Conditions (ii) and (iii) of Theorem 1 are sufficient to ensure
property (3). Condition (iii) ensures that all of the ’Fulfills’ arcs in paths
from lower-level requirements to G, do in fact hold.
Condition (ii) embeds condition (4), which corresponds to condition (2)
presented in Section 2.4, and also condition (5). Figure 5 shows an ex00
ample where condition 5 is violated with respect to a contract CEsys
=
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where condition 5 is violated.
Figure 5. A contract CEsys

({A00Esys }, G00Esys , XEsys ) for the element EEsys in the architecture previously
described in Section 2.3. In this example, condition 5 is violated due to the
fact that the guarantee G00Esys constrains a port variable that cannot be constrained by the behavior of EEsys nor of its environment in the considered
architecture, i.e. it holds that XG00Esys 6⊆ Xtank ∪ XEsys .
Now, to illustrate the use of Theorem 1, consider the contract structure shown in Figure 3. Since XGLM sys ⊆ XLM sys and since the relations
GlM eter ⊆ GEsys and GEsys ⊆ GLM sys hold, it can be inferred, through the
use of Theorem 1, that if the leaf elements of the architecture in Figure 2b
satisfy their contracts, then ELM sys satisfies CLM sys .
Remark 1 (Circular Reasoning). Since the assumptions and guarantees of
a contract structure are organized into a directed acyclic graph, the use
of circular argumentation is avoided. Note that circularity can be resolved
in other ways, e.g. by introducing assumptions about the computational
model [3] or the timing model [56]. See also [55, 59] for more discussions on
such matters.

2.6

Extending Contracts Theory with SILs

As described in Section 2.5, a contract structure supports a hierarchical
structuring of requirements and the individual tracing of lower level safety
requirements to top-level safety requirements. This individual tracing of
requirements is needed to comply with e.g. ISO 26262 where the assignment
of SILs to lower level requirements on components is determined based on
their individual tracing to higher-level requirements. Based on a contract
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structure, the work in [79] presents formal definitions for how to assign SILs
for requirements in a contract structure in accordance with FuSa standards.
Due to space limitations, these formal definitions of SIL assignment will
not be presented in the present paper. However, Section 3 will describe
how these definitions can be used to also support the assignment of SILs to
requirements organized as a contract structure.

3

Tool Support for Specification by Enforcing
Syntactic Contract Conditions

Section 2 presented a contract theory for safety-critical heterogeneous system. In particular, this contracts theory includes Theorem 1 that can, in
combination with Definition 5, i.e. the definition of a contract structure for
an architecture, be used for establishing completeness between requirements
on different levels in a hierarchy. Thus, this definition and theorem formalize the particularly stringent RE advocated in FuSa standards such as IEC
61508 and ISO 26262.
Theorem 1 and Definition 5 sets the basis for describing the main contribution, which is presented in this section. More specifically, as will be
shown in this section, the conditions of Definition 5 and Theorem 1 can be
divided into conditions that can and cannot be enforced when architectures
and requirements are not represented formally, but only semi-formally; the
former conditions are called syntactic contract conditions. After identifying
these syntactic contract conditions, it is shown how a specification tool can
provide feedback- and guidance-driven support for authoring specifications
by enforcing these syntactic contract conditions. Notably, such support is
relevant for heterogeneous systems developers in general, and for complying
with the stringent RE advocated by FuSa standards, in particular.
Prior to identifying the syntactic contract conditions and presenting the
feedback- and guidance-driven support that can be provided by enforcing
these conditions, it will be described how specifications can be structured
to be able to specify contract structures for architectures.
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Structuring Specifications in Specification Tool

Consider a specification tool where each specification Si from a global set
{Si }N
i=1 is structured as an ordered set:
i
(Alloci , Xi , {(Assui,j , F ulli,j , Ri,j )}N
j=1 ), where

• Alloci is a variable, called the allocation of Si , that is either NIL or
equal to an element;
• Xi is a possibly empty set of variables called the interface-specifying
set of Si ;
• Ri,j is a requirement assertion;
• each Assui,j is a possibly empty set of incoming ’Assumption of’ trace
S
links from requirements in N
i=1 {Ri,1 , . . . , Ri,Ni } to Ri,j ; and
• each F ulli,j is a possibly empty set of outgoing ’Fulfills’ trace links
S
from Ri,j to requirements in N
i=1 {Ri,1 , . . . , Ri,Ni }.
Let Ai,j denote the set of requirements with outgoing ’Assumption of’ trace
links to Ri,j in accordance with Assui,j . Each specification Si specifies a
set of contracts {(Ai,1 , Ri,1 , Xi ), . . . , (Ai,Ni , Ri,Ni , Xi )} intended to be for the
element Alloci . This also means that if the allocation of a specification is
equal to an element, then this means that each requirement, contained in
the specification, is allocated to this element.
S
Consider organizing the set of requirements N
i=1 {Ri,1 , . . . , Ri,Ni } as nodes
in a graph in accordance with each set Assui,j and F ulli,j . Assume, in the
following, that the specification tool ensures that this graph is a DAG by
prohibiting arcs to be included in Assui,j and F ulli,j if these arcs result
in cyclic dependencies. It follows that this graph is in accordance with the
conditions (i)-(iii) of Definition 5, i.e. the definition of a contract structure.
That is, the specification structure in itself enforces these conditions.

3.2

Identifying syntactic contract conditions

Given an architecture A , consider the effort of establishing completeness between each requirement level specified by {Si }N
i=1 in accordance with property 3. That is the effort of establishing that {Si }N
i=1 is such that Theorem 1
can be used to show that an arbitrary contract C, specified by a specification
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in {Si }N
i=1 , is satisfied by the allocation E of the specification if condition (i)
of Theorem 1 holds, i.e. if
• for each contract C 00 = (A 00 , G00 , X 00 ) ∈ C for a descendent element E00
of E where G is reachable from G00 and where G00 does not have any
incoming ’Fulfills’ arcs, it holds that E00 satisfies C 00 .
In accordance with the specification structure described in Section 3.1, Definition 5, and Theorem 1, this effort consists of tasks (I)-(IV) described in
Section 1, i.e. the tasks of specifying:
I) ”allocation of requirements to architecture elements”, i.e. specifying
each Alli such that:
Alloci = (Xi0 , B) where (Xi0 , B) ∈ A ;

(6)

II) ”interfaces of architecture elements”, i.e. specifying each Xi to be in
accordance with condition (4) (of condition (ii) of Theorem 1):
Xi = Xi0 if Alloci = (Xi0 , B) ;
III) ”requirements”, i.e. specifying each requirement Ri,j such that:
• condition (5) (of condition (ii) of Theorem 1) holds, i.e.
XRi,j ⊆ XEnvE (Ei ) ∪ Xi0 ; and
• condition (iii) of Theorem 1 holds, i.e.
N
\k

R0k ⊆ Ri,j

k=1

where {R01 , . . . , R0Nk } is the set of direct predecessors of Ri,j with
’Fulfills’ arcs to Ri,j ; and
IV) ”trace links between requirements”, i.e. specifying each set Assui,j and
F ulli,j such that:
• each assumption in each set Ai,j is in accordance with conditions (a) and (b) of Definition 5, i.e. each assumption is either:
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a) a guarantee of a contract for a sibling of Ei ; or
b) an assumption of a contract for a proper ancestor of Ei ,
• if the set of requirements N
i=1 {Ri,1 , . . . , Ri,Ni } is organized as
nodes in a graph in accordance with each set Assui,j and F ulli,j ,
then this graph is in accordance with conditions (iv) and (v) of
Definition 5, i.e. the graph is such that:
S

iv) if there is an arc labeled ’Fulfills’ from Ri,j to Rk,l , then Rk,l
is a guarantee of a contract for a proper ancestor of Ei ; and
v) if a guarantee Ri,j is reachable from an assumption A of a
contract for a proper ancestor Em of Ei , then A is also an assumption of any contract (Ak,l , Rk,l , Xk ) where Ek is a proper
ancestor of Ei and a descendant of Em (including itself) and
where Rk,l is reachable from Ri,j .
Now, first assume that the architecture A is represented such that it can
only be determined that condition (a)-(i) and (b) of Definition 3 hold and not
condition (a)-(ii). That is, the representation is not formal, but semi-formal
where it is possible to distinguish the hierarchical structuring of elements
and their interfaces, but not their behaviors. In the following, data that
describes such a representation will be called non-behavioral architecture
data.
Second, assume that each requirement Ri,j is, rather than being represented formally, represented semi-formally as free text embedding distinguishable port variables. For example, the requirement RLM sys , shown in
Figure 3, can be represented semi-formally as:
’level l[%], presented by the level meter, shall be equal to actual
level f [%] in the tank’.
where l[%] and f [%] are port variables.
Given these two assumptions, out of all the conditions associated with
tasks (I)-(IV) presented above, the only condition that cannot be evaluated,
is condition (iii) of Theorem 1. The other conditions are indeed syntactic
since they can be evaluated without explicitly considering the runs that are
in element behaviors or requirements. These insights are summarized in
Table 1.
To exemplify the interpretation of Table 1, consider formal condition (6):
Alloci = (Xi0 , B) where (Xi0 , B) ∈ A . This condition is associated with
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Table 1. Formal interpretations of tasks (I)-(IV) in syntactical and nonsyntactical conditions.

Task
(I)
(II)
(III)
(IV)

Formal Condition(s)
Condition (6)
Condition (4) (of condition (ii) of Theorem 1)
Condition (5) (of condition (ii) of Theorem 1)
Condition (iii) of Theorem 1
Conditions (a)-(b) and (iv)-(v) of Definition 5

Syntactic?
Yes
Yes
Yes
No
Yes

task (I) and expresses that Alloci shall be equal to an element in the given
architecture A . Thus, this condition is violated if Alloci is either NIL or
equal to an element that is not in A .

3.3

Feedback- and Guidance-Driven Support for Tasks (I)-(IV)

Given non-behavioral architecture data and a specification tool as presented
in Section 3.1, this section presents the main contribution that describes
how such a specification tool provides support for each of the tasks (I)-(IV)
by enforcing the syntactic contract conditions in Table 1. This support is
considered to be of two different types, feedback and guidance.
Feedback is considered to include the cases where the specification tool
notifies a user that data in a specification violates one of the syntactic contract conditions. Guidance covers the cases where the specification tool
distinguishes to the user, prior to inserting data, that certain data is in
accordance with these syntactic contract conditions and some data is not.
Note that the violation of a syntactic contract condition in a specification can, in special cases, be identified even prior to specifying an element to
be the allocation of the specification. However, the focus in the rest of this
section will be on being complete in describing the support that is provided
for task (II)-(IV) whenever the allocation of the specification has been specified to be equal to an element. Violations that can be identified whenever
the allocation of the specification is NIL, will in any case be identified when
an element is eventually specified to be the allocation of the specification.
In the following, if the allocation of the specification is equal to an element,
then the specification will be said to be allocated to this element.
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Task (I) – Specifying Allocation of Requirements to
Architecture Elements

As shown in Table 1 and as previously mentioned in Section 3.2, the formal
interpretation of task (I) is a syntactic contract condition. This means that
the tool will notify a user whenever a specification has not been allocated
yet and give feedback if the specification has been allocated to an element
that is not in the non-behavioral architecture data.
Consider allocating a specification to an element (X, B) in the nonbehavioral architecture data. Notably, in accordance with the syntactic
contract conditions in Table 1, it is possible that certain conditions can be
evaluated directly after the allocation, but not prior to the allocation.
This means that, whenever the specification has not been allocated, the
specification tool will guide the user in allocating the specification by distinguishing to the user between which elements (in the non-behavioral architecture data) that the specification can and cannot be allocated to without
violating the syntactic contract conditions associated with tasks (II)-(IV).
Consider the following example.

Example 1. Consider a set of specifications containing requirements and
trace links specified in accordance with the graph shown in Figure 3 except
that the requirement RlM eter has not yet been allocated. That is, the requirement RlM eter is in a specification that has not yet been allocated to a
specific element. Prior to allocating this specification, the specification tool
will distinguish to the user that if this specification is allocated to e.g. EEsys
instead of ElM eter , then conditions (a)-(b) of Defintion 5 will be violated
since EEsys is not in the environment of ElM eter in this architecture.

In Example 1, the specification tool was shown to provide guidance when
allocating a specification by distinguishing to the user that conditions (a)(b) of Defintion 5 would be violated if the specification were to be allocated
to a specific element. However, more generally, the specification tool will
not only provide guidance by considering the violation of conditions (a)-(b),
but rather the violation of all of the syntactic contract conditions associated
with tasks (II)-(IV) in Table 1.
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Task (II) – Specifying Architecture Element Interfaces
Consisting of Port Variables

Similar to task (I) and as shown in Table 1, condition (4) associated with
task (II) is a syntactic contract condition. This means that, whenever a specification has been allocated to an element in the non-behavioral architecture
data, the specification tool will enforce that the interface of this element is
equal to the interface-specifying set in the specification. An example now
follows.
Example 2. Consider that a specification contains an interface-specifying
set including only the port variable f and that this specification is allocated
to the element ELM sys , shown in Figure 2b. The specification tool will give
the feedback that the interface of ELM sys and the interface-specifying set are
not equal; the specification tool will also guide the user by distinguishing
which port variables that must be added/removed to the interface-specifying
set to ensure that they are equal.
As shown in Example 2, the specification tool will provide guidance and
feedback for task (II). Note that the specification tool does not consider
neither the interface-specifying set of a specification nor the interface, of
the element to which the specification is allocated to in the non-behavioral
architecture data, to be the source of correctness; the specification tool
will simply recognize if they are not equal. Under development, it is also
only natural that they are not equal and typically there is neither need nor
desire to resolve this immediately. However, at point of deployment, the
interface-specifying set and the interface in the non-behavioral architecture
data should be in accordance with condition 4.
3.3.3

Task (III) – Specifying Requirements

In accordance with Table 1, condition (5) is the only syntactic contract condition associated with task (III). In order to evaluate condition (5), requirements must be represented semi-formally or formally over distinguishable
port variables.
Whenever a specification has been allocated to an element, the specification tool will give feedback by identifying each distinguishable port variable
in requirements contained in the specification where such a port variable vi-
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olates condition (5). An example of when condition (5) is violated is shown
in Figure 5.
Furthermore, when specifying requirements in a specification that has
been allocated to an element, the tool will guide a user by distinguishing
between port variables that a requirement can and cannot be specified over
in order for condition (5) to hold. An example of this now follows.
Example 3. Consider specifying a requirement in a specification allocated
to the element EEsys in the architecture shown in Figure 2b. The specification tool will distinguish to the user that specifying the requirement over
e.g. the set {f, vbranch } will violate condition (5), but over {f, l, h} it will
not.
3.3.4

Task (IV) – Specifying Trace Links Between Requirements

As shown in Table 1, conditions (a), (b), (iv), and (v) of Definition 5 can be
enforced without formal representations of architectures and requirements;
in fact, these conditions can be enforced regardless of the representation
format of the requirements.
Thus, when specifying ’Assumption of’ and ’Fulfills’ trace links to and
from requirements in a specification, the specification tool will guide the
user by distinguishing between trace links that will and will not violate
conditions (a), (b), (iv), and (v). Furthermore, the tool will give feedback to
a user if already established trace links violate these conditions. Examples
of when these conditions are violated are presented in the context of an
industrial example system in Section 4.5.

3.4

Additional Condition-Enforcing Support

Section 3.3 described the feedback- and guidance-driven support that is
provided for tasks (I)-(IV) by a specification tool that enforces the syntactic
contract conditions in Table 1. This section briefly discusses other types of
support that can be provided by enforcing additional conditions from the
theory described in Section 2.
Notably, out of the conditions in Table 1, condition (iii) of Theorem 1
was the only condition that was not discussed in Section 3.3 since this condition cannot be enforced unless requirements are represented formally. However, if requirements are indeed represented formally, e.g. in the language
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TLA+ [50], then an approach such as [83] can be used to enforce condition (iii) of Theorem 1 in a specification tool as described in Section 3.3.
As previously mentioned in Section 2.6, the work in [79] presents formal
definitions of SIL assignment given a contract structure for an architecture.
Thus, the specification tool can also provide support for SIL assignment
by enforcing these definitions, which can also be evaluated regardless of
the representation format of requirements and behaviors of elements in the
architecture. Without getting into specifics, an example of where these definitions would be violated is if the requirement REsys , shown in the contract
structure in Figure 3, is assigned with a lower SIL than the requirement
RLM sys .

4

Design and Implementation of the Specification
Tool in an Industrial Setting

This section describes, as the second contribution and validation of the main
contribution, how the feedback- and guidance-driven support described in
Section 3 can be implemented in an industrial setting. This is achieved
by describing the specification tool implemented in the validating industrial
case study where this support was realized in the context of an industrial tool
chain at Scania. The basic design of the specification tool is first described
and is then continuously refined with more implementation specific details.
However, prior to describing the design and implementation of the specification tool, an example system that was used in the industrial case study
will be introduced. This industrial example will in the following be used
instead of the LM-system for illustrating concepts. The LM system has,
due to its simplicity, served as a suitable example for introducing formal
concepts; however, it is not a representative industrial system and is not,
hence, ideal for illustrating practical application of concepts.

4.1

Fuel Level Display System

Fuel Level Display (FLD) is a safety-critical system installed on all trucks
manufactured by Scania, with a functionality to provide an estimate of the
fuel volume in the fuel tank to the driver. FLD will be described in terms
of an architecture and a contracts structure for this architecture as shown
in Figure 6 and 7, respectively.
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EF LD
ECOO EECU Ef uelSW estF uelRateIn sensF uelLevelIn estF uelV olumeOut
EP LAT

v_f uel

estF uelRate

Ef uelSensor
sensF uelLevel

estF uelV olume

EICL
ET ank
indicatedF uelV olume
actualF uelV olume

EEM S

Figure 6. Architecture of FLD.

RF LD
RT ank

RCOO

RICL

REM S
RF uelSW
RP LAT,1

RP LAT,2

RP LAT,3

RP LAT,4

RP LAT,5

Figure 7. Safety requirements in a contract structure for the architecture
shown in Figure 6.

4.1.1

FLD Architecture

As shown in Figure 6, FLD EF LD consists of a fuel tank ET ank and three
ECU (Electric Control Unit)-systems, i.e. an ECU with sensors and actuators: Engine Management System (EMS) EEM S ; Instrument Cluster (ICL)
EICL ; and Coordinator (COO) ECOO . In turn, ECOO is composed of a fuel
sensor Ef uelSensor and an ECU EECU , which consists of an application SW
component EF uelSW and a platform EP LAT , i.e. ECU HW and infrastructure
SW, which EF uelSW executes on. Due to space restrictions, only a breakdown of one ECU-system is considered and this breakdown is also limited;
see [78] for a more complete architecture.
The element ECOO estimates the fuel volume actualF uelV olume[%]
in the tank ET ank by a Kalman filter that is implemented by Ef uelSW .
The platform EP LAT is to ensure that the inputs estF uelRateIn[l/h] and
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sensF uelLevelIn[%] and output estF uelV olumeOut[%] to EF uelSW correspond to the inputs estF uelRate[l/h] and sensF uelLevel[%] and output
estF uelV olume[%] of ECOO , respectively. The port variable sensF uelLevel[%] represents the position of a floater in the fuel tank EF uelT ank ,
as sensed by the fuel sensor Ef uelSensor and estF uelRate[l/h] is an estimate of the current rate of fuel injected into the engine and is a Controller
Area Network (CAN) signal, transmitted in CAN message F uelEconomy
from EEM S . The estimated fuel volume is transmitted as the CAN signal
estF uelV olume[%] in CAN message DashDisplay. This CAN message is
received by EICL where a fuel gauge indicatedF uelV olume[%] in the display
presents the information to the driver.
4.1.2

Contract Structure for FLD Architecture

Each requirement shown in Figure 7 is a safety requirement where the subscript of each safety requirement denotes which element the requirement is
allocated to, e.g. RF LD is allocated to EF LD . These safety requirements are,
instead of being represented formally as in the examples of assertions in
Section 2.1, represented semi-formally as free text with formal references to
port variables. As an example of a requirement, the overall safety requirement RF LD on FLD is represented semi-formally as:
’indicatedFuelVolume[%], shown by the fuel gauge, is less than
or equal to actualFuelVolume[%]’.
As another example, the safety requirement RICL , which is allocated to
EICL , is represented semi-formally as
’indicatedFuelVolume[%] corresponds to estFuelVolume[%]’.

4.2

Referencing and Dereferencing using Linked Data

Now that the FLD system has been described, the design and implementation of the specification tool follow.
Each specification authored in the specification tool is structured to contain the data described in Section 3.1, i.e. the allocation of the specification,
its interface-specifying set, requirements, and their trace links. Other than
data contained in a specification, data in e.g. other specifications, can be
presented when opening the specification in the specification tool. This
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is achieved through referencing this other data in accordance with Linked
Data [12].
That is, inserting a reference means inserting a Uniform Resource Identifier (URI) that is associated with the data that is to be presented. However,
the URI does not only contain the data that is to be presented, but also
information on how the data should be interpreted, i.e. dereferenced. Inserted URIs can be dereferenced in a standardized manner using Hypertext
Transfer Protocol (HTTP), which means that inserted URIs are actually
Uniform Resource Locator(URL)s.
Whenever a URL is inserted, the specification tool will first interpret the
data and then present it accordingly. Note that dereferencing may be done
in several steps since URLs associated with certain data may also contain
URLs associated with other data; in that sense, the data is linked.
In accordance with the specification structure, each data object contained in a specification, e.g. requirements, their trace links, port variables,
is associated with a URL. Dereferencing of URLs is done automatically by
the specification tool, thus, ensuring that the presented data is consistent,
i.e. updated with the data that is associated with the URL. Consider the
following example.
Example 4. Assume that non-behavioral architecture data in accordance
with Figure 6 is made available as Linked Data. Consider inserting an
URL associated with the port variable indicatedF uelV olume[%] with the
intent of specifying the requirement RF LD semi-formally. Upon insertion,
the URL is dereferenced, which results in that the name of the port variable is presented in the specification and made to be distinguishable as a
port variable. If the data associated with this address is modified, e.g. if
indicatedF uelV olume[%] changes name to indF uelLevel[%], then upon refreshing the specification containing the requirement RF LD , this change will
be immediately reflected in the specification.
As shown in Example 4, Linked Data enables data in specifications to be
consistent. This is a crucial property in an industrial setting. Consider that
data in specifications is manually updated or imported/exported between
specifications rather than being linked in accordance with Linked Data. In
practice, ensuring that all referenced data between them is continuously
consistent is unmanageable even for a relatively small set of specifications.
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Using RDF for Publishing and Consuming Linked Data

This section explains how data can be made available as Linked Data in
practice.
The following terminology will be used throughout the rest of this paper.
A tool is said to publish data if this tool makes data available to other tools.
If a first tool dereferences addresses associated with data published by a
second tool, then the first tool is said to consume data from the second tool.
In practice, in order to publish and consume data, a standardized underlying data model is needed; in practice, this typically means using Resource
Description Framework (RDF) [47].
The specification tool publishes the data contained in specifications as
RDF triples, consisting of a subject (URI), a predicate (URI), and an object
(URI or a literal). Consider that this published data is represented as a
graph with subjects and objects as nodes and predicates as arcs, which will
in the following be referred to as links. The specification tool publishes data
such that, for each specification, it holds that:
• for each contained requirement R in the specification:
– each ’Assumption of’ trace link, from a requirement R0 to R, corresponds to a link from R0 to R;
– each ’Fulfills’ trace link, from R to another requirement R0 , corresponds to a link from R to R0 ; and
– each distinguishable port variable in R corresponds to a link from
R to a port variable in non-behavioral architecture data;
• each member in the interface-specifying set where this member is a
reference to a port variable in non-behavioral architecture data, corresponds to a link from the interface-specifying set to this port variable
in non-behavioral architecture data; and
• the allocation of the specification, whenever containing a reference to
an element in non-behavioral architecture data, corresponds to a link
from each requirement in the specification to this element.
Using Linked Data and RDF also enables the language SPARQL [65]
for querying data. The specification tool uses SPARQL for evaluating the
syntactic contract conditions in Table 1. More specifically, these evaluations
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Figure 8. Integration of specification tool into the industrial tool chain at
Scania.

are done by traversing and dereferencing links between data and thus, the
evaluations are over consistent data.
Note that so far, the source of the non-behavioral architecture data has
not been described. This will be done in Section 4.4, which follows after this
section. However, the fact is that, when using the Linked Data approach, the
source of the non-behavioral architecture data is not important; the source
could be the specification tool itself, an external tool, or several external
tools, whichever are used for modeling the system architecture.
Actually, the fact that it is not important to specifically identify the
source of the non-behavioral architecture data, is crucial in order to realize
the support described in Section 3.3 in practice. Consider a large company
where development is distributed over several groups using different tools
for modeling different parts of the architecture of a system. Evaluating the
syntactic contract conditions in Table 1 over the latest updated data in all of
these tools, is indeed infeasible without the data being linked and possibly
to evaluate in a uniform fashion.

4.4

Integration of Specification Tool into Industrial Tool Chain

The integration of the specification tool into the tool chain at Scania is shown
in Figure 8 where arrows represent flow of data and where tools/aspects
preexisting the integration and new tools/aspects of the tool chain are colorcoded with gray and white, respectively.
Regarding the data flow shown furthest to the left in Figure 8, this
bidirectional arrow represent the saving and loading of specifications; each
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specification is saved as/loaded from exactly one file, called a specification
file. Specification files are saved and loaded as XML-files in accordance with
Darwin Information Typing Architecture (DITA)[35] technology. DITA is
an open standard for authoring specifications and publishing them as e.g.
PDF-documents.
Specification files are stored in the preexisting version control system
(VCS) along with SW implementation files, i.e. source code files (e.g. .c-files)
and files (e.g. Simulink [21] .mdl files) that generate source code. Relying
on preexisting VCS allows versions of specifications and SW to automatically coevolve since new versions of specifications are automatically created
whenever SW development is branched/merged.
The arrows other than the one furthest to the left in Figure 8, capture
publishing/consumption of data as discussed in Section 4.3. In general, any
tool can consume/publish data. For example, Test Management Systems
(TMS) can consume data published by the specification tool and link additional information to the requirements such as who, where, when, and how
certain requirements have been or will be tested. As another example, the
specification tool can consume data from Change Management (CM) tools
and link requirements to change requests. More importantly, the specification tool consumes non-behavioral architecture data published by other
tools in the tool chain.
Consider published non-behavioral architecture data. In the following,
the present paper will distinguish between such data that either: i) describes the implemented system; or ii) specifies the intended architecture of
a system. In the following, data of class (i) and (ii) will be referred to as
architecture-describing data and architecture-specifying data, respectively.
For example, data extracted from a .h-file associated with a .c-file could
be an example of non-behavioral architecture-describing data. An example of architecture-specifying data could be data in a high-level architecture
model, represented in a language such as SysML, Unified Modeling Language
(UML) [71], or Architecture Analysis and Design Language (AADL) [27].
However, this architecture model could also describe an implemented system, thus, this categorization into architecture-describing and architecturespecifying data is subjective. The important aspect is that this categorization
is made clear in a specific tool chain. The following will describe how this
categorization was done in the industrial case study.
Regarding publishing of SW architecture-describing data, this data is
obtained from tools, i.e. publishers, which automatically analyze and ex-
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tract data directly from SW implementation files in VCS using architecture
recovery [67, 84]. For example, SW variables and the functions that read
and write to them are extracted from parsing .h and .c-code files. Relying on
architecture recovery ensures that the published data is consistent with SW
files. In addition, the published architecture-describing data is also linked
to version data.
In a similar manner, HW/physical architecture-describing data publishers automatically analyze and extract data from sources that contain data
that describes the implemented parts of the system that is not SW. Examples of these sources are: the product data management (PDM) system,
which lists the elements present in a particular vehicle; databases, e.g. CANDB, which lists CAN messages and signals; and other sources, e.g. Excel-files
that describes properties of sensors and actuators, Computer Aided Design
(CAD)-systems.

4.5

Authoring Support in Specification Tool

With respect to authoring specifications, the specification tool functions
similar to a typical text editor, e.g. MS Word, where sections and tables,
and also images and equations can be removed or embedded in free text
simply by inserting them from the menu. As shown in Figure 8, the visual
design of the User Interface (UI) of the specification tool is also similar
to a typical text editor, only the requirements appear differently and are
distinguishable as rectangles filled with light gray as shown in Figure 8.
The rest of this section will describe the support provided by the specification tool when authoring specifications; this includes both the feedbackand guidance-driven support for tasks (I)-(IV) described in Section 3.3, as
well as other type of support that increases quality of specifications. However, prior to presenting this support, a principle is introduced for how the
syntactic contract conditions in Table 1 are enforced.
This principle is that the syntactic contract conditions are evaluated with
respect to architecture-describing data rather than architecture-specifying
data. This principle is motivated by the fact that at the point of deployment of a system, requirements and other specification data should express
intended properties of the implemented system and not properties of models
that describe the system as it was intended to be implemented.
However, during development of a system, it might be the case that certain architecture-describing data is not available; in an early design phase
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Figure 9. Snapshot of the main window of the UI of the specification tool
implemented in the industrial case study.

in particular, it might be the case that only architecture-specifying data
is available. Thus, during development, it might be desirable or even necessary to e.g. express requirements over port variables in the architecturespecifying data or to manually specify interfaces instead of inserting references to architecture-describing data. This is indeed allowed by the specification tool, in fact, the specification tool will generally not restrict the
user from entering data into a specification; the specification tool will simply identify if syntactic contract conditions are violated with respect to the
architecture-describing data.
In summary, a user is free to refer to or enter data other than architecturedescribing data in e.g. requirements – as needed during system development. However, this data should eventually be replaced with references to
architecture-describing data and the specification tool will therefore continuously alert the user until this is done.
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Task (I) – Specifying Allocation of Requirements to
Architecture Elements

As explained in Section 3.1, allocating a specification to an element means
allocating the requirements in the specification to this element. This declaration is incorporated into the specification tool by having an option where the
user is prompted to select, from a list of architecture elements, the architecture element that the specification is to be allocated to. In accordance with
Section 3.3.1, when selecting from this list, the specification tool will guide
the user by distinguishing between elements (in the non-behavioral architecture data) that the specification can and cannot be allocated to without
violating the syntactic contract conditions associated with tasks (II)-(IV).
Allocating a specification to an element can be done at any time after
creating the specification. Prior to allocating the specification, the tool will
continuously urge the user to allocate the specification.
Considering the machine-readable structure of the specification and its
specification file, selecting an element from this list means that a reference
to this element is stored somewhere in this structure. When publishing data
about the specification, each of its contained requirements are linked to this
element in the architecture-describing data.

4.5.2

Task (II) – Specifying Architecture Element Interfaces
Consisting of Port Variables

Specifying the interface-specifying set of a specification is realized by a concept called interface table, which is a special table specifying interface port
variables and their properties. In general, a specification can have several
interface tables, typically one for each port variable type, e.g. CAN-signals,
sensor inputs, etc., since their properties and thus the number of desired
columns in the table may differ. The union of the interface tables is the
interface-specifying set. An example of an interface table is shown in Figure 9.
When entering data into interface tables, the user can input references
to port variables in the architecture-describing data using auto-complete
functionality. An example of the auto-complete functionality is shown in
Figure 10 when entering data into the table also shown in Figure 9. Upon
entering a reference, the specification tool will automatically dereference and
present, not only the name of the port variable as given in the architecture-
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Figure 10. Entering data into interface table using auto-complete functionality.

describing data, but also other relevant properties.
Whenever the specification is allocated to an element E, in accordance
with Section 3.3.2, the specification tool will enforce condition (4) and give
feedback and guidance. An example is shown in Figure 9 where the user is
provided with the feedback (table row marked yellow and warning triangle)
that the port variable estF uelRate is not a port variable of EF LD , as described by the consumed architecture-describing data that is in accordance
with Figure 6.
Notably, as shown in Figure 10, the auto-complete functionality also
guides the user by distinguishing between which of the port variables that
are and are not in accordance with condition (4). For example, in Figure 10,
the port variables that are and are not in accordance with condition (4) are
followed by a check-mark and crosses, respectively. Additionally, there is an
option to automatically populate entire interface tables with references to
the interface port variables in the architecture-describing data in accordance
with condition (4), thus ensuring consistency and saving much manual and
error-prone work.
4.5.3

Task (III) – Specifying Requirements

In the specification tool, as previously indicated, there is an option to insert
requirements into a specification. The user is free to specify a requirement
as seen fit; even images and equations can be embedded. In addition, a SIL
can be optionally specified for the requirement; SILs are discussed further
in Section 4.5.5.
Explicit support is given for specifying requirements in semi-formal representation as free text with references to port variables. Two examples of
such a representation format was presented in Section 4.1.2.
This support for specifying requirements in semi-formal representation is
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Figure 11. Snapshot of a requirement in the specification tool implemented
in the industrial case study.

given by having auto-complete functionality for entering port variable references. Figure 11 shows an example where a list of port variable names appear
as possible references when specifying the safety requirement Rf uelSW . Similar to the support provided for task (II), the auto-complete functionality will
guide the user by distinguishing to the user between port variables, listed by
the auto-complete functionality in consumed architecture-describing data,
that are and not are in accordance with condition (5).
In accordance with Section 3.3.3, whenever a specification has been allocated to an element, the specification tool will also give feedback on requirements specified prior to their allocation. That is, the tool will flag port
variable references that violate condition (5).
4.5.4

Task (IV) – Specifying Trace Links Between Requirements

In the specification tool, for a requirement R in a specification, there are
options to specify ’Assumption of’ and ’Fulfills’ trace links between R and
other requirements. As exemplified in Figure 11, this is done by selecting
sources for ’Assumption of’ trace links and targets for ’Fulfills’ trace links for
R from a fold-down menu with lists for specifying such trace links; hovering
over a specified trace link source or target and the requirement reference is
dereferenced and its representation is presented, as exemplified in Figure 11
for the requirement RICL .
Considering the machine-readable structure of the specification and its
specification file, selecting an ’Assumption of’ trace link source or a ’Fulfills’
trace link target for R means that a reference to this source/target require-
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ment is inserted and associated with R. When data on the specification is
published, this association is captured as a link between these requirements.
As also shown in Figure 11, there is also an option to view published data on
requirements and their links as a navigable ’Requirements Graph’ (similar
to Figure 7) that shows R in the context of neighboring requirements that
are traceable from or to R through specified requirement trace links.
That is, in accordance with Section 3.3.4, whenever a specification has
been allocated to an architecture element E, the specification tool will guide
the user in specifying trace links between R and other requirements by distinguishing between ’Assumption of’ trace link sources and ’Fulfills’ trace
link targets that are and are not in accordance with conditions (a), (b), (iv),
and (v) of Definition 5. Each of these conditions can be enforced regardless
of the representation format of requirements. Examples of each of these
conditions now follow.
As a first example of how the specification tool can provide guidance,
consider a specification that contains RCOO and that is allocated to ECOO .
Consider also that all the requirements in the graph shown in Figure 7 are
allocated as described in Section 4.1.2. In accordance with conditions (a)
and (b), when selecting ’Assumption of’ trace link sources for the requirement RCOO , only the requirements Rtank , RICL , and REM S from this graph
will appear as sources distinguishable as being in accordance with conditions (a) and (b). The other requirements in the graph, e.g. RP LAT,1 , will
be distinguishable as not being in accordance with these conditions since
these requirements are not allocated to an element in the environment of
ECOO , to which RCOO is allocated.
As a second example, consider specifying ’Fulfills’ trace links for the
requirement Rf uelSW shown in Figure 11. Given that each requirement
RP LAT,i has been allocated to EP LAT , each of these requirements will be
distinguished to violate condition (iv) of Definition 5. Condition (iv) is
violated since EP LAT is not a proper ancestor of Ef uelSW , to which Rf uelSW
is allocated.
Similar to condition (iv) of Definition 5, enforcing condition (v) also
allows distinguishing between the selection of possible ’Fulfills’ trace link
targets. An example of a case were adding a ’Fulfills’ trace link would
violate condition (v) was previously presented in Section 2.5.2 and is shown
in Figure 4.
Note that the specification tool will allow any trace links to be specified
as long as these do not result in cyclic dependencies, even if these trace links
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result in that syntactic contract conditions are violated. However, whenever
specified trace links result in that syntactic contract conditions are violated,
the tool will provide feedback by notifying the user and flagging these trace
links.
4.5.5

Condition-Enforcing Support for Specifying SILs

As previously mentioned in Section 3.3.3, SILs can be specified for requirements in a specification. The specification tool enforces the definitions of
SIL assignment that are presented in [79] to be able to give feedback on
SILs specified for requirements. Without getting into specifics, an example of where these definitions would be violated is if the requirement RCOO
shown in the contract structure in Figure 7 is assigned with a lower SIL than
the requirement RF LD .

5

Conclusion

This paper has presented tool support for authoring structured specifications for heterogeneous systems. More specifically and as the main contribution, by having a specification tool enforcing syntactic conditions from
established contracts theory, it has been shown how guidance- and feedbackdriven support can be given for tasks (I)-(IV), which constitute the basis
of the stringent RE effort advocated by FuSa standards such as IEC 61508
and ISO 26262.
It has been shown that such support can be given for structuring requirements, regardless of their representation format. In contrast, in order
to provide feedback and guidance when specifying requirements, the requirements must be expressed over references to port variables in an architecture
describing the implemented system. However, with the use of the proposed
guided auto-complete functionality for input of references to port variables
in architecture-describing data, transforming requirements specified in NL to
incorporate such references is straightforward. Notably, this approach caters
to needs in current state of industrial practice where requirements and architectures are typically not represented formally. Furthermore, moving to
specifying requirements containing such references also allows powerful analyzes over data on requirements and architecture to answer queries such as
’what requirements are enforced on my CAN-signal or SW-variable?’.
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A principal concept for enabling such analyzes in practice is Linked
Data, which supports formal referencing and dereferencing of data in between specifications and non-behavioral architecture data. In accordance
with the Linked Data approach, it has been shown that input of references
to architecture-describing data, not just in requirements, but also in e.g.
interface tables, allows to enforce specifications to be consistent with this
data. Moreover, if architecture-describing data is obtained through architecture recovery, as in the industrial case study, this actually means enforcing
specifications to be consistent with the SW implementation. Notably, such
consistency is not only a desired property when attempting to achieve FuSa,
but rather a desired property of specifications in general.
Hence, not only has this paper described how to provide tool support
for the stringent RE effort advocated by FuSa standards, but also how to
increase quality of specifications in general.
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