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Abstract
.

Today the importance and complexity of vehicle diagnostics are increasing and
more systems uses remote diagnostics. Remote diagnostics involves an off-board
server that uses a wireless connection to access the diagnostic services inside a vehicle
on a remote location. Problems occur because of the remote connections limitations
in speed and reliability. This can be solved by executing tasks on an Electrical
Control Unit (ECU) inside the vehicle. However, implementing new software in an
ECU is time consuming and expensive. An in-vehicle execution environment for
diagnostic scripts can make it possible to send these tasks from the off-board systems
and execute them on-board the vehicle. This thesis investigates that possibility.

A set of requirements for an in-vehicle execution environment are identified
together with important decisions that affects them. Restricting the diagnostic
services to only passive scripts reduces the requirements. Using a higher abstraction
level in the scripts to send diagnostic commands makes it easier to develop scripts,
but requires more software to be implemented on the ECU . The choice of script
engine is also important and a survey and evaluation of different script engines is
performed. Python, Lua, mRuby and ChaiScript are compared and Lua is selected
for an implementation used in a case study where the results are validated.

This case study shows that the requirements are sufficient to create an in-vehicle
execution environment that can execute advanced diagnostic tasks. An in-vehicle
script executes more than eight times faster than the same task on the off-board
system and decreases the amount of data in the remote communication. Develop-
ment of a script is more than 20 times faster compared to the development of ECU
system software.

Before this in-vehicle execution environment can be used on a population of
vehicles, investigations needs to be done regarding the requirements for the off-
board systems and how the development and usage of scripts should be organized.
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Sammanfattning
.
Idag ökar vikten och komplexiteten hos fordonsdiagnostik och fler system använder
fjärrdiagnostik. Fjärrdiagnostik innebär att en server använder en tr̊adlös anslut-
ning för att komma åt de diagnostiska tjänsterna i ett fordon p̊a en avlägsen plats.
Problem uppst̊ar p̊a grund av begränsningar i hastighet och tillförlitlighet hos
fjärranslutningarna. Detta kan lösas genom att köra uppgifter i fordonet. Men
att göra ny programvara i ett fordon är tidskrävande och dyrt. En exekveringsmiljö
för diagnostiska skript kan göra det möjligt att skicka dessa uppgifter fr̊an de ex-
terna systemen och köra dem ombord p̊a fordonet. I den här avhandling undersöks
denna möjlighet.

En uppsättning krav för en exekveringsmiljö för diagnostiska skript har identi-
fieras. Att begränsa de diagnostiska tjänsterna till endast passiva skript minskar
kraven. Med hjälp av en högre abstraktionsniv̊a för att skicka diagnostiska kom-
mandon blir det lättare att utveckla skript, men detta kräver att mer programvara
är implementerad i fordonet. Valet av skriptmotorn är ocks̊a viktigt och en un-
dersökning och utvärdering av olika skriptmotorer har utförs. Python, Lua, mRuby
och ChaiScript har jämförts och Lua valts för en implementering som används i en
fallstudie där resultaten har validerats.

Denna fallstudie visar att kraven är tillräckliga för att skapa en exekveringsmiljö
som kan utföra avancerade diagnostiska uppgifter. Ett skript som körs i fordonet
körs mer än åtta g̊anger snabbare än samma uppgift p̊a som körs p̊a de externa
systemet och minskar ocks̊a mängden data i fjärrkommunikationen. Utveckling av
ett skript är mer än 20 g̊anger snabbare jämfört med utvecklingen av systempro-
gramvaran i fordonet.

Innan en exekveringsmiljö kan användas p̊a en population av fordon m̊aste un-
dersökningar göras om kraven för de externa system som ska hantera skripten och
hur utvecklingen och användningen av skript ska organiseras.
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Chapter 1

Introduction

In this chapter the background and problem for the thesis are described. It also
includes, research questions delimitation and discuses the methodology, ethical con-
siderations and sustainability.

1.1 Background and Problem Description

In a modern Heavy Commercial Vehicle (HCV) there are many Electrical Control
Units (ECUs) that are connected in a vehicle network. Each ECU has its own
diagnostic functions and services used for e.g. troubleshooting, parameter-setting
and software updates. Today the importance and complexity of the diagnostics for
road vehicles are increasing, also involving more services that use remote diagnostics
[45][4]. With remote vehicle diagnostics, compared to diagnostics through the On-
Board Diagnostics (OBD) contact, the diagnostic services are accessed by an ECU
inside the vehicle instead of an external tool, see Figure 1.1. The ECU inside the
vehicle can then receive diagnostic commands from an off-board server and run
them remotely on the vehicle.

There is an interest from vehicle manufactures to use the diagnostic functionality
to increase up time of the vehicles, minimize time in workshops and maximize time
between service and repairs [4][21]. The diagnostic functions can also be used to
gather data from the vehicle, e.g. sensor values and stored operational data. This
data is important and valuable both for manufactures, maintenance, suppliers and
users [24]. All these things require easier, faster and more flexible development of
diagnostic software to be able to develop the diagnostic functionality within the
time and cost constrains of the HCV manufacture.

Diagnostic solutions for HCV involve both on-board systems (systems inside the
truck, e.g. software running on an ECU) and off-board systems (systems outside
the truck, e.g. a remote server or an external testing tool) that can communicate
through wired or wireless communication. When using a wired connection the HCV
needs to be physically close to the off-board system, typically in a workshop. When
using a wireless connection, good and stable cellular reception is needed such as a
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Figure 1.1: Difference between diagnostics through the OBD contact and remote
diagnostics.

3G connection. When a diagnostic system is implemented and used in a vehicle it
is hard to change the system and add new functions.

An in-vehicle execution environment that can run diagnostic scripts can enable
many improvements in the diagnostics by enable the possibility to send scripts to
vehicles and execute these scripts inside an ECU , i.e. a possibility to use dynamic
software that can be changed easily and do not need an update of the ECU software.
The possibility to move more logic to run in-vehicle can reduce the need of contin-
uous connection through cellular and enable more diagnostic tasks to run without
taking the HCV to a workshop. Making it easier to change and add diagnostic
functionality to existing HCV is also important since the use of a HCV can change
during the lifetime [10]. An in-vehicle execution environment will also enable test
routines, using diagnostic functions from many different ECUs, to run without the
need of remote access. Diagnostic functions used today need an off-board client to
be connected to the HCV . This requires the HCV to be at a repair shop with a
compatible client and gives a strong coupling between the client software and the
vehicle software. One possible solution is to run all diagnostic tasks on a remote
connected server and put all logic there, i.e. only change the wired connection to
some remote communication. As shown in [37], this is possible. However, there are
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problems with connectivity, regarding speed and reliability, when running remote
diagnostics that normally use the wired OBD connection [19]. Therefore there is
an interest to investigate the possibility for an in-vehicle execution environment for
diagnostic scripts. There is a need to find out the requirements and possibilities
for an in-vehicle execution environment that can execute diagnostic scripts that
preform tasks on a HCV . It is also an interest to know how these requirements is
affected by the design of the execution environment and the services used in the
execution environment.

In this thesis the possibility to enable on-board execution of diagnostic tests
are investigated. The requirements on the software and the electrical system are
identified. Both requirements on the execution environment and other systems that
are involved.

1.2 Purpose

The purpose of this thesis is to investigate the design guidelines and partitioning be-
tween on-board and off-board logic that makes it possible to download applications
(scripts or small programs) and run these on-board to collect data or make tests.
A prototype for an in-vehicle execution environment for these applications is also
included to show an example of a working execution environment and to validate
the results. This execution environment is a software module inside one particular
ECU, this is the ECU that can be seen in figure 1.2. Designing this execution
environment also involves defining the preconditions for the scripts that are going
to run in the execution environment. The applications that are intended to run in
the execution environment can be used by both developers, maintenance personnel
and possibly users and could execute functions on many different ECUs in the truck
and during different states of operation e. g. engine on/off, different vehicle speed.
The implementation of the execution environment is made on an ECU that runs a
non real-time Linux operating system on an ARM processor. This is the ECU that
handles the communication and it is connected remotely to the off-board systems
with General Packet Radio Service (GPRS) or 3G.
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Figure 1.2: In-vehicle execution environment

1.3 Research Questions

Two research questions has been formulated for the thesis.

1. To have an in-vehicle execution environment for diagnostic scripts, what re-
quirements/assumptions are needed:

• on the execution environment software

• on the ECU that the execution environment runs on

• on other software modules that the execution environment interacts with

• on other ECUs and the network between ECUs

• on scripts

2. And how are these requirements affected by:

• The design of the execution environment

• Restrictions of services used by the execution environment
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1.4 Delimitation

Off-board systems are needed to manage all the scripts and the information that the
scripts gather. The requirements on these off-board systems and how these systems
are affected by the in-vehicle execution environment are not included in the research.
The included and excluded parts are shown in Figure 1.2. The in-vehicle execution
environment is implemented as any other application in the application level of the
ECU software.

An execution environment that can run diagnostic scripts in a HCV repre-
sents an increased risk for intruders to access the vehicle and to run harmful code.
Therefore security has to be considered when introducing an in-vehicle execution
environment. In this thesis these security issues is not considered. It is assumed
that the users of the execution environment intend to use it for good purposes.

Safety, i.e. protecting the vehicle from hazards states that can harm people
and property, needs to be considered when introducing these on-board diagnostic
test scripts. The Original Equipment Manufacturers (OEMs) normally pushes the
responsibility of safety down to the individually ECUs. This means that when a
diagnostic service is requested to an ECU it is responsible for its own safety and
refuses the service if it considers the service to be unsafe. In this way the safety
is handled internally, meaning that all separate ECUs or subsystems of ECUs are
responsible for the safety concerning its functions. This thesis assumes that the
safety of the diagnostic services are considered and how to make the diagnostic
services safe is not a part of this thesis. When executing on-board diagnostic test
scripts that runs many different diagnostic services on different ECUs, safety risks
can occur as a result of the combination of these different diagnostic services. When
the execution environment is used and diagnostic scripts are developed, this must be
done with respect to requirements that is developed in this thesis and with concern
to the safety risks i.e. the developer of the diagnostic scripts is responsible for
handling the safety risks that can occur when running the script and the different
diagnostic services on the vehicle. The execution environment will assume that the
requirements on the scripts are fulfilled and that the safety is considered. However,
how these requirements is fulfilled and how the safety is handled and verified, is not
a part of this thesis.

1.5 Methodology

A lot of the data that is needed to answer the research questions can be found using
qualitative methods. Some quantitative data is possible to use, such as memory
usage by an application or similar. Qualitative data is gathered from interviews
of experts in the field and people working with vehicle diagnostics and by inves-
tigating the electric system of a HCV . As the persons that are interviewed have
different responsibilities and experience, it is hard to know exactly what information
that can be found before the interview. Therefore semi-structured interviews are
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good because the questions can be adjusted to the person that is interviewed. By
interviewing people (that can have use of, or that may write scripts or programs
for, the execution environment) many user requirements for the functionality of the
execution environment can be found. Here the questions is about how they want
to use the execution environment. The system requirements can also be found by
interviewing people, but this time to find out how the system works and how the
execution environment can interact with the rest of the electronic system in a heavy
duty truck. This information can also be found by reading documentation and stan-
dards. Combining the data from interviews and documentation is improving the
results because some information is hard to find in the documentation. The execu-
tion environment needs some sort of scripting language and embedded script engine.
To find a script engine that is suitable to use for an implementation, a survey is done
to investigate different script engines that can be used for the execution environ-
ment. A set of script engines are compared using quantitative data such as memory
consumption and execution speed. The quantitative data are analysed using the
mean values from multiple test runs and presenting them in charts comparing the
results from the different script engines. When a scripting engine is selected and
when requirements for the execution environment are identified an implementation
of the execution environment is done. Then a case study is preformed to validate the
result of this execution environment, involving one or two scripts that use services
from two or more ECUs. During the implementation and when the implementation
is tested and validated the requirements for the execution environment is also be
validated.

1.6 Ethical considerations and sustainability

An in-vehicle execution environment could be used to improve and speed up things
such as maintenance, fault identification and development. But it is important that
the functionality is not misused. If all functions were available for everyone, even
the driver, the use of the execution environment could lead to injuries or harm
people. Consider for example the situation where a truck owner has problem with
a truck, instead of going to the repair shop he/she tries to use the functions in the
execution environment to find the problem. A mistake could then lead to injury or
death for the owner. That is why the safety needs to be in focus when developing
this execution environment, before any function can be deployed to production
vehicles and used by developers, maintenance or owners, it must be assured that
the functions are safe.

During this research project there is a possibility to put people at risk. When the
execution environment is tested on a real truck, the truck could enter a hazardous
state and can possibly harm people in the area of operation, such as the driver or
people around the truck. It is therefore important to evaluate the safety risks before
preforming real tests, if there is any doubt that the test can lead to a dangerous
situation the test should be done in a simulated model if possible. In case it is not
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possible to do the test safely it should not be performed.
The execution environment may also present new possibility for intruders that

want to run harmful code in the vehicle. Security risks can lead to safety issues.
Therefore it is important to be sure that the execution environment do not have
any security risks before implementing it in a production vehicle.

Since interviews are used in the research it is important to consider ethics when
performing the interviews. The interview subject is not forced to answer all the
questions and is asked before any recordings are started.

If an in-vehicle execution environment can improve the diagnostics of HCVs and
improve the maintenance this will make the use of HCVs more sustainable.

1.7 Thesis overview

Figure 1.3 shows is an overview of the thesis work. At first a pre-study is performed
where information from the literature is used to obtain necessary knowledge. Semi-
structured interviews are then used to find the requirements and the important
considerations when introducing an in-vehicle execution environment. The require-
ments that are found and that affect the choice of script engine, are used when
a survey and evaluation of possible script engines is done. An implementation of
an in-vehicle execution environment for a specific OEM is then performed using
the most suitable script engine for the case and the requirements found from the
interviews. When the implementation is done it is used in a case study where the
results are validated by running diagnostic scripts in an HCV using the in-vehicle
execution environment.

Figure 1.3: Overview of the thesis.
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Chapter 2

Background

This chapter summarizes the literature findings and provides background informa-
tion about vehicle diagnostics, diagnostic communication protocols, script languages
and their use in embedded systems. A section presenting the related work in the
field is also included.

2.1 Vehicle Diagnostics

The proposed in-vehicle execution environment for diagnostic scripts is investigated
to improve the diagnostics in HCV . Therefore it is important to understand vehicle
diagnostics, why, how and when it is use.

When a vehicle has a fault in a part of the system, the source of the fault has
to be found. The complexity of modern vehicles makes this very difficult without a
diagnostic system that can help to identify and locate faults [12, 9]. Therefore OEMs
include diagnostic functions as a part of the ECUs in the vehicle. These diagnostic
systems monitor values of sensors and can inform the driver and technicians when
faults occur [12]. With the help of the diagnostic systems the fault can be detected
early and also isolated to a specific component. The diagnostic systems includes
both on-board diagnostics and off-board diagnostics.

On-board diagnostics refers to the diagnostic services that are implemented in
ECUs inside the vehicle [39]. These services can execute tests that can control
actuators and read sensor values in the vehicle. The on-board diagnostics can also
continuously monitor sensor values and the state of the vehicle, when fault occurs
trouble codes are set, also called DTCs [12, 38, 29].

Off-board diagnostics refers to the systems outside the vehicle, that can use the
diagnostic services to read out data or start the execution of an on-board diagnostic
test implemented as a part of an ECU . The Off-board diagnostics is usually some
tool used on a computer in a repair shop or an end-of-line tester (tool that tests
new-built vehicles at the end of the production line). Off-board diagnostics can
also be done on a server that is remotely connected to the vehicle, this is often
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called remote diagnostics and gives other possibilities to gather data and find faults
[13, 5, 38].

To be able to use the diagnostic services inside ECUs in a vehicle a diagnostic
client (also called diagnostic tester or just tester) is needed. A tester can be con-
nected to the vehicle communication bus through a OBD connector. The client can
then read data, sensor values and control actuators using the diagnostic services
inside the ECUs, see Figure 2.1. Remote diagnostics uses a diagnostic client that is
implemented in an ECU inside the vehicle and then this ECU is connected to an
off-board server system that perform the diagnostic tasks, see Figure 2.2.

Figure 2.1: Vehicle diagnostics. Diagnostic tester/client connected to a vehicle to
run diagnostic services in an ECU .

Figure 2.2: Remote Vehicle diagnostics. Off-board server connected to a diagnostic
tester/client in an ECU in the vehicle.

The diagnostic systems are not only used in repair shops, in relation to a fault on
a produced vehicle, but also to retrieve information used by many different parties
in all parts of the product life cycle [35]. An in-vehicle execution environment
is therefore usable in all the areas where diagnostics are used. These areas are
explained below.

10



• Development - During the development, vehicle diagnostics are used when
configuring and testing new functions. Diagnostic data are used to evaluate
existing functions and find new demands.

• Sales - Sales use operational data and statistics, obtained by diagnostic sys-
tems, to understand the customers needs and better help customers to buy
the most suitable vehicles.

• Production - In production diagnostic systems are used to download software
to ECUs, configure parameters and run tests to check the vehicles correctness.

• Third party suppliers - Third party suppliers use the diagnostic systems
to configure the vehicle and read data from the vehicle e.g. when vehicles are
customized for a specific use.

• Government - Government use the diagnostic systems to check emission
related regulations.

• Maintenance - Maintenance detects and identifies faults, reconfigure vehicles
and upgrades ECUs software with help of the diagnostic systems.

• Customer service - Customer services rely on data provided by the diag-
nostic systems.

2.2 Diagnostic communication protocols

One of the most important tasks for the in-vehicle execution environment is to
perform the diagnostic commands defined in the scripts. To do this the diagnos-
tic requests has to be sent to diagnostic services inside ECUs in the vehicle sys-
tem. Knowledge about the communication with the diagnostic services are therefore
needed. The diagnostic services inside the ECUs in the vehicle communicate with
the diagnostic client/tester using the existing vehicle communication bus e.g. the
Controller Area Network (CAN) bus. However it is using a special diagnostic pro-
tocol standardized for this communication [41]. Two standards that defines two
different protocols are used, the older KeyWord Protocol 2000 (KWP) standard
and the newer Unified Diagnostic Services (UDS) standard [41, 31, 32]. This sec-
tion describes the basics of the UDS standard, most of the parts are also valid for
the KWP standard that is very similar to the UDS standard.

2.2.1 Communication layers

Not all vehicles use the same communication bus between the ECUs inside the
vehicle. One single vehicle can also have multiple types of communication buses.
Different buses transmit diagnostic messages differently. To handle this, the com-
munication is divided in different layers. The UDS standard uses the Open Systems
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Interconnection (OSI) reference model system that structures the communication
in seven layers [22, 17].

• Application layer - Provide services and protocols to applications. Defined
in UDS standard.

• Presentation layer - Define data formatting, compression and encryption.
Vehicle manufacturer specific.

• Session layer - Managing communication sessions/dialogs between nodes.
Defined in the UDS standard part 2.

• Transport layer - Define transmission of data between nodes, segmentation
acknowledgement and multiplexing. Defined in different standards for differ-
ent communication protocols, e. g. Diagnostic communication over Controller
Area Network (DoCAN) for the CAN protocol).

• Network layer - Managing networks and multiple nodes, addressing, routing,
traffic control. Defined in e. g. DoCAN

• Data link layer - Transmission of data frames. Depends on communication
bus, e.g. defined in International Organization for Standardization (ISO)
11898 CAN standard [18].

• Physical layer - Transmission of raw bit streams. Depends on communica-
tion bus, e.g. defined in ISO 11898 CAN standard [18].

The UDS and KWP standards defines the top layer of the OSI system, the appli-
cation layer. The diagnostic communication in the UDS and KWP standards at
this level are therefore the same whatever type of communication bus in the vehicle
that is used. Common communication buses used for diagnostics are CAN, FlexRay
and Local Interconnect Network (LIN), [34]. The differences between different com-
munication buses are handled in other standards that defines how the diagnostic
messages are sent on specific communication buses, e.g. the DoCAN standard that
defines how the CAN bus should be used to provide diagnostic communication.
[17, 16]

2.2.2 Application layer protocol

A diagnostic client can use the diagnostic functions by sending out requests through
the vehicle network to diagnostic servers located in ECUs in the vehicle. The
diagnostic servers then respond with a response message that can be positive or
negative. A set of diagnostic services are defined in the standard and a server in
an ECU can support all or a subset of the services. On the structure level the
diagnostic client sends and receives data that is formatted in a data unit called
A PDU defined in the UDS standard. This format is used to send requests and
responses. [17]
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Application layer protocol data unit

The application layer protocol data unit has the name A PDU and has a general
format that is defined for both sending diagnostic requests and receiving responses.
The A PDU has to have this format:

A PDU (

Mtype,

SA,

TA,

TA TYPE,

[RA,]

A DATA = A PCI + [parameter 1, ...],

Length

)

Where "Mtype, SA, TA, TA TYPE, RA, Length" are explained in Table 2.1. A DATA

holds the data of the request or response that are sent. The parameters and number
of parameters varies between different requests and responses but the first parame-
ter is always A PCI. The A PCI parameter can have two formats. For requests and
positive responses the format is:

A PCI (

SI

)

Where the SI is a one byte long service identifier for the requested service. In
Appendix A are these services and corresponding service identifier listed.

For a negative response the A PCI parameter has the format:

A PCI (

NR SI,

SI

)

Where the NR SI parameter is the negative response service identifier. The value of
NR SI is always 0x7F and it is therefore possible to check if a response is negative
and handle this at the client side e.g. in a diagnostic script. The SI parameter is
the service identifier of the requested service that for some reason is declined. [17]
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Table 2.1: Parameters defined for diagnostic requests and responses.

Parameter Description values

Mtype Message type. Determine if remote ad-
dressing is used to send a request to a
server on a sub network.

diagnostics, remote di-
agnostics

SA Source address. The address that the mes-
sage comes from. If it is a request this is
this clients address. If it is a response this
is the servers address.

0x0000 - 0xFFFF

TA Target Address. The address the message
is sent to. Server address, for a request
and client address for a response.

0x00 - 0xFF

TA type Target address type. Physical addressing,
sends the request to one service. Func-
tional addressing, sends the request to all
services.

Physical,Functional

RA Remote Address. The address of the re-
mote server. Only used when Mtype ==
remote diagnostics

0x0000-0xFFFF

A DATA The data of the message Any number of bytes.

Length The length of tha data in A DATA 0x00000000-
0xFFFFFFFF

Request messages

For a request message the first byte of the data is the A PCI parameter that is a
service identifier to the requested service. A request message can be with or without
a sub-function. If a sub function is used the first parameter after A PCI is a byte
with value 0x00-0xFF that selects the sub-function. After this parameter follows a
list of bytes that defines the parameters for the specific service. If no sub-function
is used the parameters for the service follows directly after the A PCI parameter.
[17]

Response messages

The response message can be positive or negative. If a response is positive the
A PCI parameter is the requested service identifier but with bit 6 set to 1. This
is the same as adding 0x40 to the SI parameter of the request. In this way it is
possible to determine if a diagnostic message is a request or a response. After the
A PCI parameter follows one byte with the sub-function parameter if a sub-function
is called and then the rest of the parameters specific for that service. A negative
response always has the first data byte equal to 0x7F, this is the NR SI. Next comes
the SI, same as in the request that created the negative response. A negative
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response also has a response code as the first parameter after A PCI, that describes
the reason for the negative response.[17]

Diagnostic services

In the UDS standard there are a set of diagnostic services defined. These services are
used to perform different diagnostic functions in ECUs. Every service has a service
identifier SI that is used to call the service with a request. The UDS standard
divides the diagnostic services into six functional units diagnostic communication
management, data transmission, stored data transmission, input output control,
and routine functional unit. All the diagnostic services for the different functional
units are listed in Appendix A. [17]

2.3 Script Languages

One important component of an in-vehicle execution environment for diagnostic
tests is the script interpreter, e.i. the script engine, that interpret the scripts.
Therefore it is important to understand script languages.

Script programing languages differs from system programing languages. System
programing languages are designed to create data structures and algorithms from
primitive computer elements such as words of memory. Script programing languages
are designed to use already made software components, usually written in a system
programing language and put them together. [28]

As described in [40] the evolution of system programing languages has made
some of them similar to scripting languages. This can make it hard to distinguish a
system programing language from a script language [23]. In this thesis a script pro-
graming language is interpreted, meaning that commands can be executed directly
from a command-prompt, and dynamical typed, meaning that there is no need to
declare the type of the elements used in the program.

This chapter describe script languages and system languages, how and why the
script languages evolved and the concept of embeddable scripting languages. Then
the use of script languages in embedded systems is discussed and a set of suitable
script languages for the in-vehicle execution environment are described.

2.3.1 System Programing Languages and Assembly

System programing language are used for system programing, e.i. creating system
software. System language programs have strong typing, meaning that elements in
the program, e.g. variables, needs to be declared with a type before they can be
used in the program. The type declares what the element can be used for and how it
will be interpreted. Before the system programing languages, most programs were
made in assembly. In assembly most aspects of the specific processor architecture are
reflected in the code. Every statement in the code corresponds to one instruction
for the processor. Handling registers and other low level tasks has to be dealt
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with by the programmer. System programing languages help to make it easier and
faster to create programs than using assembly. In system programing languages
e.g. C/C++, Fortran and Java, one statement can correspond to multiple machine
instructions. Programs written in system languages are also less dependent on a
specific processor architecture. To create the code for a machine from a program
written in a system language a compiler is usually used. The compiler translates
system language code to binary instruction. System language programs therefore
often need a compilation process before they can be executed. [28]

2.3.2 Job Control and Command Languages

Scripting languages have evolved from the job control and batch processing systems
e.g. the Job Control Languages (JCL) that were made for IBM systems to create
batch jobs [27]. These languages are made to run a sequence of different programs
to preform a job e.g. copying moving or renaming a set of files. The JCL tells the
system to run selected programs using specific I/O devices. The selected programs
are system programs written in a system programing language or assembler. Some
systems have command-line interpreters that uses a command language and inter-
pret the input from the user to perform tasks. A command language is a script
language created for a specific operative system. Example of this is the Unix-shells
(bash1,csh, ksh, and sh), MS-DOS2 and AppleScript3. Most of theses languages
works both as command languages and JCL and they are often dependent on, and
integrated in, a specific system that they are made for. [27, 28]

2.3.3 General Purpose Scripting Languages

The JCLs and command languages are useful but they lack support for concur-
rency, data structuring, information hiding, object-oriented programming, regular
expressions, etc. Therefore more advanced general purpose scripting languages was
created e.g. Python, Ruby and others [27]. To make the scripting easy and fast
scripting languages are interpreted. Compared to a system language, that often
need a compiler to compile the code before it can be executed, an interpreted lan-
guage can execute code directly. Some languages, e.g. Python, uses a bytecode
format that are generated from the written text before it is interpreted by the in-
terpreter. This speeds up the execution but the script can still be run directly
without a compilation process. The possibility to run programs directly saves time
in the development process. Script languages are often typeless so that things look
and behave the same independent of type e.g. if a variable is an integer or a float.
Code and data in a script language are usually interchangeable and a script program
can generate and execute code on the fly. If the language is typeless there is no
need to declare the elements before they are used and a variable can hold a string

1https://www.gnu.org/software/bash/
2https://sv.wikipedia.org/wiki/MS-DOS
3http://www.macosxautomation.com/applescript/
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at one time and a complex data structure at a later time. This makes scripts easier
and faster to write because less code is needed. Often a script language provides a
command-line tool where commands can be executed giving an expressive output
of the results. This makes it easy to test parts of code without the need to put it
into the program, compile the program, run it and check for the results. Scripting
languages are even higher level than system programing languages. This means that
many details are handled automatically so that programmers can write less code
to produce the same job e.g. memory management, registers and other low-level
operations should not be handled in a script. Usually a scripting language provides
a garbage collector that automatically handles the memory. A software written in
a scripting language are normally less efficient than a software written in a sys-
tem language. This is because the scripting language prioritise ease of use before
efficient mapping onto underlying hardware, e.g. scripts may use, multi-word (as
in machine word) strings where system programs use a binary that fits in a single
machine word, or hash tables where system programs use indexed arrays. [28, 27]

2.3.4 Embeddable Script Languages

Embeddable languages also called extension languages are made to be embedded in a
program written in a system level language, e.g. a program written in C or C++. An
extension language interpreter can be built-in into applications and gives the users
an programing language interpreter that can be used to write macros and programs
that uses the capabilities of the application. An embedded scripting language have
an interface to the system language and it is possible to give the interpreter access
to data structures and functions in the application that the interpreter is embedded
in.

There exists many applications that use a built in interpreter for a script lan-
guage to give the user flexibility to configure and customize the program. The GNU
Emacs4 text editor uses an embedded Lips5 interpreter that supports functions to
manipulate text in the editor. Microsoft Office Suite6 uses Visual Basic for Applica-
tions (VBA)7 to let the users automate tasks by writing macros. Making a macro in
Excel8 therefore includes writing a script in an extension language. If an application
has a special script language, that are made just for this application, it is called an
application-specific language. Application-specific languages force the user to learn
a new language and it is therefore an advantage to include a common language
instead of a application-specific language. Scripting languages, e.g. Python9, pro-
vides an Application Programming Interface (API) that makes it possible to embed
the interpreter into a C/C++ application. Other script languages are built from

4https://www.gnu.org/software/emacs/
5https://common-lisp.net/
6http://office.microsoft.com/
7https://msdn.microsoft.com/en-us/library/office/gg264383.aspx
8http://office.microsoft.com/
9https://www.python.org/
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scratch as an embeddable script language with the purpose to be used for extending
applications written in a system languages, e.g. Lua10 and TCL11. [6, 42]

2.3.5 Script engines for embedded systems

In [28] it is mentioned that scripting is on the rise. In computing, scripts and
script languages are commonly used. The computation power is often lower for
an embedded system than a normal computer. Because of the limited resources in
embedded systems script languages are often considered to be too inefficient. One
reason for the increasing popularity of scripting, mentioned in [28], is the increase in
computation power of computers. This increase of computation power is also valid
for embedded systems and with the increasing computation power the possibility
to use scripting languages in embedded systems increases.

To use a scripting language in an embedded system, a script engine, e.i. an in-
terpreter or a virtual machine, needs to be implemented in the system. It is possible
to install a script engine as a separate application in the system, this requires an
operation system to manage the script engine application and some Inter-Process
Communication (IPC) that can be used in the script engine to communicate with
other applications in the system. It is also possible to use an embeddable scripting
language and embed the interpreter into the application software of the system. By
embedding an interpreter into the software there is no need for an operative system
that can handle the interpreter and the interpreter can access desired parts of the
existing software functions and data without the use of any IPC . This makes the
integration with the system software easier.

Lua

Lua is a commonly used language when extending C applications with a script en-
gine functionality [15]. Lua is designed to be embedded in applications and to have
a small size. It is popular to use as an extension script language in computer-game
engines [11]. On example where Lua is used is as a extension language used to
building extensions for the computer game World Of Warcraft12. Lua has also been
used in embedded systems to speed up development, provide flexibility for the user
and reuse software on different hardware [8]. There exists an open source distribu-
tion of Lua, written in C, that includes a C API to embed Lua in C applications
[15].

Python

Python is the most common interpreted scripting language according to TIOBE
index [3]. It is a general purpose scripting language that are used in many differ-
ent areas and it has an extensive standard library. Although the original python

10http://www.lua.org/
11http://www.tcl.tk/
12http://us.battle.net/wow/en/
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(cpython) uses a big scripting engine that requires a lot of NVM it is possible to
use it in some popular embedded systems devices e.g. raspberry pi [26]. However,
the use of python within embedded systems often use a smaller version or a remake
of the common cpython [20, 7].

ChaiScript (JavaScript)

ChaiScript is a dialect of ECMAScript and very similar to JavaScript13 [43]. It is
a new script engine and therefore not much literature can be found abut it. In
[11] ChaiScript is mentioned as an alternative to the investigated script languages
for game engines. ChaiScript is made to be embedded in C++ applications. The
language is similar to C++, ECMAScript and javascript which are very common
languages [3]. It is “header only” meaning that the only thing that needs to be
done to use it in an application is to include the header files, no external libraries
are needed. If the resource usage is not to high, ChaiScript could be a useful
script engine in embedded systems with applications written in C++. Because it is
portable and very easy to integrate in C++ applications.[43]

mRuby

Ruby14 is a general purpose script language and have the similar capabilities as
Python. mRuby is a special, lightweight, implementation of Ruby that is made to
be embedded in applications [25]. mRuby is made to have small sized interpreter
and has been used in embedded systems [2].

Others

There exists many other script languages that can be used. AngleScript is a script
language used in computer-game engines, however it is not dynamical typed. TCL
is another script language that are built to be an extension language for C appli-
cations. TCL has similar concept as Lua but not as popular according to TIOBE
index [3]. JavaScript is a very popular script language and there are several other
ways to embed ECMAScript/JavaScript in C applications than using ChaiScript e.g.
duktape15 or Google V816 engine. Perl is also a commonly used general purpose
script language and has similar characteristics to Python but Python is more pop-
ular and more often used in embedded systems [3]. Java is the most used language
[3], however it is not dynamical typed and is more used as a system programing lan-
guage. To run Java an Java Virtual Machine (JVM) is also needed. This takes up
Non-Volatile Memory (NVM) on the ECU and can be complex and time consuming
to implement on an ECU .

13https://www.javascript.com/
14https://www.ruby-lang.org/
15http://duktape.org/
16https://developers.google.com/v8/
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2.4 Related Work

A study of the literature has been done to find necessary knowledge and related
work that has been done in the field. The search involves diagnostic solutions for
vehicles, involving both in-vehicle and off-board solutions. Searches are also made
on embedding script engines in applications, both applications in embedded systems
and in generic computers.

2.4.1 Diagnostic solutions

Work have been done to find solutions to the problems with vehicle diagnostics and
improve the diagnostic systems.

Ramya R, Srinivas Sripada and Binu K B are proposing a new way of testing the
diagnostic software and diagnostic functions in [33]. This includes a script engine
and a system that generates test scrips. The test scripts use the functionality of
USD and KWP and the system can thereby test that an ECUs diagnostic functions
over UDS and KWP are correct implemented. This is related to the thesis because
of the way of using a scripts that can execute USD and KWP commands. However
the script engine are implemented on a client computer that connects to the ECU
and the scripts are not executed on the ECU. This solution is only used to test that
the diagnostic functions is correct implemented not to use them during a vehicles
lifetime.

In [46] Toshihiro Yasuda, Hiroshi Igata and Yuji Ninagawa are researching a
data acquisition system that uses scripts and executes them on-borad the vehicle.
The system uses the navigation head unit to implement a script interpreter that
interprets the scripts. The scripts define the conditions on when specific data should
be collected. This solution is related to this thesis in the way that the scripts are
used and executed on-board a vehicle. However, the system is only used to collect
data in forms of CAN-frames and not to write any data to the vehicle. The system
uses scripts that handles data on a lower level and is not using any diagnostic
protocols such as UDS and KWP.

An patent inquiry, [14], proposes a system for vehicle diagnostics, involving ex-
ecution of diagnostic scripts on-board a vehicle. The use of the Open Test Sequence
eXchange (OTX) and Open Diagnostic eXchange (ODX) standards to generate test
scripts in a scripting language such as Lua are proposed. The scripts are generated
off-broad and executed in the vehicle. An execution control program in an ECU on
the vehicle controls the execution of the run time scripts given run time parameters
for each script. This patent inquiry relates to the thesis as it gives a big picture of
a system closely related to the thesis. However, it do not bring up any details and
requirements related to the implementation of the execution environment that are
needed.

In [29] are a central node in the ECU network used to handle the diagnostic
information from the rest of the system. This is similar to what the in-vehicle
execution environment can do but the software in the central node proposed in [29]
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cannot execute scripts to customize how to handle the diagnostic information as is
the case of the in-vehicle execution environment in this thesis.

2.4.2 Script engines embedded in applications

Script languages are commonly used in computers and their applications. In many
cases, interpreters for different script languages are embedded inside a bigger ap-
plication such as a computer game engine. The scripts can then be used to make
extensions for the application. Although it is a difference between normal computers
and embedded systems, the concept of embedding a script engine in an application
is useful in this thesis.

In [11] the use of different open source tools and libraries for the development
of computer game engines are discussed. One part is a discussion of different open
source scripting languages that can be used to integrate in a computer game engine.
The benefits of the open source tools are summarized in the good portability and
support.

2.4.3 Script engines used in embedded systems

Script languages have been used in embedded systems in various applications.

In [8] the script language Lua is used and integrated in an embedded system.
The focus is on intelligent instruments that with the use of an integrated Lua
interpreter gives the user enormous flexibility. The authors argues that Lua is the
best scripting language to embed in this intelligent instruments and that the use
of a scripting environment is the best way to provide flexibility. These embedded
systems are different from the ECUs in a vehicle and handles different functions
then vehicle diagnostics. The use of a scripting language to provide more flexibility
during the use of the embedded system is similar to the subject of this thesis.

In the Mobile Open Platform for Experimental Design of Cyber-Physical Systems
(MOPED) project [1], JAVA is used together with the AUTOSTAR architecture
to make it possible to download applications to a test vehicle. The test vehicle is
built on a RC-car and has three ECUs that use the AUTOSTAR software to mimic
a real car’s electrical system. It was possible to make the system execute JAVA
applications that can be written and downloaded to the test vehicle from an off-
board system. The use of dynamic software that can easily be changed is similar to
what is done in this thesis but this is made on a RC-car and there are no diagnostics
involved.

In [44] a script engine for miniature sensor nodes is investigated. Using a script
engine in embedded systems is similar to this thesis but the script engine is made
for sensor nodes and not for vehicle ECUs as in this thesis. A similar work has been
done in [7] where a framework called Rappit is used to develop embedded system
applications using scripts. This solution uses a special script engine that runs scripts
that are close to Python in syntax. The framework customizes the interpreter for
each different system it is used on. They show that scripts is not only an easier
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and faster way to develop but also that the code size in some cases can be smaller
than using native code. This work involves the use of scripts to develop embedded
systems and therefore relates to this thesis but the focus is on the Rappit framework
that is made and applied to ultra low-power sensor nodes and not vehicle ECUs.

Park Sihyeong, et al. use Lua as an integrated scripting engine for spacecrafts
[30]. A flight controller for a spacecraft is developed in Lua. This is a critical, real-
time embedded software. By the use of Lua as a virtual platform, the development
of a flight controller can be reused in different spacecrafts. The use of a script
language, such as Lua, for development of embedded systems relates to this thesis
but there is a difference between the flight controller for a spacecraft and diagnostic
for a HCV .
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Chapter 3

Interviews

This chapter describes how the interviews are performed and a summary of what
are found. Then the resulting requirements and considerations related to the in-
troduction of an in-vehicle execution environment for diagnostic scripts that are
identified from the data from the interviews.

3.1 Method

To investigate the requirements for the execution environment semi-structured in-
terviews are used. Since the requirements can come both from the system that
the execution environment is implemented in and from the user of the execution
environment, it is important to interview both potential users and system experts.
All people that are interviewed are listed in table 3.1.

Most of the interview subjects are from one particular OEM , the same OEM at
which the implementation and the case study is done. The industrial supervisor has
been involved when selecting the interview subjects. The aim is to cover most of the
departments that uses diagnostics and the system experts for the relevant systems.
Also one external interview is done with a researcher from Swedish Institute of
Computer Science (SICS), that has been involved with the related MOPED project.
In Table 3.1 the interview subjects are listed.

Before the interviews, information about the interviewee is gathered and a set
of suitable questions are selected to fit the interviewee, e.g. if the interviewee is
an system expert, more in depth questions about the system are selected. The
interviews are around 1h each and starts with a presentation of the thesis. Then
the interviewee has a chance to present his/her role, how they relate to the execution
environment and discuss on the subject. In this discussion some of the prepared
questions are answered. All questions are then asked to make sure all are drew
attention. The interviewee then has the possibility to add some final remarks before
the interview ends.

After the interviews the transcripts are made from the audio or notes, in most
of the interviews audio-recording are used, in some cases notes. The transcripts are
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then coded with codes and the results are grouped into different categories. The
result of this is summarized in 3.2. The summarized results are used to identify the
requirements and the important design decisions.

Table 3.1: Interview subjects

Name Role

Niklas Wiberg Diagnostic Architecture. Focusing on vehicle IT secu-
rity.

Jack Engström Diagnostic Architecture

Lars Mellberg Development Engineer Service Methods, Brakes.

Jonas Biteus Researcher, pre-development service support solu-
tions. PhD EE.

Johan Stenarson On-board platform developer.

Ola Wingbrant Operational data and Analysis. Remote diagnostics
developer.

Andreas Jonasson Diagnostic architecture.

Avenir Kobetski Researcher at SICS. Involved in the MOPED project.

Mikael Lundström Senior Engineer, software and function developer for
Emission system.

Patrik Rönnqvist Senior Development Engineer, Powertrain diagnostics.

Jakob Palmheden Operational data, System architect

Christian Andersson Operational data, Solution Architect

Anna Beckman Technical Manager, Electrical System Safety.

3.2 Summary

Here are the information from the interviews gathered and summarized under dif-
ferent categories. The first part summarizes the information that relates to the
requirements of different parts of the system when introducing an in-vehicle exe-
cution environment for diagnostic scripts. The requirements are discussed in the
following sections: execution environment software requirements, scripts require-
ments, requirements on the ECU that runs the execution environment and other
ECUs and the electrical system.

Later the important design decisions are discussed. The most important deci-
sions are: level of abstraction for diagnostic commands, script engine and script
language, how to run multiple scripts and restrictions of services used by the exe-
cution environment.

3.2.1 Execution Environment Software Requirements

The execution environment software is an application in the on-board ECU that
handles the execution of the diagnostic scripts and provides an interface with useful

24



functions that the scripts can use. In the interviews, requirements on this software
application are found and divided into the following categories.

Requirements to provide functionality for the scripts

This section focuses of the functionality that the execution environment should and
should not provide to the scripts. To make it possible to interact with the rest
of the system from the scripts the execution environment software has to provide
functions for the scripts so that they can access resources and communicate with
other parts of the electrical system.

As Avenir Kobetski describes from the experiences with the MOPED project
[1], a project that extends an AUTOSAR system with dynamic installation of small
applications, one important thing was to define the ports that the small applications
can use, i.e. define what resources they can access and how they can communicate
with the rest of the vehicle’s system. This has to be defined when designing the
base application. The same applies for the execution environment for diagnostic
scripts. When the execution environment software is designed and implemented
the possibilities for the scripts to interact with the system are defined. To change
this possibilities a change in the application software is necessary. That is why it is
important to provide the correct functions and functionality to the scripts so that
the dynamic possibilities of the execution environment can be used and that they
are not limited.

At the same time it is important to limit the possibilities of undesired behavior of
the system e.g. the possibility to set the system in hazardous state. The application
needs to communicate with other ECUs to be able to send and retrieve diagnostic
data. To do this the CAN network in the vehicle has to be used. Niklas Wiberg
mentions that the scripts should not be able to send raw CAN data frames, instead
the execution environment application should provide higher level functions and not
allow transmission of raw CAN messages. This is because with raw CAN messages
it is possible to control almost everything in the vehicle and it is very hard to limit
the possibilities to put the vehicle in hazardous states, e.g. limit the control of the
engine. Avenir Kobetski also mentions the importance of the possibility to limit
what the scripts can do.

The basic functionality that the scripts needs to use is sending diagnostic re-
quests and receiving corresponding diagnostic responses. Jakob Palmheden explains
that useful things can be done if it is possible to send UDS and KWP commands
from the scripts. But at the same time as the UDS and KWP commands gives the
user good flexibility and possibilities to do many things they are also complex to
work with. Ola Wingbrant mentions that the work today often involves program-
ing the requests that are defined in the UDS and KWP standards and therefore
knowledge of how this requests works and are defined are needed. When imple-
menting e.g. a function that needs to know the id of an ECU , several UDS and
KWP requests needs to be programed to retrieve this information. If the scripting
environment provides a higher level API with a simple function for this tasks e.g.
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”readEucID()” this can simplify the work for the developer of the diagnostic scripts.
Jakob Palheden agrees that a higher level API is useful and some common functions
e.g. reading sensor I/O can make the execution environment easier to use since the
developer of the script do not need to know the correct UDS requests. But Jakob
Palheden adds that it should still be possible to use the UDS and KWP requests
directly to ensure maximum flexibility.

Niklas Wiberg explains that the ECUs have different diagnostic services and
that theses services are accessed in different diagnostic sessions as described in the
UDS standard [17]. Becaouse of that the execution environment software needs to
be able to set different diagnostic sessions. This can be done through UDS and
KWP commands. To access some of the diagnostic services in various sessions the
execution environment needs to have security keys to unlock the services inside the
ECUs. This is called security access. To be able to use these diagnostic services
in the scripts the execution environment software has to be able to handle the
security access procedure. However, Niklas Wiberg says that allowing the ECU
to do security access involves many security issues and are not something that the
OEM allows today.

Jonas Biteus says that the scripts needs to interact with the remote user that
started the script. To do this the scripts needs some input and output functions,
provided by execution environment software, that sends information back and forth
to the remote server.

Ola Wingbrant says that one important usage for the execution environment is
to gather operational data. One example is to read out the time the engine has
been running within a rpm and torque range. This data then has to be stored in
the ECU . This is something that has to be possible to do with the scripts.

Mikael Lundström also mentions that the scripts can be used for logging data.
He also adds that one important usage is to log data from the vehicle when a specific
event happens. To make this possible the execution environment needs to trigger
callback functions in the scripts when these events happens in the vehicle.

Peter Ingels discusses the possibility to read CAN messages. In some cases it
could be useful to be able to read CAN messages directly without the use of the
diagnostic communication protocols, because some information is always possible to
retrieve directly from the CAN bus. If only reading is allowed it is not possible for
the scripts to affect the system. The benefits of reading the CAN messages directly
would be that even more information would be available and it will be faster to
retrieve the information directly form the CAN bus instead of sending a diagnostic
request and then wait for a response from an ECU .

Andreas Jonasson says that it should be easy to extend the execution environ-
ment application and to improve, update and maintain the software. If it is complex
to work with the API for the scrip language that are used, the productivity and
quality of the software can be affected negatively.

Both Patrik Rönnqvist and Jonas Biteus say that the script needs some way to
communicate with the driver. The main reason for this is to get confirmation from
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the driver before starting to execute functions that affect the system so that the
driver will notice that something is happening with the vehicle.

Requirements on script management

The execution environment software needs to manage the scripts that are executed
on the ECU . During the interviews requirements on this script management are
identified which is summarized in this section.

If scripts need to be downloaded and stored in the ECU before they can be
executed it can be hard to know which scripts exist on the ECU and this has to be
checked before any script can be executed, this is not a good way to do it according to
Niklas Wiberg. Insted Niklas Wiberg suggests that if scripts are stored in the vehicle
this should only be as a cache to improve performance when downloading scripts.
The normal procedure would be to send a script to the vehicle together with the
command that starts the execution of the script. A performance improvement could
then be done by caching/storing scripts that have been executed on the vehicle. If
a script that already exists in the ECU is executed the transmission of the code
could be avoided by reading from the cache in the vehicle instead. Jack Engström
emphasises that if the script is downloaded separately it is importance that it is very
easy to download scripts and update scripts that are on a vehicle. Patrik Rönnqvist
also mentions that it is important to be able to update the scripts easily or to send
down the scripts every time they are going to be executed. Because the scripts will
be improved and updated many times during the lifetime of the vehicle and it is
not good to run an old version of a script.

Mikael Lundström and Patrik Rönnqvist mentions that there is a need to log
the execution of the scripts so that it is possible to know what scripts have been
executed in a specific vehicle and what the results from the execution are.

Mikael Lundström also explains that some of the diagnostic tests for the emission
system change the emissions from the vehicle so that they are outside the limits set
by law. Therefore it is important to limit the execution of the scripts so that these
tests can not be executed over and over again all the time since this will make the
vehicle to run illegally. If the execution of the scripts are logged it is possible to
detect this kind of misuse of the execution environment.

Jonas Biteus explains that some of the diagnostic tests used in the workshop,
require conditions to be fulfilled during the execution of the test. It is the same for
the diagnostic scripts running in the in-vehicle execution environment. If some of
theses conditions change during execution of a script the script should be stopped in
a controlled way. It is necessary that the execution environment can detect changes
in these conditions and stop/abort scripts if the conditions are not met.

Avenir Kobetski explains the behavior of the ECU , that runs scripts, have to
be predictable. It is therefore important that the application that runs the script
have a limit of the resources it can use. If many scripts are loaded and they use up
too much of the resources in the ECU this can affect the execution of the scripts
and the performance of other applications in the ECU .
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Scripts to be used for logging need to be started when the system starts up,
therefore the execution environment needs to start all these scripts at the start up
of the system.

Time constrains

During the interviews time constrains for the execution of scripts are discussed
which is summarized in this section.

Andreas Jonasson discusses the need of real-time functionality, meaning that
the scripts are guaranteed to execute within a specific time. If a script run as
a part of a closed control loop, reading a sensor value and from that controlling
some physical parameters that affects this sensor value, the timing of the script
execution is important. Lars Mellberg explains that if real-time is needed then
these functions are implemented and provided by the ECU and the tester calls
these functions. However Andreas Jonasson suggests that it could be beneficial to
be able to move out functions from each individual ECU to the off-board tester
or the execution environment. If functions can be implemented in scripts in the
execution environment instead of software in individual ECUs it will be much easier
to change and add new diagnostic functions because it is easier to add a script than
to upgrade the software in an ECU.

Jonas Biteus says that functions that requires fast transmissions should not be
implemented in the execution environment. Because the diagnostic protocol can not
guarantee fast transmission of the data. Both Andreas Jonasson and Jonas Biteus
point out the engine control as the most complex system with the highest require-
ments on time. Patrik Rönnqvist explains that there are some diagnostic tests for
the engine that controls parts of the engine and therefore need fast sampling and
control, but the parts of the tests that have hard time constrains are implemented
in the ECU . In this way the time constrains for the diagnostic tester are avoided.
Mikael Lundström estimates that the control of functions from the diagnostic tester
needs to be done within one second intervals. The reading of data needs to be done
with 10Hz or 0.1s interval.

Lars Mellberg points out that time constrains also are important for usability.
The execution of the scripts should not take to long time, e.g. minutes for a simple
read function. The user should not have to wait too long for the scripts to execute.

Executing multiple scripts

The possibility to run multiple scripts at the same time has been discussed during
the interviews and it affects the requirements of the execution environment software.

Jonas Biteus says that it is good if the execution environment can handle mul-
tiple scripts that are executed at the same time, but it is not necessary. Jakob
Palmheden says that if the script is going to be used to run diagnostic test, only
one script at a time is needed, but for gathering data it would be good to be able
to run multiple scripts at the same time. Christian Andersson adds that it is im-

28



portant to think ”always on” meaning that the scripts should be able to run in the
background all the time and when events trigger they can preform tasks e.g. log
data. This requires multiple scripts to run at the same time even though most of
them is sleeping and waiting for an event to trigger.

Christian Andersson also mentions that it is necessary to have some priority or
be able to control the execution order of the scripts, e.g. if some tasks of a script
need to be executed in a sequential order without other scripts running tasks in
between. Ola Wingbrant says that it is not necessary to be able to execute several
scripts at the same time, but it is good if the possibility exists.

Avenir Kobetski explains that the MOPED system [1], can run multiple applica-
tions at the same time. This leads to priority problems that need to be handled. The
MOPED system do not currently support priorities but Avenir Kobetski identifies
two priority issues, the priority of CPU time and the priority when two applications
wants to control the same thing. Avenir Kobetski also thinks this applies for the
execution environment for diagnostic scripts. If two different scripts want to run
the same service in an ECU it is useful to have a prioritisation so that the script
with the highest priority can run the service. Avenir Kobetski also adds that one
script could be needed to run without any other script running and interfering.

3.2.2 Scripts Requirements

This section summarizes the information from the interviews that relates to the
requirements of the scripts that are going to run in the vehicle with help of the
execution environment software.

Script development

Requirements and assumptions on the development of the scripts are discussed in
the interviews. These are summarized in this section.

Lars Mellberg describes the way the diagnostic tests are developed today at one
OEM , using an eXtensible Markup Language (XML) structure that is specific for
that OEM but similar to the OTX standard that other OEMs are using. According
to Jonas Biteus the OEM specific XML structure was created before the OTX
standard and if the format would be remade today, OTX would be a better choice.
These XML structures are made to bind together functions, that are provided by an
off-board PC application, to test sequences that the maintenance personnel can use
to identify faults when a vehicle is in the repair-shop. A grafical tool helps to develop
the test routines. These tests defined in XML files are not recommended, by Lars
Mellberg, to use on-board the vehicle for remote diagnostics, because these tests are
developed with the assumption that the vehicle is in the workshop and it will be a
big difference when developing scripts are made to run inside the vehicle. However
the diagnostic services in the ECUs require the diagnostic tests to be preformed in
steps and the order of these steps would be the same for scripts running off-board,
in a workshop, and on-broad, using remote diagnostics.
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Both Lars Mellberg and Patrik Rönnqvist says that it is important to specifically
develop and test the diagnostic scripts for remote use. The script has to be tested
to ensure that the they do not put the HCV in a hazardous state.

The scripts can be developed by the same persons that develops the diagnostic
tests for the external tester used in the workshop. Jonas Buiteus mentions that
if this is the case, it is good if the development of the scripts are similar to the
development of diagnostic tests for the external tester.

Anna Beckman mentions that all of the diagnostic service that writes or actuate
something on an ECU need to be approved for remote use before they are used in
the diagnostic scripts, because the developer of the script has to make sure that the
diagnostic services used in the script are approved for remote use.

Script language

Information about the requirements for the script language are identified and sum-
marised in this section.

Jakob Palmheden points out the normal things that are needed in a script lan-
guage. Branching, loops functions are necessary and if you can use modules to
separate codes into parts with specific functionality that would be beneficial. An-
dreas Jonasson says that a script language which can do many things and are very
flexible also makes it easier to make mistakes and that can affect the quality. An-
dreas Joansson also mentions that the script languages shall be proven to work in
embedded systems.

Most of the interview subjects say that the specific language is not very impor-
tant but agree that it should be a simple language to use. Ola Wingbrant mentions
that one important thing is to use a scripting language with high abstraction level
and not a system language, meaning that it is easy to use without, e.g. the need to
know about low level memory management or different data types.

Meta data

Together with the code that should be executed some meta data needs to be in-
cluded. This meta data includes information about the script.

Niklas Wiberg mentions that it is important to know which scripts that are
executed in the execution environment are scripts that are approved by the OEM .
Avenir Kobetski thinks that the scripts needs different safety categories that allow
different level of functionality. Jonas Biteus says that some scripts needs conditions
to be fulfilled before the can be executed, these conditions also have to be included
in the meta data for the script. To be able to log the execution of the scripts, as
Mikael Lundström says is needed, the script meta data needs to include a unique
name and since the scripts can be updated often a version of the script is also
needed.

Some scripts, e.g. scripts that are used to log data from the vehicle, need to run
for a long time and should also in some cases start when the ECU starts so that
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they run even after the ECU has been restarted. Other scripts should not start
up again after a restart of the ECU . This needs to be declared in the scripts meta
data.

3.2.3 Requirements on the ECU that runs the execution
environment

To be able to have an execution environment for diagnostics scripts running on
an ECU , this ECU needs to fulfill some requirements. This section discusses the
software and hardware requirements for the ECU that the execution environment
should run on.

One possible ECU which is a good choice for the execution environment is the
communicator ECU (a special ECU used for off-board communication). This is
suggested by Johan Stenarson and Ola Wingbrant. What makes this a suitable
ECU is that it has free CPU time and memory that can be used for the execution
environment, available NVM to store script data and is running a Linux operative
system that makes it easy to implement the execution environment. According to
Avenir Kobetski a communicator ECU is used by several OEMs and they typi-
cally run a Linux operative system and has more free resources than other ECUs
in the vehicle system. Another ECU that can be useful is the infotainment sys-
tem. However the communicator usually has the hardware for the communications
with the remote servers and that makes it easier for the execution environment to
communicate with the off-board systems.

There is a risk to overload the CAN bus if many CAN messages are sent in a
high rate to the CAN bus. Niklas Wiberg points out the importance of a limit for
the rate of CAN messages sent out by the ECU. Therefore some software in ECU
needs to control the CAN communication and limit the rate of transmission. It is
also very dangerous and both a security issue as well as a safety issue if the scripts
are allowed to send raw CAN data out to the bus, according to Niklas Wiberg.
Instead should the execution environment only use diagnostic messages. It is good
if the ECU can provide a diagnostic interface for these messages.

Andreas Jonasson says that it is interesting and useful if the scripts can act on
event that happens in the vehicle. For this a response on events service is useful. If
such a service is present, the execution environment can use it and the diagnostic
scripts can setup events and act on changes in the vehicle state. This requires a
software module on the ECU that handles all the events and that the execution
environment can use to subscribe on events.

Patrik Rönnqvist says that the data from and the information about the scripts,
that have been executed remotely to find a fault, have to be possible to read with
the workshop tools when the vehicle arrives. This is important to provide good
information and transparency so that the workshop dose not need to rerun the tests
or give different information to the costumer. Mikael Lundström adds that the data
from the scripts also need to be able to be read out without a connection to the
remote servers since not all of the workshops have access. This requires that the

31



ECU that the execution environment application is running on also needs to be
able to work as a diagnostic server with a service available for an off-board tester
to be used to read out the data from the scripts.

3.2.4 Requirements for other ECUs and the electrical system.

This section discusses the requirements that must be fulfilled by the rest of the
system to be able to run an in-vehicle execution environment for diagnostic scripts.

The ECUs that should be accessed by the execution environment need to provide
diagnostic services according to the UDS/KWP standards. As Patrik Rönnqvist
describes tasks that need real time performance must be run inside the ECUs that
controls the actuators and read the sensors. This is solved by implementing a
diagnostic service in that ECU that performs the real-time task.

Avenir Kobetski mentions that the ECUs need to have underlying safety capa-
bilities for all parameters that the applications can control, e.g. if an application
requests 300km/h in the city this shall be rejected by the ECU . It means that the
ECU that provide a diagnostic service has to have safety capabilities for this service
and reject the requests that is considered unsafe. Anna Beckman says that all diag-
nostic services, that write data to an ECU or actuate something on an ECU , needs
to be approved for use with remote diagnostics before it can be used in the execu-
tion environment. This involves that the responsible developer or system/function
owner checks if the remote use of the diagnostic function can be allowed.

Lars Mellberg describes how the diagnostic tests used with the off-board system
in the workshop use a lot of interaction with the user. In that case the user is the
maintenance personnel in the workshop. If similar diagnostic tests are used remotely
the execution environment shall have some possibility to show information for the
user and to read user input. In the remote case the user could be both the person
interacting with the scripts from the off-board side through wireless connection or
the driver of the vehicle. One example of a situation where a diagnostic test needs to
interact with the user is a test of the break system, where the test requires the user
to push the break pedal at one point in the test, and in a later state the test shows
the result for the user. If this test is going to be executed remotely, the driver is the
user that should press the break pedal and remote personnel is the user that should
receive the results. To interact with the driver a screen in the vehicle is needed and
some ways for the driver to enter user input e.g. buttons or a touch display. To
interact with the remote personnel on the off-board side a wireless communication
connection between the vehicle and the off-board servers is required.

3.2.5 Important Decisions when Introducing the Execution
Environment

To make an in-vehicle execution environment for diagnostic scripts many design
decisions have to be taken. Some of the decisions affect what requirements that can
be, and have to be fulfilled. During the interviews theses decisions are discussed

32



and this section summarizes these discussions. The important design decisions that
are identified are: what level of abstraction the diagnostic scripts should use, the
script engine and script language to use, how to handle multiple scripts at the same
time and what should be allowed to do with the scripts.

Level of abstraction for diagnostic commands

The main task of the script is to preform diagnostic tasks by sending diagnostic
commands to different ECUs in the electrical system. The diagnostic commands
use some communication bus in the vehicle e.g. CAN and on top of this there are
several layers of abstraction defined in standards for diagnostic communication [17].
One design decision is what abstraction level the scripts should access.

One option is to let the script access the communication bus directly. If the
scripts uses the communication bus directly, e.g. sending CAN messages, there will
be a lot of flexibility. It will be possible to make scripts that can control almost
anything in the vehicle. On the other hand sending raw CAN messages is more
complex and it will require more time and knowledge to write the scripts. It will
also be very hard to restrict the possibilities for the script to affect the system. This
is not the best solution and, as mentioned before by Niklas Wiberg, sending raw
CAN messages should not be allowed.

The other extreme is to only provide a set of very high level functions to the
scrips e.g. one function the scripts can use could be ”getEngineTemperature()”
that returns the temperature of the engine. These high level functions make it easy
to create scripts and restrict how the scripts can affect the system. However, this
requires that all the functions that the scripts need to use are implemented in the
system software. As Jakob Palmheden mentions, this could affect the flexibility. If
the scripts need to use a diagnostic service in a way that is not implemented in any
of the higher level functions, a system software update is required.

Mikael Lundström mentions that it could be a good way to use only the UD-
S/KWP bit-strings inside the vehicle and use the off-board systems to generate
scripts that uses the correct bit-strings commands. This is similar to an idea from
Ola Wingbrant, which is, using only basic CAN messages in the scripts and then
use an off-board system to generate a library that provides a higher level API for
the diagnostic functions. This generated library is written in the scripting language.
In this way it is also easy to update the library by downloading a file to the script
engine. Patrik Rönnqvist points out a problem with this approach. If an off-board
system has to generate the higher level API for a vehicle it needs to know which
ECUs that are inside the vehicle and what software versions they have.

Jakob Palmheden discusses if it is best to use a higher abstraction level, with
easy to understand diagnostic functions, that can be used in the scripts, or if it
is better to use the UDS/KWP commands. The higher abstraction level makes it
more simple to write scripts but some of the flexibility is lost if only the higher level
functions are provided. One solution could be to use higher level functions and have
the possibility to fall back to UDS/KWP commands if needed.
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Script engine and script language

One design decision is which programing language to use for the diagnostic scripts
that are going to be executed in the execution environment. Different programing
languages need different script engines or compilers to run. Ola Wingbrant says
that the programming language has to be a high level language e.g. Python but it
is not important exactly what language it is. Johan Stenarson thinks Python is a
big script engine that could be too big to include in the ECU and therefore Lua
seams to be a better choice. However, Johan Stenarson says that the specific type
of language is not that important for him.

Jakob Palmheden mentions that OTX can be used as a script language since it
is made to define diagnostic tests. But he adds that OTX is not a good language in
general and it can be hard to run on an ECU in the vehicle. Jakob also says that
they use an OEM specific language today for defining diagnostic tests but it has
been a discussion to change to Lua. Jakob Palmheden thinks that Lua would be a
good language for the on-board diagnostic script engine.

When Avenir Kobetski worked in the MOPED project [1], they used Java as the
language for the applications that run in the vehicle. This choice was made because
they wanted as many people as possible to be able to easily write applications but
it requires a JVM to run on the ECUs in the vehicle. To get a JVM running on the
ECU was a hard task and parts of the JVM had to be rewritten to make it work
in the AUTOSTAR system that was used. The JVM also needs a lot of NVM .

Mikael Lundström mentions Python as a possible script language but adds that
it dose not matter much to him which language that is used.

How to run multiple scripts

Many of the interview subjects say that the ability to run multiple scripts at the
same time is beneficial but not necessary. Just allowing one script to be executed
at one time may work for the indented usage from one interview subject. But
combining the needs of logging different data in different conditions and run test
scripts for fault identification, requires handling of multiple scripts running at the
same time. One way to handle multiple scripts is to use a queue and run one script
at the time from the queue. However it adds problems when scripts run for a long
time and some scripts need to be executed directly. Christian Andersson, Jack
Engström and Niklas Wiberg also emphasize the idea of ”all ways on” meaning
that scripts should be able to run at all time and it will require a separate thread
or process for each script.

Avenir Kobetski explains that in the MOPED project [1] every application that
runs uses a separate thread. In this way the applications are always on and sleep
when they have nothing to do, they never exit. Using threads is an efficient way to
run multiple scripts at the same time according to Avenir Kobetski.

Jack Engström and Andreas Jonasson mentions that running scripts in separate
threads within the same process increases the impact if one script produces an error
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that crashes the process. Using a new process for every script will avoid a single
script to be able to crash the complete in-vehicle execution environmentapplication.
However this needs some sort of IPC to be used between the scripts and the in-
vehicle execution environment application.

Restrictions of services used by the execution environment

A common statement among the interview objects is that it should not be possible
for a script to run diagnostic functions or in any other way affect the vehicle so that
dangerous situations, that can harm people and damage property occurs. Anna
Beckman mentions that it is not dangerous to read out data and that could be
allowed. If diagnostic functions that write data or actuate actuators are going to be
used with the scripts more things are required to avoid dangerous situations. All
allowed functions that write data and actuate actuators have to be approved for
use with the in-vehicle execution environment by the responsible developer of the
diagnostic function. For some diagnostic functions this could be approved easily,
other function may need a complete risk analysis.

As Mikael Lundström points out some diagnostic services can affect the emission
system so that the emissions becomes outside the rage allowed by law. Handling
this adds extra requirements.

To be able to use all the vehicle’s diagnostic functions in the scripts, security
access is needed. As Niklas Wiberg say, security access is not made to be done
by an ECU and it could be complex to integrate in a secure manner. Therefore
restricting the services to only services without the need of security access makes
the implementation of the in-vehicle execution environment simpler.

3.3 Requirements

This section will show all the requirements, for different parts of the vehicle system
when introducing an in-vehicle execution environment for diagnostic scripts, that
are found during the interviews. The requirements are divided in five sections
requirements for the execution environment software, requirements for the scripts,
requirements for other software in the ECU, requirements for the ECU hardware
and requirements for other ECUs and the electrical system.

3.3.1 Requirements for the execution environment software

In Table 3.2 the requirements for the execution environment software are described
together with a reference code. This is the requirements on the software application
that runs in an ECU in the vehicle. It handles the execution of scripts and provides
functionality for the scripts.

Table 3.2: Requirements for the execution environment soft-
ware
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Code Description

A1 The execution environment software shall make it possible for the scripts to
send diagnostic requests and read the diagnostic responses.

A2 Read data should be possible using diagnostic commands sent with up to
approximately 10Hz frequency.

A3 Write data should be possible using diagnostic commands sent with up to
approximately 1Hz frequency.

A4 The execution environment software should support diagnostic requests and
responses for both the UDS standard and the KWP standard.

A5 Transmission of raw CAN messages shall not be permitted.

A6 The execution environment should provide a diagnostic API for the scripts.
The API should have functions on a higher abstraction level than the UD-
S/KWP requests and responses and provide functions with the names of the
diagnostic services that can be used in the vehicle.

A7 The execution environment should be able to access different sessions as de-
scribed in the UDS and KWP standards.

A8 The functionality of the script environment shall be limited to diagnostic ser-
vices that are approved by the OEM to be safe and secure.

A9 The execution environment software should make it possible for the scripts to
receive data from a remote server.

A10 The execution environment software should make it possible for the scripts to
send data to a remote server.

A11 The execution environment software should be able to preform security access
for diagnostic services.

A12 It should be possible for the scripts to store data in NVM on the ECU.

A13 It should be possible for the scripts to read stored data from NVM on the
ECU.

A14 The execution environment should be able to trigger events in the scripts when
events happens in the vehicle system.

A15 The execution environment should be able to send output messages from the
scripts so that they are displayed to the driver.

A16 It should be possible for the scripts to read inputs from the driver.

A17 The execution environment shall be able to stop scripts that are executing.

A18 The execution environment should check running conditions for scripts during
execution.

A19 The software application shall be able to communicate with other applications
in the ECU

A20 It shall be possible to download scripts to ECU from a remote server.

A21 It shall be possible to call scripts downloaded to the ECU from a remote server.

A22 It should be possible to send the script code together with the start command.

A23 It should be possible to cache scripts that are sent and executed on the ECU .
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A24 If a script that are cached on the ECU is sent and executed, the saved script
in the cache should be used to decrease transmission of data from the server
to the vehicle.

A25 The execution of scripts shall be logged

A26 It should be possible to limit the rate of execution for specific scripts.

A27 The execution environment shall limit the resource usage, NVM , CPU-time
and RAM, of the scripts that are running.

A28 The execution environment shall limit the number of scripts that are running.

A29 The execution environment shall limit the resource usage for a single script.

A30 It should be possible to run multiple scripts at the same time.

A31 It should be possible to prioritize the access of diagnostic services to the script
with highest priority.

A32 It should be possible to prioritize CPU time to the script with highest priority.

A33 It should be possible to reserve execution to one script so that no other script
can execute until execution is released by the script.

A34 It should be possible to subscribe on CAN messages.

3.3.2 Requirements for the scripts

This section describes the requirements for the scripts that are going to be executed
in the in-vehicle execution environment and the script language. In Table 3.3 the
requirements are described together with a code that are used as a reference to this
requirement.

Table 3.3: Scripts Requirements

Code Description

B1 All scripts shall be tested before they are used in a costumer vehicle.

B2 The scripts shall be developed specifically for remote use.

B3 The scripts shall have a unique name defined in meta data.

B4 The scripts shall have a version defined in meta data.

B5 All diagnostic services used in the script shall be checked that they are ap-
proved for remote use.

B6 The programing language should be a script language.

B7 The programing language should support modules.

B8 The programing language shall support loops, branching and functions.

B9 The programing language shall support arrays, strings and lists.

B10 The programing language should support classes.

B11 The script should have a safety category that determines what can be done
with the script.

B12 The scripts that need to run at start up should have this specified in some
meta data.
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3.3.3 Requirements for other software in the ECU

This section describes the requirements for other software inside the ECU that the
in-vehicle execution environment runs on. In Table 3.4 these requirements and their
reference codes are shown.

Table 3.4: Requirements for other software in the ECU

Code Description

C1 The software in the ECU shall limit the rate of which CAN messages can be
sent so that the CAN bus can not be overloaded.

C2 A software module, that can preform security access on ECUs in the system
or provide keys for this access, should be present.

C3 A software module that can translate names of diagnostic services to UD-
S/KWP commands should be available for the execution environment to use.

C4 It should be possible for the applications inside the ECU to use multiple
threads.

C5 A software that implements a diagnostic client shall be present in the ECU .

C6 A diagnostic service software that can read out stored data from the execution
environment shall be present in the ECU .

C7 The ECU should have a Response On Event service that provides the exe-
cution environment with the possibility to set up events inside ECUs in the
vehicle system.

3.3.4 Requirements for the ECU hardware

This section describes hardware requirements for the ECU that the in-vehicle ex-
ecution environment runs on. In Table 3.5 these requirements and their reference
codes are described.

Table 3.5: Requirements for the ECU hardware.

Code Description

D1 The ECU shall have enough of free NVM to store the executable of the script
interpreter and the libraries that the script engine is using.

D2 The ECU shall have enough of free NVM to store scripts.

D3 The ECU should have enough of free NVM to store the data that is created
by the scripts.

D4 Enough free memory to run the execution environment.

D5 A Hardware network interface to communicate with the other ECUs in the
vehicle is needed.

D6 Hardware for telematics communication should be present on the ECU .

D7 Enough CPU idle time to handle the execution of the scripts.
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3.3.5 Requirements for other ECUs and the electrical system.

This section describes the requirements needed on other ECUs in the vehicle and the
vehicles electrical system. In Table 3.6 are these requirements and their reference
codes shown.

Table 3.6: Requirements for other ECUs and the electrical
system

Code Description

E1 The vehicle system shall have a communication buss that supports diagnostic
communications with the UDS and KWP standards.

E2 The ECUs in the vehicle system shall provide the diagnostic services, as de-
scribed in the UDS or the KWP standard.

E3 Each of the diagnostics services in ECUs that writes data or control actuators
shall have safety capabilities that reject requests leading to hazards.

E4 Each of the diagnostics services in ECUs that writes data or control actuators
shall be approved for use with remote diagnostics by responsible developer at
the OEM .

E5 A communication interface that can communicate with the driver of the ve-
hicle should be in the system and it should be connected to the ECU for the
execution environment.

E6 A wireless communication link to remote off-board services shall be present
somewhere in the vehicles system.

3.4 Important considerations and decisions

This section will describe the most important considerations and decisions that
are identified during the thesis. The requirements that are affected by each of the
decisions and how they are affected are also described.

3.4.1 Script engine and script language

One important design decision is to select which script language to use and the
script engine to integrate to the system. In Table 3.7 the requirements from section
3.3 that are affected by the choice of script engine are listed. Different choices of
script engines are evaluated in section 4.2.
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Table 3.7: Requirements affected by the choice of programing language.

Requirement Description How it is affected

B6 The programing language should be
a script language.

Some languages is not script lan-
guages.

B7 The programing language should
support modules.

Some languages do not support
modules.

D2 The ECU shall have enough of free
NVM to store scripts.

Script languages that use more text
also needs more NVM to be stored
on the ECU .

D1 The ECU shall have enough of free
NVM to store the executable of the
script interpreter and the libraries
that the script engine is using.

Some script engines use more NVM
to execute scripts.

B8 The programing language shall sup-
port loops, branching and functions.

Most available script languages sup-
port loops, branching and functions

B10 The programing language should
support classes.

Some languages support classes.

B9 The programing language shall sup-
port arrays, strings and lists.

Most script languages support many
different data structures.

D4 Enough free memory to run the ex-
ecution environment.

Some script engines needs more
Random Access Memory (RAM) to
execute scripts.

D7 Enough CPU idle time to handle the
execution of the scripts.

Some script engines needs more
Central Processing Unit (CPU)
time to execute scripts.

3.4.2 Restriction of services

What diagnostic services that are allowed to be executed from the scripts, affect
the requirements that are identified during this thesis. In Table 3.8 four steps
are defined from the information gathered during the interviews, each step allows
more diagnostic services to be executed and increases the demands on the in-vehicle
execution environment and the vehicle system. In Table 3.9 the requirements that
are affected by the different steps are described and also how they are affected.

Table 3.9: Requirements affected by the restriction of services

Requirement Description Affected

A3 Write data should be possible using
diagnostic commands sent with up
to approximately 1Hz frequency.

With step 2 write data has to be
possible and this requirement needs
to be fulfilled.
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A7 The execution environment should
be able to access different sessions
as described in the UDS and KWP
standards.

With step 1 the standard session
would be sufficient. With step 2 and
higher other sessions is needed. The
OEM can define a specific session
for remote diagnostics or use already
defined sessions.

A18 The execution environment should
check running conditions for scripts
during execution.

With step 2 some diagnostic services
that write data to ECUs can only do
this when some conditions are true.
With step 3 and 4 this is even more
important e.g. if the driver wants to
abort the script.

A25 The execution of scripts shall be
logged

When scripts are affecting the vehi-
cle system they need to be logged,
e.g. if a script that affects the emis-
sion is executed too many times this
has to be logged so that it possible
to detect overuse of the script that
can make the vehicle illegal.

A26 It should be possible to limit the
rate of execution for specific scripts.

Some scripts that affects the vehi-
cle should not be allowed to run too
often e.g. a script that affects the
emission system.

A11 The execution environment software
should be able to preform security
access for diagnostic services.

For step 4 security access is needed.

C2 A software module, that can pre-
form security access on ECUs in the
system or provide keys for this ac-
cess, should be present.

For step 4 security access is needed.

B5 All diagnostic services used in the
script shall be checked that they are
approved for remote use.

When only read operations are used
this requirement is not needed but
from step 2 when write operations
are allowed this requirement has to
be fulfilled.

B11 The script should have a safety cat-
egory that determines what can be
done with the script.

If more than one step is introduced
the scripts needs to have meta data
that categorise what step the script
belongs to.
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E3 Each of the diagnostics services in
ECUs that writes data or control ac-
tuators shall have safety capabilities
that reject requests leading to haz-
ards.

This requirement is only valid for
step 2 and above.

E4 Each of the diagnostics services in
ECUs that writes data or control
actuators shall be approved for use
with remote diagnostics by respon-
sible developer at the OEM .

This requirement is only valid for
step 2 and above.

E5 A communication interface that can
communicate with the driver of the
vehicle should be in the system and
it should be connected to the ECU
for the execution environment.

From step 3 and above this require-
ment is needed to be able to get con-
firmation from the driver before ex-
ecuting a script.
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Table 3.8: Different steps for restricting services used by the in-vehicle execution
environment. Each step allows more diagnostic services to be executed.

Step Description Example

1 Only passive scripts. Not possible to
write data to ECUs or control any
actuators.

Log specific data at selected events.

2 Scripts that can write data to ECUs
and control some actuators but do
not affect the operation of the HCV
in any way notable by the driver.

Run a test of the emission system.

3 Scripts that can write data to ECUs
and control actuators that affect the
operation of the HCV notable by
the driver but do not need security
access.

Run a performance test on the en-
gine.

4 Scripts that can write any diagnos-
tic data to ECUs and control all ac-
tuators accessible through diagnos-
tics.

Update the software of an ECU .

How to run multiple scripts

From the interviews summarized in Section 3.2.5 three suggestions to handle exe-
cution of multiple scripts are discussed.

1. Use a queue and run one script at the time from the queue.

2. Create a new process for every script that is started.

3. Create a new thread for every script that is started.

Table 3.10 shows which requirements are affected by the different solutions and
how.
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Table 3.10: Requirements affected by different ways to handle multiple scripts run-
ning at the same time.

Requirement Description Affected

A28 The execution environment shall
limit the number of scripts that are
running.

With a queue this requirement will
be fulfilled since only one script
is executed at a time. When
creating new threads or processes
this requirement has to be fulfilled
by the in-vehicle execution environ-
ment software application.

A30 It should be possible to run multiple
scripts at the same time.

This requirement will not be fulfilled
by a queue.

A31 It should be possible to prioritize
the access of diagnostic services to
the script with highest priority.

If new threads and processes are cre-
ated this requirement needs to be
fulfilled.

A32 It should be possible to prioritize
CPU time to the script with high-
est priority.

If new threads and processes are cre-
ated this requirement needs to be
fulfilled.

A33 It should be possible to reserve exe-
cution to one script so that no other
script can execute until execution is
released by the script.

If new threads and processes are cre-
ated this requirement needs to be
fulfilled.

C4 It should be possible for the applica-
tions inside the ECU to use multiple
threads.

If new threads are created this re-
quirement needs to be fulfilled.

3.4.3 Level of abstraction for diagnostic commands

In Section 3.2.5 the level of abstraction for diagnostic commands are discussed.
From the results of the interviews three levels of abstractions been have defined, as
shown in Figure 3.1, a high level API , UDS and KWP commands and raw CAN
transmission. Table 3.11 shows which requirements that are affected by the different
abstraction levels.

44



Figure 3.1: Abstraction levels for diagnostic commands.
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Table 3.11: Requirements affected by the choice of abstraction level for diagnostic
commands.

Requirement Description Affected

A1 The execution environment software
shall make it possible for the scripts
to send diagnostic requests and read
the diagnostic responses.

If UDS and KWP responses and re-
quests are used as the abstraction
level for diagnostic commands this
requirement needs to be fulfilled.

A6 The execution environment should
provide a diagnostic API for the
scripts. The API should have
functions on a higher abstraction
level than the UDS/KWP requests
and responses and provide functions
with the names of the diagnostic ser-
vices that can be used in the vehicle.

This requirement is needed if the
high level API is the abstraction
level provided for the scripts.

C3 A software module that can trans-
late names of diagnostic services
to UDS/KWP commands should be
available for the execution environ-
ment to use.

This requirement is needed if the
high level API are the abstraction
level provided for the scripts.

C5 A software that implements a diag-
nostic client shall be present in the
ECU .

This requirement is needed both for
the high level API abstraction level
and if UDS and KWP responses are
used.

A5 Transmission of raw CAN messages
shall not be permitted.

Using raw CAN messages to create
diagnostic command in the scripts
will not fulfill this requirement.
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Chapter 4

Survey and Evaluation of Script
Engines

A survey of different script engines is made to find suitable alternatives to use in an
in-vehicle execution environment. In this section the methods and the results from
the survey and the evaluation of script engines are described.

4.1 Method

First the literature is searched and a set of script engines are selected for closer
evaluation. Then a set of test scripts are defined. These test scripts are then
implemented in the different languages and the different parameters are evaluated,
e.g. execution time, memory usage and complexity.

4.1.1 Selection of script languages to evaluate

There exist many different programing languages and many of them can be used
as script languages for diagnostic test scripts. It is not possible to investigate all
of them and therefore a selection of some of the most interesting script engines has
been done.

To get alternatives, different Internet sites that lists programing languages are
used, e.g. [36] a list of more than 1500 programing languages and [3] a popularity
index of programing languages. The homepages for the programing languages are
used to get some information to select the programing languages for further investi-
gation. The most interesting alternatives are further searched for in the literature.
The literature are searched to find script languages that has successfully been used
in embedded systems.

When the programming languages are selected the selection criteria come from
the requirements found in the interviews, see Table 3.7. Using the requirements,
the TIOBE index [3] (popularity index of programing languages) and information
found in articles and on Internet, a set of scripting languages are chosen and further
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investigated. The selected script languages have been used in similar applications
and the syntax are close to or the same as languages that have a high ranking on
TIOBE index [3].

4.1.2 Test Scripts

To further investigate the different script engines they are compared running a set
of test scripts. First is one C++ application made for each script engine that is
evaluated. The C++ applications embed the script engines and can execute test
scripts. A C++ application that runs C++ functions performing the same tasks
as the scripts are used as a reference. All C++ applications used for execution the
test scripts are listed in Appendix B. Three test scripts are used to test the different
aspects of the script languages.

Test 1 - Operations in Scripts

Test 1 is made to test when normal operations is done in the script environment, it
runs loops with typical operations using different data types. Integers, floats, arrays
and strings. In Appendix C the code for test 1 is listed.

Test 2 - Calling C functions

Test 2 is made to test when the scripts call C functions defined in the application
containing the script interpreter. In Appendix D code for test 2 is listed.

Test 3 - Memory usage

Test 3 is made to test memory usage where a set of different data structures are
allocated in the script. In Appendix E the code for test 3 is listed.

4.1.3 Evaluation and Measurements

When the programming languages are selected and the test scripts defined, the
scripts are tested and compared. Software used to run the scripts on an ECU are
created and the scripts are tested on the ECU to see if the scripts and the script
engines work in an embedded system. To measure how complicated the process
of integrating the script engines into the system, the number of characters in the
C application used to integrate the script engine are measured. The number of
characters in the scripts are measured to evaluate how much text needs to be written
when using the script languages. Execution time are measured using the Linux time
command and memory usage are measured using the valgrind1 tool. Execution
times are measured for test1 to give information used to compare general speed of
the script engines. Because the scripts will interact a lot with the system software
the execution times of test2 are measured to compare the speed when calling custom

1http://valgrind.org/

48



C functions in the system. Memory are measured on test3, the total size of both
stack size and dynamic memory are measured. NVM size is also measured. This
is done by measuring all the files needed to be downloaded to the ECU in order to
run test scripts 1-3. To get Python running on the ECU a Python installation is
also required, the default version is used but the size is measured separately since
this size could vary a lot depending on what is included in the installation. As a
reference a C++ implementation of all tests are done and measured in the same
way as with the different script engines.

When the execution time and the memory are measured multiple test runs are
done and then the mean value from the different test runs has been used. All
the resulting data are then presented in charts that clearly shows the differences
between the different script engines.

4.2 Results

From the survey a set of script engines for different script languages are selected to
be tested and evaluated.

• Lua - Frequently used in embedded systems and to embed in C/C++ appli-
cations [15].

• Python - Popular general purpose script language [3].

• ChaiScript (JavaScript) - Easy to integrate in C++ applications [43].

• mRuby - Lightweight, implementation of Ruby that is made to be embedded
in applications [25].

All four script engines fulfill the requirements in Table 3.7 in Section 3.4.1. To fur-
ther investigate the four different options test scripts are created and executed with
the different script engines. The tests described in Section 4.1 and the test scripts
are listed in the Appendix C, D and E. In Figure 4.1 the result when measuring the
time for test 1 is shown and in Figure 4.2 are the result when measuring the time
for test 2 is shown. Lua and Python performs best, Python is faster in general but
Lua is faster when interacting with the C application.
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Figure 4.1: Execution time for different script engines when running test1.

Figure 4.2: Execution time for different script engines when running test2.

Figure 4.6 shows the results when measuring the size of the files that are needed
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to be stored on the ECU to run the test scripts. Python needs a lot of NVM ,
the biggest part is the Python installation. In the tests are the default Python
installation used but this can be made smaller if unnecessary modules are removed.
Lua needs the least amount of NVM . Figure 4.5 shows the memory usage while
running test 3. Python and Lua needs least amount of memory and Lua use slightly
more than Python.

To measure how complicated the script engine is to integrate into the system
software the number of characters are measured in the C++ application that inte-
grates the script engine. These results are shown in Figure 4.3 where the application
integrating Python uses most characters.

The number of characters in the test scripts are shown in Figure 4.4 where
mRuby requires least amount of characters.

Figure 4.3: Number of characters in C++ applications used to embed different
script engines when running test scripts.
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Figure 4.4: Number of characters in the test scripts for different script engines.

Figure 4.5: Memory usage for different script engines when running test3.
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Figure 4.6: Size of data, needed to be stored on the ECU to run the test script, for
different script engines.
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Chapter 5

Design and Implementation

This chapter describes the design and implementation of an in-vehicle execution en-
vironment for diagnostic scripts that is used in the case study. The implementation
is designed and implemented to fulfill and validate the requirements found in the
interviews. Not all of the requirements are fulfilled with the implementation but
enough to use the implementation in a vehicle and run diagnostic scripts written in
the chosen script language.

In Section 3.4 are four important decisions identified, when the implementation is
made all of these decisions has to be made. Below are these decisions listed and how
decisions are made for the implementation of the in-vehicle execution environment
described.

• Script engine and script language - From the results of the survey and
evaluation of script engine, is Lua selected as the most appropriate script
engine.

• Restriction of services - Step number 3 (described in Table 3.8) is chosen
for the implementation. Step number 4 is too hard to implement since this
requires the possibility to perform security access with the ECU .

• How to run multiple scripts - In this case it is possible to use threads in
the applications of the ECU and therefore threads is selected as the way to
handle multiple scripts.

• Level of abstraction for diagnostic commands - UDS and KWP re-
sponses and requests are selected as the abstraction layer provided by the
execution environment application software. To realize the higher level API ,
a library written in the scripting language (Lua) is used.

The following sections describes the implementation in more detail beginning with
a description of the ECU that is used. Then the concept and architecture of the
design and how the script engine is integrated to the application are explained. In
the last section is the most important parts of the in-vehicle execution environment
application described.
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5.1 The Communicator ECU

For the implementation of the in-vehicle execution environment the communicator
ECU for a specific OEM used. This ECU is selected because it is the ECU that
fulfills most of the requirements identified in Section 3.3.4 and 3.3.3.

The communicator ECU is responsible for the communication to the off-board
system’s remote servers. Multiple off-board systems use the communicator to gather
information from vehicles. A basic functionality to get information by running di-
agnostic commands in the vehicle is implemented in the ECU . Other tasks are also
done with the ECU e.g. managing map data for the navigation. Because of the
existing communication capabilities and the computation power of the communica-
tor ECU it is a suitable ECU for the implementation of the in-vehicle execution
environment.

5.1.1 Software

Figure 5.1 shows how the software is built up from the hardware to the application
level. A Linux based operative system is used as a base in the ECU and it handles
the hardware inputs and outputs. On top of the operative system is a software
layer, supplied by a third party supplier, implemented. This gives the OEM an
API to use for accessing the different parts of the system. The OEM have made
a set of basic software modules that run in different processes. These modules
manage all the parts of the system and provide functionality that the applications
are dependent on. These modules can also be dependent on each other e.g. the CAN
server handles the CAN communication that the diagnostic manager module uses
to send diagnostic messages over CAN . Oss gateway handles all communications
with off-board service system and the system manager starts and stops all processes
in correct order. System manager also handles error and recover applications and
processes that fails for some reason. Above the OEM basic software the platform
gateway, that communicates with the basic software and provides an API that the
applications can use to access the system and communicate with the basic software.
On the highest level are the applications that runs the business logic. They are
dependent on the basic software but not on the other applications on the same
level. The implementation of the in-vehicle execution environment for diagnostic
scripts is one application running on the application level.
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Figure 5.1: Software of the communicator ECU

5.1.2 Hardware

The chosen ECU for the implementation has powerful hardware based on an Ad-
vanced RISC Machine (ARM) microcontroller running at 800MHz. Figure 5.2 shows
the ECU with housing and Table 5.1 describes the hardware components in the
ECU .
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Figure 5.2: The communicator ECU

Table 5.1: Hardware components of the communicator ECU .

Component Description

Microcontroller ARM-based, minimum 800MHz

External RAM 512MB RAM available by running appli-
cations.

External Flash 256MB flash memory to store programs
and data. This is NVM and keep data
after power reset.

Map memory 4G SD-type memory used to store map
data. This is NVM and keep data after
power reset.

Positioning system GPS receiver.

Telecommunication Embedded SIM card and 3G multi-band
communication interface, with fallback to
GPRS.

Wifi 802.11b,g,n with built-in antenna and
802.11p for v2x with external antenna.

BlueTooth BlueTooth unit with built in antenna.

Gyro Gyro as extra sensor for positioning

Backup battery Backup power for stand-by mode and safe
shutdown.
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5.2 Concept and Architecture

This chapter describes the concept and architecture of an in-vehicle execution en-
vironment for a specific OEM . How the in-vehicle execution environment fits into
the complete vehicle system and how it interact which other parts of the system, as
well as what other software modules the in-vehicle execution environment commu-
nicates with and how, are described. Not all parts of the concept are included in
the in-vehicle execution environment implementation. The excluded parts are also
explained in this chapter.

5.2.1 Vehicle System and Off-board Interaction

A concept for how the in-vehicle execution environment can be used in the complete
vehicle system and together with the off-board systems is made. Figure 5.3 shows an
overview of the system. The in-vehicle execution environment will be implemented
in the communicator ECU called the Road Traffic Communicator (RTC). This
ECU have a 3G communication module that can be used by the in-vehicle execution
environment to communicate with off-board systems and remote service personnel.
These off-board systems and the remote service personnel deploy and run scripts on
the vehicle. The scripts are developed and stored off-board and sent to the vehicle
together with meta data for the script. A XML format is used to pack the code and
the meta data together and send to the vehicle. The vehicle respond with a success
or some error message. When the script is running, output data from the script
can be packed and sent to the off-board system. Figure 5.4 shows an example of
a sequence when a script is executed from the off-board system and collects data
from two ECUs.

Some of the diagnostic commands can affect the behavior of the vehicle, to
be able to use these commands in the scripts a confirmation from the driver is
needed. In the case when a diagnostic command that affects the vehicle is needed
the remote service personnel can communicate with the driver through telephone
communication. However this do not ensure that the person in the phone is the
same as the driver in the vehicle, therefore the scripts should ask for confirmation
by sending a request to the infotainment system that can interact with the driver.
Scripts that are configured to start when the system starts are stored in the RTC
ECU . Also a library with script functions, commonly used by many scripts, can be
stored in the RTC . To communicate with the other ECUs the in-vehicle execution
environment sends KWP and UDS commands through the vehicle’s CAN network.
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Figure 5.3: Overview of the system concept.
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Figure 5.4: Sequence when a script is executed from the off-board system and
collects data.

5.2.2 Software Modules Interaction

To be able to fulfill the requirements, the suggested in-vehicle execution environment
uses other software modules, that are already present on the ECU or could be
implemented in the ECU at a later point. In Figure 5.5 these software modules are
shown. All the execution of scripts are done within an application called Execution
Environment that runs as a separate process and works in the same way as the other
applications in the RTC . Every script that is executing has its own thread inside
this application process. Scripts are managed inside the Execution Environment
application and can be both running or sleeping, waiting for something to happen.
All the communication between the script threads and other parts of the system
goes thought the main thread of the application. To access the remote servers of
the off-board systems the existing Oss gateway service can be used. A higher level
API could provide an easier way to run diagnostic commands. Data are stored in
a database that can be used by applications in the ECU . A diagnostic server can
provide the possibility to read out data, e.g. log of executed scripts, from the OBD
connector. A diagnostic client is needed to send out and receive diagnostic messages
on the CAN network. The response on event is a software module providing the
possibility to setup external events inside other ECUs.
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Figure 5.5: Software components used by the Execution Environment application.

5.2.3 Not yet Implemented Parts of the Concept

Off-board parts of the concept do not exist and the communication link from the
RTC ECU to the off-board systems is exchanged to a Secure SHell (SSH)1 port
accessed through an Ethernet cable. The higher level API is not implemented and
the abstraction of UDS and KWP commands to easier readable commands are done
with a Lua library. Scripts are logged in a database but the functionality of the
diagnostic server to be able to read out the data through the OBD connector is not
implemented. No communication with the infotainment system is implemented and
communication with the driver is only possible by sending diagnostic commands
to the Instrument CLuster (ICL) and e.g. light up lamps. The response on event
application is not present but the same concept is used to set up event listening to
a specific CAN frame. There is no firewall implemented in the ECU .

5.3 Script engine

Given the results from the script survey 4.2 Lua is chosen for the implementation of
the in-vehicle execution environmentfor diagnostic scripts. Lua fulfills the require-
ments shown in Table 3.7 in Section 3.4.1, is light wight and easy to integrate into

1http://www.ssh.com/
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the ECU software. This chapter describes how the Lua interpreter is integrated to
the ECU software.

5.3.1 Integrating the Lua Interpreter

First Lua needs to be compiled to be used together with the software of the ECU .
Before compiling, Lua can be modified by changing parameters in the header files
of the source, e.g. changing the C type used for the Lua integer type. In this case
all the default settings are used and the latest version (5.3.2) of Lua is compiled
without any change in the source code.

Lua is compiled two times one for the development computer, for use while
running unit tests and debug the code, and one for the target system, to be used in
the ECU . Compiling for the development computer can be done with the default
settings in the makefile but to compile Lua for the target some settings needed to
be changed in the makefile located in the Lua source directory, see Appendix F.

The result of the compiled Lua is, among other things, an archive file liblua.a

that contains compiled code that can be statically linked into a C program. This
archive together with the header files are then included in the software project for
the in-vehicle execution environment.

When Lua is compiled and included in the project the Lua API can be access by
including the header files and then the functions luaL newstate,luaL loadbuffer

and lua pcall can be used to create a new Lua state, load some code and run it.
All this is done in the LuaRunner class that contains the execution thread that run
the script and the lua State variable that holds all data used by the script.

5.4 The C++ application

This section will describe the implemented C++ application that is running on the
RTC ECU and controls the execution of the scripts. This application is called
Execution Environment. The first part is describing the complete structure of the
application and how the most important classes are related. Later the procedure
when executing scripts and sending diagnostic commands are described. All C++
functions the application expose to the scripts through the LuaCLib class are also
explained.

5.4.1 Basic Structure

In Figure 5.6 a class diagram for the most important classes are shown. Classes
that are less important for understanding the structure, e.g. exception classes, are
excluded. The main application is contained in the ExecutinEnvironment class,
that inherits from the BaseApplication class. The BaseApplication class pro-
vides the common functionality for applications running in RTC ECU . A class
called DiagEngEE implements a diagnostic interface and provides the capability
to send and receive diagnostic messages. All the running scripts are handled by
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the ScriptManager class and each individual script is running in an instance of
a LuaRunner class. When a script is sent to the application a XML structure is
received, form this a script object can be created and started with a LuaRunner.
Functions that can be called from within the Lua scripts are defined in the LuaCLib

class.

Figure 5.6: Class diagram, execution environment C++ application.

5.4.2 Running Scripts

In Figure 5.7 a sequence diagram shows how a script is successfully started, running
some diagnostic command, sending output and exiting. In the BaseAppliation the
main function is defined. The main function waits for messages from other processes,
process the messages and return to a state waiting for more messages. When the
application has returned to the waiting state it can only be woken up by a message
coming to the application mailbox. When the execution environment application
receives a script that is going to be executed a new LuaRunner is created and the
LuaRunner spawns a new thread. Every LuaRunne has its own Lua state (a data
structure that holds all data related to the script execution, e.g. script variables
and functions). When the LuaRunner starts a new script, all necessary things are
loaded into the Lua state. That is, Lua standard libraries, the LuaCLib library,
custom library defined in a Lua file and the code of the script. After the Lua
state is successfully loaded with the script code the script starts to execute and the
LuaRunner change the state to running. When the ExecutionEnvironment detects
that the state of the LuaRunner has changed to running it adds the LuaRunner

to the ScriptManager and the application goes back to the state where it waits
for messages. Every time a script is started this is logged in the database with the
name of the script, the version and the time when it is started. During the execution
the script can use the functions in the LuaCLib that are loaded into the Lua state
to run different tasks that interact with the application, e.g. sending diagnostic

64



commands. When the script is done and the thread exits a message is sent to
the ExecutionEnvironment applications mailbox, with the id of the LuaRunner

and information about the current state, and the LuaRunner is removed from the
ScriptManager.

Figure 5.7: Sequence diagram that shows how a script is successfully started,
running some diagnostic command, sending some output and exiting.

5.4.3 Sending Diagnostic Commands

The most important operation that is provided to the scripts is the possibility
to send diagnostic requests and receive diagnostic results. This is done using a
DiagEngEE object in the ExecutionEnvironment class. In ”send diag” box in Fig-
ure 5.7 a sequence for a diagnostic command is shown. The script, running within a
LuaRunner, executes the function runDiagService on the DiagEngEE object. This
function is executed by the script thread and when the parameters are saved the
script thread is put to sleep. Then the DiagEngEE handles the diagnostic request
and response, store the result in the LuaRunner object and wakes up the script
thread. In Figure 5.8 an activity diagram over this process is showed. When
the runDiagService function is executed a reference to the LuaRunner and the
diagnostic command are stored in the DiagEngEE object and then the allocation
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function is called which triggers the allocation event. On the allocation event the
handleAllocationEvent callback function is executed, this function now runs in
the main thread of the application. The handleAlloction Event function reads
the diagnostic command that is going to be sent and uses the common way pro-
vided by the system to send the diagnostic request. When the system has received
a response the handleDiagnosticResult callback is executed and the diagnostic
result is stored in the LuaRunner before the script thread is waked up. After the
script thread wakes up the LuaRunner is removed from the list of waiting runners. If
the thread was waked up by the timeout timer the runDiagnosticService returns
false otherwise it returns true and the LuaRunner then uses the stored diagnostic
result to create a return value to the script. The value that is returned to the script
contains a vector of diagnostic responses that includes the information defined in
in the A PDU parameter, see Section 2.2. For a physical request only one response
is returned but a functional request will have one response for each ECU that has
responded. Negative responses are also returned to the scripts and the scripts can
check for the NR SI that is equal to 0x7F to see if the response is negative.
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Figure 5.8: Activity diagram showing how diagnostic commands are executed.

5.4.4 The C++ function library, LuaCLib

In the class LuaCLib the functions, that the scripts uses to interact with the system
software, are defined. To add new functionality for the scripts this functionality
needs to be implemented as function in the LuaCLib class and then added to the
list of registered functions with the name that is used in the scripts to call the
function. The currently implemented functions are described in table Table 5.2
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Table 5.2: Functions declared in the LuaClib and assessable by the scripts.

Function Description

sleep(t) Sleep the script thread t number of sec-
onds

sleep ms(t) Sleep the script thread t number of mil-
liseconds

res = send diag(ta,rq,kwp=true,time out=2) Send a diagnostic request rq to target ad-
dress ta. Parameter kwp and time out is
set to true and 2 as default. If kwp is false
the UDS protocol is used. The time out
parameter can set the timeout when wait-
ing for the diagnostic result

print(str) Prints the string str to a output stream
in the LuaRunner object. Also puts the
string str in the debug log.

store output(append=false,str=nil) Stores the output stream in the
LuaRunner into NVM . If append is
true the data is appended otherwise the
data is overwritten. If the parameter str
is a string this string is stored instead of
the output stream in the LuaRunner.

clear output() Clears the stored output data for the
script.

clear db() Completely clears the database. All
logged information and scripts stored will
be removed.

subscribe can msg(can msg, ecu, call back) Subscribe on a can message can msg.
When this can message is received from
the ECU ecu, the callback function
call back will be executed.

wait for event(t) Wait for t seconds. If an event occurs, run
the callback function and continue execu-
tion.

time = get time millisec() Get the time in milliseconds.

scripts = get scripts() Returns a table with all currently running
scripts.

scripts = get scripts() Returns a table with all currently running
scripts.

stop script(id) Stops the script with the id given by id.
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Chapter 6

Case Study

To validate the results a case study is preformed where the implemented in-vehicle
execution environmentare used on a HCV to run diagnostic scripts. This chapter
describes the method of the case study and the results.

6.1 Method

To validate the results a case study is preformed where the implemented in-vehicle
execution environmentare used on a HCV to run diagnostic scripts. This section will
describe the scripts that are selected to be created and executed in a vehicle using
the in-vehicle execution environment. The parameters that are used to evaluate the
results and how these are measured are also described.

6.1.1 Scripts used

Several scripts are created and tested with the implemented in-vehicle execution
environment to test that the implementation works. When the implementation
worked as intended two other scripts are used in the case study for validation of the
requirements. Scripts that can affect the vehicle so that it enters a hazardous state,
e.g. scripts that controls the engine, are not tested on the vehicle.

• Script 1 - Read out all the DTCs in the vehicle.

• Script 2 - Test the sensors for the brake pedal.

Script 1 is a script that reads out all the DTCs in the vehicle and to to this all
ECUs need to be identified. This script is chosen because it is possible to do the
same task with an existing system used by the OEM for the HCV that that case
study is performed on. With the existing system every diagnostic request is sent
to the vehicle from the off-board system and the response is sent back, no logic is
executed in the vehicle. Read out the DTCs is also a functionality that is currently
being implemented as a part of software for the ECU .
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Script 2 is a script that tests the sensors for the brake pedal. This is done
by measuring two potentiometer values as the same time as the driver pushes the
brake pedal up and down. Before the test can begins the parking brake needs to
be applied so that the vehicle can not move. This script is chosen because it is
an example of a useful diagnostic test script that cannot be done remote with the
current systems.

6.1.2 Evaluation parameters

The main reason of the case study is to see if it is possible to create the scripts and
execute them on a HCV using the in-vehicle execution environment. Because this
is possible, some other interesting parameters are also measured and used to com-
pare the in-vehicle execution environment with existing systems. These parameters
are chosen because they show if an in-vehicle execution environment can solve the
problems mentioned in Section 1.1. The measured parameters are:

• Development time - The time it takes to develop the scripts.

• Total execution time - The total time it takes for the script to execute.

• System time - The sum of the system time used to send and receive, requests
and responses, for all diagnostic commands used in a script.

• Data sent - The data sent to the ECU to download and start the script.

• Data received - The resulting data sent from the ECU .

The development time is measured when the scripts are created by the person that
developed the in-vehicle execution environment. The internal time of the ECU ,
with microseconds precision ,are used to measure the system time and the total
time. From the difference between the system time and the total time can the time
used by the calculations in script be found. Data sent and received when running
the scripts are stored in a file and the size of the files are measured.

6.2 Results

In this section the results from the case study are presented. The method and the
different scripts that are used is described in Section 6.1. Both the intended scripts
were possible to develop and run on a HCV . The code of the scripts are listed in
Section G.

6.2.1 Script 1 - Read Out DTCs

The results for script 1, that read out the active DTCs, is showed in Table 6.1 and
compared to the existing solution where all logic is done on the off-board server and
all the diagnostic requests and responses are sent to and from the ECU . In Figure
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6.1 is the total execution time divided into the time used by the script to interpret
the data and the time used by the system to get responses of diagnostic requests.
The time used by the system is dominating.

Table 6.1: Results, read out all active DTCs.

Evaluated pa-
rameter

Existing
system

In-vehicle
script

Comment

Development
time

20 days 1 day Including development of the higher level
library functions used by the script and
stored in a Lua file on the ECU .

Total execu-
tion time

2 min 30s 18.6s The total time depends on the ECUs and
the number of DTCs in the vehicle that
the script runs on.

Data sent 8.50kB 1.85kB Another 6.36kB for the higher level func-
tions in the Lua library needs to be sent
to the vehicle but only one time.

Data received 16.9kB 2.17kB The data that are sent depends on the
number of active DTCs and ECUs.

6.2.2 Script 2 - Test Brake Pedal

When the tests samples the sensors this has to be done with a sample interval
of 100ms. It is found that the possibility to set up an event that triggers with a
specific time interval could be useful to do this sampling. This has not been found
as a requirement during the interviews and therefore not implemented. Instead this
has to be solved with a loop that sleeps the script between the measurements of the
sensors. In this way the time of the diagnostic command used to read the sensors
affect the interval of the measurements. The results from script 2 are shown in Table
6.2. There is no comparison to existing system since it is done in the workshop and
in a different way. Executing the script in the vehicle shows that the implemented
in-vehicle execution environment can do new things. In this case all data from the
sensor readings are sent back from the vehicle, it is also possible to analyse the data
with the script.
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Figure 6.1: Time executing script 1, read DTCs. Divided in system time and script
time.

Table 6.2: Results, read brake pedal sensors.

Evaluated pa-
rameter

Script Comment

Development
time

3 hours Simple script to create.

Total execu-
tion time

54s This includes the time when the
script waits for the parking brake to
be active as well as the time when
the script sleeps between the mea-
surements.

Data sent 574B Simple and small script to send.

Data received 12.7kB Read the sensors 300 times and re-
turns all the data.
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Chapter 7

Discussion and Conclusions

7.1 Discussion

In this thesis the goal is to investigate the possibilities to use an in-vehicle ex-
ecution environment to run diagnostics scripts on-board a HCV . To do this the
requirements, when introducing an in-vehicle execution environment, on different
parts of the vehicle system are investigated. Also how this requirements are affected
by different design and the restriction of services used by the in-vehicle execution
environment are investigated. This form the research questions that are listed in
Section 1.3.

The first research questing is to investigate the requirements on different parts
of the system. This is done by semi-structured interviews and the results are shown
in Section 3.3. Below is the first question shown and where the results are described.

1. To have an in-vehicle execution environment for diagnostic scripts, what re-
quirements/assumptions are needed:

• on the execution environment software. - Requirement A1 to A34
shown in Section 3.3.1

• on the ECU that the execution environment run on - Requirement
D1 to D7 shown in Section 3.3.4

• on other software modules that the execution environment in-
teracts with - Requirement C1 to C7 shown in Section 3.3.3

• on other ECUs and the network between ECUs - Requirement E1
to E6 shown in Section 3.3.5

• on the scripts. - Requirement B1 to B12 listed in Section 3.3.2

This answers the research question but it is not necessarily the only unique answer
to the question, it may exist other requirements and they could be formulated dif-
ferently. The identified requirements are on a very high and general level and in
many cases they may need to be specified for a specific OEM . To fulfill one of the

73



requirements several other requirements may be needed. For example, requirement
C6 (A diagnostic service software that can read out stored data from the execu-
tion environment shall be present in the ECU .). When such a diagnostic service
is implemented it has to fulfill requirements defined by diagnostic communication
standards and internal standards specific to the OEM . Therefore requirement C6
will generate many other requirements. Some requirements are also dualities and
could be formulated in a different way and thereby affect a different part of the
vehicle system. One example is requirement D4 (Enough free memory to run the
execution environment.). This could be formulated as a requirement on the exe-
cution environment software instead, e.g. the software shall not use more memory
than available on the ECU .

The requirements are affected by important decisions that needs to be considered
when realizing an in-vehicle execution environment. This forms the second research
question.

2. And how are these requirements affected by:

• The design of the execution environment

• Restrictions of services used by the execution environment

This question is answered by identifying the most important decisions that has to be
made when introducing an in-vehicle execution environment and how they affects
the requirements identified in the first research question. In this thesis are four
important decisions identified, abstraction level for diagnostic commands, choice of
script engine, how to handle multiple scripts, and restriction of services. Below
are each of those decisions discussed. It is not guaranteed that these are the only
things that affects the requirements and it is possible that other decisions also are
important. However in this thesis these four decisions are identified to be the most
important once.

Validity of the results and these answers to the research questions are discussed
in the last part of this section Section 7.1.5. Here is also the case study that is used
to validate the results discussed.

7.1.1 Abstraction level

One thing that affects the requirements is the abstraction level used to send diag-
nostic commands from the scripts. It could be possible to provide a function for the
scripts to send raw messages out on the vehicle bus, e.g. send CAN messages out
on the vehicles CAN bus. This would make the in-vehicle execution environment
simple to implement, since the diagnostic protocols would be handled in the scripts,
and give a lot of flexibility to the developer of the scripts. However this will not
fulfill the requirements of the in-vehicle execution environment since it would be
possible to affect many parts of the vehicle system that can set the vehicle in a
hazardous state. Instead it is better if the software in the ECU implements the
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diagnostic protocols and the scripts uses UDS and KWP requests to send the diag-
nostic commands. This simplifies the development of the scripts and restricts the
possibilities to set the vehicle in a hazardous state. To simplify the development of
the scripts further, the in-vehicle execution environment could provide a higher level
API that the scripts can use to run diagnostic services by names. In this way there
is no need for the developer to know the UDS and KWP requests and responses.
However this requires that a higher level API for diagnostic services is implemented
in the ECU . Another way is to use a library written in the script language that
implements the higer level API .

7.1.2 Script engine

When implementing an in-vehicle execution environment one important decision
is what script engine to use. Different available script engines are evaluated and
the results can be found in Section 4.2. All the evaluated script engines could be
used in an in-vehicle execution environment but they affect the resources that have
to be available in the ECU , the complexity to integrate them into the ECU and
the work required to make scripts. The ChaiScript script engine is very simple to
integrate in a C++ application but the amount of CPU time and memory needed
makes it less suitable for embedded systems compered to the other alternatives.
Python is faster and needs least amount of memory when running but needs a lot
of NVM to store the Python installation. This problem can be solved by customize
the Pyhton installation so that only necessary modules are included but Pyhton
will still require more NVM then the other investigated script engines. Python is
also more complex to integrate into the system software application. mRuby is the
alternative that requires least amount of characters in the test scripts but it is not
as fast as Python or Lua. Lua performs well in all tests. It is slightly slower than
Python when running operations inside the script but faster when interacting with
the C++ application. Lua is not the easiest to integrate in the C++ application.
Both ChaiScrip and mRuby need less characters to integrate the interpreters but
the difference is not so great. The number of characters in the Lua test scripts
are close to the results from mRuby and the memory usage is slightly more than
Python. The Lua interpreter is very small and using Lua as the script engine require
the least amount of NVM .

7.1.3 Handling of multiple scripts

One challenge is to handle execution of multiple scripts at the same time. The
possibility to run multiple scripts at the same time is important especially for data
gathering. Using multiple threads or creating a new process for every scripts that
runs can make it possible for multiple scripts to run at the same time but then the
priority of the scripts and shared resources needs to be handled.
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7.1.4 Restriction of services

Which different diagnostic services that are allowed to be used in the in-vehicle
execution environment affects the requirements. If only passive scripts that cannot
actuate any actuators or write any data to the vehicle are allowed it will simplify
the implementation of the in-vehicle execution environment. If active scripts are
used more requirements on both the software and hardware in the system as well as
on the script them self are needed. In Section 3.4.2 four steps are defined and the
requirements that are needed for the different steps are described. Each step allow
more diagnostic services and more requirements to be fulfilled.

7.1.5 Validation

These results can be dependent on the vehicle and the OEM that in-vehicle exe-
cution environment is implemented in. Because most of the interviews have been
done with people working with one particular OEM this could make the results bias
and lack external validity. To improve the external validity one external interview
has been done with a person that do not work with the same OEM . Also, since the
in-vehicle execution environment in this thesis uses the UDS standard that is used
in many vehicles and by many OEMs, the requirements will be similar for these
vehicles as well.

During the evaluations of script engines in Chapter 4 test-scripts are used and
how they are created can affect the results of the evaluation. All the test-scripts
are therefore created by the same person with the same experience in the different
languages and they use the same structure.

It is not guaranteed that all the requirements can be identified by the interviews
and to identify as much of the requirements as possible, interview subjects from
different departments with different backgrounds are selected. An implementation
of an in-vehicle execution environment is then done based on the requirements
that are found in the interviews. This implementation is used in the case study,
see Section 6, to validate the results and ensure that the requirements found are
sufficient to have a useful in-vehicle execution environment for diagnostic script. The
implemented in-vehicle execution environment uses Lua as the scripting language,
threads to run multiple scripts and a library written in Lua that implements a higher
level API . In the case study it is shown that the implemented in-vehicle execution
environment can be used both to improve the performance of remote diagnostics
and enable new possibilities to do more advanced tests and data gathering.

7.2 Conclusions

A set of requirements are found that needs to be fulfilled in order to implement
an in-vehicle execution environment for diagnostic scripts in a HCV . In the case
study these requirements are validated and it is shown that the requirements are
sufficient to implement a useful in-vehicle execution environment. An in-vehicle
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execution environment can be beneficial as it reduces the time to develop new
remote diagnostic functions and enables the possibility to create more advanced
diagnostic tests. Scripts can be used to gather new sorts of data from vehicles
without the need to update the software in the ECU . Creating theses scripts are
faster and easier than developing the same functionality in a software application
inside an ECU . The possibility to move logic from the remote off-board system can
reduce the amount of data that needs to be sent from and to the vehicle. Running
the logic with the script engine inside the vehicle will also be faster then running
the same task with an off-board server that needs to communicate with the vehicle
continuously.

For the scripts to be useful it is important that the in-vehicle execution environ-
ment provides useful functions that make it possible for the scripts to interact with
the system. It is also important to limit the possibilities for the scripts to affect
the system so that the vehicle can enter hazardous states or behave in an undesired
way.

Restricting the diagnostic services allowed to be used in the in-vehicle execution
environment will reduce the requirements both on the software, the scripts and the
hardware in the vehicle system. An in-vehicle execution environment where only
diagnostic services that read data are allowed, can still be very useful and are much
easier to realise than if all diagnostic services are allowed.

There are several script languages that can be used when implementing an in-
vehicle execution environment, of the alternatives found in this thesis is Lua selected
as the most appropriate for the implementation of the in-vehicle execution environ-
ment.

7.3 Future Work

To further find the benefits and the use of an in-vehicle execution environment for
diagnostic scripts it has to be used together with remote off-board systems on a
vehicle population and not only on one vehicle. Requirements on these off-board
service systems have to be investigated. These systems have to handle a population
of vehicles that run different diagnostic scripts. Scripts that run on vehicles can
produce a massive amount of new data that has to be handled and analysed with
the remote server systems. Different vehicle variants could also make scripts work
on one type of vehicles but not on another.

How an in-vehicle execution environment should be used in an organisation of
an OEM is also an important question. Who should develop the scripts and who
should execute them have to be defined when an in-vehicle execution environment
is introduced. If scripts should be made and executed by users or other people that
do not work at the OEM it is not guaranteed that the scripts are properly tested
and what the intentions of the scripts are. Because of that more work has to be
done to ensure safe and secure use of the in-vehicle execution environment before
users can be allowed to make scripts.
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For the implementation used in this thesis a library written in the script language
is used to create a higher level API that make it possible to use names of the
diagnostic function instead of UDS and KWP requests and responses. This library
simplifies the development of the script but it takes time to add diagnostic services
to the library. It should be investigated if it is possible to generate this library from
the data, available by the OEM , that describes the diagnostic specifications, e.g.
data in ODX format.

In this thesis the scripts are created in a simple text editor and tested directly
in the ECU . This requires the developer of the scripts to have an ECU to test on
during the development. It would be better if a development environment for the
scripts is created, that also can test the scripts directly using some simulator or
mock tests. How this development environment for the scripts should be designed
is also something that needs to be investigated.
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Appendix A

Diagnostic Services Defined in
the UDS Standard
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Table A.1: Diagnostic services. Diagnostic and Communication Management func-
tional unit.[17]

SI Name Description

0x10 DiagnosticSessionControl The client requests to con-
trol a diagnostic session with
a server(s).

0x11 ECUReset The client forces the server(s)
to perform a reset.

0x27 SecurityAccess The client requests to unlock
a secured server(s).

0x28 CommunicationControl The client controls the setting
of communication parameters
in the server (e.g., communi-
cation baudrate).

0x3E TesterPresent The client indicates to the
server(s) that it is still
present.

0x83 AccessTimingParameter The client uses this service
to read/modify the timing pa-
rameters for an active commu-
nication.

0x84 SecuredDataTransmission The client uses this service
to perform data transmission
with an extended data link se-
curity.

0x85 ControlDTCSetting The client controls the setting
of DTCs in the server.

0x86 ResponseOnEvent The client requests to setup
and/or control an event mech-
anism in the server.

0x87 LinkControl The client requests control of
the communication baudrate.
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Table A.2: Diagnostic services. Data Transmission functional unit. [17]

SI Name Description

0x22 ReadDataByIdentifier The client requests to read the
current value of a record iden-
tified by a provided dataIden-
tifier.

0x23 ReadMemoryByAddress The client requests to read the
current value of the provided
memory range.

0x24 ReadScalingDataByIdentifier The client requests to read
the scaling information of a
record identified by a provided
dataIdentifier.

0x2A ReadDataByPeriodicIdentifier The client requests to sched-
ule data in the server for peri-
odic transmission.

0x2C DynamicallyDefineDataIdentifier The client requests to dy-
namically define data Identi-
fiers that may subsequently be
read by the readDataByIden-
tifier service.

0x2E WriteDataByIdentifier The client requests to write a
record specified by a provided
dataIdentifier.

0x3D WriteMemoryByAddress The client requests to over-
write a provided memory
range.

Table A.3: Diagnostic services. Stored Data Transmission functional unit. [17]

SI Name Description

0x14 ClearDiagnosticInformation Allows the client to clear di-
agnostic information from the
server (including DTCs, cap-
tured data, etc.)

0x19 ReadDTCInformation Allows the client to request di-
agnostic information from the
server (including DTCs, cap-
tured data, etc.)
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Table A.4: Diagnostic services. InputOutput Control functional unit. [17]

SI Name Description

0x2F InputOutputControlByIdentifier The client requests the control
of an input/output specific to
the server.

Table A.5: Diagnostic services. Routine functional unit. [17]

SI Name Description

0x31 RoutineControl The client requests to start,
stop a routine in the server(s)
or requests the routine results.

Table A.6: Diagnostic services. Upload Download functional unit. [17]

SI Name Description

0x34 RequestDownload The client requests the nego-
tiation of a data transfer from
the client to the server.

0x35 RequestUpload The client requests the nego-
tiation of a data transfer from
the server to the client.

0x36 TransferData The client transmits data to
the server (download) or re-
quests data from the server
(upload).

0x37 RequestTransferExit The client requests the termi-
nation of a data transfer.

0x38 RequestFileTransfer The client requests the negoti-
ation of a file transfer between
server and client.
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Appendix B

Applications for test scripts,
C++ code

In this appendix is the applications used to run the test scripts listed.

Listing B.1: C++ code for application embedding mRuby

#include <mruby . h>
#include <mruby/ compile . h>
#include <mruby/ s t r i n g . h>
#include <s t d i o . h>
#include <iostream>

mrb value sum c ( mrb state ∗ mrb , mrb value s e l f )
{

mrb int a ;
mrb int b ;
mrb int c ;
mrb get args (mrb , ” i i i ” , &a , &b,&c ) ;
int sum = a+b+c ;
mrb value r e s ;
return r e s ;

}

int main ( int argc , char ∗∗ argv ) {
i f ( argc != 2)
{

std : : c e r r << ”Name s c r i p t to run” << std : : endl ;
throw ;

}
mrb state ∗mrb = mrb open ( ) ;
mrb def ine method (mrb , mrb−>kernel module , ”sum c” ,

sum c , MRB ARGS NONE( ) ) ;
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FILE ∗ pFi l e ;
pF i l e = fopen ( argv [ 1 ] , ” r ” ) ;
i f ( pF i l e == NULL) per ro r ( ” Error opening f i l e ” ) ;
else
{

m r b l o a d f i l e (mrb , pF i l e ) ;
f c l o s e ( pF i l e ) ;

}
mrb c lose (mrb) ;

}

Listing B.2: C++ code for application embedding Python

#include <Python . h>
#include <iostream>

stat ic PyObject∗
sum c ( PyObject ∗ s e l f , PyObject ∗ args )
{

int a ; int b ; int c ;

i f ( ! PyArg ParseTuple ( args , ” i i i ” , &a,&b,&c ) )
return NULL;

return Py BuildValue ( ” i ” , a+b+c ) ;
}

stat ic PyMethodDef EmbMethods [ ] = {
{”sum c” , sum c , METH VARARGS,

”sums the arguments” } ,
{NULL, NULL, 0 , NULL}

} ;

int
main ( int argc , char ∗argv [ ] )
{

PyObject ∗pName , ∗pModule , ∗pDict , ∗pFunc ;
PyObject ∗pArgs , ∗pValue ;
int i ;

i f ( argc != 2)
{

std : : c e r r << ”Name s c r i p t to run” << std : : endl ;
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throw ;
}

P y I n i t i a l i z e ( ) ;
Py InitModule ( ”emb” , EmbMethods) ;
PyObject∗ sysPath = PySys GetObject ( ( char∗) ”path” ) ;

PyList Append ( sysPath , PyString FromString ( ” . ” ) ) ;

pName = PyString FromString ( argv [ 1 ] ) ;
pModule = PyImport Import (pName) ;
Py DECREF(pName) ;

i f ( pModule != NULL) {
pFunc = PyObject GetAttrStr ing ( pModule , ” run” ) ;

i f ( pFunc && PyCallable Check ( pFunc ) ) {
pValue = PyObject Cal lObject ( pFunc , NULL) ;
i f ( pValue != NULL) {

p r i n t f ( ” Result o f c a l l : %ld \n” , PyInt AsLong (
↪→ pValue ) ) ;

Py DECREF( pValue ) ;
}
else {

Py DECREF( pFunc ) ;
Py DECREF( pModule ) ;
PyErr Print ( ) ;
f p r i n t f ( s tde r r , ” Ca l l f a i l e d \n” ) ;
return 1 ;

}
}
else {

i f ( PyErr Occurred ( ) )
PyErr Print ( ) ;

f p r i n t f ( s tde r r , ”Cannot f i n d func t i on \”%s \”\n” ,
↪→ argv [ 2 ] ) ;

}
Py XDECREF( pFunc ) ;
Py DECREF( pModule ) ;

}
else {

PyErr Print ( ) ;
s td : : c e r r << ” Error execut ion s c r i p t : ” << std : : endl ;
return 1 ;

}
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Py Fina l i z e ( ) ;
return 0 ;

}

Listing B.3: C++ code for application embedding Lua

#include <iostream>
extern ”C” {
# include ” lua . h”
# include ” l a u x l i b . h”
# include ” l u a l i b . h”
}

stat ic int sum c ( l u a S t a t e ∗L) {
int n = l u a g e t t o p (L) ;
lua Number sum = 0 . 0 ;
int i ;
for ( i = 1 ; i <= n ; i++) {

i f ( ! lua i snumber (L , i ) ) {
l u a p u s h l i t e r a l (L , ” i n c o r r e c t argument” ) ;
l u a e r r o r (L) ;

}
sum += lua tonumber (L , i ) ;

}
lua pushnumber (L , sum) ;
return 1 ;

}

int main ( int argc , char ∗∗ args ) {
i f ( argc != 2)
{

std : : c e r r << ”Name s c r i p t to run” << std : : endl ;
throw ;

}
l u a S t a t e ∗ L = luaL newstate ( ) ;
l uaL open l i b s (L) ;
l u a r e g i s t e r (L , ”sum c” , sum c ) ;
i f ( l u a L d o f i l e (L , args [ 1 ] ) )
{

std : : c e r r << ” Error execut ion s c r i p t : ” <<
↪→ l u a t o s t r i n g (L,−1) << std : : c e r r ;

}
l u a c l o s e (L) ;

}
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Listing B.4: C++ code for application embedding ChaiScript

#include <c h a i s c r i p t / c h a i s c r i p t . hpp>
#include <c h a i s c r i p t / c h a i s c r i p t s t d l i b . hpp>
#include <map>

stat ic int sum c (double a , double b , double c )
{

return a+b+c ;
}

int main ( int argc , char ∗∗ args ) {
i f ( argc != 2)
{

std : : c e r r << ”Name s c r i p t to run” << std : : endl ;
throw ;

}
c h a i s c r i p t : : Cha iScr ipt cha i ( c h a i s c r i p t : : Std Lib : : l i b r a r y

↪→ ( ) ) ;
cha i . add ( c h a i s c r i p t : : fun(&sum c ) , ”sum c” ) ;
try{

cha i . e v a l f i l e ( args [ 1 ] ) ;
}catch ( const std : : except ion& e ) {

std : : c e r r << ” Error execut ion s c r i p t : ” << e . what ( ) <<
↪→ std : : endl ;

}
catch ( c h a i s c r i p t : : Boxed Value & e ) {

std : : c e r r << ” Error execut ion s c r i p t : ” << std : : endl ;
}

}

Listing B.5: C++ code for application running tests in C++ code

#include <iostream>
#include ” t e s t 1 . cpp”
#include ”test mem . cpp”
#include ” t e s t c c a l l . cpp”

stat ic int sum c (double a , double b , double c )
{

return a+b+c ;
}

int main ( int argc , char ∗∗ args ) {
i f ( argc != 2)
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{
std : : c e r r << ”Name s c r i p t to run” << std : : endl ;
throw ;

}
try{

t e s t c c a l l ( ) ;
}
catch ( . . . ) {

std : : c e r r << ” Error execut ion s c r i p t : ” << std : : endl ;
}

}
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Appendix C

Test1 code

Listing C.1: Test1 C code

void t e s t 1 f u n ( )
{

for ( int i =0; i <100000;++ i )
{

for ( int j =0; j <100;++ j )
{

int a = 5∗5 ;
int b = a ∗5 ;

}
for ( int j =0; j <100;++ j )
{

double a = 5 . 5 ∗ 5 . 5 ;
double b = a ∗ 5 . 5 ;

}
int array [ 1 0 0 ] ;
for ( int j =0; j <100;++ j )
{

array [ j ]=0;
}
for ( int j =0; j <100;++ j )
{

array [ 5 0 ] = array [ 7 0 ] ;
}
for ( int j =0; j <100;++ j )
{

std : : s t r i n g a = ” h e l l o ” ;
std : : s t r i n g b = a + ” world ” ;

}
}
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}

Listing C.2: Test1 Lua code

for i =0 ,100000 do
for j =0 ,100 do

a=5∗5
b=a+5

end
for j =0 ,100 do

a=5. 5 ∗5 . 5
b=a+5. 5

end
array = {}
for j =0 ,100 do

array [ j +1] = j ;
end
for j =0 ,100 do

array [ j ] = array [ 7 0 ]
end
for j =0 ,100 do

a = ” h e l l o ”
b = a . . ” world ”

end
end

Listing C.3: Test1 ChaiScript code

for ( var i =0; i <100000;++ i )
{

for ( var j =0; j <100;++ j )
{

var a = 5∗5 ;
var b = a ∗5 ;

}
for ( var j =0; j <100;++ j )
{

var a = 5 . 5 ∗ 5 . 5 ;
var b = a ∗ 5 . 5 ;

}
var array = [ ] ;
for ( var j =0; j <100;++ j )
{

array . push back (0 ) ;
}
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for ( var j =0; j <100;++ j )
{

array . e r a s e a t (50) ;
array . i n s e r t a t (50 , array [ 7 0 ] ) ;

}
for ( var j =0; j <100;++ j )
{

var a = ” h e l l o ” ;
var b = a + ” world ” ;

}
}

Listing C.4: Test1 Python code

def run ( ) :
for i in range (0 ,100000) :

for j in range (0 ,100) :
a=5∗5
b=a∗5

for j in range (0 ,100) :
a=5.5∗5−5
b=a ∗5 .5

array = [ tmp for tmp in range (0 ,100) ]
for j in range (0 ,100) :

array [ j ] = array [ 7 0 ]
for j in range (0 ,100) :

a = ” h e l l o ”
b = a + ” world ”

Listing C.5: Test1 Ruby code

for i in 0 . . 100000 do
for j in 0 . . 1 0 0 do

a = 5∗5
b = a∗5

end
for j in 0 . . 1 0 0 do

a = 5 . 5∗5 . 5
b = a ∗5 .5

end
array = Array ( 0 . . 1 0 0 )
for j in 0 . . 1 0 0 do

array [ 5 0 ] = array [ 7 0 ]
end
for j in 0 . . 1 0 0 do
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a = ” h e l l o ”
b = a+ ” world ”

end
end
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Appendix D

Test2 code

Listing D.1: Test2 C++ code

stat ic int sum c (double a , double b , double c ) ;
void t e s t c c a l l ( )
{

for ( int i = 1 ; i <100000001; ++i )
{

int a = sum c (1 , 2 , 3 ) ;
}

}

Listing D.2: Test2 Lua code

for i =1 ,100000000 do
a = sum c (1 , 2 , 3 )

end

Listing D.3: Test2 ChaiScript code

for ( var i = 1 ; i <100000001; ++i )
{

var a = sum c (1 , 2 , 3 ) ;
}

Listing D.4: Test2 Python code

import emb
def run ( ) :

for i in range (1 ,100000000) :
a = emb . sum c (1 , 2 , 3 )
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Listing D.5: Test1 Ruby code

for i in 1 . . 100000000 do
a = sum c (1 , 2 , 3 )

end
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Appendix E

Test3 code

Listing E.1: Test3 C++ code

#include <s t r i ng>
#include <vector>
void test mem ( )
{

for ( int i =0; i <2;++ i )
{

std : : vector<int> i n t s ;
for ( int j =1; j <100000; ++j )
{

i n t s . push back (1 ) ;
}
std : : vector<f loat> f l o a t s ;
for ( int j =1; j <100000; ++j )
{

f l o a t s . push back ( 1 . 1 ) ;
}
std : : vector<std : : s t r i ng> s t r i n g s ;
for ( int j =1; j <100000; ++j )
{

s t r i n g s . push back ( ” h e l l o world ” ) ;
}

}
}

Listing E.2: Test3 Lua code

for i =1,2 do
i n t s = {}
for j =1 ,100000 do
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i n t s [ j ] = 1
end
f l o a t s = {}
for j =1 ,100000 do

f l o a t s [ j ] = 1 . 1
end
s t r i n g s = {}
for j =1 ,100000 do

s t r i n g s [ j ] = ” h e l l o world ”
end
print ( i )

end

Listing E.3: Test3 ChaiScript code

for ( var i =0; i <2;++ i )
{

var i n t s = [ ] ;
for ( var j =1; j <100000; ++j )
{

i n t s . push back (1 ) ;
}
var f l o a t s = [ ] ;
for ( var j =1; j <100000; ++j )
{

f l o a t s . push back ( 1 . 1 ) ;
}
var s t r i n g s = [ ] ;
for ( var j =1; j <100000; ++j )
{

s t r i n g s . push back ( ” h e l l o world ” ) ;
}

}

Listing E.4: Test3 Python code

def run ( ) :
for i in range ( 1 , 2 ) :

i n t s = [ tmp for tmp in range (1 ,100000) ]
f l o a t s = [ 1 . 1 for tmp in range (1 ,100000) ]
s t r i n g s = [ ” h e l l o world ” for tmp in range (1 ,100000) ]

Listing E.5: Test3 Ruby code

for i in 1 . . 2 do
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i n t s = Array ( 1 . . 1 0 0 0 0 0 )
f l o a t s = Array . new(100000) { | e | e = 1 .1 }
f l o a t s = Array . new(100000) { | e | e = ” h e l l o world ” }

end
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Appendix F

Lua makefile

The makefile used when building Lua for the target ECU .

Listing F.1: Makefile settings to compile Lua for target

# == CHANGE THE SETTINGS BELOW TO SUIT YOUR ENVIRONMENT
↪→ =======================

# Your p la t form . See PLATS f o r p o s s i b l e v a l u e s .
PLAT=l inux

CC=arm−b i s t r o−l inux−gnueabi−gcc −march=armv7−a −mthumb−
↪→ interwork −mfloat−abi=hard −mfpu=neon −mtune=cortex−a9
↪→ −−sy s r oo t=/opt / b i s t r o−a c t i a /R13 .0/ s y s r o o t s / cortexa9hf
↪→ −vfp−neon−b i s t r o−l inux−gnueabi

CFLAGS= −O2 −Wall −Wextra −DLUA COMPAT 5 2 $ (SYSCFLAGS) $ (
↪→ MYCFLAGS)

LDFLAGS= $ (SYSLDFLAGS) $ (MYLDFLAGS)
LIBS= −lm $ (SYSLIBS) $ (MYLIBS)

AR=arm−b i s t r o−l inux−gnueabi−ar rcu
RANLIB=arm−b i s t r o−l inux−gnueabi−r a n l i b
RM= rm −f

SYSCFLAGS=
SYSLDFLAGS=
SYSLIBS=

MYCFLAGS=
MYLDFLAGS=
MYLIBS=
MYOBJS=
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# == END OF USER SETTINGS −− NO NEED TO CHANGE ANYTHING
↪→ BELOW THIS LINE =======
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Appendix G

Script used in Case Study

Listing G.1: Read brake pedal sensors.

tmp = true
while tmp do

re sp = lua l ib .ReadParkBrakePos : sendReq (0 x27 )
i f ( r e s p . p o s == 0x81 ) then

tmp = fa l se
else

c l i b . p r i n t ( r e s p . p o s )
end

end

for i =1 ,300 do
re sponse = lua l ib .ReadBrakePedalPos : sendReq (0 x0b )
c l i b . p r i n t ( r e sponse .po s1 /1024)
c l i b . p r i n t ( r e sponse .po s2 /1024)
c l i b . p r i n t ( r e sponse .po s1 /1024 + re sponse .po s2 /1024)
c l i b . s l e e p m s (100)

end

Listing G.2: Read all active DTCs

l u a l i b . f i n d E c u s ( )
count = 0
for key , va lue in pairs ( lua l ib .ECUsInVeh i c l e ) do

count = count + 1
lua l ib .ECUsInVeh i c l e [ key ] : readActiveDTCs ( )

end

s t r = ””
for key , va lue in pairs ( lua l ib .ECUsInVeh i c l e ) do
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s t r = s t r . . string.format ( ”ECU Address : %2X\n” ,
↪→ v a l u e . a d d r e s s )

s t r = s t r . . ”ECU Name : ” . .
↪→ value.system name . . ”\n”

s t r = s t r . . ”ECU Spare part nr : ” . .
↪→ v a l u e . s p a r e p a r t n r . . ”\n”

s t r = s t r . . ”ECU Protoco l : ” . .
↪→ v a l u e . p r o t o c o l . . ”\n”

i f ( value.DTCs ) then
for dtc id , dtc in pairs ( value.DTCs ) do

i f dtc . sup data then
s t r = s t r . . string.format ( ”DTC: %4X Status : %2X” ,

↪→ dtc.dtc nummer , d t c . s t a t u s ) . .
” Sup data : ” . . l u a l i b . g e t h e x ( dtc . sup data )

↪→ . . ”\n”
else

s t r = s t r . . string.format ( ”DTC: %4X Status : %2X” ,
↪→ dtc.dtc nummer , d t c . s t a t u s ) . . ”\n”

end
end
end

end

c l i b . s t o r e o u t p u t ( false , s t r )
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