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Abstract
This thesis presents a mechatronics master degree project held at Tritech Technology
AB by two students from The Royal Institute of Technology (Stockholm, Sweden).
It covers a study of the future agenda with IoT (Internet of Things) and the devel-
opment of an evaluation framework for designing end devices in IoT systems. The
thesis also presents the leading technical solutions for IoT end devices and a tool
for choosing among available technologies. Lastly, the thesis reports from an in-
depth study on power consumption and battery life-span of the two communication
techniques BLE (Bluetooth Low Energy) and Thread.
Data has been collected from literature studies by published authors, company pa-
pers and from interviews with experts in the area. This data contributed to the
future agenda prognosis, the generated evaluation framework and the collected tech-
nical information. The attributes constituting the design guidance tool were stated
based on the evaluation framework. The in-depth study was carried out by running
the two technologies on development boards where data on power consumption was
collected.
The future prognosis of the IoT development was found to include 20-50 billion
devices by the year of 2020. The largest design areas appear to be within vehicle
industry, safety systems and home and city automation. Obstacles for the develop-
ment seem to be a question about safety and how companies are to create a clear
business case out of it. Seven different subgroups of metrics were found constituting
to an evaluation framework and seven communication technologies with compatible
hardware form the basis for the developed design guide tool. In the in-depth study,
data on power consumption for BLE and Thread were collected during a simple case
of sensing and transferring temperature data.
Keywords: Internet of Things, End Devices, Evaluation Framework, Design Guid-
ance Tool, Battery Consumption, Bluetooth Low Energy, Thread
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Sammanfattning

Denna avhandling presenterar ett examensarbete inom mekatronik gjort på Tritech
Technology AB av två studenter från Kungliga Tekniska Högskolan (Stockholm,
Sverige). Den omfattar en studie av den framtida prognosen för IoT (Internet of
Things) och utvecklingen av ett ramverk för de minsta enheterna i IoT-system.
Avhandlingen presenterar också de ledande tekniska lösningarna för små IoT-enheter
och ett verktyg för att välja bland tillgänglig teknik. Slutligen rapporterar den
också från en mer djupgående studie av energiförbrukning för de två kommunika-
tionsteknikerna BLE (Bluetooth Low Energy) och Thread.
Data har samlats in från litteraturstudier av publicerade artiklar, företagsartiklar
och från intervjuer med experter inom området. Den informationen har bidragit
till slutsatser kring framtiden med IoT, utvecklandet av ramverket och den samlade
tekniska informationen. Attributen som det utvecklade verktyget är baserat på kom-
mer från ramverkets parametrar. Den fördjupade studien genomfördes genom att
implementera de två teknikerna på utvecklingskort där data om energiförbrukning
samlades in.
Den framtida prognosen för Internet of Things befanns omfatta 20-50 miljarder en-
heter år 2020. Fordonsindustrin, säkerhetssystem och hem -och stadsautomation
verkar vara de mest populära områdena för utveckling. De största hindren för
utvecklingen är en fråga om säkerhet och hur företag ska kunna skapa en tydlig
affärsmodell inom området. Sju olika undergrupper av parametrar befanns utgöra
ramverket och sju kommunikationsteknik med kompatibel hårdvara ligger till grund
för det designade verktyget. I den fördjupade studien samlades uppgifter om en-
ergiförbrukningen för BLE och Thread in under ett enkelt fall av avläsning och
överföring av temperaturdata.
Nyckelord: Internet of Things, Små enheter, Ramverk, Design Guidance Tool, En-
ergiförbrukning, BLE, Thread
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Introduction

This chapter presents the purpose and scope of the project, as well as the methods
used for carrying through with the thesis project’s tasks.

1.1 Purpose

Along with recent development of sensor networks, smart connections and online
solutions the concept of Internet of Things (IoT) has grown strong. Various compa-
nies have predicted a booming proliferation of connected Internet of Things devices,
most of them with continuously increasing restrictions on cost, power consumption
and security. Tritech Technology AB is an embedded system consultant company
working partly within this area. They have requested more knowledge and research
about the solutions available for IoT device development and they wish to be able
to critically evaluate the alternatives in order to make proper choices of solution for
their future projects.
The purpose of this thesis project is to report from the research carried out on the
subject from and within Tritech. This project has been carried out by two students
at The Royal Institute of Technology (KTH) and its scope and limitations have been
declared through cooperation with the company as well as the institution. This the-
sis project aims to answer the following research questions:

1. What is the general agenda with IoT for the upcoming 5 years (e.g. in what
areas will it be used, how it could be used to improve products and development
processes, what recent studies show on the subject, how experts in the area
believe that the development will continue)?

2. How would an evaluation framework, aiming to aid developers to choose ap-
propriate platforms for their IoT end device projects, be designed (e.g. what

1



Chapter 1. Introduction

technical and functional requirements can be separated and evaluated)?

3. What solutions for end device development are leading the market today (in-
cluding choice of hardware, communication technique and development envi-
ronment) and how do they compare?

4. Depending on the environment, what solution(s) will be suggested for an em-
bedded systems consultant company, such as Tritech, to choose to work with
for any given project concerning IoT end devices?

1.2 Scope

The concept of Internet of Things is broad, and the implementations and applica-
tions are widely spread. There is consequently a need for restrictions and limitation
in a project concerning this subject. By answering the stated research question, this
project aims to:

1. Report from the research done on the general agenda with the IoT, aiming to
unravel how the development will progress for the upcoming 5 years.

2. Design an evaluation framework for the mapped platforms, covering Tritech’s
technical, functional and commercial requirements for the device development
platforms.

3. Investigate and map the choices of communication techniques, hardware and
development environments for developing IoT end devices (limited by the
frame-of-reference chosen for the project).

4. Collect and evaluate enough information in order to provide guidance in Tritech’s
choice of development platform within specific working areas. Apart from the
theoretical data collection, this should include experimental hardware testing
for two communication techniques that operate within the same area.

1.3 Method

Prior to the start of this thesis project, proper research methods were planned and a
risk analysis (see appendix A) and ethical considerations were carried out. Overall,
the project has been divided into the following phases:

1. Planning phase. During this phase, the previous mentioned plans, analyses
and considerations were made. A report from this phase, as well as a planning
seminar, was carried out and approved by KTH and Tritech.

2
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2. Background study phase. This phase included the majority of the literature
studies made in order to answer questions about the general agenda with IoT
and about the different available solutions for device development. It also
generated an evaluation framework draft and a plan for the experiments. A
report from the background study was sent and approved by Tritech.

3. Theoretical and experimental data collection phase. Here, the evaluation
framework was completely designed, all theoretical data collected and the ex-
perimental data collection carried out.

4. Conclusive and summarising phase. Here, the collected data was analysed and
conclusions were drawn. This phase also included a discussion about the work
and on possible future work.

The tasks and sub-tasks within the phases have been planned in two-week sprints
and reported through the project management application Jira.

1.3.1 Research methods

In order to properly answer and present the results from the research questions, sev-
eral research methods were used. The methods were reviewed and discussed before
the start of the project and the ones used are stated in the following subchapters.
Firstly, the contribution of each method is brought up and it is followed by the
assumptions, limitations and delimitations concerning the method.

Literature study

The literature study aimed to uncover and map the available platforms used for
creating IoT systems, and to collect information about the future agenda with IoT.
Concepts, theories, experimental data as well as the state of the art within the area
were included in the study.
In the choice of sources, peer-reviewed, well-cited publications were used. It was
made certain that the articles were published by proper organisations, that they are
up to date and that the citations refers to a large enough variety of articles. By
regarding these matters, the sources used were assumed to be trustworthy and well-
suited for the thesis project. For the previously done case studies, it was assumed
that they had had been carried out by unbiased authors and that the data presented
had not been tempered with in any way.
The literature study was limited by the sources provided by either the search engine
at KTH or openly published material. As for delimitations, focus was held at the
material produced during the past few years and mostly at articles targeting IoT or
similar systems.

3
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Semi-structured qualitative interviews

In order to further investigate the general agenda with the IoT and the devices
available on the market today, interviews were held with experts in the area. Along
with the preparatory background study, these qualitative interviews were the basis
for choosing adequate design solutions. The results from this also generated knowl-
edge for where the IoT development is heading and around what parameters or
requirements main focus will be held.
When conducting the interviews it was assumed that the interviewees’ opinions were
uninfluenced by anyone else and that the answers given were honest and sincere.
The interviewees were given the chance of reviewing the summarised interviews and
accepting them before they were included in the thesis report.
The choice of interviewees was based on suggestions from Tritech and from KTH
and they were limited by only collecting answers from four participants. The results
may therefore not be able to be generalised and should be carefully concluded on.
The interview questions were setup beforehand and limited in such a way that the
interview would not take longer than approximately an hour.

Case study

In order to investigate in the rather obscure area of power consumption, a case
study was set up on two communication technologies. It aimed to collect additional
information that could not be found by previously done data collection.
The information found in the data sheets concerning for example scheduling and
overhead package size were assumed to be correct. The data collected from oscillo-
scope etc. was assumed to be accurate within the stated margins of error.
Even though the background study covers seven different communication technology,
the case study only includes two of them, which is due to the time constraints on
the project. The two technologies were chosen based on their prominence in the
field, which is later to be discussed. The case study investigated fields of current
consumption, latency and range although only the first one is included in this report.
The result collected from the case study is limited by some uncertainty of the test
setup (e.g. disorders and interference in the radio bands and deviations in the
measured data). It is also limited by only looking at one sending scenario with a set
package size.

1.3.2 Risk analysis

The risks and consequences for not being able to finish the thesis on time, not meet-
ing all expectations or not producing a satisfying result are presented in appendix A.
The risk analysis was preformed in accordance with the best-practice at Tritech. In
summary, the project is most critically dependent on having good communication
between all people involved in the project so that everyone is aligned in opinion.
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1.3.3 Ethical considerations

This project does not violate human or animal safety or in any other way generate
an ethically complicated situation. It was, however, made sure that the efforts of all
contributors to the project were recognised in relation to their scientific contribution.
The contributors’ scientific research was focused on rather than for example the
administrative contribution. The studies made were carried out without any types
of plagiarism or other irregularities, for example by having approved and displayed
sources.

1.3.4 Report outline

The structure of the thesis report aims to simplify the comprehension for the reader
and in an uncomplicated fashion answer the stated research questions. In chapter 2,
the complete background study is presented. It includes a study of the future agenda
with IoT, an introduction to how IoT systems are designed and the found vital
metrics compounding a framework for guidance in a development process. The
State of the Art in technical solutions for IoT subsystems, including communication
techniques and choice of hardware, are then presented in chapter 3. Chapter 4 covers
an in-depth study of two communication techniques and presents the experiments
that have been carried out in order to collect additional data on energy consumption,
latency and range. In chapter 5, the resulting design guidance tool and the battery
estimation for the in-depth studied techniques. Chapter 6 and 7 covers conclusions,
discussion and recommendations concerning earlier chapters.
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Background Study

This chapter presents the part of the background study concerning general aspects
of IoT systems and the future agenda within the area. It also covers the metrics
contributing to an evaluation framework for choosing design of an IoT system, as
well as the boundaries and limitations for this thesis project.

2.1 Introduction to IoT

During recent years, the phrase “Internet of Things” and its application has grown
strong. The concept has been proven applicable in various industries including
for example wearable assets, home automation, smart cities, temperature sensors
and industrial automation [1]. The world could be on its way to the vision "50
billion connected devices" [2] [3], where cloud services, IT and affordable devices
are connected into global networks where all information will be available over the
Internet.
The idea of pushing information into a cloud has been a key trend for several years.
The cloud has gradually become more and more “descending” to the network with
increased connection to all IoT-devices. The cloud is becoming a “fog”. Empowered
by the latest chips, radios, and sensors, a typical IoT device today has the possibility
of being powerful in both computation, storage, sensing and communication. Yet,
devices will still be limited by battery power, global view of the network, device
management and monitoring course of actions.
One extensive challenge when designing IoT systems is the collection of device data
with disseminate devices architecture, eco-systems, protocols and communication
techniques. In the same time as the production of IoT devices increases, no leading
standard exists for how to communicate data, which comprehensively complicates
the development. An additional challenge is how to provide services and data to
end devices from gateways or routers where protocols, standards, bandwidth are not
necessarily known at all. Many unorganised connected devices constitutes a highly
distributed and possibly dense network and in the same time as complexity of IoT
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systems is increasing, so is the bandwidth demand.
This thesis project partly aims to investigate in the future of IoT systems. In order
to achieve that, the origin of the phrase has been discovered and opinions from
leading companies and experts in the area have been collected.

2.1.1 IoT origin and device distribution

The concept of having machines communicating without human interaction (so
called smart Machine-to-Machine (M2M) communication) has been developing dur-
ing a long time, decreasing time of development, maintenance cost and risk of failure
in industry machines. The term “Internet of Things” was first discussed by Kevin
Ashton back in 1999 [4] and found increased recognition through research and dis-
cussion at the MIT Auto-ID Center in 2005 [4]. The idea of seamlessly communica-
tion and blurring the lines between the digital and practical reality has since then
led numerous experts to believe that IoT will play a mayor role in future system
architecture designs [5] [6] [7].
In 2011, Cisco Internet Business Solutions Group (CIBSG) carried out a study [2] on
the evolution and future prospect of the IoT, including a prediction of the number of
devices connected to the Internet in the years to come. This study has been referred
to on various forums and articles and appears to be a widely spread vision of IoT’s
future prospect. Based on the U.S. Census Bureau (2010) and Forrester Research
(2003), CIBSG estimated the number of connected devices in 2003 to 500 million,
which divided by the number of people living on the planet equals approximately
0.08 devices per person. In year 2010, those numbers were 12.5 billion devices and
1.84 devices per person. Based on the calculations and estimations done by a Chinese
science group in 2009 [8] that the evolution of the Internet follows Moore’s Law, the
continuous growth of connected devices was estimated to result in 25 billion devices
2015 and 50 billion devices 2020. Even though one might question the reliability of
these numbers, there is no doubt that the evolution of connected devices is flourishing
and will continue to do so. Ericsson has previously agreed [9] with Cisco’s 50 billion
prediction, though have recently backed down to a view of 25 billion devices in
2020. Bosch has also done predictions such as Cisco’s, though keeps their statement
in a lower region [10]. The leading information technology research and advisory
company Gartner made their estimation to 20.8 billion devices[11]. Listening to both
critiques and confirmations and keeping in mind that the definition of "connected
devices" may differ depending on who makes the estimation, one can conclude that
the predicted numbers for 2020 seem to lie between 20-50 billion devices.
The application of the IoT systems are widely spread. One of the most well-known
ways of using it is within home or building atomisation, focusing on atomisation,
light and temperature control, occupancy control and energy saving. The design of
mesh-based smart cities have also been developed, making use of environment and
noise monitoring. Another large area where IoT products are used is in wearable
assets, primarily through health, position and sound-transfer [1].
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2.1.2 Future agenda and largest obstacles with IoT devel-
opment

The development of smart devices has faced a number of challenges and it has
not always been easy to predict the outcome of the evolution. Valhouli (2010)
[12] compared the prediction of marketplace to the one of plastic; no one could in
the origin of plastic tools development imagine that it would be included in most
tools nowadays. This thesis project proposes that the development of IoT could be
heading in a similar direction. In order to demarcate the future of the development,
two perspectives have been investigated: one from global leading companies and one
from experts who are currently working within the area and that have done so for
a great number of years.

Leading companies’ perspective

When looking at the overview of the process, IoT development is, in many ways,
highly dependent on the companies interested in the area. Apart from Cisco, large
companies such as ARM, Atmel, IBM, Microsoft, Bosch, Ericsson, GE, Intel, NXP
and Google are leading contributors. The IoT tracking group, Postscapes, has sum-
marised the large leading companies and their focuses in [13]. Other companies
showing large interest in the area (i.e. by attending and talking on 2016 year’s
M2M-conference, held in London [14]) are Huawei, Telus, Nokia, Sprint, Swisscom
and Orange. Even though the companies’ areas of interest differ, the general per-
ception about IoT development is very much alike. As previously stated, it seems
to be a general agreement on that IoT will indeed continue to grow, though it is not
clear in what way and in what areas main focus will be held. Continuous growth
in home and smart city automation [1], vehicle, transportation, industrial control,
utilities management and healthcare [15] [13] are among the top areas where IoT
products will be used, according to the leading companies.
When looking at the companies that manufacture the electronics (Microcontroller
Unit (MCU), radios etc.) they are competing in being able to supply the market with
the most energy efficient and smallest chips [16][17]. They are also talking about the
security aspect and how they can supply complete solutions to be able to simplify
and speed up the development time [18]. Since the electronics manufacturers decide
what technologies to support (of course with the input from developers) they will
have a large impact on how the IoT systems are built.

Experts’ perspective

In order to get an overview of the future agenda with IoT, other than the one found
in studies and by company articles, one could collect information from experts or
stakeholders in the area whom have been working hands-on within the previously
described areas. In appendix B four qualitative interviews with such people are
documented. The interviewees’ positions are within software developing, hardware
design and overall IoT business development. They were chosen so in order to include
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as many areas as possible from IoT design development. For example, what may be
important to a software developer might not be as critical to a business developer.
Therefore, it is important to collect opinions from different areas in order to get an
as clear overall picture as possible. During the interviews, the following questions
concerning the general agenda with IoT were discussed:

1. How does the interviewee work within the IoT and in what way does it affect
their work?

2. What does the interviewee think that the development of IoT products will
look like for the upcoming 5 years?

3. What will be the biggest obstacles? What does the interviewee think has to
be done in order to pass them?

All four interviewees agree on that there will be a standard’s battle during the next
couple of years, though no one mentioned a distinction between different commu-
nication technologies or areas. There seems, however, to be a general opinion that
some technologies will become dominant while other will fail to enter the market
properly. Some answers suggest that the standardisation will be led by the big play-
ers on the market and others argue that it will be more of a question of business
management. If, for example, IoT is to be implemented in cities or other large areas
(including both public building, outdoor areas and private homes), there is going to
be an argument on who owns what and how the maintenance etc. is to be handled.
The larger the network is, there is also going to be more difficult to handle security
and integrity issues.
The areas of interest mentioned by the interviewees are health and exercise monitors,
vehicle industry, "smart" homes and cities and industry automation. The absolute
largest obstacle for the development seem to be questions about security, privacy
and integrity. Designers need to prioritise securing users and information flowing
in IoT systems or else they will run a risk of turning people into stopping blocks
for the development. Another major concern for the future is how the companies
are to make money out of IoT development. Hobbyists and enthusiasts catalyse the
process well, but in order for it to survive and flourish, leading companies need to
have clear business models and set standards for the future development.

2.1.3 IoT application examples

IoT systems can be used for a variety of different applications and in different envi-
ronments, which will cause the focus of the requirements to differ for each case. In
this section three real-world applications are presented to give examples of how IoT
systems can be used. Important parameters for each case is discussed.
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Environmental monitoring

IoT systems can be used for environmental monitoring of for example temperature,
humidity, pollution etc. [19]. IoT systems are especially useful if there are large
inaccessible ares that need to be monitored. Devices for these purposes do not have
high requirements on performance or security since it is not complex or sensitive
data that is collected and forwarded. They do, however, have high requirements
on energy efficiency and wireless communication. If the devices are to be placed in
inaccessible areas they need to be able to operate on batteries for long periods of
time without supervision.
Another example is river and floodplain monitoring as done by FloodNet [20]. The
FloodNet can in the case of an emergency send out warnings to pagers, telephones
and computers. The devices that are used in these environments are required to be
robust to cope with harsh conditions.

Medical and health care industry

Communicating sensors can be used for health monitoring of patients and for ex-
ample help with drug delivery. Such devices could also call for attention in case of
emergency. Another use could be implant chips that store health records that could
simplify in emergency situations by providing critical data fast. [19].
Important parameters for devices used in the medical and health care industry would
be that they are reliable, robust and secure. There are huge consequences if trusted
medical equipment fails. For example, if a device that is suppose to transfer distress
signal fails to do so, the consequence could be that help does not arrive on time. If
an IoT system was implemented to handle patient health records the requirements
on security would be high since health records could contain sensitive information.

Traffic Control

Being able to monitor the traffic situation, for example number of vehicles, speed and
size, can be used to control a traffic situation. By relaying this kind of information
to the drivers they can adjust to the information and select different routes to avoid
heavy traffic. This could help to reduce the travelling time and then also the fuel
consumption. An example of this is the Traffic Plus network [20].
Another application could be to warn for traffic accident or prevent accidents by for
example having temperature sensors that could transfer warning to alert drivers in
the temperature drops bellow 0 degrees and that there might be a risk for ice on
the road. A key requirement for these kind of applications is that they are cheap so
that they can be deployed at large number [21].
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2.2 Designing an IoT system

Designing the architecture of an IoT system is affected by numerous aspects and the
design differs greatly depending on the scope for the project it is designed for. Eval-
uating an IoT system and its constituent parts therefore becomes equally changeable
and dependent. In order to start deciding architecture for an IoT system develop-
ment, one must first investigate possible metrics forming an evaluation framework
for choosing parts for the system. The constraints and dependencies between these
metrics will, as stated, differ depending on the scope.

2.2.1 Key players in IoT systems

Even though the architecture may differ, the key players contributing to the commu-
nication in the system are often similar. One common, general way of systematising
is to divide them into end devices, gateways and the cloud. A graphical interpreta-
tion of these parts can be seen in figure 2.1.

Figure 2.1: An overview of a common IoT system.

End devices are the "things" that interact with the physical world, see figure 2.1, and
usually consists of three subsystems: sensing/actuating, processing communication
and supplying itself with power:

• A sensing subsystem contains a sensor that with the help from transducers
convert physical entities to typically electric energy that is interpreted by the
processing unit. An actuating subsystem affects the physical world (e.g. by
activating a light or a motor) [20, Chapter 3, p. 47-62].

• The processing subsystem converts the signals from the sensors so that the
data can be transferred via the communication subsystem or the other way
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around with actuators. The communication subsystem can either use wires or
be wireless. The network that the communication subsystem operates in can
be set up in different topologies: device-to-device, star, mesh etc.

• The power subsystem ensured that the device has enough power to carry out
the previously mentioned tasks. If the device is communicating by wire it can
usually also have external power by wire. If, however, the device is wireless
the power subsystem will be more critical.

IoT gateways are the bridge between the end devices and the cloud, see figure 2.1.
Since the end devices often are running on limited power they will need to use low
power communication interfaces. These interfaces are often short-range and not
able to communicate with the cloud directly, therefor a gateway (which usually is
connected to a steady power supply) is used to translate the information from the
end devices with either Ethernet, Wi-Fi or 3G/4G upwards in the cloud[22].
The gateway often also takes on the task of identifying all end devices in a subsystem.
Since there usually are a large quantity of end devices they do not always get their
own IP-address to be identified by. If so, they need to be connected to a gateway
which has an IP-address while the end devices in turn are controlled and identified
by the gateway. Another reason for letting the gateway keep track of the devices
has been that Internet Protocol, Version 4 (IPv4) has been used for identification
standard. It has an address size of 32 bits, which limits the number of individual
addresses to about 4 billion. Using IPv4 would, therefore, not allow for all end
devices during current development to have their own IP-address. However, now
that the Internet Protocol, Version 6 (IPv6) is starting to be implemented (utilising
an address size of 128 bits and about 3.14·1038 individual addresses) all devices
could in theory have their own IP-address [23].
The cloud consists of servers, storage, applications and services that are connected
to a network and can be used for rapidly providing resources. The cloud allows for
access to resources that are physically not available at the location where they are
needed or if the demand for the resources varies [24].

2.2.2 Evaluating IoT systems

Apart from network addressing, there are plenty of other questions one needs to
answer before beginning an IoT system design. What type of physical connections
can possibly be implemented between the devices, can they be wired or do they
have to be wireless? Over what distance do they need to communicate, and are
the devices to be moving around during run-time? What type of data is to be
sent; data package size, sending frequency, latency and security constraints? How
is the collection of data handled? How is the participating devices to be supplied
with power? What kind of constraints are there on the design process in terms of
time of development, use of licences, re-usability, modularity etc.? The final cost of
producing the product is, of course, also vital.
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Designing an evaluation framework for IoT-systems, proposed by for example [25]
[26], can act as a tool for choosing the appropriate combination of modules. The
design of such a framework goes through the following steps:

1. Identifying metrics and their attributes affecting the technical and functional
performance of the final system.

2. Finding and mapping the technical solutions regulating the metrics.

3. Discuss how the metrics and attributes influence each other and which ones
that are the most significant for a specific project.

In section 2.3 the by this thesis proposed metrics for designing an IoT system are
presented. They are collected partly by studying previously mentioned frameworks
and by talking to employers at Tritech that have experience within IoT development.
In chapter 3 the State of the Art within technical solutions are reviewed. Finally,
the conclusions and discussion on how they compare are brought up in chapter 6
and chapter 7.

2.3 Evaluation metrics

In this section the metrics and attributes that need to be evaluated when designing
an IoT system are presented. The metrics are valid for all parts of an IoT system
and includes the steps of system development and life cycle.

2.3.1 Communication range and topology

Since the entrance of wireless connections in networks (sometimes referred to as
Wireless Sensor Networks (WSN)), system designers have taken advantage from its
modularity and the physically simple way of setting it up. Having wired connections
between nodes, however, still benefits from having higher security, robustness and by
being convenient in a power supply perspective. If one were to set up an IoT system,
and especially if it was to be stationary for a longer time, having a wired solution
should definitely be considered. If there is a need for easily adding or removing
nodes or in any other way change the system, a wireless solution is probably more
convenient. The range of a wired system is also in a larger way dependent on the cost
and convenience of adding the cables, a problem a wireless system avoids. Wireless
systems, on the other hand, face a variety of problems concerning line of sight and
disorders in the frequency band, though have the capacity of transferring data over
dozens of kilometers and also allow for connected devices to be moved around more
freely. In the choice of method for designing IoT networks, all these aspects need to
be considered.
When choosing a design of an IoT system, the communication technology provided
for the desired range varies greatly. In a range perspective, the devices can be
divided into the following groups:
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• Group I: Wired devices. The environment in which the IoT devices are in
enables for them to be connected through wires. All data and power transfer
are henceforth able to be sent through them and no wireless technology needs
to be implemented.

• Group II: Short-range devices. These devices have a normal operating range
of 5-30 m. Examples of applications are wearable, exercise and health devices,
home and building atomisation, light control and security systems.

• Group III: Medium-range devices. These devices transfer data at a distance
of around 100 m. Typical application for this is Wireless Local Area Network
(WLAN), or Wi-Fi.

• Group IV: Long-range devices. These devices are meant to operate over 1 km
range and can only transfer small packages of data. This technology most
commonly uses a Global System for Mobile Communications (GSM)-like sys-
tem for conveying data between nodes. Common applications are temperature
and humidity sensors and "smart" city development.

Depending on the choice of technique, there will also be different topologies available
for implementation. The most simple one (which is not really a topology) is device-
to-device communication where there are just two devices communication with each
other without a base station or gateway. One of the more common topologies is the
star topology where there is a central hub that communicates with many devices
that in turn only communicates with the central hub. A more advanced topology is
the tree topology that essentially is a star-on-star implementation where the central
hub in each star also communicates with a central hub of a higher order and thus
relays the communication with the devices upwards in the hierarchy [27, Chapter 2,
p. 13-15].
Mesh networks is a topology where the devices not only communicate their own
data but also can act as a router to be able to relay messages from nearby devices.
This means that they can reach destinations that are not within range of source
devices. Mesh networks can also be combined with tree topologies were the nodes
themselves can make specific nodes into hubs of different orders depending on for
example available power, location and the number of devices nearby. This topology
is called clustered hierarchical topology [28].

2.3.2 Constraints on transferred data

In the choice of IoT architecture design, the type, frequency and real-time and la-
tency consistency constraints of the transferred data is of great importance. The
decision on communication technique will in most cases limit the data transfer rate
(some long range radios, for example, can only carry a few bit/s). The architec-
ture also depends on how often data needs to be transferred and if there are any
time constraints on the delivery. A humidity sensor system, for example, that is to
collect data from sensor nodes a few times a day, will differ greatly from a system

15



Chapter 2. Background Study

continuously sending data on position or likewise. The latter one would, in compar-
ison, probably have a great deal more constraints on both latency consistency and
real-time implementation. There would, again, be a different case if the system was
to transfer larger data (i.e. images, sounds etc.) than the mentioned, simple ones.
The more complex the sent data types are, the more resources are spent. Simpler
data can be transferred more efficiently, though limits the complexity and amount
of data transferred.
Probably one of the largest obstacles when designing IoT systems is to figure out how
to handle the large, and continuously increasing, amount of data. Cloud computing
is one way of doing this. Here, the data is transferred to a cloud where shared
resources, e.g. servers, storage, applications services, networks, are used to process
the data. The cloud uses shared resources, simplifying for costumers when they
need to process data by renting services and resources. Because of the large variety
of things connected to the Internet, cloud computing may not provide the best
solution since it can never be optimised for all possible applications. One problem,
for example, is real-time applications that could be compromised by delays and jitter
in a network. Another problem is security. Since cloud computing requires that the
data is sent over the Internet between networks it can leave the data exposed at
various connections where the security is not in control. Security will be discussed
more in the next section.
An alternative to cloud computing is called "Fog computing". It leaves the processing
of data at the edges of the network, in the so called "fog". Fog computing should
provide most of the services that cloud computing usually does. Since it is located in
the edges of the network, the end nodes, it will have better knowledge of what kind
of data that is handled and can therefor be more optimised than cloud alternatives.
Here, again, real-time applications can be taken as an example, benefiting more from
fog computing by the reduction of latency. With the increased amount of data from
more connected devices, fog computing can reduce the movement of data over large
networks. By handling data in this fashion, cost and latency can be reduced [29].
Facilitating this kind of development is in large the decreased costs for hardware,
enabling for more complicated actions in even the smallest devices.

2.3.3 Security management

Concluded in section 2.1.2, the questions about security in IoT system is highly
important and something that a system developer needs to prioritise when making
design choices. If systems for instance are to transfer bank account or credit card
details, personal information or other data that might be used in a harmful way,
there is going to be demanding security constraints on the design. Developers are
going to face troubles such as eavesdropping, corruption, interruption and injection
of data transfer. Additionally, even if sent data in itself is not sensitive, the entire
information gain can be vulnerable if used by wrong parties. Consider, for instance,
an IoT system transferring data on position of individuals or light activity in homes
and offices. Sending such information could enable for external persons to figure out
whether or not the individual is home. The security mechanisms designed to protect
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communications must provide appropriate assurances in terms of confidentiality,
integrity, authentication and non-repudiation of the information flow [30].
Critics and doubters of IoT development mention security management as the ab-
solute largest obstacle [31] [32]. They emphasise distinctly the importance of in-
cluding security considerations early in the development process, or else the result
might suffer poorly. They also pinpoint the trouble of having such an increasing
device production without necessarily prioritising security management, meaning
that developers design a global system that one day might spin out of their control.
There is also a chance that users of IoT systems might start to feel uncomfortable
or doubtful of the security and because of that start impending the development. If
the latter would happen in a large scale (that is, if IoT generally would start to be
considered "unsafe"), the future progress of IoT would definitely suffer.
The U.S. Federal Trade Commission (FTC) chairwoman, Edith Ramirez, addressed
the Consumer Electronics Show in Las Vegas in 2015 with a letter of concerns for IoT
security [33]. She highlighted the trouble of having ubiquitous data collection, where
the potential use of all constantly collected data is not yet known and therefore poses
a risk. She also argued that the small size and limited processing power of many
connected devices could inhibit encryption and other robust security measures.
In summary, one can conclude that security management in IoT system is indeed
important and something that should be included early in each design process. As
the security constraints will differ greatly depending on what kind of data that is
transferred ad what kind of communication protocol that is used, there is no clear
way in which a security standard can be stated. A survey of security protocols
for IEEE 802.15.4 [30] and a physical layer security proposal [34] are examples of
attempts for generalising and solving some of the security problems.

2.3.4 Power management

Powering IoT system can be challenging in a number of ways. Continuously polling
or broadcasting data can be very power consuming and there might not always
be an appropriate way of supplying the devices with current or connect powerful
enough batteries for the desired life span. In many ways, the power management
becomes a questions about designing ultra efficient devices with hardware that can
handle sensing, (in some cases) computing, storage and wireless communication at
minimal energy consumption. There is also a demand for intelligent designs where
system-level power management, such as implementing sleep modes, can be utilised.
Devices often have various levels of sleep modes that enables for different features
and consume different amount of energy. Transition times between different sleep
modes and turn-on time for various peripherals, such as radio, are also vital for the
power consumption [27].
In a general power supply perspective, this thesis project proposes a division of
IoT devices into the following groups (a partly similar model was proposed by H.
Jayakumar et al. 2014 [35]):
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• Type I: Devices directly connected to a power source. These can either be
individually hooked up stationary devices, or be a part of another device that is
already supplied with power (e.g. microwaves, refrigerators, washing machines,
industrial machines etc.).

• Type II: Ephemeral devices (e.g. wearable devices such as fitness monitors,
smart wristwatches etc.). These devices consume a relatively large amount
of power although are in a group of products that users feel accustomed to
charge quite frequently (once every 1-14 days).

• Type III: Semi-ephemeral devices (e.g. light controllers and home atomisation
tools). These kind of devices are expected to operate for a longer time and still
produce a substantial amount of data transfer (sufficient enough to motivate
a change of battery less than once every year).

• Type VI: Semi-permanent (e.g. home security and temperature, humidity and
water leak sensors). These kind of devices could be referred to as "set-and-
forget" and should have a life time of 5-10 years.

• Type V: Practically permanent devices (e.g. monitors for public infrastructure
such as bridges, highways, and parking structures). Devices belonging to this
group are, once installed, never meant to change the battery (life time longer
than 10 years).

• Type IV: Passively powered devices (e.g. Radio-Frequency Identification (RFID)
tags, smartcards). These devices do not have a power supply of their own but
instead make use of another source (e.g. a RFID reader) for accumulating
energy enough for data transfer.

• Type IIV: Energy harvesting devices. This group of devices generates energy
from the environment they are functioning in and therefor has no direct power
source of their own.

Estimating power consumption of a device and predicting the life-span of its battery
is a varying and sometimes complex task with a variety of ways to solve it [36]
[37] [38]. Since this project has divided devices largely based on their life-span, a
convenient way of normalising their performance is by expressing it in number of
days of usage for the device. In order to estimate this, one can study the charge used
by the device and compare it from the total charge capacity of a defined battery.
One way to express the charge used by a device is by integrating the current over
time as seen in equation (2.1). Here, Qu denotes the charge used by the system
during a given time, t. I(t) is the current at given time.

Qu =
∫ t

0
I(t)dt (2.1)

The different significant current consumption stages that a device goes through are
sleep or deep sleep, awake and connecting state and sending and/or transferring
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state. The integration can either be carried out with the help of MATLAB or any
other numeric calculator, or by estimating the current consumption during above
mentioned states and multiply it with the estimated time of execution. Specifications
of different technologies often tend to do the latter, often only by counting the time
and current consumption during sending states.
As mentioned aboive, one way to generalise a device’s power consumption abilities
is to estimate its survival time on a specific battery. All batteries come shipped
with a certain amount of charge, expressed in Coulomb, C, or in Ampere hours, Ah.
Equation 2.2 describes an estimation of the number of days a device can be utilised
depending on the sending period.

Days of usage = Qbatt∫ tp

0 I(t)dt

3600

· tp
3600 · 24 = Qbatt∫ tp

0 I(t)dt
· tp24 (2.2)

Here, Qbatt is the total charge of the new battery measured in Ah. The variable tp,
measured in s, is one period of sleeping - waking up - sending and/or receiving - going
back to sleep. The period and the time spent during its different stages will vary
depending on how often the user intends to send or receive data, the amount of data
transferred and what system qualities that are implemented (security, encryption,
acknowledgement etc.).
Above the life time of a battery has been calculated by looking at the current con-
summation over time to get the charge. This can be more generalised by looking at
the energy consummation, the measured current is then multiplied with the voltage
of the device to get the power and then integrated over time as seen in equation 2.3.

E =
∫ t

0
U(t) · I(t)dt (2.3)

Here E is the energy and U(t) is the voltage at given time.
While estimating one also has to take the battery quality and its self-discharging
capabilities in regard. It is also important to include the chance of failure while
the device is in connecting mode as this will increase the time spent in more power
consuming modes.

2.3.5 Operation management

In order to manage all communication and information in an IoT system operational
tools are needed. On the devices the Real Time Operating System (RTOS) provides
abstraction to the developer and supports the interactions between the application
and hardware where it manages resources and schedules tasks. In a sensor node,
for example, the operating system manages the tasks of handling the data from the
sensors and the task of communicating that data [20]. RTOSs are also able to work
in real time, as the name implies, which could be important when working with
sensor data that is time sensitive.
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Because of the heterogeneity of the devices in an IoT system there is also a need
for a middleware that manages the communication upwards towards the cloud [39].
The middleware may be controlled by a different Operating System (OS) and pro-
vides further abstraction between the end devices (technology level, communication
capabilities, functions etc.) and the application level [40].
Below, functional aspects of the operating systems are presented.

Scheduling

The OS and middleware are in charge of scheduling the tasks at their levels, trying to
make it as efficient as possible. There are two main scheduling techniques: queueing-
based and round robin scheduling. Queueing-based scheduling stores incoming tasks
in a queue and executes them most commonly by the first-in-first-out rule. The tasks
could, however, have different priorities or there could be other rules applied that
would change the order of the tasks. In round-robin scheduling the time during
which a task is processes is predefined. If it has not finished within the time slot
the task has to wait to finish until it gets another time slot. By using round-robin
scheduling the processor is able to work with several tasks in parallel. A positive
aspect of this is, for example, that short tasks will not be put on hold in favour for
a long (perhaps unnecessary) task to be finished.

System Calls

The OS supplies system calls that are used for accessing hardware resources such
as radios and sensors. This is a part of the abstraction between the hardware and
the application so that developer does not need to know exactly how the hardware
is accessed.

Multithreading

By using multithreading a task can be divided into several pieces that are executed
concurrently by independently scheduling the pieces. Threads that originate from
the same task are able to share their data and address space can communicate with
each other. It can be resource costly to have many threads and it will slow the
processor down. One approach to this problem is to only have a limited amount of
threads kept in a "pool". The treads then wait for a task assignment and once it is
completed the tread returns to the pool.

2.3.6 Development and maintenance process

After the hardware and communication interface have been chosen, the development
process of the application often starts by working with a development board. De-
velopment boards are Printed Circuit Board (PCB)s usually manufactured by the
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companies that also manufactured the MCUs. Working with a development board
provides access to all features of the MCU, it is not optimised for a specific use case.
When choosing development board there are a couple of things to study (except for
the properties of the MCU): what kind of communication interfaces are available,
(e.g. radio interfaces), what peripherals does the board supply, what other features
exists (buttons, LEDs, sensors etc.) and what technical support around the product
including compiler, toolchain and examples that are available [41].
Having a large community or ecosystem around a platform could be greatly help-
ful for the development process, making it easier to find answers to questions and
problems. Some ecosystems, like the Arduino, also have many hardware shields that
could be used. A hardware shield is a PCB that has a specific feature, like a sensor
or radio without having its own MCU. Instead, it has a connection layout that fits
the pins of the platform that it is designed for, making it easy to add functionality.
As mentioned, Arduino has a large ecosystem with many hardware shield and other
companies have adopted the pin layout of their development boards to be able to
use shields originally made for Arduino boards.
When choosing how to develop the software for these applications, it is important to
look at what development tools that are available for different platforms and what
devices that are supported. Development tools include support for creating, com-
piling, debugging, simulating and maintaining software. Available libraries are also
important to use in order to speed up the development process. Example codes for
applications could reduce the time it takes to get started [42]. An Integrated Devel-
opment Environment (IDE) is a package that can be used that includes development
tools and libraries.
For maintenance of IoT system reprogramming may be required. It may not be
feasible or effective to reach all units physically and dynamic programming allows a
software to be updated without manually updating each unit at its location. Reasons
for dynamic reprogramming could be settings that cannot be determinate before
deployment, changes over time or updates or bug fixes during operation [20, Chapter
4, p. 69-75].

2.3.7 Final cost of the product

Cost of both the chosen platform and the time spent developing will also affect the
choice. When estimating the final cost of a end device product, one must consider
not only the cost of the hardware components (i.e. MCU, radio chip, sensors etc.)
but also all additional costs surrounding a project. Choosing a mature system, for
example, may heighten the original hardware cost though will have a higher chance
of lowering the time of development and therefore the cost of paying developers.
Depending of the choice of communication technique, there might also be license
cost involved for designing a product based on that specific technology.
Important factors when studying cost of development for IoT end devices are the
quantity of products to be designed, the time plan for the project and the technical
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qualities and experience among the developer(s).

2.4 Delimitations and boundaries

The focus of this thesis project is to look at the end devices shown in figure 2.1. More
specifically, these end devices are going to be wireless and use the communication
interfaces from group II, III and IV in section 2.3.1. Since the focus will be on
wireless devices there will also be focus on power management and the devices will
be of type III, IV and V in section 2.3.4, which are devices that are battery driven
and need to change battery about once a year to devices that should operate more
than ten years on the same battery.
Chapter 3 goes into the available communication technologies and hardware that
are suitable for the end devices mentioned above and it is the metrics that concern
these that are continued to be worked with. Operation management, development
and maintenance will not be focused on in detail the security aspect is limited to
only looking at available security for the techniques. The thesis will not go into the
depth of how the security work or compare different security solutions.
The tests performed focuses on power management of different communication pro-
tocols, studying various data transfers and transitions between operation modes.
The devices that this thesis focuses on will only perform simple processing such as
converting Analogue-to-Digital Conversion (ADC) values to a physical quantity, for
example temperature, and communicating that data to another node or gateway.
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This chapter presents available technical solutions for this thesis project’s direction
within the process of designing IoT systems. It brings up choice of communica-
tion technique, hardware objectives and developing boards with possibly connected
ecosystems. These areas have high influence on the found metrics in section 2.3.
The comparisons done and the parameters discussed form the basis for the design
guidance tool.
The technical solutions to study were chosen based on published and non-published
articles as well as on interviews made with experts in the area. The seven commu-
nication techniques and their compatible hardware were considered the leading ones
within the scope for this project.

3.1 Choice of communication technique

The choice of communication technique(s) in an IoT system affects parameters such
as operating distance, maximum connected devices, bitrate, power consumption,
latency, topology, security, robustness and cost of the final design. For the groups
of devices formed in section 2.3.1, different wireless communication technologies
are specialised for communication groups II and VI. As they are designed for quite
diverse purposes, it would be inconvenient to compare all mayor techniques with each
other. Instead, this thesis project has chosen study the following leading techniques
from each group case wise:

• Short-range communication techniques Bluetooth Low Energy (BLE) [43],
ANT+ [44], Zigbee [45], Thread [46] and Z-wave [47] (Group II).

• Long-range communication techniques LoRa (and LoRaWAN) [48] and Sigfox
[49] (Group VI).

A substantial amount of additional techniques have been left out in this focus group.
Wi-Fi is a widely spread and accepted technique, though is not yet fully adapted to
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IoT systems (e.g. by not being power efficient enough) and has therefore been chosen
not to be studied. Cellular systems (3G, 4G etc.) have been left out on account of
both too high power consumption and too high cost. In the long-range category,
there is a large variety of proprietary protocols and plenty of them have favourable
IoT qualities. In order to receive an acceptable overview of the technical aspects,
the two techniques mentioned above as long-range techniques (both prominent in
their field) have been chosen to be studied further.
The studied parameters and the information collected on the different techniques
adds a substantial amount of data to the evaluation framework. It also forms the
basis for the design guidance tool presented in chapter 5. The following subsec-
tions covers an overall study of the mentioned techniques and the areas in which
they differ. First, an introduction to wireless techniques are given, followed by the
short-range and the long-range technologies respectively. In the specific technology
chapters, a short industrial introduction to the technique is given, followed by some
technical specifications (i.e. range, network size and security) and implementation
setup.

3.1.1 Introduction to wireless communication techniques

In order be able to critically evaluate different wireless communication techniques,
one must first understand the theory behind the radio designs, and how it affects the
final choice. The primary point of concern is the frequency in which the wireless radio
technique operates in. The most common frequency, that also is globally enabled
and open for all traffic, is 2.4 GHz. Commonly known techniques such as Wi-Fi’s
and Bluetooth’s radio chips operate in this frequency band. There are, however,
plenty of techniques available for both lower and higher frequencies. Generally, the
lower frequency a technique operates on, the more power is able to be transmitted
and results in a longer operating range. Estimations can be made with the modified
and accepted version of Friis’ transmission equation [50]

Pr

Pt

= GrGt(
λ

4πR)2 (3.1)

where Pr is the power available on the receiving antenna, Pt is the transmitted power,
Gr and Gt are antenna gains (combining the antennas directivity and electrical
efficiency), λ is the wavelength of the radio and R is the distance between the
antennas. The wavelength correlates to the frequency, f by

λ = c

f
(3.2)

where c is the constant speed of radio waves (speed of light).
Another aspect to take into account are the levels specified in the Open Systems
Interconnection (OSI) model by the chosen technology. The radio transmission just
discussed compounds the physical layer (PHY) in the OSI model. The second layer,
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the data link layer, is in Local Area Network (LAN) often referred to its two sub-
layers Media Access Control (MAC) and Logical Link Control (LLC). Along with
the rest of the layers (network, transport, session, presentation and application),
the complete system for communication is designed. These layers are more or less
defined by the different techniques, something that needs to be taken into account
when choosing technique.

3.1.2 Short-range communication techniques overview

With a normal operating range of between 5-30 m, the short-range communication
techniques have grown strong in wireless networks. Two leading technologies within
wearable device development and health and exercise monitors, that both have a
large quantity of products on the market, are BLE and ANT+. These technologies
are similar on many occasions, and they are trying to cover roughly the same mar-
ket. There are, however, several aspects that set them apart, which will be further
discussed. BLE also competes with Zigbee, Thread and Z-wave on the market for
home automation, security and light/heat control.

Bluetooth Low Energy

Founded in 1997, Bluetooth (or Bluetooth Classic) have covered a lot of ground on
the market for wireless systems and has a well-known market name. Their focus has
been on cable-replacement and wearable devices and they have, since the entrance
of BLE (or Bluetooth 4.0, Bluetooth Smart) [51] in 2010, opened up for IoT device
development. BLE is governed by the Bluetooth Special Interest Group (SIG) who
owns the Bluetooth trademarks and oversees development of all Bluetooth stan-
dards. Even though the technology does not have the same spread or functionality
as Bluetooth Classic, it can still rely on a commonly known name and the fact that
plenty of large companies enables for the technology in their products. With the
introduction of IPv6 in their version 4.1, BLE enables wider network connectivity.
According to the Bluetooth SIG, more than 90 percent of Bluetooth-enabled smart-
phones, including iOS, Android and Windows based models, are expected to be BLE
enabled by 2018.
BLE operates on 2.4 GHz and is based on Institute of Electrical and Electronics
Engineers (IEEE) 802.15.1 standard, with all layers of the OSI-model defined. It is
open standard though developers are required to be registered in order to launch
products. The normal operating distance is around 10 m though they claim to
have a theoretical maximum range of 150 m. BLE uses master/slave (referred to
as central and peripheral devices) topology and can have a theoretical maximum
connected nodes of 232. However, the hardware on the radio chip appears to often
limit the number of connected devices to around 4-12. The maximum bitrate is
stated to 1 Mbit/s, the maximal transit power to 10 mW and the latency to 6 ms.
BLE uses a 128-bit Advanced Encryption Standard (AES) key for encryption and
adaptive frequency hopping, 24-bit Cyclic Redundancy Check (CRC) and 32-bit
Message Integrety Check for robustness.[51]
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In BLE systems, unconnected devices have two ways of communicating: advertising
data or scanning for response. Both payloads are identical and can carry up to
31 bytes of data. In the advertising process, any peripheral device will have a
customised set advertising interval, during which it transmits its advertising package.
If a peripheral device is communicating to plenty of central devices, it is known as
broadcasting. If a central device is interested in the scan response payload (and
it is available on the peripheral) it can also optionally request the scan response
payload. Once a connection is established between two devices, the peripheral will
stop advertising and can only communicate to its central device through concepts
called services and characteristics. Stated in the original protocol, one slave can only
be connected to one master at a given time. In later versions, however, peripheral
devices are enabled to switch connections between different centrals, something that
could be utilised to design BLE mesh networks. A standard for meshing is currently
under development and will be announced in version 4.3 sometime during 2016
[51][43].

ANT+

The wireless protocols ANT and ANT+ [52] were launched in 2003 and were origi-
nally designed from scratch for the particular use in sport and health applications.
Focus was held at power consumption and the ability to deal with a high node count
in local network cells [53]. Hundreds of companies have joined the ANT+ and there
are more than 100 million devices on the market [44]. ANT+ is considered to be
established in their focus area though a little limited in flexibility (partly due to
its proprietary features). In comparison to similar techniques, ANT+ is considered
low-power and well-suited for its purpose. It seems, however, to be a little limited
to its scope.
Just as BLE, ANT+ operates in the 2.4 GHz band and has defined the physical, link,
network and transportation layer. The specified maximum device count in a network
is 65,536. The normal communication range is about 10 m and the maximal bitrate
is 1 Mbit/s. It uses a 64 bit network key with optional application layer security
and adaptive isochronous network technology to ensure coexistence with other ANT
devices. [44]
Designing an ANT+ system is a large sense profile-based, where different standard-
ised use cases, accepted by the ANT society, are available for implementation [44].
The ANT protocol supports a large range of scalable network topologies such as
simple Peer-to-Peer (P2P), star, broadcasting, practical mesh and shared clusters.
The majority of ANT implementations use synchronous, independent, bidirectional
channels. When a master node opens a synchronous channel, the master node first
opens a search window to check that its transmission is not likely to interfere with
the transmission of another device and thenceforth transmits the message at the
designated channel period. In other words, once the channel is opened, a master
device will always transmit a message on each channel time slot. When using bidi-
rectional channels, the master device keeps its radio receiver on for a short time
after it has transmitted each message. This allows the slave to optionally send data
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back to the master immediately after it has received a message.[52]

Zigbee

The Zigbee protocol was standardised in 2003 based on IEEE 802.15.4 (standard
consisting of PHY and MAC layers) and is targeting applications that require rela-
tively infrequent data exchanges at low data-rates over a restricted area and within
a 100 m range. Zigbee is specialised in home and security automation. For a long
time, it was considered the least power consuming technique for communication
within IoT systems, compared to for instance Bluetooth or Wi-Fi. Zigbee has been
around for a long time and has a relatively large amount of devices on the market.
The technology uses three license-free frequency bands. In these bands it has a
total of 27 channels divided into the following: 16 channels at 2.4 GHz with a
bitrate of 250 kbit/s, 10 channels at 902 to 928 MHz with 40 kbit/s, and one
channel at 868 to 870 MHz with 20 kbit/s. However, only the 2.4 GHz band operates
worldwide, the lower frequencies are region bound. The 868–870 MHz band operates
in Europe, while the 902–928 MHz band operates in North America, Australia,
and other countries [45].The Zigbee technology has defined all layers in the OSI-
model and around 65,000 nodes are capable of sharing the same Zigbee network
simultaneously. It uses a Extensible Authentication Protocol (EAP) with a 128 bit
symmetric AES encryption key, and Direct Sequence Spread Spectrum (DSSS). [54]
The Zigbee network layer supports star, tree, and mesh topologies. In a star topol-
ogy, the network is controlled by one single device called the "Zigbee coordinator".
It is responsible for initiating and maintaining the devices in the network. The rest
of the devices, known as end devices, directly communicate with the coordinator.
In mesh and tree topologies, the Zigbee coordinator is responsible for starting the
network and for choosing certain key network parameters, although the network
may be extended through the use of Zigbee routers. In tree networks, routers move
data and control messages through the network using a hierarchical routing strategy.
Tree networks may employ beacon-oriented communication. [54].

Thread

Just as Zigbee, Thread is based on the low power consumption standard IEEE
802.15.4 . Thread, however, uses IPv6 and IPv6 over Low power Wireless Personal
Area Networks (6LoWPAN) in the OSI layers between APP and MAC and therefore
has a more convenient network addressing approach than for instance Zigbee. It is
designed specifically for connected home applications where IP-based networking
is desired and a variety of application layers can be used on the stack. In July
2014, a group consisting of Samsung, ARM Holdings, Freescale, Silicon Labs, Big
Ass Fans and Yale joined together in order to attempt to make Thread standard
for the industry. Many chip vendors that are producing systems for short-range
communication these days, which is an increasing amount, support IEEE 802.15.4
and Thread.
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Thread is operating on 2.4 GHz frequency and uses an elaborated way of discov-
ering optimal routes in the system and repairing them if needed. It has a stated
normal operating distance of 20-30 m and one network can compound of up to 250
devices. MAC layer encryption and integrity protection is used on messages based
on keys established and configured by the higher layers of the software stack. The
network layer builds on these underlying mechanisms to provide reliable och robust
connections. Thread devices support ICMPv6 (Internet Control Message Protocol
version 6) and UDP (User Datagram Protocol) [55][46].
In Thread systems, there are four named types of devices: border routers (providing
connectivity to adjacent networks such as Wi-Fi or Ethernet), routers (providing
routing service and structures how and when other devices can join the network),
router-eligible end devices (not generally acting as routers but can do so if necessary)
and sleepy end devices (communicating only thorough their parent device). The
Thread technique supports full mesh connectivity between all routers in the network.
The actual topology is based on the number of routers in the network. If there is
only one router or border router, then a basic star topology is formed. If there is
more than one Router then a mesh network is automatically formed. [55]
In a Thread system, none of the devices represents a single point of failure. While
there are a number of devices in the system that perform special functions, Thread is
designed so that any device can be replaced without impacting the on-going commu-
nication. For example, a sleepy child (slave) requires a parent (master) for enabling
communication. If the parent would be unavailable, however, the sleepy device can
and will select another parent. A network leader is required to make special decisions
by for example assigning router addresses and allowing router requests. A router or
border router can assume such a leading role. Just as the case of parents, another
router or border router assumes the leader role if the current leading would fail. It is
this autonomous operation that ensures there is no single point of failure. However,
there will inevitably be occasions when devices do not have backup capabilities. In
a system with a single gateway, for example, there are no means to switch to an
alternative gateway if the first gateway loses power. [55]

Z-wave

Another way for short-range communication is the proprietary technique Z-wave,
originally founded by Zensys. In 2008 it was acquired by Sigma Designs and they
continued the development. They are the only original chip vendor and they only sell
to Original Equipment Manufacturer (OEM)s. However, more than 500 consumer
home control products are available in stores like Home Depot and Lowes, although
many do not state that Z-Wave is used.
Available data rates include 9600 bits/s and 40 kbits/s. Output power is 1 mW or
0 dBm. As with any wireless technology, the range of transmission depends on the
environment. In free space conditions, a range of up to 30 meters is possible. The
through-wall range is considerably less, of course. Although the technique uses AES
encryption key and specifies high security standards [47], that certain aspect of the
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technique has been criticised [56].
Z-wave operates on the Industrial, Scientific and Medical (ISM) band 868 MHz in
Europe and in other varying frequencies in other countries. International Telecom-
munications Union (ITU)’s standard includes Z-wave’s PHY and MAC layers, and
all other layers are defined by the Z-wave alliance. The Z-Wave technology uses
mesh networking. The nodes either communicate directly with one another, if they
are within range, or they link with another node that both can access and exchange
information. A Z-Wave network can have up to 232 nodes. Multiple controllers can
be set up to partition a network as required for different functions [57].

3.1.3 Long-range communication techniques overview

The techniques for long-range communication differ a great deal from the shorter
range technologies. The two long-range technologies studied in this thesis project,
LoRa and Sigfox, use a technique similar to the one of GSM. The end devices in
those systems have to utilised a gateway in order to communicate to each other.

LoRa and LoRaWAN

When referring to this technology, LoRa defines the proprietary PHY layer of and
LoRaWAN defines the open source layers (MAC and part of the network layer)
on top of LoRa. It targets Wireless Area Network (WAN) applications and it is
designed to provide low-power WANs with features specifically needed to support
low-cost, bi-directional communication in IoT systems. The technique is suitable for
smart city and industrial applications. It can communicate over 5000 m in urban
environment and supports large networks with millions of devices.
LoRa chips transmit in the sub-gigahertz spectrum (109 MHz, 433 MHz, 866 MHz,
915 MHz). LoRaWAN networks are implemented in star-of-stars topology where
gateways relay messages between end devices and a central network server. End
devices use single-hop LoRa or FSK communication to one or several gateways and
the gateways in turn are connected to the network server via standard IP. LoRaWAN
uses an AES with a key length of 128 bits.[58]
In LoRaWAN networks, three types of devices are classified [58]:

• Class A: Bi-directional end device. These devices allow for bi-directional com-
munications by having each end device’s transmission to its gateway followed
by two short receive windows. This means that the Class A end devices are
able to receive data shortly after their own transmission. The time slots are
scheduled by a technique called ALOHA where the end device’s actions are
based on its own communication needs with only a small variation based on a
random time basis. Class A devices are lowest in power among classified LoRa
devices, mainly by being in deep sleep, non-communicating mode for most of
the time.
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• Class B: Bi-directional end devices with scheduled receive slots. In addition to
the receive window open after transmission (like Class A) , Class B devices also
open extra receive windows at scheduled times. In order for the server to know
when the end device is listening, the end device receives a time synchronised
beacon from the gateway when it is scheduled to open.

• Class C: Bi-directional end devices with maximal receive slots. Class C devices
have invariably open receive windows that they only close when transmitting.
This obviously leads to higher power consumption although also the lowest
end-to-end latency.

Sigfox

Proposed as an alternative to when the range of Wi-Fi is too short and cellular
too expensive, Sigfox has gained attention by providing these attributes, although
at a considerably lower price. Sigfox uses a technology called Ultra-Narrow Band
(UNB) and is particularly designed to handle low data transfer. Being already
implemented in thousands of connected objects, the Sigfox network is continuing to
grow in large cities in Europe. The specifications state a robust, power-efficient and
scalable network setup enabling for plenty of devices communicating over a large
range. The technique appears suitable for devices such as patient monitors, security
devices, street lighting and environmental sensors.
Sigfox uses the ISM bands (868 MHz in Europe and 902 MHz in the US), which are
free to use without the need to acquire licenses, to transmit data over a very narrow
spectrum to and from connected objects. It offers speeds of between of 10 to 1,000
bit/s. During the communication, no negotiation is setup between the device and
a gateway. The end devices simply emit in the available frequency band and the
signal is detected and decoded by the closest base stations. Each sent message is
authenticated using a hash mechanism and a private key specific to the device [49].
As Sigfox is a proprietary technique, the development possibilities are sometimes
limited. First of all, designed devices need to use one of the commercial Sigfox
gateways in order to function and send data. It is, by this, not possible to design
complete stand-alone systems with individually designed gateways. The function
of the devices are furthermore dependent on what the Sigfox developers provide in
their modules - there are no large possibilities for a new developer to design from
scratch.

3.1.4 Technical comparison of wireless technologies

In the design guidance tool presented in chapter 5, the six discussed techniques are
summarised and form the basis for the choosing process. Some parameters, such as
power consumption, are going to be verified through experimental testing and by
reviewing published case studies. This process is presented in chapter 4.
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3.2 Choice of hardware platform

There are a variety of platforms on which the communication techniques can be
implemented and the choice of platform will influence the performance of the final
system. In what ways and an introduction to available hardware is presented below.

3.2.1 Platform objectives

When choosing hardware for the application there are are several objectives that are
important, for instance performance, operation modes, peripheral support, memory,
availability cost and size [27, Chapter 3, p. 51] [21, Chapter 2, p. 27-30]. These
objectives are described more in detail in the following sections.

Performance

The performance of an MCU is dependent on a range of parameters. First of all,
it is the bit width that defines how many bits that can be changed at a time. The
instruction set defines what can be processed with one single instruction. How
many tasks that can be handled in parallel is also a factor and can be scheduled in
different ways. The architecture (depending on the above factors) determine what
can be done in one cycle by the MCU and the clock frequency decides how many
cycles per second that can be performed. With increased clock frequency the power
consumption will also increase. In embedded systems the integrated peripherals,
which give operation dedicated hardware, also influences the performance. [59]

Operation modes

A microcontroller can usually be set into different operation modes, or sleep modes,
that will affect the microcontroller’s performance on power consumption. Important
parameters when looking at sleep modes are the transition time between modes,
transition power consumption and amount of time spent in each mode.

Peripheral support

Depending on what the microcontroller will interact with, the peripheral support is
very important. Peripheral support can be General-Purpose Input/Output (GPIO)
pins, ADC, Pulse-Width Modulation (PWM) ports and communication interfaces
such as I2C, SPI, UART etc. The number of pins and what they support can
vary between microcontrollers and it should be among the first thing to check when
choosing microcontroller.
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Memory

When choosing hardware, one needs to make sure that the microcontroller has
enough memory to support the application program (flash memory) and enough
memory for the variable storage (Random Accessible Memory (RAM)). This matter
might be difficult to know, especially if the software is not finished when choosing
microcontroller. Many microcontrollers, however, are available with different setups
and different amount of memory, and the developer will probably be able to degrade
the choice of hardware within the same family after the software design is set and
tested. Another aspect to have in mind is whether the software will have to be
upgraded in the future. If so, it is advised to ensure that there there is enough extra
memory space.

Cost and size

If many units are to be produced the cost of the hardware is for obvious reasons
important. The size is important if the units need to fit into small devices. System-
on-a-Chip (SoC) are microcontrollers that have extra features integrated, for exam-
ple radios. These are usually both smaller and have lower cost than the separate
microcontroller and radio chip put together.

3.2.2 Available microcontroller cores

Among the most popular core architectures for embedded microcontrollers that are
used for IoT end devices are the 8-bit Intel 8051 and the 16-bit Texas Instrument
MSP430. The most popular is the 32-bit ARM Cortex-M series and among those
there are the Cortex-M0+ and M3 that are targeting IoT end devices. The Cortex-
M3 is more powerful than the M0+ and is not focusing on low power end devices
and will therefor not be further investigated.

ARM Cortex-M0+

The ARM Cortex-M0+ is the most energy efficient ARM processor and it is built
upon the smallest ARM core Cortex M0 [60]. It is designed to be used for low-
cost devices and it has a low power consumption. Compared to 8-bit and 16-bit
microcontrollers the 32-bit Cortex-M0+ allows for more features, more sophisticated
interfaces, powerful interrupts and higher performance. Although the Cortex-M0+
might consume more energy while processing than 8-bit and 16-bit microcontrollers
it can finish a task faster and thereby be able to stay in sleep mode for a longer
time, increasing the energy efficiency [61, Chapter 1.2.7].
The ARM Cortex-M0+ is a Reduced Instruction Set Computing (RISC) processor
based on the Von Neumann bus architecture [61, Chapter 1.2.5]. It supports up
to 32 interrupts that are controlled with an interrupt controller and they can be
set to four different priority levels[61, Chapter 2.1]. The ARM Cortex-M0+ has
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two architecturally defines sleep modes: normal sleep and deep sleep. They can
be entered either by waiting-for-interrupt or waiting-for-event and there is also a
feature called sleep-on-exit that allows it to enter sleep modes automatically. The
Cortex-M0+ have a 2 stage pipeline [60].
Both the Cortex-M0 and Cortex-M0+ have a small set of 56 instructions and most
of these are 16 bits, which will lead to a acceptable code density. This is why it
makes a great competitor to existing 8 or 16 bit controllers[60].

TI MSP430

The Texas Instruments MSP430 are 16-bit ultra-low power microcontrollers that
build on a RISC CPU with a Von Neumann architecture [62, Chapter 1.1]. They
have vector interrupts and each interrupt vector has a distinct priority, which is
fixed in the hardware and cannot be assigned in the software [63, Chapter 6.6].
The TI MSP430 has five low-power modes. These are controlled with four bits that
are all cleared in active mode and specific bits are set for different power-modes [63,
Chapter 6.10]. The TI MSP430 does not support pipelining and can only handle
one instruction at a time. Time has to be allocated for the signals in the task to
complete all steps of the logic [63, Chapter 11.3.1].
The TI MSP430 has an instruction set of 27 native instructions and 24 emulated
ones. The emulated instructions are there so it is easier to read and write the code
but they are replaced with native instructions automatically by equivalent assembler
[62, Chapter 3.4]. Since the TI MSP430 was designed for low-power consumption it
focuses on completing tasks in as few clock cycles as possible. This would require the
instruction set to match the program, implying that a large instruction set would
be better suited. A large instruction set, on the other hand, consumes more energy
[63, Chapter 5.4].

Intel 8051

The Intel 8051 is a 8-bit CISC CPU with a Harvard architecture developed by Intel
in 1980. Many companies have since built their 8-bit microcontrollers based on this
core making it popular on today’s market. The basic 8051 core needs a minimum of
12 clock cycles to complete a instruction but there are versions that need less clock
cycles [64].
Even though the 8051 core is old it can, when updated with modern technologies,
be a viable options when higher bit MCUs are not needed to reduce cost and devel-
opment time [65].

3.2.3 Microcontroller manufacturers

In the following sections, some manufacturers of microcontrollers aimed to be used
within the areas defined in section 2.4 are listed. Of course there are other manu-
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facturers such as Atmel, RDA Microelectronics etc. but for this thesis the following
manufacturers have been surveyed because of interest form the company and past
references.

NXP Semiconductors

NXP has two series of microcontrollers that are relevant: the L-series and W-series.
The L-series focuses on ultra low power and the W-series on wireless connectivity
(and has integrated sub-1 GHz and 2.4 GHz RF transceivers). FRDM-KL46Z is a
development board for the L-series and with an with a shield hat have the CR20A
radio transceiver it can support BLE and Zigbee. Development boards for the W-
series are the FRDM-KW40Z and FRDM-KW41Z. The FRDM-KW41Z supports
both BLE and Thread but will not be available until the secon half of 2016. The
FRDM-KW40Z Supports BLE but has to little flash memory to support the Thread
stack. The L series is based on the ARM Cortex-M0+ core and the W-series is based
either on the ARM Cortex-M0+ or Cortex-M3 [66].

STMicroelectronics

STMicroelectronics have the STM32L0 series for ultra low-power applications and
the SRM32F0 series for cost-sensitive applications. The STM32L0 series is based
on the ARM Cortex-M0+ core and has STM32 low-power features that allows it to
be used for battery operated or energy harvesting applications. It also has built-in
hardware encryption.
The STM32F0 series is based on the ARM Cortex-M0 core and while being made
for cost sensitive applications it still has all the essential features like the rest of the
STM32 family [67].
STMicroelectronics also has the STM8L series which consists of 8-bit micro con-
trollers for ultra-low power consumption, that suits for example portable devices
[68].

Silicon Labs

From Silicon Labs, EFM32 Happy Gecko and EFM32 Zero Gecko are two series
microcontrollers made for ultra-low power applications based on the ARM cortex-
M0+ core. The Happy Gecko series has more memory and the Happy Zero series
draws a little less energy. Both of these have flexible energy management systems
with five different energy modes [69].
Silicon Labs also has the Mighty Gecko series which consists of low-power wireless
SoCs that have 2.4 GHz transceivers that can support Thread and Zigbee. For BLE
Silicon labs have Blue gecko series an there are developmentboards for both series.
These are based on the ARM Cortex-M4 and Cortex-M3 core and is more powerful
than the Cortex-M0+ [70].
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Nordic Semiconductors

Nordic Semiconductors focuses on ultra-low power solutions that are wireless. They
have four product lines that each focus on 2.4 GHz RF, ANT, Bluetooth Smart and
Sub-1 Ghz frequencies. The nRF51 series builds on an ARM Cortex-M0+ core, the
nRF52 series that builds on an ARM Cortex-M4 core and the nRF24L Series builds
on a 8-bit 8051 core [71]. All of these series have available development kits.

Texas Instruments

The series that are interesting from Texas Instrument are the ultra low power MCUs
which are MSP430 16-bit microcontrollers. The series includes MCUs that for exam-
ple can withstand extreme temperatures or that can be operated with low voltage.
For wireless communication they have the SimpleLink, which includes the CC1x
series for sub-1 Hz technology and the CC2x series for Bluetooth Low Energy, Zig-
Bee, 6LoWPAN and proprietary 2.4 GHz technologies. Both of these features ARM
Cortex-M3 and 8051 cores [72].

3.3 Technical solutions in summary

To help in the choice of technologies to use in a project the communication technolo-
gies and hardware mentioned in section 3.1 and section 3.2.1 have been combined
in possible combinations in a Design Guidance tool that is further presented in
chapter 5. The Design Guidance Tool is at this point an Excel spreadsheet where
communication technologies and compatible hardware have been matched and can
be filtered on all parameters to find solutions for a project. Graphs that show the
relation between some parameters are also presented in chapter 5 to get a better
overview.
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In-Depth Study and Data Collec-
tion

The data collected from technical specifications and company papers answers to
plenty of the evaluation metrics. There are, however, some areas that depend upon
a variety of factors and thus need to be verified through experimental testing case-
wise. Power consumption, operating range and latency are examples of such areas.
This chapter presents the data collected from existing case studies and from the
experiments that have been carried out. The collected data aims to complement the
evaluation framework presented in chapter 5. Focus in the data collection has been
held at power consumption and it aims to act as a basis for an energy consump-
tion estimation. The technologies that have been looked into are the short-range
communication techniques BLE and Thread.

4.1 Experimental data collection

In order to investigate and compare two different communication techniques, there
are a few considerations that need to be done. Firstly, the hardware that the tech-
niques are run on needs to be as identical as possible in order to avoid the impact
of arid parameters. External impacts, such as for example interferences in the radio
band, also needs to be taken into consideration. Lastly, the correctness and accuracy
of the tools for measurement need to be considered before presenting results.
The two communication techniques that have been selected to be tested are Thread
and BLE. It is interesting to compare these two techniques because thread is a new
technique, that has not been tested much, and BLE is a low power optimisation of
an older technique. These communication techniques operate within the same area
(operating frequency and range) but have different use cases.
Ideal development board for testing BLE and Thread would be NXP’s development
board KW41Z since it supports both technologies. Unfortunately for this thesis
project, it is not released until the third quarter of the year during which the project
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is carried out. Another alternative could have been NXP’s KW40Z (also stated to
support both technologies), though after talking to NXP it became clear that the
flash memory on that development board was too small to support the Thread stack.
It was, instead, chosen to carry out the BLE experiments on the KW40Z and the
Thread experiments on a NXP FRDM-KL46Z with an external radio chip, FRDM-
CR20A. The two setups are controlled by the same MCU core, ARM Cortex M0+.
Even though they are not in other ways identical, this choice was still considered the
best one available for comparing the two technologies. It was made clear beforehand
that the quality of the comparison might not be as reliable as one would have wished,
though that the tests instead individually can contribute to a power consumption
estimation for them separately.
The tests have been carried out on devices that are supposed to be battery-operated.
These devices either wake up and poll their master for any messages, or wake up
and send data. The efficiency of these operations determines the energy usage and
ultimately the battery life of these devices. By carrying out the tests, the project
group aimed to log the time spent for a technique to go from sleep mode to wake-up,
send a message and then go back to sleep. Current consumption during the different
modes (sleep, wake and transmitting) was also to be noted.
The application of the tests follows the same principles for both techniques and a
flowchart of the application can be seen in figure 4.1. The objective of the application
is to send the temperature from an end device to a router upon the request from a
user with as few interfering elements nearby as possible. The test has been carried
out on a distance of approximately 20 cm between the end device and router at
room temperature.
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Figure 4.1: Flowchart of the application that is running for the tests

To measure the current a Agilent Infiniium 9000 Series Oscilloscopes was used to
catch and analyse the voltage drop over a shunt resistor put in series with the power
distributor. The oscilloscope has a DC gain accuracy of ± 2% in full scale and 8-bit
resolution.
The signals have been low-pass filtered afterwards in Matlab to remove noise and
give a cleaner signal. The low-pass filter has a time constant, τ , of 0.00001 that
gives a cut-off frequency of approximately 15000 Hz, see equation (4.1)

fc = 1
2πτ (4.1)

4.1.1 Bluetooth Low Energy test

The BLE test were carried out on a FRDM-KW40Z, which is a development board
from NXP that hosts a microcontroller with an integrated radio transceiver, MKW40Z
SoC [73].
The test case was set up as a low energy temperature sensor that sends temperature
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measurements as notifications to a low power temperature collector (two FRDM-
KW40Z development boards were used). The temperature sensor starts out in deep
sleep mode 3 (the BLE link layers is in idle mode and the MCU is in low leakage
stop power mode 3 where the SoC wakes up from keyboard switches [74]). When
a button on the board is pressed the unit enters deep sleep mode 1 (the BLE link
layers is in deep sleep and the MCU is in low leakage stop power mode 3 where the
SoC wakes up from keyboard switches and BLE link layer wake-up interrupts [74])
and starts to advertise. If no connection is established within 10 seconds the unit
returns to deep sleep mode 3. However, if the unit establishes a connection to a
collector the unit exists low power mode accesses the internal temperature sensor
through ADC and sends a notification to the collector. A radio packet sent over
BLE consists of 33 bytes where 10 bytes is overhead and 23 bytes is the data [74].
The software is realised using the RTOS FreeRTOS.
To measure the current the voltage is measured over a shunt resistor with the resis-
tance 12 W, see figure 4.2. By measuring on header J21 on the development board
only the current going to the MCU (with the integrated transceiver) is monitored
[73].

Figure 4.2: BLE current measurement circuit.

In figure 4.3 the current consumption is plotted for when the microcontroller exits
sleep mode and transmits the advertising packages and gets back to sleep mode. It
can be seen that it transfers three times, which are advertisements on channel 37,
38 and 39 in the 2.4 Ghz band [37].
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Figure 4.3: Current consumption during BLE temperature sensor advertising.

Figure 4.4 shows the microcontroller sending a notification to the collector. This
measurement can be compared to power consumption measurements made by Texas
Instrument [75] to validate the result and identify the different steps in the connec-
tion process. First, the MCU wakes up and then there is a pre-processing step and a
pre-Rx step. The two first current peaks are when the transceiver receives data and
then goes down to transition to transmit data. After this there is a post-processing
stem and finally the MCU enters a pre-sleep step before going back to deep sleep.

Figure 4.4: BLE tempererature sensor sending notification with temperature to
collector.

4.1.2 Thread test

The Thread tests were chosen to be carried out on a NXP FRDM-KL46Z with an
external radio chip, FRDM-CR20A. Examples of protocol stacks for various Thread
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1.0.0 devices were confidentially provided by NXP and the programmable FRDM-
KL46Z was flashed using the IDE Ingenjörsfirman Anders Rundgren (IAR) and
FreeRTOS. The test object was set up as a Low-Power End Device. In order to
communicate with it, a FRDM-KW24D was used and set up as a Router-Eligible
End Device. The test case consisted of a CoAP message sent over UDP, with an
overhead of 35 bytes (PHY, MAC, MAC Security, 6lowPAN and UDP hearders), 4
bytes for the CoAP and a payload of 1 byte. This gives a total package size of 40
bytes.
In order to as justly as possible measure the current, only the current drawn by
the radio chip (through J9 pin on FRDM-CR20A) and by the MCU (through J17
pin on FRDM-KL46Z) were measured, meaning to bypass the current drawn by the
LEDs, SDA etc. The currents were measured by respectively studying the voltage
drops over a 12W resistor with a range of 5% and an internal 10W resistors with a
range of <1%, see figure 4.5.

Figure 4.5: Thread current measurement circuit.

According to the test results, this setup of an end device draws approximately 2.5 mA
once connected to its parent (master) and in its sleep mode. Once every third second,
it wakes up to check for radio communication. In figure 4.6, the current consumption
during the wake-up scenario is shown.
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(a) Current consumption divided be-
tween the MCU and radio chip.

(b) The total current consumed.

Figure 4.6: Current consumption during Thread cyclic wake-up from deep sleep.

According to [76], the wake-up cycle goes through eight consecutive steps. Their
explanation and time of execution are presented in table 4.1. The time of execution
refers to the time seen in figure 4.6.

Table 4.1: The eight step that the Thread Low-Power End Device goes through
during its cyclic wake-up.

Step # Event Time slot for execution [ms]
1 Wake-up from deep sleep 1 0.0 - 1.0
2 Complete code and crystal startup sequence 1.0 - 4.9
3 Initialise the radio 4.9 - 11.0
4 Enter receive mode and check for clear air 11.0 - 11.5
5 Switch to transmit mode 2 11.5
6 Transmit data package 3 12.0-13.0
7 Wait for and receive acknowledgement 13.0 - 13.5
8 Return to deep sleep 13.5 - 14.0

1 The first current spike.
2 The first dip in current during radio activity.
3 Transmitting till the second current dip.

In comparison to the current consumption stated by the Thread Group in [76] the
test results are similar in shape. Their values are, however, approximately 2.5 mA
higher throughout the entire scenario. This could be explained by the fact that the
boards used as experiment base are not optimised for low power consumption.
In order for the Low-Power End Device to send information, it first has to wake up
from its sleep mode. In figure 4.7 current consumption during wake-up (first 0.02 s)
and during sending state are shown. The CoAP message sent is a non-confirmable
one, meaning it required no acknowledgement.
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(a) Current consumption divided be-
tween the MCU and radio chip

(b) The total current consumption.

Figure 4.7: Current consumption during Thread temperature sending scenario.

According to the Thread specifications sending a 22 byte package with security
should take between 4.03-6.31 ms. Sending 10 bytes of data should take 4.41-8.2 ms
and 50 bytes between 8.38-9.94 ms. It is unclear exactly what period of sending
scenario this time is referring to, though one guess would be the time of radio
activation. In the studied case, the MCU first has to sense the temperature, compute
and pack the data and then send it. These three stages are visible in the figures
above.

4.2 Existing Research

When preforming experiments and collecting data it is convenient to compare col-
lected data with other published studies on similar projects. Since its entrance a
few years back BLE has been quite frequently studied by both hobbyists and re-
searchers. Thread, on the other hand, has due to its relatively young technology
setup not been studied in any published articles able to be found by the project
group. As the technology Zigbee and Thread are based on the same PHY and MAC
layer, the Thread experiments could in some restricted ways be compared to Zigbee
studies.
In 2013, a study was carried out comparing power consumption of BLE, Zigbee
and ANT [36]. There, it is stated that most of the power consumption differences
between the technologies can be attributed to the time taken for a node to connect
to the hub after waking up between their sleeping periods. In their tests, BLE
achieved lower power consumption (10.1 µA, 3.3 V supply at 120 s wake-up intervals)
compared with ZigBee (15.7 µA). A Texas Instrument CC2450 chip (including a Intel
8051 core) was used to control the BLE radio and an ARM Cortex M0+ was used
to communicate to the Zigbee module. In both cases, a 8-bit package was sent.
Overall, the study found that BLE achieved the lowest power consumption, followed
by Zigbee and ANT. By looking at the current plots from the article, one can
conclude that the wake-up scenario in Zigbee looks similar to the one found in the
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Thread tests.
In 2015 a study [37] found that BLE consumed 19 mA in transfer mode (unclear
how big of a package, though one may assume a slim one) and an active transfer
time of 0.1 µs . The wake-up current was estimated to 8 mA and in their case the
total time in this state during one sending cycle was 2.7 ms.
In 2013, [38] found that Zigbee had a total average sleep current of 6.5 µA (at 3.0V).
They also found that it consumes approximately 23 mA during transfer and that a
optimised, small package takes around 10 ms to transfer. During their test scenario,
the radio has to be in a awoken state in an additional 10 ms during which 10 mA
was consumed.
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Results

This chapter presents the results from the design guidance tool (emerged from the
evaluation framework) and results from the power consumption and battery life-span
estimations done.

5.1 Design guidance tool presentation

When deciding on a new design for an IoT system all the metrics mentioned in
section 2.3 needs to be considered. Depending on the requirements of the project,
preferences of the developers or other factors the starting point of the design can
differ a lot. Because of this, it is difficult to create a step-by-step guide for choosing
which technology to use, each case will be unique.
For example, if one of the most important requirement for a project is the range,
a number of communication techniques will be possible to use and for each one of
those a number of manufacturers of available MCUs will be presented and so on.
Figure 5.1 displays an example of this.
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Figure 5.1: Example of technology decision process with range as staring point.

However, if the development team has preferences for using a certain manufacturer
and the second most important metric is the cost the, a decision tree could look like
as shown in figure 5.2.

Figure 5.2: Example of technology decision process with manufacturer as staring
point.

Even though the number of possible starting points might be limited the order in
which to proceed after the first metric has been decided is not set for any starting
point. This will result in that the number of "decision trees" becomes very large and
it is not possible to create an easy-to-use decision guide in this way.
To come around this problem and to be able to provide a tool that will be helpful
during a development process an excel document has been created that can be
filtered on all metrics. Excel was chosen to be the base of the tool because it is
easy to summarise data and handle it. It is also possible to write scripts and use
the built-in properties to visualise and go through the data. Excel is widely used
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which makes it possible for more people to access the data and contribute to further
improvements. It is also preferred by Tritech when summarising data.
The design guidance tool contains all the technologies that have been mentioned
in chapter 3 (communication techniques and hardware choices) and their attributes
that take part of the evaluation metrics. The parameters in the design guidance
tool can be seen in table 5.1 where they have been grouped under their evaluation
metric from section 2.3.

Table 5.1: Parameters in the design guidance tool grouped by the metrics in sec-
tion 2.3

Communication
range and topology

Constraints on
transferred data Operation management

Normal op. P2P distance OtA Bitrate Memory (Flash and RAM)
LoS Max Distance Max Connected devices Clock frequency
Network topologies Standards
Radio frequency IPv6 support

Power Management Security management Development and
maintenance process

Core Software security Supported stacks
Hardware power consumption Dedicated hardware Development software

SDK

Final cost of the product
Annual membership cost
MCU Cost
Transceiver cost
Manufacturer

The communication techniques have been paired with hardware that is able to sup-
port the techniques (or the other way around, depending on the viewer). It might
look like there is a lot of redundancy in the design guidance tool though that is
simply because between two rows it might just be a transceiver chip that differs.
The design guidance tool has been done in this way, with all possible combinations,
so that it can be filtered on all parameters in whatever order - meaning that the
starting point never matters. A cutout of from the excel sheet can be seen in fig-
ure 5.3. Only the top left part of the tool is seen in the figure, only containing the
parameters for the communication techniques.
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Figure 5.3: Cutout from the design guidance tool excel sheet

At the top of figure 5.3, in bold text, the sortable parameters are seen. When
clicking on one of the parameters a list of the available options for that parameter
are presented and can be chosen. Depending on the choice the data is filtered and
only the available technologies for the choice are shown.
Since the Excel sheet can be quite unintuitive to look at when comparing alternatives
some figures have been made with the data in the design guidance tool. It can be
hard to compare the current consumption for different MCUs if the specifications
and data sheets are the only sources. In figure 5.4 the most comparable MCUs
have been plotted against their cost. The cost shows the span of the whole MCU
family and the current is displayed in what the manufacturers call "active mode" or
"running mode" an is normalised in uA/MHz. Different manufacturers do not have
the exact same definition of "active mode" or "running mode", making the definition
difficult to declare.
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Figure 5.4: Cost of SoC and separate MCU and Tranciever

In figure 5.5 the number of possible connected devices has been plotted against the
normal operation range for different communication techniques.

Figure 5.5: Number of connected devices against range for different communication
techniques

Figure 5.6 shows the number of possible connected devices plotted against the over
the air bitrate that different communication techniques operate at.
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Figure 5.6: Number of connected devices against over the air bitrate for different
communication techniques

5.2 Battery consumption presentation

In the experiments described in section 4.1, current consumption by BLE and Thread
communication during different sending scenarios were studied. In order to make
a battery consumption estimation the current consumption and time spent during
sleep mode, wake mode and sending mode needed to be determined. In figure 5.7 the
currents and times are plotted for the mentioned modes. The data was collected from
an oscilloscope mentioned in section 4.1 and the values were processed in MATLAB.
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(a) The current consumption of the
tested BLE and Thread devices during
different running modes.

(b) The time elapsed of the tested BLE
and Thread devices during different run-
ning modes.

Figure 5.7: The current consumption and time elapsed for different stages in BLE
and Thread communication.

According to the test results from the specific setup, Thread communication con-
sumes more current in all modes. The execution time was found to be approximately
twice as long for Thread than for BLE. Using these data and the formula stated in
equation (2.2) from section 2.3.4, a life-span estimation can be done. In figure 5.8,
estimations for BLE and Thread respectively are plotted. The graphs show the days
of usage versus sending period. The estimations are done assuming that the systems
use a 20mm coin battery CR2032 with 240 mAh capacity. The negative impact of
battery quality and its self-discharging capabilities are neglected.

(a) BLE’s days of usage versus sending
period.

(b) Thread’s days of usage versus send-
ing period.

Figure 5.8: The number of days that the tested devices are able to run on a 20mm
coin battery, based on different sending periods.

According to the estimations a BLE system set up as the experiment will last 19.3
days if the sending period is longer than 100 s. The thread system setup, having
a significantly higher current consumption, only lasts 3.7 days when the sending
period is larger than 100 s.
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Conclusions

This chapter presents the conclusions drawn concerning the stated research questions
and the earlier presented results. Discussions on the reliability and validity of these
conclusions are held in chapter 7. In section 1.1 four research questions were brought
up:

1. What is the general agenda with IoT for the upcoming 5 years (e.g. in what
areas will it be used, how it could be used to improve products and development
processes, what recent studies show on the subject, how experts in the area
believe that the development will continue)?

2. How would an evaluation framework, aiming to aid developers to choose ap-
propriate platforms for their IoT end device projects, be designed (e.g. what
technical and functional requirements can be separated and evaluated)?

3. What solutions for end device development are leading the market today (in-
cluding choice of hardware, communication technique and development envi-
ronment) and how do they compare?

4. Depending on the environment, what solution(s) will be suggested for an em-
bedded systems consultant company, such as Tritech, to choose to work with
for any given project concerning IoT end devices?

These have during the earlier chapters been attempted to be answered. In chapter 5
a tool for design guidance was presented. It was generated from the evaluation
framework metrics found in section 2.1 and the technical data collected in chapter 3.
Additionally, data collected from hardware tests (chapter 4) led to a resulting battery
consumption estimation for the two wireless technologies BLE and Thread.
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6.1 Conclusions concerning the research questions

The base for the research questions were stated early in the project process, al-
though has undergone dynamical changes along with the increased information gain
on the project’s subject. The fundamental goal set by the company was to "Inves-
tigate technologies for IoT end devices" and it was initially found difficult to know
what angle to take on the problem. As neither the project group nor the host com-
pany knew the subject very well a great deal of time was spent figuring out more
specifically what to ask in order to properly investigate in the subject. By the time
the background study was finished, the questions were completed as seen above.
Conclusions on each of the four questions are discussed in following subchapters.

6.1.1 Future agenda with IoT

The future prognosis of the IoT development was found to include 20-50 billion
devices by the year of 2020, supported by numerous statements by larger companies.
The largest design areas appear to be within vehicle industry, safety systems and
home automation. The largest obstacles for the development seem to be a question
about safety and integrity - how to make sure that no one else can access transferred
data. Concerning the speed of the development it is how companies set up their
business model to create value. Hobbyists and start-up companies will bring up
ideas and open new doors on the market, but leading companies need to have a
profitable path in order to catalyse the global development process.
Overall, it was concluded in this study that many companies and experts believe that
the IoT development will continue to flourish, and mostly so in mentioned areas. By
including opinions from both companies and individual debaters, it seems that clear
business models and standards will be essential for the speed of the development.
The trouble of not implementing security properly may not yet have shown itself
completely, although may create difficult obstacles in the future.

6.1.2 Design of an evaluation framework

In the metrics description in section 2.3 seven fields were mentioned and explained:
communication range, constraints on transferred data, security management, power
management, operation management, development and maintenance process and
the final cost of the product.
The metrics come from looking at overall architectures of IoT systems, wireless
communication properties and down to what specifications a MCU can have and
what is stated about performance, power consumption etc. The framework combines
all these areas to bring forth what metrics there are to considered.
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6.1.3 Leaders of technical solutions

On the subject of finding state of the art technology within IoT end device develop-
ment, it was decided to investigate in three categories: communication techniques,
hardware (MCUs and radio chips) and development boards.

Communication techniques

Seven different leading communication technologies were found suitable for IoT end
devices. Among these, five are for short-range communication: BLE, ANT+, Zigbee,
Thread and Z-wave. The two remaining technologies are for long-range communica-
tion: LoRa (and LoRaWAN) and Sigfox. Depending on the scope of a project, the
technologies are going to be more or less suitable.
ANT+ and Zigbee have the advantages of being considerably older in their market
and should therefor be more extensively tested. They appear, however, to be rather
limited in their areas (sport monitors and home automation, respectively). Devel-
oping ANT+ products is in many ways dependent of the proprietary applications
developed by Dynastream Innovations Inc. and leaves limited space for individual
projects. Zigbee, on the other hand, has great support for application development
although lacks appropriate node addressing in larger networks.
BLE and Thread are newer technologies that seem to have had an IoT vision in mind
when they were founded. BLE (being based in Bluetooth Classic) is well-spread
and has plenty of communication compatible devices already on the market. They
appear to have focused on limiting the power consumption and have done so in an
exceptional good way (for instance by showing lowest consumption in comparison to
other technologies in all published material found in the literature study). However,
BLE still lacks convenient mesh capabilities making the network size rather small in
comparison. Thread can be compared to Zigbee in many aspects performance wise
although it has the advantage of being originally designed with IPv6. This type
of networking addressing enables for easier management, for example by enabling
cloud computing without the need of gateway re-packaging.
Z-wave could be compared to both Zigbee and Thread as they are all designed for
around the same range and for the same implementation areas (home automation).
Just as Zigbee, Z-wave also lacks support for IPv6. Being proprietary, however,
Z-wave has slightly more restricted tools for development. The Z-wave license also
comes to a higher price and if one would like to buy off-the-shelves home automation
products they come quite pricey. Z-wave also run on lower frequencies and therefore
submits data at a lower rate.
While comparing the two long-range technologies, one can conclude that the pro-
prietary technology LoRa is better suited for self-development and private systems
whereas Sigfox works well for off-the-shelf products with already setup gateways
(not, however, yet setup in Sweden).
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Hardware choices

When looking at the hardware manufacturers it can be concluded that the majority
of the MUCs that are advertised for IoT low-energy end devices are based on the
ARM Cortex-M0+ core. All the manufacturers that have been included in this
report do in one way or another support BLE with SoC, radios or modules. When
looking at the other communication technologies the manufacturers have chosen
which ones to focus on. For example NXP and Silicon Labs have protocol stacks that
support Threads while Nordic Semiconductors support ANT. All communication
protocols can of course be implemented on all hardware as long as it allows for it
but the the stacks then have to be developed from the beginning. All communication
protocols also have modules that are to be integrated with a main application MCU.
This could be a simpler solution but it may not be as optimised.

6.1.4 Design suggestions for Tritech’s development

The design guidance tool summarises available technologies that can be used when
developing low power wireless end devices in IoT systems. By using the design guid-
ance tool the user can choose between communication protocols and hardware in a
user-friendly way. The design guidance tool does not say exactly what techniques to
use though acts as guidance (as the name suggests). The communication technolo-
gies can be set up in different ways to match the requirement of a project and the
design guidance suggests what technologies that would be best suited for the project.
The procedure is available for MCUs. The framework suggests what MCU families
from different manufacturers that are suitable for a project. The exact MCU then
has to be chosen to fit the exact requirements concerning number of pins, memory
etc.

6.2 Conclusions concerning the results

Apart from the research questions, this thesis also concludes on the resulting design
guidance tool and on the battery estimations. These conclusions are summarised
below.

6.2.1 The design guidance tool

Since the design guidance tool has not been used for any projects yet it is difficult
to draw any real conclusions about whether or not its is applicable for Tritech’s
development process. What can be done, on the other hand, is to look at the data
in the tool and draw conclusions from it.
No real conclusion can be made between the relation of cost and integrated/sepa-
rated MCU and transceiver. The cost for the MCUs with integrated transceivers
span a shorter price interval than combinations of separate MCU and transceiver.
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An aspect that is not shown in the figure is that the footprint (size of the com-
ponents) becomes significantly smaller with an integrated transceiver which also
includes the wires between them. The figures in section 5.1 are analysed below.
In figure 5.4 the current of MCUs, that has been normalised to uA/MHZ, is plotted
against the cost of MCUs (without integrated transceivers). Here, no correlation
can be seen at all. This could have to do with the fact that the current consumption
of the MCU stated by the manufactures cannot be compared due to that they only
state consumption "active mode" or "run mode" and do not state exactly what these
modes mean.
Looking at the correlation between the number of connected devices and normal
operational range for communication techniques as shown in figure 5.5 it can be
seen that with the range increases with the number of connected devices. ANT+
and Zigbee do, however, break that pattern and that could be because they are
older technologies that are not as power-optimised and have higher node capability
than they usually need. BLE does not connect to many other devices at a time
and therefore is not in need of having a long range. Sigfox and LoRa are sub-Ghz
technologies that on their own have a longer range.
Figure 5.6, which displays over-the-air bitrate relative to the number of connected
devices for communication technologies, show that over the air bit rate decreases
with the number of connected devices except again for ANT and Zigbee. As the
number off connected devices increase so does the total data flow of a network and
therefor the over the air bit rate for the devices decrease unless they consume more
power. That is not the case for ANT+ and Zigbee. They are older technologies that
have probably not focused on power consumption as much as the newer technologies
and are therefore able to support higher over-the-air bitrate at the cost of higher
power consumption.

6.2.2 A battery consumption estimation

In section 5.2 a life-span estimation of BLE and Thread technologies, based on the
hardware tests from chapter 4, was presented. The test was set up to study a case
of sensing and transferring temperature data. BLE was found to consume a 20mm
coin battery in 19.3 days compared to Thread’s 3.7 days. Both these data were
calculated based on a simple transfer of temperature data in an interval longer than
100 s. In comparison to the data collected from published materials in section 4.2
these values are excessively lower. This is in large due to that the measured currents
for the technologies are 1.5 to 2.5 mA higher than from other studies (and especially
from the technology specifications). In chapter 7 possible sources for errors in the
experiments and validity of the battery consumption model are discussed.
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Discussion and Recommendations

This chapter presents the discussion on previously drawn conclusions in terms of
reliability, validity and brings up possible sources of errors in the performed experi-
ments. It also presents the proposed recommendations for continuing working with
a project such as this.

7.1 Discussion

The conclusions drawn in the previous chapters can have varying reliability and
may only be valid under certain circumstances. In this section, relevant conclusions
are brought up (in the same order as presented in chapter 6) and aforementioned
criteria are discussed.

7.1.1 Future problems with IoT

When making predictions about a future progress of anything, one has to bear in
mind that development can, under the right circumstances, take rapid turns. What
may look like a blooming progress today might change drastically during coming
years. Even though there are, as stated before, plenty of companies believing in
an IoT future they are most probably aware of that the vision can change. The
companies that are leading the development of IoT need to set up clear business
models of how to generate value out of it. This could be either by developing and
making the actual things or by setting the standards and creating the infrastructure
needed. This could then be used by other developers and, depending on the business
model, generate value in the short or long term.
Right now the vision about having the major amount of our possessions wirelessly
connected to each other and to the Internet is something relatively new and desirable
- even though it in many cases does not improve the environment or performance
in which they are used in. Many IoT devices today are developed simply because
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we now have the ability to do so - rather than being developed for its utility. The
driving force for this kind of advancement, one could argue, is slightly uncertain
and in many ways dependent on the state of the common mind. As long as it is
considered popular and desired the progress will most probably continue, but what
will happen if IoT goes out of fashion? Companies and developers then have to rely
on the devices that people actually need and no longer want to live without.
The earlier arguments about security and integrity are also worth bringing up again.
Having already concluded that these subject are among the top potential obstacles
of the development, there is definitely a need for emphasising its importance. Could
security issues turn into safety issues? What happens if someone else takes control
of, let us say, a connected oven or heat system? How would that affect the future
development? Does the constraint on low power consumption inhibit the regard to
safety implementations? How will it be made sure that this important feature is not
forgotten? These questions must, because of this, be cautiously regarded during the
proceeding of future device implementation.

7.1.2 Evaluating evaluation metrics

The evaluation metrics brought up in section 2.3 make up the evaluation framework
of what is needed to be considered when designing an IoT system. The framework
brings up metrics that are relevant for all parts of an IoT system although focuses
on the end devices. A metric cannot be ignored, they all need to be decided in
one way or another. However, for different project specific attributes have a higher
priority as shown back in section 2.1.3.
Being able to weigh the different metrics against each other depending on the require-
ment of a project could be an improvement of the framework and also a solutions
to the above mention problem.

7.1.3 Finding an IoT technical leader

After reviewing the specifications of the available communication techniques and
drawing conclusions on these, there is still a need for confirming the information
and studying cases carried out in the area. There might not be a single choice of
technique for the context in which it is going to be used. For smart city implemen-
tations, for example, a combination of short and long-range techniques might be
the most suitable choice. There are also discussions from the different alliances that
indicate a collaboration between techniques (e.g. by Zigbee and Thread in their
attempt to build Zigbee applications on top of the Thread stack).
Finding one single leader is, in summary, a difficult task. Just as Bluetooth Original
and Wi-Fi once had a battle on becoming the WAN leader, the communication
techniques for IoT might be facing a similar prospect. In the WAN battle, Wi-Fi
emerged as winner. Bluetooth, on the other hand, settled in an area of technology
(PAN) where Wi-Fi could not compete and the two technologies nowadays function
side by side without competition. A similar outcome is believable of IoT. Having
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open-standard protocols seem, nevertheless, to be the most advantageous way to
go, enhancing and driving the development in a preferred manor. BLE, Zigbee,
Thread and LoRaWAN can be counted to these. Having smart and convenient
network methods also seem to be a winning approach. Both Zigbee, Thread and Z-
wave have native mesh and will benefit from it. Thread is also the only technology
to include IPv6 addressing from the start, and judging by both BLE and Zigbee
following that track it seems to be beneficial as well.
Concerning the hardware choice there is, again, another story for trying to elect
a leader. Having concluded that Cortex M0+ is in many cases a leading MCU
core, there are still more parameters affecting the choice. The eco system belonging
to the MCU and IDEs and RTOS enables for it will of course also influence the
final performance. The development of hardware also has a high changing speed.
The boards that work best today may be completely replaced in six months time.
Therefore, developers should not make all their designs dependent on a single board
or eco system but keep it dynamic and as independent as possible.
If a developer wishes to limit the time of development, he or she should (after
choosing appropriate communication technology) go for the hardware provided by
companies that specialises in that technology. For example, as mentioned before,
NXP and Silicon Labs would be favourable manufacture choices if one were to design
a Thread device.

7.1.4 Improving the design guidance tool

To be able to continue to use the design guidance tool it can be improved by making
it easier to add new hardware combinations. This could be done by either continue
to use excel and write scripts that make it easier to add new hardware or by making
a new program from the beginning that include these features. A problem with the
current design guidance tool is that it does not provide a very nice overview, which
was mentioned before. By making a new design guidance tool from scratch more
graphical interfaces could be made to improve the usability.
As mentioned earlier, the hardware ages rather rapidly and could be replaced within
half a year. This puts even more pressure on making the tool modular. If it does
not reflect upon the actual existing market, it is of little use to Tritech or any other
company in the same position.

7.1.5 Validity of the case study

The aim of the case study was to collect more information of power consumption
from different communication technologies. As there was not enough time to com-
pare them all, it was decided to study two of the most prominent technologies and
critically compare them. However, the project ended up having to run them on so
diverse hardware that such a comparison was difficult to make. Instead, conclusions
could be drawn on the two technologies separately. Some validity discussion on these
conclusions is, however, needed.
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The first and largest concern for the case study is the fact that the tests are set up on
development boards. This means that, even though trying to turn every unnecessary
function off for the MCUs, there is still probably going to be some unwanted activity.
As mentioned before, the current measurements are around 2.5 mA higher than for
other published case studies, which is quite large of a difference. In order to fairly
measure the currents, the tests must be carried out on optimised hardware.
The uncertainty of the tools for measurement could also have had an effect to the
result. The shunt resistors over which the voltage drop was measured had a tolerance
of +- 5%, possibly causing a proportional change in the resulting values. This
should be regarded when studying the results. The accuracy of the oscilloscope can
be considered enough for this project, although there might have been some issues
with calibrations for the probes. In order to ensure that the oscilloscope outputted
correct values, the tests should be run again.
Apart from the measurement tools, there are a variety of factors that could possibly
affect the results. Interference in the radio band, for example, is hard to control and
will affect the behaviour of the devices in ways not known to the project group. In
order to solve this, the tests should be carried out in a controlled environment, where
interference is eliminated and the "distance" is accurately controlled. Additional
tests concerning latency and range could then be added.

7.1.6 Reliability of proposed battery consumption model

From the experimental data collection it was concluded that the measured sleep
currents were a great deal higher than from previously done research and from
current consumption stated in the specifications. This resulted in low values for
the life-span calculations showed in figure 5.8. As previously discussed, the sleep
currents are probably high due to the fact that there still are some functions and
modules running on the MCUs, which are not included in the compared test results.
Figure 7.1 shows the days of use when the sleep currents have been lowered. If
the MCUs were to be more optimised the days of usage could be expected to reach
values closer to the ones seen there.
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(a) BLE’s days of usage versus sending
period (sleep current modified).

(b) Thread’s days of usage versus send-
ing period (sleep current modified).

Figure 7.1: The number of days that the tested devices are able to run on a 20mm
coin battery, based on different sending periods. The values of the sleep currents
have been lowered

By large, the battery consumption estimation could be considered accurate enough
for its purpose. When some companies have made their estimations (Thread, for
example) they only take the sending times and currents in regard and neglect the
sleep current. In this project’s proposed model, all currents are counted. This
produces a more accurate model that also is valid for long sending periods (when
sending time and currents matter less than the sleep current).
In order to make the estimation even more accurate one would also have to take the
quality of the battery in regard. Different brands will have different qualities and
therefore varying life-span and rate of self-discharge.

7.2 Recommendations for future work

Suggestions for future work within this or closely related areas are listed below:

• Security management: In this project the security managements has been
mentioned as a major obstacles for the development of IoT. After that, how-
ever, it has only brought up what different security implementations various
communication support. As for future work the security management for IoT
systems could be thoroughly investigated; what security systems exist, how do
they work and compare, what kind of security different applications need etc.

• Weighting the evaluation metrics: The evaluating metrics mentioned in sec-
tion 2.3 are valid for all types of IoT systems even if this thesis mostly focuses
on low energy end devices. A future work could be to weigh the evaluation
metrics and parameters in the design guidance tool depending on what IoT
system that is going to be develop and the importance of specific features.
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• Devices with other power consumption and range constrains: This thesis fo-
cuses on three groups from the power supply division in section 2.3. Another
study could be made on what communication techniques and hardware that
is suitable for devices in other groups (e.g. energy harvesting).

• More focus on software: Having focused mainly on the hardware performance,
a lot concerning software implementation and optimisation have been left out.
There are plenty of possible future scopes concerning this. It could also in-
teresting to investigated further up in the IoT network, towards the gateways
and the cloud.
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1 Document information 

1.1 Purpose and target group definition 

The purpose of this document is to identify and evaluate risks in the thesis Fog-Networks. 

1.2 Version history 

Version Date Author Action 

    

    

1.3 References 

Ref Title Document id Version 

    

    

1.4 Definitions and abbreviations 
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2 Background 

When planning for the thesis you need to be aware of risks that could interfere with the work. 

Preemptive action plans for the risks also needs to be made so that the consequences are 

minimized. The risk analysis should be kept up to date during the whole project. 
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3 Risk analysis 

3.1 Definitions 

The risk analysis table uses the following definitions: 
 
Consequence, 1 to 5 where 1 is least severe consequence, and 5 have the most severe 
consequence. 
 
Probability: 1 to 5 where 1 is least probable and 5 is most probable. 
 
C x P = Consequence multiplied with Probability. The OK criterion is set from 0 to 10. 
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Qualitative Interviews

The following interviews have been carried out by Frida Lindberg and Edvard Collin
as a part of the master thesis project “Fog Networks”, provided by the company
Tritech during the spring of 2016. These interviews are structured in a qualitative
way, designed in an emergent manor - allowing for sub-questions and tailoring. The
questions differ slightly depending on the interviewee’s field of work.

B.1 Torbjörn Fängström

Date and place: Wednesday 2016-03-02, Phone interview.
Interviewee: Torbjörn Fängström, Programme Manager of IoT Sweden. Torbjörn is
working with the build-up of the community around IoT to spread the knowledge
that IoT Sweden supports. IoT Sweden goal is that Sweden, both the private and
public sector, should be world leading in using the advantages that come with IoT.

B.1.1 General agenda with IoT

• How would you explain the Internet of Things?
Gadgets that communicate with each other, that are "smart" and have some
kind of logic. There would also be a large quantity of these small gadgets,
producing together large amount of data. All this data needs to be processed
and analysed in smart ways so that people can make use of it in good ways.

• What do you think the development will look like for the upcoming 5 years?
Within what areas?
It will be a platform race among the big players in the market. I don’t know
who will win, but the one who is able to create a good platform will make
a lot of money. Standardisation is also something that will take part during
the upcoming five years. The areas that will see most of this development are
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consumer products such as health and exercise products, weather services etc.
Areas that are none-critical will see the most development. Areas that are more
critical, for example medical devices, are still a little bit too early and people
are not totally comfortable to use IoT products here yet. The development will
also go forward within the industry but this will be a little more hidden for the
average people. There is great potential for the public sector to use the IoT for
services and building smart cities.

• What will be the biggest obstacles? And what do you think has to be done in
order to pass them?
The security aspect is a big obstacle and related to this it is also the privacy
and integrity issues, but maybe it is more the older generation that has a
problem with this since the younger generation has grown up in the presence
of the Internet and is more used to and comfortable with that everything isn’t
private. Another obstacle is that people are sceptical to new technologies and
there is an incident people will be quick to blame it on the new technology.
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B.2 Jakob Axelsson

Date and place: Thursday 2016-03-03, SICS house in Kista
Interviewee: Jakob Axelsson, Software developer at SICS. Jakob has a 15-year-long
background within vehicle industry. He now works with the overall architecture of
IoT, on the software side.

B.2.1 General agenda with IoT

• How would you explain the Internet of Things?
I would explain it by physical things that are interconnected with Internet tech-
nology and the combination and utility of a lot of sensor values. The applica-
tion controlling the things is the most important part!

• What do you think the development will look like for the upcoming 5 years?
Within what areas?
There’s a lot of different “standards” concerning protocols etc., they just need
to be chosen and applied properly. Companies will start to understand the
market of IoT products that’s out there and they will start to use it more
frequently. The areas most affected will be vehicle industry, “smart homes”
and autonomous industries.

• What will be the biggest obstacles? And what do you think has to be done in
order to pass them?
Overall, it’s a question about business. How will the standardisation be solved?
How shall companies make money out of IoT? It’s also a question about safe-
ty/security and integrity. And power consumption. We can’t keep changing
batteries on devices? The collection of data – will everyone really be comfort-
able with it? What kind of additional information can be collected, and at what
price? (e.g. heat pumps that can be used more when the person is home/on
their way home, or when the prices are low – they could also indirectly be used
to track the user’s whereabouts)

B.2.2 Tools for development av IoT

• Do you use any software platforms (IDEs, libraries etc.) for developing IoT
products? Give examples and rank them if possible.
Linux on Raspberry Pi’s for example, and Contiki.

• What features work well? Less well?
Hard to say what works good - a lot of things do. Practical trouble, however,
always takes more time than you think.
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• What communication interfaces have you been working with and why?
MQTT / XMPP (gateway to cloud)

XII



Appendix B. Qualitative Interviews

B.3 Sylian Vittecoq

Date and place: Friday 2016-03-04 at Tritech
Interviewee: Sylian Vittecoq, Architect and Development Manager at Connode.
Sylvian joined Connode in the development of C3 and C4.

B.3.1 General agenda with IoT

• How would you explain the Internet of Things?
The connection of physical things!

• What do you think the development will look like for the upcoming 5 years?
Within what areas?
IoT will continue to grow, especially in "smart" city development. Though,
one big problem here is the business management. Nobody owns a whole city,
how will it be managed? The technology is there - but we need to put it all
together. In one way, there is going to be a standard battle, but the business
area will be more demanding.

• What will be the biggest obstacles? And what do you think has to be done in
order to pass them?
One big obstacle is the fact that there is no standard concerning protocols or
communication technique. The developers of IoT still need to solve their own
design and yet cannot be completely sure that their solution will be valid in a
couple of years. The big players will have to get together and work on the same
standards. Another big and important factor is the security management. The
developers need to make sure that the people and information circling IoT is
safe and secure. This slows development down. Companies also need to figure
out how to make money out of IoT. The future is probably some sort of large
cellular solutions that truly make the IoT system work.

B.3.2 Tools for development av IoT

• Looking at end devices, what parameters are, according to you, the most
important ones?
Security and cost.

• Do you use any software platforms (IDEs, libraries etc.) for developing IoT
products? Give examples and rank them if possible.
Connode uses a standard based solution based on open source Free RTOS,
6LoWPAN and Constrained Application Protocol (CoAP). They use C on the
side of the device and Java on the server side.
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• What features work well? Less well?
Their solution work very for their purpose, but require a change in both the
server and the device if an end-to-end change is required. The things that
require most time is the deviations of the customer request, and security con-
straints. Figuring out what the customer really wants is also time consuming.

• What communication interfaces have you been working with and why?
Customised solutions based on the IEEE 802.15.4 radio interface.

• What hardware platforms do you use in your IoT products?
Connode uses a PCB originally developed by Tritech where they have an MCU
and a radio transceiver.
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B.4 Jakob Ruhe

Date and place: 2016-04-08
Interviewee: Jakob Ruhe, Software Engineerer at Connode.

B.4.1 General agenda with IoT

• How would you explain the Internet of Things?
Things that are connected. There are a lot of things that you can measure but
it is hard to see what you could use it all for. The difficult part is to make use
of all this information in a smart way so that you really would get a use for
it. There are some use cases that are useful, for example connected street light
that can send out a signal when it is broken so you don’t have to go out and
look if there are any broken ones.

• What do you think the development will look like for the upcoming 5 years?
Within what areas?
Open standards will develop during the coming years even if this will generate
a larger overhead on products that will make them less optimised, though it
will facilitate the development of connected products.

• What will be the biggest obstacles? And what do you think has to be done in
order to pass them?
Security, in one of our projects which involved electricity meters if someone
were to access that network they could for example see if someone were home
based on the electricity use or they might be able torn of the electricity. Turning
off the electricity for one house might not be that big a problem but if an entire
block or part of a city would be without electricity that would be an disaster.
Another problem could be that just because you are using open standards is
does not automatically mean that things can communicate with each other.

B.4.2 Tools for development av IoT

• Looking at end devices, what parameters are, according to you, the most
important ones? Battery time, 1 year is a short time for something that you
should be able to "forget", it should be about 5 to 10 years. And also security
which we talked about before.

• Do you use any software platforms (IDEs, libraries etc.) for developing IoT
products?
For Connode’s C4 we use the open standards: 6LoWPAN which is a part of
802.15.4g, DTLS for security and RPL for Routing tables and mesh networking
and for communication we use CoAP which easily be translated to HTTP.
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• What hardware platforms do you use in your IoT products?
We use a radio from Texas instrument and a microncontroller which is built
on the ARM Cortex-M3

• How do you test your hardware?
The radio is tested by sending packages to another unit and checking the signal
strength. The LEDs, Real Time Clock and the EEPROM are also checked.
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