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Abstract 
A recent trend is to integrate sensing, communication, and computation into every aspect 
of our daily life, ranging from various user devices to physical environment. The goal is 
to give computer systems an awareness of the users and their situations, so that they can 
support their diverse interaction needs at anytime, any place. A major problem hindering 
achieving this promising goal is that the users usually play a passive role in these systems 
with little possibility to interfere with the processing. Additionally, there is no option for 
the user to prevent being monitored by the system. 

This drawback stems from the lack of an independent and consistent user oriented 
viewpoint in current ubiquitous computing systems, which can easily result in the 
occurrence of user privacy invasion and misinterpretation of the user. 

To overcome this problem, this thesis proposes a Person-Centric Context Aware 
System architecture, helping to preserve an independent representation for each 
individual user to different computer systems. The main idea embraced in this system 
architecture is that the users are the owners of their personal information, thus they 
should have the control of how their information will be used by others.  

In the design of this system architecture, a number of important issues have been 
addressed with their corresponding solutions in terms of different system components. 
Among these issues, three are identified as the most crucial ones, and hence these issues 
have received most of our efforts to provide better solutions: Context Data 
Communication, Location Detection, and Communication Anonymity support. A 
prototype system constructed during the process of developing each specific solution is 
also presented. Together these comprise the main contributions of this thesis work. 
Finally, our concluding remarks are presented together with our planned future work, 
based on the current implementation of a Person-Centric Context Aware System. 
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Chapter 1 

Introduction 
 
 
The computer has existed for more than a half century and has become a versatile tool 
used to solve problems in many different areas, ranging from scientific researches to 
office automation, from industry manufacturing to business transactions. The widespread 
use of personal computers and Internet have further entitled computers an important role 
in our everyday life.  
 
Today, due to nearly ubiquitous support for wireless communications and advances in 
electronic integration technologies, computers (and sensors) are becoming embedded 
everywhere, including various user devices such as the mobile phones, different 
household appliances, and our physical environment (especially the home and office). 
These different forms of computers are increasingly able to cooperate with each other to 
help the user in many ways at almost any situation, at anytime.  
 
Mark Weiser presented such a vision in his paper “The Computer for the Twenty-First 
Century” [1] in 1991, where he believed that computers would “weave themselves into 
the fabric of everyday life” in order to provide more natural and seamless support for the 
users, meanwhile being invisible from them. This vision was called ubiquitous computing 
which was then used to describe a new computing paradigm (also well known as 
pervasive computing). During the last decade, numerous efforts were made to realize this 
promising vision. The most famous research prototypes are: The Active Badge [2] system, 
developed in Olivetti Research Lab at the beginning of the 1990’s, generally considered 
as the first ubiquitous computing system. It was designed to track a users’ location using 
infrared-based badges. Subsequently, the ParcTab System [3] was developed to 
experiment with how an office environment can be augmented by using palm-sized 
wireless computers. The Dynamic Ubiquitous Mobile Meeting Board (DUMMB) [4] was 
later constructed in Georgia Institute of Technology as a whiteboard capture application 
to support opportunistic and serendipitous meeting capture. 
  
In these earlier ubiquitous computing systems, the lack of information about the users’ 
environment and their status was identified as a major obstacle prohibiting the realization 
of ubiquitous computing. This situational information is now commonly referred to as 
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user context (or contextual) information [9]. To solve this problem, researchers started to 
build general system support for acquiring user’s context information and sharing it with 
other applications. Consequently, context-aware computing has emerged as a vital 
research topic in ubiquitous computing. Probably the most notable work in context-aware 
computing to date is Dey’s Context Toolkit [5] which identified seven important 
requirements (enumerated in Chapter 2, section 2.3) , and proposed a solution consisting 
of a set of conceptual software components. However, many of his identified 
requirements still remain as unsolved problems in the field today, mixing up with other 
new requirements. Here below we picture some of these problems in real world scenarios, 
helping to disclose the causes why the current ubiquitous computing systems have not 
achieved a wide deployment for practical use by ordinary users. 
 

1.1   Problem Statements 
 
In ubiquitous computing, users are often equipped with mobile (and wearable) devices, 
which provide them accessibility to both remote and local resources through wireless 
communication. As wireless networks (such as Wi-Fi) are normally confined within 
limited areas (so-called hotspots), when a user moves out of or between different hotspots, 
she will suffer from communication disruptions. This problem can be solved by using 
more widely available networks, such as GPRS or UMTS (3G) over cellular networks; 
however, in practice, an ordinary user would like to avoid the use of these networks due 
to the high cost and low bandwidth unless the data need to be delivered urgently. As an 
alternative, the user would prefer to delay this communication (e.g., using a local cache) 
until a cheap and high throughput network is available. Therefore, a better 
communication mechanism in ubiquitous computing would be to allow automatically 
switching between different networks according to the user’s preference and the changing 
network availability and status. Adaptive context-aware communication could play an 
important role in ubiquitous computing; however, it has not been addressed thoroughly 
by prior works in context-aware computing, which has resulted in many applications 
being developed not suitable for practical, real-world use. 
 
Another problem, which often annoys the user, is the administration of distributed 
personal information. Consider the popular on-line E-mail systems as examples, many 
web mail systems allow user customization such as the personalized e-mail browsing, 
filtering, etc; however, it requires lots of repetitive and often complex configuration if the 
user wants to use another web-mail service with the same personalization. The same 
difficulty occurs within the ubiquitous computing systems when a user has relationship 
with many different systems. This is not just the lack of a standard among these different 
systems, instead, it is the lack of a consistent view of the user independent from each 
specific system. For example, in most infrastructure-based ubiquitous computing systems, 
such as the interactive spaces systems [6], the main emphasis is on the services and the 
functions they provide. The user is not an explicit part of the system model, or at most is 
treated as a peripheral parameter to these provided services. Similarly, the user’s 
interactions are treated as intermittent and temporal actions confined with specific 
physical areas. 
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More seriously, the personal information acquired by various computer systems is 
becoming a big threat to user’s privacy. For example, in many ubiquitous computing 
systems, a user’s location and presence information can be tracked by the infrastructure; 
however, the user has little idea about how the information will be processed, e.g., how 
long the system will keep it, and whether the information will be available to a third party. 
The situation is getting deteriorating, as more and more advanced sensors are being 
developed and deployed to capture information about the user via ubiquitous computing 
systems. 
 
According to Dey [13], the first two problems described above have been addressed in 
the requirements of “Transparent distributed communications” and “Constant 
availability of context acquisition”, while the third one relates to user privacy problem 
[31]. However, none of them can be solved by using context toolkit or other similar 
solutions. Additionally, other requirements are also important to the users of these 
ubiquitous systems. For example, how to keep the system’s ordinary execution from 
being interfered by the extra context sensing, typically the resulted system performance 
decrease and the reduced battery life of the user’s mobile devices; how to avoid incorrect 
system actions when system misinterpreted the user; how to prevent false information 
and malicious applications; etc. 
 
More restrictively, many of these listed problems should not be regarded as the problems 
to the computer systems per se, but more to the users in current ubiquitous computing 
systems. However, these unsolved problems have greatly hindered the development of 
ubiquitous computing by preventing its real world evaluation. 
 

1.2   Motivations 
 
According to our observation, it is mainly due to the lack of an independent and 
consistent view of the user in these different systems, which resulted in these difficulties. 
Typically, a partial view of the user is comprised of different user preferences specified 
for each particular application, which however can easily lead to an inconsistent 
perception or misunderstanding of the user. Moreover, consider the user’s privacy, the 
construction and maintenance of such a consistent user view should be under the control 
of the user him/herself. This characteristic makes the current public systems an unsuitable 
role to take over the task. The question of how to preserve an independent and consistent 
user view without relying on the public systems has become a central issue in ubiquitous 
computing. 
 
The pervasive Internet access and each user’s increasingly powerful computing resources 
provide new opportunities to solve the problem described above. If a user can assign 
some of her excess resources to maintain a digital representation of him/herself, she can 
then provide an independent and consistent view to other computer systems. Additionally, 
if all the context processing is conducted on a user’s own computers, it will allow the user 
to control over how her personal information should be processed and accessed by others, 
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which would lead to a better user privacy protection. We believe such efforts could also 
help to solve many other problems in ubiquitous computing. 
 

1.3   Objectives 
 
In this thesis work, our focus is on how to achieve an independent user representation in 
ubiquitous computing by only using the user’s personal computing resources. The 
realistic ground of our work is based on the fact that computing resources are becoming 
qualified for a pervasive development in our every life. 
 
To provide an independent user representation, we first need to understand how user 
context information is handled in existing ubiquitous computing systems, and their pros 
and cons within these solutions. Based on that, we can figure out how to reform the 
existing systems with new designs to eliminate theirs drawbacks. 
 
We should also identify the important remaining issues with our new designs and provide 
the corresponding resolutions. To evaluate whether our new solutions can overcome the 
identified problems, we need to build prototypes and test them individually, and then 
assembled them together to assess their validity and limitations in real world ubiquitous 
computing settings. Based on these results, we may need to revise our design and 
implementation individually and wholly in an iterative way to achieve better results. 
Based on our experiences and the results during this development process, we can then 
draw our conclusions on how to provide support for building Person-Centric Context 
Aware systems. 
 

1.4   Methodology 
 
Our research work in this thesis is within the scope of information system. Keen 
concluded [79] that the main aim of conducting information system researches is to 
“study the effective design, delivery, use and impact of information technology (IT) in 
organizations and society”. In our case, the goal is to explore how to apply the IT 
technologies to provide context-awareness for individual users without requiring the 
support from public systems, in order to regain the users’ capability of controlling their 
personal information in ubiquitous computing. 
 
The study of information systems can be regarded as a multi-disciplinary endeavor [80]. 
In the existing taxonomy of research methods [81], a distinction is drawn between basic 
and applied research. The first is directed towards theory building and contributes to the 
advancement of the general knowledge of the society. To a certain extend, this kind of 
research can only be conducted after a field of study has reached a certain level of 
maturity and has all the parameters clearly defined to be generalizable in a form of an 
appropriate theory: an established paradigm [82]. Applied research, on the other hand, is 
targeting some specific problem relating to the introduction or functioning of an 
information system. In this respect, applied research is closer to practice. The result of 
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such research is intended to help practitioners to be better informed about their work 
environment and do their job better [81].  
 
There are two traditions in conducting information systems researches [83]. By 
emphasizing on its social science aspects, different empirical approaches can be used, 
which includes case studies, surveys, laboratory and field experiments, and various types 
of simulation and forecasting on the positivist/scientific side of research, as well as action 
research and ethnographic studies on the qualitative interpretive side. Base on the other 
perspective that “information systems involve an unavoidable technical component” [84], 
systems development method has been widely used to bridge the gap between the 
technological and the social sides of information system research [83]. Parker further 
elaborated that such aim can only be achieved by building an application of the proposed 
theory as an illustration of the technical side in the information systems domain [85].  
 
Systems development has also been referred to as engineering type research, also know 
as social engineering [84] or systems development [86]. It is a developmental and 
engineering type of research, which falls under the category of applied science [86]. It is 
grounded on the philosophical belief that development is always associated with 
exploration, advanced application and operationalisation of theory [87]. This research 
approach may be classified as research and development, where scientific knowledge is 
used to produce useful materials, devices, systems or methods including design and 
development of prototypes and processes [88]. 
 
In information systems, a research work usually takes a cycle of theory building — theory 
testing — theory refinement. Building a theory involves discovery of new knowledge in 
the field of study and can be seen as rarely contributing directly to practice. On the other 
hand, after the theory is proposed, it needs to be tested in the real world to show its 
validity and to recognize its limitations, as well as to make appropriate refinements 
according to new facts and observations made during its application. Nunamaker, Chen 
and Purdin argued [86] that systems development represents a central part of a multi-
methodological information systems research cycle depicted in the figure below. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1-1.   A Multi-Methodological Approach to Information Systems Research [83] 
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This extended structure, with a systems development component integrated into the 
research cycle, presents a complete, comprehensive and dynamic research process. It 
allows multiple perspectives and flexible choices of methods to be considered in various 
stages of the research process. 
 
According to Frada [83], the systems development approach denotes a way to perform 
research through exploration and integration of available technologies to produce an 
artifact, system or system prototype. It focuses on the theory testing, more than theory 
building aspects of research, allowing a smooth progression from development to 
evaluation. On the other hand, it can be useful to consider as part of the exploratory stage 
of information systems study, when the aim is to observe and evaluate the implications or 
any other effects of introducing a particular new technology into the organization. 
Systems development research process is of an iterative nature, as illustrated in figure 1-2. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1-2.   The Systems Development Method [83] 

Step 1 – Concept Building
The construction of a meaningful research question, investigating 
the functionality and requirements of the system and studying other 
disciplines for other ideas and approaches

Step 2 – System Building
The construction of the prototype system through the following 
steps:

2a – Develop a system architecture

Developing an architectural design and defining system 
functionality, components and interrelationships.

2b – Analyze and design the system

Designing the database/knowledge base and processes to 
carry out system functions, developing alternative solutions and
selecting one of them.

2c– Build the (prototype) system

Learning about concepts, framework and design through the 
building process and gaining insights about the problems and 
the complexity of the system.

Step 3 – System Evaluation
Observing the use of the system by case study or field experiment, 
evaluating the system through laboratory or field experiment, 
developing new theories/models based on the observation and 
evaluation of the system, and consolidating experiences learned.
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We have mainly followed the systems development method in this thesis work. We first 
spent time on studying and exploring the well-known ubiquitous computing systems, 
trying to figure out the causes why the current ubiquitous computing systems have not 
achieved a wide acceptance by ordinary users for real world practice. Based on that, we 
formed our problem statements, and presented our motivations together with a general 
goal. 
 
To gain insights of the identified problems, we further investigated the related works and 
composed a comprehensive system framework to illustrate the working principle within 
the existing systems. This framework helped us to identify and extract the common 
knowledge applied in these systems, and it has also been extensively used to guide our 
design of Person-Centric Context Aware System architecture towards our defined general 
goal. 
 
To realize this general goal, we looked into a number of concrete issues, and enumerated 
the possible solutions by comparing and applying the existing solutions. During this 
phase, three of them were identified as the most crucial problems. These three issues have 
then been further studied separately, each with a specific research question. They have 
received most of efforts to provide better solutions. To attack these problems, the 
engineering methods (different Design Patterns [89]) have been used to design and 
implement different system components following the iterative cycle. After achieving 
certain reliability, the developed system components have been assembled to construct a 
complete prototype system to evaluate their real world effects.  
 
So far, we have completed several rounds for the individual solutions and one round for 
the overall solution with primarily lab experiments and evaluations in the iterative cycle. 
We are now on the stage of achieving testable prototypes in real world situation, and we 
plan to conduct more thorough experiments and observations with more methodologies 
such as case studies, field studies etc. to evaluate our proposed solutions and draw 
conclusions out of them. 
 

1.5   Contributions 
 
There are five main contributions within this thesis work: 
 

1) A general system framework (using a layered structure) was composed to 
demystify the relationships between different context processing involved in a 
context aware system. This framework was inspired by the work of Location 
Stack [23], however, we have extended its concept and terminologies to 
accommodate more comprehensive context processing. With our layered structure, 
it is easer to illustrate any context-aware systems by decomposing them into a 
number of context processing, each mapping to a corresponding category (layer). 

 
2) By referring to the general system framework, we could easily identify and re-

organize the different processing involved in personal context handling. Based on 
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that, a Person-Centric Context Aware System architecture was proposed to 
achieve our goal of preserving an independent and consistent user representation. 
A number of important issues were discovered in this proposed architecture, 
together with the discussions of their possible solutions in terms of different 
system components. Three of them were identified as the most crucial problems in 
the area. We have then concentrated on these problems to provide better solutions, 
each with some concrete implementations tailored to our proposed system 
architecture. 

 
3) To attack the context data communication problem, we thought the 

communication meta-data should be used. A SIP-based solution was proposed to 
enable context delivery with tolerance of frequent network changes. A set of 
software components have been designed and implemented to simplify connecting 
distributed system components. Superior to a homegrown protocol, our solution 
leveraged the advantages of SIP including its openness, wide acceptance, and easy 
extensibility, which all together made our solution more suitable for real-world 
practice. 

 
4) To address the difficulties related to a user’s context sensing in ubiquitous 

computing settings, two location detection services were developed to study the 
important requirements. Compared with prior location sensing systems, our 
solutions are more cost-effective and easier to deploy and maintain. Based on our 
experience of implementing and evaluating these two services, a number of 
important issues were identified together with a discussion about the related 
solutions. 

 
5) To alleviate the threat to user’s privacy in ubiquitous computing, a pseudonym-

based communication support was proposed to hide the user’s real-world identity 
when communicating with untrusted parties. Different from the ordinary use of 
communication proxy servers, this solution added an extra level of protection by 
using the Personal System. In addition, our proposed SIP-based implementation 
could take the advantages of the standard SIP protocols and reuse our dynamic 
communication support. 

 

1.6   Thesis Outline 
 
This thesis consists of eight chapters. This initial chapter gave an overview of the whole 
thesis. It provided a brief introduction to the ubiquitous computing area, its background, 
and the related research issues. In addition, our problem statements were presented, 
together with our motivations, objectives and the general goal, as well as the method we 
followed in this thesis work. Finally, a list of thesis contributions was provided. 
  
Chapter 2 gives an introduction to the context-aware computing, a vital research subject 
in ubiquitous computing. A layered structure is presented to help to demystify the 
relationships between different context processing in context-aware systems. 
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Chapter 3 illustrates our proposed system architecture, a Person-Centric Context Aware 
System, aiming to preserve an independent and consistent view for each user to different 
computer systems. This architecture is elaborated in accordance with the pre-elaborated 
layered structure. A number of important issues are addressed together with their possible 
solutions. Three of them are identified as the most crucial problems, and to be further 
discussed separately in the following three chapters. These five chapters (2 to 6) together 
comprise the main contributions of this thesis work. 
 
Chapter 4 elaborates our efforts to provide Context Communication with adaptability to 
dynamic network changes. 
 
Chapter 5 describes two location services we developed to attack the Location Detection 
difficulties. 
 
Chapter 6 presents our solution of using Anonymized Communication to improve 
Personal Privacy Protection. 
 
Chapter 7 describes our first prototype system based on our developed software 
components. This prototype does not completely comply with our design of the Person-
Centric Context Aware System elaborated in Chapter 3. However, the lessons learned 
from this prototype have guided us to improve our software components and reshape the 
system infrastructure towards a Person-Centric Context Aware system. 
 
Chapter 8 presents our concluding remarks of this thesis and outlines our planned future 
work. 
 

1.7   Publication List 
 
Below is a list of our selected publications, which have major influence on this thesis 
work. 
 
(1) Wei Li, “A Service Oriented SIP Infrastructure for Adaptive and Context-Aware 
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(MUM2003), Norrköping, Sweden,10-12 Dec. 2003, with influence on our work 
described in Chapter 2 and 3. 
 
(2) Wei Li, Martin Jonsson, Fredrik Kilander, Carl Gustaf Jansson, “Building 
Infrastructure Support for Ubiquitous Context-Aware Systems”, Second International 
Symposium on Parallel and Distributed Processing and Applications (ISPA'04), Hong 
Kong, China, 13-15 Dec. 2004, with influence on our work elaborated in Chapter 5 and 6. 
 
(3) Fredrik Kilander, Wei Li, Carl-Gustaf Jansson, Theo Kanter, and Gerald Q. Maguire 
Jr., “Distributed Context Data Management”, First international workshop on Managing 
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Context Information in Mobile and Pervasive Environments (MCMP 2005), Ayia Napa, 
Cyprus, May 9, 2005, with influence on our work of context query described in Chapter 3.  
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Chapter 2  

Context-Aware Computing 
 
 
Combining the computation and communication power provided by various personal 
mobile devices, and other computing facilities deployed (and hidden) in the infrastructure 
and local environment, a user could gain more access to various resources with less 
constraint to the physical boundaries. We present a number of scenarios below to 
illustrate the practical use of ubiquitous computing technologies in daily life situations: 
 

John is an EU project manager responsible for coordinating several research 
groups across the Europe. He usually has a full daily schedule, however never 
needs to compromises his personal life by taking the advantage of ubiquitous 
computing technologies. Today he is going to attend the regular video conference 
to meet other project members. As he lives in suburban, he has to drive to the city 
campus which normally takes him 45 minutes.  He docks his PDA phone in the 
car, which triggers a performance of automobile self-inspection. After that, the in-
vehicle computer will synchronize John’s favorite playlist with his personal media 
center at home through the wireless network (access points) in garage. 
 
After the synchronization, the in-Car Hi-Fi begins to play back. When he drives 
out of the garage, the GPS application starts its voice guidance with a real-time 
road map on the docked PDA screen (the destination is city campus). During the 
driving, any changes about the road traffic can be received. The traffic 
information may arrive through the GPRS connection on his PDA phone, or via 
the nearby base stations in wireless hotspots. A transparent connection-switch is 
provided to ensure an optimal use of the available networks in terms of their cost 
and performance. The received traffic information is also monitored by the GPS 
application to suggest different driving path dynamically, to avoid traffic jams. 
Otherwise, it would also inform other meeting participants about John’s possible 
delay; therefore, they can change the meeting agenda to start without him. 
Alternatively, he can also attend the meeting (via real-time communication) as a 
remote participant, however with degraded attention and interaction capabilities. 
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Once John arrives at the city campus, the Hi-Fi and the guiding application stop 
automatically. The garage system authenticates him and then guides him to an 
assigned parking place. When he enters the video conference room, all the related 
documents become accessible from his laptop, including the documents from the 
previous sessions and the ongoing discussion materials which are immediately 
filled with his newly arrived proposals. He is able to use any facilities in the room 
such as the projector to assist his presentation which is synchronized with other 
screens on each remote side. At the same time, his mobile devices are 
automatically switched to no-disturb mode, redirecting any incoming messages to 
his digital assistant (an answering machine service).  
 
When new messages arrive in this situation, his digital assistant will first respond 
with John’s no-disturb information. This information however may be presented 
in different ways, such as “meeting-in-campus”, “working”, or just “busy” 
depending on who is calling. The left messages will be recorded, e.g., as voice 
mails, and finally remind John when he becomes available again. 
 
After a day of busy work, John comes back home. The fridge suggests a recipe for 
his supper based on the food it accommodates and his taste preference. After the 
dinner, he takes a rest in the couch as usual, so his preferred music starts on and 
the TV turns to his favorite channel initially, the surroundings such as the lights 
are also dimmed to create a cozy atmosphere. 
 
 It turns down the volume and up the light when John starts a call to his wife Jane 
who is now abroad for a business trip. The call is accepted and Jane shows on the 
big TV screen like they are talking to each other face to face. Meanwhile the VCR 
begins to record his favorite program on time so that he won’t miss it for the call. 
All the performance is customized to John’s personal preference without his 
explicit operations, thus, maintaining the comfortable atmosphere to help him 
relax from the tiredness of the work. 
 

Some facilities mentioned above already exist nowadays, like the GPS guidance on 
mobile phones, and the video conference system, while other appliances (such as the 
smart fridge) are to be devised. The common requirement among these scenarios is that 
the devices, applications and the environment are able to automatically transform their 
working modes from one to another. For instance, the light and music could adjust 
accordingly without John’s explicit interaction when he turns to making phone calls from 
having a rest. Given that all these fancy devices and facilities are easily controllable and 
deployed pervasively in our environment, the major question becomes how to empower 
the systems an awareness of users’ situation changes, e.g., their location, activities etc. 
During the last decade, this new demand has stimulated a great number of research efforts 
which together fostered a vital research subject – Context-Aware Computing, within the 
ubiquitous computing area. 
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2.1   The Notion of Context 
 
The term context has been widely used in computer science where the notions of context 
are very diverse and serve for different purposes. There is a collection of different notions 
of context in computer science by Mans  Theodorakis [7]: “in Information Bases, a 
context is a higher order conceptual entity that describes a group of conceptual entities 
from a particular standpoint [8]; in Software Development, context appears in the form 
of views, aspects, and roles for dealing with data from different perspectives; in Machine 
Learning, context is treated as environmental information for concept classification; in 
Artificial Intelligence the notion of context appears as a means of partitioning knowledge 
into manageable sets or as a logical construct that facilitates reasoning activities; and in 
the area of Knowledge Representation, the notion of context appears as an abstraction 
mechanism for partitioning an information base into possibly overlapping parts or for 
dividing the global schema of a database into clusters in order to deal with schema 
complexity.” 
 
Meanwhile, context is also a powerful and longstanding concept in human-computer 
interaction (HCI) wherein interaction with computation is regarded as explicit acts of 
communication (like pointing to a menu item), in contrast, the context is implicit (like the 
default settings), used to interpret the explicit acts and make communication much more 
efficient [9]. 
 
Embracing this idea, the notion of context in ubiquitous computing is commonly 
understood as the physical and social situation where the interaction takes place. It is 
often associated with primary questions like “When”, “Where”, “Who” and “What” [9], 
which leads to the answers of time, location, identity and activity. In addition, the status 
of computing environment, such as the running application and network connection, has 
also been identified useful as it may provide more accuracy to reveal the user’s activity; 
therefore, it is referred to as computational context. These fundamental sorts of 
information appears as the most useful context, and also act as indices into other sources 
of contextual information. Here is a list of classified context examples from [10]: 
 

• Identity  
• Spatial information – e.g.  location, orientation, speed, and acceleration  
• Temporal information - e.g. time of the day, date, and season of the year  
• Environmental information - e.g. temperature, air quality, and light or noise level  
• Social situation - e.g. who you are with, and people that are nearby  
• Resources that are nearby - e.g. accessible devices, and hosts  
• Availability of resources - e.g. battery, display, network, and bandwidth  
• Physiological measurements - e.g. blood pressure, hart rate, respiration rate, 

muscle activity, and tone of voice  
• Activity - e.g. talking, reading, walking, and running  
• Schedules and agendas  
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2.2   The Definition of Context 
 
Context-aware computing has been a vital research in ubiquitous computing area for 
more than a decade during which period the notion of context has been commonly 
established. Nevertheless, the researchers in the field have not reached a consensus 
definition of context.  
 
The first definition of context in ubiquitous computing is normally accredited to Schilit 
and Theimer [11]: 
 

“location of use, the collection of nearby people and objects, as well as changes to 
those objects over time.” 

 
Since then, there have been many other attempts trying to define context, however, most of 
them fell into a category as some form of enumeration of certain context by examples which 
are hardly to be applied comprehensively. Today a general, also mostly cited definition of 
context is by Anind K. Day [5]: 
 

Context is any information that can be used to characterize the situation of an 
entity. An entity is a person, place or object that is considered relevant to the 
interaction between a user and an application including the user and application 
themselves. 

 
Another definition by Henry Lieberman and Ted Selker, Media Lab MIT [12] is based on 
an application viewpoint:  
 

Context is everything but the explicit input and output. 
 
The associated descriptive pictures (figure 2-1) further point up the diversities between 
the traditional applications and the applications which make use of context (context-
aware applications). 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2-1.   Context is everything but the explicit input and output [12] 
 

           

Traditional Applications Context-Aware Applications 
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However, we think a comment to this definition should be that although the explicit input 
and output are not treated as context directly in their definition, they can often be used to 
interpret user’s context. For example, a button press is usually perceived as user’s typing 
action, which may further derive a user’s location by identifying the interacted computer, 
or even her activity if the interacted applications can be identified. 
 

2.3   Context-Aware System 
 
A large number of context-aware systems and applications have been devised and 
demonstrated in ubiquitous computing within the last decade. Many earlier context-aware 
systems are discussed in many literatures such as [13, 14] which categorized and 
compared the different use of context with their individual application scenarios. Based 
on the examination of these previous works, Dey proposed a definition of context-aware 
system [13]: 
 

A system is context-aware if it uses context to provide relevant information and/or 
services to the user, where relevancy depends on the user’s task. 

 
This definition emphasizes on the “use of context” by the system, which matches with 
our description of the goal of context-aware computing:  
 

To provide computers with an awareness of user’s situation by feeding them with 
various background (contextual) information, based on that computers can take some 
actions on behalf of the users without their explicit interference, thus making their 
attention more focused and interaction more efficient. 
 

It should be noted that to enable a system context-aware, different contextual information 
has to be acquired by the systems before the use. However, according to Dey’s definition 
of context-aware system, this acquisition process is not necessarily to be provided by the 
context-aware system itself; instead, a context-aware system may hire another 
independent system to fulfill the context acquisition task. Therefore, the context-aware 
system in their definition only requires the existence of context-aware applications. 
Different from that, the term of context-aware system in this thesis has a broader scope, 
which, besides the set of context-aware applications, also embraces the aspects of context 
information acquisition and management (figure 2-2). 
 
Dey and Abowd classified the different context-aware features demonstrated in the 
previous context-aware systems into three general categories [13]: 
 

1. presentation of information and service to a user; 
2. automatic execution of a service; and, 
3. tagging of context to information for later retrieval 

 
A major problem among those earlier context-aware systems, as pointed out by Nelson 
[15], is they were built in an ad hoc or per-application manner, heavily influenced by the 
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underlying technologies used to acquire the context. As a consequence, the applications 
in the same category using similar context are not interchangeable as they are designed 
and developed only for some specific technology or devices. This tight coupling has 
greatly hindered the development and the evolution of more complex context-aware 
applications using different sorts of context information. To attack this problem, a context 
framework is proposed by Dey to take the responsibility of handling context information 
away from the context-aware applications, which provides a necessary abstraction to help 
them to focus on their application logic. A list of important requirements have been 
defined for a framework to support general context-aware applications: 
 

• Context specification 
• Separation of concerns and context handling  
• Context interpretation 
• Transparent distributed communications 
• Constant availability of context acquisition 
• Context storage 
• Resource discovery 

 
To address these related issues, Dey proposed a solution consisting of a set of conceptual 
software components named context toolkit [13]. We think the main contribution of 
Dey’s work is on identifying and separating different concerns involved in context 
processing, and facilitating the sharing of the processing results. This separation concept 
has gained a wide acceptance in the field. Consequently, many researchers in the area 
began to focus on providing more generic support for context acquisition and sharing, 
e.g., building public context infrastructures. Most of these works have concentrated on 
two aspects: context modeling and system architecture design. 
 

2.4   Context Modeling 
 
To achieve a general context framework, the model of context embodied by the system 
framework has to be flexible enough to accommodate different (and new) types of 
context information to be acquired and presented. Based on the study of the previous 
work, Karen et al. identified a number of characteristics to be considered in context 
modeling [16]: 
 

• Context information exhibits a range of temporal characteristics. Context can 
be classified as static or dynamic. Static context information describes invariant 
aspects such as person’s date of birth, while the persistence of dynamic 
information can be highly variable. For example, the relationships between 
colleagues typically endure for months or years while a person’s location and 
activity often change in minutes. The persistence characteristics influence the 
means by which context information must be gathered. 

 
• Context information is imperfect. The acquired context information from 

context-aware systems may be incorrect due to a number of factors. For instance, 
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sensors, derivation algorithms, and users may provide faulty information; and the 
information delay caused by data transferring through distributed components 
(typically from context sources, repositories to consumers) makes context 
information quickly become out of date.  

 
• Context information is highly interrelated. Some relationships are evident 

between contextual information (for example, proximity between users and their 
devices). Other less obvious types of relationships also exist amongst context 
information, for instance, context inference rules impose a relation (dependency) 
between the derived context information and the information pieces used to 
produce the inference result. 

 
• Context has many alternative representations. Much of the context information 

involved in ubiquitous computing systems is derived from sensors. There is 
usually a significant gap between sensor output and the level of information that is 
useful to applications, and this gap must be bridged by various kinds of 
processing of context information. Moreover, requirements can vary between 
applications. Therefore, a context model must support multiple representations of 
the same context in different forms and at different levels of abstraction, and must 
be able to capture the relationships that exist between the alternative 
representations. 

 
These context natures should be carefully considered in the design of context-aware 
system architecture when dealing with the processing of context information. Karen 
proposed a method with extensions to the Entity-Relationship (ER) and UML to support 
the extra characteristics for context modeling. A step forward, ontology and semantic web 
technologies [17] have also been applied [18, 19, 20] to model and present context in a 
universal form to promote the wide exploitation of context in ubiquitous computing 
systems. The ultimate goal of these efforts is to facilitate context auto-processing by 
computer systems leveraging the advances from other technologies such as the symbolic 
logic in artificial intelligence.  
 

2.5   System Architecture 
 
Sensors and actuators have been widely used to capture context in context-aware 
computing. Various sensors, such as RFID tags, GPS receiver and Active Badges, etc., 
have been commonly used in context-aware systems. Today, due to the quick 
development of technologies, especially the advance in microelectronic system 
integration area, multi-function sensors, integrated in small size with networking 
capability, are becoming available. For example, the Mica Mote [21] is such a coin-sized 
wireless sensor device, each accommodates a number of different sensors, including 
accelerometer, thermometer, microphone, etc. A number of Motes can form a multi-hop 
wireless sensor network using a short-range radio communication. With this network, the 
Mote sensor data from a large area can be received and distributed over distance. More 
detailed introduction to the Mote sensor is given in Chapter 5 (section 5.2.1). 
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The wealth of sensor technologies brings more possibilities for context-aware systems to 
acquire user’s context information. On the other hand, it also makes context acquisition 
more complicated. Typically, the same type of context information can be derived from 
sensor data (also in different forms) through different sources, while the same sensor 
source may also contribute to deriving different context information at the same time. For 
example, a GSM phone can provide various user information, e.g., her identity, location 
and presence (status) simultaneously; while an office camera may also produce the same 
sorts of information, e.g., by identifying the user through the facial recognition 
technology, or detecting her absence through the motion detection, etc. In such cases, it 
becomes more puzzling for the system to retrieve the useful and correct context 
information because adding sensors may also introduces noises or even contradictions. 
Therefore, how to improve the derivation of correct user context information by making 
more use of the rich sensor data becomes a issue of great importance. 
 
One solution is to enable an easy sharing of various context information and sensor data, 
so that they can be used to complement or even validate each other. The Context Toolkit 
[5] defines a number of conceptual components, namely context widgets, interpreter, 
aggregator, services and discoverers. They are used to separate different concerns 
involved in complex context processing. Based on this idea of concern separation, many 
different context architectures have been proposed by other researchers [22, 23, 24].  
 

 
Figure 2-2.   Context-Aware System Framework 

CR: Context Refiner; CA: Context-Aware Application 
 
Mainly inspired by the work of the Location Stack [23] which suggests a layered model 
targeting location sensing in Ubiquitous Computing, we proposed a more comprehensive 
system framework in a similar layered fashion (figure 2-2) to demystify the relationship 
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among different context processing within a context-aware system. We have borrowed 
three terms (Sensor, Measurement and Fusion layers) from the Location Stack [23] and 
two (Reception and Abstraction layers) from Lenonhardt’s location acquisition stack [22]; 
however expended them with our explanations, and re-ordered them together with 
another two layers we defined. With this revision, our new framework is able to illustrate 
the general structure of context-aware system beyond the constraints for only location 
sensing. Each specific layer is further elaborated in the following sub-sections. 

2.5.1   Sensor Layer 
 
As placed at the bottom, the sensor layer contains the physical hardware (sensor) and the 
corresponding driver (e.g., the embedded algorithms/firmware). The sensor layer offers 
the upper layer access to the sensed “raw” data. The Mica Mote is a more complicated 
example. A base-station Mote can receive composite sensor readings (identifiable by 
Mote ID and sequence ID) from a group of distributed Motes. The readings from each 
Mote may further consist of data from multiple sensors as one Mote Sensor board can 
accommodate a set of different sensors, such as accelerometer, thermometer, microphone, 
etc. 

2.5.2   Measurement Layer 
 
The raw sensor readings acquired through the physical sensor has to go through the first 
interpretation to produce useful data in some standard form. To illustrate the related 
processing, this layer can be further partitioned into two sub layers – Reception layer and 
Abstraction layer as suggested in Lenonhardt’s location acquisition stack [22].  
 
The Reception Layer manages the data reading (by polling or receiving events) from 
sensors, then extracts the relevant data, and finally delivers them to the Abstraction layer. 
The reception layer may also support adjusting/controlling sensors and/or provide this 
capability to upper layer through it. The Abstraction layer interprets the extracted data 
into context information in the first hand, and then transforms it into some standard 
format, and stores it if needed. As in some cases, the historical context information may 
also be useful to derive useful context, e.g., to determine the average temperature in a 
specific time-span. The abstraction layer is also referred to as representation layer in [24].  

 
The measurement process involved in Mote sensing, as in our previous example, consists 
of two steps: 1) the mixed sensor data arrived at a Mote base station have to be first 
divided into different sets according to the Mote ID and sequence ID. Then every set will 
to be further decomposed into different segments, each presenting one sampling reading 
from a particular sensor on a Mote, 2) each segment will be finally converted to a useful 
format according to the specific sensor specifications, such as temperature in Celsius and 
sound level in Decibel. Similarly the two-step view is helpful to understand the use of a 
GPS receiver, which first extract different types of NMEA [25] sentences, and then 
interprets them individually to get different sorts of information e.g., coordinates, 
available satellites and their signal strength, etc. 
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As various sensors are becoming increasingly advanced, powerful and complicated, agent 
technology can be applied to hide the sensing details with abstract accessing. 

2.5.3   Aggregation Layer 
 
This layer aggregates context information produced by different sensor sources (after the 
measurement). It acts as a data repository holding the relevant information. Although the 
concept of aggregation appears more like a system deployment issue, to determine the 
relevance between different context information is heavily influenced by the context 
model embodied in the system. The common aggregation model conforms to people’s 
perception about the world, usually mapping to objective and virtual concepts such as 
device, person, place and organization, etc. Such instances were referred to as context 
aggregator in Context Toolkit [5], and we will used this term in this thesis. 
 
A management layer is also placed within this layer to support the administration of the 
stored information in a context aggregator. It usually provides an interface for browsing 
and modifying the acquired context, as well as a query interface (also called query layer) 
to support polling or pushing events about the context changes. For instance, a user’s 
person aggregator should allow her to set/modify personal information like name, address 
and preference etc, as well as to allow others (e.g., the applications) to see these changes. 
 
The aggregation layer not only helps to manage and access the related information, but 
also provides support of information protection, as a solution of holding the information 
at the most appropriate places. For example, a context aggregator presenting a user 
should also protect the user’s personal information from unauthorized access.  

2.5.4   Fusion Layer 
 
High-level context inference is conducted in this layer based on the aggregated context 
information. Each of such inference rule set is called a context refiner. For instance, a 
possible context refiner could be to deduce a user’s activity using the combined 
information of her calendar, location, time and nearby persons. In addition, it may also be 
used to validate the acquired context information, typically when multiple sources can be 
used to represent the same context information in different ways, e.g., with diverse 
confidence, accuracy or granularity. The location fusion [23, 26] becomes a good 
example. Various location sensing results acquired through different means including 
GPS, GSM, Wi-Fi and Bluetooth etc., can been used jointly to increase the accuracy of a 
user’s position. Additionally, the fusion algorithms may also be refined with a learning 
capability over time. 
 
The results produced by context fusion could be put back into the context repository to 
make the newly inferred context information sharable through the query interface in the 
aggregation layer. One important issue here is how to handle the possible conflicts 
resulted by the derived context information. One simple solution is to employ a high-
level monitor [27] which is knowledgeable enough (by referring to user’s preference) to 
resolve the possible conflicts. 
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2.5.5   Application layer 
 
This layer helps to map various application needs of context information into the 
underlying corresponding context queries. It normally includes some programming 
toolkit. The toolkit presents a simple interface for applications to specify their context 
requirements, and then converts them into the form which can be accepted by the 
aggregation layer underneath, e.g., to formulate the context requests with some query 
languages like [27]. The context programming toolkit may further take the responsibility 
of determining the relevant context aggregator, and conduct communication with them 
(e.g., deliver context queries and maintain communication sessions). 
 
Therefore, a context-aware application can be logically divided into two parts: one is the 
context handling part based on the programming toolkit, and the other part representing 
the context-adaptation logic, which decides what to act according to the retrieved context 
information. In addition, the application may also report information (e.g., its running 
status as computational context information) back to the context repository using the 
same software toolkit. 

2.5.6   The Use of the Layered Structure 
 
This layered structure helps to demystify the complex context processing involved in 
context-aware systems. However, there is no need to implement all the layers we 
elaborated. Instead, the use of this framework is totally dependant on the requirements of 
the system. For example, a single purpose GPS application on a handheld device may not 
need to share the acquired location information with others therefore it involves no 
context aggregation and query process. Even so, it is very powerful to explain the context 
processing in an infrastructure-based context-aware system with distributed context 
acquisition and sharing. This system framework serves more like a general conceptual 
model to context-aware systems as the OSI network model to communication systems. 
However, the difference is that this framework is used to illustrate the construction of a 
context-aware system consisting of various context entities (on different layers), while 
the OSI model uses layers to address different communication aspects within a single 
network application. Therefore, they are from orthogonal perspectives, and one can apply 
the OSI model to each distributed context entities to understand its communication. 
 
After identifying and dividing the various context processing into categories using the 
layered model, the remaining major issue becomes how to design and deploy the different 
processing on a distributed heterogeneous network environment in a practical and 
optimal manner. Different strategies should be applied to match the characteristics of 
each individual processing. For instance, to acquire context using Motes, the context 
interpretation is usually conducted on a central computer which has more communication 
and computation power (than any single Mote) for collecting and processing the sensor 
data. In contrast, to calculate speed and orientation information through a GPS receiver, it 
is better to process the data locally. Otherwise, the data have to be sent back and forth for 
remote processing, which both increases the network traffic, and introduces a delay 
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which will significantly affect the validity of the results (the coordinates usually change 
very frequently). 
 
One type of processing – conversion, is orthogonal but common among these layered 
processing. As the measurement layer normally presents sensor data in some “canonical” 
forms. It is necessary to have a mechanism of translating context information into 
different formats/units, e.g., a separate software service can be hired to convert 
temperature from Celsius to Kelvin or Fahrenheit. The conversion process can have a 
chain of services to support conversions between many different units and formats. How 
to determine the optimal path from several possible service-conversion chains becomes 
an interesting issue per se. 
 
The processing of different layer may occur recursively as well. For example, a mobile 
phone can be treated as a device context entity aggregating data from a set of sensors 
on/attached to the device, e.g., a camera and a microphone. These data could be further 
aggregated on a person context entity, together with the data from other personal devices, 
and other information about the person. Similarly, the context fusion and reasoning may 
probably happen in both the infrastructure and user’s mobile devices. Therefore, it will 
not be uncommon that a context layer (processing) spans over multiple physical entities, 
or one entity combines context processing of multiple layers. 
 
The design and deployment of a context-aware system may vary dramatically from one to 
another due to the designers’ different concerns. To meet a user’s high-level requirements, 
the construction of the context-aware systems should go beyond just the concerns of 
physical constraints with the system entities. Instead, we think a context-aware system 
should emphasize on each individual user’s concerns, e.g., their personal customization, 
security and privacy needs etc., which deserves a system design different from the prior 
ones. The next chapter will present our proposed architecture for such a Person-Centric 
Context Aware System. 
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Chapter 3  

A Person-Centric Context Aware System  
 
 
To meet various user requirements, we propose a person-centric view for constructing 
context-aware systems, where the users (and their concerns) play a central and consistent 
role in the system design. The main idea we want to embrace in the Person-Centric 
Context Aware System is that the users are the owners of their personal information; 
therefore, they should have a control of how their context information will be used by 
others. 
 
The term person-centric is chosen to emphasize our design of representing each 
individual user with a distributed system, which is distinguished from the prior public 
infrastructure-centric systems. By using this term instead of user-centric, we try to avoid 
its confusing implications, e.g., the involvement of empirical user study, etc. 
 

3.1   Insufficient User Concerns 
 
This main idea sounds natural; however, it has not been given a real embodiment in the 
existing systems. For example, with prior ubiquitous computing systems, a user’s 
location and presence information can be tracked by the infrastructure and the user has 
little idea about how the information will be processed, e.g., how long the system will 
keep it, and whether the information will be exposed to any third party. These 
uncertainties have greatly affected the acceptance of current context-aware systems as the 
users treat their context as a part of personal privacy and prefer not to expose it at will. 
The users in these systems have to either accept the exposure of their personal 
information or the system will just not serve them. The design of these systems is based 
on the assumption that the user would eventually believe the benefit of using context-
aware system outweighs the compromise of personal privacy. However, such assumption 
turns out not true in many cases.   
 
Besides the privacy issue, there is a difficulty for a user to manage her context 
information distributed in different systems. For instance, most web-based e-mail 
services support some personalization features such as customizable browsing, e-mail 
filtering, etc; however, it would require a repetitive configuration if the user wants to use 
another web-mail service with the same personal customization. The same difficulty 
remains within the ubiquitous computing systems where a user may have interaction with 
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many different systems over time. This problem has not been thoroughly addressed by 
previous infrastructure-based ubiquitous computing systems. In the interactive spaces 
systems such as iSpace [6], user’s interactions are treated as intermittent and temporal 
actions confined with certain physical areas. In these systems, the services and their 
provided functions play the main roles while the user is not emphasized in the system 
model, or they are treated more like the peripheral parameters to the provided services. 
 
Finally, the meaning (or the interpretation) of different context information may vary 
depending on the different users. A better interpretation of the user’s context should 
consider the users as individuals. Therefore, a good context-aware system should not be a 
fixed system; instead, it should support user customization and system evolution during 
the use. These demands in turn reinforce the importance of a control of personal 
information by the users themselves. 
 

3.2   A Central Personal System 
 
Based on the discussion above, we think the user (and her interactions) should play a 
persistent role in ubiquitous computing. They deserve an independent and consistent view 
from the public systems. To embrace this idea in the design of ubiquitous computing 
systems, we suggest to provide each individual user with a single reference point called 
Personal System. This Personal System is a software service running on the user’s 
computer, remaining independent and autonomous to the public infrastructure. 
 
In accordance with our layered Context-Aware System Framework elaborated in figure 2-
2, the Personal System takes on two responsibilities: collecting and managing personal 
context information, and holding personal context-aware applications. A complete 
Person-Centric Context Aware System consists of a Personal System (PS) and a number 
of distributed context acquisition processes to provide various personal information. 
 
The main characteristic of a Person-Centric Context Aware System is its provisioning of 
user control compared with other public context-aware systems: (1) context acquisition 
mainly relies on personal computing resources, such as desktop, laptop PCs and other 
mobile devices (e.g., PDAs and Smart Phones). (2) The context information about the 
user is stored in the Personal System. It is the user’s Personal System which decides 
whether and how to share context with others based on the user’s preference. Figure 3-1 
depicts the central role of the Personal System, collecting various personal information 
from different sources. 
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Figure 3-1.   Personal Context Information Gathering 
 
As in the figure above, the user’s office and home systems maintain static connections 
with the user’s Personal System through which to provide persistent support (context 
information and computing resources) for the user; while other public systems, like the 
coffee bar, which the user happens to visit occasionally, can also provide some short-term 
support during her stay. The improvised support in the latter case relies on a dynamic 
awareness of the user’s presence, e.g., being triggered by sensing her mobile devices. 
With the Personal System, a user moving between different places and systems would not 
only depend on her mobile devices but also on her home system (PS) to facilitate the 
local interactions. The arrows in the picture only show the logic flow of personal 
information collected by a Personal System. The service interaction flow will be similar 
nevertheless in bi-direction. 
 
A context-aware system mainly built upon personal computing resources may not be 
realistic when computers were scarce and expensive; however, as computing resources 
become cheaper and pervasive, it becomes less difficult to provide an excess resource to 
run a Personal System. We have given an investigation in this thesis work on how to 
design and deploy Person-Centric Context Aware Systems which not only provide 
applications with context-awareness but also help to acquire and protect user’s context 
information. 
 

3.3   System Architecture 
 
In our design, the Personal System is introduced as the core part of our concept of 
Person-Centric Context Aware System. Each presents a persistent on-line representation 
of the user. It accommodates the user’s personal information, and can be associated with 
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a number of access means, e.g., a dynamic web page which returns the user’s current 
status in HTML format. 

 
 

Figure 3-2.   Personal System 
 
Inside the Personal System, there are two sub-systems: a Personal Context Information 
System (PCIS) which collects and manages various context information relevant to the 
user; and a Personal Application System (PAS) which accommodates different context-
aware applications using the context from the PCIS. Rather than purely use the context 
information in the PCIS, an application may also produce and publish information, e.g., 
as computational context, back to the PCIS. In such cases, the application is analogical to 
a peer concept as it acts as a context consumer and producer simultaneously. For instance, 
a context-aware personal communication service can be used as a software sensor to 
acquire the user’s status changes, in addition to its main task of providing user with 
various communication support. 

3.3.1   Personal Context Information System 
 
As a sub-system within the Personal System, the Personal Context Information System 
(PCIS) takes the responsibility of personal context information management. As we have 
discussed in Chapter 2, the acquisition of context information may involve a series of 
processing illustrated in a layered structure. The different processing could be conducted 
in a distributed manner between the Personal System and other system infrastructures 
depending on the specific constraints and demands. As shown in figure 3-1, a PCIS can 
acquire context information from multiple sources, such as a user’s home, office, 
personal area network and the occasionally encountered local systems. All these sources 
are involved in context acquisition, each may combine more than one processing layer, 
typically containing some context sensing activities. 
 
To decrease the overhead of managing distributed user information, the Personal Context 
Information System utilizes an architecture similar to the shared blackboard to conduct 
personal context processing, mainly on aggregation and fusion layers (the layered view is 
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discussed in Chapter 2). The PCIS inner structure is shown in Figure 3-3. The PCIS holds 
a central context repository aggregating context information received from various 
distributed sources. Before their arrival at the context repository, these context 
information may have already gone through some aggregation and inference processes, 
e.g., on the device which originated the context information. 
 
Different context information is categorized into three groups. 

• Static: include mostly static information of a user, such as the user’s name, 
belonging organizations, home address, telephone number etc.  

• Dynamic: include context information which is more subject to frequent changes, 
e.g., a user’s location, and the nearby persons. 

• Profiled: this category consists of reasoning rules about how to interpret and 
derive new context information, e.g., to infer a user’s activity by combining a set 
of context information including her location, time and nearby persons. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 3-3.   Personal Context Information System 

Inner Structure 
 
Three system components are defined in PCIS to handle and process the context 
information in the Context Repository. 
 

• Context Query Processor: it handles the incoming context queries, offering an 
interface for external access of the user’s context information (using some context 
query languages). 

• Context Manager: it listens to context information received from outside the PCIS 
and puts it into the Context Repository. It may also initiate a context query 
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requesting context information elsewhere such as from another PCIS which is 
interesting to the user at certain period. 

• Context Inference Engine: it is a pure processing component conducting context 
inference based on the acquired context information. It derives new context by 
applying inference rules (profiled context) against the corresponding context 
information stored in the context repository. One implementation of this Inference 
Engine is described in our recent paper [28]. 

 
Considering the evolution of the inference rules, they can be firstly restricted to only 
apply to some specific context-aware application which needs it, once it is proved steady 
enough (and not contradict with other existing shared rules), it can be imported into the 
PCIS as profiled context information.  
 
Both Context Query Processor and Context Manager have to be built upon some 
communication mechanisms with similar considerations. Therefore, they may use same 
communication interfaces and protocols for context information exchange. More related 
communication issues are discussed in Chapter 4. 

3.3.2   Personal Application System 
 
Personal Application System (PAS) provides a central place to keep a user’s applications 
in running mode so that they can still behave on behalf of the user even if she is offline or 
occupied. For instance, a Context-Aware Call Forwarding System (described in Chapter 7, 
as a personal application example) will redirect the incoming calls to the user’s voice-
mail account when she is inferred in meeting state. This kind of applications would be 
very helpful to mobile users who are more suffered from the network disconnections and 
other constraints. 
 
Personal Application System supports the design of separating user interactions from 
application logic within a context-aware application (a distributed Model-View-Control 
model). It helps to move some processing which involves heavy resource and 
computation consumption away from a user’s mobile devices, and to be deployed in the 
infrastructure. This requires more considerations in the design and deployment of the 
applications; however, it provides more flexibility and efficiency to the mobile 
applications as the return. Along this design, a context-aware application can be divided 
into two parts: a fixed server part running in the Personal Application System and a 
mobile client part on the user’s mobile devices taking main responsibility of facilitating 
the user’s interaction. The inner structure of the Personal Application System is 
illustrated in figure 3-4. The applications in the PAS can query the context information in 
the PCIS, or generate and report new context information. These interactions can be 
simplified by using some software components. Based on the retrieved information, the 
context-aware applications can provide some sort of adaptations when handling its 
incoming communication and interaction requests. 
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Figure 3-4.   Personal Application System Inner Structure 

CA: Context-Aware Application 
 

3.4   System Data Model 
 
Within the system infrastructure, a simple context model is defined to present the 
relationships between different context entities. So far, four basic entity types have been 
identified crucial for most general applications in the Personal System: Device, Person, 
Service and Place. The class diagram of the model is shown in figure 3-5. There are three 
reflective relations presented as UML stereotypes in this model:  
 

• PersonRelation: one person may have a relationship with another person. The 
PersonRelation which can be expressed as a buddy-list, such as a FOAF [29] 
document. 

• PlaceRelation: the PlaceRelation is presented by a set of possible relationships 
between different physical places, such as within, intersect with, nearby etc.  

• DeviceRelation: the relationship between devices is to present a list of devices 
which can be sensed locally. 
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Figure 3-5.   Context Model 
 

3.5   Context Description 
 
All the context information delivered are encoded in XML [30] as context tuples (named 
Context Elements), an object composed of the following attributes (all the attributes are 
under the namespace acas): 
 

id — A unique identifier. 

value — The value of a property of some entity. 

datatype — The datatype of the value, like integer, real, string etc. 

unit — The property to which the value refers. 

entity-reference — The uri to the entity which the context element describes. 

time — Time and date when the value was captured or composed. 

source uri — The uri to the entity which captured or composed the context 
element. 

source content —an optional description that explains the context element. 

An example of the delivered context information is shown in Table 3-1. It is obtained 
from a Mote-based detection service (described in Chapter 5) in the environment. The 
data content describes a temperature reading from a Mote sensor in room r7441, together 
with the location information of a user identified as “user-12345@anonymizer”. 
 
The id is used to identify the context element’s data series. The series consists of the 
sequence of context elements that when ordered by time, represent the successive 
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evolution of the context element’s value. The purpose of the id allows a reader of context 
information to quickly locate and update previously received elements. The id is chosen 
by the context sender; therefore, it is the sender’s responsibility to create an id that has a 
high probability of being unique. Otherwise a receiver that acquires context elements 
from several unrelated sender runs the risk updating the wrong context element.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 3-1.   XML-encoded Context Information 
 
The value can basically be anything, but initially useful configurations are assumed to be 
scalar values, multi-dimensional values, and text strings. Due to the composability of xml, 
structured values are easy to include. Other string based representations are also possible, 
but are subject to limitations of the character encodings required by the xml 
representation.  
 
The datatype should probably be a uri (or indeed, a list of uris that characterise the value. 
In any event it must enable the receiver to understand how to decode the value. The 
universal formalisation of datatypes is a problem which we do not attempt to solve. 
 
The unit is another uri and it identifies the property which the value refers to, for example 
temperature or location. As for datatype we do not attempt to provide an ontology for 
units, but expect that others will. 
 
The entity-reference is an uri that identifies the specific entity that has the property 
indicated by the unit. 
 
Together, entity-reference, unit and value form a basic tuple that is commonly used to 
describe properties of entities: 

 (entity, property, value) 

<acas:node xmlns:acas="urn:acas"> 
  <acas:contextelement id="123c"> 
      <acas:value datatype="integer" 
          unit="temperature/kelvin">300</acas:value> 
      <acas:entity-reference 
          rel="acas:dsv.su.se/k2/r7741/t"/> 
      <acas:time> 2004-02-12 10:00 am </acas:time> 
      <acas:source 
          uri="http://MICA2_001.fuse.k2lab.dsv.su.se"> 
              MICA2_001 </acas:source> 
  </acas:contextelement> 
  <acas:contextelement id="123d"> 
      <acas:value datatype="string" 
           unit="location/room"> Forum Rm. 7511 
           </acas:value> 
      <acas:entity-reference  
           rel="user-12345@anonymizer"/> 
      <acas:time>2004-01-12 10:05 am</acas:time> 
      <acas:source  
          uri="acas:dsv.su.se/k2/r7511"> 
          BT Location Detection Service</acas:source> 
  </acas:contextelement> 
</acas:node> 
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So the context information in table 3-1 can be presented as tuples: 

(room7714, temperature, 300) 
(user-12345@anonymizer, location, Forum Rm. 7511) 

 
The time is simply a time-stamp that enables a receiver to determine the age of the 
context element. 
 
The source uri is used to identify the origin of the context element. This could be a 
sender attached to actual sensors, or the output of a refiner process. 
 
The source content is currently not used explicitly, but is reserved for the purpose of 
including additional information about how the context element was created, for example 
an explanation or summary of the reasoning process of a context refiner. 
 

3.6   Context Query 
 
Leveraging the context description format, a preliminary Context Query mechanism is 
proposed to retrieve context information from a context aggregator. To retrieve some 
context information, two items, a context entity and context type, have to be provided in 
the request. The context query example in Table 3-2 is to retrieve temperature in the 
room R7741, the persistent attribute denote whether the query will be treated as a 
subscription for further temperature changes: 
 
 
 
 
 
 
 
 
 
 
 

Table 3-2.   Context Query Example 
  
There are many complicated context query engine proposed by other researches. For 
instance, the WASP project [27] defined a context subscription language which can 
combine action and conditions together to express complex rules. In Context Fabric [31], 
a language named Liquid [32] is defined to express context queries in a flexible form 
called entity type path. A Liquid query example like “location.occupant.publication” will 
be interpreted as to retrieve all the publications of the persons who are currently in a 
certain location. This query is to be processed by a set of related context entities along the 
path; each contributes to part of the query resolution. In this example, the corresponding 
location entity will generate a list of occupants; then each of these occupants entity will 
further generate a list of published materials.  

<acas:ContextQuery xmlns:acas="urn:acas" persistent="Yes"> 
    <acas:value datatype="integer" 

      unit="temperature/kelvin"> * </acas:value> 
  <acas:entity-reference 
      rel="acas:dsv.su.se/k2/r7741/t"/> 
  <acas:time> * </acas:time> 
  <acas:source 
      uri="http://MICA2_001.fuse.k2lab.dsv.su.se"> 
          MICA2_001 </acas:source> 

</acas:ContextQuery> 
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As a trade-off, a powerful context query language usually requires a complex query 
engine. Considering the complexity of the various context queries languages, a simple 
version makes it easier to achieve high reliability, which we think is the first priority for 
any proposed languages. This idea has kept us on our simple solution so far. However, 
this idea does not exclude adding future extensions for more advanced features. 

3.7   Interacting with Public Systems 
 
So far, most discussions have been focused on the inner structure of the Personal System 
in terms of two sub-systems (PCIS and PAS). However, how the Personal System interact 
with other systems will ultimately validate whether the Personal System is suitable for 
ubiquitous computing. The Personal System is designed to present an independent and 
consistent view of the user to other computer systems. When enabling it to interact with 
other systems, a number of related issues need to be addressed. For example, how to 
dynamically associate a Personal System with the systems in her local environment; how 
to maintain a user’s interaction when she moves between different systems; and most 
importantly, how to protect a user’s personal privacy when interacting with them. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3-6.   Interaction Bootstrapping 
US: end-User Service and S: Sensor 

 
To attack these problems, we propose a pseudonym-based communication together with 
an interaction bootstrapping support. This solution helps to protect a user’s privacy by 
hiding her real-world identity (with pseudonyms) when communicating with untrusted 
parties in ubiquitous computing. Figure 3-6 gives a general illustration of this solution. 
 
Public Service Infrastructure (PSI): A PSI is an instance of a ubiquitous computing 
system. A PSI may be confined to a room, a vehicle, an organization or any other natural 
or abstract boundary. Although PSIs are orthogonal to geo-location spaces it is likely to 
be conceptually convenient to create mappings between them. 
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Within the PSI, context information is produced by context generators which are attached 
to hardware sensors that measure physical properties of the PSI, or software sensors that 
measure computing properties of the PSI. 
 
• Hardware Sensor Context Generator: it consists of a set of services; each presents 

certain context information about the PSI (or a user inside the PSI). Such context 
information is derived (sensed or inferred) from various physical sensor input, e.g., a 
Bluetooth location service could detect the presence of a user by sensing her Bluetooth 
mobile phone. 

• Software Sensor Context Generator: it collects and maintains a fresh status 
description (including the service meta-data) about the end-User Services (US) 
associated with the PSI while the USs refer to the services which cater for a user’s 
immediate requirements, such as a media player on a wall-mounted display. 

 
The PSI representative is called the Communication and Coordination Service (CCS), 
which manifests the PSI to the Internet as an addressable entity. It may communicate with 
Personal Systems for exchanging context information. The CCS subscribes for context 
information from the context generators in the PSI. When context indicates that a user 
with a Personal System (PS) is present within the PSI, the CCS adds the user’s PS as a 
temporary resource of context and services. 
 
Anonymizer Proxy Server (APS): A user who does not wish to be tracked by the PSIs 
should use an APS to hide her real-world identity instead of turning off the 
communication of her mobile devices. Rather than presenting the PSI with the address to 
her Personal System (which is assumed to be persistent over time), the user offers a 
temporal pseudonym, previously registered with the APS. This pseudonym allows the 
PSI to communicate with the user’s PS until it expires or is withdrawn. Disclosure of 
additional information is then at the discretion of the PS. More details about the 
Anonymizer Server are described in Chapter 6. 
 
Interaction Bootstrapping: There are two complimentary ways to bootstrap the 
interaction between a user and a PSI; (1) the user presents herself to the PSI through 
some means of direct or indirect action: a login interface, a broadcast identification or 
others. The PSI then contacts the PS. Alternatively (2) the user detects the PSI and sends 
a location-code or broadcast identification to the PS. The PS then contacts the PSI. 
 
Along our design of the Person-Centric Context Aware System, three aspects: 
communication support, location detection service and communication anonymity 
provisioning, have been identified as crucial issues. In the following three chapters, we 
will elaborate our design and implementation in each of these aspects separately. 
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Chapter 4 

SIP Based Context Data Communication 
 
 
This chapter describes our efforts to provide communication support for context data* 
distribution. The Person-Centric Context Aware System proposed in Chapter 3 employs a 
distributed deployment where some entities (e.g., the user’s wearable devices) work in 
mobile settings. In such cases, a solid mechanism for conducting and maintaining data 
communication over unreliable and changing networks is crucially important for 
distributed context processing. To meet this requirement, a SIP-based solution is 
proposed in this chapter based on our work of adopting and extending the emerging SIP 
standards. 
 

4.1   Communication Needs for Context Data Distribution 
 
In a distributed context-aware system, context data needs to be disseminated among 
different system components to fulfill a number of context processing tasks (as we 
illustrated with our layered system framework in section 2.5). For any component to 
acquire context data, two general types of communication can be used: push and pull. 
The difference between them is that the former method requires the receiver to send a 
request first while the latter does not. 
 
To meet our design for the Person-Centric Context Aware System that different system 
components (context sources and context consumers) span over both the fixed and mobile 
networks, a number of communication requirements have been identified: 
 

• Content Identification: some context network entities, such as the context 
aggregator, may handle context data of different sorts. Therefore, the context 
communication should allow context entities to specify the data content (e.g., 
parameters, types and units etc) when pulling or pushing data from each other. 

                                                 
* The term context data is used when the concerns of the semantics and the structure of the associated 
context information are not so important, e.g., during the delivery of context information. 
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• Naming and Addressing: different context entities need to identify and locate 
each other for conducting the communication. Beyond that, they may also need 
to discover each other dynamically. 

• Adjustable Communication: context entities need to determine (and modify) a 
mutually preferable means for their context communication. This could be of 
great significance for users’ communication in mobile settings. For example, a 
user’s wearable device would probably decline a request for frequent context 
pulling in order to avoid a quick power drain caused by data transmission; 
however, it may increase the context exchange frequency when static power 
supply is being used, e.g., through a power cable. 

• Timely Short-Term Communication: in ubiquitous computing, context data 
exchanges are often triggered by unpredictable events occurred on an irregular 
basis, therefore a support of timely and intermittent data delivery is needed. 

• Tolerance of Communication Disruption: the ability of resuming disrupted 
communication is crucial when communication involves mobile devices, as they 
are more subject to network disconnections. To achieve this, an awareness of 
communication disruption is also needed.  

 
To fulfill the above communication requirements, communication status can be preserved 
as meta-data to help the dynamic communication changes. To avoid “re-inventing” the 
wheel, the Session Initiation Protocol (SIP) and its emerging standards were adopted in 
our project to provide communication support for context data distribution. This decision 
is mainly due to their advanced extensibility and the wide acceptance as open standards. 
 

4.2   Communication Support with SIP 
 
This section gives a brief introduction of the standard communication mechanisms 
defined in SIP and SIP SIMPLE which we think suitable to be adopted to meet our 
identified communication requirements. Readers who are familiar with these standards 
can skip this section and continue with the next section. 
 

4.2.1   Session Initiation Protocol 
 
The Session Initiation Protocol (SIP) is an application layer control (signaling) protocol 
for creating, modifying, and terminating sessions with multiple parties [33]. It is a text-
based general-purpose protocol independent of the type of session being managed. SIP 
defines a complete mechanism for establishing communication sessions. The SIP 
architecture employs a Client/Server communication model. The SIP communication 
end-points are called SIP User Agents (UAs), each represents a user in terms of her 
communication applications. Typically, each SIP UA belongs to a SIP domain managed 
by a SIP Proxy server which helps to dispatch a SIP UA’s requests and responses to the 
desired destination. The SIP Proxy relieves a SIP UA from performing address resolution, 
message routing, etc. Normally a SIP UA has to register with its SIP domain (via a SIP 
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Registrar) before it is able to use the SIP Proxy. More detailed message flow for setting 
up a SIP communication session is shown in Figure 4-1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4-3.   Setting up a SIP Communication Session 
 

A typical SIP communication pattern involves in a number of entities as presented in 
figure 4-1. After registering successfully with the SIP domain registrar (1), a session 
initiator (SIP UA) sends an INVITE request (2). The intended receiver’s address is 
specified in the request, in form of a SIP URI (like “sip:Receiver@ReceiverDomain”). 
This request may be routed through several domains by different SIP Proxies before 
arriving at the receiver’s SIP UA (4). An OK response will be generated and returned to 
the initiator if the request is received and the receiver is willing to accept the session 
request (5,6,7). Then an acknowledgement (ACK) message will be sent from the initiator 
meaning it is still available and willing to establish this communication session. Upon 
receiving the ACK, a session is established, and the media communication begins 
directly between two end-points. 
 
The media communication parameters were carried as the content of the initial INVITE 
request (using the Session Description Protocol [34]), but could be modified in the OK 
response (5), in this way communicating participants with different capabilities can 
negotiate to determine their mutually preferred communication means. Within an 
established session, each participant can send an INVITE message to modify (re-
negotiate) the communication parameters, and finally sends a BYE message to terminate 
the established session. A number of parameters helping to determine the session status 
are presented as headers in the SIP messages (including the SIP sequence number, expire 
time, routing path, etc.). 
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4.2.2   SIP Presence Framework 
 
SIP was originally designed for implementing IP telephony and Multimedia conference 
systems. Due to its support for session establishment, it has been widely accepted as a 
standard communication coordination protocol and is supported by many different 
systems ranging from VoIP systems to Instant Messenger applications. 
 
To further complement the general use of SIP, extensions have been proposed to support 
diverse applications. The IETF working group, SIP for Instant Messaging and Presence 
Leveraging Extensions (SIMPLE) [35] has defined standards based on SIP to provide the 
capability of transferring both real-time Instant Messages and asynchronous information 
such as presence [36]. The SIP Presence Framework defines a Subscribe/Notify/Publish 
model (see figure 4-2) to provide a SIP UA with an awareness of other SIP UAs’ 
presence. Three main components have been defined in the SIMPLE specifications: 
 

• A Presence Agent (PA) is a SIP user agent which is capable of receiving 
SUBSCRIBE requests, responding to them, and generating notifications of 
changes in presence state. It gains an access to presence data of other SIP entities, 
e.g., through the presence reports from the Presence User Agent. 

 
• A Presence User Agent (PUA) manipulates presence information for a SIP 

presence entity (called presentity), it decides when to report (using a SIP 
PUBLISH Message) the presence changes to the PA. 

 
• A Watcher is an entity which is interested in the presence information of some 

SIP presentity. It sends a SUBSCRIBE request to the SIP Presence Agent (PA), 
and then waits for the presence notifications from PA. 

  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4-4.   SIP Presence Framework 
 

Watcher             Presence Agent (PA)              PUA
|                   |                    |
| 1. SUBSCRIBE      |                    |
|------------------>|                    |
| 2. 200 OK         |                    |
|<------------------|                    |
| 3. NOTIFY         |                    |
|<------------------|                    |
| 4. 200 OK         |                    |
|------------------>|                    |
|                   |                    |
|                   |                    |
|                   |                    |
|                   |                    |
|                   |                    |
|                   |5. Update Presence  |
|                   |<------------------ |
| 6. NOTIFY         |    /Publish        |
|<------------------|                    |
| 7. 200 OK         |                    |
|------------------>|                    |
|                   |                    |
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As depicted in figure 4-2, the PA will respond immediately (with a NOTIFY response) to 
a Watcher SUBSCRIBE request, providing the current state of the presentity. The later 
presence change as reported from PUA will be delivered to the Watcher in an 
asynchronous manner. The subscriptions normally have a time limit which can be 
negotiated between the Watcher and PA. The Watcher has to refresh the subscription 
when the subscription expires. A Poll is a special case in which a subscription only lasts 
for a single access. Similarly, the PUA can set a time limit on its reported presence data 
indicating that it will only be valid for a limited time. Following the SIP conventions, 
these parameters are specified in the headers of SIP messages. 
 

4.3   SIP-based Context Communication 
 
In general, SIP defines a set of neat mechanics allowing communicating parties to 
negotiate to determine a mutually preferred communication means. It also supports re-
negotiations to modify the established communication session, allowing communications 
adaptive to situation changes. Comparatively, the SIP Presence Framework provides a 
lighter support for short-term communication where a session only exists within a few 
rounds of message exchanges. This new support meets the timely and intermittent nature 
of context exchange. Below we elaborate in detail how SIP and Presence Framework can 
be used with respect to our identified requirements. 
 
SIP provides native support for specifying context type in the messages, as well as 
parameters for desired communications, thus the difficulties of Content Identification, 
and Adjustable Communication have been addressed. In addition, the SIP URI (similar to 
an email account) makes the Naming mechanism easily applicable to address users, 
devices and services. The actual Addressing (name resolution and routing) issues will be 
resolved by SIP Proxies, which also help to provide a Discovery capability together with 
the Registrar. Both SIP and SIP Presence Framework provide support for Tolerance of 
Communication Disruption as the communication descriptions and status are retained on 
each communicating party. SIP Presence Framework gives more support for Timely 
Short-Term Communication with its lighter mechanism for establishing a time-limited 
session compared with SIP. Its transaction-based Subscribe/Notify/Publish 
communication model gives a better extension to the general Pull and Push mechanism 
for context delivery. 
 

4.3.1   SIP-based Software Components 
 
To demonstrate and evaluate our use of SIP for distributed context data delivery, we have 
designed a set of software components with a close mapping to the three main 
components (PA, PUA and Watcher) in the SIP Presence Framework. These components 
provide a general context access based on the defined Subscribe/Notify/Publish model: (1) 
a context consumer hires a Watcher component to subscribe to the corresponding context 
representatives for desired context data; (2) each context representative uses a PA to help 
dispatch the context data collected from different context sources to the interested 
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Watchers (similar to the store-and-forward mechanism); (3) each context source acts as a 
PUA to publish the sensed context data to a PA. 
 
More specifically, to meet our design of a Person-Centric Context Aware System 
(described in Chapter 3), these components can serve as versatile software building 
blocks, also giving options for constructing context communication in different ways:  
 

• To acquire context data from a mobile user, the Personal Context Information 
System (PCIS, section 3.3.1) may hire a Watcher to subscribe to a PA running on 
the user’s mobile device; or alternatively, a PUA could run on user’s mobile 
device, periodically publishing sensed context data to a PA in the PCIS. 

 
• To share personal context, a PCIS can employ a PA to accept context 

subscriptions from Public Service Infrastructure (PSI, section 3.7) or other users. 
While the user’s PCIS may also employs an internal Watcher to ask for context 
data from outside PAs such as the Communication and Coordination Service in 
the Public Service Infrastructure (PSI) or another PCIS’s PA representing another 
user. 

 
• The Anonymizer Proxy Server (section 3.7) can be implemented as an aggregated 

PA, accepting context subscriptions on behalf of a number of protected users (and 
their PCISs). In addition to that, it will also forward the context subscriptions to 
each individual PCIS, and help to remove the user-identifiable information in the 
context responses delivered back to the requesters (more details in Chapter 6). 

 
• A combinational use of these components also gives great flexibility for 

constructing context processing entities which need to receive context data on the 
one hand, and dispatch the processed context results on the other hand, such as the 
context aggregators and refiners.  

 
As we illustrated, the software components are designed to be easily re-usable for 
building system entities in the Personal System and PSI. Developers are given the 
freedom to make optional or combinational use of these components to construct context 
communications according to their specific needs. In the following sub-section, we give 
more details on how we implement the components to help developers to focus on the 
simple use of these components without bothering the underlying SIP communication 
details. 
 

4.3.2   Software Components Implementation 
 
In our implementation, abstractions have been applied to make these components easily 
understandable and usable. Therefore, only a few methods, which we think most relevant 
to each component, are exposed to the developer.  
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Specifically, as for a PA, UpdatePresence (with parameter of an entity URI) is used to 
update the context status of the presentity, and CancelSubscription is used to end a 
Watcher’s subscription. For a Watcher, SubscribeTo and UnSubscribe are used to start 
and end a context subscription respectively. As a special cases of subscription, Fetch is 
used to make an one-time access of the required context data, while Poll does fetch 
operations repetitively at regular intervals. For a PUA, only one method, PublishTo, is 
defined to allow pushing context data to a PA. Figure 4-3 depicts the inner structure of 
the components PA and Watcher: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4-5.   Presence Agent and Watcher 
 

The SIP Stack Implementation provides some basic SIP communication support, such as 
SIP message routing and parsing. The SIP Stack Implementation we used is the NIST-
SIP v1.2 [37], an open-source Java Reference Implementation of the JAIN SIP API (JSR 
32) [38]. It can also be replaced by any alternative reference implementations based on 
the same Java API.  
 
The SIP Stack Wrap takes the responsibility of setting up communication parameters 
such as the network protocols (TCP or UDP) and port numbers for the context entity by 
interacting with the specific underlying SIP stack implementation. It is also implemented 
to provide more adaptability to the network changes, e.g., if new IP addresses are 
assigned to the host device when roaming between different networks, it should re-initiate 
the SIP stack to keep the liveness of the communication, which would not need to bother 
the upper-layer application.  
 
The Presence Agent (PA), Watcher and PUA, each provides a simple interface for the 
developers to manipulate context communication with the abstract 
Subscribe/Notify/Publish model. In addition to enforcing the given manipulations, they 
also relieve the developers from the overhead of maintaining the ongoing sessions, such 
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as automatically keeping refreshing the live subscriptions, handling SIP messages in 
terms of SIP transactions and dialogs etc. 
 
Another notable feature in our implementation is that the delivered context data is coded 
in the standard Presence Information Data Format (PIDF) [39] so that any standard SIP 
presence Watcher should able to accept our context messages by ignoring the extended 
context elements. The Table 4-1 below shows how the PIDF is extended to support our 
customized context elements. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 4-1.   Extending PIDF for Context Elements 
 

4.4   Related Issues 
 
Some issues have been discovered with our work of providing SIP-based context 
communication. The first one is the firewall Network Address Translation (NAT) 
problem in which the context entity behind a NAT firewall could send requests via UDP 
successfully, however is not able to receive the responses back. Because the source 
address stated in the request could not be addressed by the entity outside the firewall. As 
a simple workaround, if a desired context entity is outside the firewall (using a public IP 
address), the contactor should use TCP, instead of UDP for sending context request. 
Otherwise, to reach the firewall context entity using UDP, the public IP entity should use 
the received endpoint (the public IP address and port of the NAT server) to sent the 
responses back, rather than the endpoint information stated in the SIP request. For more 
complicated situation that both sides are behind different firewalls, a third server with a 
public address has to coordinate the two entities to establish a communication tunnel 
between them. For example, the use of STUN (Simple Traversal of UDP through NATs) 
[40] provides a standard solution, which however also brings in other overhead due to its 
requirement of an extra STUN support on each SIP client, as well as a dedicated STUN 
server to be deployed. 
 
Another serious problem which confused us a lot was the compatibility problem among 
different SIP clients which claimed to be compatible with the standard SIP Presence 

<?xml version="1.0" encoding="UTF-8"?> 
<presence xmlns="urn:ietf:params:xml:ns:pidf"  

xmlns:acas="urn:acas" entity="sip:R7511@K2lab.dsv.su.se"> 
  <tuple id="Room7511" > 
     <status> 
  <basic> open </basic> 
  <acas:node> 
     <acas:contextelement> 
  ... 
           </acas:contextelement> 
  </acas:node> 
     </status> 
  </tuple> 
</presence> 
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Framework. Typically the SIP clients based on Microsoft Real-Time Client API (RTC) 
[41], like MS Windows Messenger [42] and MS Portrait [43], do not handle presence 
information in the (standard) way defined by SIP Presence Framework. For example, 
these SIP clients handle the presence subscription internally (incorporating a SIP PA) and 
the notifications go directly to the subscriber without passing the SIP proxy server. They 
do not support the standard PIDF either. This is different from our original expectation 
that we should be able to leverage the rich SIP resources, such as the existing SIP clients, 
to acquire a wealth of context data.  
 

4.5   Related Work 
 
Many previous works such as in the Context Toolkit [5], Context Fabric [31] and WASP 
[27] project, adopted HyperText Transfer Protocol (HTTP) [44] to build their own 
support for context communication. However, a static HTTP-based solution has some 
obvious drawbacks: 
 

• HTTP relies on TCP to provide reliable communication. However, the tradeoff is 
that TCP typically has a lot of overhead, such as the increased traffic load and 
network latency especially when compared with UDP. In frequent-changing 
network situations (e.g., the mobile settings), UDP is superior to TCP for time-
critical data delivery. Therefore, it would be of great significance to allow 
dynamically switching between different transport protocols based on the varying 
communication conditions, e.g., UDP for data delivery over mobile networks 
while TCP for fixed ones. 

 
• HTTP is a stateless protocol without native session support. Developers have to 

define their own ways for dealing with the communication sessions. Without a 
standard means, these efforts could easily result in repeating each other’s work 
without providing interoperability and reusability. 

 
Compare with these home-grown solutions, a SIP-based context communication provides 
an open and standard support for handling context exchange among distributed entities, 
also with support of adaptive communication according to the changing communication 
status. 
 
Other related issues have not been addressed thoroughly by prior works, e.g., the 
adaptation to the network changes. With the flourish of wireless networks, such as the 
wide-spreading Wi-Fi hotspots, users are more subject to move between different 
connectivity zones. Therefore, context applications need to survive from the frequent 
communication disruptions. At the same time, the cost of communication should also be 
considered in terms of the user’s interaction, economy and system performance etc. 
 
Some of the difficulties are beyond the capability of software solution, e.g., the time 
delay for discovering and associating with a newly available network. However, they 
could significantly affect the overall user experience. These challenges have formed an 
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emerging computing paradigm – Occasionally Connected Computing (OCC) [45, 46]. 
Within this paradigm, a number of important issues have been identified: 
 

• Off-line computing:  how to support user’s work while being disconnected. 
• Disruption Recovery: how to store, synchronize and resume a disrupted 

communication when connection regained at a future point. 
• Errant Interaction: how to deal with user interaction mistakes, e.g., repetitive 

interaction while being disconnected. 
 
Many of these issues can be solved with our SIP-based communication solution. For 
example, the provided transaction-based communication can be used to detect 
communication disruption from the software level, and the description of the 
communication status can be used as a snapshot of the ongoing communication when 
disruption is encountered. Other solutions, such as message queuing to store the offline 
interactions before a reconnection, local pre-caching of the required data etc., could be 
further applied on top of our SIP communication to give more sophisticated software-
based solutions. 
 

4.6   Summary 
 
This chapter elaborates our work on providing communication support for context data 
distribution. Communication meta-data has been suggested to support dynamic 
communication changes which have not been thoroughly addressed by the major prior 
works in context-aware computing area. A SIP-based solution has been proposed together 
with our design details. During our implementation, we have also discovered some 
practical issues and provided with corresponding workarounds.  
 
In general, context communication gives the fundamental support for distributed context-
aware systems; however, on the other hand, the communication per se is a good example 
showing the beneficial use of context information. Therefore, we have brought up this 
issue in this chapter, and will continue our work to provide a support for adaptive 
context-aware communication. 
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Chapter 5 

Context Sensing Related to Location 
 
 
This chapter describes the design and implementation of two location detection services 
using different means: Mica Mote sensors and Bluetooth devices for acquiring context 
information related to location. In our Person-Centric Context Aware System architecture, 
location sensing can be used to disclose more details about user’s communication and 
interaction status. As a consequence, the system could make better inference on what 
assistance a user may need. 
 
Both solutions described in this chapter were based on the mode that infrastructure senses 
users. However, the privacy issues emerged in our evaluation forced us to re-think the 
design and the use of sensor technologies, and finally shaped our idea of constructing 
Person-Centric Context Aware Systems to address user’s privacy concerns. The Related 
Issues section reveals the discussions regarding these aspects. 
 

5.1   The Importance of Location Sensing 
 
Although a large number of context-aware systems and applications have been composed 
and demonstrated in ubiquitous computing areas in the last two decades, the answer to the 
following fundamental question is still unclear: “For a specific kind of applications, what 
context information is useful and in what situation?”. Therefore, researchers have started 
to work on more specific scenarios, aiming at the discovery of concrete and significant 
couplings between context information and the detailed application needs. 
 
Location information has been identified to be generally useful for ubiquitous computing 
applications, typically to meet their common needs of positioning users within a changing 
environment. These needs have pushed location-aware computing to become a vital 
research topic within ubiquitous computing. A variety of means have been tried to locate 
users, such as using RFID, GPS and GSM. Nevertheless, each of them has drawbacks: 
e.g., the RFID technology requires a RFID reader, as well as the extra efforts of placing 
the RFID tags; the GPS does not work well indoors; and GSM gives poor positioning 
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accuracy (around 100 meters), and more expensive. Thus, the recent efforts are focused 
on the provisioning of location information in more convenient and economical ways, 
also considering the location accuracy and particularly users’ privacy concerns. 
 

5.2   Our Location Detection Services 
 
The following sub-sections describe how we design and implement the two location 
detection services. 
 

5.2.1   Mica Mote Wireless Sensor 
 
The first Motes appeared in the Smart Dust project [47] at Berkeley in 1999. They were 
referred to as Commercial off-the-Shelf (COTS) Motes as they were easily manufactured 
using standard components. The Smart Dust project was then followed by the NEST 
project [48] in which many different hardware designs has been presented: Rene, Mica 
and Mica2 Motes [21]. In addition, this project has also produced an operating system for 
the motes: TinyOS [49], which became open-source afterwards. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 5-6.   The Mote kits 

 
The Motes used in our project is called Mica2, manufactured by the company Crossbow 
[21]. Each Mote has a radio base, a hardware platform consisting of a processor and radio 
module, running the operating system TinyOS to handle all the I/O, including the radio 
communication with other Motes. This platform is available in two sizes, Mica2 and 
Mica2Dot. Compared to its big brother, Mica2Dot has some limits. Radio range has been 
measured to approximately 25 meters indoors with the standard antenna, with thin office 
walls blocking the way.  The platform is easily extended with a sensor board, on which 
various sensors can be placed for different needs. In our project a prefabricated sensor 
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platform has been used, that contains a number of sensors: thermometer, microphone, 
photometer, accelerometer (2 axes) and magnetometer (2 axes).  To program the motes, 
and also to get the readings to a computer, a programming board is used. 
 
A group of Motes, each consisting of a radio based and a sensor board can form an ad 
hoc wireless sensor network using short-range radio communication. With this network, 
the sensor data from each Mote can be collected and distributed over a wide area. 
Through a base-station Mote connected to a serial port, different sensor data can be 
retrieved by a PC from the sensor network. The retrieved sensor data comprise various 
sensor readings in binary form and could be sorted out according to each individual mote 
and its accommodating sensors. To simplify this work, TinyDB [50] is provided as a 
query processing system for extracting information from a network of Motes. It provides 
a simple, SQL-like interface to specify the interested sensor data, along with the 
additional parameters and query frequency, similar to the queries against a traditional 
database. 
 
 

 
 

 
 
 
 
 
 
 

Figure 5-2.   Retrieving Sensor Data from Mote Network 
 

5.2.1.1   Context Monitoring with Mica Motes  
The most obvious usage of wireless sensor networks is to use them to monitor certain 
measurable contextual aspects in a specific area. In this setting, the Motes can be 
deployed in fixed positions, spread out in a way that they can communicate with one or 
several other Motes. In a ubiquitous computing scenario, the Motes could also be used to 
capture information about the activities in different rooms. For instance, the motes could 
be placed on the inside of every office door, sensing the acceleration when somebody 
opens or closes a door, etc. 
 
We have tested to place a number of Mica2 Motes along our corridor (one in each room), 
and used one computer to acquire various sensor readings including temperature, noise, 
light as well as magnetic and acceleration changes. With these sensor data, more context 
information can be derived. For example, the noise-level can be used to detect whether 
the place is empty, while the light level to determine whether the room is bright or dark. 
And when attaching Mote to a moving object, the acceleration and magnetic changes can 
be use to determine its physical movement and position, such as the speed and tilting 
actions. 
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5.2.1.2   Locating People with Mica Motes  
The Mica Motes and the available software were in no way designed to support 
positioning of individual Motes. However, several possible approaches have been 
proposed in our work [51] to support this use by detecting mobile Motes with their radio 
signal strength, specified audio emitting, packet routing path etc. The selected approach 
was to determine the location according to the nearby stationary Motes of each Mobile 
Mote. We collected information from all the Motes about their connected other Motes. 
This information was filtered and analyzed over a short period of time in order to detect 
the most reliable connections to each mobile Mote, and thus assuming their nearest 
known location is that of the connected stationary Motes.  
 
In our implementation, the neighbor information was collected from the Motes and stored 
in an SQL database, and then an analysis process periodically poll the latest data from the 
database to produce a list of Mote ID pairs (depicting the closest stationary Mote to each 
mobile Mote). The produced pair list will be sent to another process which converts each 
Mote ID into the name of a user (for mobile Mote) or a known place (for Stationary one). 
Then, the user’s location can be retrieved by consulting the converted list. More details 
about our practical use of the Mote location system are described in Chapter 7 about our 
example prototype system. 
 

5.2.2   Bluetooth-Based Location Detection  
 
Bluetooth [52] is a short-range (10 meters) wireless communication technology devised 
to replace cables for connecting different electronic devices. Its key features are 
robustness, low power and low cost. Today it has gained a popular support by various 
mobile devices including mobile phones, PDAs and laptop PCs. Therefore, Compared 
with Mica Motes, Bluetooth is more widely accessible by ordinary users. 
 

5.2.2.1   Bluetooth for Location Detection 
The principle of our Bluetooth location service is based on Bluetooth discovery which 
can enumerate a list of nearby Bluetooth devices. The discovered device information can 
then be used to derive a list of nearby users based on the assumption a user is often close 
to her mobile devices (e.g., a mobile phone or a PDA). Thus the user’s proximate location 
is known if the location of any discovered Bluetooth device is known. 
 
Different from Motes, it is a lot easier to facilitate the location detection by attaching 
extra information to the Bluetooth discovery, as well as to distribute location information 
to the user. More than merely a device ID (BD_ADDR), Bluetooth discovery also 
provides information about the device type, device name, and the available Bluetooth 
services, through which a detector service can easily identify a mobile device (user) and 
its status without a registration beforehand. In addition, most Bluetooth user devices 
support OBEX [53] – a standard protocol for information exchange over Bluetooth. This 
feature has been commonly used for sending electronic name cards, called vCard [54], 
however, can also be generally utilized to deliver any information embedded in it. 
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Another advantage of using vCard is that it is controllable by the user, whether and when 
to grant the information exchange. This can be used to provide more sophisticated 
solution for context delivery. 
 
In a simple case, the location information provider, such as a fixed local Bluetooth 
detector, can provide the nearby users location information by sending a vCard 
containing the location information to her device. Based on the same mechanism, we 
have designed a more subtle approach to bootstrap the association between the local 
system and the Personal System: (1) the user specifies her Personal System address (a 
URI) in the Bluetooth vCard (e.g., the item of home address); (2) a Bluetooth detector in 
the user’s local environment will fetch this vCard (if the user granted) and extract the 
specified address from it; (3) the local system can then send the location information (and 
other context requests) to the user’s home Personal System with the acquired address. 
During this bootstrapping process, the Bluetooth detector also returns a vCard to user’s 
mobile device which states how the vCard information will be used. This is very much 
like an SMS sent to new users of cellular telephone systems when they roam to a new 
operator’s network. The following sections give the details of the design and 
implementation of this Bluetooth detection service. 
 

5.2.2.2   Software Design 
The detection service consists of several software components which can be easily 
detached and re-assembled to construct extended new services. The relationships between 
the existing components are shown in figure 5-3 (arrows depict the flow of sensor data) 
where each component presented as a rectangle is perceived as a standalone process. 
 

 
Figure 5-3.   Software Components 

 
• BTSensorSP2: BTSensorSP2 is designed to mimic a hardware sensor with the 

discovered device lists as sensor output. It is the main component taking charge of 
the Bluetooth sensing. It constantly senses the nearby Bluetooth devices, and then 
compares the device list with the previous (last round) sensing result to derive 
four devices lists (namely, appearing, appeared, disappeared, and present). The 
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derived four lists are delivered as notification events to the component 
BTSensorController. 

 
• BTSensorController: this component maintains a consumer list, as the 

subscribers of the sensing results, and will dispatch the received notification 
events to them. It helps to relieve the sensing process from these overhead, in 
addition, it also takes the control of starting, stopping and resuming the sensing 
process. 

 
• BTMonitor: this component presents the live sensing results to the user. It 

subscribes to BTSensorController for two types of events (appearing and 
present) and employs a GUI to show the details of each present Bluetooth device: 
the device name, Bluetooth address, type, supported services, as well as a 
timestamp helping to determine how long a device has been present. Figure 5-4 
shows a screenshot of the GUI.  

 

 
 

Figure 5-4.   BTMonitor GUI 
 

• BTDBRecorder: this is a logging service for storing historical sensing results. It 
simply stores every event into the database for possible later uses, e.g., to review 
what has happened over time. It subscribes to all four types of events (appearing, 
appeared, disappeared and present) to give the most detailed history data. This 
helps to avoid the large volume of data since only changes (rather than each 
sensing result) are saved as recorded events. To provide a convenient means for 
extracting other relevant information, e.g., to find out who else are around when 
someone appeared (or disappeared), a snapshot of the present devices are stored 
together with each events. The field inquiry round of a recorded event can be used 
to find out the status of other present devices associated with that history point. In 
addition, the database also logs other events like sensor restart, no device present, 
name retrieved etc. 
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Figure 5-5.   Table Fields and their Relationships 
 
By using the recorded events as tracks, one can replay the whole history changes 
from the start, or retrieve the detailed status with any given historical points in 
time or with occurred events. The database consists of a set of tables – BTData 
stores all the events regarding the sensing process; BTDevice and BTLocation 
stores device and location information respectively. Their relationships are 
depicted in figure 5-5. 
 

• BTNetworkServer: This component helps to extend the access of the sensing 
results to network applications. It converts the result into plain text (as wire 
format) to support the access from other consumer applications written in other 
programming languages. An example of the present event is listed in Table 5-1, 
and its data format is defined in XML Schema shown in Table 5-2. 

 
 
 
 
 
 
 
 
 
 
 
 

Table 5-1.   Present Event Example 
 

 
 
 
 
 

<?xml version="1.0" encoding="UTF-8" ?> 
<BTDevList category="present" amount="2" detector="07€'f546796103" 
location="FuseLab Pentagon"> 

<BTDevice address=" 08001719c4b6" type="Computer: Handheld PC/PDA"  
service="Networking ,  Object Transfer , Audio" timestamp="11147V1607531; 
Fri Apr 29 01:40:07 CET 2005" presentFrom="11147V1607531; Fri Apr 29 
01:40:07 CEST 2005">skype:beichuang</BTDevice> 

<BTDevice address="000ad91452ee" type="Phone: Smart phone" service="Limited  
 Discovery , Object Transfer" timestamp="11147V1607481; Fri Apr 29 01:40:07  
 CEST 2005" presentFrom="11147V1607481; Fri Apr 29 01:40:07 CEST  
 2005">msn:hot_bee@hotmail.com</BTDevice> 

</BTDevList> 
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Table 5-2.   Event XML Schema 
 

5.2.2.3   Implementation 
Our current Bluetooth detection service is implemented in Java (JDK v1.4.2).  Each 
component is implemented as separate Java classes.  
 

5.2.2.3.1   A Shared Interface for Loose-Coupling 
A shared java interface SensorObserver is used by the consumer components to receive 
the sensing results as notifications. This interface comprises four methods: 
 

     public void appearingUpdate (Object record, int event, int round); 
     public void appearedUpdate (Vector v, int round); 
     public void disappearedUpdate (Vector v, int round); 
     public void remainedUpdate (Vector v, int round); 

 
Within the above parameters, a record contains information about a discovered Bluetooth 
device, Vector v consists of a set of records belonging to a certain event category (such as 
present) during the last sensing round. 
 
Not all four methods defined in the interface are needed by each consumer component, 
e.g., as elaborated in the design section, the BTMonitor component only needs to 
implement the appearingUpdate and remainedUpdate methods. By using this abstract 
interface, different components become loose-coupled, therefore, each can be easily de-
coupled or extended.  
 
 

<?xml version="1.0" encoding="utf-8" ?> 
<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified" 
xmlns:xs="http://www.w3.org/2001/XMLSchema"> 
 <xs:element name="BTDevList" type="BTDevListType" /> 
 <xs:complexType name="BTDevListType"> 
  <xs:sequence> 

<xs:element maxOccurs="unbounded" name="BTDevice" 
type="BTDeviceType" /> 

  </xs:sequence> 
  <xs:attribute name="category" type="xs:string" use="required" /> 
  <xs:attribute name="amount" type="xs:integer" use="required" /> 
  <xs:attribute name="detector" type="xs:string" use="required" /> 
  <xs:attribute name="location" type="xs:string" use="required" /> 
 </xs:complexType> 
 <xs:complexType name="BTDeviceType"> 
  <xs:attribute name="address" type="xs:string" use="required" /> 
  <xs:attribute name="type" type="xs:string" use="required" /> 
  <xs:attribute name="service" type="xs:string" use="required" /> 
  <xs:attribute name="timestamp" type="xs:string" use="required" /> 
  <xs:attribute name="presentFrom" type="xs:string" use="required" /> 
 </xs:complexType> 
</xs:schema> 
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5.2.2.3.2   Working around the Sensing Problems 
The BTSensorSP2 is implemented based on the standard Java Bluetooth API – Java API 
for Bluetooth Wireless Technology (JABWT) or JSR82 [55]. Figure 5-6 shows the 
screenshots of a running detection service and the user’s mobile device.  
 
 
 
 
 
 
 
 
 
 
 

(a)                                        (b)                          (c)   
Figure 5-6.   Bluetooth Detection 

(a) Bluetooth Detection Service using a USB Bluetooth dongle; (b) The system entry addresses 
(sip:fuse@dsv.su.se); and (c) the Note part of a system Welcome vCard received by user’s mobile 

phone (Sony Ericsson P800) as a notification 
 
There have been several versions of this sensing component mainly due to the reliability 
and compatibility difference of the selected Java Bluetooth API libraries. A complete 
process of providing a mobile user with new location information consists of five steps: 
  

(1) Conduct a Bluetooth device inquiry to enumerate a list of nearby devices. 
(2) For each new discovered mobile device, conduct a service query to check whether 

the OBEX service is enabled. 
(3) If enabled, try to connect to the device to fetch the device vCard. 
(4) If fetched, extract the content from the home address field. 
(5) If the content is recognized as a URI, send the location information to that address. 

 
Our first implementation was based on Impronto, a Linux based JSR82 implementation 
provided by Rococosoft [56]. As we discovered, the sensing process may get stuck at step 
(2) if the device which is being discovered for its supported services moves out of the 
effective radio range before the service discovery completes; Similarly, it may also halt at 
step (3) when a vCard transmitting is disrupted. With this library, the halt seems 
unavoidable if the users’ Bluetooth devices are highly mobile, frequently moving in and 
out of the effective detection range. 
 
The second version was based on another commercial library provided by aveLink [57] 
which runs on Windows OS and provides better tolerance of discovery and OBEX 
disruptions. However, it still needs time to recover from these failures, each may blocks 
the sensing process for typically 1-2 minutes. These blocks could easily result in 
inconsistent sensing with missing data. Another problem we discovered was that this 
library could not correctly detect whether a vCard is specified on some devices such as 
Sony Ericsson P800 mobile phone, which difficulty makes us to either exclude some 

P800    || 009002034BFC || Wei Li || SIP:123@anonymizer || ht
iPaq_1 || 009005054BCE ||Hidden ||SIP:223@anonymizer||htt
BTGPS|| 009003134EFA || None || None || None
Laptop || 008002154FFB || Hidden || SIP:224@anonymizer ||ht

P800    || 009002034BFC || Wei Li || SIP:123@anonymizer || ht
iPaq_1 || 009005054BCE ||Hidden ||SIP:223@anonymizer||htt
BTGPS|| 009003134EFA || None || None || None
Laptop || 008002154FFB || Hidden || SIP:224@anonymizer ||ht
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device models or do a brute force vCard fetching. Fetching a non-existing vCard will 
result in a communication failure which will block the sensing process until being 
recovered.  
 
The latest version is built on BlueCove, an open source implementation from PlaceLab 
[58] requiring Windows XP with Service Pack 2, and another open source OBEX library 
from Avetana [59]. The sensing blocking due to the recovery from disrupted Bluetooth 
communication still exists with these libraries although being alleviated a bit, however, 
we also found the P800 phone (probably due to the bugs of its old firmware) gets crashed 
during the OBEX communication. Rather than directly solving this problem which we 
think is hard as it seems the issue might be tightly coupled with the physical hardware 
design and implementation or at the driver level, thus, an alternative strategy is used to 
remove the dependence of the Bluetooth communication. Based on our experience that 
the Bluetooth device name discovery always worked fluently and never failed in our 
compatibility test (with any device models we have encountered). Therefore, we can ask 
the user to name their Bluetooth device with the URI previously stored inside the vCard, 
and then combine the sensing steps (2-4) into one step retrieving the device name. Then 
we can avoid the delays caused by Bluetooth OBEX communication. This work around 
solution can solve the sensing delay problem, however, it no longer allows user to control 
when to expose their information or to receive the Bluetooth vCard notifications directly 
from the local detection service. 
 

5.3   Related Issues 
 
In this section, we evaluate the two implemented location services respectively from both 
the technology and the user’s perspectives. Some comparisons are also given during the 
discussion, and the suggestions for future improvement are presented in the end. 
 

5.3.1   The Mica Mote Approach 
 
There are some obvious drawbacks with this location service from the technology point 
of view. The adjustment of the radio transmission strength of each Motes plays an 
important role to ensure correct location sensing. Therefore, lots of work has been spent 
on adjusting the Motes for deployment. However, the signal strength is also affected by 
the battery power of the Mote. Even if we equipped all the stationary Motes with power 
cables, the mobile Motes are still subject to the bad effects when working in low-power 
status. Another problem we found more critical was the detection delay of location 
changes. It took some time (more than a minute) for a mobile Mote to discard connection 
to the previous stationary Mote; then discover another nearby stationary Motes until 
finally successfully connects with it. Other factors, such as the radio interference when 
more Motes are deployed, could further increase the delay (as well as the battery 
consumption) which all together makes this approach not very suitable for time critical 
use. However, as we experienced, it is very cost-efficient to acquire context information 
about the static environment. 
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From the user’s perspective, this solution is hardly to be appreciated by the user. First of 
all, the Motes (Mica2 and Mica2Dot) do not have a comfortable form like a user 
wearable device. Moreover, once a user is attached with such a device, her location will 
be exposed to the local system which she has no control over, and the user has to consult 
the system to get her own location information. This can be perceived as a potential threat 
to user’s privacy. 
 

5.3.2   The Bluetooth Approach 
 
In addition to the communication disruption and compatibility problems which we have 
discussed in the implementation section, there were some other issues we had to handle to 
ensure a correct sensing with tolerance of device mobility. 

 
• Incomplete Device Discovery: the detector may not return a complete list of the 

nearby devices, due to different reasons such as the radio interference, or the users 
standing/wandering around at the edge of the effective radio range. As a 
workaround, we provide a parameter (sampling round) to BTSensorSP2, allowing 
one inquiry round (cycle) to have more than one Bluetooth device inquiry rounds 
to improves the accuracy of device discovery affected. In most cases, setting 
sampling round as “2” already produces adequate sensing accuracy. 

 
• Sensing Delay: each single Bluetooth device discovery takes around 10 seconds 

which returns a list of Bluetooth addresses (BD_ADDR) depicting the device type, 
provided services. To retrieve a device name, it may take more than one inquiry 
round. Each OBEX communication (bi-directional with simple content) takes 
around 5 seconds to complete. However, remarkable time delay may be 
encountered blocking the sensing process when the detector attempts to connect to 
a left OBEX device (e.g., as discussed in subsection 5.2.2.3.2), or waits for the 
user to respond (if the access to her device is set to “ask on demand” mode). 
Counting them all together, the delay could easily exceed 1.5 minutes. That is 
why the latest version gives an option to disable the OBEX to avoid the possible 
major delay by replacing it with the name fetching. If the user information is 
stored in the local system beforehand to further save the time for retrieving the 
device name, the sensing delay to report a user’s new location via Bluetooth 
detection can be confined with x times of 10 seconds (here the x is the specified 
sampling round). 

 
Compared with the Mica Motes, Bluetooth has been commonly integrated into various 
user mobile devices, typically the mobile phones. Therefore, it is a lot easier for the users 
to just configure their own devices for using the location service. Regarding the user’s 
privacy concerns, the approach of deploying sensing service in the environment has the 
same drawback as the Mica Mote approach. However, the implementation of our current 
Bluetooth detection service can be easily ported to run on the user’s mobile device. Then 
no user information will be acquired by the local system during the sensing process. 
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Please note here that there is a native security flaw with the current design and 
implementation of Bluetooth technology (v1.1) that the static device address is always 
exposed when a device is in discoverable mode or communicating with another Bluetooth 
device. This exposed address could then be used to track the device which leaves a clue 
to reveal the user’s real world identity. Any Bluetooth communication will result in a 
revealing of the static device address to its communicating parties. More dangerously, 
this communication may also expose the device address to the malicious applications 
sniffing the Bluetooth wireless traffic (not like other information content, the device 
address is not encrypted) in the air [60]. Therefore, to achieve the highest intractability 
with Bluetooth, the user device should be set in undiscoverable mode and the device 
discovery (which does not reveal device address) should be executed on the user’s device, 
and no direct communication (e.g., name fetching, service discovery and OBEX) should 
be conducted. 

 

5.3.3   Suggestion for Improvement 
 
Based on the above discussions, we think a better strategy for personal location detection 
should be based on the use of personal devices which the user trusts and has the control 
over. The local system should play a passive role, such as providing adequate beacons 
finely deployed, and should not retain any user private information. Otherwise, the 
resulted privacy issues can easily make the system less useful. Different from this 
strategy, our two location services were both based on the mode that infrastructure senses 
users, however, the lessons learned have guided our design of Person-Centric Context 
Aware System. 
 
We plan to build mobile location services for individual user as part of our future work. A 
major difficulty there is how to conduct effective location sensing for the user on their 
resource-constrained devices. To help to solve the problem, we think the Personal System 
can provide some remote assistance. 
 
As we have seen, the acquisition of context information imposes some threats on 
identifying and tracking the user; on the other hand, the delivery of the acquired context 
information may also reveal the user’s real-world identity. In the following chapter, we 
will describe our proposals to attack this problem by providing a support of anonymous 
communication. 
 

5.4   Related Work 
 
The MoteTrack [61] system also used Mica Motes for positioning purpose, the location 
of each mobile node is computed with the received radio signal strength signatures from 
numerous beacon nodes, and the result is stored in a database which is replicated across 
the beacon nodes themselves. As the author reported, MoteTrack can achieves 50 and 80 
percentage accuracy of 2 and 3 meters respectively, and can tolerate a failure of up to 
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60% of the beacon nodes or signature perturbations up to 50%. As a tradeoff, this 
solution requires careful offline installation and calibration for each beacon Mote. 
Another disadvantage with this approach is that it might not be able to use the Motes for 
acquiring other types of sensor data, when running this application. 
 
Similarly, Bluetooth has been used by other researchers for locating users such as [62, 
63], some have used trilateration like [64, 65], and their reported average accuracy is 
around 3-10 meters. Alessandro Genco has shown to improve accuracy to 0.5 meter by 
using more complex algorithms such as Neural Network [66]. Still, the common problem 
with these solutions is the complexity due to their requirement of a careful installation 
and measurement of each beacon node.  
 

5.5   Summary 
 
This chapter elaborated our design and implementation of two location detection services 
that are easier and cheaper to deploy and maintain than prior location detection systems. 
Based on our first-hand experiences, we discussed some related issues and provided 
suggestions for future improvement. In general, the design of useful location services 
requires considerations from many different aspects: the technology maturity, 
compatibility, accuracy, performance, as well as the user privacy concerns. To meet these 
challenges, more technology advances and research efforts are needed to provide better 
solutions. 
 
The most important lesson we have learned is that user privacy is the first issue to be 
addressed in the design and implementation of the ubiquitous computing systems. These 
experiences have further reshaped our design of Person-Centric Context Aware System to 
help users protect their personal privacy in ubiquitous computing systems. 
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Chapter 6 

Anonymizer Proxy Server 
 
 
This chapter describes our efforts to enhance user privacy protection in terms of 
anonymous communication. As briefly discussed in Chapter 3 (section 3.7), the 
Anonymizer Proxy Server can help to maintain a short-term interaction relationship 
between a user (and her Personal System) and untrusted communicating parties without 
revealing her real-world identity. This chapter further elaborates the details of our design 
and implementation.  
 

6.1   User Privacy in Ubiquitous Computing 
 
To realize the promising goal of ubiquitous computing, computer systems need more 
information about their users. This demand has become a great driving force leading a 
fast development of sensor technologies, pushing their capabilities of capturing richer and 
more accurate user personal information. However, the newly devised wealthy and 
convenient means for acquiring a user’s personal information has also introduced new 
threat to the user’s personal privacy, in particular, when the increasing amount of 
personal information is being acquired, stored and processed by the systems. 
 
In ubiquitous computing, it is even harder for ordinary users to gain a control over how 
their personal information will be processed, used and distributed, once it is acquired by 
computers. Therefore, people have revealed serious privacy concerns even at the very 
beginning stage of ubiquitous computing, such as the worry about the use of Active 
Badge system [67]. Since then, privacy has become the most cited criticism in the area 
and has received numerous research attentions. Even though, the difficulty of protecting 
personal privacy is still a major obstacle in the area, holding back the process of 
transforming ubiquitous computing prototypes into real world useful systems. 
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6.2   User Privacy in Person-Centric Context Aware Systems 
 
Regarding the user privacy in our Person-Centric Context Aware System, we have 
defined a principle: a user’s real-world identity should never be exposed unless there is 
an established trust-relationship with the other party. To achieve this goal, some more 
concrete requirements have been identified: 
 

• A user’s context data should be captured, stored and processed by personal 
devices as much as possible, and should not be revealed to anyone else without 
the user’s permission.  

  
• Anonymity is needed when exchanging context data with untrusted parties, 

typically, in the situation where the user only needs a short-term relationship with 
them. For example, people would not want to leave their real identities in public 
systems, such as at an airport, for using their services. 

 
• Anonymity should also be provided when conducting communication through 

untrusted communication channels. For example, to deliver context using a 
“foreign” WLAN connection happened to be available at the user’s location. Then 
even if the information content is disclosed during the communication, it will not 
be able to map to the user’s real-world identity. 

 
The solution of providing user information anonymity is based on the admission of the 
existence of malicious users such as hackers and eavesdroppers who may break the 
security protection of the transmitted information. The goal here is to split the link 
between the information content and the user’s real-world identity so that even if the 
information is intercepted and disclosed, it may not result in a bad effect as the related 
user is not identifiable. The usual way to provide anonymity in ubiquitous computing 
environment is to assign pseudonyms to the user, the pseudonym makes the users 
addressable so that the system can make communication with them to deliver their 
desired support; however, without revealing their real-world identity. When there is no 
session requirement among a series of access requests, the user application can use 
changing pseudonyms during the communication so that the system will not be able to 
identify whether the access is from the same user or not. When there is no further 
communication needs, the user application can stop using the pseudonyms, which allows 
the user disappear in the digital world. To apply this anonymity support for personal 
communication and context exchange in ubiquitous computing, we propose a system 
architecture for pseudonym-based context data sharing. 
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6.2.1   Pseudonym-Based Context Data Sharing 
 
In this architecture, the pseudonym-based context data sharing utilizes an Anonymizer 
Proxy Server to hide the user’s real-world identity with multiple pseudonyms. These 
pseudonyms will be presented to the untrusted parties to enable them communicate with 
the user. The mechanism is depicted in figure 6-1:  
 

 
Figure 6-1.   Pseudonym-Based Context Data Sharing 

 
• A pseudonym is an abstract (literally neutral) URI pointing to the user’s 

Anonymizer Proxy Server. 
• The Anonymizer Proxy Server is hosted by a trusted third party to provide a 

mapping service between the user’s abstract URIs and her real communication 
identity. 

• A number of pseudonyms are agreed between the user’s application (or Personal 
System) and the Anonymizer Proxy beforehand. 

• These pseudonyms can be acquired (e.g., via detections) by the local parties in the 
proximity. The untrusted parties can then use these pseudonyms to send context 
requests (and reports) to the Anonymizer Proxy Server. 

• The Anonymizer Proxy Server will decide whether and how to forward the 
context requests to the user with its knowledge of the pseudonym mapping. 

• The user could further decide whether and how to reply the request, e.g., to 
contact the requestor directly, or through the Anonymizer Proxy Server in order to 
remain anonymous. 

 
Using this mechanism, together with the users’ Personal Systems, different entities can 
improvise a pseudonym-based context network to serve temporal context data sharing 
(like figure 6-2): the Personal System controls the access of personal data according to 
the user’s preference; while the Anonymous Proxy Server helps to decrease user 
tractability resulted by context data sharing. We think this combined use of the Personal 
System and the Anonymizer Proxy Server could further enhance the privacy protection 
for mobile users during their daily use of ubiquitous computing systems. 
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Figure 6-2.   A Dynamically Formed Context Network with Anonymity Support 
 

6.2.2   Design and Implementation 
 
Due to the project decision, the Session Initiation Protocol (SIP) has been selected as the 
general communication protocol to support distributed context delivery. We have made 
the Anonymous Proxy Server (APS) a SIP-compliant entity so that the similar concept 
and the existing software components can be re-used.  
 
So far, the APS is designed based on a SIP proxy. In addition to the standard function of 
a SIP proxy to route various SIP messages on behalf of its SIP (UA) clients, the APS also 
help to convert SIP messages into pseudonym-based for its protected users. This extra 
work consists of two sequential processes. 
 
(1) Path Translation  
This step helps to hide the information about the sender’s communication address (i.e., 
the protocol scheme, IP address and the Port). Due to the native routing support in the 
SIP communication, each SIP request records the sender’s (and the passed SIP proxies’) 
addresses in the “Via” header, for providing a returning routing path. However, this 
revealed physical communication address can be used as a security hole by malicious 
network applications, e.g., to conduct attacks on the user’s devices, or compromise the 
user’s privacy. Therefore, for each SIP message from the protected users, the path 
information should be removed and replaced by the APS’s address. Additionally, the 
removed path information should also be remembered by the APS (e.g., identified by the 
SIP transaction ID) so that it can be restored when the corresponding responses are 
arrived. Below is the detailed process. 
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a. If it is a request message from a registered user, record its transaction ID 
and Via path, then replace the Via header with the APS’s address and do 
the Address Translation (2). 

b. If it is a response message towards a registered user, replace the via 
header as APS address and restore the Via path according to the 
transaction ID and then do the Address Translation (2).  

 
(2) Address Translation 
This step helps to hide the static and real-world user information in the SIP naming 
scheme. For example, a user with a SIP address “sip:Alice@CompanyDomain” should 
first register to the APS to be assigned with a temporal addresses (pseudonym) like 
“sip:TempUser0101@APS”, which also results in a new address-mapping record in the 
APS. After this pseudonym assignment, the user can give this temporal address to the 
untrusted parties. Their requests will first arrive at the APS and then be redirected to the 
user’s device (or her Personal System) after the address-mapping resolution. Similarly, 
the user’s responses (or the further requests) will also go through the APS to 
mask/pseudonymize the real address, then be delivered to the untrusted parties. One 
interesting case here may be that both requester and responder are using pseudonymous 
addresses. The process conducted by the APS towards each received message (SIP 
request or response) can be descried as following. 
 

a. If it is a request message from a registered user, check the “From” 
message header, if it contains a real (non-masked) address of a registered 
user, replace the real address by the assigned pseudonym, and then step 
(b). 

b. If it is a response message from a registered user, check the “To” message 
header, and applied the similar conversion process like step (a), then step 
(c). 

c. If it is a request message with a masked address in the “To” header, the 
address in the “To” header should be converted back to the real address. 
Similarly, if it is a response with a masked address in the “From” header, 
the address in the “From” header should be converted back to the real 
address. Then finally deliver this message to the corresponding receiver. 

 
A major advantage with this solution is that no extra work is needed on the SIP client side 
since all the anonymization (conversion) processes are performed by the intermediary 
Anonymizer Proxy Server, transparent to its clients. Therefore, the working SIP 
applications can remain useful without any changes to benefit from the additional support 
of anonymous communication.  
 

6.3   Related Issues 
 
Communication anonymity gives a powerful support for user privacy protection; however, 
it is hard to accomplish effectively. Typically, to provide effective communication 
anonymity, a reasonable large amount of the concurrent users is needed in order to hide 
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each individual in the crowd. Even so, by analyzing the communication patterns over 
time, it is easier to rebuild the link between the pseudonyms and the user’s real 
communication identity. Moreover, in ubiquitous computing, the communicating parties 
are often co-located with the user which make it even harder to maintain anonymity as 
the user’s communication contextual information (e.g., the number of the surrounding 
people, the purpose of the event etc.) is also disclosed. 
 
Therefore, to enhance the user’s privacy protection when the anonymity cannot be 
effectively accomplished, other techniques have to be used. We have categorized the 
related techniques in two groups. 
 

• Access Control Policy: this has been popularly used to control the access to the 
protected information and computing resources. The visitors and their access 
rights are pre-defined before hand. Usually, each authorized user is assigned with 
an account (a username-password pair) which will be used by the system to 
perform the authentication before authorizing the requested access. The concept 
of role is commonly used to define different levels of access right for grouping 
various user accounts, e.g., the administrator, and ordinary user in the operating 
system. In ubiquitous computing system, the user (information owner) may 
provide a set of access rules (called policy) for each visitor, which clearly define 
what specific information can be accessed at a certain situation. For example, one 
would allow her location information accessed by her colleagues only during the 
working time (from 9:00 AM to 17:00 PM). To simplify the procedure, some 
templates can be prepared beforehand to define the policy, such as in the work of 
[68] and [69]. 

 
• Privacy Declaration: this solution does not require the credibility of a requester 

to disclose them with the required information, as long as they agree to comply 
with the privacy constraints with the information. The declared privacy 
constraints are attached to each protected information items as meta-data 
transferred together with the information content, instructing the receiver how to 
use them with respect to the user’s privacy. For example, it could state that the 
delivered location information should not be distributed to any third parties, and 
should not be retained longer than 10 minutes by the receiver. It mainly relies on 
the self-discipline of the information receiver through the pressure of the social 
norms, legal deterrence and law enforcement to protect the private information. 
In addition, the information flow tracking [70] has also been proposed to inspect 
the abuse of the information violating the privacy declaration. For example, a 
third party who has received such an information breaking the specified 
declaration (e.g., as a re-distribution) could report it to the original information 
owner directly.  The related work pawS [71], and Geopriv [72], are in this 
category. 

 
The Access Control Policy provides a relatively static solution for protecting user privacy. 
It requires a priori knowledge about the possible visitors in order to assign an appropriate 
role or policy to each of them. Comparatively, the Privacy Declaration is more flexible, 
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as it instruct the receiver how to handle the acquired user information, and can also help 
(with the cooperation of other receivers) to get notification and stop the further privacy 
disclosure if it has happened. However, one drawback is that it requires a universal 
understanding (standard) of the privacy declaration, which is harder to achieve. 
 
To meet our requirements for protecting user privacy in Person-Centric Context Aware 
Systems, the Access Control Policy can be used to define the access right for each 
context entity while the Privacy Declaration will be always useful for exchanging 
information no matter with the trusted or the untrusted parties. A combined use of these 
techniques helps to achieve a better mutual assent of the private information protection 
between the sender and the receiver. Finally, other related technologies such as data 
encryption and digital signature can also be used to strengthen the privacy and security 
support. 
 

6.4   Related Work 
 
Many firewall related technologies, such as the Network Address Translation (NAT), 
HTTP proxy and SOCKS proxy, are commonly used to hide the user’s communication 
identity. For providing anonymity with user location, the spatial and temporal cloaking 
[73] method was proposed as: to achieve anonymity at level K, an area where k-1 other 
people also reside will be returned. It relies on a trusted proxy to check the user density. 
To further strengthen the anonymity support, the Mix technology [74] can be used to 
increase the difficulty of identifying users by traffic analysis.  

6.5   Summary 
 
This chapter describes our work on providing anonymity support for user privacy 
protection. To provide a wide compatibility as well as a better support for mobile use, a 
SIP-compliant implementation is elaborated which meets our requirements of privacy 
protection for the Person-Centric Context Aware System. This solution allows all the 
working SIP applications to remain useful without changes to gain a benefit of the 
anonymity support.  
 
Other related techniques, such as Access Control Policy and Privacy Declaration, are also 
discussed as complementary to further enhance the user privacy protection. These 
techniques are particularly important when the anonymity support cannot be effectively 
accomplished. 
 
In general, user privacy is still a complicated issue in ubiquitous computing. Rather than 
waiting for the technology advances, we think more joint efforts from other sources, 
including the legislation and social norms, should cooperate to provide better user privacy 
protection. 
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Chapter 7 

Context-Aware Call Forwarding System 
 
 
This chapter describes our first exemplar context-aware system. This prototype system 
was built to validate the practical use of our developed software components (described 
in Chapter 4 and 5) for constructing context-aware applications. This work demonstrated 
that by adding adaptability to user’s context changes, a normal application could become 
more useful. 
 

7.1   Application Scenario 
 
We have developed a Context-Aware Call Forwarding System based on our developed 
software components (described in the previous chapters). This prototype system was 
based on a simulation of the normal telephony system, which can adapt its behaviors 
according to the user’s status changes. To make the system easily understandable, one 
simple adaptation was defined as: if the user is in a meeting, the incoming calls will be 
redirected automatically to avoid disturbance. The inference of whether a user is in a 
meeting was simplified based on two factors: (a) the user is in a meeting room, and (b) 
he/she is not alone. 
 

7.2   System Prototype 
 
To realize this prototype system, we built a number of system components. A location 
detection service was constructed to detect users’ presence in different areas. This 
detection service could receive an ID from each user in the meeting room through a 
deployed stationary sensor. Another application could use this information to determine 
whether the user is having a meeting (if someone else is also there) and then notify the 
telephony system about the user’s meeting-state changes. To simulate the telephony 
system, a Voice over Internet Protocol (VoIP) system was setup. The VoIP system would 
toggle each user’s call-forwarding feature once being notified with their meeting status 
changes. When the call-forwarding feature is activated, the later incoming calls would be 
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delivered elsewhere, e.g., to the user’s voice-mail account or her secretary number which 
could be specified beforehand. The architecture of the prototype system is shown in 
figure 7-1. 
  

7.2.1   Detecting the User’s Location Changes 
 
To detect the users’ presence in different areas, the Mote-based location detection service 
(described in Chapter 5) was used. In our prototype system environment, a number of 
Mica2 Motes were deployed in our office corridor, one in each room. These stationary 
Motes were programmed using different IDs, each presenting a specific area, such as the 
meeting room. Every user wore a Mica2Dot (identifiable by their unique IDs) moving 
around between different places.  
 
As described in Chapter 5 (section 5.2.1.2), the mobile Mote would automatically 
connect to the nearby Motes in an ad-hoc manner. A lab desktop PC, connected with a 
base-station Mote, was used to send out query message periodically, and collect the 
responses from all available Motes. By only analyzing the responses related to the mobile 
Motes, we could figure out the most reliable connection with each Mobile Mote. If it was 
from a stationary Mote, we could then make an assumption that the nearest known place 
to the user’s current location is the place presented by the stationary Mote. 
 
The implementation of the detection service consisted of two separate components. One 
was the Room Mote Detector which dealt with the Mote sensing and analysis to produce a 
list of Mote ID pairs (depicting the closest stationary Mote of each mobile Mote). The 
other was User Mapping Service which would convert each Mote ID (in the received pair 
list) to the name of a user (for mobile Mote) or a known place (for Stationary one). When 
a Mobile Mote’s location was detected changed, the Room Mote Detector would send the 
newly sensed Mote ID pairs to the User Mapping Service via TCP. Similarly, the User 
Mapping Service would also establish a TCP connection to publish it conversion result 
(the user-location pairs) to another component, the Meeting Detector, which is described 
in the following. 
 

7.2.2   Determining the User’s Meeting-Status  
 
The Meeting Detector component took the responsibility of determining each user’s 
meeting-status. Each time when a user’s location changed, the Meeting Detector would 
be notified by the User Mapping Service and then re-calculate the user’s meeting-status 
based on the two factors (the user is in a meeting room and not alone). If the user’s 
meeting-status was determined changed, the user’s call-forwarding feature in the VoIP 
system would be re-set (activated/deactivated) by another application named Call 
Forwarding Trigger. 
 
The Meeting Detector was implemented based on a SIP Presence Agent (PA). It allowed 
the Call Forwarding Trigger application (a SIP Watcher) to subscribe for the users’ 
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meeting-status changes. Once the Call Forwarding Trigger was notified with a user’s 
meeting-status changes, it would dynamically generate a Call Processing Language (CPL) 
script [68] which specified whether and where to forward the user’s incoming calls, and 
would upload the it to the VoIP system. 
 

7.2.3   Enforcing the Call-Forwarding Feature   
 
The VoIP system we used to simulate a normal telephony system was based on the 
Vovida Vocal server [75], an open-source SIP proxy with native support of CPL. It has a 
Voice Mail module which allows to record an incoming call and forward it to a user’s 
specified email account. Both the email account and the state of the call-forwarding 
feature can be modified dynamically by uploading a different CPL script file. 
 
The users’ mobile phones were simulated using Xten’s SIP softphone X-Pro 1.0 [76] 
running on Hewlett-Packard iPAQ model 5550, which has native support of Wi-Fi for 
wireless communication. More detailed communication flow between different system 
components is illustrated in figure 7-1. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 7-1.   Context-Aware Call Forwarding System 
 
According to the above figure, the Call Forwarding Trigger application subscribes for 
the users’ meeting-status changes, and will re-set the corresponding call-forwarding state 
for them (0). Each user wears a Mote moving around different places with an iPAQ 
which runs a X-Pro SIP softphone registered to the Vocal SIP proxy server (1). When 
entering a room, the user’s Mote will discover and connect to the stationary room Mote 
(2). The Room Mote Detector monitors the nearest room Mote ID of each user’s Mote, 
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and will send the changes to the User Mapping Service (3). The User Mapping Service 
receives the new Mote ID pairs, converts each ID to a user name or a room name, and 
finally reports the conversion result to the Meeting Detector (4). The Meeting Detector 
infers the user meeting-status changes (5) and decides whether to ask (Via SIP Notify) 
the Call Forwarding Trigger to toggle the call-forwarding feature (6). The Call 
Forwarding Trigger generates a CPL script and then uploads it to the SIP proxy server (7) 
to be enforced. Up to this point, the user’s call-forwarding state is re-set. If it is activated, 
then any later incoming calls (8) will be delivered to a pre-defined user email account as 
a voice mail (9). When the user leaves the meeting-status, the call-forwarding feature will 
be deactivated so that she will be able to receive calls on her iPAQ again. 
 

7.3   Related Issues 
 
There are two major advantages with this prototype system. Firstly, the system 
automatically re-set the users’ call-forwarding state according to their meeting-status 
changes which saves the users’ manual manipulation of their softphones (switching 
on/off the ring mode back and forth). Secondly all the adaptations are taken in the 
infrastructure without involving the user’s mobile device, thus save its power and the 
user’s cost for wireless communication. However, on the other hand, there are some 
identified problems in this prototype system. 
 

7.3.1   Implementation Issues 
 
Some practical issues have been discovered during our implementation and the 
experimental use of the prototype system: 
 

• Location Sensing: the accuracy of the user location sensing is affected by many 
factors: the deployment of the stationary Motes, the query period, the time delay 
for a user mobile Mote to establish a connection to a nearest stationary Mote, and 
also the battery power and the radio interference in the area etc. Our experiment 
shows that average time delay is around 1 minute; therefore, this way of locating 
mobile Motes is not very efficient. 

 
• VoIP Support: the VoIP system we used (Vovida Vocal) was developed targeted 

for Linux platforms to ensure better performance, hence the system portability 
was not considered important. In our prototype, it was only used to simulate the 
telephony system as a third-party system. However, we found some functions, 
such as the voice recording in the voice mail module support did not always work 
correctly. In addition, we found this system is relatively hard to maintain and 
build extensions. 

 
To increase the performance of the location sensing, the Mote-based solution can be 
replaced by other alternatives, such as the Bluetooth Location Service discussed in 
Chapter 5. Compare to the Mote, Bluetooth is more widely supported by different user 
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mobile devices with a more user-friendly interface. As for the VoIP support, any other 
SIP proxy server can be used to replace the Vocal server as long as it supports the 
manipulation of the call-forwarding feature. 
 

7.3.2   Privacy Issues 
 
The design of this prototype system lacks a careful consideration of user privacy. The 
acquisition of the users’ location information is completely relied on the public system; 
therefore, a trust relationship has to be established between the user and the system. 
However, this would be hard to achieve in real world situations, as in ubiquitous 
computing, services may be provided by different local parties administrated by different 
organizations. 
 
To provide a better protection of a user’s personal information, location sensing should 
be conducted on the user’s device while remaining the public system unaware of it. This 
requirement would also lead to a careful selection of the suitable sensor technologies. 
Other techniques (discussed in Chapter 6) could also be used to further improve the 
privacy protection. However, a major issue with this solution is the limited capabilities of 
the mobile devices, e.g., their shortage of  computation power and battery life etc. 
Considering the various constraints, it is important to ensure the location and other 
context sensing should not affect the ordinary use of the device. 
 
To overcome these drawbacks, we think the use of a Personal System could help to off-
load some tasks from the user’s mobile device. Thus keeping the user’s device from 
being over-loaded without compromising the user’s personal privacy. We have embraced 
this idea in our design of Person-Centric Context Aware System described in Chapter 3. 
 

7.4   Related work 
 
From the location sensing perspective, this prototype pretty much resembles the Active 
Badge system [2]; however, it is easier and cheaper to deploy and maintain by using 
wireless Mote sensors. With the similarity of using SIP , K. El-khatib et al. demonstrated  
to render a user’s incoming calls with a better presentation according to the 
characteristics of the user’s mobile device and the nearby services [77]. Stefan Beger and 
Henning Schulzrinne et al. have elaborated how to use SIP and other standard protocols 
to construct ubiquitous computing systems [78]. 
 

7.5   Summary 
 
This chapter describes our first prototype system to demonstrate a practical use of the 
shared user location information. This prototype employs a distributed deployment, 
where different entities were constructed based on our developed software components. 
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Compared with other similar systems, our prototype is easer and cheaper to deploy and 
maintain, also with more sorts of context inputs. The system architecture and the 
implementation have been explained in detail, together with our discussion about the 
discovered issues. 
 
This prototype does not completely comply with our design of the Person-Centric 
Context Aware System elaborated in Chapter 3. However, it is the experience from this 
prototype system, which led us to put more focus on user privacy. This experience has 
further shaped our design of Person-Centric Context Aware system. As a consequence, 
we are re-implementing this prototype to become a personal communication service in 
the Personal Application System (PAS). 
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Chapter 8 

Concluding Remarks 
 
 
To realize the promising goal of ubiquitous computing, each user deserves an 
independent and consistent representation to different computer systems. More 
importantly, concerning the user’s privacy, this representation should only be controllable 
by users themselves. This main idea sounds natural; however, it has not been given a real 
embodiment by the existing systems. 
 

8.1   Thesis Summary 
 
To attack this crucial problem, this thesis first studied the prior ubiquitous computing 
systems, and then composed a comprehensive framework to demystify the relationship 
among different context processing involved in a context aware system. Based on that, 
we could re-apply the knowledge acquired from the prior public systems within the scope 
of personal context handling. 
 
Conforming to our proposed framework, a Person-Centric Context Aware System 
architecture was proposed to provide each user with an independent and consistent online 
representation. A number of related issues have been addressed in the design of this 
system architecture, with their solutions in terms of different system components. Among 
these issues, three are identified most critical and then received most of our efforts to 
provide better solutions, specially tailored to our proposed system architecture. 
 
To attack the problems in context data communication, we suggest to use communication 
meta-data. A SIP-based solution was proposed to provide context data communication 
with adaptability to network changes. Leveraging the openness and advanced 
extensibility, as well as the wide acceptance of the SIP standards, we think our solution 
gives more advantages on handling context communication in real world situations. 
 
Two location services have been constructed to provide simple means for evaluating the 
issues regarding a user’s location sensing. In addition to the concerns from other aspects, 
e.g., performance, accuracy, form factors etc., the user location privacy has been 
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identified critically important. As a conclusion, to provide better user privacy protection, 
we suggest the location sensing should only be conducted by the user’s devices, rather 
than by the public systems.  
 
To further address the privacy problems resulted by communications in ubiquitous 
computing, the use of pseudonyms was suggested to provide anonymity support (hiding 
the user’s real-world identity) for communications with untrusted parties. The design of 
this solution was tailored to our proposed system architecture to retain a central user 
control. The proposed implementation was based on SIP to leverage its support for 
handling dynamic communication changes. Some discussions were focused on how this 
solution could be complemented by other technologies to further enhance the user 
privacy protection, especially when anonymity could not be effectively accomplished.  
 
During the process of developing each specific solution, we have also constructed a 
prototype system based on our developed software components. This prototype realized a 
context-aware call forwarding feature similar to some prior systems; however, with many 
advantages, like ease and cheap to deploy and maintain, more sorts of context inputs, etc. 
Although it does not completely comply with our design of the Person-Centric Context 
Aware System elaborated in Chapter 3, the lessons learned from this prototype have 
guided us to improve our software components and reshape the system infrastructure 
towards the later proposed Person-Centric Context Aware system. 
 
Based on our experience from the first phase of designing and constructing a Person-
Centric Context Aware System, we are more convinced with our goal of providing 
independent and personalized context support for individual users in ubiquitous 
computing, with respect for their personal information privacy. Therefore, we will 
continue our development to present a more complete Person-Centric Context Aware 
System together with some useful applications. 
 

8.2   Future Work 
 
The Person-Centric Context Aware System architecture presented in this thesis has not 
been realized with a complete instance. We proposed and implemented a number of 
solutions, and have constructed a prototype system in the middle of our development of 
these solutions. It does not fully comply with our design of Person-Centric Context 
Aware System. As a consequence, our plan for the coming work is to construct such a 
system by integrating our developed solutions. This implies a number of tasks: (1) refine 
and adjust different software components to construct an online personal context 
repository. (2) deploy some personal sensor services to acquire user context information. 
(3) construct some context-aware applications making use of the context information in 
the personal context repository. 
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8.2.1   Personal Online Context Repository 
 
We plan to implement an information repository based on our developed context-
processing engine [28]. It will allow context queries and reports over different 
communication protocols, e.g., SIP and HTTP. To support user privacy protection, it will 
only allow the authorized access. The use of other related technologies, discussed in 
Chapter 6 (section 6.3): Access Control Policy, Privacy Declaration, has been considered. 
The Anonymizer Proxy Server will be used to further improve the privacy protection 
when sharing context data with untrusted parties. 
 
A number of other issues will also be addressed, such as, what concepts are needed to 
construct a simplified representation of the user; how to present the personal information 
with this model; how to keep the user’s context data updated etc. Some related 
technologies, such as the Semantic Web Ontologies [17], would be used to ensure a 
large-scale interoperability. 
 

8.2.2   Personal Sensor Services 
 
We will deploy a number of sensor services to a user’s mobile devices to report their 
captured context information to her context repository. Our Bluetooth location service 
can run on the user’s laptop, and it could be ported to other wearable devices, e.g., iPAQ 
and mobile phone. Another two location detection service using GPS, and GSM Cell ID 
respectively, are being developed. Additionally, other kind of software sensors, such as 
screen saver detector, running application monitor etc., will be considered to provide 
more information to reveal a user’s status. Moreover, we will also consider the possible 
adoptions of other sensor technologies. 
 
For the context delivery, we will also allow the user to customize how to use the available 
network resources (e.g., when and how often to report the captured context information in 
certain situations) to achieve more desirable effects with decreased cost. 
 

8.2.3   Personal Context-Aware Applications 
 
To an ordinary user, the most tangible benefit of using context-aware system depends on 
the applications it provides. One useful application we plan to implement is a Personal 
Communication Server, which offers Instant Messaging (IM), and VoIP functions to the 
mobile users. Different from the public Instant Messaging Services, it gives a full control 
of the personal communication without relying on any third-party servers. As a desirable 
extension, this service will also be able to connect to the public IM networks, such as 
Yahoo, MSN and Skype, which will make the migration more fluent to the user.  
 
Some other possible extensions to this Personal Communication Server could be to allow 
the user to control her home appliances through the IM application, e.g., by sending text 
or voice commands etc. Another candidate is a personal map service, which may provide 
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the mobile user with tour guide, together with some location-based reminders according 
to the user’s preference. On the other hand, different context applications may also 
provide context information to the context repository contributing to the inference of the 
user’s interaction status. 
 

8.2.4   More Extensible Directions 
 
Once an instance of the Person-Centric Context Aware System becomes complete and 
durable to acquire real world context information for its user, it will be of great interest to 
discover the hidden relationships by analyzing the data collected by the system.  
 
From a micro view, this analysis could bring new values to the user, e.g., to reflect her 
behaviors based on the history data, to determine how to customize the system to achieve 
more appreciated adaptations etc. 
 
From a macro view, by sharing these data, or the analysis results derived from these real 
user data, more advanced simulation systems can be built to produce more useful results 
in much larger scale. It may also contribute to solve some hard problems, which require 
large amount of user data from real life situations. 
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