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Abstract

It is envisioned that future cyber-physical systems will provide a more convenient
living and working environment. However, such systems need inevitably to collect
and process privacy-sensitive information. That means the benefits come with
potential privacy leakage risks. Nowadays, this privacy issue receives more attention
as a legal requirement of the EU General Data Protection Regulation. In this thesis,
privacy-by-design approaches are studied where privacy enhancement is realized
through taking privacy into account in the physical layer design. This work focuses
in particular on cyber-physical systems namely sensor networks and smart grids.
Physical-layer performance and privacy leakage risk are assessed by hypothesis
testing measures.

First, a sensor network in the presence of an informed eavesdropper is consid-
ered. Extended from the traditional hypothesis testing problems, novel privacy-
preserving distributed hypothesis testing problems are formulated. The optimality
of deterministic likelihood-based test is discussed. It is shown that the optimality of
deterministic likelihood-based test does not always hold for an intercepted remote
decision maker and an optimal randomized decision strategy is completely char-
acterized by the privacy-preserving condition. These characteristics are helpful to
simplify the person-by-person optimization algorithms to design optimal privacy-
preserving hypothesis testing networks.

Smart meter privacy becomes a significant issue in the development of smart
grid technology. An innovative scheme is to exploit renewable energy supplies or
an energy storage at a consumer to manipulate meter readings from actual energy
demands to enhance the privacy. Based on proposed asymptotic hypothesis testing
measures of privacy leakage, it is shown that the optimal privacy-preserving per-
formance can be characterized by a Kullback-Leibler divergence rate or a Chernoff
information rate in the presence of renewable energy supplies. When an energy
storage is used, its finite capacity introduces memory in the smart meter system.
It is shown that the design of an optimal energy management policy can be cast to
a belief state Markov decision process framework.






Sammanfattning

Framtidens cyberfysiska system forviantas resultera i bekvamare levnads- och ar-
betsmilj6é for manga ménniskor. Sadana system behover emellertid ofrankomligen
samla och behandla sekretesskénslig information. Detta for med sig risker kopplade
till integritet. Pa senare tid har denna sekretessfraga fatt mer uppmérksamhet till
foljd av ett rattsligt krav i EU:s allménna dataskyddsforordning. I denna avhan-
dling studeras strategier for privacy-by-design, dar integritetsforbattringar realis-
eras genom att ta héansyn till sekretess i den fysiska algoritmdesignen. Séarskilt
fokus laggs pa cyberfysiska system, sdsom sensorndtverk och smarta ndt. Pre-
standan hos algoritmdesignen och risken for integritetskriankningar utvirderas med
hjélp av hypotesprévning.

Inledningsvis studeras ett sensorndtverk i en omgivning med en informerad tju-
vlyssnare. Nya integritetsbevarande distribuerade hypotesprévningsproblem for-
muleras som utvidgningar av traditionella hypotesprévningsproblem. Optimaliteten
av det deterministiska likelihood-baserade testet diskuteras. Det visas att det de-
terministiska likelihood-baserade testet inte alltid haller for en avldgsen avlyssnad
beslutsfattare, och att en optimal stokastisk beslutsstrategi ar fullstandigt definierad
av det integritetsbevarande villkoret. Dessa attribut hjilper till att forenkla person-
by-person-optimeringsalgoritmer for att designa optimala integritetsbevarande nét-
verk for hypotesprévning.

Integriteten hos smartmétare kommer att vara en viktig fraga under teknikutvec-
klingen for smarta ndt. En idé ar att utnyttja energi lagrad hos en konsument for
att manipulera métvarden av de faktiska energibehoven, och darmed forbéattra in-
tegriteten. Baserat pa foreslagna asymptotiska hypotesprovningsmatt av sekretess-
ladckage visas det att den optimala integritetsbevarande prestandan kan karakteris-
eras av en Kullback-Leibler-divergence rate eller en Chernoff-information rate i
nérvaro av lager av fornyelsebar energi. Nar ett energilager forbrukas, introducerar
dess dndliga kapacitet minne i smartmétarsystemet. Det visas att utformningen av
en optimal energihanteringspolicy kan formulas som en belief state Markov decision
process.
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Chapter 1

Introduction

1.1 Privacy Challenge in Cyber-Physical System

physical process

sensing control

v

cyber system

Figure 1.1: Illustration of a CPS.

A cyber-physical system (CPS) consists of two major components: a physical
process and a cyber system. As shown in Figure 1.1, the physical process, which
can be a natural phenomenon or a man-made physical system, is monitored and
controlled by the cyber system, which typically is a networked system of several
tiny devices with sensing, computation, and communication capabilities [62]. There
have been a large number of proposed CPS applications, such as smart house,
smart grid, eHealth, assisted living, and etc. They are envisioned to form a smart
environment which will greatly benefit the users. A typical CPS often collects a
huge amount of privacy-sensitive information for data analysis and decision making.
The information enables the system to make smart decisions through sophisticated
algorithms. However, a privacy leakage could potentially happen in any stage(s)
of data collection, data transmission, data processing, or data storage. On the
other hand, there is an increasing demand to protect privacy, e.g., the EU General
Data Protection Regulation (GDPR) [1] is to replace the Data Protection Directive
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95/46/EC and is designed to harmonize data privacy laws across Europe, to protect
and empower all EU citizens data privacy, and to reshape the way organizations
across the region approach data privacy. Therefore, research on privacy protection
for CPSs attracts much attention nowadays. In the next, researches on privacy
protection are briefly reviewed.

1.2 Literature Review

In face of a variety of privacy threats, a large amount of fruitful works have been
done. As a conventional privacy-preserving tool, cryptography was reported in
many papers, e.g., [50], to protect the private data. Although it is an effective
method, cryptography is not always applicable because of its demands of high com-
putation capability, high power consumption, and complicated key management.
Some studies investigated the privacy-protection in the multi-hop routing, e.g., the
reputation-based scheme [9] and the broadcast authentication [42].

All these aforementioned technologies use additive privacy functionality blocks
and cannot protect privacy against the authorized data recipient. GDPR calls for
an authorized data recipient to hold and process only the data absolutely necessary
for the completion of its duties as well as limiting the access to personal data to
those needing to act out the processing [1]. To this end, GDPR advocates the
privacy-by-design approach which can “inherently” preserve privacy through the
inclusion of data protection from the onset of the designing of systems rather than
an addition afterward. Depending on the physical-layer operations, privacy-by-
design approaches can further be categorized into different classes.

Until now, most privacy-by-design approaches focus on the data transmission
stage, which corresponds to sensing and communication in the physical layer of a
CPS. The study on the wire-tap channel [63] derives the secrecy capacity. Based
on the theory of wire-tap channel, people have developed privacy schemes, such as
artificial noise [16] and cooperative jamming [56]. Recently, secure data compression
in source coding also attracts much attention [26].

Besides data transmission, there are other physical-layer operations for a CPS
application. Consider the eHealth system in Figure 1.2 which consists of wearable
or embedded sensors and a handheld terminal. The sensors collect different raw
data, e.g., heart rate, body temperature, or blood pressure, process the raw data
to make sensor decisions, and then transmit the sensor decisions to the terminal.
The terminal makes the final conclusion of the user health condition based on the
received sensor decisions. This eHealth CPS operation can be seen as a statistical
inference on the user health condition through a sensor network. The statistical
inference operation in the physical layer can be modeled as a hypothesis test! or an
estimation.

INote that there are other terms, e.g., detection and classification, used to refer to a hypothesis
test in many literatures.
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T

Figure 1.2: Illustration of an eHealth network which consists of tiny sensors and a
terminal.

A statistical inference can be done centrally or distributively. The correspond-
ing hypothesis testing theorems have been well established. A brief introduction
of the centralized hypothesis testing problems based on the Bayesian approach and
Neyman-Pearson approach was presented in [59]. In [57,61], the basic distributed
hypothesis testing problems were summarized of different formulations, topologies,
processing and communication constraints. Extended distributed hypothesis test-
ing problems were reviewed in [7].

When the privacy-by-design approach is used, the privacy-preserving objective
is taken into account in the hypothesis tests and the established hypothesis test-
ing theorems need to be revised. There are two pioneering works [43,47] which
considered a distributed hypothesis testing network in the presence of an eaves-
dropper. In [43], the eavesdropper is assumed to be only interested in the data
transmission state between the remote decision makers and the fusion center. How-
ever, an eavesdropper in reality can be more aggressive and tries to intercept the
transmitted information for malicious purposes. When the eavesdropper makes
a hypothesis test based on the intercepted decisions of remote decision makers,
it has been shown in [47] that a likelihood-ratio test (LRT) is an asymptotically
optimal decision strategy of a remote decision maker under a constraint on the
eavesdropping performance measured by a Kullback-Leibler divergence. Whereas,
it was not provided how to design the asymptotically optimal privacy-preserving
distributed hypothesis testing network. A recent work [44] characterized an achiev-
able rate-error-equivocation region of a distributed hypothesis testing network with
communication and privacy constraints. Unfortunately, the converse proof was only
given for a special case. Some works devised privacy schemes based on the assump-
tion that the eavesdropper is uninformed of certain parameters. In [46,53], they
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studied stochastic encryption methods where remote decision makers intentionally
generate error to confuse the eavesdropper which is uninformed of the error statis-
tics. Similarly, works [21,22] proposed channel aware encryption methods to design
the transmission scheme between the remote decision makers and the fusion center
based on the channel states which are not known by the eavesdropper.

The privacy issue is also addressed in a distributed estimation context. Some
works used a similar method of stochastic encryption, e.g., a stochastic cipher was
utilized in [3] to protect privacy in a network where both the fusion center and
eavesdropper make maximum-likelihood estimations. In [18], the optimal power
allocation scheme was studied in a decentralized minimum mean square error esti-
mation susceptible to eavesdropping.

In the aforementioned privacy-by-designs of statistical inference operation in
the physical layer, the privacy leakage can also be modeled as a statistical inference
made by an eavesdropper or adversary. Besides hypothesis test and estimation, the
statistical inference risks have been discussed and evaluated in computer science
through the differential privacy. Differential privacy [14] was proposed to guarantee
the statistical privacy by sanitizing mechanisms when an adversary has access to two
neighbor databases. In [24], the degradation of the differential privacy level under
adaptive interactions was characterized. In [52], for any statistical estimator and
input distribution satisfying a regularity condition, it was proved that there exists
a differentially private estimator with the same asymptotic output distribution.
In [28], the methods were developed to approximate a filter by its differentially
private version. A survey of the differential privacy in machine learning was given
in [23]. Relations between different formalisms for statistical inference privacy were
discussed in [4].

Smart grid is one of the most attractive CPS applications. Real-time informa-
tion about energy demands and advanced control and communication technologies
enable more efficient energy generation and distribution in smart grids [55]. Real-
time energy demand information is provided to the energy provider by the smart
meters installed at consumer premises. While high-resolution meter readings are
essential for monitoring and control tasks, they also reveal sensitive private informa-
tion about the consumers [45,54]. A number of privacy-preserving technologies have
been developed for the smart meter privacy problem in the recent years. In [29], an
encryption method was proposed to protect the privacy of an individual consumer
through data aggregation in the neighborhood. In [25], a privacy scheme was de-
vised by scheduling delay-tolerable appliances to hide the energy demand profiles
of others. Most of the literature focuses on the manipulation of meter readings to
preserve privacy, e.g., adding a noise sequence on the meter readings. There is a
growing interest in guaranteeing privacy by directly altering the energy demands
from the energy provider. This can be achieved by an energy management of re-
newable energy supplies or energy storage charge/discharge flows to filter the real
energy demand characteristics. Information-theoretic approaches to these problems
have been studied in [15,17,55,60]. In these works, the privacy leakage measure is
the mutual information rate between the energy demand sequence and the energy
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Figure 1.3: Illustration of the smart meter privacy problem and the privacy-by-
design approach which exploits renewable energy supplies or an energy storage.

supply sequence. The information-theoretic measure can be adopted regardless of
the real adversary behavior. However, it lacks an operational meaning. An opti-
mal privacy-preserving energy management of the renewable energy supply or the
energy storage charge/discharge is designed to minimize the mutual information
rate. Based on the observation that a constant meter reading sequence does not
leak any privacy, another privacy-preserving idea was proposed in [64] to utilize
an energy storage to minimize the variance of random energy supplies from the
energy provider. Similar to the information-theoretic privacy leakage measure, a
variance does not have a clear operational meaning. Recently, a hypothesis testing
measure of smart meter privacy was proposed in [35] and the discussion of a privacy-
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preserving energy management was based on an infinite-capacity energy storage.
The hypothesis testing measure has a clear operational meaning while it limits the
adversary behavior to be a hypothesis test. System memory is commonly inevitable
in the energy management problems, e.g., the utilization of a finite-capacity energy
storage. In [30,65,66], a privacy-preserving energy management in the presence of
an energy storage was cast to a Markov decision process framework.

1.3 Thesis Outline

The general research question of this work is how to realize privacy-preserving CPSs.
In this thesis, the privacy-by-design approaches are investigated in the contexts of
a distributed sensor network and a smart meter system. The sensing data or the
energy data processed in the CPS is driven by a privacy-sensitive unknown physical
process, e.g., health condition or life style of the user. A such unknown physical
process can be seen as a hypothesis. In this work, hypothesis tests are assumed
for the physical-layer operation of a CPS and the privacy leakage. The following
questions are to be discussed in the remaining chapters:

e How to measure the privacy leakage?

e Does the optimality of deterministic likelihood-based test (or LRT) hold when
the privacy is taken into account?

e What are the optimality characteristics if a randomized strateqy is needed?
e How to design an optimal privacy-preserving network?

e How to characterize an optimal privacy-preserving performance (bound)?

Chapter 2

In this chapter, the basics of hypothesis tests are recapitulated. The Bayesian and
Neyman-Pearson hypothesis testing approaches are introduced. The optimality
of deterministic likelihood-based test (or LRT) is testified in centralized and dis-
tributed hypothesis tests by using the analysis tools of hypothesis testing operation
region and person-by-person optimality argument. Depending on the hypothesis
testing approach, it is shown that the asymptotic hypothesis testing performance
can be characterized by a Kullback-Leibler divergence or a Chernoff information.

Chapter 3

In this chapter, optimal privacy-preserving designs of a distributed hypothesis test-
ing network are characterized when Bayesian hypothesis testing performance and
privacy leakage measures are used. With the tools of person-by-person optimality
argument and hypothesis testing operation region, the optimality of deterministic
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likelihood-based test (or LRT) is discussed. When an optimal randomized deci-
sion strategy is needed, it is determined by the privacy-preserving condition only.
Based on the optimality characteristics, extended person-by-person optimization al-
gorithms are proposed to design optimal privacy-preserving networks. The chapter
content is based on

[34] Z. Li and T. J. Oechtering. Privacy-aware distributed Bayesian detection.
IEEFE Journal of Selected Topics in Signal Processing, 9(7):1345-1357, 2015.

Chapter 4

In this chapter, an optimal privacy-preserving design of a distributed binary hy-
pothesis testing network is characterized when Neyman-Pearson hypothesis testing
performance and privacy leakage measures are used. The optimality of determinis-
tic LRT is shown to hold for the remote decision strategies when the same Neyman-
Pearson testing constraints are used. The materials in this chapter are published
in the following paper

[36] Z.Liand T. J. Oechtering. Privacy-constrained parallel distributed Neyman-
Pearson test. IEEE Transactions on Signal and Information Processing over
Networks, 3(1):77-90, 2017.

Chapter 5

In this chapter, the research on the optimal privacy-preserving energy manage-
ment of an ideal renewable energy source is made with the tools of large deviation
theory and information theory. The research focuses on the asymptotic privacy-
preserving performance bounds. Under adversarial Neyman-Pearson and Bayesian
hypothesis testing privacy leakages, it is shown that the asymptotic optimal privacy-
preserving performances can be characterized by a Kullback-Leibler divergence rate
and a Chernoff information rate, respectively; a single-letter Kullback-Leibler di-
vergence and a single-letter Chernoff information are further shown to characterize
the asymptotic optimal privacy-preserving performances of memoryless hypothesis-
aware policy. This chapter is based on the following papers

[37] Z. Li, T. J. Oechtering, and D. Giindiiz. Smart meter privacy: Adversarial
hypothesis testing models. In Preparation for IEEE Transactions on Infor-
mation Forensics and Security.

[38] Z. Li, T. J. Oechtering, and D. Giindiiz. Smart meter privacy based on
adversarial hypothesis testing. Accepted at ISIT 2017.

Chapter 6

In this chapter, the research on the optimal privacy-preserving energy management
of a finite-capacity energy storage is made with the tool of Markov decision process.
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It is shown that the optimization problem of energy management policies can be
reformulated as a belief state Markov decision process problem. This chapter is
based on

[41] Z. Li, T. J. Oechtering, and M. Skoglund. Privacy-preserving energy flow
control in smart grids. In Proceedings of ICASSP 2016, pages 2194-2198,
2016.

Chapter 7

The conclusion is made in the final chapter: summary of main results presented in
this thesis, possible future works, and significances of this work.

Related publications

The following publications are not covered in this thesis but contain related mate-
rials and applications.

[31] Z.Liand T. J. Oechtering. Differential privacy in parallel distributed Bayesian
detections. In Proceedings of Fusion 2014, pages 1-7, 2014.

[32] Z. Li and T. J. Oechtering. Privacy-concerned parallel distributed Bayesian
sequential detection. In Proceedings of GlobalSIP 2014, pages 928-932, 2014.

[33] Z. Li and T. J. Oechtering. Tandem distributed Bayesian detection with
privacy constraints. In Proceedings of ICASSP 2014, pages 8168-8172, 2014.

[35] Z. Li and T. J. Oechtering. Privacy on hypothesis testing in smart grids. In
Proceedings of ITW 2015 Fuall, pages 337-341, 2015.

[39] Z. Li, T. J. Oechtering, and J. Jaldén. Parallel distributed Neyman-Pearson
detection with privacy constraints. In Proceedings of ICC 2014 Workshop,
pages 765-770, 2014.

[40] Z. Li, T. J. Oechtering, and K. Kittichokechai. Parallel distributed Bayesian
detection with privacy constraints. In Proceedings of ICC 2014, pages 2178-
2183, 2014.

[67] Y. You, Z. Li, and T. J. Oechtering. An optimal privacy-enhancing and cost-
efficient energy management strategy. Submitted to WIFS 2017.



Chapter 2

Hypothesis Testing Problems

In this chapter, a recapitulation of the hypothesis testing problems is made. The
presented results and theorems from the previous works serve as the fundamentals
of discussions in the next chapters.

2.1 Bayesian and Neyman-Pearson Approaches

A centralized hypothesis testing scenario is described as follows: There is a binary
hypothesis H which can take the value 0 or 1; a continuous random observation Y
is generated conditioned on hypothesis 0 following a probability density function
(p-d.f.) fy|m(-|0) or on hypothesis 1 following a p.d.f. fy|z(-[1); and a binary deci-
sion H is made based on the random observation Y and following a (randomized)
hypothesis testing strategy ¢ : ) — {0,1} to infer the correct hypothesis.

The p.d.fs fy g (-|0) and fy|g(-|1) are conventionally known as the observa-
tion likelihoods. The following assumption on a continuous random observation is
commonly used in the binary hypothesis testing problems.

Assumption 2.1. Given a continuous random observation Y, it is assumed that
1. 'Y has the same support set conditioned on different hypotheses;

2. The likelihoods fy g (-|0) and fy | (:|1) contain no point masses of probability;

3. The likelihood ratio ;Y:HE } g contains no point masses of probability;

4 For al 0 < A <1, there exist a non-negative value p and a corresponding set

fY\H(y‘O)
{ o) > = } such that

/ fym (y|0) dy = A
A<(p)



10 CHAPTER 2. HYPOTHESIS TESTING PROBLEMS

A hypothesis testing problem is to design a strategy which achieves the opti-
mal hypothesis testing performance. In this work, Bayesian and Neyman-Pearson
hypothesis testing approaches are used. In the following, the basics of the two hy-
pothesis testing problems are illustrated in the context of the described centralized
hypothesis testing scenario.

Bayesian hypothesis test

In a Bayesian hypothesis test, the hypothesis testing performance achieved by a
strategy ¢ is measured by the Bayesian risk r(¢), which is defined as the expected
decision cost as

r(@) =E et l)] = [ 3" pay (hly)fyinyihpa (e, dy, — (2.1)
Y hhef0,1}

where the conditional probability mass function (p.m.f.) pj ., alternatively repre-
sents the used strategy ¢; the p.m. f. pg denotes the prior probability distribution
of the hypothesis; and c(h h) denotes the cost of making a decision h when the cor-
rect hypothesis is h. The design objective of the (randomized) hypothesis testing
strategy is to minimize the Bayesian risk

@* = arg minr(¢), (2.2)
$ED

where ® denotes the set of all feasible hypothesis testing strategies.
To minimize the Bayesian risk, given any observation Y = y, the decision of an
optimal strategy ¢* is
H=¢"(y) =argmin > fyuylh)pa(h)c(h, h). (2.3)
he{0,1} pefo,1}

The minimal Bayesian risk is
r(¢")= | min & 3" fyylh)pr(h)e(h,h) o dy. (2.4)
y hE{O,l} he{o71}
Under an assumption that a cost of making a correct decision is always smaller

than a cost of making an incorrect decision, an optimal Bayesian hypothesis testing
strategy can be equivalently specified as a deterministic LRT:

g r1EWl0)  pr(1)(e(0,1) — e(1,1))
H=¢"(y)=1 Sl = pa0)(c(1,0) - c(0,0)) . (2.5)
1, otherwise
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Remark 2.1. In the considered centralized hypothesis testing scenario, a determin-
istic optimal strategy is identified. Howewver, it is not necessary to have a unique
and deterministic optimal strategy in a Bayesian hypothesis test, i.e., it is sufficient
to consider the deterministic likelihood-based test in (2.3) for an optimal strategy
of the Bayesian hypothesis test (2.2).

Remark 2.2. Given an arbitrary decision cost assignment, an optimal strategy
of the Bayesian hypothesis test (2.2) may be a deterministic LRT with inversed
decision regions of (2.5). For instance, if a cost of making a correct decision is
always larger than a cost of making an incorrect decision, an optimal Bayesian
hypothesis testing strategy can be equivalently specified as the following deterministic
LRT:

A o I l0) _ pr(1(e(0,1) ~ c(1,1))

H=¢"(y)=<  frull) = pa0)(c(1,0) —(0,0))

1, otherwise

Remark 2.3. Given m > 2, if an m-ary hypothesis is considered, it is sufficient
to consider a deterministic likelihood-based test in the form of (2.3) for an optimal
Bayesian hypothesis testing strategy.

Neyman-Pearson hypothesis test

In a Bayesian hypothesis test, the prior probability distribution py needs to be

known and the decision costs {c(fz, h) hhe(o.1} need to be defined beforehand.
,he{0,1

However, these parameters might not be available so that a Bayesian hypothesis
test cannot be formulated. Instead, a Neyman-Pearson hypothesis test does not
need these parameters.

In the considered centralized hypothesis testing scenario, a binary decision H
is made to infer the binary hypothesis H. A strategy ¢ can be represented by the
conditional p.m.f. Phayy- Jointly with the likelihoods of the observation fy g (-|0)

and fy|g(-|1), the strategy ¢ can be alternatively represented by four types of

conditional probabilities { Pam(hlh) where

}ﬁ,he{o,u’

P (hlh) = /y Py (hly) s (IR} . (2.6)

Conventionally,

. pH‘H(l\O) is called the false-alarm probability (denoted by pr(¢)) or the Type
I probability of error;

. pmH(O\l) is called the miss probability (denoted by pm(¢)) or the Type IT
probability of error;
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* P u(1[1) is called the detection probability (denoted by pp(¢)).

In a Neyman-Pearson hypothesis test, the hypothesis testing performance achieved
by a strategy ¢ is measured by the miss probability pym(¢) if an upper bound
constraint on the false-alarm probability pr(¢) < A is satisfied. The corresponding
design objective of the (randomized) hypothesis testing strategy is to minimize the
miss probability: Given 0 < A <1,

¢* = argminpu (), st. pr(@) <\ (2.7)
ped

Note that decreasing py(¢) and decreasing pr(¢) are conflicting design objectives.
Therefore, an optimal Neyman-Pearson hypothesis testing strategy compromises
the two conflicting design objectives.

Given 0 < ) < 1, first consider the following optimization problem:

¢y = argminpn(¢), s.b. pr(¢) = . (2.8)
ped

By introducing a non-negative Lagrange multiplier p’, a Lagrangian can be formu-
lated as

L (pH|Y> = /ypg|y(0|y)fY|H(y|1)dy + ' (/ypgy(lly)fyz{(yo)dy - X)

= [ iy ) (o) = o l0) a1 = ).

(2.9)
The strategy to minimize the Lagrangian is a deterministic LRT as
0 1
R 0, if fY|H(Z/| ) > =
H= fyia(yll) — o' . (2.10)

1, otherwise

From Assumption 2.1, choose a non-negative p’ with a corresponding set A(p') such
that

/ Fyim (0]0) dy = N, (2.11)
Ac(p’)

Then the deterministic LRT in (2.10) under the constraint (2.11) satisfies the false-
alarm probability equality constraint in (2.8), i.e., the deterministic LRT (2.10)
under the constraint of p’ in (2.11) is an optimal strategy ¢3, for the problem (2.8).
Recall Assumption 2.1, there exists a p’ to satisfy (2.11) for any 0 < A’ < 1. The
optimality of deterministic LRT holds for all 0 < A’ < 1. Therefore, an optimal
strategy of the Neyman-Pearson hypothesis test is a deterministic LRT. From the
Neyman-Pearson lemma [12], it is sufficient to consider the following deterministic
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LRT for an optimal strategy of the Neyman-Pearson hypothesis test (2.7):

A 0, fym(y]0) > 1

H=9¢"(y) = 1 fyim(yll) (2.12)
1, otherwise

where the non-negative parameter p and the set A(p) satisfy f.Ac(p) Jyvia (y[0)dy =
A. The Corresponding false-alarm probability is pr(¢*) = A and the minimal miss
probability is pa (¢ fA(p) Jya (y[1) dy.

In a centralized hypOtheblb testing scenario, the Bayesian and Neyman-Pearson
hypothesis tests have been introduced and the optimality of deterministic LRT has
been shown. Next, the hypothesis testing operation region is introduced, which
provides an alternative way to study hypothesis testing problems.

Operation region

If the decision H and the hypothesis H are both binary random variables, a hypoth-
esis testing strategy ¢ can be described by a set of corresponding conditional prob-

abilities: {leH(fL|h) . Due to the property that Ziwe{o 1}pH|H(iL\O) =

h,he{0,1}
> hero 13 PaE (h]1) = 1, a pair of conditional probabilities (pr(¢), pp(¢)) can
comp etely characterize the correspondmg strategy ¢. Define the operation point
achieved by a strategy ¢ by p(¢) = (pr(#),pp(¢)). Then, the hypothesis testing
operation region R is a set consisting of operation points achieved by all feasible
(randomized) hypothesis testing strategies: R £ {p(¢)|¢ € ®}. In Figure 2.1, an
operation region is illustrated.

If the continuous random observation Y satisfies Assumption 2.1, it has been
shown that a deterministic LRT can achieve the minimal miss probability, and
equivalently the maximal detection probability, under the constraint that the false-
alarm probability is equal to a certain value. That means all operation points on
the operation region upper boundary, which is commonly known as the receiver op-
erating characteristic (ROC) curve, can be achieved by deterministic LRTs. It can
be shown that all operation points on the operation region lower boundary, which is
commonly known as the inverse ROC curve, can also be achieved by deterministic
LRTs. This claim can be justified by solving the following optimization problem:
Given 0 < X' <1,

¢y = argmax py(¢), s.t. pr(¢) = A" (2.13)
ped

Following a similar analysis method of the optimization problem (2.8), an optimal
strategy of the problem (2.13) is the following deterministic LRT:

. Jy1#(y|0) <L
H=¢5y)=< " fyull) = o, (2.14)

1, otherwise
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0.8
ROC
0.6
2 operation region
0.4
0.2 inverse ROC
0

0 0.2 0.4 06 08 1
Pr

Figure 2.1: A hypothesis testing operation region when the hypothesis H and the
decision H are both binary random variables; and the continuous random observa-
tion Y is generated following Y|H = 0~ N(0,1) or Y|H =1 ~ N (1,1).

where the non-negative parameter p” and the set A(p") satisfy fA(p”) Jyia (y0)dy =

A", Note that the deterministic LRTs achieving operation points on the upper and
lower boundaries are different in the inequality direction of the threshold test.

Property 2.1. Given a binary hypothesis H, a binary decision H, and a continuous
random observation Y satisfying Assumption 2.1, the following properties of the
operation region R can be implied from the ROC properties summarized in [59]:

1. The operation region R is a convex set and is point symmetric with respect
to the operation point (0.5,0.5);

2. The ROC curve (upper boundary) is concave, non-decreasing, with two end
operation points (0,0), (1,1), and above the line pp = pr;

3. The inverse ROC curve (lower boundary) is convex, non-decreasing, with two
end operation points (0,0), (1,1), and below the line pp = pr;

4. All operation points on the ROC and inverse ROC curves can be achieved by
deterministic LRTs;

5. All inner operation points can be achieved by randomized strategies of deter-
ministic LRTs.

In the context of the introduced centralized hypothesis testing scenario, the
optimality of deterministic LRT in the Bayesian and Neyman-Pearson hypothesis
tests can be justified through the operation region as well.
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For the Neyman-Pearson hypothesis test (2.7), the minimal miss probability,
or equivalently the maximal detection probability, subject to an upper bound con-
straint on the false-alarm probability corresponds to an intersection point of the
ROC curve and the line pp = A\. The deterministic LRT which achieves the inter-
section point is an optimal Neyman-Pearson hypothesis testing strategy.

For the Bayesian hypothesis test (2.2), the optimization objective, the Bayesian
risk, can be rewritten as an affine function of pr(¢) and pp(¢) as

r(0) =B [e(,H)| = 3" pga(Blh)pu (h)e(h,h)
h,he{0,1}
=pu(0)(c(1,0) — ¢(0,0))pr(¢) + pr(1)(c(1,1) — c(0,1))pp (o)
+pr(0)c(0,0) + pr(1)c(0,1).

To minimize the affine objective over the convex operation region, the minimization
is achieved at a boundary point which has a supporting hyperplane in parallel
with the affine objective hyperplane. The deterministic LRT which achieves the
boundary point is an optimal Bayesian hypothesis testing strategy.

(2.15)

Discrete random observation

Until now, the optimality of deterministic LRT is justified in the context of the
introduced centralized hypothesis testing scenario where the continuous random
observation satisfies Assumption 2.1. However, the optimality of deterministic LRT
needs to be revised if the observation is a discrete random variable.

Suppose that the discrete random observation Y is generated following a like-
lihood p.m.f. py|g(:|0) or py g (-|1). Given a hypothesis testing strategy ¢, the
Bayesian risk is

r(0) =B || =3 > pay (hlypvia@ikpaeth by, (2.16)

Y€Y h,he{0,1}

where the conditional p.m.f. p Ay corresponds to the strategy ¢. An optimal strat-
egy of the Bayesian hypothesis test (2.2) is the following deterministic likelihood-
based test . .
H=¢"(y) =argmin > pyu(ylh)pu(h)c(h, h), (2.17)
he{0,1} hefo0,1}
which can be rewritten as an equivalent deterministic LRT. Therefore, the optimal-
ity of deterministic LRT holds for the Bayesian hypothesis test when the observation
is a discrete random variable.
Given a strategy ¢ and the conditional p.m.f. Py the corresponding condi-

tional probability pmH(/ﬂh), with h, h € {0,1}, is given in terms of Py a8

i (BB = vy (hly)py i (ylh). (2.18)
yey
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Pyim(yl0) l}. If a

pyu(yll) = p
non-negative parameter p’ and the set A(p') satisfy >°, ¢ sc(,) Py |m (y[0) = X', it
follows from the method of Lagrange multiplier that an optimal strategy of the
problem (2.8) is a deterministic LRT as

Given a non-negative parameter p, define a set A(p) = {y

£ py|a(yl0)
H = ¢ (y) = T pya(yll)
1, otherwise

> L
P (2.19)

However, the range of the function ZyEAC(p) py|u (y|0) is discrete, i.e., it is not
always possible to find a value of p to obtain a desired value of Zye Ac(p) PY|H (y]0).
Then, the method of Lagrange multiplier cannot be used. Instead, the discussion
on the optimality of deterministic LRT in a Neyman-Pearson hypothesis test with
a discrete random observation can be more easily explained using the hypothesis
testing operation region.

When the observation is a discrete random variable, the operation region R
is a convex set since randomized strategies are allowed; there are a finite num-
ber of operation points achieved by deterministic hypothesis testing strategies; and
all the other operation points can be achieved by randomized strategies. Since
the Bayesian risk can be expressed as an affine function of p(¢) = (pr(¢), pp(9))
as (2.15), an optimal strategy of the Bayesian hypothesis test achieves an opera-
tion point on the operation region boundary. From the optimality of deterministic
LRT in the Bayesian hypothesis test, it follows that all boundary operation points
achieved by deterministic strategies can be achieved by deterministic LRTs. There-
fore, the characteristics of the operation region and the boundary can be obtained
by studying the deterministic LRTs. When the observation is a discrete random
variable, properties of the operation region are summarized in Property 2.2 and an
illustration of operation region is shown in Figure 2.2.

Property 2.2. Given a binary hypothesis H, a binary decision fl, and a discrete
random observation Y, the hypothesis testing operation region R has the following
properties:

1. The operation region R is a convex set and is point symmetric with respect
to the operation point (0.5,0.5);

2. The ROC curve (upper boundary) is concave, non-decreasing, with two end
operation points (0,0), (1,1), and above the line pp = pr;

3. The inverse ROC curve (lower boundary) is convex, non-decreasing, with two
end operation points (0,0), (1,1), and below the line pp = pr;

4. On the ROC and inverse ROC curves, all “corner” points can be achieved
by deterministic LRTs and the other operation points can be achieved by ran-
domized strategies of two deterministic LRTS;
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&2 operation region
0.4
X
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Figure 2.2: A hypothesis testing operation region when the hypothesis H and the
decision H are both binary random variables; and the discrete random observa-
tion Y is generated following py 7 (0|0) = %, pya(1]0) = i, Py (2]0) = i, or
pya(0]1) = %, pya(1]1) = %, pya(2/1) = i. On the ROC and inverse ROC
curves, the circle operation points can be achieved by deterministic LRTs and the
other operation points can be achieved by randomized strategies of deterministic
LRTs. The red cross operation points can be achieved by non-LRT deterministic
strategies.

5. All inner operation points can be achieved by randomized strategies of deter-
ministic LRTs.

Based on Property 2.2, an optimal strategy in the Neyman-Pearson hypothesis
test with a discrete random observation can be a deterministic LRT or a randomized
strategy of two deterministic LRTs. Therefore, the optimality of deterministic LRT
does not always hold when the observation in the Neyman-Pearson hypothesis test
is a discrete random variable.

2.2 Asymptotic Hypothesis Testing Performances

In the previous discussion, the observation is modeled by a random variable Y.
The obtained results can easily be extended to a general case of having a sequence
of observations modeled by a random vector Y through substituting ¥ with Y.
Obviously, the optimal hypothesis testing performance does not degrade with more
observations. It is therefore interesting to characterize the improvement rate of the
hypothesis testing performance with respect to the increasing length of the random
observation sequence.

Consider a centralized hypothesis testing scenario where the hypothesis H is
a binary random variable with prior probabilities py(0) and pg(1); each discrete
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random observation Y; in the observation sequence Y™ is identically independently
distributed (i.i.d.) and following the p.m.f. py g (-|0) or py|x(:]1); and the binary
decision H is made based on the random observation sequence Y™ and following
a deterministic hypothesis testing strategy ¢™ : Y™ — {0,1} to infer the correct
hypothesis. Given a deterministic strategy ¢", let A,, and A¢ denote the decision
regions for hypothesis 0 and hypothesis 1, respectively, i.e.,

~ O,ify"G,An
H=9¢"(y") = .
¢ {1,ify"eA;

In the Bayesian hypothesis test, the decision costs are assigned as ¢(0,0) =
¢(1,1) =0 and ¢(0,1) = ¢(1,0) = 1, i.e., the decision cost is 0 if a correct decision
is made or 1 if a wrong decision is made. With the decision cost assignment and
given a deterministic hypothesis testing strategy ¢", the corresponding Bayesian
risk reduces to the hypothesis testing error probability:

Pe(9") = pPI,H(LO) +pﬂ,H(0a 1)
= Z Py (y"0)pm (0) + Z py= a2 (y" | 1)pu(1). (2.20)

ymEAS ymEA,

An optimal deterministic Bayesian hypothesis testing strategy ¢™* achieves the
minimal error probability p.(¢™*). As the observation sequence length n increases,
the minimal error probability p.(¢™*) decreases. In the Bayesian hypothesis test,
the hypothesis testing performance improvement rate can be characterized by the
exponential decay rate of the minimal error probability %log ﬁ In the fol-
lowing theorem [11], it is shown that the asymptotic exponential decay rate of the
minimal error probability can be specified by a Chernoff information.

Theorem 2.1.

1
lim — log

Jim m = C(pyu(|0), py|u (1))

(2.21)

— _ T 1—7
- Orél;a%(l log Eepr\H(ym)p}qH(yH)
Y

Remark 2.4. Note that the asymptotic exponential decay rate of the minimal error
probability does not depend on the hypothesis prior distribution.

In the Neyman-Pearson hypothesis test, an optimal deterministic hypothesis
testing strategy ¢™* satisfies an upper bound constraint on the false-alarm proba-
bility pr(¢™*) < X and achieves the minimal miss probability py(¢™*). The hypoth-
esis testing performance improvement rate can be characterized by the exponential

1

decay rate of the minimal miss probability %log VTR In the following Stein’s
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lemma [12], it is shown that the asymptotic exponential decay rate of the minimal
miss probability can be specified by a Kullback-Leibler divergence.

Theorem 2.2 (Stein’s lemma). For all A € (0,1),

pY|H(Z/|O)
D (py 1 (-10) [py s (1) % via(l0)log 2oy

(2.22)

Remark 2.5. Consider that the observation sequence Y™ consists of i.i.d. con-
tinuous random observations which are generated following the p.d.f. fy|g(:|0) or
fy1a (1), Theorems 2.1-2.2 hold and the asymptotic exponential decay rates are
specified by the Chernoff information C(fy g (+|0), fy1m(:[1)) as shown in [48] and
the Kullback-Leibler divergence D(fy | (:|0)|fy a(-|1)) as shown in [10].

2.3 Distributed Hypothesis Testing Problems

In practice, a hypothesis test can be done by a network instead of a single de-
cision node. Depending on the processing capability, energy efficiency, topology,
application, and etc., there are different distributed hypothesis testing settings. In
this section, the Bayesian and Neyman-Pearson hypothesis tests are revisited in a
parallel distributed hypothesis testing network.

. - e N
v, .- Y Y, S~
]A’ 2 * 1 \A
DM, DM, |  ----- DM, DM,
1 MZ A/ln-l n
FC
Hy

Figure 2.3: A parallel distributed hypothesis testing network.

The parallel distributed hypothesis testing network in Figure 2.3 is described
as follows: There is a binary hypothesis H which can take the value 0 or 1; a
continuous random observation Y; of the remote decision maker DM;, 1 < i < n, is
independently generated conditioned on hypothesis 0 following a p.d.f. fy; x(:|0)
or on hypothesis 1 following a p.d.f. fy, 5 (-|1), and satisfies Assumption 2.1; for
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all 1 <4 < n, DM, independently makes a binary remote decision M; based on the
observation Y; and following a (randomized) remote strategy ¢; : J; — {0,1}; and
a binary fusion decision H is made at the fusion center (FC) based on the received
remote decisions M™ and following a (randomized) fusion strategy ¢p : {0,1}" —
{0,1} to infer the correct hypothesis.

Distributed Bayesian hypothesis test

Given a fusion decision cost assignment {cr(hr,h)};, nero01y. the Bayesian risk

of a distributed hypothesis testing network design (@1, ..., ¢n, ¢r) is the expected
fusion decision cost:

rF((bh .. '7¢TL;¢F) =E [CF(HF’H)]

= / Z pHF ‘ Mn (hF |mn)
y

" mne{0,1}" hp,he{0,1} (2.23)

11 paciv: (malys) v il ) p e () (b, B)dy™,
=1

where the conditional p.m.f.s pg,|a» and pyy,|y, correspond to the fusion strategy
¢r and the remote strategy ¢;, respectively. In the Bayesian hypothesis test, the
optimal distributed hypothesis testing network is designed to minimize the Bayesian
risk:

(¢I>a¢;:7¢i§‘) = argmin TF(¢17"'7¢7’L7¢F)' (224)

(A1seeesPnsPR)EDY XX By X PR

The optimality of deterministic LRT holds for the distributed Bayesian hypothesis
test (2.24). This claim can be verified based on the person-by-person optimality
argument which is made concrete in the following lemma.

Lemma 2.1 (Person-by-person optimality). Given an optimal distributed Bayesian
hypothesis testing network design (¢3%,...,¢%5, ¢%), an optimal strategy has to be
person-by-person optimal when the other optimal strategies are fixed, i.e.,

(bic = argmian((blv(b;a .. a(b:m(b;‘)v

P1€P1
o = argrginrp(qﬁ, oy B 15 s PF);
. Pn€Pn . (2.25)
¢; = argminrp(@y, ..., ¢i ..., 0y Op), V2<i<n—1;
pi€d;
¢p = argminrp(¢],..., o, or).
PrEPF

Proof. Given 2 <i <n—1 and fixing the optimal strategies other than ¢;, assume
that ¢ is not an optimizer of the optimization of ¢; in (2.25). That means there
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exists a remote strategy (;SZ% € ®, leading to a better distributed hypothesis testing
design, i.e.,

TF(¢>{7"'7¢'L-#""’¢:L7¢);‘) <TF(¢)I""’¢):""’¢:L7¢);‘)'

It contradicts with that (¢7, ..., 5, ..., ¢}, @) is an optimal distributed hypothesis
testing network design which achieves the minimal Bayesian risk. Therefore, the
assumption does not hold.

Following from the same analysis, the other equalities in (2.25) can also be
verified. O

From the person-by-person optimality argument, an optimal strategy of the
distributed Bayesian hypothesis test (2.24) can be characterized by studying the
corresponding person-by-person optimization in (2.25).

Given 2 < i < n — 1, the Bayesian risk of the person-by-person optimization of
remote strategy ¢; reduces to

rF(¢T""a¢ia"'a¢Z7¢;‘)
[ b Omilwe) /y ) 3 P e (el )

Vi m,e{0,1} " mm\ig{0,1}7 =1 hp,he{0,1}

n
Sy 1m (yilh) H Pane v (Ml) frio i (il h)pe (h)er (he, h)dy™ ' dy;,
k=1,k#i

(2.26)
where the conditional p.m.f.s pEFle p*Mk|Yk7 and paz,|y; correspond to the optimal
fusion strategy ¢, the optimal remote strategy ¢;, and the remote strategy ¢;,
respectively. To minimize the Bayesian risk, an optimal remote strategy of the
person-by-person optimization problem is the following deterministic likelihood-
based test:

M; = 6 (3s) = arguiin [ > Direiage (hlm™ )
m;€{0,1} Jyn\i mm\i€{0,1}7—1, hp,he{0,1}

Frar@ilh) TT Phov (melye) fra (e B)pe (R)ep (hie, ) dy™ .

k=1, ki
(2.27)
Define
cimen 2 [ ) Pire e (e |m™, )
"N mm\igf0,13n -1, hpe{0,1
€{0,1} r€{0,1} (2.98)

H Pise v (M) fio 1 (i |h) e (b, B)dy™ .
k=1 ki
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Depending on the sign of ¢f(1,0) — ¢;(0,0), the optimal deterministic likelihood-
based remote test (2.27) reduces to a deterministic LRT:

¢ P l0)  pu()(er(0.1) = (1, 1)
M; = ¢ (y;) = fyamwill) — pu(0)(¢; (1,0) = ¢;(0,0)) (2.29)
1, otherwise

or

o i @) _ (Ve (0.1) - ¢(1,1)
M; = 61 () = FronwilD) = pr(O)(c; (1,0~ (0,0) . (2.30)
1, otherwise

The study on the person-by-person optimization of the remote strategy ¢, (resp.
¢r) similarly leads to that an optimal remote strategy ¢7 (resp. ¢) is a determin-
istic LRT.

When all the optimal remote decision strategies are fixed, the person-by-person
optimization of the fusion strategy ¢r is a centralized hypothesis testing problem
with a discrete random observation sequence M™. The corresponding fusion obser-
vation likelihoods pj . (+10) and pj . 7 (+1) are in terms of the remote observation
likelihoods and the optimal remote strategies as

Doy (m|B) = /y 1T 2,1y (L) Frgar (sl )™ (2.31)
"i=1

The Bayesian risk of the person-by-person optimization of ¢g is

TF(QZ)T, ety ¢/>:l7 ¢F)
= Y > pren(helm™) Y P (m®B)pu (h)ce (he, h). (2.32)

mne{0,1}™ hpe{0,1} he{0,1}

An optimal fusion strategy to minimize the Bayesian risk (2.32) is the following
deterministic likelihood-based test:

Hp = ¢p(m") = argmin > piyniy(m"[h)pa (h)er (he, h). (2.33)
hee{01} hego,)

Depending on the sign of ¢g(1,0)—cpr(0, 0), the optimal deterministic fusion strategy
(2.33) reduces to a deterministic LRT:

o, if Py (m"™[0) . pr(D)(er(0,1) — ep(1,1))

Hy = ¢i(m") = Proe D) = prr(0)(er(L,0) — e (0,0)) | (2.34)

1, otherwise




2.3. DISTRIBUTED HYPOTHESIS TESTING PROBLEMS 23

or

o i P (m"10) _ par(1)(e(0,1) — cr(1,1))
He = gr(m™) =4 Bl = pr(0)(er(1,0) —er(0,0)) . (2.35)

1, otherwise

Therefore, it is sufficient to consider deterministic LRTs for decision strategies
in an optimal distributed Bayesian hypothesis testing network design.

Remark 2.6. If remote observations in Y™ are discrete random variables, the
optimality of deterministic LRT still holds for an optimal distributed Bayesian hy-
pothesis testing network design.

Remark 2.7. If the hypothesis and decisions are not binary, it is sufficient to con-
sider deterministic likelihood-based tests in the form of (2.27) or (2.33) for decision
strategies in an optimal distributed Bayesian hypothesis testing network design.

Distributed Neyman-Pearson hypothesis test

Given a distributed hypothesis testing network design (¢1,...,dn, ¢r), the miss
probability and false-alarm probability of fusion decision are

PEM (P15 -+ - Pns OF) = P (01)

- /y 5™ patgaes ™) T pasav, (mily) Frper (s Dy,

mne{0,1}" =1
PrE(Q1, ... Ony OF) = Prya(1]0)

n

= [ % omee ) T asay, (o) w01

Y mnefo,13n i=1

(2.36)

where the conditional p.m.f.s pg, |~ and pay,|y; correspond to the fusion strategy

¢r and the remote strategy ¢;, respectively. In the Neyman-Pearson hypothesis

test, an optimal distributed hypothesis testing network is designed to minimize the

miss probability of fusion decision subject to an upper bound 0 < A < 1 on the
false-alarm probability of fusion decision:

(d)’{,,d);,ﬁb;): arg min pFM(¢17~~-,¢na¢F)
(P11evesPnsdF)EPT XX Dy, X PR (2.37)
s.t. pFF(¢17"'7¢n7¢F) S A

Give an optimal distributed hypothesis testing network design (¢7, ..., ¢k, &%)
for the Neyman-Pearson hypothesis test. From the person-by-person optimality
argument, it follows that

¢op = argmin prm (47, - -+, @y OF), St DER(AT, ..., Oy oF) < A (2.38)

Pr€EPR
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In the centralized hypothesis testing scenario with a discrete random observation,
the optimality of deterministic LRT does not always hold for the Neyman-Pearson
hypothesis test. Note that the FC has a binary random observation sequence in the
distributed hypothesis testing network. Therefore, an optimal fusion strategy for
the distributed Neyman-Pearson hypothesis test can be a deterministic LRT or a
randomized strategy of two deterministic LRTs. Further, the false-alarm probability
of fusion decision achieved by an optimal distributed Neyman-Pearson hypothesis
testing network is equal to A according to Property 2.2.

Based on the analysis on the person-by-person optimization of the fusion strat-
egy, the Neyman-Pearson hypothesis test (2.37) can be slightly modified as

(¢T,7¢27¢i§) = argmin pFM(¢1;~"7¢n7¢F)
(P11, PF)ER1X - X Dy X P (2.39)
S.t. pFF(¢17"'?¢na¢F) = A

From the person-by-person optimality argument, it follows for all 2 < ¢ < n —1
that

¢f :argmionM(d)Tv~'~7¢i7'~~,¢;a¢;)a s.t. pFF(¢Taa¢mv¢;a¢;) =\

¢, €D;
(2.40)
Define

imihe )2 [ S g G )
yn\i m”\ie{O,l}”—l
n
T 2is v Omklu) Frgr (wsl ) dy ™.
k=1 ki

(2.41)

Then, the miss probability and false-alarm probability of fusion decision can be
rewritten as

PEM(PTs - - By ey By ) = Z a;(miv(ll)/ posly: (Mmilya) fy, m (yil1)dy;
m:€{0,1} Vi
= a;‘(O, 0, 1)pMi|H(O|1) + a:(1707 1)pM7:\H(1|1)
= a:(oa 0, 1) + (af(laov 1) - a;‘(0,0, 1))piD<¢i),
PEE(DT, - Bise o OB = D aj(mi,1,0>/
m;€{0,1} Y
= a;‘ (0’ 1, O)pMilH(O|O) + a;’k(lv L, 0)pMi\H(1|O>
= CL:(O, 170) + (a:(lv 170) - a:(ov L, 0))piF(¢i)v

P,y (malya) fy, m (yi|0)dy;

(2.42)
where p;,p and p;r denote the detection probability and false-alarm probability of
remote decision of DM;, respectively. Thus, the person-by-person optimization
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problem (2.40) reduces to
¢ = argmin a;(0,0,1) + (a7 (1,0,1) — a;(0,0,1))p;n(¢;)
P ED;
s.t. a7 (0,1,0) + (a7 (1,1,0) — a7 (0,1,0))pir(d:) = A.
Based on Property 2.1, an optimal remote strategy ¢;, 2 < ¢ < n — 1, is a deter-
ministic LRT:
¢ fy1m(yil0)
Ifa;((17071)_a;<(07071) <0, Mz:(b;k(yz): ’ inIH(yi‘l)
1, otherwise

> 1
pi,  (243)

where non-negative p; and the corresponding set A;(p;) = {yl

fy; 11 (yi]0) N L}
= pi

fy; 1 (yil1)
satisfy
A—a;(0,1,0)
. 10 d P = ! 5
/A?'(m) Frija (wi[0) dy af(1,1,0) — a;(0,1,0)
or
. Friju(yil0) _ 1
If a¥(1,0,1) —a(0,0,1) > 0, M; = ¢ (y:) =< Sfvamwill) = pi,  (2.44)

1, otherwise

where non-negative p; and the corresponding set A;(p;) satisfy

A—af(0,1,0)
; 310) dy; = A .
/-Ai(m)lelH (w:l0) af(lal,o)—af(O,LO)

The study on the person-by-person optimization of the remote strategy ¢ (resp.
¢n) leads to that an optimal remote strategy ¢ (resp. ¢Z) is a deterministic LRT.

Therefore, it is sufficient to consider deterministic LRTs for remote strategies in
an optimal distributed Neyman-Pearson hypothesis testing network design.

Remark 2.8. If a remote observation Y; is a discrete random variable, ¢} in an
optimal distributed Neyman-Pearson hypothesis testing network design can be a

deterministic LRT or a randomized strategy of two deterministic LRTs.

Person-by-person optimization algorithm

Using the tool of the person-by-person optimality argument, necessary conditions
satisfied by an optimal distributed hypothesis testing network design are charac-
terized for the Bayesian hypothesis test and the Neyman-Pearson hypothesis test.
These characteristics are helpful to simplify the algorithm to design an optimal
distributed hypothesis testing network.
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Person-by-person optimization (PBPO) algorithm [20] is a useful tool for the
design of an optimal distributed hypothesis testing network. Fixing other strategies,
optimizing the remaining strategy leads to a better or an equivalent distributed
hypothesis testing network design. Iteratively running PBPO of all strategies until
the hypothesis testing performance does not further improve leads to a locally
optimal distributed hypothesis testing network design. Due to the optimality of
deterministic LRT, the PBPO of a remote strategy or the fusion strategy in the
Bayesian hypothesis test can be constrained to the set of deterministic LRTs without
loss of optimality. For the Neyman-Pearson hypothesis test, the PBPO of a remote
strategy can also be constrained to the set of deterministic LRTs while the PBPO of
the fusion strategy can be constrained to the deterministic LRT or the randomized
strategy of two LRTs which achieves the upper bound on the false-alarm probability
of fusion decision.

Note that the PBPO algorithm outputs a locally optimal distributed hypoth-
esis testing network design depending on the initial distributed hypothesis testing
network design. To “approach” an optimal distributed hypothesis testing network
design, the PBPO algorithm needs to be run with a large number of initial dis-
tributed hypothesis testing network designs.

2.4 Summary

In this chapter, the fundamentals of hypothesis testing problems are recapitulated.
The optimality of deterministic likelihood-based test (or LRT) is investigated in
different hypothesis testing problems. To this end, two powerful tools are intro-
duced and used: the hypothesis testing operation region and the person-by-person
optimality argument. Compared with other analytical methods, the operation re-
gion provides an explicit way to characterize a (randomized) decision strategy. A
distributed hypothesis testing problem can be reduced to a set of easier problems
by using the person-by-person optimality argument. Given an i.i.d. random obser-
vation sequence, the asymptotic optimal hypothesis testing performance is shown
to be characterized by a Chernoff information in a Bayesian hypothesis test or a
Kullback-Leibler divergence in a Neyman-Pearson hypothesis test.



Chapter 3

Privacy-Preserving Distributed
Bayesian Hypothesis Test

The physical-layer operation of a class of CPSs, e.g., a sensor network for health
monitoring, can be seen as a distributed hypothesis test. The privacy-by-design
approach on a such CPS can be realized through a privacy-preserving design of the
distributed hypothesis testing network, which realizes not only a good hypothesis
testing performance but also a privacy leakage suppression. There are different
possible models and measures for the privacy leakage in a distributed hypothesis
testing network. Information-theoretic measures, mutual information rate in [44]
and Kullback-Leibler divergence in [47], were used to evaluate the privacy leakage.
In this chapter, the hypothesis testing performance is measured by the Bayesian
risk of fusion decision; the privacy leakage is modeled as a hypothesis test made
by an eavesdropper (EVE) based on intercepted remote decisions; and the privacy
leakage is measured through the minimal Bayesian risk of eavesdropper decision.
Different from the information-theoretic measures, the privacy leakage measure
used here has a clear operational meaning. Based on these settings, optimal privacy-
preserving distributed hypothesis testing designs are characterized. In particular,
the optimality of deterministic likelihood-based test is verified.

3.1 Distributed Hypothesis Test in the Presence of an
Eavesdropper

System model

In a CPS application, the communication links between the sensors and the ter-
minal can be open-access or protected. Commonly, a high cost needs to be paid
for intercepting the protected messages while messages transmitted through open-
access links are vulnerable to eavesdropping. The messages transmitted over the
open-access links are modeled as the intercepted remote decisions in the studied

27
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distributed hypothesis testing network in the presence of an EVE.

- d N ~
.27, . s
Yk,’ )y 3 Q1 Y
DM, DM,|  ----- DM, DM,
M, My M, M,
EVE FC
Hy Hy

Figure 3.1: A parallel distributed hypothesis testing network in the presence of an
EVE. It is shown for illustration that the first n— 1 remote decisions are intercepted
by the EVE. In the discussion, it is considered that the first k£, 1 < k < n, remote
decisions are intercepted.

The studied parallel model in Figure 3.1 consists of an s-ary hypothesis H, n re-
mote decision makers {DM;}? ;, an FC, and an EVE. The hypothesis H defined on
the alphabet H = {0,...,s—1} is randomly generated following a prior probability
distribution py. Each remote decision maker DM, independently makes an s;-ary
remote decision M; defined on the alphabet M; = {0,...,s; — 1} based on the
continuous random observation Y; defined on the alphabet );. The likelihoods of
the remote observation Y; are denoted by { fy, |z (-|R)}nen. All remote observations
are assumed to be conditionally independent given a hypothesis h, i.e.,

Fyoia ") = T Fraim (wilh).- (3.1)

i=1

All remote decisions are transmitted to the FC through error-free rate-limited links.
Based on these remote decisions, the FC makes an s-ary fusion decision Hy to infer
the hypothesis H. The EVE is assumed to intercept the first k, 1 < k < n, remote
decisions M* and makes an s-ary eavesdropper decision Hg to infer the hypothesis
as well. Here, independent (randomized) decision strategies [57] of the {DM;}! ,
the FC, and the EVE are denoted by {¢;}?_,, ¢r, and ¢g, respectively:

Gi 2 Vi =+ My, 1<i<n,
br M H, (3.2)
¢E2Mk—>H.

Note that the (randomized) strategies can be equivalently represented by condi-
tional p.m.f.s {pas,|v; }iz1, Prgp v, and ppg - Let @, ®p, and g denote the
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(randomized) decision strategy sets of the DM;, the FC, and the EVE, i.e., ¢; € ®,,
¢r € Pp, and ¢p € Pr. Denote the deterministic strategy subsets by ®P, ®2 and
@D respectively. The cardinalities of the deterministic strategy subsets ®F and
@E are

n

dr = Hq)EH = S(ITZ %)
dg = ||oB|| = s(TL= ).

)

(3.3)

Informed eavesdropper

In practice, an EVE can be informed, uninformed, or partially informed depending
on the EVE status, e.g., an authorized compromised manager of the network or a
curious passerby. Here, the EVE is assumed to be informed, i.e., the EVE knows all
needed statistics: the prior distribution pg, the observation likelihoods of the first &
intercepted remote decision makers { fy;| % |, the remote strategies {¢;}¥_,, and
the corresponding conditional p.m.f.s {pMim}f:l. The assumption of informed
EVE means the worst privacy leakage scenario since the statistical knowledge en-
ables the EVE to always choose the best strategy to infer the correct hypothesis.
Due to the uncertainty about the status of the EVE, the privacy-preserving design
based on the worst privacy leakage scenario leads to a privacy-preserving perfor-
mance guarantee.

Bayesian privacy leakage measure

Further, there is also an uncertainty about the behavior of the assumed informed
EVE, i.e., the privacy leakage model and measure are unknown. For the privacy-by-
design approach, the model and measure of privacy leakage follow from the privacy-
preserving objective of the system designer. That means the privacy-preserving
design needs to be optimized under an assumption of the system designer on the
EVE behavior.

In this chapter, the privacy leakage is modeled as a Bayesian hypothesis test
made by the informed EVE based on the intercepted remote decisions. The de-
cision costs of the EVE are assigned following the privacy-preserving objective of
the system designer and are denoted by {cg(hg,h)}hy nen. Given a distributed
hypothesis testing network design (41, . .., ¢n, ¢r), the privacy leakage is measured
by the minimal Bayesian risk of eavesdropper decision:

Tglin(¢17"'7¢k) = min E[CE(HEaH)]

PrREDPE
= min/ Pu \Mk(hE\mk)
PeEPE Jyk m’“EM;,hE,hEH & (34)
k

T2y, (milys) fyiy (wil R)p i (B e (his, B)dy®.

=1
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The EVE makes a centralized Bayesian hypothesis test based on a discrete random
observation sequence. Following from a similar analysis on the person-by-person
optimization of fusion strategy in (2.25), an optimal eavesdropper strategy is a
deterministic likelihood-based test. Therefore, the optimization of ¢g in (3.4) can
be constrained to the deterministic strategy subset ®£ without loss of optimality,
ie.,

B (1, b)) = ml(llf)ID / > Prg e (he|m")
ome mkeMF hg, heH
(3.5)

HPMim (milyi) fyiy e (il h)pr (h)ce (he, h)dy".
i=1

When the informed EVE is forced to make a decision based on the knowledge of
the hypothesis prior distribution only, the worst hypothesis testing performance of
the EVE is achieved as:

v = min > prr(h)en(hs, h), (3.6)
heH

where a term ), ,, pr(h)ce(hg, h) corresponds to the Bayesian risk of eavesdrop-
per decision when the EVE always makes a decision hg € H regardless of the
intercepted remote decisions, i.e.,

Hg = ¢E(mk) = hg, vmF € Mk

Remark 3.1. The worst hypothesis testing performance of the informed EVE is an
upper bound on the privacy leakage measure: For all (¢1,...,¢r) € P1 X -+ X Py,

rglin(gslv"'uqsk) S - (37)

Bayesian hypothesis testing performance measure

The hypothesis testing performance is measured by the Bayesian risk of fusion
decision. The decision costs of the FC are denoted by {cr(hr,h)}np nen. Given
a hypothesis testing network design (¢1, ..., dn, ¢r), the Bayesian risk of fusion
decision is:

TR(P1, -+ Gny OF) = E[cr (Hr, H)]

/ Z pHF\M"(hF|mn)

mmrEM™ hgp h€H (38)

H s y; (Malya) fyi m (vilh)pe (h)er (he, h)dy™.

i=1
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3.2 Privacy-Constrained Distributed Bayesian Test

Problem formulation

Using the Bayesian hypothesis testing performance and privacy leakage measures,
the privacy-constrained distributed Bayesian hypothesis testing problem is formu-
lated as

(97, .. 00, %) = arg min re(P1,.. ., On, OF)
(P150eeybn,Pp)EPL X+ X By, X PR (3.9)
S't. rglln(¢17 AR ) qsk) 2 A?

where A represents the privacy leakage suppression guarantee. Because of the upper
bound on ri" in (3.7), the privacy-constrained optimization problem is feasible
only if A <~.

Compared with the distributed Bayesian hypothesis testing problem (2.24), the
proposed privacy-constrained problem has the same optimization objective and an

additional operational privacy leakage suppression constraint.

Characteristics of an optimal privacy-constrained design

The optimality of deterministic LRT (or likelihood-based test) has been verified
for the (distributed) Bayesian hypothesis testing problems. Here, the optimality of
deterministic likelihood-based test is to be discussed for the privacy-constrained dis-
tributed Bayesian hypothesis testing problem. However, it is difficult to solve (3.9)
directly to obtain an optimal privacy-constrained hypothesis testing network de-
sign (@7, ..., 05, ¢%). Alternatively, the person-by-person optimality argument can
be adopted here: characteristics of a person-by-person optimal privacy-constrained
strategy are necessary to be satisfied by an optimal privacy-constrained strategy.
That is because an optimal privacy-constrained strategy must be a person-by-person
optimal privacy-constrained strategy given other decision strategies in an optimal
privacy-constrained distributed hypothesis testing network design.

Theorem 3.1. For the privacy-constrained Bayesian hypothesis testing problem
(3.9), it is sufficient to consider a deterministic likelihood-based test for ¢f.

Proof. Given an optimal privacy-constrained hypothesis testing network design
(P37, ..., 0k, %), it follows from the person-by-person optimality argument that

¢;‘ = argmin TF(QI); sy d):a ¢F)
dretr (3.10)

st TG, BF) > A

Since the minimal Bayesian risk of eavesdropper decision does not depend on the
fusion strategy, the optimization of ¢g is not constrained by the privacy leakage
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suppression bound. Therefore, the problem (3.10) reduces to a centralized Bayesian
hypothesis testing problem:

¢p = argminre(¢], ..., o, oF).
PrEDPR

It is sufficient to consider the following deterministic likelihood-based test for ¢j:

Hp = ¢p(m™) = argmin > phyn g (m"|h)pa (h)ce (he, ), (3.11)
hreH heH
where the fusion observation sequence likelihood p’jwnl y can be expressed in terms

of remote observation likelihoods { fy, # }j-,, optimal privacy-constrained remote
strategies (47, ..., ;), and the corresponding conditional p.m.fs {p3, . }it; as in
(2.31). O

Theorem 3.2. For the privacy-constrained Bayesian hypothesis testing problem
(3.9), it is sufficient to consider a deterministic likelihood-based test for ¢F of a
remote decision maker DM; whose decision M; is not intercepted, i.c., k+1 < i < n.

Proof. Given an optimal privacy-constrained hypothesis testing network design
(¢7,..., 0%, ¢%), it follows from the person-by-person optimality argument that:
Fork+1<i<n-1,

¢; = argmin rp(¢7, ..., ¢i, ..., Opn, OF)
¢ €P; (3.12)

st PI(GE L gE) >

Since the minimal Bayesian risk of eavesdropper decision does not depend on the
remote strategy ¢; for k +1 < i < n — 1, the optimization of ¢; is not constrained
by the privacy leakage suppression bound. Therefore, the problem (3.12) reduces
to the following optimization:

¢; =argminre(P], ..., i ..., 00, Op).
i €D,

It is sufficient to consider the following deterministic likelihood-based test
M; = 63 (ys) = argmin S fy.a (il )pr ()} (ma, b), (3.13)
miEMi gy
where

¢t (ma, ) 2 /y ST e (™ my)

\i ) )
"M mm\ie M hpeH

H P, y; (Mlys) fy 1 (Y5l er (R, h)dy™\ .

j=1,j#i

(3.14)
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Similarly, an optimal remote strategy ¢; for the privacy-constrained distributed
Bayesian hypothesis testing problem (3.9) is a deterministic likelihood-based test.
O

In the following, an optimal privacy-constrained remote strategy ¢;, 1 <i <k,
will be characterized. First, the operation region of DM; is introduced. Since H
is an s-ary hypothesis and M; is an s;-ary remote decision, a (randomized) remote
strategy ¢; can be represented by a set of (s; — 1) - s conditional probabilities, e.g.,
{pM”H(mi|h)}mie{1,‘..7si—l}7he?{' Denote the operation point achieved by a remote

strategy ¢; by

pi(0:) £ (par, 1 (110), -, oo, (5:=10), .. pay g (Us=1), ..., pag, a (si—1]s—1)).

(3.15)
The operation region of DM, consists of operation points achieved by all (random-
ized) remote strategies:

Ri £ {pi(¢i)|d; € ®;}. (3.16)

The operation region R; has the following properties.

Property 3.1. Given an s-ary hypothesis H, an s;-ary remote decision M;, and
a continuous random remote observation Y;, the (s; - s — s)-dimensional operation
region R; has the following properties:

1. The operation region R; is a convex set;

2. All operation points on the boundary can be achieved by deterministic likelihood-
based tests;

3. All inner operation points can be achieved by randomized strategies of two
deterministic likelihood-based tests.

The first property follows from the randomization; the second property can be
proved through the method of Lagrange multiplier; and the third property follows
from the second property.

Different from the optimality of deterministic likelihood-based test for ¢7 with
k+1 < j <mn, the following theorem shows that it is not the same case for ¢; with
1<:<k.

Theorem 3.3. For the privacy-constrained Bayesian hypothesis testing problem
(3.9), an optimal strategy ¢F of an intercepted remote decision maker DM;, i.e.,
1 <i <k, can be a deterministic likelihood-based test or a randomized strategy of
two deterministic likelihood-based tests.

Theorem 3.3 can be proved through the person-by-person optimality argument
and the operation region R;. Since the remote decision M; is intercepted by the
EVE, the privacy leakage suppression constraint takes effect in the following PBPO
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problem of ¢;: Given an optimal privacy-constrained hypothesis testing network
design (¢3,...,¢%,¢%) and for 2 <i <k —1,

¢; = argmin rp(P], ..., iy ..., 00, OF)
Pi€D; (317)

st TE(T, ... diye e 0F) >N

Define

b (mi, h) £ (¢ (mi, h) = ¢ (0. W))prr (),
P2 (0, h)pu(h), (3.18)

b*
heH

>

where ¢} (m;, h) is defined in (3.14). The Bayesian risk rp(¢7,..., @i, ..., 0%, OF)
can be expressed as an affine function of p;(¢;) as

> b (my, h)pag, | (mi|B) + b
mi€{1,...,5;—1},hE€H (3.19)

=b;p; (¢:) + b},

(1, Gis oy bpyy OF)

where the coefficient vector is bf = (b (1,0),...,b5(s; — 1,5 — 1)).

The privacy leakage suppression constraint r# (¢35, ... ¢y, ..., ¢5) > A means
that rg(¢%,..., 04, ..., 0%, 0r) > X for all ¢ € Pg. The previous analysis has
shown that it is sufficient to consider deterministic eavesdropper strategies. There-

fore, the privacy leakage suppression constraint can further be rewritten as

Tgin(qﬁv"-a(ﬁia-“vqﬁ) ZA
) (3.20)
TE(QF, s Biy s By B) > A, for all g € OB,

Given an eavesdropper strategy ¢g € ®g, r5(47,..., i, ..., ¢F, ¢r) is also an affine
function of p;(¢;) as

rE(A1, -5 bis - s Ohy PB) = > bi (E, mi, h)par,  (milh) + b7 (¢k)

m;e{1,..., si—1},heH

= b} (¢e)p; (¢:) + b} (¢m),
(3.21)
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where
b:(djE) £ (b;k((bEh 17O)a s '7b>ik(¢E75i - 175 - 1))7
br(¢E7miv h) = (C:'F(quvmiv h) - c:((ﬁEv 0, h))pH(h)’
b (¢E) 2 ) ¢ (¢r, 0, h)pu (h);

heH
YEk\i mr\Nie MF\i hpeH
k
H p}‘\/ij(mj|yj)ij\H(yj\h)CE(hE,h)dyk\i.
J=1,j#i

(3.22)
The problem in (3.17) can be equivalently rewritten as

¢7 = argmin b p] (¢:) + b
i€, (3.23)
st b} (p)p) (#1) + i (P6) 2 A, Vor € 25,

Given a deterministic eavesdropper strategy ¢r € ®R, define a privacy constraint
region P;(¢r) and its privacy constraint hyperplane 0P;(¢r) as

Pi(or) £ {pi(¢:) |bj (¢6)P] (1) +b; (¢6) > A},
OPi(dE) = {pi(:) |b; (dE)P] (¢5) + b} (¢E) = A}.

(3.24)

Then, the privacy-constrained operation region RY of the intercepted DM; is de-
fined as

RY2< () Pilgr) p MR (3.25)

D
PEEDPY

Since R; and {P;(¢r)} 4, cop are convex sets, RY is a convex set [8]. An illustration
E

of RY is shown in Figure 3.2. The PBPO problem (3.23) is to find an optimal

operation point p;(¢) which minimizes the affine objective function b}p,' (¢;) + b}

in the convex privacy-constrained operation region RY. Then, the following lemma

follows from the convex optimization theory.

Lemma 3.1. From [8], an optimal operation point of the problem (3.23) is on
the boundary of the privacy-constrained operation region RY and has a supporting
hyperplane in parallel with the objective function hyperplane b;‘p:(qbi) + 05

Based on Lemma 3.1, Theorem 3.3 can easily be proved as follows.

Proof. Two distinct parts can be identified on the boundary ORY as: ORY N oR,,
quEe@g {572? N 8731-(¢E)}. If an optimal operation point of the problem (3.23)
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Figure 3.2: A privacy-constrained operation region RY of an intercepted remote
decision maker DM; when the hypothesis H and the remote decision M; are both
binary random variables; the continuous random observation Y; is generated fol-
lowing Y;|H = 0 ~ N(0,1) or Y;|H = 1 ~ N(1,1); and there are four privacy
constraint regions taking effect.

is on ORY N OR,;, Property 3.1 of R; implies that an optimal remote strategy of
the problem (3.23) is a deterministic likelihood-based test. Otherwise, an optimal
operation point is on the hyperplanes | J redD {87%}-) N aPi(qu)} or sufficiently is
an intersection of the hyperplanes. In this case, an optimal operation point of the
problem (3.23) is in the following intersection set

U {ORY N oPi(dE) N OP; ()} (3.26)
¢E,0LEPR PuFdy

and Property 3.1 of R; implies that an optimal remote strategy of the problem
(3.23) is a randomized strategy of two deterministic likelihood-based tests. The
above analysis justifies Theorem 3.3 for an intercepted remote decision maker DM;
with 2 < ¢ < k — 1. Similarly, Theorem 3.3 also holds for intercepted DM; or
DMg. O

Remark 3.2. If an optimal remote strategy of the problem (3.23) is a randomized
decision strategy of two deterministic likelihood-based tests, this optimal remote
strategy is determined by the privacy constraint condition only.

Extended PBPO algorithm

A PBPO algorithm can be used to design an optimal distributed Bayesian hypoth-
esis testing network. Based on the obtained characteristics, an extended PBPO al-
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gorithm is proposed to design an optimal privacy-constrained distributed Bayesian
hypothesis testing network.

Give a distributed hypothesis testing network design (¢1, . . ., ¢n, ¢r) which sat-
isfies the privacy leakage suppression constraint as rii%(¢y,...,¢x) > A. The
hypothesis testing performance can be improved through a PBPO of a decision
strategy while the other given strategies are fixed.

Denote a person-by-person optimal fusion strategy by d)?. From Theorem 3.1,
it is sufficient to consider the following deterministic likelihood-based test for ¢&:

Hp = ¢g (m™) = argmin » _ page g (m”|h)pa (h)ce (he, h), (3.27)
hrpeH heH

where the fusion observation sequence likelihood pys»|pr can be expressed in terms of
remote observation likelihoods { fy, i };, the fixed remote strategies (¢1,...,¢n),
and the corresponding conditional p.m.f.s {pas,|y, }i=; as in (2.31).

For any k£ 4+ 1 < i < n, the remote decision maker DM, is not intercepted.
Denote a person-by-person optimal remote strategy by ¢£. From Theorem 3.2, it
is sufficient to consider the following deterministic likelihood-based test for ¢2:

M; = ¢2(y;) = argmin Y fy, m(yilh)pa (h)ci(mi, ), (3.28)
mi€Mi o

where

ci(mi, h) £ / . > P v (e fm™ 7 my)
yn\l mn\ieMn\’i’hFGH (3 29)

H Py v, (1Y) Fy o (s R er (b, h)dy™ .
=1,

For any 1 < i < k, the remote decision maker DM; is intercepted. Denote a
person-by-person optimal remote strategy by ¢*. Following a similar proof as The-
orem 3.3, it can be shown that a person-by-person optimal remote strategy qbiA of
intercepted DM; can be a deterministic likelihood-based test or a randomized strat-
egy of two deterministic likelihood-based tests. Given deterministic eavesdropper
strategy ¢ € ®R, define the person-by-person privacy constraint region PiA (¢r)
and its person-by-person privacy constraint hyperplane 0P (¢g) similarly as (3.24)
as
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where

bi(¢r, ms, h) = (¢i(dr, mi, h) — ¢i(¢r, 0, h))pr(h);
bi(gr) 2 Y ci(ér, 0, h)pu (h);
heH
almmam) 2 [ S g el )
YENE mk\ie MF\i hp€H
k
IT Py, (mslus) £y (wi ) ce (R, h)dy™ .
J=1,j#i

The person-by-person privacy-constrained operation region RFA is similarly defined
in terms of {P(¢x)} b as (3.25) as
PrEDPR

RIA2S [ Pl(gr) p NR:.
PppeEPD

The standard PBPO can be extended as:

1. A person-by-person optimal remote strategy (;SiA of intercepted DM; is the
deterministic likelihood-based test in (3.28) if the privacy leakage suppression
constraint is satisfied as 750 (¢y, ..., ¢2, ... o) > A;

2. Otherwise, search a person-by-person optimal remote strategy ¢iA of inter-
cepted DM; through deterministic likelihood-based tests which achieve oper-
ation points in the set U¢Ee<1>g {ORFANOR; NOPA(¢E)} and randomized
strategies of two deterministic likelihood-based tests which achieve operation
points in the following person-by-person privacy constraint hyperplane in-
tersection set U¢E,¢’EE<I>E,¢E¢¢;3 {ORF2 N oPA (¢) NOPA(¢)}. Linear pro-
gramming methods [6] can be used to search through the person-by-person
privacy constraint hyperplane intersections.

Algorithm 3.1 in the appendix of this chapter is the extended PBPO algorithm
to design an optimal privacy-constrained distributed Bayesian hypothesis testing
network.

3.3 Privacy-Concerned Distributed Bayesian Test

The privacy-constrained problem guarantees an absolute privacy leakage suppres-
sion level and optimizes the hypothesis testing performance. A different privacy-
preserving idea is to balance both objectives of improving the hypothesis testing
performance and suppressing the privacy leakage with different weights. This idea
leads to the following privacy-concerned problem.
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Problem formulation

Using the Bayesian hypothesis testing privacy leakage and performance measures
in (3.5) and (3.8), the privacy-concerned distributed Bayesian hypothesis testing
problem is formulated as follows. Given 0 <7 <1,

(@1-- - bns OF)

= arg min nre(1, ..oy bns dp) — (1 —)rS (e, ..., dr),
(P1yeeesPr, PR )EDPL X - X Py X PR
(3.30)

where 7 represents the concern weight of improving hypothesis testing performance,
i.e., minimizing the Bayesian risk of fusion decision, and 1—n represents the concern
weight of suppressing privacy leakage, i.e., maximizing the minimal Bayesian risk
of eavesdropper decision. In this general formulation, the weight 7 cannot be set
to be 0. Otherwise, if not all remote decisions are intercepted, i.e., k # n, the
privacy-concerned optimization problem does not lead to a complete design of the
distributed hypothesis testing network. When 7 decreases, more concern is put on
suppressing the privacy leakage. On the contrary, more concern is put on improving
the hypothesis testing performance with an increasing weight 7.

Characteristics of an optimal privacy-concerned design

Similar to the study on the privacy-constrained distributed Bayesian hypothesis
testing problem, it is difficult to solve (3.30) directly to obtain an optimal privacy-
concerned distributed hypothesis testing network design (¢7,..., ¢k, ¢h). Again,
the properties of an optimal privacy-concerned distributed hypothesis testing net-
work design are analyzed based on the person-by-person optimality argument that
properties of a person-by-person optimal privacy-concerned strategy are necessary
to be satisfied by an optimal privacy-concerned strategy.

Theorem 3.4. For the privacy-concerned Bayesian hypothesis testing problem
(3.80), it is sufficient to consider a deterministic likelihood-based test for ¢

Proof. Given an optimal privacy-concerned network design (¢7, ..., ¢k, ¢5), it fol-
lows from the person-by-person optimality argument that
6 = argmin e (67,6, 0r) (1 = (G-, 07). (3.31)
FEPF

Since the minimal Bayesian risk of eavesdropper decision does not depend on the fu-
sion strategy, the second weighted term —(1—n)rgi® (g1, ..., ¢y) is fixed. Therefore,
the problem (3.31) reduces to a centralized Bayesian hypothesis testing problem:

(Z)Iti‘ = argmian(quv ey ¢Z’ ¢F)
PrEPr

It is sufficient to consider the deterministic likelihood-based test in (3.11) for ¢f. O
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Theorem 3.5. For the privacy-concerned Bayesian hypothesis testing problem
(3.80), it is sufficient to consider a deterministic likelihood-based test for ¢F of
a remote decision maker DM; whose remote decision M; is not intercepted, i.e.,
kE+1<i<n.

Proof. Given an optimal privacy-concerned network design (¢7, ..., ¢k, ¢}), it fol-
lows from the person-by-person optimality argument that: For k 4+ 1 <i<mn —1,

¢:{ = a‘;ge%i.nnTF((ﬁT? R ¢i7 DI Qb:;, d);‘) - (1 - n)T{Enin(quv e 7¢I>::) (332)

Since the minimal Bayesian risk of eavesdropper decision does not depend on the
remote strategy ¢; for k +1 < i < n — 1, the second weighted term —(1 —
n)rmin(er ..., ¢r) is fixed. Therefore, the problem (3.32) reduces to the follow-
ing optimization:
d): = argmian(Qi)T? cee ¢ia teey d):v d);)
P €P;
It is sufficient to consider the deterministic likelihood-based test in (3.13).
Similarly, an optimal remote strategy ¢;, for the privacy-concerned distributed
Bayesian hypothesis testing problem (3.30) is a deterministic likelihood-based test.
O

In the following, an optimal privacy-concerned remote strategy ¢; of an inter-
cepted remote decision maker DM, i.e., 1 < i < k, is to be characterized. Different
from the optimality of deterministic likelihood-based test for ¢ with k+1 < j <n,
the following theorem shows that it is not the same case for ¢} with 1 <17 <k.

Theorem 3.6. For the privacy-concerned Bayesian hypothesis testing problem
(5.50), an optimal remote strategy ¢; of an intercepted remote decision maker DM;,
i.e., 1 <i <k, can be a deterministic likelihood-based test or a randomized strategy
of two deterministic likelihood-based tests.

Theorem 3.6 can be proved through the person-by-person optimality argu-
ment and the operation region R;. Since the remote decision M; is intercepted
by the EVE, the second weighted term takes effect in the following PBPO prob-
lem of ¢;: Given an optimal privacy-concerned hypothesis testing network design
(¢7,...,0%, ¢%) and for 2 <i<k—1,

o = aggrginnﬁ:(gbf, s Dy O OR) — (1 = )BT, iy, BF). (3.33)
i EDP;

The Bayesian risk rp (43, ..., @i, - .., @5, ¢5) can be expressed as the affine function
of operation point p;(¢;) in (3.19). Given an eavesdropper strategy ¢g € Pg,
re(@], ..., ¢, ..., 05, ¢r) can be represented as the affine function of p;(¢;) in
(3.21). However, the optimization objective function of ¢; in (3.33) cannot be
specified since the optimal eavesdropper strategy depends on the optimization ar-
gument ¢;. In the following, the privacy concern regions are introduced and the
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problem (3.33) is to be divided into a set of optimization problems where the ob-
jective functions of ¢; can be specified.

Given two different deterministic eavesdropper strategies ¢g, ¢f € ®X, define a
privacy concern halfspace C;(¢g, ¢f) and its privacy concern hyperplane 9C; (¢g, ¢f)
as

Ci(0m, 1) = {pi(#:) |b] (¢r)D; (¢i) + b} (¢E) < b (¢)p; (¢:) + b} (1) }
Ci(dE, 01) = {pi(8:) b} (dr)D] (0:) + b} (¢) = b} (¢)p; (¢i)+b’{(¢£)(}- |
3.34

Given a deterministic eavesdropper strategy ¢p € @E, a privacy concern region
Ri(¢g) is defined as

Ri(¢r) £ (| Ci(¢e, k) ¢ N R (3.35)
DREDR P £dE

Remark 3.3. If a remote strateqy ¢; which achieves an operation point p;(¢;) €
Ri(Pr) is used, then an optimal eavesdropper strategy is the deterministic strategy
op € (I)E.

Property 3.2. The privacy concern region R;(¢w) has the following properties:

1. Ri(¢w) is a conver set;

2. Ugpean Ri(¢r) = Ri

The first property follows since intersection is a convexity-preserving operation.
The second property follows from fundamental laws of set algebra.

Therefore, the operation region R; of an intercepted remote decision maker
DM; can be divided into convex privacy concern regions. Figure 3.3 illustrates the
divisions of R;.

Based on Remark 3.3, Theorem 3.6 is proved as follows.

Proof. The PBPO problem (3.33) can be rewritten as

¢f = min argmin  7(bip] (¢:) + b)) — (L= 0)(6; (¢)p; (¢:) + b (dm)).
PEEPE {¢i|pi(¢:)ER:(dE)}
(3.36)

Given ¢ € ®F, the inner optimization of (3.36) is to minimize an affine function
of p;(¢;) over a convex privacy concern region R;(¢g). Therefore, an optimal
operation point of the inner minimization is on the boundary OR;(¢g). If an inner
optimal operation point is on IR;(¢r) N IR,, an inner optimal remote strategy
is a deterministic likelihood-based test based on Property 3.1 of R;. Otherwise,
an inner optimal operation point is on the hyperplanes | J SLEDD B A ¢E{8Ri(¢E) N
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Figure 3.3: Illustration of divisions of the operation region R; of an intercepted
remote decision maker DM; when the hypothesis H and the remote decision M;
are both binary random variables; the continuous random observation Y; is gen-
erated following Y;|H = 0 ~ N(0,1) or ;|H = 1 ~ N(1,1); and there are
three privacy concern regions corresponding to deterministic eavesdropper strate-
gies Rl((z)E)? Rl((bii))’ RZ( g})

0C;(¢m, ¢)} or sufficiently is an intersection of the privacy concern hyperplanes in
the following set:

U {0R;(¢5) N OC; (¢w, P) N OCi(dE, d5)} . (3.37)
b5: b1 € PR
b5 # ¢8, bn # ¢, b # Op

In this case, an inner optimal remote strategy is a randomized strategy of two
deterministic likelihood-based tests. Since the inner optimal remote strategies are
candidates for an optimal privacy-concerned remote strategy of the PBPO problem
(3.36), it can be concluded that an optimal privacy-concerned remote strategy ¢F
achieves an operation point on the boundary OR; or in the following intersection
set:

U {OR (1) N AC(f1, &) N Ci(¢m, )} - (3.38)
bE, Ppyy D € PR
bp # OB, P4 # OB, O # Oi

Therefore, Theorem 3.6 is verified that an optimal privacy-concerned strategy ¢;
of an intercepted remote decision maker DM; can be a deterministic likelihood-
based test or a randomized decision strategy of two deterministic likelihood-based
tests. O
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Extended PBPO algorithm

An extended PBPO algorithm has been proposed to design an optimal privacy-
constrained distributed Bayesian hypothesis testing network. Based on the obtained
characteristics, another extended PBPO algorithm is proposed to design an optimal
privacy-concerned distributed Bayesian hypothesis testing network.

Give a distributed hypothesis testing network design (¢1,...,¢n,¢r). The
weighted sum measure of hypothesis testing performance and privacy leakage can
be improved through a PBPO of a decision strategy while the other given strategies
are fixed.

Denote a person-by-person optimal fusion strategy by (;51?. From Theorem 3.4,
it is sufficient to consider the deterministic likelihood-based test in (3.27) for ¢&.

For any k£ 4+ 1 < i < n, the remote decision maker DM, is not intercepted.
Denote a person-by-person optimal remote strategy by ¢£. From Theorem 3.5, it
is sufficient to consider the deterministic likelihood-based test in (3.28) for ¢2.

For any 1 < i < k, the remote decision maker DM; is intercepted. Denote
a person-by-person optimal remote strategy by (biA. Following a similar proof as
Theorem 3.6, it can be shown that a person-by-person optimal remote strategy ¢
of intercepted DM; can be a deterministic likelihood-based test or a randomized
strategy of two deterministic likelihood-based tests. Given two different determin-
istic eavesdropper strategies ¢p, ¢ € ®2, define the person-by-person privacy
concern halfspace CiA (¢E, ¢f) and its person-by-person privacy concern hyperplane
OCA (¢, ;) similarly as (3.34) as

CP(dE: 01) 2 {pi(¢s) |bi(dp)p] (1) + bi(dE) < bi(Sk)p] (6:) + bi(d%) },
—b,

B)P
OC> (¢m, d) £ {pi(¢i) |bi(¢r)P] (¢i) + bi(¢r) (6R)P; (d:) + bi(dh) } -

Given a deterministic eavesdropper strategy ¢r € ®X, the person-by-person privacy

concern region R (¢g) is similarly defined in terms of {C2 (¢g, ¢f;) }or con 85 (3.35)
E E

as

R (¢p) £ N (s k) p NR:.
PREPR P F PR

Given ¢ € O, the extended PBPO algorithm searches a person-by-person optimal
remote strategy candidate gbiA (¢r) which achieves an operation point in the person-
by-person privacy concern region R2 (¢g) as:

1. A person-by-person optimal remote strategy candidate ¢ (¢g) of intercepted
DM; is the following deterministic likelihood-based test

o7 (¢e)
- argminan(¢la' - '7¢i7 .. 'a¢n7¢F) - (1 - n)’rE((blw . ~7¢i7' .. 7¢k¢a¢E>7

Pi€D;
(3.39)
if it achieves an operation point on the boundary BRiA (Pr) NOR;;
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2. Otherwise, search a person-by-person optimal candidate gbiA (¢E) of inter-
cepted DM, through deterministic likelihood-based tests which achieve opera-
tion points in the set U¢’EE¢E,¢§5¢¢E {OR2(¢pr)NOR;NICA (¢k, ¢f;)} and ran-
domized strategies of two deterministic likelihood-based tests which achieve
operation points in the following set

LJ {ORP (¢8) NOC ($E, d) N IC (dE, d) } - (3.40)
b, o € PR
b5 # OB, b5 # OB, O £ o5

Algorithm 3.2 in the appendix of this chapter is the extended PBPO algorithm
to design an optimal privacy-concerned distributed Bayesian hypothesis testing
network.

3.4 Equivalent Privacy-Preserving Bayesian Testing
Problems

Two privacy-preserving distributed Bayesian hypothesis testing problems have been
discussed. They address both the objectives of improving the hypothesis testing
performance and suppressing the privacy leakage in different ways. In the following
theorems, the two problems are shown to be equivalent, i.e., there always exist a
privacy-constrained problem and a privacy-concerned problem which lead to the
same optimal privacy-preserving distributed hypothesis testing design.

Theorem 3.7. Given 0 < n <1, consider a privacy-concerned Bayesian hypothesis
testing problem:

(@155 & OF)

= arg min nre(@1, ..y dny dr) — (L —)TrE™(P1, ., k).
(1seeesPn PF)EDP XX Py, X PR

Let A = r@in (g3, ..., ¢%). Then, (¢7,...,0%, ¢%) is also an optimal design for the
following privacy-constrained Bayesian hypothesis testing problem:

(97, ... 00, %) = arg min re(P1y.. ., On, OF)
(¢17-~~a¢n7¢F)€¢'1 XX Py X PR
s, PR (G, ) > A

Proof. For any distributed hypothesis testing network design (¢1, ..., ¢, ¢r), from
the definition of an optimal privacy-concerned distributed hypothesis testing net-
work design (¢7, ..., ¢5, ¢%), the following inequality always holds as

777'F(¢T7 .. 7¢;a¢;) - (1 - U)Tglin(ﬂ» .. 7¢I§)
S an(¢17 .. 'a(brm(bF) - (1 - ’rl)rgin((bh .. '7¢]€)'
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For any distributed hypothesis testing network design (¢1, ..., dn, ¢r) which sat-
isfies the privacy leakage suppression constraint, the following inequality always
holds as

re " (d1, .., k) = A=rg (@], ..., dF).
Then, for any distributed hypothesis testing network design (¢1, ..., ¢n, ¢pr) which
satisfies the privacy leakage suppression constraint, the above inequalities lead to

nrE(0, s b 08) = (L=m)rE™ (61, .-, d1)
<re(@7, - O 08) — (L= g™ (87, ., 0F)
<nrE(d1, s bny 9F) = (L=m)rE™ (61, .-, d1),
ie.,
rE(@1, - O, O8) S TR(D1, -, Pn, OF).

Further, the optimal privacy-concerned distributed hypothesis testing network de-
sign (¢7,..., ¢k, ¢}) satisfies the privacy leakage suppression constraint. Therefore,
(07,..., 0%, ¢%) is an optimal hypothesis testing network design for the equivalent
privacy-constrained distributed Bayesian hypothesis testing problem. O

Theorem 3.8. Given A < 7y, consider a privacy-constrained Bayesian hypothesis
testing problem:

(¢T77¢;a¢;): argmin TF(¢17"'7¢7L7¢F)
(¢1,--,0n,¢F) EP1 X X Py, X PR
s.t. R (hy L b)) >N
Denote the mon-negative optimal dual Lagrange variable for the privacy leakage
1 ,ifa"=0
suppression constraint T (¢1, ..., k) > X by o and let n = 1 .
—  ifa*>0
1+ o*
Then, (¢35, ..., QL. ¢%) is also an optimal design for the following privacy-concerned

Bayesian hypothesis testing problem:

(&1, 0, )
= arg min (@1, ..., On, o) — (1 — n)rﬁli“(qﬁ, ey Ok).

(P15 y P, PR )EPL X - X Dy, X P

Proof. Let L(¢1,...,¢n, or, ) = 18 (d1, ..., On, OF) — a(rBi(¢y, ..., ¢r) — A) with
a non-negative Lagrange multiplier « > 0 denote a Lagrangian for the privacy-
constrained problem and let (¢3, ..., ¢}, ¢, a*) be an optimum. Since the Karush-
Kuhn-Tucker (KKT) conditions are necessary for the optimum, the optimal solution
has to satisfy the complementary slackness condition

@ (rg™ (91, ., 0k) — A) = 0.
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If a* =0, (¢7,..., 0%, ¢F) is an optimal design of the following privacy-concerned
problem:
(67, P OF)
= arg min rR(Q1, ..oy Pny @F) — 0 (rE" (P15, O) — A)
(1, P P )EPL X+ X Py, X PR
= arg min PE(1s -y by OF) — (1 — D) (b1, ..., dr).
(P14eesPn PR )EPL X+ XDy, X PR
If a* > 0, rE‘in((b’{, ..., 0%) = X based on the complementary slackness condition.
Then, let n = 1-1-% It follows that (¢7,..., ¢k, ¢%) is an optimal design of the

following privacy-concerned problem:

(@155 & PF)

= arg min TF(¢1,...,¢n,¢F)fa*(rfE“in(qSl,...,gbk)f)\)
(¢1""a¢n:¢F)€¢'1><"'><<I>"><<I>F

= arg min nre(d1, - ns dF) — (L= n)(rE™ (1, .-, o) — A)
(1500, PR)EPL XX Py X PR

= arg min nre(P1, -+ Gy OF) — (1 =g (01, . . ., dr).

(P150, P PF)EPL X - XDy, X PR

O

Equivalent privacy-preserving distributed Bayesian hypothesis testing problems
address the objectives of suppressing privacy leakage and improving hypothesis test-
ing performance from different perspectives. Theorems 3.7 and 3.8 show that an
optimal privacy-preserving distributed Bayesian hypothesis testing network design
can be interpreted in both the privacy-constrained and privacy-concerned optimal-
ity senses.

3.5 Numerical Examples

In this section, optimal privacy-preserving distributed Bayesian hypothesis testing
network designs of a simple parallel model are obtained by using the proposed ex-
tended PBPO algorithms; their hypothesis testing performances and privacy leak-
ages are shown and compared; and interesting observations are analyzed.

Consider the system model in Figure 3.1 with a binary hypothesis H, i.e., s = 2,
two remote decision makers, i.e., n = 2, and binary decisions M7, Ms, Hr, Hg,
i.e., s = s1 = so = 2. Conditionally independent remote observations are generated
following normal distributions as Y;|H = 0,Y2|H = 0 ~ N(0,1) and Yi|H =
1,Ys|H =1 ~ N(1,1). The non-negative decision costs of the FC are assigned
as ¢p(0,0) = ¢p(1,1) = 0 and ¢p(0,1) = ¢p(1,0) = 1. Thus, the Bayesian risk
re(P1, P2, dw) reduces to the error probability of fusion decision given a hypothesis
testing network design (41, ¢2, ¢r).
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Powerful EVE

Here, consider the case that both DM-FC links are open-access and assume a pow-
erful EVE who intercepts all remote decisions, i.e., &k = n = 2. Two decision
cost assignments of the EVE are considered. The first case assumes that the EVE
concerns more about its miss probability pg, | (0]1) and assigns the non-negative
decision costs of the EVE as ¢g(0,0) = cg(1,1) =0, ¢g(0,1) = 2, and cg(1,0) = 1.
In the second case, the EVE is assumed to have the same decision cost assignment
as the FC such that ¢g(0,0) = ¢g(1,1) = 0 and ¢g(0,1) = cg(1,0) = 1. Next, set
the prior probability as py(0) = pg (1) = 0.5.

Figures 3.4 and 3.5 compare the optimal privacy-constrained designs and opti-
mal privacy-concerned designs, respectively. The numerical results show the trade-
off of the hypothesis testing performance and privacy leakage risk. In Figure 3.4,
the privacy-preserving performance is strengthened, i.e., increasing r¥" (g7, ¢3), at
the cost of a worse hypothesis testing performance, i.e., increasing rr (47, @5, ¢%).
In Figure 3.5, the hypothesis testing performance is improved, i.e., decreasing
rr(@7, 95, o), at the cost of a weaker privacy-preserving performance, i.e., de-
creasing riin(¢7, ¢3). For each decision cost assignment of the EVE, setting A = 0
in the privacy-constrained problem or 1 = 1 in the privacy-concerned problem will
lead to an optimal design for the distributed Bayesian hypothesis testing prob-
lem without considering suppression of privacy leakage. In Figure 3.4, an optimal
privacy-constrained design is an optimal design without considering privacy leak-
age suppression when A\ is smaller than a certain threshold. That is because the
Bayesian privacy leakage measure of an optimal distributed hypothesis testing de-
sign without considering privacy leakage suppression already satisfies the privacy
leakage suppression constraint when the desired lower bound A is small. If the EVE
and the FC have the same decision cost assignment, the two measures rp(¢7, ¢35, o5)
and (g%, ¢3) of an optimal privacy-constrained or optimal privacy-concerned
design are always equal, i.e., the red square line fully overlaps the pink circle line
in Figures 3.4 and 3.5. That is because the FC and the EVE have the same ob-
servations, decision cost assignment, and therefore minimize the same Bayesian
risk function. This property also explains the observation in Figure 3.5 that an
optimal privacy-concerned distributed Bayesian hypothesis testing design always
has rp(67, 03, 0) = rE(67,05) = MAx(s, 6a)e, xay TE" (61, 62) when 7 < 0.5
and rr(¢7, 93, 0%) = rE (O], 03) = Min(s, 4, r)ed, x®oxdp T'F(P1, P2, dF) when
n > 0.5 if the EVE and the FC have the same decision cost assignment.

Single intercepted remote decision

Here, the EVE is assumed to intercept the DM;-FC link and to have the same
decision cost assignment as the FC. It is to verify if a useless remote decision M; for
the EVE can improve the hypothesis testing performance of the FC. The maximum
privacy leakage suppression guarantee is set for an optimal privacy-constrained
distributed Bayesian hypothesis testing design, i.e., A = . The privacy leakage
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Figure 3.4: The hypothesis testing performances rr and privacy leakage risks rii® of
optimal privacy-constrained distributed Bayesian hypothesis testing designs against
different privacy leakage suppression guarantees A and decision cost assignments of
the EVE. Here, the EVE is powerful to intercept all remote decisions. The prior
probability is set as py(0) = pg(1) = 0.5. If the EVE and the FC have the same
decision cost assignment, 7r (@7, ¢35, ¢%) = rEin(¢F, ¢3).

0.8

-B-7 of the Ist case

0.7+ r'Sin of the st case

-B-1; of the 2nd case

0.6 ;
-e- r'é"" of the 2nd case

0.5¢--¢--¢--G¢--@

0.4r \

test performance and privacy leakage

03 - -3 --B - -8 --3 - -5 - -3 - ]
L PO
0.2 0.4 0.6 0.8 1

n

Figure 3.5: The hypothesis testing performances rr and privacy leakage risks roi" of
optimal privacy-concerned distributed Bayesian hypothesis testing designs against
different concern weights 1 and decision cost assignments of the EVE. Here, the
EVE is powerful to intercept all remote decisions. The prior probability is set
as pg(0) = py(1) = 0.5. If the EVE and the FC have the same decision cost

assignment, rp (@7, ¢35, ¢F) = rIin(¢7, ¢3).
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Figure 3.6: The hypothesis testing performances rr and privacy leakage risks ripi of
optimal privacy-constrained distributed Bayesian hypothesis testing designs against
different prior probabilities pg(0). Here, the EVE is assumed to intercept M; and
has the same decision cost assignment as the FC. The maximum privacy leakage
suppression guarantee is set as A = . The hypothesis testing performances of
optimal single-branch designs, which also realize the maximum privacy leakage
suppression guarantee, are shown as benchmarks.

suppression constraint requires 2% (¢3) > A = v while rin(¢7) < . An optimal
privacy-constrained distributed Bayesian hypothesis testing design will always have
rin(g*) = ~. Note that the maximum privacy leakage suppression guarantee can
also be realized through cutting off DM;-FC link and forcing the EVE to infer the
hypothesis by the knowledge of the prior probability only.

Figure 3.6 shows the hypothesis testing performance and privacy leakage risk of
an optimal privacy-constrained distributed Bayesian hypothesis testing design. As a
benchmark, the hypothesis testing performance of an optimal single-branch design,
which cuts off the intercepted DM;-FC link and optimizes the other protected
link to minimize the Bayesian risk of fusion decision, is also shown. Comparing
the hypothesis testing performances of an optimal privacy-constrained design and
an optimal single-branch design, it can be concluded that the intercepted remote
decision maker can be optimally designed to transmit data which is useless for the
EVE but is useful to make the fusion decision jointly with the information from the
other optimally designed remote decision maker.

3.6 Summary

In this chapter, privacy-preserving distributed Bayesian hypothesis testing problems
are formulated and studied. In contrast to optimal distributed Bayesian hypothesis
testing network designs, the optimality of deterministic likelihood-based test (or
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LRT) does not always hold for the remote strategies of intercepted remote decision
makers in an optimal privacy-preserving design. The standard PBPO algorithm is
extended to design an optimal privacy-preserving distributed Bayesian hypothesis
testing network based on the obtained optimality characteristics.
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3.7 Appendix

Algorithm 3.1 The extended PBPO algorithm to design an optimal privacy-
constrained distributed Bayesian hypothesis testing network.

1: generate a sufficiently large number sets of initial remote strategies (¢1,. .., ¢n)
which satisfy the privacy leakage suppression constraint.
. given a set of initial remote strategies
while rp(¢1, ..., ¢n, or) does not satisfy the convergence criterion do
oF + ¢ in (3.27).
forie{l,...,n} do
bi < ¢ in (3.28).
if 1 <i<kandr@(¢y,...,¢r) <A then
¢i
use linear programming to find a person-by-person optimal re-
mote strategy ¢2 which achieves an operation point in the follow-
ing person-by-person privacy constraint hyperplane intersection set
Use. 1, o on 261 {ORT2 NOPS (dr) N OPR (d1) }-
9: if ¢; = null then
10: i
search a person-by-person optimal remote strategy ¢5* which achieves
an operation point in the set [, cop {ORPANOR; NOPA(¢E)}-
11: end if
12: end if
13:  end for
14: end while
15: compare obtained distributed hypothesis testing network designs corresponding
to all sets of initial remote strategies.
output: the obtained distributed hypothesis testing network design which achieves
the best hypothesis testing performance




92

CHAPTER 3. PRIVACY-PRESERVING DISTRIBUTED BAYESIAN
HYPOTHESIS TEST

Algorithm 3.2 The extended PBPO algorithm to design an optimal privacy-
concerned distributed Bayesian hypothesis testing network.

1:

generate a sufficiently large number sets of initial remote strategies (¢1, . .., ¢n).

2: given a set of initial remote strategies

@

1

11:
12:

13:

15:
16:
17:
18:

19:

=4

while 7rp(¢1,. .., ¢n, dr) — (L —n)rEin(¢1, ..., ¢x) does not satisfy the conver-
gence criterion do

¢ + ¢& in (3.27).

forie{k+1,...,n} do

Bi + ¢2 in (3.28).

end for
forie {1,...,k} do

for ¢p € PR do
o7 (o) + (3.39).
if pi(¢7(¢n)) & {ORP (6r) NOR;} then
97 (B)
use linear programming to find a person-by-person optimal candidate
#2(¢r) which achieves an operation point in the set (3.40).
if ¢2(¢r) = null then
¢ (¢m)
search a person-by-person optimal candidate ¢ (¢g) which achieves
an operation point in the set U%E‘bg,%#%{aRf@bE) NoR; N
ICH (Pm, P }-
end if
end if
end for
o3 < the optimal remote strategy in the candidate set

{(b'LA (¢E)}¢Ee<bg which  minimizes nre (¢17 R ¢1A(¢E)7 LR a¢na ¢F) -
(1 =n)ra(d1,..., ¢ (68), - - -, Pk, d)-

end for

20: end while
21: compare obtained distributed hypothesis testing network designs corresponding

to all sets of initial remote strategies.

output: the obtained distributed hypothesis testing network design which achieves

the minimal weighted sum objective




Chapter 4

Privacy-Preserving Distributed
Neyman-Pearson Hypothesis Test

In Chapter 3, an optimal privacy-preserving distributed hypothesis testing net-
work is designed based on operational Bayesian hypothesis testing performance and
privacy leakage measures. However, the discussed privacy-preserving distributed
Bayesian hypothesis testing problems cannot be formulated if the information of
the hypothesis prior distribution and the decision cost assignment is not available.
In this chapter, a privacy-preserving distributed Neyman-Pearson hypothesis test-
ing problem is formulated by using operational Neyman-Pearson hypothesis testing
performance and privacy leakage measures; and optimal privacy-preserving dis-
tributed Neyman-Pearson hypothesis testing design is characterized.

4.1 Distributed Hypothesis Test in the Presence of an
Eavesdropper

System model

The studied parallel model in Figure 4.1 consists of a binary hypothesis H, two
remote decision makers {DM;}?_, an FC, and an EVE. The hypothesis H is defined
on the alphabet # = {0, 1}. Each remote decision maker DM, independently makes
a binary remote decision M; defined on the alphabet M = {0,1} based on the
continuous random observation Y; defined on the alphabet ));. The likelihoods
of the remote observation Y; are denoted by p.d.f.s {fy; |z (:|h)}nex. The remote
observations are assumed to be conditionally independent given any hypothesis
he™Ht,ie.,

Sy ve 1w (W, y2lh) = fyy i (yalh) fry m (g2 h). (4.1)

The remote decisions are transmitted to the FC through error-free two-bit-rate
links. Based on the remote decisions (Mj, Ms), the FC makes a binary fusion
decision Hp to infer the hypothesis H. The EVE is assumed to intercept the first

53
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DM, DM,
M, M,
EVE FC
Y Y

Figure 4.1: A parallel distributed hypothesis testing network in the presence of an
EVE. The first remote decision M; is intercepted by the EVE.

remote decision M; and makes a binary eavesdropper decision Hg to infer the
hypothesis H as well. Here, independent, possibly randomized, decision strategies
[57] of the {DM;}2_,, the FC, and the EVE are denoted by {¢;}?_;, ¢r, and ¢,
respectively:
gi)i:))i%./\/l, Z:L 2,
op - M XM —H, (4.2)

Note that the (randomized) strategies can be equivalently represented by condi-
tional p.m.f.s {pMiD/i}’Lz:l’ PHpM2, and pryar, - Let @;, ®p, and ®g denote the
(randomized) decision strategy sets of the DM;, the FC, and the EVE, i.e., ¢; € ®;,
¢ € P, and ¢ € Pg.

Neyman-Pearson privacy leakage measure

Similar as the settings in the previous chapter, the EVE is assumed to be in-
formed about all needed statistics of the distributed hypothesis testing network.
That means the worst privacy leakage scenario is considered since the statistical
knowledge enables the EVE to always choose the best strategy to infer the correct
hypothesis. The choices of the privacy leakage model and measure follow from the
privacy-preserving objective of the system designer. In this chapter, the privacy
leakage is modeled as a Neyman-Pearson hypothesis test made by the informed
EVE based on the intercepted remote decision M;. Given a distributed hypothesis
testing network design (¢1, 2, ¢r), the privacy leakage is measured by the minimal
miss probability of eavesdropper decision subject to an upper bound constraint on
the false-alarm probability of eavesdropper decision:

P (¢1) = ¢glei§EpEM(¢1’¢E)’ s.t. per(d1,98) < g, (4.3)
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where the upper bound satisfies 0 < Ag < 1; the miss probability and false-alarm
probability are in terms of the remote strategy ¢, and eavesdropper strategy ¢g as

PEM(¢1, PE) = Py a(0|1) = Z P, Olma)pas v, (maly) fyy a2 (i | 1)dys,
A% mi1EM

PEF($1, PE) = PHy H(1]0) = / Z P, (U ma)pag v, (maly) fyy 1z (y10)dys .
1 mi1EM

(4.4)

Given ¢;, the EVE makes a centralized Neyman-Pearson hypothesis test based
on the discrete random observation M;. Following from Property 2.2, an optimal
eavesdropper strategy can be a deterministic LRT or a randomized strategy of two
deterministic LRTs; the upper bound on the false-alarm probability of eavesdrop-
per decision can always be achieved by an optimal eavesdropper strategy, i.e., the
Neyman-Pearson privacy leakage measure can be equivalently rewritten as

Pt (1) = ¢gleingEM(¢h¢E)7 s.t. per(¢1, 9r) = Ag. (4.5)

Remark 4.1. Given an upper bound Mg on the false-alarm probability of eaves-
dropper decision, there is a simple upper bound on the privacy leakage measure:
For all 1 € ®4,

PR (61) < 1= Ag. (4.6)

Proof. Given an upper bound Ag and a remote strategy ¢; € ®;, an optimal
eavesdropper strategy achieves the operation point on the ROC curve and the
upper bound Ag on the false-alarm probability of eavesdropper decision. From
Property 2.2, the ROC curve is always above the line pgp = pgp. It means that
an optimal eavesdropper strategy achieves a detection probability of eavesdropper
decision greater than or equal to the value A\g, i.e., an optimal eavesdropper strategy
achieves a miss probability of eavesdropper decision smaller than or equal to the
value 1 — A\g. O

Neyman-Pearson hypothesis testing performance measure

Give a distributed hypothesis testing network design (¢1, ¢2, ¢r). If the correspond-
ing false-alarm probability of fusion decision satisfies an upper bound constraint
PrF(d1, 92, ¢or) < A where 0 < Ap < 1 and

PrF(d1, $2, ¢F) = Pay a(1]0)
2
-/ S e (U me) [T oasgy (milyi) fyi  (9:10)dy dye,
V1 xY2

(m1,m2)EMXM i=1
(4.7)
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the hypothesis testing performance of the distributed hypothesis testing network
design is measured by the miss probability of fusion decision as

pFM(¢1a ¢27 ¢F) = pHF‘H(OH)
2

= / > Prreiany o (0lma, ma) T pasy, (milys) fr i (il 1)y dys.
V1xXY2 (1) ma)eMxM i=1
(4.8)

4.2 Privacy-Constrained Distributed Neyman-Pearson
Hypothesis Test

Problem formulation

Using the Neyman-Pearson hypothesis testing performance and privacy leakage
measures, the privacy-constrained distributed Neyman-Pearson hypothesis testing
problem is formulated as

(d):lkv ¢;7 QS;‘) = arg min PFM (d)lv ¢27 ¢F)
(¢1,92,0r)EP1 X P2 X PR
t <A (4.9)
s.t. PrF(¢1, P2, 9F) < Ap

Pt (1) > o,

where ¢ is the privacy leakage suppression guarantee. Because of the privacy leak-
age upper bound in (4.6), the privacy-constrained optimization problem is feasible
only if p <1 — Ag.

Characteristics of an optimal privacy-constrained design

For the distributed Neyman-Pearson hypothesis testing problem, the optimality of
deterministic LRT does not always hold for an optimal fusion strategy but holds
for optimal remote strategies. Here, the impact of the privacy leakage suppression
constraint on the optimality of deterministic LRT is to be investigated. To this
end, the person-by-person optimality argument is used.

Given an optimal privacy-constrained distributed hypothesis testing network
design (o7, ¢5, ¢%), it follows from the person-by-person optimality argument that

¢I§ = arg min pFM(¢>{7 ¢§7 ¢F)
PrEPF

st. prr(¢}, 65, ¢r) < Ap (4.10)
PEt(7) > .
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Note that the privacy leakage suppression constraint does not depend on the fusion
strategy ¢p. Therefore, the PBPO problem (4.10) reduces to

¢p = argmin ppyv (@7, 3, OF)
dredr (4.11)

s.t. pFF(¢T;¢§7¢F) S AF’

which can be seen as a centralized Neyman-Pearson hypothesis test with a discrete
random observation sequence. From Property 2.2, an optimal fusion strategy ¢y of
the privacy-constrained Neyman-Pearson hypothesis testing problem (4.9) can be
a deterministic LRT or a randomized strategy of two deterministic LRTs. Further,
an optimal privacy-constrained distributed hypothesis testing network (¢7, ¢35, %)
always achieves the upper bound on the false-alarm probability of fusion deci-
sion, i.c., prr(®7, 5, ¢%) = Ap. That means the privacy-constrained distributed
Neyman-Pearson hypothesis testing problem can be equivalently formulated as

(91, 93, Pp) = arg min prm (61, b2, ¢F)
(¢p1,02,0Fr)EP1 X Py X PR
s.t. prE(@1, P2, OF) = A (4.12)

PN (61) > .
The following discussion is based on (4.12) instead.

Theorem 4.1. For the privacy-constrained Neyman-Pearson hypothesis testing
problem (4.12), it is sufficient to consider a deterministic LRT for ¢3.

Proof. Given an optimal privacy-constrained hypothesis testing network design
(o7, ¢35, &%), it follows from the person-by-person optimality argument that

¢35 = argmin prm (7, P2, OF)
P2 EP2

s.t. prr(¢1, @2, OF) = Ar (4.13)
PEM (81) = .
The privacy leakage suppression constraint does not depend on the remote strategy

¢2. The PBPO problem is equivalent to

¢5 = argmin ppn (47, ¢2, dp)
Pp2EPy (4.14)

s.t. pFF(¢>1ka¢27¢f«“) = Ap.
Define
ay(ma, hp, h) 2 Z p*HFII\/Il,Mz (hFlml’m2)p&1|Y1 (maly1) fya m (yr[h)dys .-

A% mi1EM
(4.15)
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The miss probability and false-alarm probability of fusion decision in (4.14) can be
expressed in terms of detection probability and false-alarm probability of remote
decision M5 respectively as

P80, 0%) = 3 a(ms,0,1) /y Paraiv (m2lye) fro e (vl 1) e

moEM
= a5(0,0,1)para(0[1) + a5(1,0, 1)pas, g (1]1)
= a;(oa 0, 1) + (a;(lv 0, 1) - a; (Ov 0, 1))p2D(¢2)7

pee(91 02, 0%) = 3 as(ma,1,0) /y Datatva (maly2) Fyag iz (0210}

maEM
= a3(0,1,0)par, a(0]0) + a5(1,1,0)pas, #(1]0)
= CL;(O, 170) + (a;(lv 1, 0) - a;(ov L, O))p2F(¢2)'

(4.16)

Obviously, depending on the sign of the coefficient a5(1,0,1)—a3(0,0,1), an optimal
remote strategy ¢35 of (4.14) maximizes or minimizes the detection probability of re-
mote decision My subject to that the corresponding false-alarm probability por(d3)
satisfies a$(0,1,0) + (a3(1,1,0) — a5(0,1,0))par(¢3) = Ar, i.e., the operation point
p2(03) = (par(93), p2n(@3)) is on the upper or lower boundary of the operation
region Ra. From Property 2.1, an optimal remote strategy ¢5 is a deterministic
LRT and can be specified as:

. fya 1 (y210)
If a3(1,0,1) — a5(0,0,1) <0, Mo = ¢3(y2) =3 Srayu(y2]1)
1, otherwise

> 1
P2, (4.17)

where the non-negative test threshold p; and the corresponding set As(p2) =

fyo 1 (y210) 1| cntic
{y2 fy;H(yz\l) Z E} satisfy

)\F - a;(ov ]-a O)
fy: H(y2|0)dy2: - " )
/.Ag(pz) 2| a2(171a0) _a2(0a1a0)

or

¢ et (welo)

If a3(1,0,1) — a5(0,0,1) > 0, Mo = ¢3(32) =3 fraim(y2]1)
1, otherwise

<1
P2, (4.18)

where the non-negative test threshold ps and the corresponding set As(p2) satisfy

AF — a;(ov 1, 0)
fya1m (Y2]0) dy2 = — . .
/Az@z) | a3(1,1,0) — a3(0, 1,0)
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Table 4.1: Eavesdropper operation points corresponding to the four deterministic
eavesdropper strategies given ¢; € ®;.

eavesdropper strategy \ operation point
Hg = ¢p(m1) =0 PE(41, ¢r) = (0,0)
Hg = ¢r(m1) = my PE(¢1, 98) = P1(d1) = (P1r (1), P1p(¢1))
Hg = ¢p(my) =1 PE(d1,¢r) = (1,1)
Hg = ¢p(mi) = |m1 — 1| | pe(¢1,08) = (1 —pir(¢1),1 — pin(¢1))

In the following theorems, it will be shown that the optimality of deterministic
LRT for the intercepted remote decision maker DM; depends on the false-alarm
probability upper bounds Arp and Ag. The analysis is based on the person-by-person
optimality argument and the operation region R;.

The privacy leakage suppression constraint takes effect in the following PBPO
problem: Given an optimal privacy-constrained distributed network (¢7, 3, ¢3.),

dﬁ = arg min pFM(¢1a ¢;a ¢;)
¢1E€P

st. pee(fr, 5, 08) = Ap (4.19)
Pﬁnli\?(%) > p.

Define the privacy-constrained operation region of the intercepted DM; as
RY £ RN {p1(e1) |piai(61) > ¢} (4.20)

To characterize the privacy-constrained operation region le, how the operation
region of the EVE relates with the remote strategy ¢, is studied first.

Given ¢, € @, define the eavesdropper operation point achieved by an eaves-
dropper strategy ¢g as

pE(¢1,98) = (per (61, #E), PED (61, OE)); (4.21)

and define the operation region of the EVE as

Re(¢1) = {Pe(¢1,¢5) [¢p € Pr}. (4.22)

There are four deterministic eavesdropper strategies as listed in Table 4.1: Given
an intercepted remote decision m; € M, the EVE can always make a decision
0 regardless of the intercepted remote decision; the EVE can accept the remote
decision and make the same eavesdropper decision; the EVE can always make a
decision 1 regardless of the intercepted remote decision; or the EVE can make the
eavesdropper decision by flipping the remote decision. As shown in Figure 4.2, an
operation region of the EVE Rg(¢1) is a parallelogram confined by operation points
achieved by the four deterministic eavesdropper strategies.
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Figure 4.2: TIllustration of an operation region of the EVE given ¢; € ®;. The
hexagon points can be achieved by deterministic eavesdropper strategies. The red
hexagon point coincides the operation point p1(¢$1) and can be achieved if the EVE
simply makes the same decision as the intercepted remote decision m;. All other
operation points can be achieved by randomized eavesdropper strategies.

Given ¢; € ®; which violates the privacy leakage suppression constraint of
pRin(p1) > ¢, an optimal eavesdropper strategy ¢}, achieves the operation point
()\E,pED((ﬁl,(bE)) on the ROC of RE((bl) with pED((bl,(bE) > 1 - . Thus, the
privacy leakage suppression constraint is violated if an operation point p;(¢1) is
above the lines through (0,0), (Ag, 1 — ), and through (1,1), (Ag, 1 —¢), or below
the lines through (0,0), (1 — Ag, ¢), and through (1,1), (1 — Ag, ¢). Based on the
observation, the privacy-constrained operation region RY is determined by the pa-
rameters Ag and ¢ as shown in Figure 4.3. Different from the privacy-constrained
distributed Bayesian hypothesis testing problem, the privacy-constrained opera-
tion region RY for the privacy-constrained distributed Neyman-Pearson hypothesis
testing problem is not convex!

Lemma 4.1. For the privacy-constrained Neyman-Pearson hypothesis testing prob-
lem (4.12), it is sufficient to consider an optimal remote strategy ¢5 which achieves
the operation point p1(¢5) on the boundary of the privacy-constrained operation
region RY.

Proof. Define

aj(my, he, h) £ / > Dt ian v (EIMa, m2)Pis, v, (Maly2) fy 1 (v2| ) dys-
V2 mo €M

(4.23)

The miss probability and false-alarm probability of fusion decision in (4.19) can be

expressed in terms of detection probability and false-alarm probability of remote
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Figure 4.3: Illustration of the privacy-constrained operation region RY of the in-
tercepted remote decision maker DM; when the hypothesis H and the remote de-
cision M7 are both binary random variables; the continuous random observation
Y7 is generated following Y1|H = 0 ~ N(0,1) or Y1|H = 1 ~ N(1,1); and the
privacy leakage suppression guarantee satisfies 1 — 3731()@) < <1—=XAg. The
privacy leakage suppression constraint pit(¢;) > ¢ leads to the line segments on
the boundary: A—B, B—C, A’ —B’, B'—C’. The operation points can be specified
as: B = (Ag,1 — ¢); A is an intersection point of R, and the line through points
B, (1,1); C is an intersection point of R, and the line through points B, (0,0);
B’ = (1 — Ag,¢); A’ is an intersection point of dR, and the line through points B',
(0,0); C’ is an intersection point of R4 and the line through points B', (1,1).

decision M; respectively as

peni(61,65,08) = 3 ai(my,0,1) /y Pars v () s 1 (1 )y

mieM
=aj(0,0, 1)pas, 1 (0[1) + a7 (1,0, )par, ar(1]1)
=a1(0,0,1) + (a1(1,0,1) — a1(0,0,1))pip(¢1),
pre(d1, 5, 60) = 3 a’f(ml,l,m/
myEeM Y
= a1 (0,1,0)par, 1z (010) + ai(1,1,0)par, m (1]0)
=a1(0,1,0) + (ai(1,1,0) — ai(0,1,0))p1r(¢1).

(4.24)
Par|vi (Malyr) fra m (y1]0)dys
1

Depending on the sign of the coefficient af(1,0,1) — af(0,0, 1), an optimal remote
strategy ¢F of (4.19) maximizes or minimizes the detection probability of remote
decision M; subject to that the corresponding false-alarm probability pir(¢7) sat-
isfies a3(0,1,0) + (ai(1,1,0) — a3(0,1,0))p1r(47) = Ar, i.e., the operation point
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p1(07) = (p1r(d7), p1ip(¢7)) is on the upper or lower boundary of the privacy-
constrained operation region R} . O

Note that an operation point on the boundary of R can be on the ROC /inverse
ROC curves, i.e., it can be achieved by a deterministic LRT, or can be on the line
segments A — B, B—C, A’ —=B’, B’ — C’, i.e., it can be achieved by a randomized
strategy of two deterministic LRTs. To verify the optimality of deterministic LRT
for ¢7, the following discussion will focus on the remote decision strategies of DM;
which achieve operation points on the line segments.

Given an optimal privacy-constrained distributed network (o7, ¢35, ¢%), instead
of the PBPO problem of ¢ in (4.19), the following PBPO problem of (¢1, ¢r) is
considered as

(¢1,0r) = arg min prM (@1, 03, OF)
(¢1.¢7)E{d1|P1(¢1)EORT } x P (4.25)
s.t. PrF(d1, 03, oF) = Ap.

From Lemma 4.1, it is sufficient to consider the remote strategies which achieve op-
eration points on the boundary of the privacy-constrained operation region RY. The
PBPO problem of (¢1, ¢r) can be reduced to an equivalent optimization problem of
¢1 by exploiting the optimality characteristics of the Neyman-Pearson hypothesis
test at the FC as discussed in the following.

Given (¢1, ¢2) € @1 x Do, define the fusion operation point achieved by a fusion
strategy ¢r as

pr(91, ¢2, 08) = (prr(d1, B2, 08 ), PrD(P1, P2, OF)); (4.26)

and define the operation region of the FC as

R (1, 02) = {pr(¢1, b2, ¢r) |¢r € Pp }. (4.27)

As shown in Property 2.2, the ROC curve (upper boundary) 5RF(¢1, ¢2) is concave
and non-decreasing. The following property shows how 3Rp(¢1, ¢2) relates with
the given remote strategies (¢1, @2).

Given remote strategies (¢1, ¢2), the fusion observation likelihoods pas, az,# (+0)
and pag, v, (-[1) are also known. Define a sort function

S:{1,... |[Mx M|} = Mx M, (4.28)

which maps an index 1 < k < 4 to a remote decision sequence S(k) € M x M
with the k-th smallest likelihood ratio, i.e., there is a sorted likelihood-ratio chain
(LRC) as

le,M2|H(S(1)|O) < le,MQ\H(S(2)|O) < le,M2|H(S(3)‘O) < le,leH(S(4)|O)
Pt o 7 (SDIL) ™ pary a5 (S(2)11) ~ Pary oz (S ~ pary v (S(4)[1)
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Figure 4.4: Tllustration of the ROC curve ORF (¢1, P2) of a fusion operation region.
The order of the four line segments corresponds to the sorted LRC determined
by the given remote strategies ¢; and ¢. The slope of the k-th line segment is
determined by the k-th smallest fusion observation likelihood ratio. All circle points
can be achieved by deterministic LRTs. Any other operation point on 5RF(¢>1, ®2),
e.g., the red cross point, can be achieved by a randomized fusion strategy of two
deterministic LRTs.

Property 4.1. The ROC curve ORp(¢1,¢2) consists of ||M x M|| = 4 line seg-
ments. From (0,0) to (1,1), denote the k-th line segment by Lg(¢1, 2, k), along
which ppy increases by par, a, a2 (S(K)|0) while prp increases by pas, v, a(S(k)[1).
An intersection point between two neighbor line segments of different slopes can be
achieved by a deterministic LRT.

Proof. From Property 2.2, all operation points on the ROC curve 3RF(¢1, ¢2) and
achieved by deterministic fusion strategies can be achieved by deterministic LRTs
in the form of

0. if Py M, H (M1, m2|0)
Hp = ¢p(mi,ma) =< Pany, ol (ma,mall) —

1, otherwise

Thus, Property 4.1 can be proved by characterizing the deterministic LRTs on the
ROC curve ORp(¢1, ¢2). These deterministic LRTs can be constructed by changing
the test threshold ¢ from 0 to +oo. Note that the given remote strategies (¢1, ¢2)

have determined a sort function and the corresponding sorted LRC. For all test

e s Py Mo H (S(i—1)]0) Py, My 1 (S(3)]0)
thresholds satisfying pﬁ;leﬁ(s(ifl)u) t< pﬁiﬁii(su)uw

deterministic LRT with the decision region of hypothesis 1: {S(1),...,5( —1)}.
In Figure 4.4, the ROC curve of a fusion operation region is illustrated. O

they lead to the same
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Given remote strategies (¢1,¢2), a fusion strategy ¢r achieves an operation
point on the ROC curve ORw(¢1, ¢2) with ppr(d1, P2, ¢r) = c¢. There is an abuse
of notation to let ORp(¢1, P2, ¢) = prp (@1, P2, ¢r). Then,

1 — ORp(¢1, da, Ar) = ¢£11€i£F pEM (@1, P2, OF)
s.t. prr(01, ¢2, oF) = Ar.

Suppose that the given remote strategies (¢1, ¢2) lead to a sort function S(-). Let K
denote the index such that the fusion operation point (Ap, ORp (¢1, 2, Ap)) is on the
K-th line segment L (¢1, 2, K). It follows from Property 4.1 that ORp(¢1, 2, Ar)
can be specified in terms of p;(¢1) and pa(dp2) as

IR (1, P2, Ar)

K-1
= > pan s (S@)1) +
i=1

p]wl,]Mg\H(S(K)H) = ;
le’]\/[ﬂH(S(K”O) (AF ;le,MzH(S(Z)O)> )
(4.29)
where pas, ar,|# is determined by pi(é1) and pa(¢2).
Now, the PBPO problem of (¢1, ¢r) in (4.25) can be equivalently reformulated

as the following optimization problem of ¢;

¢t = argmax  IRp(d1, 05 \r). (4.30)
{p1lp1(¢1)€ORY}

For any ¢ which jointly with the given ¢35 leads to the same sort function S(-) and
the same index K, the objective in (4.30) can be specified in the same form as (4.29).
Therefore, the optimization (4.30) can be divided into a set of optimizations: Every
optimization maximizes a specified objective function of ¢; in the form of (4.29)
corresponding to a sort function S(-) and an index K over a subset of {¢1|p1(¢1) €
ORY} which consists of remote strategies leading to the sort function S(-) and the
index K.

To verify the optimality of deterministic LRT for ¢7, it is sufficient to focus on
the remote decision strategies which achieve operation points on the boundary line
segments A — B, B— C, A’ — B/, and B’ — C’. Note that these line segments are
on the lines through the operation point (0,0) or (1,1). Given a remote strategy
¢2 € ¥y, the following lemmas show the monotonicity of 3731:((;51,(;527)\1:) with
increasing p1r(¢1) along a line through the operation point (0,0) or (1,1) in the
operation region R;.

Lemma 4.2. For any ¢ € 5 and \p < z < éRl(AF), éRF(zbl,gbg,)\F) 18 a mon-
increasing function of pir(¢1) along the line through operation points (1,1) and
(AR, z) when p1p(d1) < Ap; éRF(qSh ¢2, Ar) is a non-decreasing function of p1r(¢P1)
along the line through operation points (0,0) and (Ar, z) when pir(¢1) > Ar.
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Lemma 4.3. For any ¢o € ®5 and 57%1(1—)\1:) <z <1-Mp, 5RF(¢1,¢2,)\F) s a
non-increasing function of p1r($1) along the line through operation points (1,1) and
(1—=Ap, 2) when p1r(d1) < 1—Ap; éRF(qbl, ¢2, AF) s a non-decreasing function of
p1r(01) along the line through operation points (0,0) and (1— Mg, z) when p1p(d1) >
1—)Ap.

The proof idea of Lemmas 4.2 and 4.3 is to specify ORp(¢1, ¢2, Ar) in the form
of (4.29) and to characterize its monotonicity along the line segments. The proof
of Lemma 4.2 is shown in the appendix of this chapter. From these lemmas, the
optimality of deterministic LRT for ¢} depends on the false-alarm probability upper
bounds A\g and A, which is made concrete in the following theorems.

Theorem 4.2. For the privacy-constrained Neyman-Pearson hypothesis testing
problem (4.12) with A\p = g, it is sufficient to consider a deterministic LRT for
o1

Proof. If Ap = Ag, Lemmas 4.2 and 4.3 lead to the following results:

A= argmax ORp(¢1,d5, \p);
p1(p1)€EA-B

C= argmax éRF(%,ﬁb;a)\F);
P1(¢1)EB-C

A= argmax ORp(¢1, 03, \r);
p1(d1)€A’ —B’

C'= argmax 5RF(</)1,¢§,)\F).
p1(¢1)eB’ —C’

(4.31)

Note that the operation points A, C, A’, and C’ are on the ROC and inverse ROC
curves of the operation region R; and can be achieved by deterministic LRTs.
Recall the optimization problem (4.30). It is sufficient to consider a deterministic
LRT for ¢} which achieves an operation point in R, NORY. O

Theorem 4.3. For the privacy-constrained Neyman-Pearson hypothesis testing
problem (4.12) with Az # Ag, an optimal remote strategy ¢F of the intercepted
remote decision maker DM; can be a deterministic LRT or a randomized strategy
of two deterministic LRTs. If ¢7 is a randomized strategy, it achieves an operation
point on the boundary line segments A —B — C with p1r(P;) between Ap and \g, or
an operation point on the boundary line segments A’ —B' — C" with pir(¢F) between
1—/\F andl—/\E.

Proof. If Ap > Ag and considering the case shown in Figure 4.5a, Lemmas 4.2 and
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Figure 4.5: Possible cases of Ap > Ag. The monotonicity of dRg(¢1, ¢%, Ap) with
increasing pir(¢1) along the red line segments is unknown.

4.3 lead to the following results:

A= argmax IRp(d1, s Ar);

p1(¢1)EA-B
C= argmax IRp(¢1, 05 \r);

P1(61)€D—C (4.32)
A= argmax  ORp(é1, 05 \r);

p1(p1)EA -B’

C'= argmax ORp(1, 5, A\p).
p1(¢1)€D’'=C’
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If Ar > Ag and considering the case shown in Figure 4.5b, Lemmas 4.2 and 4.3
lead to the following results:

A = argmax 5RF(¢1,¢§,)\F);

A
p1(¢$1)€EA-B (4.33)

A= argmax IRp(p1, b5, Ar).
p1(d1)€A’ B’

Figure 4.6: Possible cases of Ap < Ag. The monotonicity of dRg(¢1, ¢35, Ar) with
increasing pir(¢1) along the red line segments is unknown.

If Ar < Ag and considering the case shown in Figure 4.6a, Lemmas 4.2 and 4.3
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lead to the following results:

A= argmax ORp(d1,d5,\r);
p1(¢1)€EA-D

C = argmax éRp(gﬁl,gé;,)\p);
p1(¢p1)€EB-C

A= argmax IRp(d1, 05, Ar);
p1(¢1)€EA’-D’

C'= argmax ORp(d1,d5 Ar).
p1(¢1)eB’ —-C’

(4.34)

If Ar < Ag and considering the case shown in Figure 4.6b, Lemmas 4.2 and 4.3
lead to the following results:

C= argmax ORp(d1,¢5,\r);
p1(¢1)EB-C

C'= argmax ORp(d1,d5 Ar).
p1(¢1)eB’ -C’

(4.35)

Along the line segments A — B — C with pjp(¢1) between Ap and Ag, and
along the line segments A’ — B’ — C' with p1r(¢1) between 1 — A\p and 1 — Ag, the
monotonicity of ORg(¢1, ¢35, Ap) with increasing pip(¢1) is unknown. Therefore,
it is sufficient to consider for ¢} a deterministic LRT which achieves an operation
point in 9R; N IR} or a randomized strategy of two deterministic LRTs which
achieves an operation point on the line segments along which the monotonicity of
5RF(¢>1, @3, Ar) with increasing pi1r(¢1) is unknown. O

4.3 Numerical Examples

In this section, hypothesis testing performances and privacy leakages of optimal
privacy-constrained distributed Neyman-Pearson hypothesis testing network de-
signs are shown and compared; and interesting observations are analyzed. For the
two remote decision makers, the remote observations Y; and Y, are assumed to be
generated following normal distributions:

Yi|H =0~ N(0,1), Ya|H =0~ N(0,1),
Vi|H =1~ N(1,1), Ya|H=1~N(1,1).

In Figure 4.7, it shows the trade-off between hypothesis testing performance
and privacy leakage of optimal privacy-constrained distributed Neyman-Pearson
hypothesis testing network designs where the false-alarm probability upper bounds
of fusion decision and eavesdropper decision are set as A\p = Ag = 0.5. On the
right hand side of the point in the black ellipse, as the privacy leakage suppression
guarantee @ increases, the hypothesis testing performance measure ppm (47, ¢35, 05)
also increases, i.e., a higher privacy leakage suppression guarantee is achieved at the
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Figure 4.7: Trade-off between hypothesis testing performance and privacy leakage
risk of optimal privacy-constrained distributed Neyman-Pearson hypothesis testing
designs. The false-alarm probability upper bounds of fusion decision and eaves-
dropper decision are set as A\p = Ag = 0.5.

cost of a degraded hypothesis testing performance. On the left hand side of the point
in the black ellipse, the hypothesis testing performance measure prpm(¢7, 5, 05)
does not change with the increase of ¢. That is because an optimal remote strategy
of DM; without a privacy leakage suppression constraint achieves an operation
point in the privacy-constrained operation region RY when ¢ is lower than a certain
value. On the two sides of the point in the red ellipse, it can be observed that
the hypothesis testing performance measure ppm (97, 93, ¢F) increases in different
shapes. That is because the operation point p;(¢7) achieved by an optimal privacy-
constrained distributed Neyman-Pearson hypothesis testing design jumps between
the two separated IR, segments on the upper boundary of the privacy-constrained
operation region RY.

In Figure 4.8, the curves correspond to three different settings on the false-
alarm probability upper bounds of fusion decision and eavesdropper decision: (Ap =
0.4, g = 0.5), (A\p = 0.5, \g = 0.5), and (Ap = 0.6, \g = 0.5). It illustrates how
the hypothesis testing performance depends on the false-alarm probability upper
bound Ap of fusion decision. For each curve, trade-off between hypothesis testing
performance and privacy leakage risk of optimal privacy-constrained distributed
Neyman-Pearson hypothesis testing designs can be identified. Note that Ag = 0.5
in all settings. By fixing a value for ¢, a privacy-constrained operation region
RY is determined as shown in Figure 4.3. It can be observed that the hypothesis
testing performance measure ppm (@7, @5, ¢5) is higher corresponding to a lower
value of A\p when the value of ¢ is fixed. That is because the minimization of
prM (01, @2, ¢F) is running over the same (privacy-constrained) operation regions
RE and R, but under a lower upper bound on the false-alarm probability of fusion
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Figure 4.8: Comparison of hypothesis testing performances of optimal privacy-
constrained distributed Neyman-Pearson hypothesis testing designs with different
settings of false-alarm probability upper bounds of fusion decision and eavesdropper
decision: (Ap = 0.4, A\g = 0.5), (Ap = 0.5, Ag = 0.5), and (Ar = 0.6, Ag = 0.5).
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Figure 4.9: Comparison of hypothesis testing performances of optimal privacy-
constrained distributed Neyman-Pearson hypothesis testing designs with different
settings of false-alarm probability upper bounds of fusion decision and eavesdropper
decision: (Ap = 0.5, \g = 0.4), (Ap = 0.5, Ag = 0.5), and (Ap = 0.5, \g = 0.6).
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decision prr(¢1, ¢2, ¢r).
In Figure 4.9, the curves correspond to three different settings on the false-

alarm probability upper bounds of fusion decision and eavesdropper decision: (Agp =
0.5, g = 0.4), (Ap = 0.5, A\g = 0.5), and (A\p = 0.5, \g = 0.6). It illustrates how the
hypothesis testing performance depends on the false-alarm probability upper bound
Ag of eavesdropper decision. For each curve, trade-off between hypothesis testing
performance and privacy leakage risk of optimal privacy-constrained distributed
Neyman-Pearson hypothesis testing designs can be identified. By fixing a value
for ¢, a smaller value of A\g means a larger privacy-constrained operation region
RY. Therefore, it can be identified in the plot that a not worse hypothesis testing
performance is achieved with a lower value of Ag when the value of ¢ is fixed.

4.4 Summary

In this chapter, the privacy-constrained distributed Neyman-Pearson hypothesis
testing problem is formulated and studied. The privacy leakage suppression con-
straint leads to a non-convex privacy-constrained operation region for the inter-
cepted remote decision maker. However, it is shown that the optimality of deter-
ministic LRT still holds for the remote strategy of the intercepted decision maker
when the same upper bound is set on the false-alarm probabilities of fusion decision
and eavesdropper decision.

The discussion is based on the simple parallel model shown in Figure 4.1. If a
general model as in Chapter 3 is used, the discussion will be much more complicated
since the larger length of discrete random observation sequence of the FC/EVE and
the requirement to always achieve the upper bound on the false-alarm probability of
fusion /eavesdropper decision mean a much more complicated combinatorial prob-
lem to specify the objective/privacy-constrained operation region.
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4.5 Appendix

In the following proof of Lemma 4.2, OR (41, d2, Ar) needs to be specified in the
form of (4.29). Therefore, it is necessary to identify possible sort functions and the
corresponding sorted LRCs first.

Give a remote strategy ¢o which satisfies pap(¢2) < pap(d2). If the remote
strategy ¢1 is not fixed and satisfies p1r(é1) < pip(¢1), a possible sort func-
tion and the corresponding sorted LRC are necessary to satisfy the inequalities
pie(d1) o 1opie(d1)  par(a) o 1=par(és) following two sort functions satisfy

pip(¢1) — 1-pip(é1)’ p2p(d2) — 1—p2p(92)”
the inequalities and lead to the sorted LRCs as:

S(1) = (1,1), S(2) = (1,0), S(3) =(0,1), S(4) = (0,0);
v (1, 10) par (1, 0]0) < sy Mo (0,110)  pary ary (0,0[0)

Pty Moz (L 11 ™ gy anp a2 (1,011) = pagy aro m (0, 11) = pagy o m(0,0[1)°
(4.36)

< <

and

S(l) = (171)7 5(2) = (071)7 5(3) = (LO)’ 5(4) = (070)5
pML,Mz\H(LllO le,leH(071|0) < pM17M2\H(1aO|O) pM1,Mz\H(O’O‘O)
Pty e (1,11 Pty o 20, 1) ™ pagy arm(1,001) ™ pary ar, e (0,0[1)

(4.37)

Give a remote strategy ¢o which satisfies pap(¢2) > pap(d2). If the remote

strategy ¢1 is not fixed and satisfies pir(é1) < pip(¢1), a possible sort func-

tion and the corresponding sorted LRC are necessary to satisfy the inequalities

(¢1) ~ 1=pir(¢1) (¢2) ~ 1—par(d2) : ; ;

gig(aﬁl) < 175;2((1;1)7 ﬁgng) > 175;2&152)‘ The following two sort functions satisfy
the inequalities and lead to the sorted LRCs as:

<

E

S(l) = (17O)a S(2) = (070)7 5(3) = (1v 1)7 5(4) = (07 1);
Py v, 5 (1,0[0)  par (0, 0]0) < sy Mo (1, 10) pary any (0, 10)
(0

pM17M2‘H(]"0|1 7O|1) - le,MQ‘H(171|1) le,Mz‘H(O71‘1)’
(4.38)

<

E

Dy Mo |H
and

S(l) = (170)’ S<2) = (171)7 5(3) = (050)7 S(4) = (Oa 1);
Py Mo #(1,0[0)  pary (1, 1{0) < Py w1 (0,000)  par, ar,1m(0,10)
Pty v, a (1,0[1 Pary o 5 (L L) ™ pagy anm(0,0(1) = pagy an (0, 1]1)
(4.39)
Give a remote strategy ¢, which satisfies pap(¢2) < pap(¢2). If the remote
strategy ¢1 is not fixed and satisfies p1rp(¢1) > pin(¢¥1), a possible sort func-
tion and the corresponding sorted LRC are necessary to satisfy the inequalities

p1rF(¢1) 1-pir(¢1) por(¢2) 1—por(¢2) : : :
pin(dr) > T=pin(61)" pon(ds) < T—pon (6] The following two sort functions satisfy

<

E
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the inequalities and lead to the sorted LRCs as:
S(1) = (0,1), S(2) = (1,1), S(3) = (0,0), S(4) = (1,0);
sy, (0, 1]0) < Py, m (1, 1]0) < Pty Mo 1 (0,000)  pagy ar,(1,0[0)

Pty o 10, 11) ™ pagy an (1, 11) — pagy ai m(0,011) = pagy aapym(1,0]1)
(4.40)

<

and
S(1) = (0,1), 5(2) =(0,0), S(3) = (1,1), S(4) = (1,0);
Paty M1 (0, 110) _ Pary 11 (0,010) Py a1 (1, 1]0)  Paay a1 (1, 010)
Pty v, a (0, 1]1 Pary v, 1 (0,011) = pagy an e (L, 11) = pary ana(1,0]1)
(4.41)
Give a remote strategy ¢o which satisfies pap(¢2) > pap(¢2). If the remote
strategy ¢1 is not fixed and satisfies p1rp(¢1) > pip(¥1), a possible sort func-
tion and the corresponding sorted LRC are necessary to satisfy the inequalities
pir(91) ~ 1-pie(61) = par(é2) ~ 1=par(éz) following two sort functions satisfy

pip(¢1) = 1—pip(¢1)’ pep(d2) = 1—pap(d2)’
the inequalities and lead to the sorted LRCs as:

Pty . 2(0,000)  pary ) m(1,0]0) < pry M E(0,10)  pagy arya(1,1]0)

Pary v, 1 (0,011) = pagy an m(L,0[1) = pary anm (0, 11) = pagy arpym(1,1]1)7
(4.42)

<

E

<

=

and
S(l) = (Oﬂ0)7 5(2) = (Oa 1)7 5(3) = (170)v 5(4) = (171);
Pary 1 (0,000)  pary a, (0, 110) < Py o m(1,0[0)  pasy ar,im (1, 1]0)
(0

Py, (0, 0[1 UL ™ pary o m (1,011) — pagy o m (1,1]1)
(4.43)

<

E

PMy Mo |H

Proof of Lemma 4.2

Proof. Give a remote strategy ¢o satisfying por(d2) < pop(¢2) and a value z sat-
isfying Ap < z < OR1(Ar). The segment on the line through (0,0) and (Ap, 2) in
the operation region R, is denoted by I; and is defined as

z .
pip(¢1) = EPIF((ZSI) with pir(d1) > Ap;
and the segment on the line through (1,1) and (A, 2) in the operation region R
is denoted by Iy and is defined as

1—=z Z— AR
- )\FP1F(¢1) +17 ¥

Since these two line segments are above the line p1p(¢1) = p1r(é1), any operation
point on the two line segments satisfies p1rp(¢1) < pip(¢1). Therefore, the sort
functions and corresponding sorted LRCs in (4.36) and (4.37) are possible.

pip(¢1) =

with pir(¢1) < Ap.
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Consider operation points on the two line segments and leading to the sort
function in (4.36) and the index K = 1. Any such operation point has to satisfy
AR < Pany v H(S(1)]0), ie, Ap < pir(¢1)par(d2). Therefore, any such operation
point is on the line segment ;. From (4.29), using ¢; achieving a such operation
point with the given ¢o,

éRF(QSlyQSQ,AF) _ pM1,M2|H(S(1)|1)>\F _ P1D(¢1)p2D(¢2)

Py, M, (S(1)]0) P1F(f1)par (¢2)

p2p(¢2)
por(¢2)

)\F:Z

Note that the specified objective 5731:((;51, @2, Ar) does not depend on pir(¢1) or is
non-decreasing with increasing pir(¢1) along ;.

Consider operation points on the two line segments and leading to the sort
function in (4.36) and the index K = 2. Any such operation point has to satisfy
Par s g (SWI0) < A < 7 pary a1 (S(0)]0), ie., pie(d1)par(d2) < Ap <
p1r(#1). Therefore, any such operation point is on the line segment [;. From
(4.29), using ¢ achieving a such operation point with the given ¢s,

My, Mo |H S(2)[1
L Ll 8:0? (AF = pary am 1 (S(1)]0))

2(1 = pap(p2))
1 —por(g2)

IRe(P1, b2, A\p) = Pty v, e (S(D)[1) +
Py | (S

_ z(pan (¢2) — par(d2))
Ar (1 — par(¢2))

pir(¢1) +

Note that the specified objective 57€F(¢1, @2, Ar) is non-decreasing with increasing
plF(¢1) along ll.

Consider operation points on the two line segments and leading to the sort
function in (4.36) and the index K = 3. Any such operation point has to sat-
isfy Z?:l Py v, E(S(2)]0) < Ap < Z?:1pM1,A12|H(S(i)|O)7 ie., pir(¢1) < Ar <
p1r(@1) + (1 — p1r(¢1))par (¢2). Therefore, any such operation point is on the line
segment ls. From (4.29), using ¢ achieving a such operation point with the given

¢2,

ORe (1, b2, Mr)

5 ; Py w1 (S(3)[1)
— ;le,leH(S( )|1) + PAPEIENT) (

(1 — 2)(par(d2) — pan(92)) z2—Ar  1—2 pap(g2)

- (1 = Ap)p2r(¢2) Pir(¢1) + 1= 1—Ap por(¢2)

AF — Zp]wl,JWgH(S(i)O)>

i=1

AF.

Note that the specified objective IR (¢1, P2, Ar) is non-increasing with increasing
pir(¢1) along lo.

Consider operation points on the two line segments and leading to the sort
function in (4.36) and the index K = 4. Any such operation point has to satisfy

Z?Ille,M2\H(5(i)\0) < Ar < 1, e, pir(01) + (1 — pir(é1))p2r(d2) < Ap < 1
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Therefore, any such operation point is on the line segment lo. From (4.29), using
¢1 achieving a such operation point with the given ¢,

IR (1, P2, Ar)
3
= > pas o (S()]1) +
=1

1 — pan(¢2)
1- p2F(¢2) .

Note that the specified objective ORy (¢1, P2, Ar) does not depend on p1r(¢y) or is
non-increasing with increasing p1r(¢1) along ls.

Consider operation points on the two line segments and leading to the sort
function in (4.37) and the index K = 1. Any such operation point has to satisfy
AF < Py v, a(S(1)0), ie, A < pir(1)per(¢d2). Therefore, any such operation
point is on the line segment I;. From (4.29), using ¢; achieving a such operation
point with the given ¢,

A . PMl,Mg\H(S(l)H) _ p1p(91)p2p(¢2) pap(92)
e T P ) [ KT ey T S Ko e

Note that the specified objective 5721:(@%)1, @2, Ar) does not depend on pig(¢1) or is
non-decreasing with increasing pir(¢1) along ;.

Consider operation points on the two line segments and leading to the sort
function in (4.37) and the index K = 2. Any such operation point has to satisfy

Py Mo (S(1)]0) < Ap < Z?leMl,MﬂH(S(i”O)a ie., pir(P1)par(P2) < Ap <
por(¢2). Note that a such operation point can be on I or l3. From (4.29), using
¢1 achieving a such operation point with the given ¢,

ORp(¢1, b2, Ar)
_ pM17M2|H(S(2)|1)
*thMzIH(S(l)H) + le,M2|H(S(2)|O) (AF 7pM17M2\H(S(1)|0))

_ P10 (¢1)p2p (¢2)p2r (¢2) + (1 — p1p(P1))p2D (P2) AF — P1r(01)P2D (¢2)p2r (¢2)
(1 = p1r(h1))p2r(@2)

For such operation points on [y,

d (ORe (61, 02, ) )
>0
d pir(o1) -

where the inequality can be proved based on the inequality ﬁ(l — pir(é1)) >
1 — p1p(¢1) for any operation point on ;. For such operation points on ls,

d (5RF(¢1,¢2, /\F))
d pir(¢1)

Pany Mo H (S(4)[1) (

3
ot B0\ Zle,MQHw(i)m))

i=1

=1-(1-2)

)\F:Z
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Therefore, the specified objective 3RF(¢1, ¢2, Ar) is non-decreasing with increasing
p1r(¢1) along I3 and non-increasing with increasing pir(¢1) along lo.

Consider operation points on the two line segments and leading to the sort
function in (4.37) and the index K = 3. Any such operation point has to sat-

isfy Z?:1PM1,M2|H(S(Z')|0) <A < Zlele,MﬂH(S(i)IOL ie., par(d2) < Ap <
p1r(01) + (1 — p1r(é1))p2r(@2). Note that a such operation point can be on I; or
ly. From (4.29), using ¢; achieving a such operation point with the given ¢o,

ORy (¢1, b2, Ar)
> My Mo | H (S > .
= - pan () + AR (AF - _Zle,Msz(z)m)

_ P1r(P1)p2p (¢2) (1 — par(P2)) + P10 (P1)(1 — P2p(P2))(AF — Por(P2))
P1r(¢1)(1 — por(d2))

For such operation points on [y,

d (5RF(¢1, ®2, AF))
d pir(¢1)

For such operation points on s,

d (5731:(4171, ®2, AF))
<0
d pir(¢1) -

Therefore, the specified objective 5RF(¢17 ¢2, Ar) is non-decreasing with increasing
p1r(¢1) along Iy and non-increasing with increasing pir(¢1) along ls.

Consider operation points on the two line segments and leading to the sort
function in (4.37) and the index K = 4. Any such operation point has to satisfy
Z?;l Pty v, 2 (S(0)]0) < Ap < 1 de, pir(91) + (1 — pir(é1))per(d2) < A < 1
Therefore, any such operation point is on the line segment l5. From (4.29), using
¢1 achieving a such operation point with the given ¢o,

IRr (1, b2, \r)
3
= > Pt u (S()[1) +
im1

1 — pan(o2)
1 —sz(%)'

Note that the specified objective 3’RF(¢1, @2, A\r) does not depend on pir(¢1) or is
non-increasing with increasing p1r(¢1) along ls.

Give a remote strategy ¢o satisfying pop(d2) > pap(¢2). Define the same line
segments {1 and ls. The sort functions and corresponding sorted LRCs in (4.38)

3
AF — Zle,MQH(S(i)O)>

=1

Pty Mo H (S (4)[1)
Pary Mo 2 (S(4)]0)

=1—-(1-2)
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and (4.39) are possible. Following similar analysis, the same monotonicity can be
identified for ORp(¢1, P2, Ar) with increasing p1r(¢1) along I3 or lo. O






Chapter 5

Smart Meter Privacy in the
Presence of a Renewable Source

In a smart grid, high-resolution readings of smart meters enable a better monitoring
and control of the electric grid but also mean severer potential privacy leakages.
In face of the smart meter privacy problem, a general privacy-preserving idea is
to distort the meter readings to hide the real energy demands or the energy con-
sumption behaviors. It can be realized through simply adding noises to the meter
readings without changing the energy flows. Recently, integration of renewable
energy sources (RESs) or energy storages (ESs) in smart grids provides another
noise sources which change the energy flows. In this chapter, the smart meter pri-
vacy problem is considered in the presence of an ideal RES. Information-theoretic
measures are used to assess the adversarial hypothesis testing privacy leakages.
Fundamental bounds on the asymptotic privacy-preserving performances are to be
studied.

5.1 System Model

The setup of the considered smart meter privacy problem is shown in Figure 5.1.
The private consumer behavior is modeled by the binary hypothesis H which can
be hg or hi, e.g., following Ramadan or not. Let py and p; denote the prior
probabilities of hypotheses hg and h1, respectively. W.l.o.g., it is assumed that pg,
p1 # 0. In this chapter, the short notation -|h; is used instead of -|H = h;, j €
{0,1}, to denote a random variable conditioned on hypothesis ;. Under hypothesis
ho (resp. hi), the energy demand X; at time slot ¢ is i.i.d. generated according
to pxin, (resp. pxin,) where px|p, and px |, satisfy 0 < D(px|n,l[px|n,) < +00.
The finite energy demand alphabet is assumed to satisfy X C Z; min X > 0; and
max X < 400. At any time slot i, the energy management unit (EMU) follows an
energy management policy ; to determine the (random) energy supply Y; from the
energy provider (EP) based on the demands z¢, the supplies y*~!, and the correct

79
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Figure 5.1: The smart meter privacy problem in the presence of a renewable en-
ergy source (RES), where energy and information flows are represented by solid
and dashed arrows, respectively. The binary behavior hypothesis realizations are
denoted by hg and h;. At a time slot 4, the random energy demand X; is i.i.d.
generated conditioned on hypothesis hy or hi; the random energy supply Y; from
the energy provider (EP) is determined by the energy management unit (EMU);
and the energy supply from the renewable energy source is X; — Y;. Based on a
sequence of meter readings y”, the adversary (AD) makes an inference hy or h; on
the behavior.

hypothesis h as Y; = v;(z%, 5", h). A policy 7; can also be represented by the
corresponding conditional p.m.f. py;| xi yi-1 gz. Let Y £ 10,...,max X'} denote
the finite energy supply alphabet from the EP at any time slot with X C Y C Z.
A policy v; has to satisfy the following instantaneous constraint

Dy;|Xi,yi-1,h, (yi|z*,y"~1) =0, if y; > a;, for all j € {0,1}, (5.1)

which imposes nonnegative energy supply from the RES at any time slot i. Let
A" & Lyl 0 X" x H — Y™ denote an energy management policy over an n-slot
time horizon. It is assumed that the RES has an average energy generation rate
of s and is equipped with a sufficiently large ES. If the following average energy
constraint is satisfied over a sufficiently large n-slot time horizon

n

ISy x-w

n -
=1

E hil <s, j=0,1, (5.2)

the availability of renewable energy supplies is guaranteed almost surely. An energy
management policy over an n-slot time horizon that satisfies (5.2) is denoted by
v"™(s). Let I'"(s) denote the set of energy management policies over an n-slot time
horizon and satisfying (5.2), i.e., v (s) € I'"(s).

An adversary (AD), which can be the EP, is assumed to have access to the
meter readings y”, and to be fully informed about the hypothesis prior probability
distribution, the energy demand statistics, as well as the used energy management
policy, i.e., the AD knows po, p1, Pxn|n,, Pxn|h,> 7" (8), and therefore the result-
ing energy supply statistics pyn|n,, pyn»|n,. Further, the informed AD is assumed
to make an optimal hypothesis test on the consumer behavior. The smart me-
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ter privacy leakage is measured through a probability of error in the adversarial
hypothesis testing.

In the following, the hypothesis testing model of smart meter privacy leakage is
specified as a Neyman-Pearson hypothesis testing problem or a Bayesian hypothesis
testing problem. The corresponding optimal privacy-preserving performance will
be characterized in the asymptotic regime.

5.2 Adversarial Neyman-Pearson Hypothesis Testing

Here, the smart meter privacy leakage is modeled as a Neyman-Pearson hypothesis
test by the informed AD on the consumer behavior. Given an energy management
policy 7"(s) and the resulting pyn|n,, Pyn|n,, the minimal Type II probability of
error (miss probability) of the AD under an upper bound constraint on the Type I
probability of error (false-alarm probability) is defined as

ﬁ(n7 &, ’yn(S» £ Amcigljn{pYﬂhl (An) |pY" [ho (Agz) < 5}7
where A,, and A, denote the decision regions for hy and h; of the AD, respectively.
The design objective of the privacy-preserving EMU is to maximize the probability
of error of the AD. More specifically, for a given RES energy generation rate s, the
optimal energy management policy for the EMU achieves the maximum minimal
Type II probability of error subject to Type I probability of error constraint, i.e.,

B(n,e,s) 2 max {B(n,e,7"(s))}. (5.3)
Y7 (s)€ET™ (s)

The main objective of this work is to characterize the fundamental bounds on the
privacy-preserving performances. Note that 8(n,e,s) is a non-increasing function
of the meter reading length n. The following discussion focuses on the asymptotic
exponential decay rate of the maximum minimal Type II probability of error subject
to a Type I probability of error constraint.

Define a Kullback-Leibler divergence rate expression 6(s) as

1
6(s) = lnf 3, b, %P : 4
) kle%{wsirérk<s>{k (pyklho”PYklhl)}} (5.4)

The operational meaning of 6(s) is shown later.

Lemma 5.1. The infimum over k in the definition of 0(s) is taken at the limit
k — oo:

. . 1
0(s) = Jim . ot {kD(pwaIpykhl)} :

Proof. First, the sequence of inf (s cr (s {D(pyk|h0||pyk‘hl)} is shown to be sub-
additive. Given any n, | € Zy, let (v"(s),7!(s)) denote an energy management
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policy, which independently uses 7" (s) over the first n slots, and ~!(s) over the
remaining | slots. Therefore, (7" (s),~!(s)) satisfies the average energy constraint
over an (n + I)-slot time horizon. It follows that

,Yn+l (3§2£71+l (s) {D(pyn,+l |h0 ‘ |pyn+l |h1 ) }

IN

i f D n n
e (o oty LBl [Py i)

i f D n n D
(wn<s>,wl(s)l)réms)xrl(s){ By uollpy=ins) + Dyinolpyin,)}

== i f D n n i f D l l .
Wn(sﬁfelrn(s){ (Pyino DY |h1)}+vl(5;2w(s){ (pY’\hoHpY’\hl)}

Then, Fekete’s lemma [13, Lemma 11.2] leads to

. . 1 . . 1
S {kD(ka'h(’”pykhl)} =, {vk(s§2§k<s> {kD(pY”‘)”pyk'hl)}} '
O

In the following theorem, it is shown that the asymptotic exponential decay
rate of the maximum minimal Type II probability of error subject to a Type I
probability of error constraint can be characterized by 6(s).

Theorem 5.1. Given s > 0,

1
li —log——— <4 1
msup - log o5 < (s), Ve € (0,1), (5.5)
and 1 1
lim lim inf — log > 0(s). (5.6)

e—1 n—=oco0 n 5(77,,5,8) -

Proof. Given any k € Z, v*(s), and the resulting DYk |ho> PY*|hy» Lot 7¥!(s) denote
an energy management policy which repeatedly uses v*(s) for [ times. From the
definition in (5.3) and Stein’s lemma [12, Theorem 11.8.3], it follows that

1 1 1 1 1
li “log—— < lim —log—— = ~D(pys .
TSP 108 B e ) < 0 7 8 B e AR (s D P levein):

for all € € (0,1). For k(I — 1) < n < ki, the following inequality holds:
ﬁ(kl,E,S) < ﬂ(n,e,s) < ﬁ(k(l - 1)7578)'
It follows that

1 ko1 1
I Zlog ——— < i " leg
P Bnes) = PRI D) K 8 Bkl e, 9)
1 L, !
= l1msup — 10g ———
Looel kL% B(kl, <, 5)
1
< —D(py*(no Py ny )

~k
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for all e € (0,1), k € Z, and v*(s). Therefore, the upper bound holds:

1
lim sup — log < 0(s), Ve € (0,1).

n—oo N 5(%,578)

o (yk
logw <D (py*{nollPy*in, ) }) }} '

Py in, (¥

Let

¢ & sup { sup {pyk“m ({yk
kEZy | ~k(s)elk(s)

If ¢ < 1, given any n € Z,, suppose that v"*(s) leads to p;‘,"‘ho, p;,b‘hl, and

achieves 3(n, &', s). If the AD uses the following hypothesis testing strategy

1. Pynin, (")
A, =L y"|=log —10 " < > 4(p) b, 5.7
{y - gpi‘wnml(y”) ()} (5.7)

with the test threshold 1
t(n) = —D(Dyn o Py, ), (5.8)

from the definition of &/, the corresponding Type I probability of error satisfies the
upper bound constraint

p?/n\hg(-AfL) <él

Since the hypothesis testing strategy in (5.7) is not necessarily optimal for the AD,
the definition of the maximum minimal Type II probability of error implies that

B(n,e',8) < Py, (An). (5.9)
In [19, Lemma 4.1.1], it has been shown that
Pynin, (An) < exp(—nt(n)). (5.10)

The inequalities (5.9) and (5.10) jointly lead to

1
) /a < —nt < - inf —D n n y
B(n,e’,s) < exp(—nt(n)) < exp( O S {n (Pyniho Py hl)})

ie, forallneZ,,

1

1 1
—log —— > inf —D(pyn n .
R s S - S {n (PynhollPY hl)}

In the asymptotic regime as n — 0o, it follows that

o1 1 : . 1
hnlglogf n log m > nlglgo W(S;Igﬂn(s) {nD(pY"ho ||pY"|h1)} = 0(s),
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where the last equality follows from Lemma 5.1. Note that lim inf,, . % log m
is a monotone non-decreasing function of €. Then the lower bound holds:

TR | 1 | 1
lim liminf — log —— > liminf — log ——
e+l n—oo 1 6(”7535) n—oo M B(Tl,&l,S)

> 0(s). (5.11)

If ¢ = 1, given any n € Z,, suppose that v"*(s) leads to p*Y"|h0’ p;"|h17 and
achieves S(n,1 — ¢, s), where ¢ > 0 can be arbitrarily small such that the Type I
probability of error corresponding to the hypothesis testing strategy in (5.7) satisfies
the upper bound constraint 1 — ¢. It follows that

ﬁ(nvl _90’8) Sp*Y"|h1 ('An) (5'12)

Following the same arguments, the lower bound can be proved as

1 1
lim lim inf — log > lim inf — log

— > 4H(s). 1
e—1 n—oo T ﬁ(n,g,s n—oo N ﬁ(n,l—gp,s) - <8) (5 3)

O

When ¢ is close to one, the bounds of the asymptotic exponential decay rate of
the maximum minimal Type II probability of error are tight, which is made more
concrete in the following corollary.

Corollary 5.1. Given s > 0,

. . 1 1
lim Jim 2 log 5=y = 009)-

Remark 5.1. Given s > 0, letting € — 1 represents the worst privacy leakage
scenario under the adversarial Neyman-Pearson hypothesis testing, i.e., 6(s) can
be used as a privacy-preserving guarantee.

Generally, the evaluation of the asymptotic optimal privacy-preserving perfor-
mance 6(s) and the design of optimal privacy-preserving energy management poli-
cies are difficult. In the following, the asymptotic privacy-preserving performances
of two special energy management policies are characterized in the worst case sce-
nario, i.e., ¢ = 1.

Memoryless hypothesis-aware policy

At time slot i, a simple EMU can apply a random memoryless hypothesis-aware
energy management policy 7; to determine the energy supply y; based on the cur-
rent demand x; and the hypothesis information h as Y; = m;(x;, h). The following
instantaneous constraint has to be satisfied by a policy ;:

Py x,.n, Wilzi) = 0, if y; >y, for all j € {0,1}. (5.14)
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Let 7" £ {m; ot X" xH = V" denote a memoryless hypothesis-aware energy
management policy over an n-slot time horizon. If 7™ satisfies the average energy
constraint in (5.2), it is denoted by 7™ (s). Let II"(s) denote the set of memory-
less hypothesis-aware policies over an n-slot time horizon and satisfying (5.2), i.e.,
7w (s) € II"(s). When the EMU uses the optimal privacy-preserving memoryless
hypothesis-aware policy, the achieved maximum minimal Type II probability of
error subject to a Type I probability of error upper bound ¢ is denoted by

fulmes) 2 | max {B(n.e.w(s). (515)

Define a Kullback-Leibler divergence rate 61,(s) similar to 6(s) as

o) it { w0y lloven) - (5.16)

KEZy |t (s) eIk (s)

Following a similar proof as Theorem 5.1, the asymptotic exponential decay rate of
the maximum minimal Type II probability of error can be specified by the Kullback-
Leibler divergence rate expression 61,(s) when the EMU uses the optimal privacy-
preserving memoryless hypothesis-aware policy.

Corollary 5.2. Given s > 0,

1 1

It is shown in the following that the asymptotic exponential decay rate of the
maximum minimal Type II probability of error can also be characterized by a
single-letter Kullback-Leibler divergence expression.

Given 8, § > 0, define a single-letter Kullback-Leibler divergence ¢(s, §) as

#(5,3) & min {Dwy hollPyin,) } > (5.18)

(PY X, ho PY | X,hq )EP(5,3)

where the minimization is over the convex domain
E[X —Y]ho]
E[X = Y|h]
Py |x,ho(yl7) =0, if y >z
Py |xn (Ylr) =0, ify >z

<5
<3

P(5,5) £ S (DY | X hos PY|X,h1)

In the definition of P(s, 5), E[X — Y|ho] < § denotes the single-slot average energy
constraint under hypothesis hg; E[X — Y|h;] < § denotes the single-slot average
energy constraint under hypothesis h1; and py|x n, (y|2) = py|x 1, (y|2) = 0 for all
y > x corresponds to the instantaneous constraint of the nonnegative energy supply
from the RES at a single slot under both hypotheses.
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Lemma 5.2. ¢(3,3) is a non-increasing, continuous, and jointly convex function
fors>0and § > 0.

Proof. The non-increasing property of ¢(s, §) is self-evident. On the two-dimensional
convex open set of s > 0, § > 0, its continuity will follow from the convex-
ity [2]. Therefore, only the convexity is proved here. Assume that (pg‘)x ho p§/1|)x hl)
L 1 2 2)

leads to ¢(51,51) = D(pg\)}meywn) and (p§/|)x hovpgf‘)(h ) leads to ¢(52,32) =

2 2
D2, [1pZ),,)- Forall 0< A< 1,

A(51,51) + (1 — Ao (52, 52)
= AD@y [Py 7h,) + (1= D@, lIph,)
> D(/\leh + (1 - )py|h0||/\p§/1\)h1 + (1 B /\)pgﬁh )

> p(A51 4+ (1 — N)52, A5 + (1 — N)32),

where the first inequality follows from the convexity of Kullback-Leibler divergence;
and the second follows from the definition of ¢(s, §) in (5.18). O

The properties of ¢(5,3) in Lemma 5.2 will be used to prove the equivalence

of the Kullback-Leibler divergence rate 61,(s) and the single-letter Kullback-Leibler
divergence ¢(s, s) as shown in the following theorem.

Theorem 5.2. Given s > 0,

01.(s) = ¢(s, s). (5.19)

Proof. Forany k € Z, 7¥(s), and the resulting Dy *|ho> Py |h, » the Kullback-Leibler
divergence rate +D (pyk|h0||pyk|hl) is lower bounded by ¢(s, s) as

1
ED (Dy e (o | [Py % 1y )
1
k

k
STD (pvijnolIviim,)

® 1

EEqu [Xi — Yilho], E[X; — Yi|hi]

© 1 1

> ¢ (B |2 (Xi=Yilho)| B |+ (Xi = Yilh)
=1 =1
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where (a) follows since the policy 7% (s) leads to Py *|h, = Hle Py, for j =0,1;
(b) follows from the definition of ¢(s, 3); (¢) and (d) follow from the convexity and
the non-increasing property of ¢(s, §), respectively.

Therefore, 61,(s) is lower bounded by ¢(s, s):

o = pf { onn LGyl 2 o0 G20

wk(s)€Ilk (s)

The proof of the opposite direction is straightforward. Let (p*{,| X7h0,p§‘,‘ XJL])

be the solution which achieves ¢(s,s). It can be seen as a single-slot memoryless
hypothesis-aware policy 7! (s). From the definition of 0y,(s) in (5.16), it follows that

01.(s) < é(s, 9). (5.21)

Alternatively, the inequality (5.21) follows since ¢(s, s) is the asymptotic exponen-
tial decay rate of the minimal Type II probability of error achieved by a memoryless
hypothesis-aware policy by using the single-slot policy (pgk,| X.ho' p;l X, hl) at all slots.

The inequalities (5.20) and (5.21) jointly lead to Theorem 5.2. O

Remark 5.2. Given s > 0, the asymptotic exponential decay rate of the mazimum
minimal Type II probability of error lim._,; lim,, %log m can be achieved
by a memoryless hypothesis-aware policy which uses time-invariant single-slot policy
(p;IX,ho’p;lX,hl) corresponding to the optimizer of ¢(s,s) at all time slots.

Hypothesis-unaware policy with memory

In this section, a “counter” case is considered: The EMU stores the information
of all past demands and supplies while it does not know the correct hypothesis.
At time slot ¢, the EMU follows a random hypothesis-unaware energy management
policy with memory p; to determine the energy supply y; from the EP based on
the demands x' and the past supplies y*~! as V; = p;(z%,3°"1). The following
instantaneous constraint has to be satisfied by a policy p;:

p}/’ilxi7yifl(yi|xi,yi_l) =0, if Yi > Tj. (522)

Let p» £ {pi}_y + X™ — Y™ denote a hypothesis-unaware energy management
policy with memory over an n-slot time horizon. If p™ satisfies the average energy
constraint in (5.2), it is denoted by p"(s). Let P™(s) denote the set of hypothesis-
unaware policies with memory over an n-slot time horizon and satisfying (5.2), i.e.,
p"(s) € P™(s). When the EMU uses the optimal privacy-preserving hypothesis-
unaware policy with memory, the achieved maximum minimal Type II probability
of error subject to a Type I probability of error upper bound ¢ is denoted by

ﬂM (na g, S) = p"(glealt}fn(s){ﬁ(n7 g, pn(s))} (523)
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Define a Kullback-Leibler divergence rate expression fy(s) as

1
On(s) £ inf inf -D . 5.24
m(s) = inf {pk(sigms) {k (ka|ho|kah1)}} (5.24)
As specified in the following corollary, the asymptotic exponential decay rate of
the maximum minimal Type II probability of error can be characterized by the
Kullback-Leibler divergence rate expression 6y (s) when the EMU uses the optimal
privacy-preserving hypothesis-unaware policy with memory.

Corollary 5.3. Given s > 0,

o 1

The privacy-preserving memoryless hypothesis-aware policy has access to the
correct hypothesis without the information of the past demands and supplies while
the privacy-preserving hypothesis-unaware policy with memory has the information
of the past demands and supplies without the knowledge of the correct hypothesis.
The asymptotic privacy-preserving performances of the two policies are compared
in the following theorem.

Theorem 5.3. Given s > 0,

Ori(s) < @(s, s). (5.26)

The proof ideas of Theorem 5.3 are to construct a two-phase hypothesis-unaware
policy with memory which first learns the hypothesis and to use its asymptotic
privacy-preserving performance to relate 0y(s) with ¢(s, s). The complete proof is
presented in the appendix of this chapter.

Remark 5.3. The optimal privacy-preserving memoryless hypothesis-aware policy
cannot outperform the optimal privacy-preserving hypothesis-unaware policy with
memory. That is because the EMU having no direct access to the hypothesis infor-
mation can learn the hypothesis with an arbitrarily small probability of error after
observing a sufficiently long energy demand sequence.

Asymptotic privacy-preserving guarantee

As shown in Corollaries 5.1-5.3, the asymptotic exponential decay rate of the max-
imum minimal Type II probability of error in the worst privacy leakage scenario
can be characterized by a Kullback-Leibler divergence rate expression. However,
the numerical evaluation of 6(s) or fy(s) is difficult. On the other hand, ¢(s,s)
provides an upper bound on the optimal asymptotic exponential decay rate. Hence,
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the single-letter Kullback-Leibler divergence expression ¢(s,s) can be used as an
asymptotic privacy-preserving guarantee under the adversarial Neyman-Pearson
hypothesis testing.

While solving the optimization problem in (5.18) leads to the asymptotic privacy-
preserving guarantee, the energy supply alphabet ) can be arbitrarily large which
means a highly complex optimization problem. Moreover, the energy demand al-
phabet X is determined by a number of operation modes of the appliances and is
typically finite. It is shown in the following theorem that the alphabet ) can be
limited to the alphabet X'. This result can greatly simplify the numerical evaluation
of the asymptotic privacy-preserving guarantee.

Theorem 5.4. The energy supply alphabet can be limited to the energy demand al-
phabet under both hypotheses without loss of optimality for the evaluation of ¢(s, s).

Proof. Suppose that ¢(s,s) = D(p§|h0||p*y‘hl) is achieved by pyy 5, and py 5, -
Let X = {l‘(l),...,l’(HXH)} with Ty < X(k) if i < k. Consider the following
quantization operation which maps y to ¢:

o) wa, iy € (1), Ty]s 12> 2
z(1y, ify € 0,2

It can be verified that PV (X ke PY|X 1y satisfy the instantaneous and single-slot
average energy constraints. From the optimality in the definition of ¢(s,s), it
follows

0(5,8) = D0y o |IPY 1, ) < D0y, 1P 1,)-

In addition, due to the data processing inequality of Kullback-Leibler divergence
[58, Theorem 9], it follows that

P(s,8) = D(p§f|ho\|p*y|h1) > D(py‘hoHpmhl).

Therefore,
¢(s,5) = D(py Py, )

and the energy supply alphabet under both hypotheses can be constrained to X
without loss of optimality. O

5.3 Adversarial Bayesian Hypothesis Testing

In this section, an adversarial Bayesian hypothesis test is considered for the in-
formed AD. A particular Bayesian risk used here is the error probability of the AD.
Thus, the minimal error probability of the AD measures the smart meter privacy
leakage. For the adversarial Bayesian hypothesis testing model of smart meter
privacy problem, the corresponding asymptotic privacy-preserving performance is
studied.
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Under the Bayesian hypothesis testing model, the informed AD is assumed to
use the optimal hypothesis testing strategy to achieve the minimal error probability
as

a(n,y"(s)) = nin {po - Dy g (A7) + P1 - Pynin, (An) }

where A,, and AS denote the decision regions for hy and hy of the AD. Correspond-
ingly, following the privacy-preserving objective, the EMU uses the optimal energy
management policy which maximizes the minimal error probability of the AD as

a(n.s) 2 max {a(ny" ()} (5.27)

The following study on the optimal privacy-preserving performance focuses on
the asymptotic exponential decay rate of the maximum minimal error probability.

To this end, Chernoff information is introduced first. The Chernoff information
of a probability distribution P(Z) from another distribution Q(Z) is defined as

C(P(2),Q(2)) = max {C.(P(2),Q(2))},

0<7<1

where C,(P(Z),Q(Z)) is defined as

C.(P(2),Q(Z)) = —log <Z PT(Z)QIT(Z)> :

zEZ
The convexity of Chernoff information is shown in the following propositions!.

Proposition 5.1. Given 0 < 7 < 1, the function C.(P(Z),Q(Z)) is jointly convex
in P(Z) and Q(Z).

Proof. Given 0 < 7 < 1, the function C.(P(Z),Q(Z)) is related to the Rényi
divergence D, (P(Z)||Q(Z)) as

C-(P(2),Q(2)) = (1 —7)-D-(P(2)[|Q(2))
The convexity of C.(P(Z),Q(Z)) follows from the convexity of Rényi divergence
[58, Theorem 11] and the positive scaler 1 — 7.
If r=1,
Ci1(P(2),Q(2)) = —log (P ({z € Z|Q(z) > 0})) = Do(Q(2)||P(2)).
In this case, the convexity of C1(P(Z),Q(Z)) follows from the convexity of the 0-th

order Rényi divergence. O

Proposition 5.2. The Chernoff information C(P(Z),Q(Z)) is jointly convex in
P(Z) and Q(Z).

IThese results most likely have been shown somewhere before. Unfortunately, I did not find
these literatures.



5.3. ADVERSARIAL BAYESIAN HYPOTHESIS TESTING 91

The convexity of C(P(Z),Q(Z)) follows from the convexity of C,(P(Z),Q(Z))
for all 0 < 7 < 1 and the conclusion that pointwise maximum preserves the con-
vexity [8, Section 3.2.3].

Then, define a Chernoff information rate expression pu(s) as

s . 1
pls) = inf {Wk(sﬁré?k(s) {kc(kahmpYth)}} : (5.28)

The operational meaning of p(s) is shown later. Similar to the Kullback-Leibler
divergence rate 0(s), the infimum over k in the definition of the Chernoff information
rate u(s) is taken at the limit k& — oo, as shown in the following lemma.

Lemma 5.3.

. . 1
u(s) = lim inf {kC(pyk|ho,pykhl)} .

k—o00 vk (s)elk(s)

Proof. Given any n, | € Z,, as defined before, (y"(s),~!(s)) is an energy man-

agement policy satisfying the average energy constraint over an (n + [)-slot time
horizon.

7n+z(s§2£n+l(s) {C(pyn+l‘h07pyn+l|h1)}

< inf C(pyn , Py
= <w(s),wl<s>)ern(s>xrl<s){ (v eting, Pyt ) }

(@)

inf Cr (Dynines Py C, :
(,-‘/71.(5)7,yl(s):l)rér‘1z(s)XFl(S) {0213%(1{ (pY |ho» PY |h1) + (le|ho leh1)}}

< 1 n n
= (w(s),yl(s)l)rgrn(s)xrz(s) {orgf%(l {CrPyring: Pynin) } + 021 {C"(pylh“’pmhl)}}

= i f C n n i f C
'y"(sﬁrell_‘”(s) { (py lhos PY |h1)} + yl(s;grl(s) { (pyl\hmpthl)} )

where (a) follows from the independence property pyn+in, = Pyn|n; - Pyt|n, for

j = 0,1 satisfied by the energy management policy (7"(s),7'(s)). Therefore, the

sequence of inf_x(g)crk(s) {C(pyklh(),pyk'hl)} is subadditive. Then, Lemma 5.3 fol-
lows from Fekete’s lemma. O

The operational meaning of the Chernoff information rate p(s) is shown in the
following theorem that the asymptotic exponential decay rate of the maximum
minimal error probability is characterized by p(s).

Theorem 5.5. Given s > 0,

1 1
lim — log = pu(s). (5.29)

n—oon  an,s)
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Proof. Given any k € Z. , v*(s), and the resulting DYk |ho> PY*|hy» as defined before,
7" (s) is an energy management policy which repeatedly uses v*(s) for I times
and satisfies the average energy constraint over a kl-slot time horizon. From the
optimality in the definition (5.27) and the theorem [12, Theorem 11.9.1], it follows
that

1

1 1
log < lim logW = EC(pYHhoakalhl)'

lm sup 77108 sy = 0 g

l—o0 kl

For k(I — 1) < n < ki, the following inequality holds as
a(kl,s) < a(n,s) < a(k(l—1),s).

It follows that

lim sup — log ! < limsup M1 log L
n—so0 a(n,s) = oeo k(l 1)kl " alkl,s)
= limsup — log L
oo KL T a(klys)

1
< EC(pywho,pykml)a

for all k € Z, and v*(s). Therefore, u(s) is an upper bound on the asymptotic
exponential decay rate of the maximum minimal error probability:

1
lim sup — log < u(s). (5.30)

n—oo N (TL, S)

Given any n € Z., suppose that v"*(s) leads to pj.., Iho p;"lhl’ and achieves a(n, ).
An optimal hypothesis testing strategy of the AD is a deterministic LRT [59] with
p;n\hg (y")

b1
A* = yn e 2o AL L
" { Py, (™)~ Po

Based on the optimal deterministic LRT of the AD, the maximum minimal error
probability a(n, s) is equivalently expressed and upper bounds on it are derived as
follows. For all 0 < 7 <1,

)= 3 min (Do Do, (0") 1+ B, ) }

1— 1
< Z PO PYnine ") o1 T P%Zl( y")
1
< S )

yreyn
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Therefore,

1 1 *1—7

J— _ *T n n
n % a(n,s) T notra log y%yﬂpy”\ho(y Py i, (")

Y

1 % *
= Ec(pynmovpymhl)

) 1
> inf {C(pynmoapY"lhl)} .

y(s)elr™(s) (N

In the asymptotic regime as n — oo, it follows that

R | . . 1
hnrglgf n log aln, s) > nh_g}o w(sﬁlelfén(s) {nc(pynhmpynhl)} = pu(s), (5.31)
where the final equality follows from Lemma 5.3.

The inequalities (5.30) and (5.31) jointly lead to Theorem 5.5. O

Over a finite time horizon, the prior distribution of the hypothesis determines
the test threshold of the optimal LRT of the AD, and further determines the expo-
nential decay rate of the maximum minimal error probability. However, as shown in
Theorem 5.5, it is not the same when evaluating the asymptotic exponential decay
rate of the maximum minimal error probability over an infinite time horizon.

Remark 5.4. The asymptotic exponential decay rate of the mazximum minimal
error probability does not depend on the prior probability distribution of the binary
hypothesis.

In the following, the asymptotic optimal privacy-preserving performances of
the memoryless hypothesis-aware policy and the hypothesis-unaware policy with
memory are characterized under the adversarial Bayesian hypothesis testing.

Memoryless hypothesis-aware policy

When the EMU uses the optimal privacy-preserving memoryless hypothesis-aware
policy under the adversarial Bayesian hypothesis testing, the achieved maximum
minimal error probability is denoted by

ar(n,s) = ﬂ”é?gﬁi(s){a(n,w”(s))}. (5.32)

Define a Chernoff information rate pr,(s) similar to p(s) as

1
£ inf inf — , . .
pr(s) klenZ+ {Wk(s;felnk(s) {kc(kahoaka|h1)}} (5.33)

Following the proof of Theorem 5.5, it can be similarly shown that the asymptotic
exponential decay rate of the maximum minimal error probability is specified by
the Chernoff information rate expression pr,(s) when the EMU uses the optimal
privacy-preserving memoryless hypothesis-aware policy.
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Corollary 5.4. Given s > 0,

1 1
lim —log ——— = . 5.34
i log pr(s) (5.34)

The two single-letter expressions defined in the following will be used to char-
acterize upper and lower bounds on the asymptotic exponential decay rate of the
maximum minimal error probability (or equivalently the Chernoff information rate

p(s))-

Given 8, § > 0 and 0 < 7 < 1, define v, (8, §) as

v.(5,3) = min o {CT(py|h0,py‘hl)} ; (5.35)
(PY X, ho Py | X,hq JEP(5,3)

and define a single-letter Chernoff information v(s, §) as

— -\ A .
v(s,5) = min C , . 5.36
( ) (PYlX,hO7PY\X,h1)e’P(§ﬁ§){ (pY\ho pY|h1)} ( )

Lemma 5.4. For any 0 < 7 < 1, v.(8,8) is a non-increasing and jointly convex
function for s >0 and § > 0.

Lemma 5.5. v(s,5) is a non-increasing, continuous, and jointly convex function
for s >0 and 5 > 0.

The proofs of Lemmas 5.4 and 5.5 use the same arguments as the proof of
Lemma 5.2 and are therefore omitted.

Lemma 5.6. Given s > 0, the Chernoff information rate ur,(s) has single-letter
upper and lower bounds as

Jnax, {v-(s,8)} < pn(s) <wv(s,s). (5.37)

Proof. For any 0 < 7 < 1, k € Z,, 7¥(s), and the resulting Dy*|hos Py*|n,, the
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Chernoff information rate %C(pyk‘ho,pyklhl) is lower bounded by v, (s, s) as

1
%C(pYHhmpY’ﬂhl)

1
= k0<f€<1 {C (PYk|h07PYk|h1)}
1
ECT (Pyk|hg PY* |1y )

vV

S
G

k
1
%;CT (pyi\hmpyﬂhl) (5.38)

)

where (a) follows since the policy 7*(s) leads to Py*k|n; = Hle Py;|n; for j =0,1;
(b) follows from the definition of v, (5, 5); (¢) follows from the convexity of v, (s, 5);
and (d) follows from the non-increasing property of v, (s, 3).

Thus, for any k € Z,, 7*(s), and the resulting py«|p,, py|s,, the following
inequality holds as

) 1<
v, (E [k;(x — Y| ho)

(d)
> VT(S7 5)7

® 1
>*ZVT [Xi — Yilhol, E[X; — Yi|ha])

W

—_

7

o

k
=Y (X; = Yi|hy)
1=1

1
7 CPYEigs Py, ) 2 ax {v-(s, )},

k 0<r
since (5.38) holds for all 0 < 7 < 1. It further follows that
. . 1
pL(s) = ot {ﬂk(sgfm(s) {kC(pwmo,pmhl)}} = jnax {vr(s,s)}.

The other inequality p(s) < v(s,s) in (5.37) follows from the definitions of
pr(s) and v(s, s). O

Under the adversarial Bayesian hypothesis testing and using the memoryless
hypothesis-aware policy, a max min single-letter lower bound and a min max single-
letter upper bound on the asymptotic exponential decay rate of the maximum min-
imal error probability are obtained. In the following theorem, it is shown that the
two bounds are equal and the asymptotic exponential decay rate of the maximum
minimal error probability can be specified by the single-letter Chernoff information
v(s,s).

Theorem 5.6. Given s > 0,

ur(s) = v(s,s). (5.39)
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Proof. Given s > 0, the lower and upper bounds shown in Lemma 5.6 can be
specified by a max min expression and a min max expression as

max {vr(s, s max min C , ,
0<r { T( )} 0<r<1 {(pYX,h,O;pY|X,h1)EP(575) { T(pY|ho pY}n)}}
v(s,s) = min max {C,(p D }
( ) (Py X, Py | X0y )EP(5,5) {O<'r<1{ Y |ho Y‘}u)}

If 7 is fixed, Cr(py|n,Py|n,) is a jointly convex function in py|x n, and py|x,a,,
which follows from the convexity of C,(-,-) shown in Proposition 5.1 and the
convexity-preserving composition rule in [8, Section 3.2.4]. If py|x p, and py|x n,
are fixed, py|p, and py |, are fixed, and Cr(py|n,,Py|n,) is a concave function in
7, which follows from the result [58, Corollary 2].

From von Neumann’s minimax theorem [49], it follows that

jnax, {v-(s,8)} =v(s,s). (5.40)
Lemma 5.6 and (5.40) jointly lead to Theorem 5.6. O

Remark 5.5. Given s > 0, the asymptotic exponential decay rate of the mazimum
minimal error probability limn_ﬂxilogﬁns) can be achieved by a memoryless
hypothesis-aware policy which uses the same single-slot policy (p;‘/‘X ho’p;|X hl)

corresponding to the optimizer of v(s, s) at all time slots.

Hypothesis-unaware policy with memory

In this section, hypothesis-unaware policy with memory, the “counter” case of mem-
oryless hypothesis-aware policy, is considered. When the EMU uses the optimal
privacy-preserving hypothesis-unaware policy with memory under the adversarial
Bayesian hypothesis testing, the achieved maximum minimal error probability is
denoted by

on(n.s) 2 max  {a(n.p" (). (5.41)

Define a Chernoff information rate py(s) as

1
£ inf f — : : 42
pv(s) k1€nZ+ {pk(S)l Ly {kc (pyk|hmpwh1)}} ) (5.42)

which characterizes the asymptotic exponential decay rate of the maximum minimal
error probability as shown in the following corollary.
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Corollary 5.5. Given s > 0,

1 1
lim —log ——— = . A4
B 18 ity — MO (>4

Under the adversarial Bayesian hypothesis testing, the following theorem com-
pares the asymptotic privacy-preserving performances of the optimal memoryless
hypothesis-aware policy and the optimal hypothesis-unaware policy with memory.

Theorem 5.7. Given s > 0,

v (s) < (s, s). (5.44)

The proof idea of Theorem 5.7 is similar to that of Theorem 5.3 through con-
structing a two-phase hypothesis-unaware policy with memory which first learns the
correct hypothesis, and using the asymptotic privacy-preserving performance of the
constructed policy to relate un(s) with v(s, s). The complete proof of Theorem 5.7
is presented in the appendix of this chapter.

Remark 5.6. Under the adversarial Bayesian hypothesis testing and in the asymp-
totic regime, the optimal privacy-preserving memoryless hypothesis-aware policy
cannot outperform the optimal privacy-preserving hypothesis-unaware policy with
memory.

Asymptotic privacy-preserving guarantee

As shown in Theorem 5.5, Corollaries 5.4 and 5.5, the asymptotic exponential decay
rate of the maximum minimal error probability of the AD can be specified by a
Chernoff information rate. Similarly, the numerical evaluation of u(s) or um(s)
is difficult. On the other hand, v(s,s) provides an upper bound on the optimal
asymptotic exponential decay rate. Hence, the single-letter Chernoff information
v(s, s) is used as an asymptotic privacy-preserving guarantee under the adversarial
Bayesian hypothesis testing.

While solving the optimization problem in (5.36) leads to the asymptotic privacy-
preserving guarantee, the energy supply alphabet ) can be arbitrarily large which
means a highly complex optimization problem. The following theorem shows that
the alphabet ) can be limited to the alphabet X which typically corresponds to a
set of limited number of appliance operation modes. This result can greatly simplify
the numerical evaluation of the asymptotic privacy-preserving guarantee.

Theorem 5.8. The energy supply alphabet can be limited to the energy demand al-
phabet under both hypotheses without loss of optimality for the evaluation of v(s, s).
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Proof. Suppose that v(s,s) = C(p;lho’p;‘hl) is achieved by py. v, and py x ), -
Let X = {x(1)7...,$(||,’y”)} with Ty < T(k) if i < k. Consider the following
quantization operation which maps y to §:

| ze), ty € (@u-1, @) 122
r(y), if y €[0,2)]

It can be verified that PY Xkt PV X 0 satisfy the instantaneous and single-slot
average energy constraints. From the optimality in the definition of v(s,s), it
follows

v(s,s) = C(p;(/|h0ap§/|h1) < C(PY\hO»Ple)'
In addition, from the data processing inequality of Rényi divergence [58, Theorem
9], it follows
v(s,s) = C(p;movp;\hl)

T o1 {Cf(p;lho’p;\hl)}

— e { o {0 70D 5% 55} Dol 1) |

v

waox { gna, {(1= 70D+ Ips10,)} Dol 51, |

= ux, {C oy, 2y

= C(thoapf/\hl)-

Therefore,
V(575) = C(pf/‘hoapf/ml)a

and the energy supply alphabet under both hypotheses can be constrained to X
without loss of optimality. O

5.4 Numerical Example

Binary demand

This example is with binary energy demands X = {0,2}. Based on Theorem 5.4
or Theorem 5.8, it is sufficient to consider the binary supply alphabet Y = {0, 2}.
Denote px|p,(0) by p and px|s, (0) by p.

Under the adversarial Neyman-Pearson test, the asymptotic privacy-preserving
guarantee, ¢(s, s), is shown in Figure 5.2 for different values of p and p. Confirming
the claim in Lemma 5.2, it can be observed that ¢(s, s) is convex and non-increasing.
When s = 0, = y under both hypotheses and $(0,0) = D(px/n,||px|s,)- Intu-
itively, it is more difficult for the AD to identify the hypotheses when they lead to
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\ ---p=02,p=0.38
0.8+ —Dp= 0.2712 =0.75H
\\\\ p=02,p=07
0.7 ‘o ---p=08,p=0.2 |
NN —p=0.75,p=0.2
0.6r pGS p=0.7,p=0.2 |
12

Figure 5.2: Asymptotic privacy-preserving guarantee ¢(s, s) for a binary demand
model under different settings of p, p.

0.25

0.2r

0.15¢

v(s,s)

0.1r

0.05¢

Figure 5.3: Asymptotic privacy-preserving guarantee v(s,s) for a binary demand
model under different settings of p, p.
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Figure 5.4: Asymptotically optimal memoryless hypothesis-aware instantaneous
policy under the settings of p = 0.2, p = 0.8.

more similar energy demand profiles. It can be observed in Figure 5.2 that ¢(s, s)
decreases as p (resp. p) gets closer to the fixed p (resp. p). Another interesting
observation is that ¢(s,s) curves for different settings of energy demand statistics
(p,p) might intersect. This means that, to achieve a privacy-preserving guaran-
tee, a lower RES average energy generation rate is required for (p,p)(a) than that
for (p,p)(s); while to achieve anther privacy-preserving guarantee, a higher RES
average energy generation rate is required for (p, p)(a) than that for (p, p)ms).

Under the adversarial Bayesian hypothesis testing, the asymptotic privacy-
preserving guarantee, v(s, s), is shown in Figure 5.3 for different values of p and p.
Confirming the claim in Lemma 5.5, the asymptotic privacy-preserving guarantee
v(s, s) is a convex and non-increasing function of s. From the same argument that
more similar energy demand profiles make the AD more difficult to identify the hy-
potheses, it follows that v(s, s) decreases as p gets closer to the fixed p. Note that the
“opposite” settings, (p = 0.8,p = 0.2), (p = 0.75,p = 0.2), and (p = 0.7,p = 0.2),
are not presented here since they lead to the same privacy-preserving guarantee
curves as presented in the figure.

From the numerical result, the RES average energy generation rate needed to
guarantee a certain privacy-preserving performance can be determined.

Figure 5.4 shows the asymptotically optimal memoryless hypothesis-aware in-
stantaneous policy which achieves the privacy-preserving guarantees ¢(s,s) and
v(s,s) under the settings of p = 0.2 and p = 0.8. The instantaneous constraint has
determined that py, x, n,(0[0) = 1 and py,|x, »,(2/0) = 0 for all j € {0,1}. Note
that it is generally not true to have a memoryless hypothesis-aware instantaneous
policy which achieves both ¢(s, s) and v(s, s).
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5.5 Summary

In this chapter, two adversarial hypothesis testings are considered for the smart
meter privacy problem. The asymptotic privacy-preserving performances are char-
acterized.

When the adversarial Neyman-Pearson hypothesis testing is considered, asymp-
totic optimal privacy-preserving performance can be characterized by a Kullback-
Leibler divergence rate. In the worst case scenario where the Type I probability
of error upper bound is close to one, a single-letter Kullback-Leibler divergence is
obtained for the asymptotic exponential decay rate of the maximum minimal Type
II probability of error if the privacy-preserving memoryless hypothesis-aware policy
is used; and the privacy-preserving memoryless hypothesis-aware policy is shown
not to outperform the privacy-preserving hypothesis-unaware policy with memory
since the EMU can learn the correct hypothesis through a sufficiently long energy
demand sequence with an arbitrarily small probability of error. Without loss of
optimality, the energy supply alphabet can be constrained to the energy demand
alphabet for the evaluation of the single-letter-divergence privacy-preserving guar-
antee, which can simplify the problem and the numerical simulation. Furthermore,
the construction of the optimal privacy-preserving memoryless hypothesis-aware
policy is shown.

When the adversarial Bayesian hypothesis testing is considered and the pri-
vacy leakage is measured by the minimal error probability of the AD, similar re-
sults about the asymptotic optimal privacy-preserving performances are obtained
as these for the adversarial Neyman-Pearson hypothesis testing by substituting
Kullback-Leibler divergence with Chernoff information.
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5.6 Appendix

Proof of Theorem 5.3

Proof. Let o(n) £ |logn], ¢(n) = [logn| + 1, and g(n) £ n — |logn|. Choose any
0 € (0,s), w € (0,s), and Type I probability of error upper bound &’ € (max{0,1 —
min{D(px|n, ||[Px]h: ), ﬁ}}, 1). Thenset £ =1—¢ and ¢ = § —maxX - & Tt
can be verified that 0 < & < D(px|a,||Px|n,) and 0 < ¢ < 0. These parameters are
used to construct a hypothesis-unaware energy management policy with memory
pp over an n-slot time horizon, which consists of two successive phases.

o(n)-slot learning phase. The goal of the EMU is to learn the correct hypothesis
at the end of the first phase. To prevent privacy leakage during the learning phase,
identical instantaneous energy management policies are used at all time slots as:

y; = pi(z;) =min X, Vi < o(n), Vz; € X.

Based on the observations of energy demands z°(™, the EMU makes a decision H:

)

a { ho, if z° € Ag(n)(pxmoﬂpxml)

h1, otherwise

where Ag(n) (Px|ho|lPx|n, ) denotes a relative entropy typical set as defined in [12]

and any sequence z°(") € Ag(n) (Px|hoIPx|n, ) satisfies

L 0g Dot (7))
o(n) Dxom) |hy ($0(n))

—D(pxnollPxn,)| <€

The EMU can make a wrong decision. Let pe = 1 — pxotn |, (Ag(n) (DX o lIPx |1y )

denote the Type I probability of error and ps = pxotm |, (Ag(n) (Px|holIPx R, ) de-
note the Type II probability of error for the EMU.

q(n)-slot privacy-preserving phase. Depending on the decision H in the learning
phase, identical instantaneous energy management policies are used at all slots of
the second phase as follows.

If H = hy (resp. H = hi1) and for all ¢ € {¢(n),...,n}, p; corresponds to the
optimizer py| . (resp. p;\x,hl) of ¢(s — 8,8 —w).

The instantaneous constraint is always satisfied by the proposed energy manage-
ment policy pp. Next, the average energy constraint is checked. Under hypothesis
ho (resp. hy), if a correct learning is achieved, the instantaneous energy manage-
ment policies used in the privacy-preserving phase guarantee that the single-slot
average energy upper bound s — § (resp. s — w) is satisfied at all time slots of this
phase; otherwise, bounded violation of the single-slot average energy constraint
might happen at all time slots of the privacy-preserving phase. When n is suffi-
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where (a) follows since ps < § when o(n) is sufficiently large [12, Theorem 11.8.2];
(b) follows since ¢ — @ max X > 0 when n is sufficiently large; (c) follows since
pe < e~ ) (P@xngllPx17)=€) 12, Theorem 11.8.2]; and (d) follows since A(n) < 0
when n is sufficiently large.

Therefore, pj; is an energy management policy which satisfies the average energy
constraint in (5.2) when n is sufficiently large. Then, it follows that

l"fll >1"f11 7>1"f11 _
whee g(n) F Blnepn) T moee o P B(n,epp) T nose nC Ba(n,es)]
(5.45)
where the first inequality follows from ¢(n) < n; and the second inequality follows
since the constructed energy management policy pp is not necessarily optimal for
all sufficiently large n.

From the point of view of the informed AD, the observations y°("™ in the learning
phase do not reveal any information about the hypothesis. Therefore, the strategy
of the AD only depends on the observation statistics in the privacy-preserving phase
Pyz Iho and Py - Then, the term ﬁlogm in (5.45) represents the
exponential decay rate of the minimal Type II probability of error in the privacy-
preserving phase. With the energy management policy pp specified above, the
energy supply sequence in the privacy-preserving phase is a mixture of the i.i.d.
sequences Y" |H ho, H = hy and Y \H h1, H = hp under hypothesis hg, or

a mixture of the ii.d. sequences Yg(ln |H = hi,H = h; and chn |H = ho, H =My
under hypothesis h;. The probability distributions are

c(n)IhO (yf‘(n)) = (1 - pé) : pY:E’")|H:h07H:hU (y:}(n)>
+ pe- pyvzn)uflzhl,H:ho (y&m) )
Pyl (yé’<n>) = (L=pe) Py = =ny (y&"))
+ De - pYﬁn)lﬁ:hmH:hl (yc(")) ’
Define

n 1 Y |ho (y?(n))
B(R,n) 2yt o log o) <R
q pYL?E")|h1 (y?(n))

)

and
K(R) £ lim SUp Py jho (B(R,n)).
n—oo
From the information-spectrum results [10, Theorem 1], [19, Theorem 4.2.1], it

follows that )

5(7%5'&3) .

sup{R|K(R) < ¢’} > liminf

log

(5.46)
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In the asymptotic regime as n — oo, Ygzn)|h1 can be seen as the i.i.d. sequence
YC’(Ln)\fI = hi, H = hy since limy,_,o0 pe < lim,,_o e~ (P@ximollPxin) =8 = 0
Based on the case study [19, Example 4.2.1], the upper bound sup{R|K(R) <
€'} is characterized by the divergences D1 = D(pyg_p, m—n, [Py r=n, mr—n,) and

Dy = D(py\ﬁ:hl’H:hJ‘pYIH:hl,H:hl) as follows.
If Dy > Do,
D(py\ﬁzho,tho||py|ﬁ=h1,H=h1) > sup{R|K(R) < &'};

otherwise, since 1 —pz: >1— €& =¢" as n — oo,

D(py‘f[:hmH:hO||pY|fI:hl,H:h1) = sup{R|K(R) < 5/}-

Then, it follows that
(s —d,s —w) = D(py\ﬁ[:hoyH:ho||pY|H:h1,H:h1) > sup{R|K(R) < 5/}' (5.47)

The inequalities (5.45), (5.46), and (5.47) jointly lead to

1 1
¢(s — 9,8 —w) > liminf — log

n—oo M BM (’I’L7 5/, S) ' (548)

Given é,w € (0, s), the inequality (5.48) holds for all Type I probability of error
upper bounds ¢’ € (max {0, 1 — min{D(px|n, ||[Px]n,), ma‘%}}, 1). Therefore,

T 1
p(s—06,s —w) > 213% hnrglgf - log Bunes) O (s). (5.49)

Since the inequality (5.49) holds for all §,w € (0, s), it follows that

¢(878) = inf {¢(8 —0,8— w)} > GM(S)v

d,we(0,s)

where the equality follows from the non-increasing and continuous properties of

?(5,3). O

Proof of Theorem 5.7

Proof. Again, let o(n) £ [logn], c¢(n) £ [logn| + 1, and ¢q(n) = n — |logn|.
Choose any ¢ € (0,s), w € (0,s), and £ € (0, min {D(px|n,|[px|8: ) maéﬁ}) Then
set Y = § —max X - €. It can be verified that 0 < ¢y < 6. These parameters are
used to construct a hypothesis-unaware energy management policy with memory
pq over an n-slot time horizon, which similarly has two phases as pp.

o(n)-slot learning phase. This phase is the same as the learning phase of
pp: ldentical instantaneous privacy-unaware policies are independently used at
all slots and always require an energy supply sequence of min X regardless of the
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energy demand sequence; and the learning decision at the end of this phase is
H = 0 if the energy demand sequence z°™ is in the relative entropy typical set
Aé( n) (pXIhOHPX|h1) or is H = 1 otherwise. For the EMU, denote the Type I prob-
ability of learning error by pz and the Type II probability of learning error by
Pe-

q(n)-slot privacy-preserving phase. Depending on the decision H in the learning
phase, identical instantaneous energy management policies are used at all slots of
the second phase as follows.

If H = hyg (resp. H = hi1) and for all ¢ € {c(n),...,n}, p; corresponds to the
optimizer py| x . (resp. p%xm) of v(s — 4,8 —w).

The instantaneous constraint is always satisfied by the constructed energy man-
agement policy pg. It follows from the same analysis on ppy that the policy py
satisfies the average energy constraint in (5.2) when n is sufficiently large. Similar

o (5.45), the following inequality holds:

o 1 1 1
lim inf log > lim mf —log > lim —log ———
n—oo q(n) a(n, o n—oo M a(n, pg) n—oo n ap(n, 8)

= pm(s)-

(5.50)

Since y°(™ in the learning phase is a deterministic sequence of min X', the strat-
egy of the AD only depends on the observation Statistics in the privacy-preserving
phase Py ho and ch’Z’nﬂhl’ Then, the term q(n) log a(n ) in (5.50) represents the
exponential decay rate of the minimal error probability in the privacy-preserving
phase. With the energy management policy pg specified above, the energy sup-
ply sequence in the privacy-preserving phase is a mixture of the i.i.d. sequences
|H = hg,H = hg with a probability 1 — p; and ch |H = hi,H = hg
Wlth a probability psz under hypothesis hg, or a mixture of the i.i.d. sequences
C(n |H = hy, H = h; with a probability 1 — pg and Y |H = ho,H = hy
Wlth a probability ps under hypothesis hy. In the asymptotlc regime as n — oo,
C(n)|h1 can be seen as the i.i.d. sequence Y \H h1, H = hy since lim,, , o ps <

lim,, o0 e~ (P@xnollPx 1) =€) = (). Then, the asymptotic exponential decay rate
of the minimal error probability in the second phase can be expressed as

A |
hnlggf a(n) log = C(Py | f1=ho.H=ho Py |fi=h1,H=n,) T A(E)

=v(s—0,s —w)+ A(),

a(n, py) (5.51)

where v(s — 0, s — w) corresponds to the asymptotic exponential decay rate of the
minimal error probability in the privacy-preserving phase if p; = 0; and the term
A(&) denotes the asymptotic impact of the i.i.d. sequence Y |H = hi,H = hy
with a probability pz under hypothesis hg. The inequalities (5. 50) and (5.51) jointly
lead to

pn(s) <wv(s—4,8 —w)+ A(E). (5.52)
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Since lim sup,,_, . pz < &, the term A(¢) satisfies

lim A(€) = 0. (5.53)

Given 0, w € (0,s), (5.52) holds for all £ € (0, min {D(px|h0||px|h1),ﬁix}).
Therefore,

un(s) < V(s—5,s—w)+%i_r>%A(§) =v(s—90,s—w). (5.54)

Since the inequality (5.54) holds for all §, w € (0, s), it follows that

puv(s) < inf {w(s—4,s —w)} = (s, s), (5.55)
S,we(0,s)

where the equality follows from the non-increasing and continuous properties of
v(s,3). O






Chapter 6

Smart Meter Privacy in the
Presence of an Energy Storage

An additive noise can manipulate and hide the energy demand profile. A such noise
can be a sequence of renewable energy supplies which has been discussed in the pre-
vious chapter under assumptions of i.i.d. energy demands and an ideal renewable
energy source (RES) equipped with a sufficiently large energy storage (ES). In this
chapter, charging/discharging energy flows of a finite-capacity ES are to be opti-
mally managed to distort the meter readings and to suppress smart meter privacy
leakage. Different from the problem in the previous chapter, the finite-capacity
ES inherently introduces memory in the smart meter system, i.e., the current ES
state depends on the previous ES state, energy demand, and energy supply. Other
system memory sources are also allowed. A Bayesian hypothesis testing measure is
used to assess the privacy leakage. The optimization of energy management policy
is shown to be cast to a Markov decision process (MDP) problem framework so
that one can employ the established design algorithms.

Figure 6.1: The smart meter privacy problem in the presence of a finite-capacity
ES, where energy and information flows are represented by solid and dashed arrows,
respectively.

109
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6.1 System Model

As shown in Figure 6.1, the smart meter privacy problem is considered over an
infinite time horizon. At every time slot ¢ € {1,2,...}, denote the n-ary ran-
dom consumer behavior hypothesis by H;, the random energy demand of the con-
sumer by X;, the random ES state by Z;, and the random energy supply from the
EP by Y;. W.lo.g., consider the following finite non-negative integer alphabets:
H={0,....,n—1}, X ={0,...,u}, Z2 ={0,...,m}, and Y = {0,...,u + m}.
Assume that the initial states (Hi, X1, Z1) are generated following the joint p.m.f.
DH,,Xx,,7z,- The random hypothesis sequence H* is assumed to be a first order
Markov chain, i.e., H; is generated depending on H; 7 only and following the time-
invariant transition conditional p.m.f. pg, g, ,. The energy demand X; is gener-
ated depending on the current hypothesis and the last energy demand (H;, X;—_1)
only and following the time-invariant conditional p.m.f. px, m, x,_,- The EMU
requests an energy supply Y; from the EP depending on the current energy demand
and ES state (X;, Z;) only and following an instantaneous energy management pol-
icy v; : X x Z — Y characterized by the conditional p.m.f. py;|x, z . In this model,
there are two constraints on an instantaneous energy management policy: The in-
stantaneous energy demand z; is always satisfied; and there is no energy wasted,
ie.,

Zi +Yi — Ti = Zit1,

which leads to
Pziy1|X:,Z; (Zi +Yi — wilwi, Zi) = PY;|X:,2Z; (yi|$i, Zi)~ (6.1)

It means that Z; 1 depends on the current energy demand and ES state (X;, Z;)
only and an energy management policy ; can be equivalently characterized by
the conditional p.m.f. pz,_  |x, z,- Because of these constraints, a feasible energy
management policy ; has the following property:

If y; < max{0,x; — z;} or y; > m +x; — 25, py,x,,2,(YilTi, ) = 0, (6.2)

where the first condition indicates that the lower bound of the energy supply y;
is ©; — z; to provide the remaining energy when the ES state z; cannot satisfy
the energy demand x; solely; and the second condition indicates that the upper
bound of y; is constrained by the ES capacity. Let I' denote the set of feasible
instantaneous energy management policies satisfying (6.2).

Since the consumer behavior hypothesis is allowed to be time-variant, an in-
stantaneous privacy leakage at a time slot ¢ is considered where the meter reading
at the time slot Y; is intercepted by an AD to infer the hypothesis H; by making
a guess H;, i , it is assumed that a decision H; of the AD is made depending
on Y; only and followmg an instantaneous decision strategy characterized by the
conditional p.m.f. Pay;-
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These dependence settings can be summarized as the following equation:

Par gr xk vk zk
k k (6.3)

= PH1,X1,Z1 Hpgi‘yipmxi,zi H Pzj\X;-1,2;1PX;|H;,X; 1 PH;|H;j_1-
i=1 j=2

6.2 Bayesian Hypothesis Testing Measure of Privacy
Leakage

Following from the privacy-preserving objective of the smart meter system designer,
the AD is assumed to be informed, e.g., the AD can be a compromised manager
of the EP, and to have a full knowledge about the smart meter system statistics,
e.g., the (conditional) p.m.f:s py, x,.z,, {pHi‘Hi_l}ZT {pXi|Hi,X1‘,—1 22, and the
energy management policies {pyi X, Zi}:iy Based on the knowledge, the AD is
further assumed to always use an optimal Bayesian hypothesis testing strategy at
every time slot. Let ¢(h;, h;) denote the time-invariant decision cost of the AD
to make a decision h; when the correct behavior hypothesis is h;. These decision
costs are assigned also following the privacy-preserving design objective. As argued
before, these assumptions on the AD will lead to optimal privacy-preserving energy
management policies with a privacy-preserving performance guarantee. Given the
statistical knowledge about the smart meter system, based on [61] and Remark
2.3, an optimal decision strategy of the AD at a time slot ¢} is the following
deterministic likelihood-based test

H; = i (yi)
= argmin > vy, ilhi)pa, (hi)e(hi, hi)
hi€H  h;en
= argmin Z Pyiixs,z: (Wil Ti, 20)pm, X, 2, (hiy 4, i) e(ha, ).

hieH (hiy@i 2 )EHXXXZ
(6.4)
The corresponding minimal Bayesian risk 7;(¢;) can be expressed in terms of
PH, x,,z, and the energy management policy py;|x,,z, as

ri(¢7)
= > min > v,z Wil 2)pm, x,. 2, (hi w3, 20)e(ha, By)
yi €Y hi€H (hiyTi,zi)EHXXXZ

(6.5)

The minimal Bayesian risk r;(¢}) measures the privacy leakage at time slot i.
Intuitively, a privacy-preserving design of the instantaneous energy management
policy is to maximize the minimal Bayesian risk r;(¢}). Due to the finite capacity
of the ES and the utility constraint of always satisfying the energy demands without
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any wasted energy, the energy management policy used at a time slot will affect the
future statistics of the smart meter system, e.g., pm,_,,x,,,,2,,, partially depends on
the energy management policy ; characterized by pz, | x,,z,- Therefore, successive
independent optimization of energy management policy at every time slot does not
necessarily lead to an optimal privacy-preserving design over the considered infinite
time horizon. Instead, a privacy leakage measure over an infinite time horizon needs
to be specified.

Over an infinite time horizon and given initial statistics px, x,,z,, the privacy
leakage of energy management policies {v;};~; € '™ is measured by the accumu-
lated discounted minimal Bayesian risk as

o0

V(pr,xi,z0 1vide) & ) 87 ri(@)), (6.6)

i=1

where 0 < f < 1 is a discount factor to ensure the convergence of the measure;
the statistics {pu, x; 2z, }32, are determined by the initial statistics py, x,.z, and
the energy management policies {7;}5°,; optimal strategies {¢}}$2; and minimal
instantaneous Bayesian risks {r;(¢7)}52, of the AD are determined by the statistics
{pH, x:,z,}52, and the energy management policies {v;}$2; following (6.4) and
(6.5). From the operational perspective, the proposed privacy leakage measure V'
is applicable in the scenarios where the privacy-preserving concern degrades as time
goes on. For instance, the AD might need timely information about the consumer
behaviors; or a longer time horizon means a higher exposure risk for the AD.

6.3 Privacy-Preserving Energy Management

Problem formulation

Using the proposed privacy leakage measure, the privacy-preserving objective is
to design optimal energy management policies to maximize V: Given the initial
statistics pm, x,,2,,

{ritiZi = argmax V(pa, x,,z,{7i}i21)- (6.7)
{'\/i}?ileroc

As discussed before, the current choice of the energy management policy will affect
the future statistics of the smart meter system which in turn will affect the choices
of the future energy management policies. In the following, a brief introduction of
the MDP problem is given which can be adopted as a powerful tool to analyze the
optimization problem (6.7).

Markov decision process

Conceptual foundations of the MDP problem and the extensions can be found
in [27]. As illustrated in Figure 6.2, an MDP consists of the following elements:
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1. A set of states: s; € S,
2. A set of actions: a; € A,
3. Time-invariant state transition: pg,. |s;,4;»

4. Time-invariant rewards: {R;(s;,a;)}s;e8,a:€A-

pi(S18,a), Ri(5,a) pi(35,4), Ri(3,4)

pi(515,8), Ri(5,8)

p|(§|§,é.), Rl(éva)

pi(8l8,a), Ri(5,a) pi(35.4), Ri(5,4)

Figure 6.2: Illustration of an MDP where the state alphabet is S = {5, §}; there are
two possible actions a and a; the state transitions by using action a are represented
by blue arrows; the state transitions by using action & are represented by red arrows.
Note that a simplified notation p; is used to denote pg,_,|s, 4, in the illustration.

At a time slot 4, denote a (randomized) policy by §; which maps a state obser-
vation s; to an action a; following the corresponding conditional p.m.f. py,|s,. Let
A denote the set of feasible policies. An MDP problem over an infinite time hori-
zon is to find optimal policies {d}}$2; which maximize an expected accumulated
discounted reward:

{072, = argmax J(s1,{0:};2,), (6.8)

where s; € S denotes the initial state; the expected accumulated discounted reward
is

J(Sl, {51}?21) =E Zai_lRi(Si, (51(51)) ; (69)

and the discount factor « satisfies 0 < o < 1. Given an initial state s; € S, denote
the maximum expected accumulated discounted reward by J*(s1), i.e., J*(s1) =
J(s1,{6; }721)-

At time slot k£ and given a state observation s; € S, a Bellman equation can be
formulated as

J*(sk) = ggﬁRk(Smak) ta- Z T (Sk+1) " PSii115k Ax (Skt1[8k, ax). (6.10)
Sk+1€5
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Then, an optimal policy ¢; at time slot k is a deterministic map: Given s, € S,

07 (sg) = arg mjx Ry (sk,ar) + - Z J*(8k41) " PSpir |0, A (Sk41(Sks ax). (6.11)
k€ Sk+1€S

Since the reward function and the random state transition are time-invariant, the
optimal policy is also time-invariant. The solutions of {J*(s1)}s,es and {§7}52, can
be obtained through a value iteration algorithm or a policy iteration algorithm [27].
The value iteration algorithm is presented in Algorithm 6.1.

Algorithm 6.1 Value iteration algorithm.

1: input a reward vector [J*(s(1)), ..., J*(s5(s)]-

2: while the update of reward vector does not satisfy convergence criterion do
3 forte{l,...,||S||} do

4:

J(S(t)) — ggﬁRi(S(t),ai) + a X;S J*(8i+1) 'pSi+1|Si,Ai(5i+1|3(t)7ai)
Si41

5;(5@)) < arg H}fx Ri(s(t)a a;) + o E J*(8i+1) 'pS¢+1|Si,Ai(51i+1|5(t)v a;)
a; €
4 5i+1E€ES

J*(S(t)) < J(S(t)).

5. end for
6: end while
output: the updated reward vector [J*(s(1)), ..., J*(5(|s))))] and the policy vector

(07 (5(1))s - -5 07 (5(1811))]

Identification of Markov decision process elements

In the following, it is shown that the energy management of the smart meter system
can be identified as an MDP.
From the settings in Section 6.1, it follows that

PH 1, Xi41,Zi41|Hi, X5,2Z; = PZi1| X3, Z: P X1 | Hig 1, Xi PH; 1 |H; - (612)

Since the p.m.f. Dz,,1|X,,2; Tepresents an energy management policy 7;, the tran-
sition from (H;, X;, Z;) to (H;y1, Xit1, Zi+1) depends on the used energy manage-
ment policy. On observing pg, x,,z,, if an energy management policy characterized
by pz,..|x,,z: is used, the EMU can determine (observe) pm, ., x,,,,2,,, a8

PHi 1, Xiv1,Zip1 = (pZi+1\Xi,Zz‘pXi+1|Hi+1,XipHi+1|Hi) OPH;, X, Zi» (613)

where “o” denotes the composition operation.
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From (6.5), the minimal Bayesian risk r;(¢}) is in terms of the energy manage-
ment policy characterized by py,|x,, z, and the statistics py, x; z,-

These observations indicate an MDP formulation of the energy management
of the smart meter system. In the following discussion, there is a little abuse of
notation.

Proposition 6.1. The energy management of the smart meter system can be seen
as a belief state MDP.

Explicit identification of elements of the belief state MDP is still required and
is shown in the following constructive proof of Proposition 6.1.

Proof. Elements of the belief state MDP are identified as:
1. A set of states: s; = (hj, @i, 2;) and 5, ES=H X X X Z,
2. A set of belief states: b, = pu, x,,z, and b; € B,
3. A set of actions: a; = py;|x,,z, and a; € T,
4. Time-invariant belief state transition:

]., lf bi+1 = pSiJrllSi [¢] bz

0, otherwise

)

DBy |BiA; (biv1|bi, ai) = {

where DS;118i = PZi1| X, Z:PX, 1 |Higr , X PH; 41 | H; and Pz Xi,2; Can be sub-
stituted by a; according to (6.1),

5. Time-invariant rewards: {R;(D;, a;)}v;eB,q;er where R;(b;, a;) = ri(¢F).

O

A belief state here denotes a probability distribution of the state. An action in
the belief state MDP is an energy management policy. A reward is the minimal
Bayesian risk of the AD. Different from the introduced basic MDP, the reward in
the belief state MDP depends on the belief state instead of the observation of state;
the belief state transition is deterministic given a current belief state and a current
action.

The belief state MDP formulation of the energy management in the smart meter
system implies that standard methods can be used to obtain or to approximate
optimal privacy-preserving energy management policies for the problem (6.7).
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Optimal privacy-preserving energy management

For the belief state MDP problem, denote a (randomized) policy §; which maps
a belief state b; to an action a; (or equivalently an energy management policy ;)
following pa, B,. Let A be the set of feasible policies. Given an initial belief state
b1 € B, consider the following belief state MDP problem:
{07121 = argmax J(by, {0:}2y), (6.14)
55}?21€A°C

where the expected accumulated discounted reward is

J(b, {6:}21) =E | > B 7' Ri(Bi, 6:(By)) | - (6.15)

i=1

Theorem 6.1. The belief state MDP problem (6.14) is equivalent to the optimiza-
tion problem (6.7).

Proof. For the belief state MDP problem (6.14), it is sufficient to consider deter-
ministic time-invariant optimal policies {47 }5°; at all time slots. Let AP denote
the set of deterministic policies. Then the belief state MDP problem (6.14) can be
equivalently rewritten as

{5: ;.il = argmax J(b17 {61}2021)7
{8:}52,€AP>

where the expected accumulated discounted reward reduces to
T(b1,40:3321) = Y B Ri(bi, 6:(by)).
i=1

It means that the optimization of an energy management policy -; depends on
the statistical information pg, x, z, only. Compared with the belief state MDP
problem, the privacy-preserving optimization of 7; in (6.7) depends on all avail-
able statistical information pm, x, 7z, and {v; 3;11 Note that pw, x,,z,, {7; ;;11
jointly determine {pu, x; z, }§‘=1§ and the optimization of the remaining energy
management policies {7;}32; depends on pp, x, z, only. It means that the privacy-
preserving optimization of «; in (6.7) depends on the sufficient statistic py, x,.z,.
Therefore, the belief state MDP problem and the privacy-preserving optimization
problem are equivalent: v = af = 67 (bf) and J(b1,{0;}52,) = V (b1, {7} }2,). O

Given by € B, let J*(b1) = J(b1, {6:}52;). From Bellman’s principle of optimal-
ity [5], it follows that for all k > 1 and b, € B

J*(b) = max Ry, (bx, ax) + 5- > T (bks1)PBy 1 1Br.Ar (brra bk, ak)
@k bk+1€B
= max Ry, (bk, ar) + B - J* (024111 X0, 20 PXpsr | Hipr, X PHyia | Hy,) © Ok),
ap€el ———

(2

(6.16)
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and

65, (bi) = argmax Ry, (b, ax) + B J* (P2, 111X, 20 PXysr | Hipr, Xe PHy 1 | Hi ) © bio)-
apel’ N———
ag

(6.17)
From the same arguments, the optimal policies {6}$2; of the belief state MDP
problem (6.14) are time-invariant and deterministic maps. Generally, solving the
Bellman equation (6.16) is computationally complex due to the infinite alphabets
of belief state and action. An approximation idea is to use some discretization
procedure, e.g., using a-vector algorithm [51] by discretizing the action domain,
using value iteration algorithm by discretizing both the belief state and action
alphabets.

Remark 6.1. With the time-invariant deterministic optimal policies {6} }2,, the
optimal privacy-preserving energy management policies {y*}2, of (6.7) can be de-
termined as follows: At the first time slot, the optimal energy management policy
18

’Yf = 5I(pH1,X1721);

determine belief state in the beginning of the second slot as

* _ * .
PH; X5,2, = (pZ2|X1,Z1 pX2|H2,X1pH2|H1) OPH1,X1,Z15
———

*

71

repeat the same steps at the following slots.

Instantaneous optimal energy management

Due to the computational complexity of the formulated belief state MDP problem,
an instantaneous optimal energy management is also considered. At every time slot,
an energy management policy is used to suppress the instantaneous privacy leakage
through maximizing the minimal Bayesian risk of the AD without a concern about
the impact on the further privacy leakage. At time slot i, denote an instantaneous
optimal policy by 51# which maps a belief state b; (or equivalently pp, x, z,) to an
action a; (or equivalently an energy management policy ;) as

67 (b;) = argmax R;(b;, a;). (6.18)
a; el

The problem (6.18) is not a convex optimization. However, it can be rewritten as
a set of linear programming problems as discussed in the following.

From (6.4), an optimal decision strategy ¢: for the AD at time slot ¢ is a
deterministic likelihood-based test. Thus, it is sufficient to consider a deterministic
strategy for the AD. There are | = ||H|[IYll = nu+™+1 deterministic hypothesis
testing strategies mapping from ) to H. Let ¢(;) : ¥ — H with j € {1,...,1}
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denote the j-th deterministic decision strategy of the AD. Given a belief state b;
and a deterministic decision strategy ¢;), define a subset of I' as

Ly (bs)

£ { (yzv ) EY XH, Z { () (i), hi) — C(iL“hz))az(yz|xzazz)bz(sz)} < 0}-

5; €S
From the definition, the subset I'(;)(b;) consists of actions (or equivalently energy
management policies), any of which jointly with the given belief state b; leads to
that the deterministic strategy ¢(; is an optimal strategy ¢; of the AD. It is obvious
that a subset I'(;)(b;) is defined by linear constraints on a;. In addition, it can be
verified that J’_, T'(j(b;) =T.
The non-convex optimization problem in (6.18) can be rewritten as

6%(b;) = max argmax R;(b;,a;) ¢ - (6.19)
j€{17”'vl} a,;EF(j)(bi)

Proposition 6.2. All inner optimizations of (6.19) are linear programmings.

Proof. For the j-th inner optimization in (6.19), the objective R;(b;,a;) is maxi-
mized over a subset I'(;(b;). From the definition of I'(;)(b;), the objective in the
j-th inner optimization can be specified as

Ri(bi,ai) =Y Y {eldy) (i), ha)ai(yilwi, 2:)bi(s:) } -

Y; €Y s, €S

It is obvious the specified objective is a linear function of a;. In addition, the
subset I'(;y(b;) is defined by a set of linear constraints on a;. Therefore, any inner
optimization in (6.19) is a linear programming to maximize a linear objective of a;
subject to a set of linear constraints on a;. O

Using standard methods, the inner linear programmings can be efficiently solved.
The outer optimization of (6.19) simply compares the results of the inner optimiza-
tions to determine the maximum instantaneous minimal Bayesian risk of the AD
and the action 51#(51)

Remark 6.2. The instantaneous optimal policies {5#} 2, are time-invariant.

Remark 6.3. With the time-invariant instantaneous optimal policies {5 12, the

instantaneous optimal privacy-preserving energy management policies {7#} 2, can
be determined successively as follows: At the first time slot, the instantaneous op-
timal energy management policy is

/7# = 6#(pH1,X1;Z1>;
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Table 6.1: Parameter settings of the numerical example.

parameter \ value

n 2

U 1

m 1

B 0.5

¢(0,0) = ¢(1,1) 0
¢(0,1) = ¢(1,0) 1
pHi\Hi—l(()'O) 0.9
pHi\Hi—l(OH) 0.2
pXiIH'i7Xi—1(O|O7O) 0.7
pXiIH'i7Xi—1(O|O7 1) 0.3
pXiIH'i7Xi—1(0|17O) 0.7
pXilH'i7Xi—1(0|17 1) 0.3

determine belief state in the beginning of the second slot as

# _ (7 .
P, x0,2, = (;DZZ|X1,Z1 pX2|H2,X1pH2|H1) O PH,,X1,Z15
—_——
#
Y1

repeat the same steps at the following slots.

6.4 Numerical Example

Here, a simple numerical example shows the privacy-preserving improvement of
optimal energy management policies compared with instantaneous optimal energy
management policies. The parameter settings of the smart meter system are listed
in Table 6.1.

Since the belief state alphabet B is infinite, an approximation used here is to
consider a finite number of discrete belief states as listed in Table 6.2. Here, the
initial belief state pm, x, z, can be the 12-th belief state b(;2) or the 19-th belief
state b(19). With the finite number of discrete belief states, the value iteration
algorithm can be reduced to a set of linear programmings.

In Figure 6.3, the i-th square/circle is J¥(by) = >y Bk_le(bk#Jf(bk#))
which denotes the accumulated discounted minimal Bayesian risk of the AD until
time slot ¢ by using instantaneous optimal policies. A solid line represents J*(b;)
by using optimal privacy-preserving energy management policies over the infinite
time horizon. For this example, the numerical results indicate that the instan-
taneous optimal energy management policies can approach the privacy-preserving
performance of the optimal energy management policies asymptotically.
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Table 6.2: Discrete belief states.

index \ non-zero probability \ value
b PH,, X,z (1,1,1) 1
b(g) le.’Xi’Zl(l 1 0) pHi,Xz‘,Zi(la ]., 1) 0.5
b(?’) pH'hX'i;Zi(l’ 1,0) 1
b(4) pH;x;,2:(1,0,1) = pu, x,,2,(1,1,1) 0.5
b(5) pH'hX'i;Zi(l’O?l) :thXi,Zi(l’l’O) 0.5
b(6) pHi’Xi’Zi(l,O,].) 1
b(7) pHi,Xi,Zi(laOvO) :pHi,X,i,Zi(l,l,l) 0.5
b(g) pHi,Xi,Zi(LOvO) :pHi,Xi,Zi(laLO) 05
b(g) pH'L7Xi1Z1',(1’O7O) :pHi,Xi,Z,;(l,O,l) 0.5
b1 PH,.x,,2/(1,0,0) 1
b(ll) pH“Xl,Z (0,1,1) —pH“X,,Z (1,1,1) 05
b(lg) PH; X:,7; (0,1,1) PH; X, 7; (1,1,0) 0.5
b(lg) pH“X“Z (0,1,1) :pH“X“Z (1,0,1) 05
b(14) PH;,X;,Z; (0,1,1) = PH;,X;,Z; (1,0,0) 0.5
b(1s) pu,.x,,2,0,1,1) 1
b(16) PH; X:,Z; (0,1,0) = DH; X, 7; (1,1,1) 0.5
ban | PHx:,2.(0,1,0) = pm, x,,2z,(1,1,0) | 0.5
b(lg) PH;,X;,Z, (0,1,0) = PH;,X;,Z, (1,0,1) 0.5
bag) | pH,.x;,2:(0,1,0) = pu, x,,2,(1,0,0) | 0.5
b(20) PH;,X;,Z (0,1,0) = PH;,X;,Z L(O,l,l) 0.5
bz p,.x,.2(0,1,0) 1
b(gg) DH,; X, 7 (0,0,1) :pHi,Xi,Zi(Ll,l) 0.5
b(23) PH;,X;,Z; (0’071) :pHi,Xi,Zi(la]-aO) 0.5
bea | PH;x,,2:(0,0,1) = pu, x,,2z,(1,0,1) | 0.5
b(25) PH; X;,Z; (0,0,1) ZpHi’Xi,Zi(l,O,O) 0.5
bae) | PH;x:,2:(0,0,1) = pu, x,,2,(0,1,1) | 0.5
b(27) PH;, X;,Z; (0 0 ].) pHiaXigZi(()’ 1,0) 0.5
b2s) P, x,,7(0,0,1) 1
b(gg) PH;, X;,Z; (0 0,0) PH;,X;,Z; (1, 1,1) 0.5
b(go) pH“Xl,Z (0 0,0) —pH“X,,Z (1, 1,0) 0.5
b(gl) PH;, X;,Z; (0 0,0) PH;, X;,Z; (1,0,1) 0.5
b(gg) pH“X”Z (0 0,0) *pH“X“Z (1,0,0) 0.5
b(gg) PH;,X;,Z; (0 0,0) PH;,X;,Z; (0, 1,1) 0.5
bise) | PHx:,2.(0,0,0) = pm, x,,2,(0,1,0) | 0.5
b(35) PH;, X;,Z; (0 0,0) = PH;,X;,Z; (0,0, 1) 0.5
bse) PH,, x.,2:(0,0,0) 1
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Figure 6.3: Privacy-preserving performance comparison between using optimal en-
ergy management policies and using instantaneous optimal energy management
policies.

6.5 Summary

In this chapter, the privacy-preserving energy management of a finite-capacity ES
is studied. At a time slot, the instantaneous privacy leakage risk is measured
by the minimal Bayesian risk of the AD. Over an infinite time horizon, optimal
privacy-preserving energy management policies are designed to maximize the pri-
vacy leakage measure of an accumulated discounted minimal Bayesian risk of the
AD. The energy management in the smart meter system is identified as a belief
state MDP. Then, a belief state MDP problem is formulated for the optimization
of privacy-preserving energy management policies and established standard algo-
rithms can be used to design the optimal privacy-preserving energy management
policies. Without considering the impact on the future, an instantaneous optimal
privacy-preserving energy management policy suppresses the instantaneous privacy
leakage or equivalently maximizes the minimal Bayesian risk of the AD at the slot.
It is shown that an instantaneous optimal privacy-preserving energy management
policy can be obtained by solving a set of linear programmings.






Chapter 7

Conclusion

In this thesis, privacy-by-design approaches for cyber-physical system are investi-
gated in the contexts of sensor networks and smart meter systems. Privacy-by-
design approaches are realized by privacy-preserving designs of the physical-layer
operations. Hypothesis testing measures are used to assess physical-layer opera-
tions and privacy leakages. This work focuses on the optimality characteristics of
privacy-preserving designs, (asymptotic) optimal privacy-preserving performances,
and privacy-preserving design algorithms.

The physical-layer operation of a sensor network is modeled as a distributed
hypothesis test. An informed eavesdropper is assumed to intercept the open-access
remote decisions and the privacy leakage is measured by the hypothesis testing per-
formance of the eavesdropper. The privacy-by-design approach is realized through
an optimal privacy-preserving design of the distributed hypothesis testing network
with the objectives to improve the hypothesis testing performance of the fusion
center and to suppress the hypothesis testing performance of the eavesdropper. In
an optimal privacy-preserving distributed Bayesian hypothesis testing design, it
is shown that the optimality of deterministic likelihood-based test (or likelihood-
ratio test) holds for the protected remote decision makers and for the fusion center;
while a randomized decision strategy of two deterministic likelihood-based tests
might outperform deterministic likelihood-based tests for an intercepted remote de-
cision make. It is further shown that a randomized remote decision strategy in an
optimal privacy-preserving distributed Bayesian hypothesis testing network is com-
pletely characterized by the privacy-preserving condition. These optimality char-
acteristics are used to simplify the proposed extend person-by-person optimization
algorithms. In an optimal privacy-constrained Neyman-Pearson design of a partic-
ular distributed binary hypothesis testing network, the optimality of deterministic
likelihood-ratio test holds for both remote decision makers if the false-alarm proba-
bility upper bounds of fusion decision and eavesdropper decision are the same. The
work on privacy-preserving distributed hypothesis tests can be extended in many
aspects, e.g., in a sequential hypothesis testing scenario or under an uncertainty
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about the intercepted remote decision makers.

Smart meter privacy leakage can be suppressed through adding distortions on
the meter readings to hide the real energy demand profile. Here, the privacy-by-
design approach is realized through an optimal privacy-preserving energy manage-
ment of renewable energy supplies or charging/discharging energy flows of a finite-
capacity energy storage. In the presence of an ideal renewable energy source, it is
shown that an optimal asymptotic privacy-preserving performance can be charac-
terized by a Kullback-Leibler divergence rate under an adversarial Neyman-Pearson
hypothesis testing privacy leakage, or by a Chernoff information rate under an
adversarial Bayesian hypothesis testing privacy leakage. Particularly, an optimal
memoryless hypothesis-aware energy management uses time-invariant policies at
all time slots and the corresponding asymptotic privacy-preserving performance is
characterized by a single-letter Kullback-Leibler divergence or by a single-letter
Chernoff information. Under both adversarial hypothesis testing privacy leakage
scenarios, asymptotic privacy-preserving performance comparisons of memoryless
hypothesis-aware policy and hypothesis-unaware policy with memory show that
the correct hypothesis information cannot be more useful than all available energy
demand and supply data. In the presence of a finite-capacity energy storage, it
is shown that the privacy-preserving energy management can be cast to a belief
state Markov decision process to deal with the memory in the smart meter system.
Then, a belief state Markov decision process problem is formulated for the opti-
mization of privacy-preserving energy management policies and the value iteration
algorithm can be used to design optimal energy management policies. The work
on the privacy-preserving energy management can also be extended in many as-
pects. The hypothesis in the smart meter privacy problems can be generalized to
be more than binary. Instead of considering privacy leakage suppression only, util-
ity objectives, e.g., cost saving of the consumer or prediction accuracy of the energy
provider, should also be taken into account in the energy management design.

This work contributes to realization of the privacy-by-design approach in the fol-
lowing aspects: Novel problems are formulated for privacy-preserving physical-layer
design; optimal privacy-preserving designs and performances are characterized; de-
sign algorithms are proposed. The idea of privacy-preserving physical-layer design,
the used methods, and the obtained results in this work can be applied or extended
for the other cyber-physical systems other than the considered sensor networks and
smart meter systems. The smartness of cyber-physical systems will bring great
benefits to our livings and environments while the privacy issue is a key to deter-
mine the success of cyber-physical systems. This work provides a new point of view
to tradeoff smartness and privacy.
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