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Sammanfattning

Rail Control Solutions (RCS) ar en del av Bombardier Transportation, som syftar till att
optimera flodet av tag. OPTIFLO &r ett nytt programspaket inom RCS, som erbjuder tjanster
och lésningar for att hantera utmaningar inom modern jarnvagsinfrastruktur varlden 6ver.
Infrastrucutre Management (IM) Service ar en viktig delmodul under OPTIFLO, som utfor
overvakning och diagnostiska funktioner for varje paverkat system eller komponent i
jarnvagssignalsystem for att kontinuerligt forbattra sakerhet, tillforlitlighet och tillganglighet.

Kravhantering ar ett viktigt steg nar man arbetar med tekniska problem. Det har
mastersprojektet ar inriktat pa tre moduler inom jarnvagssignalomradet: systemniva
Infrastructure Management, underhallssystem fér Maintenance and Diagnostic Centre (MDC)
och delsystemniva Remote Sensor Unit (RSU). For varje del har kravhantering implementerats,
med hanvisning till CENELEC-standarder vid behov. Arbetet har utgatt fran utkast till
kravspecifikation fér IM och identifierat kraven for diagnostik och prestanda i varje delsystem.
Bade kopplingar mellan kraven i olika moduler och kopplingar mellan kraven och deras testfall
ar byggda i systemet DOORS for att realisera verifiering och validering i en systemteknisk
process. Slutligen sldpps standarddokumentationen "Systemkrav Specifikation" for de
moduler som behandlar i detta arbete.

Nyckelord: Jarnvagssignalering, OPTIFLO, Infrastrucutre Management, Systemteknik, Krav



Abstract

Rail Control Solutions (RCS) is one division of Bombardier Transportation, aimed at optimising
flow of trains. OPTIFLO is a new solution package within RCS, providing services and solutions
to address challenges in modern railway infrastructures worldwide. Infrastructure
Management (IM) Service is a significant sub-module under OPTIFLO, performing monitoring
and diagnostic functionalities for each impacted system or component in railway signalling
systems to continuously improve safety, reliability and availability.

Requirement management is a significant stage while dealing with engineering problems. In
this master thesis project, three modules in railway signalling scope are focused, including
system level Infrastructure Management, sub-system level Maintenance and Diagnostic
Centre (MDC) and sub-system level Remote Sensor Unit (RSU). For each part, requirement
managements have been implemented, referring to CENELEC standards where necessary. The
work starts with the draft Requirement Specification for IM and then identify the
requirements related to diagnostics and performance in each sub-system. Both links between
the requirements in different modules and links between the requirements and their test
cases are built from the requirement management tool DOORS to realize verification and
validation following the system engineering process. Finally, the standard documentations
“System Requirement Specification” for each impacted module that are mostly concerned in
the thesis have been released.

Key words: Railway Signalling, OPTIFLO, Infrastructure Management, System Engineering,
Requirements
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Abbreviations

Abbreviation Description
ATC Automatic Train Control
BM Barrier Machine
CBI Computer Based Interlocking
CBR Computer Based Radio
CENELEC European Committee for Electrotechnical Standardization
CTC Centralised Traffic Control
DC Direct Current
EAPD Engineering and Product Development
EIM Event Initiated Measurement
ERTMS European Rail Traffic Management System
ETCS European Train Control System
GA Generic Application
GP Generic Product
HWDS Hardware Design Specification
HWTS Hardware Test Specification
IM Infrastructure Management
MDC Maintenance and Diagnostic Centre
OCS Object Controller System
PLC Programmable Logic Controller
PM Point Machine
RCS Rail Control Solutions
RSU Remote Sensor Unit
SCE Sensor Communication End
SE Sensor End
SIL Safety Integrity Level
SRS System Requirement Specification
SSRS Sub-system Requirement Specification
SSTS Sub-system Test Specification
STS System Test Specification
SWDS Software Design Specification
TMS Traffic Management System
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1. Introduction

This chapter gives an introduction to some general knowledge about railway signalling
systems and OPTIFLO Service Solutions from Bombardier, including the overview and
objectives of this master thesis project.

1.1 Railway Signalling Systems

Railway signalling systems are used to direct railway traffic and keep trains clear of each other
at all times. Modern signalling systems are used to give a picture of the track occupancy on
several block sections in advance, for the trains to be able to run faster than for conventional
signalling systems and still have enough time and distance to brake.

From a historical perspective, some critical techniques play important roles in railway
signalling system development. Blocks were firstly defined in the 1930s which means that the
whole track could be divided into sequential fixed length sub-sections. That would be easier
to detect and control the position of trains and set the signals accordingly. In the 1950s,
Centralised Traffic Control (CTC) was developed to increase the transport capacity and it
meant extensive rationalisation, because a remote train dispatcher can control switches, and
thereby train crossing and overtaking, at many stations along a line. Later, Automatic Train
Control (ATC) has been implemented greatly increasing safety in train operation. Briefly, this
technology will help intervene and automatically brake the train if its actual speed exceeds
the calculated retardation curve or whenever the train does not react to a stop signal. [1]

Nowadays, computerised signals and switching boxes are installed so that everything that
happens at the train yard can be registered on the Internet. The computer not only stores
information in its memory, but also initiates the planned train and switching paths. Moreover,
the European Rail Traffic Management System (ERTMS) and the European Train Control
System (ETCS) are the next generation of signalling and safety system. The purpose is to
simplify the train operation while crossing borders by improving the railway systems’
compatibility among different countries. [1]

In general, the railway signalling system is composed of a variety of components, including

blocks, signals, train detectors, traffic control systems (Interlocking, CTC, safety system, etc.),

all of them following operating rules. Listed below are the main components and systems

constituting a railway signalling system:

e Signal: A mechanical or electrical device erected beside a railway line to pass information
relating to the state of the line ahead to train or engine drivers. (Figure 1a)

e Track Circuit: A simple electrical device used to detect the presence of a train on rail tracks,
used to inform signallers and control relevant signals. (Figure 1b)

e Point Machine: A device for operating railway turnouts especially remotely. (Figure 1c)

e Interlocking: The system receives route setting commands from the traffic management
centre and then safely lock the route ahead of the train.
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Figure 1 Railway signalling infrastructures

1.2 Bombardier Rail Control Solutions

Bombardier Rail Control Solutions aim to develop, engineer and install sophisticated railway
signalling systems, and to ensure the safe and efficient operation of rail network and trains.
RCS provides a series of solutions, products and platforms within Engineering & Product
Development scope. From high level, solutions have been divided into three branches for
different customers and applications: CITYFLO [2] for mass transit signalling system, INTERFLO
[3] for main line signalling system and OPTIFLO Service Solutions [4]. This report focuses on
the Infrastructure Management Service module under the framework of OPTIFLO Service
Solutions.

1.2.1 OPTIFLO Service Solutions

OPTIFLO is the recently launched brand for Rail Control Solutions services offerings. It is a
comprehensive set of service solutions tailored to address the challenges faced by railway
infrastructure owners and operators [4].

OPTIFLO is designed to protect and ensure investments in rail control systems. Basically, it
provides multiple services including technical support, management actions, diagnostic and
monitoring functionalities, safety and security requirements, etc. for each customer
application. OPTIFLO service solutions can help maximise the performance and lifespan of
signalling assets with the help of professional tools, processes and high-skilled engineers [4].
And it provides tailor-made service solutions from a combination of ten service modules that
can be seen in Figure 2:
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Figure 2 OPTIFLO service solutions [4]

The rail operators around the globe can rely on the services to:

e Ensure the highest levels of availability and reliability for their systems;
e Maintain and run rail network cost effectively;

e Increase punctuality and customer satisfaction. [4]

1.2.2 Infrastructure Management Service

Infrastructure Management (IM) is a service that harnesses performance and diagnostic data
and the Maintenance & Diagnostic Centre (MDC) tool to drive continuous improvements in
availability, reliability and the efficiency of maintenance activities. Infrastructure Management
is @ module within the OPTIFLO solutions (see Figure 2).

IM Service provides the hardware and software to capture and analyse data from Railway
Infrastructure assets including the INTERFLO and CITYFLO solutions from a signalling point of
view, but also products and third-party products and systems. By working in collaboration with
customers’ operation and maintenance teams, IM Service utilizes the tools to drive continuous
improvements in customer’s operation cycle by reducing maintenance and operational costs
and increasing the overall system availability [4]. For more information about IM Service, see
Appendix IV.

The typical architecture of the Infrastructure Management Service module is interpreted in
Figure 3 (“MDC” = Maintenance and Diagnostic Centre):
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Figure 3 Example of Infrastructure Management service architecture

The diagnostic and performance data from the wayside objects, for example point machines
and signals, could be collected by object controllers. The collected data from non-signalling
sub-systems, for example fire alarm and burglar alarm, is typically reported by the sub-systems
themselves and their own products. However, where products do not report diagnostic data,
then non-intrusive low cost sensors have been deployed to measure physical performance
and diagnostic parameters such as electric current and temperature from signalling objects in
the field (Remote Sensor Unit).

All the diagnostic and performance data can be transmitted using the existing communications
network, or new non-vital communication channels, for example by external sensors or radio
network, which is finally to be centralized, processed and analysed in the EBI Tool MDC.

The Infrastructure Management service provided by RCS includes:

e Responsive services to address the necessity of rapid reaction to failures that impede the
availability for train operation

e Managing alarms & corrective support

e Investigation and data analysis services to perform in-depth analysis of batch data to
enable rapid system recovery and availability enhancements

e Availability improvement service

e Predictive services to develop and refine predictive algorithms to drive continuous system
performance

1.3 Thesis Overview

This thesis work consists of working in close collaboration with the RCS - EAPD OPTIFLO
Solution Manager, Solution Architect and the Engineers involved in development and bids.
The focus is on the establishment of a requirement baseline for the Infrastructure
Management module within the product.



1.3.1 Scope

The purpose is to help to finalize the requirement set for Infrastructure Management using

DOORS (requirement management tool) [6], also to Identify and promote diagnostics

requirement within RCS signalling products and lift them to the requirement set. The

objectives are threefold:

e Help finalize and set up requirements for Infrastructure Management at system level

e Identify diagnostics requirements within RCS sub-system products and links to system
level requirements

e Develop and investigate eventual tools to produce documentation from DOORS

To get a better understanding of products and requirements for each RCS sub-system, it is
needed to liaise with relevant stakeholders in different work areas, such as RSU Project
Manager, MDC Development Team, Object Controller System (OCS) Product Manager, etc.
The work is done following system engineering methodology (see Chapter 2.1) and
Bombardier Transportation - RCS specific usage of it.

1.3.2 Architecture

From system level to the sub-system level, this thesis work mainly covers the Infrastructure
Management service module that could be linked to Maintenance and Diagnostic Centre,
Object Controller System, Remote Sensor Unit, etc. The architecture of this project is given in
Figure 4.

System Level
Infrastructure

Management

Sub-system Level

Computer Based Maintenance & Remote Sensor Computer Based Object Controller
Radio Diagnostic Center Unit Interlocking System

|

| ;

| ‘ Switch - E ‘ ‘ Signal - E H
|

|

v
- Point Machine

Figure 4 Thesis project architecture

The thesis project starts with the draft of the Infrastructure Management System Requirement
Specification in DOORS based on the customer demand which will impact several RCS products
(part of OPTILFO solution as the sub-system) marked in green in Figure 4:

e Infrastructure Management system



e Maintenance and Diagnostic Centre
e Remote Sensor Unit

The solid arrows in the figure represent the fact that the sub-systems are linked directly from
IM system requirements. On the other hand, the dashed arrows show the fact that outside of
the IM system, those sub-systems are connected to fulfil signalling functionality. For example,
the Remote Sensor Unit shall monitor and diagnose the point machines’ performance along
the track. Figure 5 shows some common products of the impacted RCS sub-systems in the
scope of the thesis:

¢ 5a. Object Controller 5b. Remote Sensor Unit 5c. MDC user interface
Figure 5 RCS products in the scope of the thesis



2. Methodology

The basic method while implementing this thesis project is by following the system
engineering process. System engineering is an interdisciplinary approach to create large,
complex systems that meet a defined set of business and technical requirements [5]. Since
the project is under the framework of OPTIFLO with a railway signalling system objective, all
the rules should be in accordance with CENELEC safety standards for railway applications.
Moreover, the main tool applied here is IBM Rational DOORS [6].

2.1 System Engineering

System Engineering focuses on how to design and manage complex systems over their life
cycles. In general, this concept contains both a practice and a process. As a practice, it is always
concerned about: How a system organizes and behaves overall, how it interfaces with its users
and other systems, how its sub-systems interact, and how to unite different groups to work
together? As a process, system engineering clearly states a robust, structured approach to
system development at high level, including concept, design, creation and operation. [5]

The idea from system engineering that has been followed in this project is constructing links
between requirement and design. From each unit test to the system acceptance testing to
make sure the design satisfies the requirement accordingly by linking them. And how to put
this idea or how to implement this concept into actions is developing and investigating system
engineering process. The typical architecture of the system engineering process can be seen
in Figure 6.

Concept of Validating the System Accentance
Operations - —_—_— e e e e —————— > p

(ConOps) Testing

System Verifying the System System

Specification Testing

High-Level (_Verﬂmg_me_subﬂste_m s) Subsystem

Design Testing

Verifying the
Detailed  UMSDevices  ypivnevice
. — — > .
Design Testing
Software/Hardware

Development

"

Implementation

Figure 6 The V-model for the system engineering process [5]

While tracing the V-cycle of Figure 6 from left to right, there are four important concepts to
be clarified while applying to requirement management as follows:
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e System level: First, identify and summarize relevant stakeholders’ need and demand to
prepare for system validation at the end. Then map out a series of verifiable system
requirements which are customer friendly. The system requirements not only drive the
apportioned sub-system requirements following the definition and decomposition
direction, but also facilitate to create the final plan to test them at system level.

e Sub-system level: The apportioned sub-system requirements derived from the first step
drive details of system design as well, specifically here referring to component
requirements or further hardware and software development. Meantime, the same as
system level, sub-system requirements support from unit testing to sub-system testing
against high level requirements.

e Verification: Verification is the bridge linking the requirements in different levels. Each
step on both left and right side has specific verification task to make sure if it is ready to
move to the next phase in the V-cycle diagram.

e Validation: The most significant characteristic for the requirement is testable and the four
fundamental methods of requirement validation are inspection, demonstration, test and
analysis. By linking the requirements on the left side with testing methods on the right
side, the conclusion could be specified as whether the physical system behave as it was
supposed to.

2.2 CENELEC

CENELEC, standing for European Committee for Electrotechnical Standardization [7], is a non-
profit technical organization. It prepares voluntary electro technical standards that help
develop the Single European Market or European Economic Area for electrical and electronic
goods and services removing barriers to trade, creating new markets and cutting compliance
costs. As for this thesis project, the scope of CENELEC safety standards for railway applications
is shown in Figure 7, including three documents and their interactions with the railway system.
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Figure 7 Scope of CENELEC safety standards for railway applications

EN 50126 [7] enables the implementation of a consistent approach to the management of
Reliability, Availability, Maintainability and Safety. And safety is the state of a technical system
free from unacceptable risk of harm. Moreover, Safety Integrity Level (SIL) addresses an
expected level of confidence in the safety for a product with a list of tolerable hazard rate.

EN 50128 [8] concentrates on the methods which need to be used to provide software which
meets the demand for safety integrity which are placed upon it by these wider considerations.
EN 50129 [9] defines requirements for the acceptance of safety-related electronic systems in
the railway signalling field.

In Bombardier, all of the solutions, products or even the components should be strictly in
accordance with CENELEC standards. But OPTIFLO and Infrastructure Management do not
really apply the usage of safety. On the other hand, the safety impact on the products or safety
requirements should always be considered in OPTIFLO Services. And safety requirements
could be generated from products or product owners. To conclude, CENELEC safety standards
for railway application is the reference for the thesis project.

2.3 IBM Rational DOORS

IBM Rational DOORS is a requirements management application for optimizing requirements
communication, collaboration and verification throughout organization and supply chain [6].
The general user interface of one module in DOORS can be seen in Figure 8.
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Figure 8 General user interface of IBM Rational DOORS module

IBM Rational DOORS has realized to manage the requirements in such an open and secure
environment and to build links to other requirements. This management tool includes a large
variety of modules for different projects that are saved in DOORS database. Within one
specific module, any accessible users have the authority to edit. The main part of the module
should be written in the main column and all requirements should be stated with the word
“shall” or “must”. To make the module more sequential, classified and traceable, some
enabling attributes and commonly used columns could be applied that are explained in Table

1.

Table 1 Examples of enabling attributes and commonly used columns in DOORS [6]

Column Introduction Example

IM-SRS-2
RSU-SSRS-82

Identity Sequence the main contents within one specific module. It

is easier for traceability while testing and linking.

Object Type | An enumeration attribute defines the type of object. The | Requirement
set of selectable enumeration values can differ between | Information
modules. Reference

Target Scope

Allocation | Indicate which sub-systems are related or the task mainly

apportioned to. Prepare for links to other requirements.

IM, MDC,
RSU, etc.

In this thesis project, the following three main functionalities of DOORS have been employed:

Perform requirements management in a centralized location for better team
collaboration. For example, work with Infrastructure Management System Requirement
Specification (SRS) in a public network environment.

Link requirements between system level IM and sub-system level to realize traceability.
There are two kind of links, with in-links representing the connection from high level to
surrounded sub-systems while out-links indicating the relation from sub-systems to
system level [6].

Publish standard documentation for customers accordingly. For example, release System
Requirement Specification for Remote Sensor Unit project.

10



3. Results

This chapter elaborates the main body and work done of the present master thesis, following
the methodology articulated in the previous chapter. It has been divided into three sections:
e System level Infrastructure Management requirements
e Sub-system level MDC requirements
e Remote Sensor Unit project

The general procedure to finish each sub-task is by following the system engineering process,
referring to CENELEC standards for railway applications where applicable and managing
requirements in DOORS. Thereafter, the proper links are finished in DOORS and requirements
have been updated with the documentations to be released.

3.1 Infrastructure Management System Requirement Specification
Infrastructure Management is an important service module of OPTIFLO service solution which
performs responsive, analysis and predictive functionalities (For details, see Appendix IV). The
purpose of this section is to release IM SRS which specifies the system level requirements for
Infrastructure Management.

3.1.1 System Requirements

The old version document of IM SRS in DOORS was generated based on the customer demand.
It has been divided into more than a dozen of chapters, including High Level Requirement,
Required Diagnostic Information, Information Display and User Functions, etc. By following
the system engineering process shown in Figure 9, all the Infrastructure Management
requirements should not only be written verifiable that correspond to system acceptance
testing, but also be prepared to drive the apportioned sub-system requirements. In this thesis
project, the later aspect has been focused to realize the traceability between system level and
sub-system level, because the test specification of IM is not available in the current stage.

/4
N P

= : Validation
System Requirements |e | System Acceptance
\ '
b ? P
‘\ 2 4 /"
\, Apportionment System Validation /
Ve ' ;
Verification "\ v /" Verification
. '/

Figure 9 V cycle representation for Infrastructure Management

One important concept that should be interpreted beforehand is the diagnostic system and
its relation with the monitored system. The typical architecture of diagnostic system is shown
in Figure 10 (“MDC” = Maintenance and Diagnostic Centre, “CBI” = Computer Based
Interlocking, “CBR” = Computer Based Radio, “OCS” = Object Controller System, “RSU” =
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Remote Sensor Unit, “AC” = Air Conditioning, “TMS” = Traffic Management System, “PM” =
Point Machine, “BM” = Barrier Machine).

AC

Burglar Alarms MDC RSU

e ]

I I
PM BM

Figure 10 The typical architecture of diagnostic system

In general, the diagnostic system consists of several sub-systems including part of signalling
system with MDC as the core. It has become the most important composition in railway
infrastructures to improve availability and maintainability, furthermore increasing the profits.
In some cases, the diagnostic system is the monitored system. For example, as shown in Figure
11, CBI, CBR, OCS are part of the diagnostic system because they provide diagnostics. On the
other hand, they are also part of the signalling system as the intersection between the
Diagnostic System and the Monitored System.

Diagnostic System Monitored System

Figure 11 Intersection between the diagnostic system and the monitored system
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After receiving the comments and suggestions from the Solution Manager and the MDC Team,
three fundamental modifications have been employed:

First, it is better to add the document overview including the Definitions and Abbreviations
Chapter at the beginning. Since this document is released for general readers, not everybody
would be familiar with Infrastructure Management or even some abbreviations are unique in
Bombardier. When someone is reading the document, the basic structure of Infrastructure
Management should be created in their minds at least. Moreover, some supporting drawings
could be added as well. For example, when introducing the configuration control, “The
diagnostic system shall provide configuration control functions”, one architecture of
configuration control process could be added to explain how the system works to realize this
functionality.

Second, prevent duplicated requirements. This is a tricky task with a series of assessments to
do. Because some requirements just repeat the previous one in another way that could be
identified easily. But some requirements seem duplicated, while applicable for different
purposes or different sub-systems. See one example in Table 2:

Table 2 Comparison between two similar requirements

Identity Requirement Chapter
IM-SRS- | The diagnostic system shall help the maintenance | 4 High Level Requirement
9 technician to identify needed maintenance

activities based on analysis and trends of values
monitored by the diagnostic system.

IM-SRS- | The diagnostic system shall provide its user with 10.2 Diagnostic User
188 a troubleshooting system for the Monitored Function
System, including a comprehensive set of help
tips.

It is clear that both the requirements concern analysis service of the diagnostic system. On the
one hand, No.9 explains the general functionality of the diagnostic system for maintenance
purpose. On the other hand, No.188 specifies the occasion in case the troubleshooting system
is detected. They are applicable for different scenarios, and the former one is more generic
compared to the user function’s requirement. That is why No.9 is allocated in High Level
Requirement Chapter of IM SRS.

Last but not the least, remove the requirements that are too detailed. This document specifies
the system requirements at a high level. Therefore, all the requirements should be written
with high compatibility and wide range of usage. Compare one example from Chapter 10
Information Display and User Functions of IM SRS in Table 3.

Table 3 One modification to be more general

Identity Requirement

IM-SRS- | The diagnostic system shall support a terminal emulation solution enabling
204 remote access to the diagnostic system.

IM-SRS- | Remote access (for example from another diagnostic workstation or via the
216 Internet) of the diagnostic system shall be possible.
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This requirement is assigned in Chapter 10.4 Terminal Emulation of IM SRS. When talking
about the emulation solution, the user interface will be considered as well, for example,
whether the web interface is sufficient or not. Therefore, this requirement is more like to
interpret how to realize remote access which should not be detailed at IM level. Finally, this
requirement is rephrased and combined with another one stated as No.216 in Table 3.

A different problem is found in Chapter 16 Juridical Recorder Function of IM SRS. JRU is a
module within MDC that records the collected data from related sub-systems. Most
requirements in chapter JRU are not from system level and even another DOORS module has
already specified the JRU requirements from a sub-system point of view. So almost all
requirements in this chapter have been removed with only two high level requirements left.
Moreover, some minor corrections for each chapter have been completed.

3.1.2 Verification

Verification is a concept used in system engineering and project management. It has different
meanings for different applications. Here, based on the system engineering process shown in
Figure 9, each step has a specific verification task, if it is ready to move to the next phase in
the V cycle. Specifically, verification basically builds the bridge between system requirements
and apportionment, whether one requirement in system level can also be specified in other
sub-system modules in DOORS, such as MDC SSRS, RSU SSRS, etc. or could be linked to other
sub-system requirements accordingly. Thereafter, Allocation Target Scope column has been
added in IM SRS to prepare for links and traceability in DOORS. See Figure 12, the fourth
column:

Identity 'ObjedType_BT | 1D0C-1022534 g AllocationTargetScope_BT
o
M ¥ 4 High Level Requirement
IM-SRS-2 Requirement EThe diagnostic system shall not affect the function of the Monitored System (including the Signalling System) in any way. M
IM-SRS-3 Requirement 1The sub-systems constituting the Diagnostics System shall be integrated in a manner providing a common central view of MDC
the complete Monitored System (including the Signalling System).
IM-SRS-4 Requirement EThe diagnostic system shall continuously monitor the condition and behaviour of the Monitored System. MDC
IM-SRS-5 Requirement ﬂThe diagnostic system shall continuously monitor the condition and behaviour of all external interfaces of the Monitored MDC
System.
IM-SRS-6 Requirement The diagnostic system shall diagnose problems in the Monitored System, its related sub-systems and the communication ~MDC
between them. NMS
IM-SRS-7 Requirement HEThe diagnostic system shall diagnose problems in all external interfaces of the Monitored System. MDC
IM-SRS-9 Requirement ﬂThe diagnostic system shall help the maintenance technician to identify needed maintenance activities based on analysis MDC
and trends of values monitored by the diagnostic system. NMS
CFMS
IM-SRS-8 Information ﬂclariﬂcanon: The diagnostic system shall help the signal maintenance technician to find failures in the Monitored System
by indicating where, how and in which sequence actions have to be performed and by producing prediction regarding the
status of Monitored System constituents.
IM-SRS-10 Requirement The diagnostic system shall be able to identify the loaded software versions of the Monitored System and its sub- MDC
systems.
IM-SRS-11 Requirement EThe diagnostic system shall identify all components of the Monitored System that are defect and that must be corrected.  MDC
IM-SRS-13 Requirement EThe diagnostic system shall continuously monitor and detect security breaches, and raise alarms accordingly. all sub-systems
IM-SRS-14 Requirement 1The diagnostic system shall record all access to the Monitored System, including access to maintenance and MDC
‘ configuration interfaces and access to buildings and monitored cabinets.

Figure 12 Snap shot of IM SRS module in DOORS

The clear criterion should be created before deciding the tags of Allocation Target Scope for
each requirement. And the tags here indicate that the requirement could be apportioned to
the corresponding sub-system for future works. Some examples are explained as follows:

Pick “IM-SRS-2” in Figure 12, “The diagnostic system shall not affect the function of the

Monitored System (including the signalling system) in any way”. This requirement can only be
achieved by collaborating all systems within the diagnostic system, from the whole system
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level. It concerns not only the functionality of each system themselves, but also the
communication between them. So, put the “IM” tag here.

And see “IM-SRS-4” in Figure 12, “The diagnostic system shall continuously monitor the
condition and behaviour of the Monitored system”. MDC as the core of the diagnostic system,
connecting adjacent sub-systems, report, analyse and display the conditions and performance
of each monitored system. The other way, MDC will completely do this functionality. So, tag
“MDC” for this requirement.

Finally, choose “IM-SRS-13” in Figure 12, “The diagnostic system shall continuously monitor
and detect security breaches, and raise alarms accordingly”. It seems that this requirement
should also be allocated to MDC, because MDC collects such information from each sub-
system. But security breaches and alarms will be produced by each sub-system in case some
problems happen. First, each system will self-diagnose internal problems and then transmit
diagnostic information or alarms to MDC through corresponding interfaces. MDC will never
detect security breaches for each sub-system individually. So, it is better to tag “all sub-
systems” for this requirement.

3.1.3 Released Document

After solving the foremost problems stated in the previous section and tagging each
requirement for future links, this document has better structure than before. Moreover,
additional minor modifications, like some requirements should be stated more precisely or
some clarifications could be employed after the requirements which are hard to understand.
Thereafter, review the language problem, update the table of contents and publish the
standard documentation from DOORS. The latest version for IM SRS is 1.0, that has been
released. For the updated table of contents for IM SRS Version 1.0, see Appendix .

3.2 Maintenance and Diagnostic Centre Requirements

Maintenance and Diagnostic Centre (MDC) is a modern maintenance and diagnostic system
for mainline and mass transit railways. MDC collects, analyses and presents performance and
diagnostic event and alarm data from railway infrastructure assets. For more information
about its user interface, key features or even use case examples, refer to Appendix V.

The present work is originating from the old version document MDC SSRS in DOORS. All the
requirements for MDC are created based on its operating principles and other feedbacks from
general users. This module consists of both functional and non-functional requirements.
Functional requirements are formulated within data collection, data process and output, while
non-functional requirements contain performance, interface, configuration, security, etc.
Since the document of MDC SSRS still needs to be improved, the work is in progress. For the
table of contents for the latest MDC SSRS version, see Appendix .

The progress and improvement of MDC requirements made can be summarised as below:

e Provide some general feedbacks from system level point of view;

e Propose solutions to deal with Generic Application (GA) and Generic Product (GP)
requirements;

e |dentify the MDC requirements that could be linked to IM requirements.
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First, the same suggestions as updating IM requirements, the Definitions and Abbreviations
Chapter should be added at the beginning. Moreover, some necessary supporting drawings
and clarifications could also be supplied following each requirement in addition to other minor
corrections. See two examples in Table 4.

Table 4 Examples of MDC requirements needing more explanations

Identity Requirement
MDC-2453 | MDC shall be horizontally scalable.
MDC-2517 | If MDC loses connection with the external user management system, then
MDC shall keep the authentication for a logged in user.

As for “MDC-2453", the topology chapter is required to show its vertical relation and to
interpret how many objects, for example local MDC, need to satisfy the requirement. This
requirement negotiates the capacity of each local MDC, therefore a clear definition about
horizontally scalable should be given before. And for “MDC-2517”, this requirement concerns
communications between MDC and other external systems, it is better to show the software
architecture beforehand to define which system could be regarded as one external user
management system with MDC.

The most challenging problem while dealing with MDC requirements is that this module has
mixed both GP and GA requirements. Take EBI Com 2000 Radio Block Centre as an example to
distinguish these two concepts: EBI Com 2000 is a typical Bombardier product used to
supervise communications between Interlocking and trains. Generic Product CBR2 is common
for all RBC installations, while Generic Application CBR2_XX is common for all RBC installation
only in one country. The snap shot of MDC SSRS from DOORS including the GP_GA column can
be seen in Figure 13.

Object Type_BT | (] | Miantenance and Diagnostic Center SSRS Rationale E ‘ GP_GA | Release |PlucatiunTa'geiScuDe_BT

MDC  5.4.5 Installation

2454

Requirement MDC It shall be possible to install MDC with use of simple, single tool. To avoid installing multiple packages from different GP 7.0 Installer
E SOUrces. 8.0
2455
Requirement MDC Tt shall be possible to run the installation process both in a guided GP 8.0

- and in an unattended (silent) way.
2530
Requirement MDC It shall be possible to run the installation process both as clean GP 8.0
- installation and as an update.
2518

Requirement MDC It shall be possible to update MDC software, both as a whole and as GP 8.0
- individual parts.
2528
OR Sub-Req MDC It shall be possible to patch non-vital parts. GA- 8.0
- BHF
2529
OR Sub-Req MDC  Updates of the software shall be possible to execute manually. GA- 8.0
- BHP
2531
OR Sub-Req MDC  If the update is complete, then all environment variables shall be GA- 8.0
- set to their defined value. BHP

2533

Figure 13 Snap shot of MDC SSRS module in DOORS

Furthermore, Table 5 shows one possible problem if GP and GA requirements are not
separated.
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Table 5 Possible problem if mixed GP and GA requirements in one module

Identity Requirement GP _GA
MDC-2525 | Log files shall be automatically removed after specified time. GP
MDC-2527 | Log files shall be automatically removed after a configured time, GA
default 20 days.
MDC-2536 | Log files shall be automatically removed after 7 days. GA

It is easy to identify that the last two requirements in Table 5 are special cases, 20 days or 7
days, compared to the “MDC-2525". They are not applicable for all occasions, and that is why
these two requirements collide with each other. To eliminate this problem, anyway, the last
two requirements could be filtered away if applying on the filtering function of DOORS, by
picking GP requirements only.

Finally, to follow the system engineering process, build links between system level and MDC
requirements for traceability. But this task is on-going and the MDC team has already started
to think about solutions to manage such links in DOORS. One possible proposal is to follow
Solution Library, which means the MDC SSRS could be split into a series of sub-modules (at
least the GP and GA requirements should be separated), such as software requirement
specification, interface requirement specification, security and safety requirement
specification, etc. After that, the links can be generated in DOORS for easier management,
directly from system level to MDC, instead of creating links between IM and any adjacent
systems of MDC.

3.3 Remote Sensor Unit Project

The Remote Sensor Unit (RSU) is used to monitor wayside device health and functionality. RSU
consists of two sub-systems: Sensor End (SE) and Sensor Communication End (SCE). The SE
consists mainly of the Hall-Effect current sensor and the SCE consists of the microcontroller
platform including the communication module. Wayside devices such as Point Machines (PM),
Barrier Machines (BM), aspect lights and other digital signals can be monitored with the RSU.
For its system design, operation, technical details and variants, refer to Appendix VI [10].

The purpose of this sub-task is to revise RSU requirements in DOORS considering its test
specification, build bidirectional links to Infrastructure Management module and release the
System Requirement Specification for RSU Product Version 1.0.

The work is a typical representation of applying system engineering process for which the
whole architecture is shown in Figure 14 (“IM SRS” = Infrastructure Management System
Requirement Specification, “IM STS” = Infrastructure Management System Test Specification,
“MDC SSRS” = Maintenance and Diagnostic Centre Sub-system Requirement Specification,
“RSU SSRS” = Remote Sensor Unit Sub-system Requirement Specification, “RSU SSTS” =
Remote Sensor Unit Sub-system Test Specification, “HWDS” = Hardware Design Specification,
“SWDS” = Software Design Specification, “HWTS” = Hardware Test Specification). Both
verification and validation have been employed in the sub-task: verification identifying which
requirements in IM level could be apportioned or linked to RSU layer and validation confirming
whether the requirements are corresponding to each test case or if the RSU behaves as it was
supposed to.
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Figure 14 System engineering process application for Remote Sensor Unit project

In the whole V-cycle diagram, one system module could be connected to a series of sub-
modules or have more than one branch. For example, IM could be linked to both MDC and
RSU or continuously the RSU could be divided into hardware design and software design
modules. Meanwhile, each step on the left side should link to its test specification. This sub-
task focuses on the verification from IM SRS to RSU SSRS and validation from RSU SSRS to RSU
SSTS indicated in Figure 14.

3.3.1 Verification

The sub-task starts with the old version requirement specification for Remote Sensor Unit
project based on the RSU’s attributes, functionalities, CENELEC Environmental Conditions [11],
CENELEC Electromagnetic Compatibility [12], etc.

First, pick up all the requirements in IM SRS module tagged by “sensors” and “all sub-systems”
from DOORS. Then review all the RSU requirements to identify which of them could be linked
to these filtered requirements in IM SRS. Moreover, if some requirements are missed in RSU
SSRS following high level requirement, add them accordingly, because the linked
requirements in both two modules should be consistent with each other. Part of the solution
can be retrieved in Table 6.
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Table 6 Part of linked requirements between IM SRS module and RSU SSRS module in DOORS

IM requirement Linked RSU requirement
The diagnostic system shall continuously User access to RSU shall be protected by
monitor and detect security breaches, and authentication and authorization
raise alarms accordingly. mechanisms.
All sub-systems constituting the monitored | In EIM mode for type 1 objects, the SCE
system shall forward all available alarms shall send all five parameters defined in
and diagnostics to the diagnostic system. RSU-SSRS-34 by use of the Lora radio

module. The data shall be sent following the
protocol as defined in [2].

All components of the diagnostics system In case of safety critical object, the SE shall
shall be able to work without impacting the | have galvanic isolation from the metered
safety standards of the Monitored System. signal.

The diagnostic system shall monitor and log | In TSIM mode for type 2 objects, the SCE
at least the following information about shall support measurements based on the
wayside objects (point machine, signals, pre-determined measurement frequency.

etc.) of the signalling system:

Connecting Infrastructure Management module and Remote Sensor Unit module, the
bidirectional links have been built for traceability. The in-link shows the requirement in IM
module has been applied to RSU layer, expressed as the left side orange triangle of which one
example can be traced in DOORS from Figure 12, “IM-SRS-13”. And out-links will be generated
automatically in the RSU module, expressed as the right side red triangle. Some out-link
examples in RSU SSRS can be seen in Figure 15: “RSU-SSRS-101", “RSU-SSRS-38”, etc.

The radio gateway should be able to track addresses of the connected dients and the different sensars LoRa 1.0
connected to each RSU.
In case of LoRa radio used, the RSU shall support bath following requirements: LoRa 1.0

In EIM mode for type 1 objects, the SCE shall send all five § S P ————————— = o c
b L 63: All sub-systems constituting t... |  /RCS/Genesic Senvicesn M, Anfrastructure M t/Infrastructuse Management SRS

Lora radio module. The data shall be sent following the pre

In EIM mode and TISM mode for type 2 objects, the SCE 5 136: All systern components shall be... by ¥ LoRa 1o
use of the Lora radio module. The data shall be sent fallow IRt renllc catar mic e ica It
1 6.3.2 Network Interface 10
1The SCE shall support Ethernet access, * Ethernet 1.0
1The SCE shall support the following protecol: Ethernet o

Figure 15 Out-links of RSU SSRS in DOORS

Finally, open one module, for example RSU SSRS shown in Figure 15. Right click the arrow and
open the slot. Then, the list of requirements been linked will appear in the same window. Each
requirement in either module can have several links. It is convenient to trace the relevant
requirements at the same time to be more efficient.

3.3.2 Validation

In this case, following the horizontal direction, all the RSU requirements should be testable.
Table 7 shows one requirement that has been rephrased to verifiable. Therefore, after
checking each test case, the RSU requirements have been revised and meanwhile, the test
specification should be always updated with the requirement specification.
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Table 7 Verifiable requirements

Requirement “RSU-SSRS-8”
Original | The SCE shall support an external voltage supply of 5VDC.
Updated | The SCE shall support an external voltage supply of 5VDC £15%. The SCE shall
use no more than 2.5A.

The original requirement in Table 7 just states the external voltage supply should be exactly
5VDC. But in this case, the maximum current consumption and voltage tolerance should be
taken into consideration from a scientific point of view. For the updated requirement, while
testing, the RSU should be fed by external voltage of all three scenarios: 4.25VDC, 5VDC and
5.75VDC with the limit of current magnitude and check its behaviour.

Below are the tests required to validate the requirements. The tests are divided into four

categories reflecting the type of test to be performed:

e Inspection: Test routine consists of optical recognition of the requirement.

e Measurements: Test routine consists of simpler measurements with multi-meter or
oscilloscope.

e Mechanical: Test routine consists of mechanical check. Does the connector fit?

e Functional: Test routine consists of one or several complex steps.

In this report, some representative test cases are selected in Table 9 including the test routine
and expected result following the matching RSU requirements listed in Table 8.

Table 8 Part of RSU requirements

Identity Requirement
RSU-SSRS-118 | The SCE shall have 7 SE inputs and support all the inputs to be used in
any operational mode at the same time.
RSU-SSRS-21 | Electrical connectors for the SCE shall be available from more than one
manufacturer.
RSU-SSRS-50 | The RSU shall be mounted in either racking and/or closed boxes as
appropriate and shall be designed for easy removal for maintenance
purposes.
RSU-SSRS-34 | In EIM mode for type 1 objects, the SCE shall calculate the RMS, mean,
minimum, maximum values and the duration of the saved waveform.
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Table 9 Test cases corresponding to the requirements in Table 7

RSU-SSRS- Type of Test routine Expected result
test

118 Inspection | Check  the  number  of | There shall be at least 7
connectors on the SCE. connectors.

21 Analysis | Check second source of the | There should be more than
electrical connectors. one manufacturer.

50 Mechanical | Access the closed boxes with | The RSU shall be designed
debug tools and maintenance | for easy removal in closed
equipment. boxes.

34 EIM1 Generate a default EIM Type 1 | The EIM Type 1 object

object and check the result.
Check for alarms.

shall be identified with
default values and with
acceptable tolerance.
Alarms have been received.

3.3.3 Released Documentation for RSU Version 1.0

Since the current work on the RSU project roadmap is to release standard documentation for
RSU Product Version 1.0, some of the requirements are not applicable in the present stage
but could be realized in the future, for example RSU Product Version 1.1 or 2.0. See some
examples in Table 10:

Table 10 Requirements applicable for different RSU product versions

Requirement

RSU product version

installation purpose).

The SCE shall support Ethernet access. 1.0
The RSU shall be able to forward alarms to the diagnostic system 1.1
by radio or wired network.

The SCE shall support USB access (for configuration and 2.0

To deal with this problem, the columns Variant and RSU Version have been implemented in
this module which can be seen in Figure 16. Tags in the column Variant indicate which aspect
each requirement describes, such as Split, Battery, Ethernet, LoRa, etc. Different combinations
of variants could represent the rationale of dissimilar RSU products, while the RSU Version
column is used for export purpose.
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Figure 16 Snap shot of RSU SSRS in DOORS

D ObjectType_BT | 2| Varant RSU Version
7]

RSU- ﬂ 4.1 External Interface 10

SSRS-5

RSU- Requirement ﬂln case of safety critical object, the SE shall have galvanic isolation from the metered signal. Core 1.0

55R5-82

RSU- Requirement ﬂThe SCE shall support an external voltage supply of 5VDC +15%. The SCE shall use no more than 2.5A. Core 1.0

SSR5-8

RSU- Information ﬂThe SCE shall be available in a variant that supports: Core 1.0

SSRS-20

RSU- Sub-Req a) LoRa radio module which is LoRaWAN compliant LoRa 1.0

55R5-126

RSU- Sub-Req b) WiFi - 802.11x WiFi 2.0

55RS-127

RSU- Sub-Req c) 4G 4G 2.0

SSRS-128

RSU- Sub-Req ﬂd) "Narrow Band IoT" NB IoT 2.0

55R5-129

RSU- Requirement The SCE shall support data transmission according to IEEE 802.3 (Ethernet). This shall be possible through an Ethernet 1.0

55R5-22 RJ45 socket.

RSU- Requirement ﬂThe SCE shall support data transmission through USB without replacing any hardware. usB 2.0

SSRS-130

After applying the filter function in DOORS by only picking the requirements tagged by RSU
Product Version 1.0, the standard documentation required in this project has been released.
This document specifies the requirements for the Remote Sensor Unit (RSU product Version
1.0). The requirements are divided into Interface Requirements, Product Requirements,
Functional Requirements, Environmental Requirements, Installation & Commissioning
Requirements and Security Requirements. For the table of contents of the released System
Requirement Specification Version 1.2 for Remote Sensor Unit, see Appendix Ill.
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4. Conclusions and Discussion

The previous requirements in the Infrastructure Management system are originating from
customer demands. After solving critical problems while updating this document, for instance,
identifying in which areas these requirements are employed, accurately allocate each
requirement to its sub-modules within IM scope. Links to the Remote Sensor Unit module in
DOORS have been built afterwards. Finally, the System Requirement Specification Version 1.0
for Infrastructure Management has been released.

The original requirements for MDC mainly come from its operating principle or general users’
feedbacks. Some solutions about how to separate GA and GP requirements are proposed and
other trivial aspects have been updated while taking system level requirements into
consideration. The System Requirement Specification for the Maintenance and Diagnostic
Centre is still under revision.

The Remote Sensor Unit project is a typical representative of applying the system engineering
process (see Figure 13). To realize validation, all the requirements should correlate with their
test cases. To do verification, diagnose the RSU requirements that could be linked back to
system requirements at high level. Moreover, distinguish each requirement for different RSU
variants and different RSU product versions (1.0 is the current RSU product version). The
System Requirement Specification Version 1.2 for Remote Sensor Unit Product Version 1.0 has
been released at the end.

All the requirements for both system and its sub-system modules could derive from customer
demands, operating principles, common users’ feedbacks or CENELEC standards (MDC is non-
safety related). Following the system engineering process (see Figure 6), from high level, start
with system specification. While updating requirements at each step, by considering both
horizontal and slant directions, the requirements should not only correspond to their test
specifications, but also be linked to other requirements at different levels.

The general approach is to identify the system requirements that could be apportioned or
implemented to its sub-systems, and vice versa. The final goal is managing the requirements
for each module in IBM Rational DOORS. While finished, prepare the links for traceability. In
this case, the links could be built between the requirements or connected between the
requirement and its test case. Finally, filter the requirements applicable in the current stage
(user friendly) when necessary and export standard documentations from DOORS accordingly.

The real challenge while dealing with engineering problems is one of organisation: how can
we effectively and efficiently integrate a complex combination of technologies to create a
thorough system that fulfils its promises and lives up to its potential? The solution lies with
system engineering.

System engineering is a fundamental subject for all industries, for example in the fields of
railways, aerospace and telecom. And it is an effective approach and process while managing
a complex system containing a variety of surrounding sub-systems to approve a deterministic
outcome. The internal arrangement within one individual system should be well organised
first and its correlations to the external systems should also be considered to deal with their
impacts and to build bridges between them. In that way, all related systems or components
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within one project or product will work efficiently as a whole, which is also the basic
requirement for modern operating modes and product development.

Another conclusion is the importance of the Infrastructure Management Service affecting the
railway signalling system. IM is the recently launched service that has extensive applications
in other areas as well. This report focuses on the advantage of IM mainly for railway signalling,
which will help to reduce the maintenance and operational costs and improve the system
availability to ensure a steady flow of profits for the railway industry.
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5. Recommendations

The System Test Specification for Infrastructure Management system could be provided to
complete the whole system engineering V cycle shown in Figure 9. Moreover, it is important
to judge in which stage of the solution version, the IM requirements should be released. This
is because some of them cannot be deployed for the system currently.

Solution Library is a new method to deal with MDC requirements by separating the system
MDC module into a series of sub-modules for good organisation. This solution could be
successfully applied here which would be easier to manage the links between IM system and
MDC level.

For the future RSU product versions, some of the previous requirements should be updated
at the same time. And a number of new requirements should be implemented, for example,
the self-diagnostic function, next generation requirements or some new technologies about
data transmission, etc.

Another perspective is Cyber Security Requirements. Actually, this is a compulsory assessment
for every system, but not directly discussed in this report. The purpose is to identify which
requirements in a cyber security scope could be implemented into each system and define the
level accordingly. This should be finished by cooperating with INTERFLO and CITYFLO Group
to arrive at a feasible point.
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SERVICE MODULE

Appendix IV Infrastructure Management Service Module

INFRASTRUCTURE MANAGEMENT

Bombardier’s Infrastructure Management
Service harnesses performance and diagnostic
data to drive continuous improvements
in availability, reliability and the efficiency
of maintenance activities

Respond Investigate
Alarm and event Diagnostic and
management fault analysis

Predict and prevent
fallures

Predict
Performance meonitoring
and predictive maintenance

RAIL CONTROL SOLUTIONS
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Bombardier provides the hardware and software
to capture and analyse data from signalling assets
including the BOMBARDIER" INTERFLO"® and
CITYFLO" solutions, products and third party
products and systems.

Bombardier, working in collaboration with our
customers' operation and maintenance teams, utilise
the tools to drive continuous improvements in our
customer’s operation cycle by reducing maintenance
and operational costs and increasing the overall
system availability.

Data collection & transmission

Bombardier captures data from wayside and onboard
products and sub systems to be processed and
analysed within BOMBARDIER* EBI* Tool Maintenance
and Diagnostic Centre (MDC).

The collected data is typically reported by sub-systems
and products. However, where products do not report
diagnostic data then Bombardier deploys non-intrusive,
low cost sensors to measure physical performance and
diagnostic parameters such as electric current and
temperature from signalling objects in the field.

The diagnostic and performance data can be
transmitted using the existing communications network,
or new non-vital communication channels set-up by
Bombardier.

The data collected via INTERFLO, CITYFLO, external
sensors or the radio network is centralised in the

EBI Tool MDC. Bombardier deploys the solution end-to-
end, capturing data from the device and the system and
then centralises in the MDC which could be hosted on
customer premises.

BOMBARDIER

the evolution of moebility



SERVICE ENABLER: EEI Tool MDC INFRASTRUCTURE MANAGEMENT
SERVICE OFFERINGS

Responsive services

Responsive services address the necessity of rapid
reaction to failures that impede the availability for
train operation. Utilising EBJ Tool MDC as the core
product to collect alarms and event data from
monitored objects, Bombardier enables detection
and notification of faults in real time.

Responsive service capabllities:

« Alarm handling and management in real time
« Real time condition monitoring of railway assets
= Filtering, pricritising and acknowledgement of

MDC graphical user Interface

EBI Tool MDC is Bombardier's product to store,

alarms
trali d I the collected perf
::; ;?;;z:“:‘::tfe ® collected periarmance * Event 1:Iata aggregation and storage for further
analysis

+ Corrective maintenance support via integration to
BTRAM {Bombardier Transportation Rail Asset
Management system)

EBI Tool MDC capablilties:
* Real time alarm management and condition
monitoring

+ Communication of alarms to a central SCADA or
Traffic Management System

* Preventive and corrective maintenance support
via integration to asset management systems

+ Predictive algorithms to proactively detect
deteriorating performance

+ Decision making support: recommended actions,

comparative analysis between similar objects
and/or data points
* System KPls to monitor performance

sjogme|dOO

= Interactive dashboards and intuitive graphical user
interface for fast access to relevant information

EBI Tool MDC is offered by default as part of the | I I I I I I [
Bombardier Infrastructure Management Service
module. Real time monltoring of level crossing performance

Input Data Data processing Output Data -
Data o Data Users
acquisition Database reporting

Operation  Service

Operating Operating centre  techniclans

T xlgr::l:rg data and Knowledge data and ',l
= condition condition ! @
Staff Expert B

EBI Tool MDC - Access and control diagnostics Information, performance Information, asset status and detalls, malntenance tasks and
status throug a single integrated system.
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Investigation and data analysis services

In addition to alarm management capabilities,
Bombardier also offers the service to perform
in-depth analysis of batch data to enable rapid
systemn recovery and availability enhancements.

This type of improvement service utilises the data
availabla in MDC, error logs or offline data storage
units which are not connected to the MDC. The data
gathering could be performed at a convenient time
as agreed with the customer. Bombardier personnel
or customer's maintenance crews can download the
log data to be analysed by Bombardier.

Bombardier provides dedicated expert resource(s)
to work on the customer's system's improvement
and take on the responsibility to follow up on
incidents, avoid failures, regular check on the
condition of the assets, in order to identify
improvement opportunities in system performance.
Lessons learned, failure algorithms and trends that
are newly discovered are incorporated back into the
MO to enhance predictive capabilities and avoid
repeating incidents in the future.

Predictive services

EB! Tool MDC by design allows real time prediction
of failures among rail assets. Bombardier developed
a set of predictive algorithms which continuously
monitor every input MDC receives and automatically

tests the new value to determine whether the object
is performing as expected or not. Bombardier’s staff
will work closely with the customer's operational
and maintenance teams to develop and refine the
predictive algorithms to continuously improve
performance of the system.

- Bnnn@naDoD

EEI Tool MDC prognastics for podnt machings

Predictive services provided by Bombardier:

« Real time predictive algorithms: Setting up and
tuning the known and predefined algorithms for
each object type and individual objects if necessary

« Predictive alarms and warnings raised automatically
im MDC and visualised via interactive graphics

= Ability to filker, arrange and visualise objects, areas
or conditions of interest to maintain higher focus
on critical assats

« Comparative analysis with similar past failures or
incidents

* Recommended actions to mitigate or avoid the
forming failure

= Ability to set thresholds and rules on object, object
type, station, geographical area or custom levels,
on the run; without pausing the MDC system

* Incorporating newly identified trends, failure
algorithms into MDC

« Configuring existing algorithms to enhance system
capabilities

Real time diagnostic and performance monltoring ylelds accurate Information on the condition of the Installed base. Alarms, warnings
and rejated graphs are displayed along with explanatory Information to give customers an overview of active critical events.



INFRASTRUCTURE MANAGEMENT

SERVICE LEVELS

OPTION A

Infrastructurs Managament
predictiva sarvica

Defmult pradictiva algorthms
library installed in MDC

Infrastructurs Managameant
FESQONSive Servica

Monthly meating with Bombardiar
engingar to raviaw raports, issucs
and opportunitios

Panicdic raports on analysis
of parformanca and crrorsy’
failures

Monthly, pre-configured standard
report

OPTION B

Infrastructure Management
progricstic sarvica

Defmult pradictiva algorthms
library installed in MDC nawy’
snhanced algorithms daployed
upan discovery

OPTION C

Tha Infrastructura Managament Servica option C is offered as
part of a holistic sorvica packaga including halp desk, tachnical
support, assat managemant, sparas and rapairs sarvica.

System availability guarantaa

Bombardiar takes on tha
responsibility to dalivar an
agreed systern availability kavel.
Bombardiar sat-ups data
collection system and availability
improvemant sarvices in
accordanca to tha agraad
availability kaval.

Bombardier craatas and
implamants an organisstion to
deliver tha customar with tha
guaranteed availability kaval
Bombardiar dalivars waskly
custom parformanca raport.

Infrastructurs Managament
responsive and invastigative
SErvics

Bomibardiar residant arginaer
works on customer premisas

as requirad providing continuous
improvement kad in

{co-) devalopmant of the

EB! Tool MDC systam.

Back office analysic and support
provided to resident anginaar

Infrastructure Managamant
responsive and invastigative
sorvica

Diedicated Bombardier taam works
continucusly to discover availability
improvamant opportunitios.
Bombardiar rescurcas offar
sxtansive hands-on support o
customar and work on furthar
devaloping tha E8/ Tool MDC
systern’s capabilitias.

Panicdic raports on analysis
of parformanca and crrorsy’
failures

Bi-weakly, pra-configurad
standard raport

Pariodic raparts on analysis
of parformanca and crmors”
failuras

Wiakly, custom ropairts

Bombardler Transportation

Marieviksgatan 29
PO Box 470 36

100 74 Stockholm, Sweden

Tel +4& 10852 0000
Fax +46 10 852 5100

www.bombardler.com

*Trademark(sy of Bombardier Inc. or Its subsidiaries.
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Appendix V EBI Tool Maintenance and Diagnostic Centre

INFRASTRUCTURE MANAGEMENT SERVICE ENABLER

EBI TOOL MDC

Maintenance and Diagnostic Centre

The BOMBARDIER® EBI* Tool
Maintenance and Diagnostic Centre
(MDC) is a product designed to keep

railway systems running.

EBI Tool MDC collects, analyses and visualises
performance and diagnostic data from signalling and
non-signalling sub-systems and products, enabling
improvements in availability and reductions in
maintenance costs.

An integrated solution

EBI Tool MDC can be integrated with asset management
solutions, providing customer’s, a dynamic overview
and control of their asset base. For each customer asset;
maintenance information, history and instructions can
be combined with spare part compatibility and
inventory tracking.

RAIL CONTROL SOLUTIONS
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Scalable and modular

EBI Tool MDC collects and exports data easily due to
its flexible interface. The standards-based message
interface for sending diagnostic data to £8/ Tool MDC
is an open protocol, making it easy to add new data
sources.

Advantages of system scalabllity

Simple, straightforward software set-up and
integration

System capabilities can be expanded as required,

.

.

enabling customer’s to regulate initial investment and
to grow the system in-line with their budget and needs

Multiple device deployment from work stations to
smartphones and tablets, providing system flexibility,
mobility and accessibility

Ability to monitor third party products’ performance

Examples of Bombardier signalling products and

systems that £8/ Tool MDC monitors:

« EBI Screen traffic management and control systems

« EBI Lock 950 computer-based interlockings

« EBI Gate 2000 level crossing systems

« EBI Com radio block centres

« EBI Track 2000 axle counter systems

« CITYFLO 650 communications-based train control
systems

« EBI Track 400 track circuits

« EBI Switch point machines

BOMBARDIER

the evolution of mobility



EDS

To expand the diagnostic capabilities of the system
further, an Extended Diagnostics System (EDE) can
also be installed and connected to £87 Tool MDC.
ED5 is a PLC (Programmakble Logic Controllar)
industrial system which is used to operate standard
1/ devices with serial interfaces on a bus system.

It is used for event data collection from remote
wayside shelters including air conditioning,
temperature control, power supply and door sensors.

Commercial off-the-shelf sensors that measure and
miznitor performance parameters such as electric
current are used to capture data from third party
products such as point machines and level crossings.

User friendly interface
EBI Tool MDC's web-based Graphical User Interface

information in a clean, intuitive format, enabling
users to efficiently and effectively take required
actions. Alarms can also be notified by SM5 or email.

Users are informed of the exact physical location
of the issue and the history log will indicate if these
systems have failed previously and how often.

The mobile interface on the MDC allows the user
to connect to other systems such as possession
management systems, and systems which provide
remote access to maintenance personnel.

FLEXIBELE DEPLOYMENT QOPTIOMNS

Deployment

EB! Tool MDC can be configured in various settings
to meet customer requirements. It runs on standard
hardware requiring minimal hardware investment.
The EB! Tool MDC is designed to ensure no
disruptions to the existing signalling system during
its operation. It has an internal Juridical Recording
Unit {JRU} module which can be deployed separately
to store raw data.

==n
(GUI) software is independent of the platform and = l::lE
operating system. This means diagnostic data can be —no
accessed from a variety of devices. The web "
interface displays the geographical location of faults,
alarms and warnings along with any explanatory MDC graphical user Interface
/ Sansar Data transmission \
Parformance data
L]
= R l _____ . ‘Wark station
=1 ] |I = | EBrTocimpr |
p— 1 1
Wayside objects i i oo -
.. Point maching |I§ P -: :
= 1 I
1 ] 1"
I . I
EDS 1 = 1
!E] """ '
Alarms, evants &
R performance data
_—=

\ EE{ Somen I00

TYPICAL DEPLOYMENT CONFIGURATION /
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EBI Tool MDC can also be deployed in full
redundancy. This, combined with its self-diagnostic
capabilities secures continuous monitering and
diagnostics of the customer’s infrastructure.

Data security

Diata security is upheld by an access module. This
access module restricts unauthorised access to
system information in accordance with administrator
specified user parmissions.

Similarly, it is also possible for an administrator to
add, remowve or alter the access rights of any user.
All user activities are recorded and can be reviewed
by any authorised user

EBI Tool MDC uses a secured proxy connection that
only allows for one specified communication port.
Each communicating client can be hardware verified
to grant access and to prevent unapproved hardware
from being used.

Hardware Implementation Options
Low-end:

Single-processor, single-disk, 1 GB memary
Medium:

Cual-core processor, 2-disk RAIDL, 4 GB memory
High-end:

Multi-core processor; 4 disks or more external
RAIDIO array; B, 16, 32 GB or more memory
Moblle App:

Compatible browsear

Software Features

« Adwvanced relational database design

* Can work on single server or multiple servers
for distributed applications

+ Stand-by solution for applications requiring
high availability

« Uniform logical model for collecting and
processing any form of diagnostic data

* The standards-based message interface making
it possible to collect data from third party
objects and data providers

* Server provided SMMP diagnostic toolset

* Runs on Community Enterprise Linux

« Opticnal JRU deployment

« Predictive engine built in the R envirenment
for statistical computation and graphics

36

Foink rmachine paiormance prediciion

S L L L 1 I

Predictive algorthms within ERI Tool MDC

Increased system ayailability via predictive
maintenance

EBI Tool MDC uses predictive algorithms to warn
customers of potential failures, helping customers
avoid disruption to their operation. A condition-
based maintenance approach capabilities can also
optimise maintenance schedules and cost.

EBI Tecl MDC - Surrounding services
Bombardier offers EBJI Tool MDC system as stamdard
within our Infrastructure Management service
offering. Via tailored Service Level Agreements, this
offering maximises the assistance we can give to
our customers, to ensure high availability of their
infrastructure while driving down costs.

EBI Tool MDC with Infrastructure Management

service enables

* Increase availability of infrastructure

« Condition-based maintenance schemes

+ Reduced operational disruptions

« Optimised maintenance resource planning

* Reduce costs as equipment and personnel are
deployed only where and when they are nesdead

* Increased traffic capacity
« Improved passenger satisfaction




EEBI TOOL MAINTENANCE AND DIAGNOSTIC CENTRE (MDC)

EBI Tecl MDC global presence

Morsay Lithuania
Ozl Mysan Waunas-Hybartal (Ling '
PL bardar - Mockava!
Vilnius - Nowa Vilnis'

Usa
Mo Yok - Long Island Rallroed®
M York - Metro Narth Rairoad

Utrecht Tram

& MIOC inioperation

& MIDC ini axooubion

Latwla
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(East - Wast KC;‘H‘EO'
Skrrver] - Knustpils"
Boiderag - Zasulauks’
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HEL {AVE Extremadura)
Castellbishal - Tarragora

Almuszafes

ERTME valanoa - Castallan

ERTME Barcalors

Mebo Barcedona (Line 1and I)

Chilg —»

Rancagus
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"IMS - Sohsbion dedicated ko PIC
i Peaities Train Conbral}

Status: Sepbember 2016

Horooon
Tangiar - Kenitra -Casablanca

Masiglzk (Lina EES)

Wroclaw (Lire ES3)

Grodzisk (Lina 13

Cpole - Legnica (L E30)
Thuszcr (Lina ETE)

Muchobar {Lirs EI0)

Goarsk Alrport - WIIosToE (PO

Australla

E+7 Billiban - Mine io port industrial line

Bombardler Transportation
Marieviksgatan 29

PO Box 470 36

100 74 Stockholm, Sweden

Tel +4& 10 852 0000
Fax +46 10 852 5100

www.bombardler.com

*Trademarkis) of Bombardier Inc. or Its subsidiaries.
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Appendix VI Product Description - Remote Sensor Unit Extract

—

N

Terminology

BM Bamer Machine

MDC Maintenance and Diagnostics Center
PM Point Machine

RSU Femote Sensor Unit

SCE Sensor Commumication End

SE Senzor End

FPurpose

The Pemote Sensor Unit (F.SU) is used to mondtor wayside device health and functionality.
Different Senser Ends (SE) can be comnected to ESTU to provide monitoring functionality
for different types of objects and loads. Wayside devices such as Pomnt Machines (PMs),
Barrier Machines (BM), aspect lights and other digital signals can be monitored with the
RS

Depending on the monitored device, different parameters can be tracked For dynamie
loads such as PMs, the BSU can be used to monitor duration of the switch movement but
also minimnmm maximum, average and EMS current of the movement. For static loads
such as aspect lights, the BST can be used to track accummlated on-time and operational

current levels.

The monitored parameters are sent over either Ethemet or Lora radio to MDC. MDC is an
online, welb browser toel the maintainers use to track rends, predict faults and monitor all
of the wayside objects. A page showmng PM data in MDC 15 shown in Figure 2-1. For more
mformation on MDC see REF X

= BOMBARDIER ST T -

I I HHEH

Crameiatian viess - AMS CLment ve Smpsraiure

 Fel: purve

Wy

ik Ao i g i
nm nm nm nm nm nm nm

Figure 2-1. Example of PM data sent by the RSU displayed in MDC
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3.1

Through the monitoring wayside devices the end purpose of RSU and MDC is to identify
any possible issues and obstacles which ultimately prevents down time and reactive re-
pairs.

System Design

The R5U consist of two modules; an SCE and one or more SEs. The SCE reads the output
of each connected SE and to sends the calculated parameters to MDC.

i Sensor End (SE) Sensor Communication End (SCE) i

H
CTTTTTTIeE— waa

Remote Sensor Unit (RSU)

Sensor Communication End

The SCE is used to read the output of each of the connected SEs. The SCE reads the SE
output, calculates all of the parameters and sends them over Lora or Ethemet. All of the
monitoring and commumication SW is being executed in the SCE. The SCE is shown in

Figure 3-1.
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The different variants of the SCE together with the mechanical mounting options are pre-
sented in Table 1.

Table 1. Available SCE options

Communication options Ethemet or Lora radio

Mounting options DIN rail or hole pattermn

3.2 Sensor End

SE are used to monitor dynamic loads such as Point Machines (PM) and static loads such
as lamp currents. All current SEs are solid core, hall-effect elements which are non-intru-
sive sensors. There are 7 different SE vanants available where each vanant supports a
unigue current range. The different SEs which are available together with the mechanieal
mounting options are summarised in Table 2. A more vanant declaration is given in sec-
tion 6.

Table 2. 5E variants available

Nominal Range |300mA |600mA |1A|(S5A(6A|10A|25A

Sensor Family CTSR HO

Mounting options DIN Rail or hole pattern.

The two sensor families are shown m Figure 3-2 and Figure 3-3.

Figure 3-I. CTSR Current Sensor End with Figure 3-3. HO Current Censor End with
hole pattern mounting hole pattern mounting
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4 Operation

Configuration and debugging 15 done through the Ethernet connector. For more details re-
garding operation and usage please see FEF X.

2. Technical details
Power Supply
100 te 40 VAC, 90 £ 330 VDIC
Supgly Voltags IPRT-1007461
IPRT-1007462 E3 VAC to 254 VAC, 120 VDC o 370 VDC
IPRT-1007463, 1PRT-1007464 53 VAC to 264 VAC
IPET-1007461, 1FET-1007442 Fixed imstallation
Supply Voltage Connecior IPRT-10074463 Eruro wall societ adapter
IPRT-1007464 TS Wall secket adapr
Nominal Powsr Commmption =3 W

Aechamical

Dimemsicms (Haight / Width ' Depth) (sxchiding cables and
antanzos)

See section &

Waight See section &
Ervirenmental Durahilinr
Conditicns =0 e FIOC
1. Usimgnon-Lors SCE (1PRT-1007402 ar
Orpsrational tepsparatars LPRT-1007423)
) ) 2. PSU(IFRT-1007461)
Al gthar combinations of SE, SCE and PSU -3 e FMC
Encapsliion clas, acconding to IEC S350 |
Emisziom Acconding to EN 30133
— Badiated EF
- Conducted RF
Irerrminity: Arcording to FN 30155
— Badiated EF
— Condacted RF
— Elactzic Fast transient burst
-ESD
- Surge
Lora radie
Europs 14 dBm
Max Tromsmdthar Powrar Ouwipnt (TPO)
US, Anstalia 19 dBm
Europs -137 dBes
Max Rocoive Sansitivity
US, Anstalia -130 dBes
Earops E5E MElx
Freguancy (MHz]
US, Anstalia 215 MEz
Connscior Typs SMA Tack (Famals)
Nominal Antenna Inpedance 50 O
Maintenamce Incerface
Connector typa REH5
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6.1

6.2

Varant Declaration

SCE
Part nr Mounting Lora radio Dimensions Weight [g]
[mm]
1IPET-1006428 | Hole pattern Yes 136x150=38 476
IPET-1007402 | Hole pattern HNo 136x150x38 466
1IPET-1007422 | DIN Bail Tes 136x150%61 503
1IPET-1007423 | DIN Bail No 136x150=61 493
SE
Part nr Mounting Nominal Dimensions Weight [g]
Current [mm]

1IPET-1006419 | Hole pattern 300mA B0=4 053 166 (2m cable)
IPET-1007326 | Hole pattern 600mA B0m40m53 166 (2m cable)
1IPET-1007330 | Hole pattern 1A B0=40x53 166 (2m cable)
1IPET-1007332 | Hole pattern 3A 80=40x53 166 (2m cable)
1IPET-1007333 | Hole pattern 6A 80=40x32 148 (2m cable)
IPET-1007334 | Hole pattern 10A B0m40m32 148 (2m cable)
IPRT-1007335 | Hole pattern 25A B0=40x32 148 (2m cable)
1IPET-1007413 | DIN Bail 300mA B0=40x75 173 (2m cable)
1IPET-1007418 | DIN Bail 600mA B0=40x75 173 (2m cable)
IPET-1007414 | DIN BEail 1A B0m40xT35 173 (2m cable)
IPET-1007416 | DIN Bail 3A B0=40x75 173 (2m cable)
1IPET-1007417 | DIN Bail 6A B0=4 054 155 (2m cable)
1IPET-1007419 | DIN Bail 104 B0m4 054 155 (2m cable)
IPET-1007420 | DIN Bail 23A B0m40m54 155 (2m cable)
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6.3

PsU
Part nr Mounting Temperature | Dimensions Weight [g]
Eange

1PRT-1007461 | DIN Rail -40 - +70 22 5x90=90 150 (no cable)

1PRT-1007462 | DIN Rail S30-+70 17.5x90=54.5 | 72 (no cable)

1IPRT-1007463 | Euro Wall -30-+70 Tox34x33 203 (oo cable)
Socket

1PRT-1007464 | US Wall S30-+70 TOx34x33 198 (no cable)
Socket
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