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Abstract 
The blockchain activity within the energy sector is high, and the list of use cases is continuously 
growing. The distributed and immutable nature of blockchain technology could potentially be 
leveraged to accelerate the ongoing transition to more decentralized and digitalised energy systems 
and to address some of the challenges the industry is facing. However, blockchain is an emerging 
technology and it is seen as a critical uncertainty by many incumbents as the challenges and 
opportunities of implementation are still largely unknown. There is thus a lack of knowledge and 
scarcity of decision-making tools for understanding why, when and how the technology can add 
profound value. This study sets out to explore how utilities can evaluate and prioritize among 
blockchain-based use cases and gain practical knowledge about how blockchain could be 
implemented.  
 
In the first part of the study, a broad initial scope was applied as a large part of the blockchain-based 
use cases within the energy market were inventoried and grouped into clusters based on their overall 
area of use. Each cluster was analysed and evaluated to best fit both the strategy of the commissioning 
company and the criteria for using blockchain technology. After the first stage of the use case 
evaluation approach, four clusters most suited to the specified selection criteria were selected. These 
are P2P Energy Trading, EV Charging & Management, Grid Stabilization & Management and 
Environmental Commodity Management & Trading. Given a final evaluation based on the overall 
maturity of the clusters, EV Charging & Management and more specifically, the use case of E-
mobility Roaming, was prioritized and selected for further evaluation given the high market relevance 
of the use case.  
 
In the second part of the study, both the business and the functional layers of the e-mobility roaming 
case were investigated. By adding an additional blockchain layer to the current solution, four 
scenarios for blockchain implementation were identified. Several observations were made from the 
development of the scenarios and the evaluation of their impact on the business and the functional 
layers within the e-mobility market. It became evident that many of the current functions and 
processes could be automated with the use of blockchain. As the technology allows for instantaneous 
settlement of transactions, the current manual and time-consuming process of exchanging charge 
detail records and the following billing and settlement functions could be removed. This further has 
implications on the market environment as some of the responsibilities of the incumbent market 
players could become obsolete. By evaluating the scenarios based on the technology, market, 
customer and regulatory aspects it became clear that the scenarios based on a permissionless 
blockchain are further away from commercialization in the energy sector due to the volatile nature of 
cryptocurrencies, scalability issues, and regulatory constraints compared to a permissioned consortium 
blockchain. On the other hand, these scenarios are easier to start exploring until the technology is 
mature, since it does not require any initial investment to start building Proof of Concepts for 
educational purposes.  
 
In conclusion, the industry interest and dedication towards blockchain is high as both incumbents and 
start-ups are investigating the potential of the technology.  However, given the high complexity of the 
technology, it is essential for companies to evaluate both the technology and the applications before 
initiating projects and taking investment decisions. It can additionally be seen that while blockchain 
has a significant potential to provide scalable and automated solutions with lower transaction costs, 
the technology is currently not mature enough to do so. There are still issues concerning scalability as 
well as a lack of a coherent policy mix in place limiting the development of commercial applications. 
However, as the adoption of EVs is increasing and interesting technologies such as machine-to-
machine payments and inductive charging are being investigated, value lies in taking a proactive 
stance and to start exploring scalable and automated solutions.   



 

Sammanfattning  
Blockchain är en framväxande teknik som har uppmärksammats mycket av både näringslivet och 
inom olika forskningsområden de senaste åren. Blockchain-teknikens distribuerade och digitala natur 
kan potentiellt användas för att lösa några av de utmaningar industrin i dagsläget står inför. 
Blockchain är dock en teknologi under utveckling och tekniken anses av många företag vara en kritisk 
osäkerhet då både utmaningarna och möjligheterna kopplade till tekniken till stor del fortfarande är 
okända. Det saknas således både kunskap och brist på beslutsverktyg för att förstå var, när och hur 
användningen av blockchain kan skapa reellt värde. Denna uppsats ämnar följaktligen bredda 
kunskapen inom området genom att ta fram verktyg för att utvärdera och prioritera bland blockchain-
baserade användningsfall samt att på en teoretisk och praktisk nivå visa hur blockchain-tekniken kan 
implementeras inom ett specifikt område.  
 
I den första delen av studien applicerades ett brett initialt fokus, då en stor del av alla projekt som 
utförs på marknaden undersöktes och sorterades in till större kluster baserat på dess övergripande 
användningsområde. Varje kluster analyserades och utvärderades sedan baserat på hur väl de passade 
både strategin av det beställande företaget och kriterierna för att använda blockchain. Efter det första 
steget av den egenframtagna utvärderingsmetoden kunde det bedömas att fyra kluster bäst passade in 
på de tidigare nämnda urvalskriterierna. De fyra kluster som värderades högst är “P2P Energy 
Trading”, “EV Charging & Management”, “Grid Stabilization & Management” och “Environmental 
Commodity Management & Trading”. Genom att utföra en slutgiltlig utvärdering baserat på 
projektens mognadsgrad så prioriterades “EV Charging & Management” och mer specifikt, 
användningsfallet e-mobility roaming, för vidare utvärdering.  
 
I uppsatsens andra del så undersöktes både marknaden och de tillhörande funktionerna för e-mobility 
roaming närmare. Genom att addera blockchain till den nuvarande lösningen identifierades fyra olika 
scenarier för hur blockchain skulle kunna implementeras på marknaden. Under utvecklingen av 
scenarierna och utvärderingen av dess inverkan på marknaden och funktionerna inom e-mobility 
roaming kunde flera observationer göras. Det blev tydligt hur många av de nuvarande funktionerna 
och processerna kan automatiseras med hjälp av blockchain-tekniken då den möjliggör transaktioner i 
realtid samt effektiviserar flera av de nuvarande manuella och tidskrävande processerna för utbyte av 
kunddata och fakturering. Detta har ytterligare konsekvenser för marknaden i helhet eftersom några av 
de nuvarande ansvarsområdena för vissa av de etablerade aktörer kommer att bli överflödiga. Genom 
att utvärdera scenarierna utifrån teknik, marknad-, kund- och legala aspekter blev det ytterligare 
tydligt att scenarierna baserade på en publik blockchain är längre ifrån en kommersialisering inom 
energisektorn än de som baserades på en privat blockchain. Detta är dels på grund av de fluktuerande 
växlingskurserna för kryptovalutor och dels av nuvarande skalbarhetsproblem och 
regleringsbegränsningar. Dock anses publika blockchains vara bättre för att påbörja tester av tekniken 
och utforska möjliga lösningar tills tekniken är mogen, då de inte kräver någon initial investering. 
 
Sammanfattningsvis kan det ses att både intresset och engagemanget för blockchain är högt inom 
energisektorn då både etablerade företag och startups undersöker potentialen hos tekniken. Med tanke 
på teknikens höga komplexitet är det dock viktigt för företagen att utvärdera både tekniken och 
applikationerna närmare innan de initierar projekt och tar investeringsbeslut. Ytterligare så har 
blockchain en stor potential att tillhandahålla skalbara och automatiserade lösningar med lägre 
transaktionskostnader, men tekniken är inte tillräckligt mogen för att klara av det i dagsläget. Problem 
som rör både transaktionskostnader och transaktionshastighet begränsar för närvarande utvecklingen 
av kommersiella applikationer. Det finns dock ett värde i att redan nu ta en proaktiv ställning och 
börja undersöka skalbara och automatiserade lösningar då både antalet elbilar förväntas öka och 
tekniker såsom maskin-till-maskinbetalningar och induktivladdningar undersöks.  
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Abbreviations 
B2B  Business to Business  
B2C  Business to Consumer 
CH   Clearing House 
CDR  Charge Detail Record  
CPO  Charge Point Operator 
CSMS  Charging Station Management System  
DER  Distributed Energy Resources 
DDBMS Distributed Database Management System  
DSO  Distribution System Operator  
EIC   Energy Industries Council 
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EV  Electric Vehicle  
EVSE  Electric Vehicle Supply Equipment  
EVSP   Electric Vehicle Service Provider  
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MSP  Mobility Service Provider  
NSP   Navigation Service Provider  
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OCPP   Open Charge Point Protocol  
OCPI   Open Charge Point Interface Protocol  
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OICP   Open InterCharge Protocol 
OSCP   Open Smart Charging Protocol 
P2P   Peer to Peer  
PoA  Proof of Authority  
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PoW   Proof of Work 
PoS   Proof of Stake  
PV   Photovoltaics  
RFID  Radio Frequency Identification Device  
RH  Roaming Hub  
TSO  Transmission System Operator  
TTP  Trusted Third Parties  
 
Glossary 
 
51% Attack refers to when more than half of the computing power of a network is controlled by an 
entity or group that may issue conflicting transactions to harm the network 
 
Blocks are records carrying transactional information. Each block consists of a set of transactions that 
are bundled together and added to the chain at the same time. 
 
Blockchain is a shared and cryptographically secure ledger where transactions are permanently 
recorded by appending blocks. The blockchain serves as a historical record of every transaction 
occurred in a network. 
 
Consensus is achieved when all participants of the network agree on the validity of the transactions, 
ensuring that the ledgers are exact copies of each other. 
 



 

Cryptocurrencies also known as tokens, are representations of digital assets. 
 
Cryptocurrency Address is used to send or receive transactions on the network. An address usually 
presents itself as a string of alphanumeric characters. 
 
Cryptographic Hash Function produce a fixed-size and unique hash value from variable-size 
transaction input.  
 
Decentralized Application (Dapp) is an application that has its backend code running autonomously 
on a decentralized peer-to-peer network. Dapps are open source, has its data stored on a blockchain, 
incentivised in the form of cryptographic tokens and operates on a protocol that shows proof of value.  
 
Distributed Ledger are ledgers in which data is stored across a network of decentralized nodes.  
 
Distributed Network is a type of computer network where the processing power and data are spread 
and shared over several nodes rather than on a centralised administrative server. 
 
Digital Signature is a digital code generated by public key encryption that is attached to an 
electronically transmitted document to verify its contents and the sender’s identity. 
 
Double Spending occurs when money is spent more than once. 
 
E-mobility Roaming is the seamless experience of an e-mobility customer to use a charging station 
which its standard e-mobility provider is not responsible for 
 
Ethereum is an open source blockchain-based decentralised platform that allows developers to build 
decentralized applications (dApps) on top of the blockchain that run smart contracts 
 
Ethereum Virtual Machine (EVM) is a Turing complete virtual machine that allows anyone to 
execute arbitrary EVM Byte Code. Every Ethereum node runs on the EVM to maintain consensus 
across the blockchain. 
 
Hash is the act of performing a hash function on the output data.  
 
Mining is the act of validating blockchain transactions. The necessity of validation warrants an 
incentive for the miners, usually in the form of coins.  
 
Multi-Signature provide an added layer of security by requiring more than one key to authorize a 
transaction. 
 
Node is a copy of the ledger operated by a participant of the blockchain network. The nodes in the 
network all run a common communication language which allows them to replicate and share files 
across a network 
 
Oracles work as a bridge between the real world and the blockchain by providing data to the smart 
contracts. 
 
Peer to Peer network is a distributed network of computers referred to as peers or nodes, that are 
interconnected and share resources among each other without the use of a central administrative 
server. 
 
Private Key is a string of data that allows you to access the tokens in a specific wallet. They act as 
passwords that are kept hidden from anyone but the owner of the address. 
 



 

Public Address is the cryptographic hash of a public key. They act as email addresses that can be 
published anywhere, unlike private keys. 
 
Smart Contracts encode business rules in a programmable language onto the blockchain and are 
enforced by the participants of the network. 
 
Solidity is Ethereum’s programming language for developing smart contracts. 
 
Testnet is a test blockchain used by developers to prevent expending assets on the main chain. 
 
Transaction Block is a collection of transactions gathered into a block that can then be hashed and 
added to the blockchain. 
 
Transaction Fee is involved in all cryptocurrency transactions. These transaction fees add up to 
account for the block reward that a miner receives when he successfully processes a block. 
 
Turing Complete refers to the ability of a machine to perform calculations that any other 
programmable computer is capable of. An example of this is the Ethereum Virtual Machine (EVM). 
 
Use Case is a methodology used in system analysis to identify, clarify, and organize system 
requirements. The use case is made up of a set of possible sequences of interactions between systems 
and users in a particular environment and related to a particular goal. In the thesis, use case more 
specifically refers to an area of application utilizing blockchain in the energy sector  
 
Use Case Cluster are a group of several use cases bundled together based on similarities in their 
overall theme or target market. 
 
Wallet A file that stores private keys. It usually contains a software client which allows access to view 
and create transactions on a specific blockchain that the wallet is designed for.  
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1. Introduction 
In this chapter, the introductory background to the research subject and the problem statement will 
initially be presented. Thereafter, the purpose and the research questions of the study will be 
introduced, followed by the delimitations and limitations and the expected contribution of the 
research. Lastly, the disposition of the thesis will be given together with a short description of the 
expected outcome of each chapter.  
 
Energy systems worldwide have traditionally been designed around a centralized system with large-
scale industrial production and a passive customer base. To achieve economies of scale, power 
generation has been centralized, with large power plants located far from densely populated areas. 
High voltage transmission across long distances has been coordinated with distribution at a local level 
in order to reach consumers. These centralized systems have been suitable in the past as they delivered 
high efficiencies and secure transmission with the use of non-renewable fossil fuels. However, the 
energy industry is currently in the midst of a great transformation as new technologies emerge for 
producing and storing energy, products and processes get increasingly digitalized, and consumers 
become more active. This digital and technological transformation is disrupting traditional business 
models and reshaping the roles of different actors within the energy system. 
 
The World Economic Forum has identified three critical technological trends that enhance the 
transformation of the energy sector (The World Economic Forum, 2017). Firstly, the energy industry 
is becoming increasingly electrified as there is a shift away from the direct consumption of fossil fuels 
for commercial segments such as transportation and residential heating. Secondly, the increased 
deployment of renewable and distributed energy sources facilitates the decentralization of energy 
systems. Distributed generation mainly derives from solar PVs which have frequently been deployed 
in the last years following price reductions and improved technological features. Thirdly, the rapid 
development of digital technologies is making large parts of the energy value chain digitalized. Digital 
transformation will become critical as real-time communication between both devices and different 
actors across the energy value chain will be a necessity for real-time coordination of the grid. As the 
industry is already moving away from the traditional, centralized structure of the past, new emerging 
technologies such as blockchain that can facilitate the ongoing change will potentially have a 
substantial impact. Given the decentralized and digital nature of the technology, blockchain could be 
used to better support the information flows between different participants and devices in the energy 
system while streamlining transactions.  
 
In short, blockchain is a distributed and collectively maintained database, an immutable ledger of 
transactions. Distinguished from the more common central architecture where data is stored on only a 
few servers, a copy of the blockchain is stored locally by each participating peer of the network. The 
chain of data records is continuously growing as new blocks are validated across the distributed 
network before being attached to the chain. All the peers of the network can verify that each new 
block in a chain is valid by means of cryptographic hashing, whereas the validity of each transaction 
relies on the widely used public key encryption model. The decentralized nature of blockchain enables 
applications to operate without the need of trusted third parties. The technology has furthermore 
evolved from supporting only simple monetary transactions to being able to run code that implements 
more complex rules. By establishing a decentralized and secure information network, the use of 
blockchain can potentially offer a substantial change in the way the current energy system operates 
(Yang et al., 2017). The energy sector is currently one of the most advanced sectors in its adoption of 
blockchain; the technology is perceived by energy leaders to be an issue of both high impact and 
uncertainty (World Energy Council, 2018). Numerous blockchain-based projects are emerging within 
this field and start-ups, incumbent energy companies and national governments are all investigating 
the potential of the new technology.  
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Although blockchain is a promising and potentially disruptive technology, it is still in an emerging 
phase, and there is a lack of full scale, commercialized applications. Many uncertainties stand in the 
way of full technological implementation and they could potentially limit, or even stall, the growth of 
the technology. As the technology is relatively new and limited knowledge exists about what changes 
it will bring to the current market structure, it becomes essential to gain further understanding about 
both the capabilities and limitations of the technology and its use within the energy sector.  

1.1 Problem Statement 
The energy industry is currently changing, and there is a shift towards energy systems becoming 
increasingly electrified, decentralized and digitalized. The distributed and immutable nature of 
blockchain technology could potentially be leveraged to accelerate this transformation and to address 
some of the critical challenges the industry is facing. However, the emergence of a new and possibly 
disruptive technology presents uncertainty and inexperience as the challenges and opportunities of 
blockchain implementation within the energy sector are still largely unknown.  
 
While blockchain technology could have a transformative effect on some processes, the technology is 
neither mature enough nor suitable to solve all of the challenges within the energy transition. Hence, it 
would be trivial to follow the current hype and jump on board without carefully considering and 
evaluating the technology. The list of blockchain-based use cases within the energy industry is, 
however, continuously growing as both utilities and start-ups are investigating the potential of the 
technology. The development is expected to continue in the near future as more organizations push 
forward and move beyond the initial phase of use cases and proof of concepts. Despite this, some 
people argue that as much as 90 % of all blockchain projects are not leveraging the technology to its 
full potential and could be better solved with the use of other technologies (Engel, 2018). This 
indicates that there seems to be a lack of knowledge and scarcity of decision-making tools for 
understanding where, when and how the use of blockchain could add profound value.  

1.2 Purpose and Research Question  
With the given background and problem description, this study sets out to explore the initial steps of a 
blockchain project implementation for an electric utility. Given the high degree of uncertainty and 
novelty of the technology, this study will have an exploratory approach.  
 
The thesis will be divided into two parts where the purpose of the first part is to gain a deeper 
understanding of the blockchain-based use cases currently available in the energy sector and the 
underlying blockchain technology. By drawing on previous research and insights from experts, the 
ambition is to a develop a framework for assessing the maturity of the use cases as well as their 
relevance for both an incumbent electric utility and blockchain technology. The purpose of the second 
part is to gain more in-depth knowledge about one specific use case and evaluate how blockchain 
could be implemented within that domain. This will include both the development of potential 
approaches to blockchain implementation as well as displaying in more practical terms what a 
blockchain-based solution could look like.  
 
For the first part of the thesis, the main research question is: 
 
What blockchain-based use cases should be prioritized by an electric utility in order to evaluate the 
potential, and expand the knowledge of the technology? 
 
To answer the main research question, three sub-research questions will be investigated:  
   

● What are the existing blockchain-based use cases within the energy sector? 
● How well do the use cases align with the current market trends and fit the criteria for 

blockchain adoption?  
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● How mature are the different use cases and what factors are currently limiting the 
development? 

 
For the second part of the thesis, the main research question is:  
 
How will the business environment and the functional architecture of E-mobility Roaming be affected 
when implementing blockchain?  
 
To answer the main research question, three sub-research questions will be investigated: 
 

● What possible scenarios for blockchain implementation can be identified within E-mobility 
Roaming? 

● How could a Proof of Concept be designed in order to display some of the identified scenarios 
practically? 

● What technical and functional advantages and disadvantages exist for the identified scenarios?  

1.3 Research contribution  
Even though many blockchain-based use cases exist within the energy sector, there is limited previous 
research on how to assess and understand how well they leverage the advantages of blockchain and 
how to prioritize among them. Additionally, there is a lack of both theoretical and practical knowledge 
about what is needed to initiate a blockchain implementation within an incumbent electric utility. 
Given this, it is essential to initiate the research within this field and provide the industry with relevant 
knowledge.  
 
The outcome of this study can be used both as a basis of knowledge for individuals and organizations 
that are interested in blockchain implementation within the energy industry and serve as a ground for 
future research projects. As this study explores the initial steps towards a blockchain implementation, 
there is great potential to continue the research and build and test the concepts presented.  

1.4 Limitations 
Limitations are boundaries and implications that are out of the control of the study. For this analysis, it 
entails both time constraints as well as limited access to resources. Furthermore, as a competitive 
market is analysed and a new technology investigated, there is a risk of interviewees being reluctant to 
share all aspects of their knowledge.  

1.5 Delimitations  
The delimitations are conscious choices taken to limit the scope of the conducted research. As this 
study is commissioned by Vattenfall, the geographic area of investigation, as well as the strategy 
alignment evaluation, will be based on their operations.  Accordingly, given the origin and knowledge 
of the interviewees, the primary focus will be on the Nordics, the Netherlands, and Germany. 
Additionally, the term “energy sector” will be used throughout this study; however, the focus will 
almost exclusively be on the electricity market and the operations carried out by utilities and other 
actors along the electricity value chain. Due to this, other parts of the energy sector such as heat or oil 
and gas will not be taken into consideration.  
 
For the evaluation of blockchain-based use cases, some simplifications and generalizations have been 
made regarding their scope and market complexity. This was done to reduce the complexity of the 
collected data. Additionally, the evaluation will solely focus on use cases that are openly displayed on 
the market and hence not on potential or future applications. Furthermore, due to the novelty of the 
technology, the assessment will not focus on the viability of the use cases nor the expected financial 
return. In addition, the definition of Roaming used for this study is based on the utilization of charging 
stations outside of an EV users home network, not on the service of choosing between electricity 
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providers at the charging station. So-called electricity roaming will hence not be taken into 
consideration. Lastly, the EV user will also be seen as the intelligence location, and not the EV itself. 
Solutions were the EV is capable of making own decisions are under development, but it is considered 
to be outside of the scope of this study and will not be analysed further.  

1.5 Disposition   
As previously explained, the study is divided into two parts where the outcome of the first part serves 
as a basis for the second part. The logic behind the division of the study is to get a holistic picture of 
the path of implementation, from the initial learnings of blockchain technology down to practical 
testing and evaluation. Given this, the study has been designed with a broad initial focus which then 
narrows down and gets more specific as the research progresses. This process is outlined in Figure 1 
together with the expected outcomes from each chapter. This section will thus present the outline of 
the study, consisting of 12 chapters.  
 

 
 

Figure 1: The outline of the thesis presented with the research process and the expected outcomes. 

Chapter 1, Introduction above provides an introductory background to the research subject and the 
context of the thesis. Initially, the introductory background to the research subject and the problem 
statement will initially be presented. Thereafter, the purpose and the research questions of the study 
will be introduced, followed by the delimitations and limitations and the expected contribution of the 
research. 
 
Chapter 2, Current State and Future Trends for the Electricity System presents a brief introduction 
of the electricity system along with an overview of the associated actors within the markets and their 
responsibilities. In the last part of the chapter, future energy trends and developments within the 
electricity system will be introduced and explained. The purpose of this chapter is to gain a better 
understanding of the present conditions and the future challenges that are facing electricity systems 
worldwide.  
 
Chapter 3, Introduction to blockchain provides an introduction to the fundamental principles of 
blockchain technology. In the first section, the distinction between centralized and distributed systems 
will be explained, followed by an introduction of the primary and functional principles of distributed 
ledger technologies. Lastly, the different consensus approaches and blockchain domains will be 
explored. The purpose of this chapter is to lay a theoretical foundation for the rest of the study in order 
to understand the fundamentals and possible applications of the technology better.   
 
Chapter 4, Methodology describes the chosen research design and methodology for the entire study. 
Initially, the research process will be demonstrated followed by a discussion about the research 
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purpose and the chosen approach. The different methods for data collection and analysis will then be 
covered. Lastly, the quality of the research will be addressed by focusing on the reliability and validity 
of the study. The purpose of this chapter is to explain the chosen scientific methods and to discuss 
both the advantages and disadvantages of the selected approach.  
 
Chapter 5, Use Case Evaluation Approach introduces and explains the research approach used for 
evaluating blockchain-based use cases. Each consecutive step of the use case evaluation approach will 
be defined along with its related activities. The purpose of this chapter is to display how the use cases 
were selected and evaluated as well as to create a better understanding of the underlying theoretical 
basis that was used for the development of the approach.  
 
Chapter 6, Analysis and Discussion - Part One covers the analysis and discussion of the first part of 
the study. The purpose of this chapter is to answer the sub-research questions for the first part of the 
study. The analysis and discussion will follow the consecutive steps of the use case evaluation 
approach introduced in Chapter 5.  
 
Chapter 7, Conclusion and Discussion - Part One presents and discuss the major findings from the 
first part of the thesis. As the main part of the analysis have been provided in Chapter 6, this chapter 
will provide a more condensed and shorter version of the discussion presented earlier.  
 
Chapter 8, Introduction to e-mobility provides the initial background for the selected use case along 
with the general outline of the second part of the study. This involves the business layer of e-mobility 
roaming and a market overview focusing on the different actors and roles as well as the current market 
conditions will be presented. Additionally, the different standards and protocols currently used within 
the e-mobility roaming market will be described.  
 
Chapter 9, Functional Architecture: E-mobility Roaming covers the functional architecture of the 
use case. This involves all the functions currently related to an EV charging session within a roaming 
network as well as the connection to the different market roles and protocols. The purpose of this 
chapter is to provide a theoretical background of the current situation and to display the basis used for 
the implementation scenarios. 
 
Chapter 10, Scenario Evaluation Approach describes the approach used for evaluating the identified 
scenarios for blockchain implementation within E-mobility Roaming. Initially, an overview of the 
selected approach will be given followed by a more detailed description of each of the four assessment 
dimensions. The purpose of this chapter is to create an understanding of the different aspects that will 
be used to evaluate the identified scenarios.  
 
Chapter 11, Analysis and Discussion - Implementation of Blockchain Scenarios presents the 
empirical results of the second part of the study. The purpose of this chapter is to answer the sub-
research questions for the second part of the study.  The presentation of the results will follow the 
scenario evaluation approach from Chapter 10 by bridging the gap between the blockchain, business 
and functional layer. The chapter will start with the functional description of each scenario followed 
by a presentation of the Proof of Concept and finish with the assessment of the identified scenarios. 
 
Chapter 12, Conclusion about the Outputs of the Thesis covers the conclusions of the second part of 
the study. The purpose of this part is thus to answer the main research question: “How will the 
business environment and the functional architecture of E-mobility Roaming be affected when 
implementing blockchain?”  
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2. Current State and Future Trends for the Electricity System 
The electricity system can be divided into two main components - the electricity value chain that 
pertains to the physical flow of electricity from generation to end consumption and the trade of power 
and other related products on different energy markets. In this chapter, these two parts will be briefly 
introduced and explained along with an overview of the associated actors within the markets and their 
main responsibilities. Lastly, future trends and developments for the energy sector will be discussed. 
The purpose of this chapter is to gain a better understanding of the present conditions and the future 
challenges that are facing electricity systems worldwide.  

2.1 The Electricity Value Chain  
The electricity grid is responsible for the transmission and distribution of power from generators to 
end consumers. Traditionally, electricity has been generated at large power plants, and the electricity 
has then been distributed to consumers over the transmission and distribution grids in a one-
directional flow. Current electricity systems are thus based on a hierarchical, top-down design 
consisting of the transmission grid, the sub-transmission grid, and the distribution grid. The large 
energy producers are connected to the transmission grid, and the purpose of these grids is to transmit 
large amounts of energy over a long distance. Due to this, they are often connected to the transmission 
grids of other countries as well. The sub-transmission grids serve as a link between the transmission 
grids and the distribution grids in order to facilitate the transition from high voltage to low voltage. 
The distribution grids reach all the way to the end consumers of electricity and can be either high 
voltage (industrial consumers) or low voltage (residential consumers) (Söder and Amelin, 2011). 

 
Figure 2: Electricity Value Chain (Modified from Voets (2017)) 

The traditional electricity value chain consists of six consecutive processes: Generation, Trading, 
Transmission, Distribution, Metering and Consumption, which in turn is divided between Residential 
and Commercial & Industrial consumption. As can be seen from Figure 2, three main exchange 
processes take place within the value chain; the physical flow of power, the flow of information and 
the monetary flow from the users to the generators and grid operators (Voets, 2017). The value chain 
and the physical flow of electricity start with the generation of electricity where Electricity Generators 
feed electricity into the grid. As previously mentioned, this is mainly done at the transmission grid, but 
production can also take place on a smaller scale at the distribution level. It is then called distributed 
generation, and it could, for example, be electricity generated from solar PVs or wind farms (Söder 
and Amelin, 2011). The electricity is then supplied to consumers by the use of two different processes: 
transmission and distribution. The transmission and distribution system operators (TSO and DSO, 
respectively) are hence responsible for the transportation of electricity from the generation source to 
the end consumer and if power losses occur, they are liable to cover the losses. The high voltage 
transmission grid is operated by the TSO whose main responsibilities are to ensure grid stabilization 
and a secure supply of electricity at all times. The DSO is responsible for the regional grids and for 
transporting electricity from the transmission grid to the end consumer. Both grid owners have a 
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metering responsibility which implies that they must meter all the electricity production and 
consumption for all the producers and consumers who are connected to their grid (Söder and Amelin, 
2011). Following market liberalizations in many European electricity markets since the 1990s, power 
generation and trading have become fully competitive. However, the TSOs and DSOs are operating 
under strict regulations, and their activities are considered to be natural monopolies which is why their 
responsibilities constitute non-competitive parts of the industry.  
 
The electricity generated at the different production facilities is sold from the electricity producers to a 
variety of Energy Suppliers either bilaterally or through the use of energy exchanges. Energy suppliers 
buy large quantities of electricity from the electricity generators and sell it to the end-consumers by 
different tailored agreements. Energy suppliers can also take on the part of electricity generators; 
companies that lack their own production are often called Energy Retailers. As the energy suppliers 
have a contractual agreement with the end users of electricity, they function as a link between the 
producers and the consumers. The monetary flow thus moves inversely with electricity as it originates 
from the customers and then moves back along the value chain. The traditional electricity value chain 
displays a one-way flow of both electricity and money. However, as distributed energy resources get 
increasingly adopted and the role of the consumer evolves, the value chain of future energy systems 
will not be as linear as both the electricity and the monetary flow will be bidirectional. New actors will 
additionally appear following the recent development within the energy markets. One of the emerging 
roles is the Energy Aggregator who brings small energy consumers and producers together in order to 
obtain better energy prices and offer joint flexibility.  

2.1.2 Electricity Trade 
The current electricity trade involves a variety of products that are sold on different markets: the long-
term market, the day-ahead market, the intra-day market and the balance market. The long-term 
market is mainly a financial market for future derivatives which excludes the physical delivery of 
electricity and thereby the delivery obligation. Electricity trade on all these markets takes place either 
via energy exchanges or bilaterally between counterparts through brokers and broker platforms in 
Over-the-Counter trading. Over-the-Counter energy trading is by far the most common trading form 
for energy within Europe but power trading within the Nordics is still dominated by energy 
exchanges. The Nord Pool Spot energy exchange is then mainly used for the day-ahead and intra-day 
markets and Nasdaq OMX is used for the long-term market (Rademaekers, Slingenberg and Morsy, 
2008). 
 
There are multiple players connected to the trade of electricity both in exchanges and through bilateral 
agreements. Traders buy electricity from generators on the wholesale market and resell it to either 
energy suppliers or to other traders. Traders can either use the energy exchanges or they can use 
platforms offered by energy brokers. Brokers then mainly serve as a mediator of the bilateral 
agreements. Clearing houses are connected to the energy exchanges and carry out the physical and 
financial settlement of trades. Clearing houses hence work as a counterparty and in the event of a 
default, they procure failed deliveries and compensate defaults (Merz, 2016). Energy exchanges are 
also regulated and controlled by national regulators which in the case of Nord Pool is Svenska 
Kraftnät and the other TSOs in the region.  

2.2 Market Trends  
The trends that affect the future development of the energy system span a wide array of topics, from 
the development of the global economy to technological advancements and political agreements. 
Three main trends have been identified by the World Economic Forum (2017) as the key drivers for 
the transformation of the energy sector: decentralization, electrification and digitalization. The impact 
of these trends will be discussed briefly below.  
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2.2.1 Decentralization 
Decentralization in the energy sector implies that the electricity is produced in smaller power 
generating units closer to where it is consumed. Following the increased adoption of both residential 
and commercially used energy resources such as solar PVs and wind power, distributed generation is 
becoming an increasingly big part of the overall installed capacity in many countries (US EPA, n.d.). 
A decentralized structure and increased adoption of renewable distributed energy resources could have 
a positive effect on the overall energy system as transmission losses can be reduced, the demand peak 
flattened and the environmental impact limited. However, it will also introduce new challenges for 
functions such as grid coordination as the flow of electricity will be bidirectional and the system will 
increasingly rely on the intermittent output of renewable energy sources. Yang et al. (2017) 
additionally argues that an energy system with a large quantity of active prosumers no longer can 
work under a centralized structure since the large number of controllable elements and devices will be 
too much to handle.  
 
Deployment of PVs has dramatically increased worldwide in the last decade following decreasing 
costs, improved technological features and governmental subsidies (International Energy Agency, 
2017a). Additionally, new technologies such as improved batteries for distributed energy storage, 
rooftop solar tiles, and improved electric vehicles will further enhance the trend of increasingly 
decentralized energy systems. Distributed generation makes it possible for consumers to take on a 
more active role in the energy system as they can increasingly participate in both energy generating 
and grid balancing processes. In some areas, regulations allowing P2P trading have additionally 
contributed to the increased decentralization (Orlov, 2017). An important consideration when 
increasingly adding distributed energy resources to the grid however, is that they are connected to the 
grid on the regional level and the power will thus be fed into the distribution grid. It then becomes 
increasingly important for DSOs to act as TSOs and balance the production and consumption on a 
smaller, regional scale (Merz, 2016). 

2.2.2 Electrification 
Electrification means the increasing share of electricity as and end use energy source. Electricity 
consumption is growing rapidly following the replacement of fossil fuels in heavily energy consuming 
end-use segments, such as the transportation sector and for residential and commercial heating. 
(Iea.org, 2018a) In OECD countries, the transportation sectors alone stand for approximately 34% of 
the total energy consumption and the replacement of fossil fuels for transportation could thus bring 
significant environmental improvements (Iea.org, n.d.). Due to ambitious greenhouse gas emission 
goals set by governments worldwide, the IEA estimates that the share of electricity as part of the final 
energy demand will increase from 18% in 2017 to 26% by year 2060 (International Energy Agency, 
2017c). One major challenge facing the industry, however, is that growing demand for electricity 
creates regional bottlenecks in the electricity transmission capacity. This problem already exists to 
some extent in countries such as Germany and China where there is a profound distance between the 
main production areas and the high consumption regions (ibid). Given the increased adoption of 
electric vehicles, the impact on the grid might become even more evident as charging will increase the 
peak demand. The congestion problem can be solved either through grid expansions and planning or 
through the use of market regulations such as price mechanisms and smart charging and recharging. 
However, as grid planning and expansion is both a capital and time intensive process, improving 
market designs and customer consumption patterns might be a more cost-effective solution to solve 
parts of the problem within a shorter time frame (Irmen, 2018).  
 
In order for increased electrification to have a positive impact on reducing the overall emissions, it is 
crucial that the primary energy sources used for generating electricity are sustainable. Fossil energy 
sources such as coal and natural gas are still the dominant source of fuels for generating electricity and 
in 2017, they accounted for a combined 48 % of all the electricity production in Europe (Iea.org, 
2018b). In order to reach the carbon emission goals, it thereby becomes important not only to 
decarbonize by electrifying fossil intensive sectors but also to improve the primary sources used for 
electricity generation.  
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2.2.3 Digitalization  
As entire societies and sectors get more digitalized, worldwide energy systems and large parts of the 
electricity value chain will follow. By adopting digital technologies, devices and actors across the 
energy value chain can share data and communicate in order to facilitate grid management and 
optimize production. Digital solutions thus serve as a means to improve operations and increase the 
flexibility of the systems. This is shown as the World Economic Forum estimates that there is $ 1.3 
trillion of value to be captured globally by realizing the value from the digital transformation (World 
Economic Forum & Accenture, 2016).  
 
At the generation end of the value chain, digital technologies such as IoT sensors, smart meters and 
improved weather forecasts can enable improved planning and remote control of power plants which 
will enhance operational productivity. Additionally, by collecting data in real-time about the supply 
and demand in the grid, the transmission and distribution of electricity can be optimized, and 
transmission congestion can be alleviated. Digital platforms facilitate the operations of energy 
aggregators as multiple distributed energy resources can be connected to create a virtual power plant. 
By doing so, renewable energy sources can be more efficiently integrated to the grid, and the virtual 
power plant can serve as both an electricity generating entity and as a source for flexibility as batteries 
and electric vehicles can dispatch to the grid in times of high demand (World Economic Forum & 
Accenture, 2016). Many of the system challenges presented earlier can thus be addressed as 
distributed energy resources can become connected devices and electricity consumption can become 
smarter.  
 
Even though the digital transformation serves as a great opportunity for the energy sector to capture 
new benefits and streamline processes, many challenges also exist. One of the barriers of 
implementation is outdated regulations that do not fit the future development along with privacy and 
security concerns. Nevertheless, investments in digital technologies by energy companies continue to 
increase, and since 2014, global investments in digital electricity infrastructure and software has 
grown by 20 % annually (International Energy Agency, 2017b).  
 
In this chapter, an overview of the present conditions as well as challenges and opportunities facing 
the energy sector and electricity systems have been presented. In parallel to the emergence of 
blockchain technologies, energy systems worldwide are becoming more decentralized and 
increasingly digitalized. There is additionally a great shift towards using electricity as an end-use 
energy source which requires greater coordination of the grid and the different actors within it to avoid 
congestion. The following chapter will introduce blockchain and present the fundamental principles of 
the technology. Additionally, an overview over the different consensus approaches as well as the 
different blockchain domains will be given.  
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3. Blockchain Technology 
In this chapter, an introduction to the fundamental principles of blockchain technology will be given. 
In the first section, the distinction between Centralized, Decentralized and Distributed systems will be 
explained. In the following two sections, the primary and functional principles of distributed ledger 
technologies will be presented. In the last sections, the different consensus approaches and domains of 
blockchain technologies will be explored. The outline of this chapter will move from a broad initial 
scope only briefly covering the topics to a narrower focus presenting more detailed explanations in 
the last part.  
 
Blockchain is currently a topic that is receiving abundant attention from numerous actors on a global 
scale; from governments and large corporations to start-ups and individuals. Blockchain technology is 
promising big things; to be the internet of value and the trigger of a new paradigm. Even so, the 
fundamentals of the technology might be hard to comprehend, exacerbated by the absence of a 
common standard of defining the blockchain domain. According to many researchers (de Kruijff & 
Weigand, 2017; Glaser, 2017; D. B. Meijer, 2017) a unified definition of the terminology is still 
missing. Many, however, agree that the most fundamental novelty behind the technology is that it 
enables “valid transmission of transactions without the involvement of financial middle parties” 
(Mougayar 2018). In short, Blockchain is a digital, shared, cryptographic and distributed ledger 
technology that facilitates the process of recording transactions and tracking assets between parties 
efficiently and in a verifiable, reliable and permanent way (Gupta, 2017). The most commonly known 
applications that are built on Blockchain technologies are cryptocurrencies like Bitcoin and Ether. The 
blockchain technology however goes way beyond these cryptocurrencies, as the exchange of value 
transferred and recorded on the blockchain can occur with anything that can be digitally represented. 
Melanie Swan (2015) gave the following explanation in her book “Blockchain - Blueprint for a New 
economy:  
 
“We should think about the blockchain [..] like the Internet—a comprehensive information technology 

with tiered technical levels and multiple classes of applications for any form of asset registry, 
inventory, and exchange, including every area of finance, economics, and money; hard assets and 
intangible assets. But the blockchain concept is even more; it is a new organizing paradigm for the 

discovery, valuation, and transfer of all quanta of anything, and potentially for the coordination of all 
human activity at a much larger scale than has been possible before (Swan, 2015, p.10)” 

3.1 Centralized and Decentralized Computer Systems  
The reality of today is that there are networks of computers everywhere. These networks differ in the 
way they are architected, processed and controlled. In this section, the difference between centralized, 
and decentralized architectural systems will be explained. 
 
In centralized computer systems, computers, called clients, are located and connected to one 
component and location called a server and all the data is thus stored on and controlled by, one central 
entity. In a decentralized system, on the other hand, there is more than one server connected and 
located on the network and each can exercise control independently of each other over lower level 
components, i.e. clients. The communication structure over the internet has historically been 
constructed around a structure called the client-server model. This model partitions tasks or workload 
between providers of resources or services, i.e. servers that run one or more server programs. These 
resources are being shared to, and requested by, the clients. Clients and servers often communicate 
over a computer network on separate hardware, but they may reside in the same system. In a client-
server model, a client requests a server’s content or service function and does not share any of its 
resources. For this reason, clients initiate communication sessions with servers. Email and the World 
Wide Web are examples of computer applications that use this model. The major drawback of this 
model is when too many clients are requesting resources concurrently as it may lead to a shutdown of 
the server.  
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In a decentralized computer system, all clients are equal, and there is no central server exercising 
control over it. In contrast to the common server-client-model, a peer to peer (P2P) network is a 
distributed network of computers referred to as peers or nodes, that are interconnected and share 
resources among each other without the use of a central administrative server (Melander and Halvord, 
2017). The primary incentive to join such a network is reciprocity, where all nodes are seen as equal 
and having the same rights. Although all nodes are equal in a distributed system, they may take on 
different roles in the network as they might not have the possibility to provide all the required services 
(Melander and Halvord, 2017). The nodes in the network all run a common communication language 
which allows them to replicate and share files across a network. The main advantage of having such a 
setup is that there is no single point of failure (Coulouris et al., 2012). This essentially means that if 
one server goes down, the overall system will remain operational, with other servers acting as back-
up. However, the main disadvantage of this structure is to achieve and maintain overall system 
reliability, since such a system can be exposed to fraudulent behaviour from peers in the network 
(Konstantopoulos, 2017). This problem is often referred to as the Byzantine Generals Problem and 
this will be discussed in Section 3.4.  
 
A distributed database (DDBMS) is a database in which storage devices are not all attached to a 
common processor but may be stored in multiple computers, located either in the same physical 
location or dispersed over a network of interconnected computers. These databases need to be able to 
handle large amounts of structured and unstructured data as well as be able to scale across the 
network. There are several types of distributed databases, including Peer network node data stores, 
Distributed SQL data warehouses, Hadoop and Distributed Ledgers.  

3.2 Basic principles of Blockchain Technology  
Distributed ledger (DL) technologies are a branch of DDBMS. What distinguishes them is that they 
“leverage cryptography to provide a decentralized multi-version concurrency control mechanism and 
to maintain consensus about the existence and status of shared facts in trustless environments” 
(Meunier, 2016). According to Meunier, they differ from distributed databases in the ways that control 
of the read and write access is exercised. DLs are sincerely decentralized – trust in the system is high 
but not necessarily in the other nodes – and possess the ability to send transactions without trusted 
intermediaries (ibid). According to Paul (2017), there are three basic components of distributed ledger 
technologies (DLTs): 1) A data model that captures the current state of the ledger; 2) A language of 
transactions that changes the ledger state; 3) A protocol used to build consensus among participants 
around which transactions will be accepted, and in what order, by the ledger.  
 
Bitcoin was the first construction of distributed ledger technology commencing in 2009 where the aim 
was to allow for secure and anonymous transactions of electronic cash over a Peer-to-Peer network. 
The transactions are recorded and stored on the blockchain which holds the entire history of all 
transactions ever made on the network. Given its design, it is impossible to change or double-spend 
any transaction retroactively. Bitcoin can refer to two separate things; The bitcoin network, which is 
the Peer-to-Peer network where peers communicate over the Bitcoin protocol, or the cryptocurrency, 
which is the virtual currency through which value is determined. The novelty and radicalism of 
Bitcoin is not the technology itself; in fact, the core idea of bitcoin was to take several technologies 
that existed in the 70s, 80s, 90s and mash them together. Additionally, some argue that bitcoin still is 
the most robust blockchain network existing today (Antonopoulos, 2017). 
 
With blockchain, transactions no longer need to be stored in a centralized ledger system nor be 
validated by a third party. Instead they are distributed to all of the participating units over a P2P 
network holding an exact and continuously updated copy of the database, where the network, through 
consensus mechanisms, validates the transactions (Swan, 2017). Hence, the participating parties in the 
network can know where assets came from and how the ownership has changed over time since the 
shared ledger provides one single place to determine the origin (Gupta 2017). In addition, the ledger 
cannot be modified or tampered retroactively by the participants, making it close to impossible to 
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erase or alter transactions (PwC, 2016). By the same principle, transactions or assets cannot be 
doubled spent, since the network will detect this error.  
 
Smart contracts are subsets of DLTs and were first introduced by Ethereum in 2015. Smart contracts 
are defined as computer protocols used to define the rules and penalties around an agreement and 
automatically enforce those obligations on the blockchain (Tar, 2017). Smart contracts can either be 
smart contract code designed to execute certain tasks following the principle “if-this-do-that” or smart 
legal contracts designed to execute legally binding contracts between two parties without the need of 
a third party (ISDA Linklaters, 2017). The aim of the smart contract is to provide security to the 
system as well as reduce the transaction costs since intermediaries are replaced by the protocol.  
 
Blockchains typically follow a multi-layered design architecture with four layers (Kumar Sharma, 
2017). At the bottom layer, the rules and structure are defined with its consensus protocols, 
cryptographic primitives and other algorithms. The second layer is where the decentralized storage, 
processing and communication take place. This layer constitutes the synchronization, security, 
accessibility, and confidentiality of data as well as the management and enforcement of complex 
permission settings for participants and third parties (Strajnar, 2016). The third layer is the 
decentralized computing platforms layer. The top layer, which is the Application layer, is used for 
processing the first three layers into a useful application. 
 

 
Figure 3: A visualisation of four layer Blockchain Stack. Modified from (Kumar Sharma, 2017) 

In conclusion, Blockchain technology entails a host of many technologies including consensus 
algorithms, smart contracts as well as timestamping of transactions and cryptography. For this reason, 
blockchain is an extensive technology to grasp as it can be approached from different perspectives. 
Mouyagar (2016) suggests a multidisciplinary approach to view the blockchain including not only the 
technical but also the business and legal aspects as well. From a technical view “Blockchain is a back-
end database that maintains a distributed ledger”; from a business view “Blockchain is the exchange 
network for moving value between peers”; and from a legal view “blockchain is the transaction 
validation mechanism not requiring intermediary assistance”. In the following section, an explanation 
of the functional principles of blockchain technology will be presented.  

3.3 Functional Principles  
In the previous section, the basic principles of distributed ledger technologies including blockchain 
were given. In this section, the functional principles of the technology will be presented. These 
include the concepts of Asymmetric Cryptography, Cryptographic Hash Functions, Electronic 
Signatures, Blocks in the blockchain, Merkle tree and State Machines. 

Applications 
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3.3.1 Asymmetric Cryptography  
To be able to send and receive transactions securely and verifiably over a blockchain network, a 
cryptographic method called asymmetric cryptography is used. This method is built on a pair of keys 
where one is a public key and the other one a private key. These keys are mathematically related in 
such a way that if a piece of secret information were encrypted with any of the two keys, only the 
other complementary key could decrypt it (Coulouris et al., 2012). In blockchain, Public Key 
Encryption is used when a transaction is sent between two peers in the blockchain network, where 
private keys are only known to the creator, and the public key is distributed to anyone in the network 
(Coulouris et al., 2012). The peer sending the transaction signs it with her private key, thereby 
establishing the authenticity of its source, which can be checked by anyone with the public key.  

3.3.2 Cryptographic hash functions  
A cryptographic hash function is a mapping data from a domain of arbitrary length to a bit string of a 
fixed length. The function takes an input, which is usually any sequence of bits (could be a movie, 
picture, or many gigabytes of transactions) in the representation of “0s” and “1s” and returns a fixed 
size value string as output. A cryptographic hash function is by design a one-way function. This 
means that by only changing one bit in the input sequence, the output of the function will be 
completely different. In Bitcoin, to be able to verify a block, one must run hash algorithms multiple 
times before finding the required hash value (PwC, 2016). The complexity of finding this hash will 
depend on the security requirements of a specific blockchain network. In Bitcoin, finding the unique 
hash is by design significantly difficult. This will be discussed in greater detail in Section 3.6, 
Consensus Methods.  

 
Figure 4: Visualization of how a cryptographic hash function maps data from a domain of arbitrary length to a bit string of a 

fixed length. 

3.3.3 Electronic Signatures 
Electronic signatures combine asymmetric cryptography and cryptographic hash functions and they 
are ways to prove authenticity of a given piece of information. As an example, if an author of a 
document wishes to be personally linked to that document, she must calculate the hash of the 
document and encrypt it together with her private key which then is represented by an Electronic 
signature. Another person may verify its authenticity by decrypting the signature with the author’s 
public key and then hash this value. If the calculated hash matches the hash of the electronic signature, 
the person may be sure that the document was signed by the author as she is in control of the 
complementary private key (Coulouris et al., 2012).  
 
In this section as well as the previous two, some of the technical building functionalities of distributed 
consensus systems have been briefly outlined. In the next sections, these will be translated into how 
transactions over the blockchain take place.  
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3.3.4 Blocks in the Blockchain  
The blockchain is made up of a list of blocks, or records, which carries transactional information. 
Each block consists of a set of transactions that are bundled together and added to the chain at the 
same time. When two people agree to enter into an agreement over the network, they must first 
determine who the sender and receiver are, as well as the size of the transaction. When the variables of 
this transaction are set, this information is encrypted and bundled with other transactions taking place 
during the same period (PwC, 2016). These unconfirmed transactions are then distributed over many 
individual computers in the network to verify and to ultimately be inserted into a block on the 
blockchain. In the Bitcoin blockchain, each block in the chain consists of four pieces of metadata; 1) 
The reference to the previous block; 2) The proof of work, also known as a nonce; 3) The timestamp; 
and 4) The Merkle tree root for the transactions included in this block. The latter will be explained in 
more detail below.  

3.3.5 Merkle tree 
A merkle tree is a binary data structure used in blockchain technology, where each layer is a 
combination of hashes from the previous layer. Merkle trees are composed of a set of nodes on several 
layers forming the leaves in the tree. The bottom layer of the tree, where the highest density of nodes 
is, carries the underlying data. Each node in the above layers is formed from the hash of its “two 
children” from the previous layer. The top node is called the merkle tree root and is a representation of 
the whole tree. This data structure is used to summarize and verify the integrity of large sets of data by 
producing an overall digital fingerprint of the entire set of transactions, providing a very efficient 
process for verifying that a transaction is included in a block (Buterin, 2015).  
 
As an example of how merkle trees work, consider having four transactions, A, B, C and D and a hash 
function H. These transactions are all hashed using the hash function H into a representation of 
themselves forming the “leaves” at the bottom of the tree. To get the next value, the hash values of A 
and B are combined, or hashed together, following the same procedure resulting in one single hash 
value “H(AB)”. Since it is a one-way function, one cannot trace back to the original transactions H(A) 
or H(B) by only having the hash value of H(AB). The same procedure is performed for the 
transactions H(C) and H(D) producing a new hash value H(CD). The hash values for H(AB) and 
H(CD) are then combined into a new hash value, “H[H(AB) + H(CD)]”, creating the merkle root of 
the four transactions which essentially is a representation of transactions A, B, C and D.  

Figure 5: An illustrative figure of a basic Merkle Tree 

Any attempt to change parts of the Merkle tree will eventually lead to an inconsistency somewhere up 
the chain since the hash value will not correspond to the original hash value. The reason why this 
works is that hashes propagate upward: if a malicious user attempts to swap in a fake transaction into 
the bottom of a Merkle tree, this change will cause a change in the node above, and then a change in 
the node above that. This finally changes the root of the tree and therefore the hash of the block, 
causing the protocol to register it as a completely different block (Buterin, 2015). Essentially, every 
blockchain is a large merkle tree where all previous blocks are hashed together with a new block.  
 
Once the hash is found, it is propagated over the entire network, and once the majority of nodes have 
accepted the hash, the latest block is appended to the chain. Another node in the network will be able 
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to verify that the merkle tree root is correct using the metadata that the block carries. Verifying the 
validity of the merkle tree root is computationally much easier than finding it by calculating the 
complete merkle tree, which is achieved through authentication paths (Buterin, 2015). These paths 
work similarly to the example of Electronic Signatures which was presented in previous sections.  
 
The blockchain is continuously growing in chronological order where each new block contains a 
reference to all previous transactions as well as the metadata. To summarize, the process of verifying 
transactions on a blockchain network ensures that members in the network can transfer value and 
record ownership between each other safely and efficiently without the need of intermediaries. The 
record of event is cryptographically secure with an electronic signature that is verified, ordered, and 
bundled together into blocks. The concepts of asymmetric cryptography and cryptographic hash 
functions play key roles in blockchain technology, as they allow for proof that a transaction was made 
and verified by certain persons in a tamper-proof way (Coulouris et al., 2012). The different validation 
methods will be described in more detail in the section below.  

3.4 Consensus  
In a distributed network, nodes will always have the option whether to include the latest transaction to 
their copy of the ledger (Konstantopoulos, 2017). Consensus will thus be reached when a majority of 
participants decide on the same state, or version, of the ledger. Accordingly, for distributed systems to 
reach consensus whether to include a transaction, how to handle pieces of information or how to 
transfer asset ownership, there must be a predetermined protocol within the network. Consensus can 
be hard to achieve in a decentralized network and questions arise such as; “What happens when an 
actor decides not to follow the rules and to tamper with the state of his ledger?” and “What happens 
when these actors are a large part of the network, but not the majority” Konstantopoulos, 2017). 
Decentralized and distributed systems need to deal with these questions in order to continue operating 
properly in the event of a failure or malicious attempts. The latter is referred to as a system’s fault 
tolerance and its dependent on how well the system can tolerate “The Byzantine Generals’ Problem”. 
The Byzantine Generals’ problem, which was applied in computer science in 1982 by Lamport, 
Shostak, and Pease, is built on the assumption that a network is Byzantine fault tolerant, but that the 
individual nodes are not necessarily so. The question that arise in this system is, how many Byzantine 
node failures can the system survive and still operate correctly? The theorem explained by Lamport et 
al. (1982) is:  
 
For any m, Algorithm OM(m) reaches consensus if there are more than 3m generals and at most m 
traitors. 
 
Essentially what this theorem implies is that if ⅔ of the generals are honest, they can reach consensus. 
Another way to put it is to say that consensus will not be achieved if more than ⅓ of the generals are 
traitors (Konstantopoulos, 2017). This analogy translates onto computer systems where the computers 
are the generals and the messages are sent through the computers’ digital communication system links. 
The Byzantine General problem is the most difficult problem to solve in computer systems. The two 
failures that can occur in such systems are either that there is something wrong with a computer’s 
components (software/hardware) which makes them send correct messages to some computers and 
faulty messages to others, or that the general controlling the components are acting fraudulently. The 
problem cannot be solved with cryptographic digital signatures since, in electronics, incorrect voltages 
can propagate through the encryption process (Konstantopoulos, 2017). The problem is dealt with in 
aircraft and submarine designs as well as in distributed ledger technologies, and many believe that it 
will be increasingly important as malicious attacks and software errors will become more common in 
the future of the Internet of Things (Castro and Liskov, 1999).  
 
There have been several attempts to produce algorithms that solve the Byzantine Generals’ problem. 
These solutions need to both focus on the robustness as well as the performance of the system. In this 
section, the most common algorithms that exist today will be presented. These are Proof of Work, 
Proof of Stake, Multisignature/Byzantine Fault Tolerance (BFT) and Proof of Authority.  
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3.4.1 Proof of Work 
In the Bitcoin network, new blocks are verified through the consensus algorithm Proof of Work 
(PoW). The procedure, which involves solving the cryptographic hash algorithm that contains the 
right hash value with specific criteria, can be seen as a puzzle since it follows a trial-and-error 
approach to calculate the complete merkle tree. The only way of calculating it is to run multiple CPU 
cycles in order to prove that they completed the necessary work. This procedure is referred to as 
mining, and the participating validating nodes are therefore referred to as miners. As this requires 
significant computational power from the miners, the first one to solve the puzzle will be financially 
rewarded. The proof of work method is the most secure solution to overcoming Byzantine Failure 
which is why it is used in low trust networks. However, it comes at a substantial cost as it requires 
tremendous amounts of electricity to function. Both Bitcoin and Ethereum use proof of work as their 
consensus mechanism, and in Bitcoin, the mining of a block takes approximately 10 minutes and in 
Ethereum, around 15-20 seconds. Although they are currently using this method, Ethereum is 
planning to move to a different consensus mechanism called Proof of Stake to further reduce the 
validation time.  

3.4.2 Proof of Stake 
Proof of Stake is similar to the Proof of Work consensus method, but instead of competing to solve the 
algorithm, the system will distribute state transition rights depending on balances held by an account, 
i.e. the stake a member has in the system (Debus, 2018). The more stake each participant has, the 
higher is the probability of getting picked to validate the transactions. The Proof of Stake method does 
not take up as much computational power as Proof of Work, and it is hence less resource intensive.  

3.4.3 Practical Byzantine Fault Tolerance (PBFT) 
Practical Byzantine fault tolerance aims at solving the Byzantine Generals problem by having a 
distributed consensus protocol that requires all clients in a network to be authenticated and authorized 
to send transactions to the validators (Lai et al., 2017). The validators are so called “replicated state 
machines” that decides on a leader, called a primary, to whom the client will send messages to. The 
primary will then coordinate and broadcast the message to the rest of the replicas as backup (Lai et al. 
(2017). The other validators are thus replicas and will broadcast the message back to the client. As 
long as the client receive the same messages from 33 % of the nodes, the client can confirm that the 
transaction is complete. If the primary is suspected to have failed, it will be replaced. There are 
various implementations of BPFT.  

3.4.4 Proof of Authority  
The consensus algorithm Proof of Authority is often used for permissioned private and public 
blockchain domains when the participants are known and the trust is relatively high. Consensus is 
reached through independent selected validators who serve as authorities for securing the network. 
These authorities are known as their information will be put on the public or private domain. In order 
for the authorities to append blocks to the chain, they need to run automated software on their 
computers and thus requires that the node is uncompromised but not necessarily monitored at all times 
(Naumoff, 2017). To become an authority, individuals need to earn their rights, and as their personal 
information will be known, any attempt to act fraudulently will be detected. This thus acts as an 
incentive to uphold the transaction process unfaulty.  
 
In conclusion, there exist many consensus algorithms which are all trying to solve the Byzantine 
Generals Problem. The trade-off when choosing consensus algorithms will always be between 
difficulty, cost and time and will depend on the design of the blockchain. We will discuss these 
differences and their respective trade-offs in the next section.  
 



 17 

 

Figure 6: Utilized consensus algorithm based on blockchain domain. 

3.5 Blockchain Domains 
Hitherto, an overview of the generic fundamentals behind blockchain technology and different 
consensus algorithms have been presented. Over the past few years however, a variety of distributed 
ledger technologies have evolved, and new ones are constantly unfolded. These different technologies 
differ in the way they are built and configured as well as for what purpose, and to whom they are built 
for. The main reason for this is that blockchains are highly use-case-specific and the distinction 
between them should thus be made very clear (Lee, Chuen and Deng, 2018). The different blockchain 
technologies typically categorizes into four major domains. These are Public Permissionless, Public 
Permissioned, Private Permissionless and Private Permissioned. “Public” essentially means that the 
participants are anonymous whereas in “Private” they are known. “Permissionless” means that the 
participants have low trust towards each other, whereas in “Permissioned” the trust is high. While 
public blockchains have been the most widely adopted, commencing with Bitcoin, permissioned and 
private blockchains have gained ground as well as they are built for businesses. Apart from the mutual 
concept of providing a shared record keeping access driven by “participants” consensus and the option 
of running smart contracts, they have very little in common (Lee, Chuen and Deng, 2018). When 
choosing a blockchain domain there exist a scalability trilemma that claims that a blockchain system 
can only at most have two of the following three properties (Tomaino, 2018): 
 

● Decentralization; Decentralization is defined as the system being able to run in a scenario 
where each participant only has access to O(c) resources. 

 
● Scalability; Scalability generally refers to the characteristic of a system to increase 

performance by adding additional resources.  More specifically, it can be described as able to 
process O(n) > 0 (c) transactions (Tomaino, 2018). Performance refers to a systems capability 
to provide a certain response time, a definite number of users or process a certain amount of 
data (Reitbauer, 2008). According to Lai et al. (2018) distributed consensus protocols are 
generally inversely proportional when it comes to scalability and performance. This is due to 
the fact that when the protocol can scale very well, it cannot achieve high performance 
(Vukolic, 2015). 

  
● Security; Security of a blockchain network is defined by Buterin (2015) as “being secure 

against attackers with up to O(n) resources”.  Miles (2017) further highlights that a blockchain 
network is only as secure as its own infrastructure.  

 
The definition of the security in a blockchain network have however been expanded by IBM to 
include the following two aspects; the ability nodes have from accessing sensitive information, i.e. 
privacy and its ability to guard encryption keys preventing them from being misappropriated (Miles, 
2017). The choice of blockchain domain will thus be based on a trade-off between these properties. In 
this section, the different distributed ledger technology domains and the typical consensus models 
used within them will be presented along with examples of applications built on the respective 
domains.  
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Figure 7: A visual representation of the blockchain domains modified from (Kravchenko, 2016). 

3.5 1 Public Blockchains  
Decentralization 
Public permissionless blockchains were primarily built to increase transparency and trust when 
exchanging value between peers while at the same time removing the need for trusted third parties. 
Permissionless blockchains are additionally built on a decentralized control, meaning that there is no 
central entity in charge to manage memberships, supervise the on-going traffic or ban illegitimate 
users. Participants within permissionless public networks (top left corner in Figure 7) are anonymous 
and their personal information is encrypted and represented by a random ID. This essentially means 
that anyone can send, read and validate transactions over a decentralized public blockchain network. 
When one is running a full node on a public blockchain network, one is performing all of the 
computation for all of the applications running on the entire network, and this can be done by anyone 
with enough computational power. In this setup, the network is by nature truly decentralized; both in 
terms of control and physical location, as it is public and permissionless and the consensus mechanism 
is based on Proof of Work. This essentially means that they can run without fear of downtime, third 
party interference, tampering of data or censorship by a centralized authority. 
 
Scalability  
The increasing adoption of permissionless blockchains has raised concerns whether their ability to 
scale is sufficient (Scherer, 2017). The fact that anyone is allowed to join the network, comes at the 
cost of scalability and performance as all validations requiring events are distributed to all full nodes 
in a network as they rely on the proof of work consensus algorithm.  
 
Security  
As for security, public blockchains are more exposed to malicious participants as the members of the 
network are unknown. PoW based networks aim at solving this issue by having all nodes processing 
all transactions and therefore need to store the entire state of every account balance, contract code and 
storage. As long as more than 50 % of the nodes are acting loyal, the security is intact (Scherer, 2017). 
 
As for privacy in public blockchains, data recorded on the ledger is accessible to everyone. Encrypting 
data is one approach to providing confidentiality and the encrypted data is sitting on every node. In 
Ethereum, however, all written code is public which means that smart contracts should not contain any 
sensitive information (see Section 3.6.1 about Ethereum), (Hannan, 2018). In addition, if one loses its 
key on a public permissionless blockchain, it cannot be restored.  
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The two other versions of public blockchains are public permissionless blockchain, the bottom left 
quadrant, and public permissioned blockchains, the top right quadrant in Figure 7. In the former, 
instead of PoW, Federated Byzantine Agreement is used as the consensus algorithm. This could, for 
example, be when a country wants to set up a national ID system using blockchain. In that case, the 
participants need to be known but the level of trust does not necessarily need to be high among them. 
According to Kravchenko (2016), the consensus model best suited for these blockchains are typically 
“Federated Byzantine Agreement” (FBA).  
 
In public permissioned blockchains participants are known. Unlike the permissionless public 
blockchains, one needs to buy coins provided by the network in order to be able to mine (Kravchenko, 
2016). To enable a high degree of trust in the system, the coin will act as a security deposit which 
means that if a miner is acting fraudulently, it will lose the deposit. The consensus method used is thus 
Proof of State. Kravchenko (2016) further argues that community governance is a suitable solution for 
this type of domain.  

3.5.2 Private Permissioned blockchains (Consortium and Company Internal)  
Decentralization 
In the after light of public blockchain deployment, private permissioned blockchains have been 
specifically developed to suit business environments, the bottom right quadrant in Figure 7. As 
participants on a public blockchain are unknown and no administrative entity is controlling the 
network, they are not always fitted for corporate processes as they may want to have more control 
over the network and decide on who can access and make alterations to the data. Permissioned private 
blockchains are thus either operated by a group of stakeholders in a consortium of organizations 
(federated) or they are used internally at a single company. In the federated case, the consortium 
facilitates who can send, read and validate transactions and make state transitions in a network as well 
as who may enter the network. This domain of blockchains thus renounce decentralization in favour of 
control. The roles are thus defined and distributed among the network when setting up the solution.  
 
Scalability  
The sacrificing of decentralization by creating authority and trust outside of the network can improve 
the performance and scalability up to a certain popular deployment configurations (Scherer, 2017). 
The consensus methods in this domain differs depending on the specific use case, and can use 
consensus algorithms that requires less trust such as proof of authority. The level of trust that needs to 
be established within the network is completely depending on the participants and how much they 
trust each other. The less trustworthy consensus mechanism that is used, the faster the validations of 
transactions can occur. The major benefits of permissioned blockchain are that transaction costs are 
reduced; document handling is simplified and the peers in the network can be identified and trusted.  
 
Security  
With all blockchains, the value and the security of a network will increase linearly when more 
participants are added, and is thus very bound to network effects. In permissioned and private 
blockchains, one however trusts the authorities. As for the nodes ability to access sensitive 
information, private and permissioned blockchains are by design more secure in this aspect as their 
access control is more “fine-grained” and controlled by the authority nodes in the network. 
Additionally, the keys could always be recovered by the authorities in the network.  
 
On an ideology note, many argue that permissioned private blockchains cannot be defined as a 
blockchain but rather as a distributed database with digital signatures (Antonopoulos, 2017). Taking a 
controversial step further, a well-known advocate for public blockchains, Antonopoulos, argues that 
when replacing the function of a centralized clearing house with a consortium the solution becomes 
more like a “cartel” and the competitive market forces are obviated. Furthermore, he explains this by 
arguing on both the technical and other aspects of such as solution; if the clearing house is replaced by 
a consortium of N known participants who will assemble transactions and sign them, one essentially 
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discards currency and proof of work as the underlying mechanisms as the network simply trust the 
consortium companies. Furthermore, at this point, “[..] we do not need to assemble transactions in a 
block, [..] because in the absence of PoW [..] there is no immutability. So, it's not a blockchain 
anymore since there is not blocks and there's no chain” (Antonopoulos, 2017). Additionally, some 
argue that permissioned blockchains are like the intranet when the internet came in the 1990s (Friebe, 
2017) Advocates for permissioned blockchains may, however, argue that the value of permissioned 
blockchains is that they can meet business requirements that are impossible, at this point it time, with 
a public blockchains (Boinodiris, 2018).  
 
Table 1: A summarizing table over the different of Blockchain domains modified from (Kravchenko, 2016). 
 

Characteristics Permissionless/	
Public	

Permissionless/	
Public	

Permissioned/	
Public	

Permissioned/	
Private	

Consensus PoW FBA PoS PBFT/	Multi-
signature	

Anonymity	of	the	
user	    	

Immutability	    	

Scalability    	

Privacy    	

Examples	of	
Platform	 Bitcoin, Ethereum Ripple 

Stellar Ethereum Casper 
Hyperledger	Fabric	

Tobalaba		
Tendermint	

Energy	Use	Case	    	

 
High 

 
Medium 
 

 
Low  

 	

3.6 Examples of Blockchains  
In this section, the outline of three common blockchain stacks that are used in the energy sector will 
be briefly presented. These are the permissionless public blockchain Ethereum, the permissioned 
private blockchains Hyperledger Fabric and Tobalaba.  
 
Table 2: An overview of the characteristics of the three blockchain technology stacks Ethereum, Fabric and Tobalaba 

Characteristics Ethereum 
Hyperledger 

Fabric 
Tobalaba 

Domain Permissionless, Public Permissioned, Private Permissioned, Private 

Description of platform Generic blockchain platform 
Modular/customized 
blockchain platform 

Blockchain platform for the 
energy industry 

Target audience 
Applications that are 
distributed in nature 

Consortium of companies Consortium of companies 

Governance 
Everyone; (Ethereum 

developers) Linux Foundation 
Energy Web Foundation + 

Affiliates 
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Consensus 
•Mining based on PoW 

•Ledger level 

•Broad understanding of 
consensus that allows 
multiple approaches, 

typically PBFT 
•Transaction level 

• PoA, aura algorithm 

Smart Contract 
Smart contract code (e.g., 

Solidity) 
order-execute 

Smart contract code (e.g., 
Go, Java) 

order-execute-validate 

Smart contract code (Smart 
contract code (e.g., Solidity) 

order-execute 

Currency 
• Ether 

• Tokens via smart contract 

• None 
• Currency and tokens via 

chain code 

No monetary transactions at 
this point 

 

3.6.1 Ethereum  
Ethereum is an open-source blockchain platform that was introduced in a 2013 by Vitalik Buterin. 
Ethereum expands upon the digital currency application of Bitcoin to create an open software that 
allows developers to build decentralized applications (dApps) on top of a blockchain. One may think 
of the blockchain in dApps as the “backend” of the application. This is enabled by Ethereum’s core 
innovation of Smart Contracts and their Virtual Machine.  
 
The Ethereum Virtual Machine (EVM) is a Turing complete software that runs on the Ethereum 
network. The Ethereum Virtual Machine makes the process of creating blockchain applications much 
easier and efficient compared to Bitcoin. Instead of having to build an entirely original blockchain for 
each new application, Ethereum enables the development of thousands of decentralized applications 
on top of one platform by anyone who can write in their language called Solidity. As mentioned 
previously, smart contracts are computer protocols used to define the rules and penalties around an 
agreement and automatically enforce those obligations on the blockchain (Tar, 2017). When a smart 
contract is triggered, it will automatically check if the requirements of the agreement are met by 
running the code over the distributed network for nodes to validate. When the code is validated, the 
smart contract transitions into a new state. Ethereum uses these smart contracts to facilitate the 
exchange of value on the virtual machine; whether it is in the form of money content, property or 
shares of ownership. Since Ethereum’s smart contracts run on blockchain technology, the applications 
can run without fear of downtime, fraud, third party interference, tampering of data or censorship by a 
centralized authority.  
 
In order to avoid that smart contract code to run in infinity and consume unnecessary computational 
power, Ethereum has introduced the concept of “gas”. There is consequently a limit on how much gas 
can be consumed, referred to as the gas limit. The gas limit may pose problem when the logic in a 
smart contract has the potential to be manipulated in way that causes a lot of gas to be consumed 
(infinite loops) (Hannan, 2018). Gas is also the transaction fee paid to miners as an incentive to run 
the code and validate the new state of the contract. The monetary value of gas is dependent on how 
many computational steps are required as well as how much Ethereum’s cryptocurrency Ether is 
valued at that moment. The reward given to the miners will reduce over time, and when this occurs, 
fewer miners will mine these blocks. This could potentially open a window of opportunity for 
malicious users who can more easily acquire more than 51% of the nodes and thus destroy the 
network (Hannan, 2018). 
 
The Ethereum architecture is designed to follow a sequential execution of transaction with an order-
execute architecture (Androulaki et al., 2018). Transactions are accordingly ordered first and executed 
later. This architecture which is the most commonly used, combines consensus and execution of 
transactions as follows (Androulaki et al., 2018):  

1) every peer (i.e., a node that participates in consensus) assembles a block containing valid 
transactions (to establish validity, this peer already pre-executes those transactions);  

2) the peer tries to solve a PoW puzzle;  
3) if the peer is lucky and solves the puzzle, it disseminates the block to the network via a 

(gossip) protocol;  
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4) every peer receiving the block validates the solution to the puzzle and all transactions in the 
block.  

 
Effectively, every peer thereby repeats the execution of the lucky peer from its first step. Moreover, all 
peers execute the transactions sequentially (within one block and across blocks). Consequently, in 
Ethereum only valid transactions are included and is for that reason not as applicable in cases 
requiring tracking of invalid transactions during subsequent audits (Androulaki et al., 2018). 

3.6.2 Tobalaba 
Tobalaba is an open source blockchain test network developed by the Energy Web Foundation (EWF) 
consisting of ten founding affiliates and assembled by the Rocky Mountain Institute and Grid 
Singularity. Tobalaba is a permissioned and private blockchain network focusing specifically on the 
energy sector and is based on Ethereum (Energyweb.org, 2018). As of today, EWF has grown to 
include approximately 50 affiliates including large utilities such as E.ON and Eneco and blockchain 
start-ups such as SlockIt and Share & Charge (Energyweb.org, n.d.). The foundation is, however, still 
young and the blockchain network is accordingly quite undeveloped as the beta version of the test 
network was released just in the end of 2017.  
 
In similarity to Fabric and Ethereum, nodes in the network undertake different roles and the 
governance structure is done both on chain and off chain. Since Tobalaba is a permissioned 
blockchain, it uses a multi-layered approach to introduce the permissions which decides what users are 
allowed to do on each layer. These layers are: Network, Transaction Type, Validator Set, and Gas 
Price. The network layer will determine which nodes are allowed to participate in the network. EWF 
uses the Energy Web-Client to allow individual network members to control their network peers 
which is specified and governed by a smart contract. The transaction layer allows anyone with 
permission in the network to initiate a transaction or deploy a smart contract, but only the validating 
nodes can determine if it should be executed and included in a block. The gas price works similar as in 
Ethereum where validators receive a reward in terms of a transaction fee paid by the initiator.  
 
The Tobalaba blockchain uses Proof of Authority consensus protocol, where the algorithm is based on 
the Aura protocol (Aumasson, 2018). The validators are spread out across the EWF network following 
a jointly agreed governance system and the approved validators are recorded in a smart contract. It is 
only affiliates in the EWF foundation that can become validators and the EWF currently have 5 
affiliates’ authority nodes in the system (Netstats.energyweb.org, 2018). As described in their 
whitepaper, the signing of blocks in Tobalaba is done in rounds (Bentke, 2017). This means that all 
validators are assigned with a time slot per round specifying when the validator can create and sign a 
new block. If the validator would be offline at the assigned time slot, it will be skipped. If all 
validators would be offline at the same time, the blockchain would go into an offline mode. Tobalaba 
currently has a transaction time of approximately 8 seconds but the network has very low maturity and 
its design and features are still under development (Garcia, 2018b).  

3.6.3 Hyperledger Fabric  
Hyperledger Fabric is an implementation of a distributed ledger platform for permissioned 
blockchains hosted by the umbrella organisation Linux Foundation. Fabric was launched in 2016, and 
is currently being used in approximately 400 prototypes within branches such as trade logistics, grid 
stabilization and management dispute resolution, food safety and diamond provenance. It is designed 
for running smart contracts called chaincode, with a modular architecture it allows for “pluggable” 
algorithms in the process of identification, consensus and encryption (Androulaki et al., 2018). 
Depending on the application, the consensus algorithm in Fabric can be modified to fit specific 
requirements where different Byzantine fault-tolerant algorithms are applied (Valenta and Sandner, 
2017). Fabric offers the ability to create channels, allowing a group of participants to create a separate 
ledger of transactions (Hyperledger Fabric, 2017). This could become very useful when, for example, 
competitors in a consortium want to be able to set different prices and do not wish to share this 
information with the whole network. Thus, consensus only needs to be reached at a transaction level 
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restricted to the involved parties, and not at a ledger level as in the Ethereum network (Valenta and 
Sandner, 2017). Fabric additionally allows companies to execute distributed applications written in 
general purpose programming languages such as Go, Java, Node.js (Androulaki et al., 2018).  
 
The members of a Hyperledger Fabric network enrol through a trusted Membership Service Provider. 
Within the network, nodes can either be clients, peers or orderers and are thus differentiated. 
Additionally, the client node invokes transaction and acts on behalf of an end user (Hyperledger 
Fabric, 2017). Peers maintain the ledger and receive ordered update messages from orderers for 
committing new transactions to the ledger. Endorsers are a special type of peer and their task is to 
endorse a transaction by checking whether they fulfil necessary and sufficient conditions (e.g. the 
provision of required signatures) (Valenta and Sandner, 2017). Orderers provide a communication 
channel to clients and peers over which messages containing transactions can be broadcasted. In this 
way, the clients communicate with both peers and orderers. With respect to consensus, the channels 
ensure that all connected peers are delivered the same messages with exactly the same logical order. A 
Fabric network thus supports multiple blockchains connected to the same ordering service 
(Androulaki et al., 2018). 
 
In contrast to many other blockchains, Fabric follows an order-execute-validate architecture; meaning 
that transactions are executed before reaching final agreement on their order. This means that 
inconsistent results can be filtered before they are ordered and thus eliminates any non-determinism 
(Hyperledger Fabric, 2017). The order-execute-validate process goes as follows: 

● transactions are executed and checked for its correctness, thereby endorsed; 
● transactions are order via a (pluggable) consensus protocol; and 
● Transactions are validated against an application-specific endorsement policy before they are 

committed to the ledger 
 
The endorsement policy used is application specific and it will determine which peer nodes and how 
many need to attest for a correct execution of a specific smart contract. In this setup, parallel execution 
is allowed which make the overall performance and scalability better compared to Ethereum. In this 
way, there is not sequential execution which means transactions will not be broadcasted to all peers in 
a network. This also entails that Denial of Service Attacks will be avoided as smart contracts 
executing infinite loops will be automatically detected and thus the system does not risk spending 
unnecessary computational power. (Androulaki et al., 2018) This design architecture entails that the 
ledger in Fabric include both valid and invalid transactions since validation is done post-consensus.  
 
In contrast to Ethereum and Tobalaba. Fabric do not require a build-in cryptocurrency as consensus is 
not reached through mining (Androulaki et al., 2018). With Fabric, however, it is possible to develop a 
native currency or a digital token with chaincode. Tobalaba does not rely on mining as it uses PoA, 
but they do rely on gas and allow for built-in cryptocurrencies.  
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4. Methodology 
This chapter will present and explain the methodology used in this study. Initially, the research 
process will be demonstrated followed by a discussion about the research purpose and the chosen 
research approach. The different methods for data collection and analysis will then be covered. 
Lastly, the quality of the research will be addressed by focusing on the reliability and validity of the 
study. The purpose of this chapter is to explain the chosen scientific methods and to discuss both the 
advantages and disadvantages of the selected approach.  
 
As previously explained, this study is divided into two parts where the outcome of the first part serves 
as a basis for the second part. The combined research process consists of ten consecutive steps, as can 
be seen in Figure 8 below. The first part of the study involves the first four steps and results in the 
selection of one prioritized use case. The evaluation approach created for the evaluation and 
prioritization process will be described in greater detail in Chapter 5. Based on the selected use case 
from the first part, four approaches for blockchain implementation is created in the second part, based 
on interviews with experts as well as literature findings. The second parts end with an assessment of 
the scenarios and the different blockchain technology domains used. The evaluation approach used for 
the scenarios assessment is explained in greater detail in Chapter 10. Although the research process is 
presented in a linear way, it has been an iterative process as new discoveries were continuously 
discovered that required alterations to the research questions and the purpose of the study.  

 
Figure 8: Thesis Research Process. 

4.1. Research Purpose  
A research design can have either an exploratory, descriptive, explanatory or evaluative research 
purpose, or a combination of these methods. The choice of research purpose should be based on the 
nature of the analysis and the research questions that the study seeks to answer (Saunders, Lewis and 
Thornhill, 2016). Given that the purpose of the study is to gain additional insights about the use of 
blockchain within the energy sector, an exploratory research design was chosen. This is the preferred 
research purpose when the aim is to gain a deeper understanding of the research subject and the 
investigated area is unexplored (Blomkvist and Hallin, 2015). Additionally, it is particularly useful 
when the precise nature of a phenomenon is unknown, and the aim is to clarify a broad understanding 
of it. Exploratory studies are accordingly not conducted to provide conclusive answers, but should 
rather be seen as the initial research conducted in order to create the groundwork for more conclusive 
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research at a later stage (Dudovskiy, 2018a). Given the current uncertainty and novelty of the 
technology, conclusive research methods that aim to fulfil either a descriptive or an explanatory 
purpose would not have been feasible as they aim to provide final findings within a subject 
(Dudovskiy, 2018b). An evaluative research purpose, on the other hand, could have been used if the 
aim was to investigate how well blockchain works within a specific application or industry. However, 
as almost all blockchain projects are still in an early development phase, it was deemed unsuitable to 
adapt such approach.  
 
Exploratory studies must be adaptable as the direction of the study might change given the discovery 
of new insights or data (Dudovskiy, 2018). Given this, the study has been designed with a broad initial 
focus which then narrows down and gets more specific as the research progresses. The use of 
blockchain technology within the energy sector is a new concept and previous research is considered 
to be scarce. Accordingly, the research context is immature. It thus becomes favourable to adapt an 
exploratory approach as the purpose of the study, as well as the research questions, can be rephrased 
as additional findings are made. An exploratory approach is additionally suitable when the 
information needs are unknown, and there is a need at an early stage to investigate which further types 
of research are worth pursuing (Saunders, Lewis and Thornhill, 2016). Therefore, the result of an 
exploratory study is often a range of causes or multiple alternative options for a solution to a specific 
problem. 

4.2 Research Approach  
The research approach of a study can be either inductive, deductive or abductive. When using an 
inductive approach, the research moves from the specific to the general as observations are used to 
describe certain phenomena or a subject (Dudovskiy, 2018c). This approach is most often used in 
qualitative studies where the research questions are open-ended, and the focus is on understanding 
dynamics, emergence or constructing alternative futures. The conclusions drawn from an inductive 
study are untested and the data collected is used to explore a phenomenon or create a conceptual 
framework (Saunders, Lewis and Thornhill, 2016). The deductive approach, on the other hand, is 
mainly associated with quantitative methods as it seeks out to develop and test hypotheses derived 
from theory. The conclusions are therefore tested within the selected premises, and the research moves 
from the general to the specific. The abductive approach can be seen as a combination of these two as 
the research continuously moves back and forth between theory and data collection. 
 
For the first part of this study, an inductive approach is applied. This was considered to be the most 
viable option as no hypotheses could be found at the initial research stage nor was the nature of the 
findings known until the study was completed (Dudovskiy, 2018c). As the outcome of the second part 
is the selection of a use case cluster that is investigated further, the setup differs. As the reasoning 
starts with theory i.e. the selected use case, it can be argued that instead of using an inductive 
approach as in the first part, a deductive approach is applied. However, as there is no development or 
testing of hypotheses, the deductive approach is not fully conducted. Nevertheless, the second part 
combines elements of a deductive approach as the work commences from a theoretical perspective 
and the research is linked to the existing body of knowledge within the subject area. Therefore, a 
combination of approaches will be used.  
 
Given the exploratory nature of the study, the collection of data will be based on qualitative methods 
throughout. This is the most common approach when the field’s major concepts and issues are 
unknown and when the aim is to develop a richer theoretical perspective than currently exists in the 
literature (Saunders, Lewis and Thornhill, 2016). As different methods were used for the collection of 
empirical data, a multi-method qualitative study will be performed. This will be presented in greater 
detail in the section “Data Collection”.  
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4.3 Literature Review 
A literature review was carried out in both parts of the thesis to gain a broader and more in-depth 
understanding of the research subject. The subject of blockchain implementation within the energy 
sector is a relatively new area of research, but it is gaining attention both within academia and in 
practice. However, the vast majority of the academic literature focuses on either theoretical 
applications or solely on P2P electricity trading, which additionally required the use of non-academic 
sources of information (Orlov, 2017). The literature reviewed thus to a large extent consists of grey 
literature, i.e. white papers produced by start-ups and management consultancy firms, governmental 
reports, and posts on platforms such as Medium and GitHub. Initially, the literature review was 
conducted as a preliminary research method to gain a general understand on blockchain 
implementations within the energy sector as well as the overall e-mobility market and its fundamental 
characteristics. The second part of the literature review was more focused, critically targeting material 
that was more detailed and relevant for the outcome of the study. The aim of the second part was to 
challenge common understandings and to get additional perspectives on the subject. This made the use 
of consultancy reports less beneficial given their often broad scope and lack of technical details. Even 
though the literature review mainly took place in the initial research phase, additional information was 
also processed throughout the entire process as new dimensions and information was continuously 
discovered.  
 
The literature was found using online search engines such as Google Scholar and the Royal Institute 
of Technology’s own search engine KTH Primo. The main purpose of the literature review was to get 
a deeper understanding on how blockchain could be applied within the energy sector, which is why 
the following keywords were used for searches: “Blockchain + Energy sector”, “Blockchain + 
Electricity market”, “Blockchain + Electricity system”, “Blockchain + E-mobility”, “Blockchain use 
case”, “Blockchain applications”, “Blockchain energy trading”, “Blockchain + P2P trading”, 
“Blockchain + Electric Vehicles”.  

4.4 Data Collection  
As previously mentioned, a multi-method qualitative approach is used, relying on both primary and 
secondary data. The secondary data was primarily document data of both text and non-text character. 
For example, both recorded presentations, webinars, and blogs have been used to a great extent in 
order to gain a deeper understanding of the investigated subject. For the primary data collection both 
exploratory discussions, semi-structured interviews as well as group discussions have been explored. 
Given the high complexity and novelty of the subject, interviews and discussions were considered to 
be the best method for data collection as it provides high quality data and contains more explanations 
than, surveys (Berg and Lune, 2004). In this section, the different data collection methods will be 
presented with the primary focus on the semi-structured interviews as they constituted the largest part 
of the collected data.  
 

1. Initial exploratory discussions with the purpose of setting the scope of the study and develop 
an understanding of the previous work done on the subject within the organization  

2. Individual semi-structured interviews with 29 experts both within the blockchain and energy 
domain 

3. Group discussions together with employees in order to get feedback on the conducted work 
and gain additional insights 

4.4.1 Semi-structured Interviews  
The interviews held for this study were all conducted in a semi-structured manner meaning that the 
topic and some key questions were predetermined, but the follow-up questions were based on each 
setting. Additionally, the order of the questions varied from each interview, depending on the flow of 
the conversation and the knowledge and interest of the interviewee. According to Saunders et al. 
(2017), semi-structured interviews or unstructured interviews are the preferred methods when 
conducting an exploratory study as it allows the research to be flexible and adaptable to new findings 
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(ibid). The use of semi-structured interviews led to many discussions and insights in areas that 
previously had not been considered but proved to be significant for both the understanding of the 
subject and for setting the subsequent stage of the research. The data collected from the interviews 
was accordingly used both as a means to gather valid information about the subject of study but also 
to refine the research questions and research process. The chosen method was time-consuming, but 
allowed the interviewees to “think aloud” which resulted in a rich and detailed set of data (ibid). 
Interviews facilitated the exploration of the participant’s personal opinions and experiences in 
connection to the research subject which was valuable since it extended the information gathered by 
secondary sources and in the literature review. The advantages presented in this section all motivated 
the use of interviews as a primary data collection method. However, interviews have been criticized 
for, among other things, providing subjective results with low reliability. This drawback will be 
discussed further in the “Reliability & Validity” section.  
 
The interviewees were carefully selected based on their knowledge and expertise within the area. The 
interviews have been carried out both in face-to-face meetings and electronically, given the 
geographical spread of the participants. Based on the language knowledge of the interviewees, the 
interviews have been held both in English and in Swedish. The electronic interviews were all 
conducted in real time using video conference equipment such as Skype and Polycom. Each interview 
was additionally audio-recorded if the interviewee was given his or her permission to do so, and notes 
were taken during the interview to facilitate the transcription process and serve as a back-up. The 
entire list of the conducted interviews can be found in Appendix 1. Some of the people participating in 
this study were interviewed more than once, which is why they are listed multiple times.  

 

 
Figure 9: Participant spread by company sorted by the combined time of interviews in minutes. 
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Figure 10: Participant spread by position given in minutes. 

 
Figure 11: Participant spread by country. 

4.4.2 Group Discussions  
Group discussions were held on two separate occasions in order to get feedback on the conducted 
research and to gain a broader perspective of the subject under discussion. As the discussion topic, as 
well as some questions, were determined in advance, a semi-structured approach was also chosen for 
the group discussions. According to Saunders et al. (2017), group interviews often lead to productive 
discussions and breadth of points of views as participants primarily engage with the questioning while 
also evaluating points made by other group members. However, there is a risk of a group effect 
emerging where some participants dominate the entire discussion, and others feel inhibited. This was 
limited by efforts to encourage everyone to participate and by directing some questions more 
generally to specific group members.  
 
The first group discussion was held with a group of ten employees representing various business areas 
within Vattenfall with the discussion being centred around the first part of the study, i.e. the use case 
assessment and prioritization. The aim of the discussion was to gain additional perspectives on the 
effect of a blockchain implementation on specific parts of the energy value chain while exploring their 
opinions on the areas which have the greatest potential. The second group discussion was held 
together with the Blockchain team at Vattenfall consisting of four employees from both the 
Netherlands, Germany and Sweden. The focus was to establish and prioritize among the different use 
cases part of the larger cluster selected from the first section while also assessing the relevance of 
blockchain for the various applications. Accordingly, both group discussions were conducted 
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internally at Vattenfall and held in English. A full list of the participants and their position within the 
organization can be found in Appendix 1. 

4.5 Data Analysis  
When using qualitative data collection methods, the data collected will be characterized by a lack of 
standardization and thoroughness of descriptions and explanations (Saunders, Lewis and Thornhill, 
2016). The data is additionally based on meanings expressed through words, both spoken and textual. 
This can be compared to quantitative data where the meaning is instead derived from numbers. When 
performing qualitative research, the process of collecting and analysing data will be interrelated, 
meaning that the analysis to a large extent takes place at the same time as the data is gathered. This 
allows for a flexible research approach where adjustments in the future data collection can be based on 
the outcome of the initial collection and analysis. Throughout the study, data analysis was applied in 
several steps. The initial analysis was completed during each interview where the data was processed 
in real-time. Upon transcribing the interviews, a second step of data analysis was performed as the 
audio recordings from the interviews were repeated and the initial notes were extended with additional 
insights. After the data was transcribed, it was reduced to discard information that was deemed to be 
irrelevant for the understanding of the research subject. This third step also included sorting the data 
based on the identified themes and the synthetisation of the data set. For the first part of the study, this 
mainly consisted of the clustering process for the use cases and in the second part, it was based on the 
scenarios and the various functions. The process of the data analysis was accordingly conducted both 
during and after the collection of data. 
 
As the first part of the study has an inductive approach, there was not a clearly defined theoretical 
framework in place prior to the collection of data. This is seen as favourable when the study is of an 
exploratory character as it limits the risk of the analysis being sensitized by existing theoretical 
constructs (Saunders, Lewis and Thornhill, 2016). The use case evaluation framework used to assess 
and prioritize among the use cases, was instead developed alongside the joint processes of collecting 
and analysing empirical data. The second part of the study has more deductive elements, why the 
existing theory was used to shape the research process and the different aspects of data analysis. The 
theoretical basis derived from the literature was therefore used to initiate the research and direct the 
analysis of the data. 

4.6 Reliability and Validity  
The quality of a study can be analysed by assessing the central concepts of research reliability and 
validity. Reliability refers to the possibility of replicating the research design and obtaining similar 
results. A study is accordingly considered to be reliable if another researcher can achieve the same 
findings by using the same design, or if the same researcher can obtain consistent results on another 
occasion. Validity entails the suitability and appropriateness of the methods used as well as the 
accuracy and generalizability of the results (Saunders, Lewis and Thornhill, 2016). Accordingly, 
validity can be explained as studying the right phenomenon given the intended purpose, whereas 
reliability is whether the phenomenon is studied in the right way (Blomkvist and Hallin, 2015).  
 
According to Saunders, Lewis and Thornhill (2016), a general disadvantage of primarily using semi-
structured interviews is the low external reliability. Semi-structured interviews are almost impossible 
to replicate as they reflect the reality of the time that they were conducted in, and the situation might 
be subject to change. However, given the nature of this type of research, the disadvantage of non-
replication cannot be dismissed without undermining the strength and advantages of the method (ibid). 
In order to overcome some of the external reliability issues, additional emphasis will be put on 
explaining the research design and the methods chosen as it will help other researchers to improve 
their understanding of the research process.  
 
To further ensure high reliability of a qualitative study, Saunders, Lewis and Thornhill (2016) present 
three different forms of bias that needs to be taken under consideration; interviewer bias, interviewee 
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bias, and participation bias. Interviewer bias relates to the degree to which the behaviour of the 
interviewer creates a bias to the way the participant responds to questions. This entails everything 
from comments, body language, or the tone used when conducting the interview. Additionally, the 
interviewers’ subjective view or disposition can be imposed on the participant. Interviewee bias is 
when the interviewee only provides a partial picture of the discussed phenomenon or even provides a 
false response. Due to the intrusive nature of semi-structured and in-depth interviews, this could in 
part be due to the fear of revealing sensitive information or the participant’s wish to portray 
themselves or their organization more positively or desirable (ibid). For the sake of this study, this was 
an important aspect to take into consideration as many of the participants were representing either 
competitive companies or potential future business partners. Participation bias relates to the nature of 
the participants and the traits that they possess. The research outcome is affected by the selected 
sample and could potentially be biased if it is considered to be non-representative of the larger 
population under study. Given that the participants were selected on their expertise and not at random 
as well as they represented many different sectors and companies, the risk for participation bias could 
be limited. However, all but two of the interviewees were men which potentially could have an impact 
on the collected data. In order to overcome all of three bias and assess high reliability for the selected 
data collection method, it was essential to prepare and conduct the interviews carefully. This included 
developing interview themes and questions beforehand, finding appropriate locations and times for the 
interviews as well as practicing on our listening and interviewing skills.  
 
Validity can be further divided into an external and internal part. The concept of internal validity 
refers to the extent to which casual relationships can be demonstrated and therefore only applies to 
studies with a causal or explanatory approach (Saunders, Lewis and Thornhill, 2016). Given the 
exploratory focus of this study, it will accordingly not be taken under further consideration. External 
validity refers to the generalizability of the study, i.e. how well the findings can be applied to other 
relevant sectors or settings. In contrast to quantitative research, qualitative approaches are considered 
to lack the potential of creating statistically generalizable results as the number of samples or cases 
studied are not enough to adequately represent a target population (Dudovskiy, n.d. a). This especially 
implies to exploratory studies using semi-structured or in-depth interviews. However, given that the 
focus of the conducted research is not to develop new theories but rather to contribute to a deeper 
understanding of the selected subject, the concept of creating statistically generalizable results is not 
applicable to this study, nor part of its objectives. However, researchers such as Smith (2017) and 
Polit and Beck (2010) argue that there are other ways beyond statistical generalizability to interpret 
the concept of external validity (Polit and Beck, 2010). They claim that concepts such as naturalistic, 
analytical and intersectional generalizability are more applicable for qualitative studies than solely 
looking at statistical generalizability (Smith, 2017). According to Smith (2017), analytical 
generalization refers to the generalizability of concept or theories used in a study, and it can be seen as 
the way an investigation produces new conceptual or theoretical understandings. Analytical 
generalizations should hence not be viewed as fixed or asserted with absolute certainty but rather as 
fluid ideas. The results of this study can be argued to have high analytical generalization as the 
research process, along with the evaluation framework created for assessing the use cases, can be 
applied beyond the energy sector and even to some extent to other technologies other than blockchain.  
 
Validation is the method of verifying the research data and analysis in order to ensure the validity and 
credibility of a study. In this study, participant validation has been used in order to confirm the 
accuracy of both the collected data and the performed analysis. Material has accordingly been sent to 
key participants throughout the research process to get feedback and confirmation on the conducted 
work. This has served as a way to assure the validity of the research.  
 
In this chapter, the methodology of the study has been presented. The selected research approach, 
purpose and empirical data collection methods have accordingly been illustrated and the drawbacks of 
the chosen methods have been discussed. In the following chapter, a detailed overview of the use case 
evaluation approach will be presented along with some theoretical background on the concepts used.   
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5. Use Cases Evaluation Approach  
In this chapter, the approach created for evaluating the blockchain-based use cases will be 
introduced. The developed approach has the purpose of structuring and prioritizing among a wide 
range of use cases and each consecutive step will be defined along with its related activities. 
Additionally, the maturity framework and criteria for blockchain relevance will be explained along 
with a brief theoretical background.  
 
In order to prioritize among a broad range of use cases, an evaluation approach is needed for the 
assessment process that targets both the feasibility and suitability of each use case. The evaluation 
approach consists of three consecutive steps: the inventory of blockchain-based use cases, the 
assessment of the use case clusters and the prioritization among them based on their maturity level. 
This approach was developed throughout the process of collecting data in the first part of the study. It 
is accordingly built on the findings from the literature review and also from insights gained from the 
interviews and discussions held with both blockchain and energy experts. This approach will evaluate 
the use case clusters based on their ability to leverage the strengths of the blockchain technology, their 
strategy alignment with Vattenfall as well as their overall maturity level. The different stages of the 
framework are illustrated in Figure 12 below. In the following section, each of the three steps will be 
explained in greater detail.  
 

 

 
 

Figure 12: Research approach for part 1; the three consecutive steps and corresponding activities of the use case evaluation. 

5.1 Inventory  
In order to evaluate the use cases available on the market, a sample needs to be collected and mapped. 
The initial stage of the evaluation approach thus consists of an inventory stage where blockchain-
based energy use cases are collected, mapped and clustered based on their overall theme or target 
market. No evaluation or filtering is done at this stage, as all the use cases with a connection to the 
energy sector were added to a long list and grouped into clusters. This stage thus consists of the 
following sub activities:  
 

1. The collection of use cases in a long list of use cases  

STEP 1: 
INVENTORY 

STEP 2: 
ASSESSMENT 

STEP 3: 
PRIORITIZATION 

• Collecting;  
• Clustering; and 
• Mapping of Use Cases  

• Electricity Value Chain Fit  
• Blockchain Relevance 
• Alignment with Vattenfall’s 

Strategic Objectives  

Maturity Evaluation on 
• Technology 
• Customer 
• Market 
• Regulation 
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2. The clustering of use cases based on similarities in their overall objective 
3. The mapping of the clusters in a:  

a. Network map  
b. Heat map  

 
For the purpose of finding use cases applicable for the energy sector, the existing literature on the 
subject was reviewed, including scientific articles, white papers and corporate reports. The Solarplaza 
Comprehensive Guide to Companies involved in Blockchain and Energy and articles written by Indigo 
Advisory were the main reports used for this purpose and databases such as Crunchbase and State of 
the DApps were additionally screened for organizations active within the blockchain and energy 
domain.  
 
As the range of blockchain-based energy use cases is extensive, the activity of clustering the use cases 
was added to the approach to systematize a wide variety of cases and to identify patterns and 
differences. The use cases were accordingly organized based on the main aim of the use cases and the 
similarities of the activities carried out within the various projects. Specific software can be used for 
qualitative cluster analysis, but given the lack of standardization in the collected data as well as the 
high complexity, this activity was performed by hand. In order to simplify the whole assessment 
process, a smaller sample of use cases can be collected, and the activity of clustering will then not be 
needed. However, as the purpose of the first part is to get a deeper understanding of the use cases 
available in the market, it was deemed necessary to look at a large sample. Due to this, the evaluation 
process will be made on a cluster basis, and not on individual use cases. The activity of mapping the 
use case clusters consists of the creation of two different maps; one network map displaying a 
snapshot of the current main actors and collaborations within the field and one heat map displaying 
the areas of main activity. This was considered to be vital as it provides an overview of what actions 
the industry is currently undertaking as well as insights into which clusters are deemed by the industry 
to have the highest potential. 

5.2 Assessment  
The assessment stage consists of the evaluation of the pre-selected use case clusters. A two-stage 
assessment approach is applied in order to reduce the number of clusters and narrow the scope of 
evaluation. On the first stage, all of the use case clusters are evaluated based on their fit with the 
business operations of an electric utility. By placing the clusters into the electricity value chain, the 
use cases deemed not to fit into the current or possible future, processes of an electric utility were 
removed from further analysis. As no prior screening of the clusters had been completed, this is an 
important step given the selected scope and delimitations. In the second stage, the remaining clusters 
were further assessed based on two criteria; their blockchain relevance and strategy alignment with 
Vattenfall. The second stage of the framework thus consists of the following activities:  
 

1. An initial evaluation based on the electricity value chain fit 
2. A secondary evaluation based on:  

a. Blockchain relevance  
b. Strategy alignment with Vattenfall  

 
A detailed explanation concerning both the relevance of the secondary evaluation and the theoretical 
perspective will be presented in the following section.  

5.2.1 Blockchain Relevance  
Like any other technology, blockchain will not be applicable for all possible use cases or business 
settings. Different criteria for when the use of the technology is well suited have accordingly been 
developed and discussed by both academia, companies and national governments. Evaluation on how 
well a use case aligns with the adoption criteria is of high relevance as the success of a blockchain 
deployment, to a large extent, relies on how well the use case enables a realization of the benefits of 
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the technology (Mulligan et al., 2018). Additionally, blockchain is at an early stage of development 
and using it as a solution without considering other possible techniques might result in unnecessary 
spending of both time and resources. Assessing how well use cases leverage the strengths of the 
technology could further help limit the hype around blockchain and potentially reduce the number of 
use cases that are not utilizing the full potential of the technology. In the following section, a selection 
of the different criteria developed by researchers and companies to ensure suitable blockchain 
adoption will be investigated. This serves as a theoretical background for the criteria used in this 
framework which will be presented in the last part.  
 
Based on findings from previous researchers such as Hancock and Vaizey (2016), Mattila (2016) and 
Greenspan (2015), Murkin and Chitchycan (2018) developed a set of five criteria. According to them, 
it is generally recognized that in order for a use case to be suitable for using blockchain, it should have 
the following requirements:  

● Use of a database 
● The database must be shared among multiple users with a wish to write to it 
● The transactions are interdependent (i.e. the order of the transactions matter)  
● The writers do not trust each other as they might have conflicting interests 
● There is a need for disintermediation within the market 

 
A more extensive blockchain decision tree was developed by Mulligan, Zhu Scott, Warren and 
Rangaswami (2018) in a white paper published by the World Economic Forum. They listed the 
following three questions as the most essential to answer for evaluating whether blockchain should be 
used:  

● Are you trying to remove intermediators or brokers?  
● Are you working with digital assets?  
● Can you create a permanent authoritative record of the digital asset in question?  

 
If the answer is no to any of these questions, they argue that blockchain technology should not be used 
in any form. What makes their evaluation more extensive than the one performed by Murkin and 
Chitchycan is that additional factors such as the current limitations of the technology and the different 
blockchain domains (private/public) also are taken under consideration. Further questions thus also 
include:  

● Do you require high performance, rapid, transactions?  
● Are you managing contractual relationships or value exchange?  
● Do you require shared write access?  
● Do contributors know and trust each other?  

  
The answer to these questions does not entail whether blockchain should be used but rather which 
kind of blockchain is applicable and if it is currently possible to efficiently solve these problems using 
the technology. By adapting a combination of the approach by Murkin and Chitchycan and Mulligan, 
Zhu Scott, Warren and Rangaswami, IBM have created a list of six questions to ask before initiating a 
blockchain project. Three of the questions were similar to previous findings but the following three 
questions presented new angles to the investigated subject (Gupta, 2017): 

● Is the current system overly complex or costly, possibly due to need for intermediaries or a 
central point of control?  

● Is the current system prone to errors due to manual processes or duplication of effort?  
● Is the current transaction system vulnerable to fraud, cyber-attack, and human-error?  

 
Using a combination of the theory presented above and information obtained from interviews with 
blockchain experts, six criteria were deemed to be most important to evaluate if blockchain is a 
suitable technology. Accordingly, the blockchain relevance of the use case clusters will be assessed 
based on the following questions:  
 

● Can a digital asset represent the underlying good?  
● Is there a need for disintermediation within the market?  
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● Are multiple parties involved and is shared writing access required?  
● Is there a lack of trust among participants and would an increased transparency benefit the 

network?  
● Do financial settlements via the blockchain take place and are the transactions 

interdependent? 
● Is the current system overly complex and prone to errors due to manual processes or 

duplications of effort? 

5.2.2 Strategy Alignment  
The adoption of blockchain should not solely rely on technological criteria, but also on business 
aspects and alignment with the operations of the organization. Due to this, it is also important to 
evaluate the use cases based on their strategic fit with the organization conducting them. For this sake, 
the strategic objectives by Vattenfall will be used. Vattenfall aim to be climate neutral by year 2030 in 
the Nordics and by 2050 in their other key markets (Vattenfall, 2018). The four strategic objectives 
presented below all originate from that goal and the step-wise phase out of fossil fuels that will be 
required to reach it. Each objective further consists of sub-steps of actions. As the goal of 
“Empowered and Engaged People” is not applicable for the possible blockchain applications, it is not 
part of the analysis.  
 

• Leading towards Sustainable Consumption 
o Increase the customer orientation  
o Create a strong position as a supplier of decentralized energy solutions  

• Leading towards Sustainable Production 
o Increase operations within renewable energy  
o Implement an action plan to reduce carbon dioxide emissions and find new 

opportunities for accelerating the development towards climate neutrality 
• High Performing Operations 

o Reduce costs and increase efficiency  
• Empowered and Engaged People 

o Develop our corporate culture, skills and brand  
 
The clusters will all be evaluated on how well they fit the strategic objectives of the organization. This 
will be carried out using the following three levelled scale: 
 
0 = The use case has no connection between Vattenfall’s strategy  
1 = The use case aligns to Vattenfall’s strategy in some aspects, and an implementation of the Use 
Case could indirectly assist in realizing the strategy. 
2 = The use case aligns well with Vattenfall’s strategy and an implementation of the use case could 
directly assist in realizing the strategy.  
 
Based on the joint outcome of the Blockchain Relevance and Strategy Alignment evaluation, four use 
cases will be selected for the further assessment.  

5.3 Prioritization 
The final stage of the evaluation framework consists of a more thorough assessment of the remaining 
use case clusters to evaluate their maturity level. This is done in order to explore the factors that are 
currently stalling the development as well as to assess which clusters are deemed to be the closest to 
implementation at a larger scale. A maturity level framework based on four different dimensions was 
accordingly created; 1) Market Readiness Level, 2) Customer Readiness Level, 3) Technological 
Readiness Level, and 4) Regulations Readiness Level. The stages for these dimensions are measured 
from 1-4, where 1 is least mature, and 4 is the most mature stage. In the following section, each 
maturity dimension will be described together with a description of the respective steps. For the 
Market Readiness and Technological Readiness, additional level description is provided.  
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Market Readiness measures the maturity of energy utilities and how far businesses have come to 
incorporate the use case cluster into their business models. The levels stretch over four business 
process oriented phases; from ideation to scaling business to a sustainable and resilient commercial 
operation (Julien, 2014). 

 
 

Figure 13: The Market readiness levels. 

The four stages are:  
1) Basic observations, formulation and need validation 
2) R&D Phase, team fitting internal and external 
3) Pilot Demonstration, value proposition defined  
4) Business Model Defined Coherently 
 
Customer Readiness measures the maturity of current consumer attitudes towards the use case cluster 
and can accordingly only be applied within the business to consumer segment. Consumer attitudes are 
measured in terms of current and expected future buyer patterns.  
 
The four stages are: 

1) Future Need > 5 years 
2) Need within 1-5 years 
3) At least a few customers would buy 
4) Many customers would buy 

 
Technological Readiness measures the maturity of technologies used. Technology maturity consists 
of four indicators: networks, information systems, computing methodologies, and security and 
privacy, according to the ACM Computing Classification System (Wang et al., 2016). 
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Figure 14: The Technology readiness levels. 

The four stages are: 
1) Basic observations & proof of concept 
2) Pilot or type test validation 
3) Active and inactive commissioning  
4) Commercial project in operation  

 
Regulation Readiness Level measures the maturity of regulation for the Use Case. It is an indicator on 
the “freedom to operate” of a given product/service. The levels stretch from low to high supervision 
where the market is based on well-established legal system.  
 
The four stages are: 

1) No supervision of regulation 
2) Rules have been borrowed from related domains 
3) Rules and laws are defined, measurements are set up 
4) Market based on well-established legal system 

 
In this chapter, the use case evaluation approach used in the first part of the study have been 
presented. Additionally, the evaluation criteria for blockchain relevance, strategy alignment and 
maturity assessment have been presented in greater detail along with the theoretical background used 
for its development. The following chapter will treat the empirical results of the first part of the study, 
analysed from the evaluation framework described above.  
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6. Analysis and Discussion: Part One  
In this chapter, the empirical findings from the first part of the study will be analysed together with the 
key findings from the literature review. The presentation of the results will follow the consecutive 
steps of the use case evaluation approached introduced in the previous chapter and will accordingly 
consist of three different parts. Initially, an overview over the inventory step will be given followed by 
the analysis of the use case clusters in the assessment step. Lastly, the prioritization step will be 
covered and one use case selected for further analysis. The purpose of this chapter is to answer the 
following research questions: “What are the existing blockchain-based use cases within the energy 
sector?”; “How well does the use cases align with the current market trends and fit the criteria for 
blockchain adoption?” and lastly, “How mature are the different use cases and what factor is 
currently limiting the development?”.  

6.1 Inventory  
The process of evaluating use cases was initiated by the creation of a long list of nearly all of the 
blockchain-based use cases within the energy field. Accordingly, more than 120 of the use cases 
openly presented on the market have been inventoried. The long list was additionally continuously 
updated with new use cases during the research process in order to capture the ongoing development 
within the field. The final list of all the use cases can be found in Appendix 3.  

6.1.1 Clustering 
The process of clustering is a subjective process and accordingly, other researchers might come up 
with other clusters than the ones presented in this study or sort the use cases differently. To reduce the 
impact of the researchers’ subjective opinion, the clustering process was done over a long period of 
time and included the involvement of some of the interviewed experts. The use cases were clustered 
based on the specific processes or markets they are targeting and based on this, 19 unique clusters 
were created.  
 

Table 3: Result of Clustering Process. 

Use Case Cluster  Number of Use 
Cases 

Metering Reliability 1 

Energy Supply Chain Management	 2	

Disaggregated Billing 2 

Flexibility Trading Platform 2 

Cryptocurrency Based Payment Systems 2 

Cryptocurrency Mining 3 

Automated P2P trading 4 

Consortia, Lab & Research 4 

Grid Stabilization & Management 4 

Tokens to Reward Sustainable Behaviour 4 

Energy Data Exchange Platform 3 

Cryptocurrency Bill Payments 5 

Wholesale Energy Trading and Settlement	 7	
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EV Charging & Management 8 

Crowdfunding for Renewable Energy 8 

Platform 8 

Tokenization of Renewable Energy 8 

Environmental Commodity Management & Trading 8 

P2P Trading 32 

Total 116 

6.1.2 Heat Map 
To display the development of activity within the field as well as within the different use case clusters, 
a heat map was created. Table 4 below displays the deployment of use cases between 2014 and Q1 
2018. It is important to note however, that this map only indicates the number of use cases and not the 
size, monetary value or impact of them. 

 
Table 4: The heat map displaying the deployment of use cases in the energy sector during the years 2014 - 2018. 

Use Case Cluster 2014 2015 2016 2017 2018** Total # 

Metering Reliability      1 

Energy Supply Chain Management      2 

Disaggregated Billing      2 

Flexibility Trading Platform      2 

Cryptocurrency Based Payment Systems      2 

Cryptocurrency Mining      3 

Energy Data Exchange Platform       3 

Consortia, Lab & Research      4 

Grid Stabilization & Management      4 

Automated P2P trading      4 

Tokens to Reward Sustainable Behaviour       4 

Cryptocurrency Bill Payments      5 

Wholesale Energy Trading and Settlement      7 

EV Charging & Management      8 

Crowdfunding for Renewable Energy      8 

Platform      8 

Tokenization of Renewable Energy      8 
Environmental Commodity Management & 
Trading      8 

P2P Trading      32 
 

                                                        
* Q1 2018 
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The conclusions that can be drawn from the heat map is that P2P trading is by far the most common 
blockchain-based use case as more than 30 of all the inventoried use cases involved local energy 
trading between prosumers in some sort. Additionally, P2P trading was among the first use cases 
being developed and there has been activity within this area since 2015. GTM Research, however, 
argues that P2P trading is not the most commercially viable application and they expect a shift 
towards wholesale energy trading during 2018 as many of the projects undertaken within that area are 
demonstrating successful pilots (Metelitsa, 2018). If this is proven to be true, there might be a stall in 
the development of P2P trading projects in the next coming years. Additionally, both the clusters of 
“EV Charging & Management” and “Environmental Commodity Management & Trading” are 
expected by GTM Research to be some of the first projects that will fins revenue streams within the 
next year (ibid). The World Energy Council further highlights “Grid Stabilization and Management” 
as one of the most promising areas for blockchain adoption (World Energy Council, 2018). Although 
there was some activity prior to 2017, that was the year when most use cases were initiated and when 
blockchain started to dominate the new developments within the energy sectors.  
 
It was further realized that some use cases that was initially sorted into separate clusters could be 
combined with other clusters based on the similarities of their overall purpose. “Automated P2P 
Trading” was for that reason combined with “P2P Trading”. “Flexibility Trading Platform” was 
integrated with “Grid Stabilization and Management” as both clusters aim at improving the grid 
balancing processes. “Cryptocurrency Bill Payments” was also added to the “Cryptocurrency Based 
Payment Systems” cluster as they both target the use of cryptocurrencies for billing processes. Lastly, 
“Tokenization of Renewable Energy” was added to the “Environmental Commodity Management & 
Trading” cluster as it can be seen as an alternative approach of distributing renewable energy 
certificates. Based on this merging of clusters, a total of 14 use case clusters will be used for the 
continued analysis.  

6.1.3 Network Map 
The network map was created in order to understand the blockchain-based activity and the main actors 
within the energy sector. The network map makes it possible to distinguish the key drivers within the 
area and to explore the interconnectivity between use cases.  

  
Figure 15: Network map displaying the blockchain-based activities within the energy sector. 
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The overview highlights that the activity within this field is dominated by either start-ups, consortiums 
initiated by start-ups or by IT companies and blockchain developers such as IBM. According to 
Reback (2018), start-ups account for two-thirds of the companies working with blockchain-based 
applications within the energy industry. This type of behaviour is approved by diffusion theory which 
states that new entrants generally are both faster to act and more advantageous when it comes to the 
adoption of new, and potentially disruptive, technologies (Obal, 2013). Nevertheless, incumbent 
energy and power companies have also identified blockchain as an interesting technology and initiated 
various projects, sometimes in competition but mostly in collaboration, with each other and with 
various technology firms. For example, an Australian based firm, Power Ledger, has partnered up 
with several utilities to develop P2P trading pilots for different markets: Vector in New Zealand, 
BCPG in Thailand and Western Power in Australia among others. The establishment of business 
partnerships between utilities and blockchain start-ups can also be seen in the partnerships between 
Wepower and Estonian TSO Elering and TEPCO and Texan start-up Grid+ (del Castillo, 2017). In 
addition to establishing partnerships, many incumbents have also invested in blockchain start-ups. For 
example, Japanese energy utility TEPCO have invested in both UK start-up Electron and German-
based Conjoule (Tepco, 2017; Reuters, 2018). UK utility Centrica have in a similar fashion invested in 
New York-based LO3 Energy, the developers behind the hyped Brooklyn Microgrid project (Stoker, 
2017). Some utilities are furthermore developing blockchain innovations in-house, such as 
Vattenfall’s subsidy Powerpeers and KEPCO.  
 
When looking beyond start-up investments and partnerships, it can be seen that a significant part of 
the activity undertaken by energy companies is centralized around a few cross-sector collaborations. 
Some of the most prominent projects are the Enerchain project initiated by Ponton, the Energy Web 
Foundation founded by Grid Singularity and the Rocky Mountain Institute as well as the two 
wholesale energy trading projects developed by BTL. A sample of the participating companies in 
these projects can be found in the network map above. Several companies are additionally involved in 
two or more of the projects, for example, Eneco, Wien Energie and Total. What further stands out is 
that many of the projects and collaborations have their origin in Europe or Asia. When looking at 
investments in blockchain start-ups and projects, it can be seen that investments in Europe are more 
than five times as high as the ones in the US (Buchmann, 2018). 
 
An additional takeaway from analysing the activity within the blockchain and energy domain is that 
there is high interconnectivity between the use cases. As the foundation behind the technology is the 
same for many areas, blockchain start-ups are often developing several applications using the same 
base layers. Power Ledger, for example, has created a core platform with energy services that can host 
a wide selection of applications; from P2P Energy Trading to Carbon Asset Trading. This 
interconnectivity can also be seen in use cases that are connected to the charging and management of 
EVs. Share&Charge have, for example, developed an application for allowing private individuals to 
operate charging stations and they will additionally add a feature for smart charging where EVs are 
used for grid balancing. This interconnectivity makes it hard to create perfect clusters and accordingly, 
the activity of the different areas will occasionally overlap.  
 
So far, the results of the inventory stage of the assessment funnel have been presented. In summary, it 
can be seen that a large number of blockchain projects are carried out within the energy sector, mainly 
by start-ups but to a high extent also by energy and power companies. This displays a high adoption 
rate of the technology which currently primarily is focused on P2P trading applications. In the 
following section, the clusters will be evaluated based on their fit within the electricity value chain, 
blockchain relevance and strategy alignment with Vattenfall, and only the most relevant ones will be a 
continued part of the analysis.  

6.2 Assessment  
As previously mentioned, a two-stage assessment approach will be applied to the use case clusters in 
this step of the funnel. Initially, the clusters will be evaluated based on their general fit with the 
electricity value chain. As the purpose is to evaluate use cases that are suitable for an electric utility, 
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this is done in order to eliminate use cases that are deemed to be irrelevant. In the second step, all 
remaining clusters will be evaluated based on their relevance for using blockchain and their strategic 
fit with Vattenfall’s objectives. 

6.2.1 Initial Evaluation 
The first stage of evaluation consists of assessing the relevance of the clusters based on their fit within 
the electricity value chain. As presented in Chapter 2, this involves the generation, trading, 
transmission, distribution, metering and consumption of electricity. Figure 16 displays the 14 use case 
clusters and their fit into the operations of the value chain.  
 

 
 

Figure 16: Assessment based on cluster fit in the electricity value chain. 

Five use cases were deemed not to fit into the electricity value chain and were hence removed. The 
clusters are: “Metering Reliability”, “Oil & Gas Supply Chain Management”, “Crowdfunding for 
Renewable Energy”, “Cryptocurrency Mining”, and “Platform”. The initial evaluation step 
accordingly reduced the number of clusters from fourteen to nine.  

6.2.2. Secondary Evaluation 
In this section, each of the 9 remaining use case clusters will be evaluated based on their relevance for 
using blockchain technology as well as their alignment with Vattenfall’s strategic objectives. Initially, 
a brief definition will be presented for each cluster along with a discussion concerning the rationale of 
using blockchain and the fit with Vattenfall’s current operations. Additionally, for some clusters the 
opinion of interviewed experts will be presented. A more detailed overview of the activity within each 
cluster can be found in Appendix 3. The aim of this evaluation step is to additionally reduce the 
number of clusters from nine to four.  
 
P2P Trading  
P2P energy trading is the direct trading of energy between prosumers or small-scale producers of 
energy without the use of a third-party intermediary. This means that traditional end consumers of 
electricity become generators and suppliers as electricity is traded within a network without a central 
authority or a trade exchange organizing the transactions. This can be done by the prosumers 
themselves or by the use of smart agents for energy consumption that plan and trade the electricity 
automatically.   
  
Blockchain Relevance  
As of now, the centralized control of distributed energy resources restricts to whom and when 
prosumers can sell their energy back to the grid. Additionally, current regulations might exclude 
small-scale producers from the energy market given their limited production capacity (Reed, 2018). 
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By applying blockchain, smart contracts can facilitate the real-time coordination of production data 
and execute sales contracts directly between parties on a local scale, without minimum requirements 
of capacity. The price will thus be decided among the participating parties and not by the energy 
companies and the barriers to entry will be lowered. Blockchain will accordingly be used to simplify 
energy transactions and metering processes within the P2P energy community as it allows for both 
direct transactions and a permanent record of bids. Either cryptocurrency is used for the payments or 
another billing system is plugged into the blockchain (Steck, 2017). As a digital asset will represent 
the whole energy transaction, blockchain will reduce the need for intermediates such as banks or 
power companies to process the transaction and the physical trade.  
 
Strategy Alignment  
As customers are encouraged to trade locally generated renewable energy with each other, both the 
customer orientation and Vattenfall’s position as a supplier of decentralized energy solutions could be 
enhanced. Additionally, promoting P2P trading can be seen as a development towards climate 
neutrality which is the overall goal of the organization. Furthermore, Vattenfall’s subsidiary Power 
Peers already has an established P2P network in the Netherlands which creates a natural fit for such a 
use case. 
 
Expert Opinion  
One interviewee was sceptical towards the business case of P2P Trading in the Nordics. According to 
him, the already widespread use of renewable energy sources like hydro and wind combined with the 
low prices for electricity and the limited solar irradiation makes it hard to create value for customers. 
Based on this, they decided to drop their P2P Energy Trading project in the Nordics and instead focus 
on other geographical markets where the incentives were higher (Goodden, 2018a). This view was 
opposed by another interviewee who deemed it to be relevant for the Nordics as it can create 
community value and increase the customer focus. He additionally believed P2P Energy Trading to be 
the use case with the highest strategic relevance for Vattenfall (Leykam, 2018). 
 
Tokens to Reward Sustainable Behaviour 
This cluster includes all the use cases with a purpose to reduce the climate impact of daily activities by 
applying a bottom-up approach that rewards individuals for their sustainable behaviour. This involves 
information sharing among different stakeholders in order to map the environmental impact of specific 
individual events and activities such as the amount and type of electricity consumed or the use of 
transportation.  
 
Blockchain Relevance 
The approach currently used in applications that tries to map users’ environmental impact requires full 
user trust as the data has to be added manually and only displays a limited part of their carbon 
footprint. To financially reward users for specific individual activities, the system must have a fraud-
free way of confirming the individually added data. These problems could be addressed by using a 
decentralized blockchain-based platform, where participating partners from several different industries 
having writing access and can confirm inputs. This would add transparency to the system as well as 
making it intolerant to cheating attempts as other nodes have to confirm any activity.  
 
Strategy Alignment 
This cluster is directly targeting Leading Towards Sustainable Consumption as it creates incentives for 
consumers to act more sustainable and reduce their climate impact. There is additionally an indirect 
alignment with High Performing Operations as blockchain could facilitate the data gathering process 
and the collaboration between key stakeholders. The cluster further aligns well with an ongoing 
initiative at Vattenfall called One Tonne Future which aims at developing an application to 
communicate and educate people on how to create a more sustainable lifestyle.  
 
EV Charging & Management 
EV Charging & Management involves all the use cases addressed at facilitating and managing the 
charging infrastructure for electric vehicles. As of now, the market for EV charging involves multiple 
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parties, and as most solutions use a post-payment approach, it is characterized by several complex and 
manual processes connected to the billing, settlement and clearing functions. Given the centralized 
structure, EV Users have to be members of specific networks and identify themselves at the charging 
station to be able to charge.  
 
Blockchain Relevance 
For EV Charging and Management, blockchain will be used as a way to facilitate the identification of 
EV users, simplify the current manual processes of exchanging charge detail records across the 
charging networks and possibly handle both payments and settlements. As blockchains will be able to 
handle a large number of payments with low value, the transaction fees could be reduced and the time 
spent for user identification and authentication could be shortened. This would decrease the costs of 
operating a charging station and thereby allow both companies and individuals to operate charging 
stations. By opening up for a decentralized operational model, the underutilization of residential EV 
chargers can be addressed. Additionally, blockchain can also serve as a secure and auditable ledger for 
the different actors within the EV charging market and it can facilitate for autonomous payments.  
 
Strategy Alignment 
The use of blockchain within this cluster would create a more seamless experience for the customer by 
opening up the current charging networks with additional, private, charging stations and by facilitating 
roaming across different networks. The alignment with Leading Towards Sustainable Consumption is 
thus direct. Additionally, blockchain would increase the efficiency of the current manual and time-
consuming process which aligns the cluster directly with High Performing Operations. The cluster 
would be a natural strategic fit for Vattenfall’s business unit E-mobility and their InCharge network.  
 
Expert Opinion 
An interviewee with the energy sector explained EV Charging & Management as the natural place to 
start their blockchain efforts and learn more about the technology as it was mainly adding another 
layer to an already existing solution (Goodden, 2018a). This cluster was additionally seen as the area 
with highest potential in the short term by two senior business developers working with blockchain 
implementation at Vattenfall. However, given the current limitations of the speed and scalability of 
transactions over blockchain, one interviewee said that she would mainly use blockchain to manage 
the data and information layer (Wang, 2018). In her opinion, the greatest potential of blockchain 
within the area of EV Charging & Management is that it will bring traceability and transparency into 
the system. These features will additionally be of particular importance in Europe given the ease of 
crossing national borders with cars and the need for interoperability between different national 
systems (ibid). Scalability issues were also raised by another expert who saw problems both related to 
transaction time and transaction costs in the current blockchain solutions (Goodden, 2018b).  
 
Environmental Commodity Management & Trading  
This cluster involves the tracking, issuing, and trading of environmental commodities such as 
Renewable Energy Certificates (RECs) and Carbon Assets. This entails the handling of these 
commodities both within the currently implemented system as well as newly developed solutions such 
as the tokenization of renewable energy and carbon emissions. The combined process of handling 
these commodities are to a large extent performed manually, and it is thus both time consuming and 
prone to errors. 
 
Blockchain Relevance 
Blockchain can simplify the certification process of these commodities by reducing the administrative 
steps and remove the risk for errors in the transmission and processing (Miller and Henly, 2017). By 
installing smart meters on the generation units, data about the generated amount of renewable energy 
can be tracked automatically, and the need for on-site audits will be reduced. Additionally, smart 
contracts can be used to allow generators of renewable energy and buyers of RECs to interact directly. 
The transaction record of each certificate and asset will furthermore be stored on the blockchain, 
eliminating the risk for double counting and re-selling. This will create an immutable record of data 
and thus increase the transparency and traceability of the system.  
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Strategy Alignment  
The use of blockchain for these use cases will, as previously stated, increase the efficiency and reduce 
the costs of current operations. There is accordingly a direct alignment with High Performing 
Operations. Blockchain will further increase the transparency of the issuing and trading of 
environmental commodities. Therefore, there is an indirect connection to Leading Towards 
Sustainable Production as it can help accelerate the development towards reduced carbon dioxide 
emissions.  
 
Expert Opinion  
One expert within the IT sector argued that Environmental Commodity Management & Trading is a 
perfect use case for blockchain implementation as the transparency will be increased for all 
participants and duplication errors can be avoided (Liljeqvist, 2018). Another interviewee agreed with 
this statement as the information put on the blockchain will be there permanently, information can 
always be tracked and detected if fraud is suspected (Roling, 2018).  
 
Wholesale Energy Trading & Settlement  
Wholesale energy trading is the trade of energy commodities on wholesale markets by energy 
generators, suppliers and traders. The most common energy commodities are electricity, gas and heat 
(steam). The wholesale energy trading process can be divided into three different stages: pre-trade, 
trade and post-trade. The trade stage is the execution layer where the matching of all the buyers and 
sellers takes place and the post-trade phase involves all the processes that take place after a trade is 
executed, such as confirmations, settlements and payments. These processes currently involve manual 
data exchange between the participating parties as well as external financial transactions that require 
the involvement of separate banks or clearing houses.  
 
Blockchain Relevance 
The current wholesale energy trading system creates high internal and external costs as the use of 
clearing houses, traders and brokers are expensive. Blockchain has the potential to automate these 
processes and it will thereby reduce both the costs and the time consumption for the processes both at 
the trade and post-trade stage. The technology will thus be used both as a means for supporting and 
automating the current processes and for settling and clearing the transactions. This would mean that 
once a transaction is complete, all information would be simultaneously accessible to all participating 
parties and regulators on the blockchain. This would limit the need for clearing houses and brokers.  
 
Strategy Alignment  
As the primary focus of this cluster is to streamline existing processes already conducted within the 
organization, it has a direct alignment with High Performing Operations. Vattenfall has additionally 
already joint two of the blockchain consortiums in this area: Enerchain and OneOffice. As these 
projects are targeted towards Over the Counter trading, it will primarily be relevant for markets that do 
not use energy exchanges to a great extent.  
 
Expert Opinion  
Many of the interviewees agree that blockchain is a perfect fit for this area since the current system is 
inadequate with a lot of time-consuming and error prone processes performed manually and in need of 
disintermediation. However, even if it is a promising area, one interviewee points out that it will not 
completely replace the current structure of trading as it will still be needed for commercial and 
“backup” reasons. It will hence take some time to establish what actions currently performed by a 
third party that can be replaced and evaluate the scalability of the solution (Goodden, 2018a) (Inoue 
Dick, 2018).  
 
Grid Stabilization & Management 
Grid stabilization and management involve all use cases with processes connected to the frequency 
balancing of the grid and congestion management. This includes both the coordination of participating 
actors and appliances such as home batteries and EVs as well as the distribution of participant 
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compensation. Given the increased share of distributed energy resources with intermittent output in 
the grid, these processes are deemed to become increasingly important in the future.  
 
Blockchain Relevance 
In order to coordinate large numbers of decentralized energy units, blockchain can be used to create a 
transparent mechanism for receiving bids for flexibility as well as the tracking of each users’ 
participation. As all units offering flex capacity, the bids from flex service providers as well as the 
activation signal from the TSO are put on the blockchain, an immutable record for the flex energy 
delivered from each unit will be created and reimbursements can be paid accordingly. Blockchain can 
thus be used as a means to aggregate and coordinate decentralized energy resources to manage flows 
of electricity and information across regions securely and intelligently. 
 
Strategy Alignment  
Using blockchain in order to facilitate the use of distributed energy resources for grid balancing would 
increase the customer focus by involving and rewarding participating consumers. The alignment with 
Leading Towards Sustainable Consumption is thus direct. Additionally, as appliances such as solar 
panels and home batteries will be used, this could be seen as a competitive advantage for Vattenfall as 
a supplier of decentralized energy solutions. Therefore, there is an indirect connection to the Leading 
Towards Sustainable Production. 
 
Expert Opinion 
One interviewee working with projects in this area argued that as traditional flex capacity no longer 
can be used to the same extent, there are great opportunities for new solutions. As the number of 
traditional flex providers is decreasing at the same time as the use of distributed energy resources are 
increasing, this area can bring great benefits for both consumers, TSOs and energy suppliers. In his 
view, offering customers the possibility of participating in grid balancing processes can facilitate 
access to new markets for energy suppliers and create new customer value propositions. Given two 
previously failed tests in the area, he additionally argued that the use of blockchain is a necessity for 
successful implementation (Roling, 2018a).  
 
Disaggregated billing/Micropayments 
This cluster involves use cases that aim to challenge the current payment structure for electricity by 
applying a “pay-as-you-use” business model or for selling electricity as a service. For example, this 
could mean that consumers can track and pay for their electricity consumption either by device or by 
room. Additionally, it could allow consumers to continuously switch between different energy 
suppliers or have separate suppliers for individual appliances (Voets, 2017).  
 
Blockchain Relevance 
Current payment systems are not well suited to handle a large number of micro transactions due to the 
limited transaction capacity and high transaction costs. Given that blockchain technology is able to 
handle large volumes of transactions with low value, the technology would be a good fit for enabling 
micro transactions (Bonenfant, Plessis and Zimmer, 2017). Additionally, the decentralized nature of 
blockchain-based systems allows it to support autonomous and numerous transactions at the same 
time (Lundqvist, de Blanche and Andersson, 2017). 
 
Strategy Alignment 
By allowing disaggregated billing, Vattenfall could entail greater customer flexibility and freedom of 
choice. As this would increase the customer orientation, this cluster has a direct connection with 
Leading Towards Sustainable Consumption. There is additionally an indirect connection with High 
Performing Operations as the use of smart appliances that can track their energy activities would 
deliver more reliable data which in turn might lead to higher billing accuracy. 
 
Expert Opinion 
One interviewee working with a disaggregated billing project sees a huge potential in the ability to sell 
electricity as a service and believes micropayments is a technical solution for implementation (Roling, 
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2018a). Another interviewee argued that one of the biggest changes for energy companies, with the 
adoption of blockchain, is the alternation of the current financial solutions. As blockchain can reduce 
transaction costs significantly, there will be no need for “batching” transactions in the future. This 
would allow for transactions within shorter time intervals and possibly in the future, immediate 
payments for the electricity delivered (Lagerkvist, 2018). 
 
Energy Data Exchange Platform  
This cluster involves use cases developing communication and data exchange platforms with the aim 
of increasing the accessibility of information between parties along the electricity value chain. The 
exchange of metering and energy transaction data can facilitate collaborations among regulators, 
energy suppliers and generators. Additionally, data about previous energy generation and consumption 
patterns can be used to better predict and map production in the future. This will thus be relevant for 
energy data benchmarking, smart grid management and energy investment decisions (Chelladurai, 
2018).  
 
Blockchain Relevance 
A blockchain based platform will provide the different network participants with trustworthy 
information as the data will be recorded in real time at the production or consumption site. As the data 
cannot be modified once entered, the use blockchain will ensure data validity and traceability. 
Furthermore, multiple parties will be involved and they will all require writing access. 
 
Strategy Alignment  
Using blockchain to facilitate an energy exchange data platform could increase the efficiency of 
current processes as access is granted to a wider dataset that can serve as a foundation for planning 
and decision making. Accordingly, there is a direct connection to High Performing Operations. An 
effective platform for data exchange could also create better conditions for production planning, 
which is why there is an indirect connection to Leading Towards Sustainable Production.  
 
Cryptocurrency Based Payment Systems  
This cluster involves payment solutions of electricity using cryptocurrencies which includes both 
traditional payments of invoices using cryptocurrencies and the use of blockchain aware pay-as-you-
go meters. By using cryptocurrency compatible pre-paid meters, smart meters for commodities such as 
gas, electricity, and water can be topped up from anywhere in the world. This allows for distant third-
party payments from, for example, non-governmental organizations or relatives.  
 
Blockchain Relevance 
For the use cases within this cluster, the financial transactions will be carried out over blockchain 
using cryptocurrencies. However, for the payment of invoices this merely serves as an alternative 
currency and it will not change any business processes. For the case of pre-paid meters, using 
cryptocurrencies is relevant as it allows third parties to directly pay from a distance with lower 
transaction costs that traditional payment channels.  
 
Strategy Alignment  
Cryptocurrencies are gaining traction globally, and it can be argued that implementation of 
cryptocurrencies for bill payments in some part could increase the customer orientation for Vattenfall. 
However, there is no direct connection to any of the strategic objectives for this cluster as a lack of 
customer payments or payments made by third parties is not is a big concern for Vattenfall’s core 
markets.  
 
Expert Opinion  
One of the interviewed experts within the energy sector deemed the market for cryptocurrencies to be 
extremely small in Vattenfall’s core markets. As prepayment for electricity is utilized to some extent 
in Germany and the Netherlands, he saw some potential there but concluded that it would be easier to 
implement that by using credit cards or any other form of digital payments given the current volatility 
of cryptocurrencies (Leykam, 2018).  
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The evaluation given in this section is summarized in Table 5 and 6 below.  

 
Table 5:Blockchain Relevance score for the nine use case clusters. 

Use Case Cluster Digital 
Asset 

Removal of 
TTP 

Multiple 
Parties 

Lack of 
Trust 

Financial 
Settlement 

Error 
prone ∑ 

Wholesale Energy Trading and 
Settlement       6 

Environmental Commodity 
Management & Trading       6 

EV Charging & Management       6 

Grid Stabilization & Management       5 

P2P Trading       5 

Tokens To Reward Sustainable 
Behavior       4 

Energy Data Exchange Platform       4 

Disaggregated Billing       4 

Cryptocurrency Based Payment 
Systems       2 

Yes           No           

 
When applying the criteria for blockchain relevance presented in Chapter 5, it can be seen that only 
three of the clusters are deemed to meet all of the blockchain relevance criteria. These clusters are 
“Wholesale Energy Trading and Settlement”, Environmental Commodity Management & Trading” 
and “EV Charging & Management”. “Cryptocurrency Based Payment Systems” is considered to be 
the cluster with the lowest blockchain relevance as blockchain merely serves as an alternative 
payment channel.  

 
Table 6: Evaluation of use case clusters Strategy Alignment with Vattenfall. 

Use Case Cluster Sustainable 
Consumption 

Sustainable 
Production 

High Performing 
Operations ∑ 

P2P Trading    
4 

EV Charging & Management    
4 

Tokens to Reward Sustainable Behaviour    
3 

Disaggregated Billing    
3 

Grid Stabilization & Management    
3 

Environmental Commodity Management & 
Trading    

3 

Energy Data Exchange Platform    
3 

Wholesale Energy Trading and Settlement    
2 

Cryptocurrency Based Payment Systems    
1 

Direct                    Indirect No connection	   
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Based on the strategy alignment with Vattenfall’s objectives, two clusters are evaluated to best fit the 
organization. These are the clusters that aligns with two out of three strategic objectives: “P2P 
Trading” and “EV Charging & Management”. It can additionally be seen that both of these clusters 
follow the current development and trends within energy systems as they facilitate for decentralization 
and electrification using digital technologies. The cluster with the lowest alignment score is 
“Cryptocurrency Based Payment Systems”. This due to the low market relevance for the investigated 
geographical areas and the limited impact of the cluster. Overall, it can be seen that the clusters that 
aim at bringing incremental improvements of existing processes or systems got lower overall scores 
than more innovative and potentially disruptive clusters that will alter the way electricity is generated 
or consumed. Nevertheless, they can still bring value to the organization by reducing costs or time.   
 
In summary of the Assessment stage, four use cases are considered to have both a high strategic 
relevance for Vattenfall and a high blockchain relevance. These are; “P2P Trading”, “EV Charging & 
Management”, “Grid Stabilization & Management” and “Environmental Commodity Management & 
Trading”. The rest of the use cases will accordingly be eliminated and not be part of the further 
analysis. In the next section, these clusters will additionally be analysed based on their maturity level. 
In the end, one use case will be selected for the continued analysis in the second part of the study.  
 

 
 

Figure 17: Result of the Secondary Evaluation.  

6.3 Prioritisation 

In this section, each of the four remaining use case clusters will be analysed through the use of the 
maturity assessment framework presented in Chapter 5. Accordingly, the market, customer, 
technology and regulation readiness levels will be taken into consideration. Given the occasional 
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broad spectrum of use cases within a cluster, the assessment will be made on a generic use case. This 
is done to create an overview of the development within each area and to give a sense of the overall 
maturity of the use cases within that cluster. Additionally, given that the current limitations and 
technical issues with blockchain will affect all of the clusters, it will not be part of the maturity 
assessment. This approach is chosen in order to display what factors other than the technological 
readiness of different blockchain domains that affect the current development of use cases. In all of 
the diagrams below, the readiness level increases with respect to the outer line.  

6.3.1 P2P Trading  

 
 

Figure 18: Maturity Assessment of P2P Trading. 

The Market Readiness Level of P2P Trading is considered to be high since there is a clearly defined 
value proposition for the use cases within this cluster. Additionally, several different utilities, as well 
as start-ups, are conducting P2P trading pilot demonstrations worldwide. The growing number of P2P 
Trading projects in the last years display that there is great industry interest. However, almost no 
projects have a coherent business model or a commercially available product. The Customer 
Readiness Level is also considered to be high as the conducted pilot projects have displayed that there 
is a great interest among customers to generate and trade their electricity on a community basis (Steck, 
2017). Furthermore, there is a growing market for residential PVs and a transition towards 
decentralization of energy systems which might increase the deployment of P2P trading projects in the 
near future (Park and Yong, 2017). The technological readiness for enabling P2P trading is 
considered to be somewhat high. Many of the companies conducting P2P trading projects have now 
entered the beta testing phase, and some have even commercially deployed their solutions (Power 
Ledger, 2018). However, there is a lack of standard and safety for installing PVs concerning who, 
where and what type of technology that can be installed in the residential segment (SolarPower 
Europe, 2017). Companies hosting P2P Trading pilot projects emphasize that the regulatory barriers 
are significant which makes the Regulation Readiness Level very low (Steck, 2017). A director at LO3 
Energy urges that the emerging density of distributed energy resources creates a substantial change for 
regulators and that the lack of a coherent policy mix is currently stalling the deployment of many 
projects. (ibid) Accordingly, there is high uncertainty about what the impact of an increased P2P 
Trading deployment will be and which new laws and regulations that will be put in place. At this 
point, it is therefore crucial that the technology is interoperable with current rules and standards, 
which is an ongoing development in existing use cases (Steck, 2017). Additionally, as electricity is 
considered to be a necessary service in a modern society, it has to be a constant input of electricity to 
the grid even when the community is not generating enough power to cover their own needs.  

Market

Customer

Technology

Regulation



 50 

 

6.3.2 EV Charging & Management  
 

 
 

Figure 19: Maturity Assessment of EV Charging & Management. 

The Market Readiness Level of EV Charging & Management is deemed to be high given that pilot 
demonstrations involving several companies have been conducted, and there is a defined value 
proposition. The Oslo2Rome roaming project carried out by Share & Charge involved seven different 
European utilities, and it has both undergone a pilot demonstration and released a live product 
(Goodden, 2018a). However, no coherent business model is in place yet and there is no clearly defined 
service or product. The Customer Readiness Level is also evaluated as high as the first release of the 
Share & Charge app had over a 1000 registered users which indicates a high consumer demand for 
this type of solutions. Furthermore, EV sales have grown at a rapid pace over the last few years 
following the improvement of key technology and governmental subsidies. Given the expected 
continuous adoption of EVs, the market for charging infrastructure is also predicted to expand, as 
worldwide investments are being completed to extend the current network of charging stations 
(Hertzke, Müller and Schenk, 2017).  
 
The additional blockchain layer to the existing solutions for EV charging includes smart contracts and 
the registration of both users and devices on the blockchain. This requires integration between the 
current system used and the blockchain domain. Many companies have started bridging this gap and 
integrating the blockchain solution into their backend and it is expected that complete system 
integration is around 1-2 years away (Goodden, 2018a). The overall Technology Readiness Level of 
these features combined is deemed to be high even though there are currently no commercial projects 
in operation. Regulation barriers to this cluster mainly target the functions related to metering and 
financial settlement as it is currently not decided whether or not a banking permit is needed for 
charging networks that use their own crypto-tokens as a means of payment within the network. 
(Goodden, 2018). Other regulations such as tax incentives and subsidies have been favourable for the 
EV adoption and some countries have already adopted regulations to simplify and accelerate the 
deployment of privately operated charging stations. (International Energy Agency, 2017d). However, 
as the number of EVs increases, charging will likely have a sizeable impact on the grid capacity, 
which might result in changes as well as holdbacks in the regulation. This makes the Regulation 
Readiness Level of this use case is somewhat uncertain.  
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6.3.3 Grid Stabilization & Management  

 
Figure 20: Maturity Assessment of Grid Stabilization & Management. 

The Market Readiness Level of Grid Stabilization & Management is considered to be high given the 
development of the two projects that IBM have together with TenneT in this area. The projects are 
currently testing and evaluating the value proposition and the service is being developed. Additionally, 
there are plans for extending the project after the current pilot project is finished, displaying a high 
market interest (Roling, 2018a). The Customer Readiness Level is also considered to be high given 
that more than a hundred customers participated in one of the pilot projects, indicating that there is a 
demand among customers. Additionally, both companies that had contracts with end consumers were 
able to sign new customers based on the offering of customer participation in the grid management 
(ibid). The customer maturity is further expected to follow the implementation of EVs and home 
battery systems where adoption rates are predicted to increase in the near future. The Technology 
Readiness Level is evaluated to be somewhat low given that the projects are only carried out at a pilot 
scale with one provider of home batteries and EVs, making the compatibility with other appliances 
unknown. Additionally, there is no commercial projects or large scale testing in operation even though 
the projects have indicated that the solution is technologically feasible (Richard Sverrisson, 2018). 
The two TenneT pilots were created within the existing regulatory framework in both Germany and 
the Netherlands. However, the current tariff structure in Germany limits the reduction in grid fees and 
taxes that participating customers can gain which makes it financially unviable for them to participate. 
The lack of compensation might hence stall the future development of the project as there is no 
financial incentive for customers to join (Richard Sverrisson, 2018). Based on this, the Regulation 
Readiness Level is considered to be limited and uncertain. Additionally, as the TSO work directly with 
energy suppliers and end consumers, complaints have been received from regional DSOs that feel like 
the TSO is intruding on their grounds. This might complicate the market set up and potentially stall 
the development of the projects. 
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6.3.4 Environmental Commodity Management & Trading 

 
Figure 21: Maturity Assessment of Environmental Commodity Management & Trading. 

The Market Readiness Level of Environmental Commodity Management & Trading is considered to 
be relatively high as there is a clear value proposition defined of simplifying the existing systems and 
removing some of the obstacles that currently constrain investments in renewable energy. 
Additionally, systems for issuing and trading both RECs and carbon assets already exist, indicating 
that a market demand exists. However, most projects using blockchain for this solution are still 
immature, and there have only been a few pilot demonstrations within the area (Roling, 2018a). When 
evaluating the Customer Readiness Level, it can be seen that there is a high market demand for 
renewable energy and solutions where consumers can track the origin of their received electricity by 
certificates or tokens (Sun & Wind Energy, 2017). This can, for example, be seen in the adoption of 
SolarCoins by utilities that have a customer base who generate electricity from solar PVs (Mahapatra, 
2018). Based on this, the Customer Readiness Level is evaluated as high.  
 
The Technology Readiness Level is somewhat limited for this cluster as the only commercial projects 
are within the tokenization of renewable energy. The use cases aiming at improving the currently 
implemented system both for RECs and carbon assets are still immature and the only applications 
have been targeted towards the least regulated areas where the benefits of implementing blockchain 
are rather low (Brown and Westerhof, 2017). EW Origin, for example, released their first pilot in early 
2018 but it does not initially involve financial transactions as the blockchain technology used is 
currently not programmed to handle it (Miller and Griesing, 2018). As regulations concerning the 
issuing and trading of environmental commodities already are in place, the Regulation Readiness 
Level will be dependent on how well the solutions comply both with national and international laws. 
As each country has their system and registry for certificates, this might potentially stall the 
blockchain implementation within the area. However, EW Origin claim that their solution is plug-and-
play ready within both new and already existing market for RECs, and that it is customizable for 
different national regions (Miller, 2018). Additionally, as most of the applications are targeting the 
processes with lower levels of regulation, the Regulation Readiness Level is evaluated as rather high 
even though the impact of implementation will be somewhat limited (Brown and Westerhof, 2017).  
 
So far, all of the remaining use case clusters have been evaluated based on their maturity levels. It can 
be seen that each cluster has specific challenges that need to be addressed before the use cases will be 
ready for commercial deployment. The two clusters with the highest evaluated readiness level are “EV 
Charging & Management” and “P2P Trading”. Given previous findings in both literature and 
interviews with experts, this was expected. Another important aspect to highlight is that regulatory 
constraints limit the development of many use cases, especially “P2P Trading” and “Environmental 
Commodity Management & Trading”. This makes use cases that are created within, or along the lines 
of, existing regulations more feasible for implementation in the short-term. However, as most use 
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cases still are in a development and testing phase, additional obstacles and regulatory constraints 
might become evident in later parts of the implementation process. Accordingly, as blockchains get 
faster and more specialized, the major barriers for implementation of use cases might not be technical 
but regulatory. In order to prioritize among the remaining clusters, the outcome of both the maturity 
assessment as well as the blockchain relevance and strategy alignment will be used. The overall use 
case evaluation is displayed in Diagram 6 below.  

 
Figure 22: Top four use case clusters based on their overall readiness level, blockchain relevance and relevance for 

Vattenfall. 

To summarize the outcome of the assessment and prioritization analysis, it can be seen that “EV 
Charging & Management” is the cluster with the overall highest score. However, the cluster consists 
of several use cases with various functions and potential impacts. Accordingly, one specific use case 
within the broader cluster needs to be selected to move forward with the analysis and create a deeper 
understanding of the required functional architecture and to identify possible scenarios for blockchain 
implementation. 
 
The blockchain activity within “EV Charging & Management” cluster can be summarized in the 
following four use cases: 
 

● E-mobility Roaming - Making charging across networks more resilient through faster and 
more secure access to user authentication data and the exchange of charge detail records. 

● P2P Charging - Addressing the underutilization of residential chargers by enabling a 
decentralized marketplace connecting both private and public charge station operators with 
drivers. 

● Smart Charging - Coordinating the charging and dispatch of the excess battery capacity of 
EVs to better plan for electricity consumption and balance the grid.  

● Autonomous Payment - Making the EV an independent entity capable of allowing transactions 
by having its own blockchain wallet.  
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In order to evaluate which use case to move forward with, the same maturity assessment conducted on 
the use case clusters will be performed also on the individual use cases.  
 
When looking at the Market Readiness Level, it can be seen that the value proposition is clearly 
defined for all use cases except Autonomous Payment. The solution developed by ZF and UBS is at 
an earlier stage of development compared to the others and the project is deemed to be promising; 
however, no pilot testing has been conducted (Clark, 2017). Pilot demonstrations involving both 
consumers and multiple companies have been carried out by Share&Charge for both the P2P Charging 
and E-mobility Roaming use case, displaying a high market readiness. However, the company 
recently decided to drop their efforts within the P2P area and instead focus on creating a platform for 
increasing the EV market interoperability. This might indicate that the business model defined for the 
Roaming case is stronger than the one for the P2P charging project. As EVs are used for grid 
balancing in one of the projects described under “Grid Stabilization and Management”, parts of the 
evaluation can be used to assess the readiness level of Smart Charging. Consequently, the market 
readiness level is considered to be relatively high. The Customer Readiness Level is similarly 
evaluated as high both for P2P Charging and Smart Charging. The pilots carried out involved several 
participating customers, signalling that there is a need for such solutions and highlighting a potential 
market. As E-mobility Roaming is a B2B solution rather than a B2C service, it is hard to evaluate it 
the same way. Nevertheless, high accessibility to charging stations is an identified need for EV users, 
and as the Roaming case offers a solution to that problem, the customer readiness level is evaluated as 
high (eMI³, 2015). Autonomous Payments follows the development of self-driving cars and fully 
autonomous vehicles and such; the use case targets a future need of customers (Clark, 2017). The 
customer readiness level is therefore considered to be low.  
 
For the Technological Readiness Level, pilot demonstrations displaying the technological feasibility 
have been conducted for both Roaming, P2P Charging and Smart Charging. However, some technical 
challenges exist for both areas. Given the low voltage grid used by residential chargers, the power 
outtake is limited, and fast charging is not possible. Due to this, it will take between one to eight hours 
to fully charge a car depending on the type of charger used. For homeowners operating charging 
stations, this means that paying customers will have to park at their homes for up to a full day. For the 
case of Smart Charging, it is established that battery capacity decreases with the number and depth of 
discharge. The reduced battery capacity might become a barrier for customers as it can significantly 
lower the functionality of the EV in the long run. For Autonomous Payments, the technological 
readiness level is deemed to be low given the lack of practical demonstrations. The Regulation 
Readiness Level is evaluated to be high but uncertain for both Roaming and P2P Charging, given the 
current regulatory challenges concerning charging licenses and taxation. (EURELECTRIC, 2017) 
Commercial agents operating public charging stations are often subject to demand charges, and it is 
currently not clear whether that fee will have to be paid by individuals as well which might reduce the 
feasibility of a P2P Charging solution (Karali and R. Gopal, 2017). For Smart Charging, the use case 
is limited by the fact that regulations concerning vehicle to grid dispatch in many regions are not in 
place, or are currently prohibited (Roling, 2018a). Regulations concerning autonomous cars is 
currently a topic under debate and so far, few regulations are set in place. This might stall the 
development of this use case, and the regulation readiness is therefore considered to be low.  
 
Given the conducted maturity assessment, E-mobility Roaming is the use case within the EV Charging 
and Management area that is evaluated to be the most mature. Accordingly, this use case will be 
selected for further the continued analysis in the second part of the study.  
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Figure 23: Maturity Assessment of the use cases within the EV Charging & Management cluster. 

This chapter presented the analysis and discussion of the first part of the study and aimed at providing 
the information needed in order to answer to research questions: What are the existing blockchain-
based use cases within the energy sector?”; “How well does the use cases align with the current 
market trends and fit the criteria for blockchain adoption?” and “How mature are the different use 
cases and what factors are currently limiting the development?”. Throughout the stages Inventory, 
Assessment and Prioritization, more than 120 different blockchain-based use cases sorted into 
nineteen clusters have been evaluated based on their fit within the electricity value chain and current 
trends, their blockchain relevance and overall maturity. Lastly, the use case of E-mobility Roaming 
from the prioritized cluster “EV Charging & Management” was selected for the second part of the 
study. In the following chapter, the conclusion of the first part of the study will be presented.  
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7. Conclusion and Discussion Part One  
This chapter will present the conclusions of the first part of the study. As the previous chapter 
provided the full discussion and analysis of the sub research questions, this chapter will only provide 
the main outcomes of the study.  
 
Several observations were made from the thorough review of the current blockchain-based 
applications. Firstly, it becomes evident that there is a broad range of available blockchain-based 
applications within the energy sector and there is a lot of activity carried out both by start-ups and 
incumbents. This indicates that the expectations of the technology are high and that actors along the 
whole electricity value chain are starting to experiment and evaluate what the technology can offer. 
However, the heat map displays that most companies or projects only have been in operation since 
2017 and the maturity assessment concluded that the vast majority of the solutions are far from being 
ready for a commercial market deployment. Given the initial exploratory stage of the technology and 
related immaturity of the use cases, it is too early to do investment analysis, or as one interviewee put 
it “Nobody is putting this on numbers” (Inoue Dick, 2018).  
 
Given the current hype around the technology, it is crucial that organizations can prove that 
blockchain addresses a need that cannot be solved using a centralized structure or other available 
technologies. Otherwise, the redundancy and complexity of blockchain will not be worth the extra 
work and cost to set up such a solution. Blockchain should hence not just be applied as a solution to 
any problem but carefully considered as one possible technology among many others. Concerning 
this, it thus becomes essential for organizations to evaluate the different applications prior to initiating 
pilot projects. Neither use cases nor the technology should be picked at random and decisions should 
be based on evaluations that address both the blockchain relevance and strategic fit for the 
organization. The use case evaluation framework developed for this study addresses these parameters 
and can be used as a foundation for future decision making.  
 
The market development towards increased decentralization, electrification and digitalization are 
happening in parallel with the blockchain development and it is to some extent affecting the scope of 
the use cases. Renewable energy and distributed energy resources are the core of the majority of the 
use cases, and this creates opportunities for new business models to emerge. Consumers will play a 
more active role in the future as owners of distributed energy resources, energy suppliers and traders 
as well as providers of flex capacity as blockchain can lower the barriers to entry on these markets. 
This change in customer preferences and overall macro development should further be an essential 
aspect to take into consideration when prioritizing among use cases. Nonetheless, it could be seen 
from the maturity assessment that the regulation of businesses using blockchain technology in the 
energy sector is underdeveloped, especially for use cases targeting customer solutions.  
 
This study has thus far presented a roadmap for evaluating and prioritizing among use cases that fit 
into the operations of an electric utility. Given the high blockchain relevance, overall maturity and 
strategic fit of the cluster, EV Charging & Management was considered to be the most suitable area to 
initiate a blockchain implementation. However, given the rapid development within both the 
blockchain and energy domains, the same evaluation performed at a future date may present a 
different outcome.  
 
In order to expand the knowledge about the technology and its underlying potential, the majority of 
the interviewed experts suggest the best option is to explore and develop hands-on experience. The 
learning-by-doing approach is further approved by literature as the best method when there is a high 
degree of uncertainty towards a new technology. Accordingly, the second part of the study will 
implement a more practical approach where the technological and functional aspects of implementing 
a blockchain use case will be investigated in greater detail. 
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8. Introduction to E-mobility  
This chapter will present the background needed for understanding the business and markets aspects 
of e-mobility Roaming in more detail. Initially, the general outline of the second part will be presented 
with a brief description of the research process. Thereafter, a market overview will be given, focusing 
on the different actors and roles represented in the e-mobility ecosystem as well as the current market 
conditions in different geographical regions. Lastly, the array of standards and protocols currently 
used will be presented along with an overview of how they facilitate for market communication and 
standardization.  
 
Derived from the SGAM framework commonly used within the energy sector to present the design of 
smart grid use cases, Figure 24 below displays the research structure for the second part of the study. 
As can be seen in the figure, the use case of E-mobility Roaming will be analysed from three different 
perspectives; business, functional and blockchain. Initially, the business layer will be taken into 
consideration, and the current issues within the market, the market dynamics and the various roles 
within it will be established. The functional architecture of the use case will be described in Chapter 9 
where an overview of the functional layer is presented in order to gain more in-depth knowledge about 
the various functions and services that are part of the use case. This will be an essential step in order to 
understand where and how blockchain can be implemented. Up to this point, only the current situation 
has been described. In Chapter 10, the scenario evaluation approach used for assessing the identified 
scenarios will be presented. Thereafter, the blockchain layer will be assessed through the creation of 
four different scenarios. The scenarios were developed based on the input provided by interviewed 
experts with knowledge both within blockchain and e-mobility as well as findings from the literature 
review. The current functional architecture was used as a basis, and discussions were held concerning 
which functions blockchain could facilitate and its potential impact. An overview of the scenarios and 
their functional architecture will be presented in the initial part of Chapter 11. After that, two of the 
scenarios will be practically demonstrated by the creation of a Proof of Concept solution. The building 
and testing of a minimum viable product is done in order to gain practical insights about the proposed 
scenarios and to get real data about the current transaction speed and cost. Lastly, the scenarios will be 
evaluated based on the evaluation approach presented in Chapter 10. As a blockchain adoption will 
affect both the functions and the market dynamics, both the blockchain, business and functional layer 
will be part of the analysis. The discussion will accordingly focus both on the different blockchain 
domains and their advantages and disadvantages as well as the impact the scenarios have on the 
current business environment and use case functions. The second part will then end with a 
presentation of the conclusions that can be drawn from the conducted study.  

 

 

Figure 24: The multilayer research approach for Part 2. 
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8.1 Introduction to the EV Roaming Market 
The market for EVs experienced a new record as the global EV stock reached 2 million vehicles in 
2016 after crossing the 1 million threshold in 2015. The stock of electric cars in the Nordic region has 
been expanding consistently during the last years and roughly reached 250 000 vehicles by the end of 
2017, corresponding to a 10.6 % market share (International Energy Agency, 2018). These figures 
place the region among the highest on the ratio of electric cars per capita on a global scale. The 
penetration of electric cars across the Nordic countries is however uneven; Norway is the leading 
country for EVs with 176 000 electric cars, which gives a market share of 29 % representing 70% of 
the total Nordic share (ibid). In Sweden, the number of electric cars is more than 49 000, holding a 
market share of 3.4 % (ibid). Looking on a European scale, the Netherlands has a market share of 
6.4%, and Germany, 0.73%. These figures confirm that there is still a relatively low adoption of 
electric cars and that the electric vehicle market at present is heavily dependent on early adopters. 
However, it is estimated that the global EV stock will continue to increase and range between 9 - 20 
million by 2020 and 40 - 70 million by 2025 (International Energy Agency, 2017d).  
 

 
Figure 25: Market share of electric cars in the Nordics, Netherlands and Germany (International Energy Agency, 2018). 

In close connection to the expansion of EVs is the presence and accessibility of public charging 
infrastructure. The annual growth rate of public electric charging stations was 72% in 2016, closely 
following the growth rate of EVs (International Energy Agency, 2017d). Although the public charging 
infrastructure is growing, 94% of the charging posts are installed either at homes or in workplaces, 
reflecting the preferences of EV users who often use their vehicle during the day and charge when 
returning home from work (International Energy Agency, 2018). Complementary charging 
infrastructure will however be needed to extend the practical range of EVs and thereby increase the 
adoption rate. This will be necessary for all trips extending the typical range of an EV battery and for 
customers who do not have access to a parking space with a charger (Williams et al., 2013). The 
emergence of charging infrastructure driven by different actors in the EV market has to lead to a 
problematic tension between early attempts to define market standards both nationally and 
internationally. As a consequence of the relatively young and fragmented market, there is a lack of 
standards and interoperability between different actors’ charging networks, inconsistent data 
availability and overlapping market roles. Increased attention has thus been drawn to enabling EV 
users to charge in any charging network independent of their initial provider. This concept of cross 
charging between operators is commonly referred to as roaming and it has gained wide acceptance in 
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some European markets. In the Netherlands for example, EV charging without Roaming is not 
considered to be an option anymore (ElaadNL, 2017).  
 
There is currently no commonly accepted definition of e-mobility roaming, but Lutz & Fluhr defines it 
as “[...] The seamless experience of an e-mobility customer to use a charging station which its 
standard e-mobility provider is not responsible for” (Lutz and Fluhr, 2010 p. 2). E-mobility roaming 
thus refers to the situation where an EV user is charging at a station that is not operated by the Charge 
Point Operator (CPO) of its home network. Due to this definition, the market for e-mobility roaming 
has significant similarities with the telecom industry where roaming is applied whenever a customer 
travels outside of the coverage area of its home network. Analogously, every EV user needs to have an 
agreement with a Mobility Service Provider (MSP) who in turn have contracts with one, or multiple, 
CPOs. Organizations can furthermore take on the role of both a CPO and an MSP. If so, the focus lies 
in enabling access to the company's own charging stations. If the MSP instead is a separate entity, the 
focus is targeted towards providing access to a broader network for their customers by connecting 
charging stations operated by separate CPOs. The roaming process, along with the possible market 
set-up is described in Figure 26 below. If the MSP of EV User 2 does not have a Roaming agreement 
in place with the CPO operating that specific charging station, the EV User will be denied access.  
 

 
 

Figure 26: Illustrative visualisation of E-mobility Roaming. 

The cooperative competition that roaming constitutes allows operators to expand their value 
proposition to locations where they do not have physical infrastructure. For CPOs, this means that the 
charging posts will be additionally made available to other market players which could increase the 
use of their charging stations (Schaufenster elektromobilität, 2014). For an MSP, it means that the 
accessible network available to customers grows which might make it more attractive for customers to 
join their specific network (Ratej, Mehle and Kocbek, 2013). The agreements between CPOs and 
MSPs could either be carried out through bilateral contracts or through the use of a roaming hub to 
which multiple players are connected. As a hub model reduces the complexity and costs of setting up 
agreements, it is advocated by some as the preferred model for e-mobility roaming (Schaufenster 
elektromobilität, 2014). 
 
So far, a brief introduction has been given about the concept of e-mobility roaming and the business 
landscape and current challenges of the EV market. In the next section, a more detailed explanation 
will be given about the various market roles within the e-mobility system and their key 
responsibilities.  
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8.2 Market Roles 
The EV market landscape consists of several different market roles. Given the ongoing development 
of the EV market, the market roles are not yet clearly defined or entirely set. As previously mentioned, 
the roles of the Charging Point Operator (CPO) and Mobility Service Provider (MSP) are occasionally 
filled by the same organization. However, the distinction between the two roles is relevant, especially 
when looking at roaming across different networks. For the ease of reading this study, they will be 
evaluated as two separate entities. It is thus important to keep in mind that when discussing the 
different actors on the market, it is the roles and not actors that are described. Additionally, a 
distinction is sometimes made between the EV owner and the EV user, but for the continued analysis 
of this thesis, they will be considered as the same entity.  

8.2.1 EV Users 
EV users are the customers using the charging infrastructure to purchase electricity for charging their 
EV. As a post-payment approach is used, users must identify themselves at the charging station for 
billing purposes. The authorization tokens used differ between the various networks; Membership 
cards, RFID tags or phone applications are some of the most common tokens used. The EV users 
interact with the MSP who owns their contract, the EVSE in front of the charging station and possibly 
the NSP who provides navigation information to locate the charging stations. All other actors within 
the e-mobility charging system are accordingly hidden from the EV user’s perspective. Each EV user 
has their unique ID through their contract, often called EMA ID, or UID. This unique ID makes it 
possible to assign the charge detail records to the right user and bill them accordingly (Schaufenster 
elektromobilität, 2014). The user ID might be represented by the RFID number, credit card number or 
telephone number but could also be any sequence of letters and numbers that enables the EV User to 
identify themselves (Ratej, Mehle and Kocbek, 2013).  

8.2.2 Electric Vehicle Supply Equipment (EVSE)  
The EVSE is the acronym often used for defining a charge point, a charge station or a charging pole as 
it is the device that connects the EV to the grid. The EVSE is currently not an active participant in the 
market, but it is nonetheless an essential component in the charging infrastructure. A charge station or 
charge point is the physical grouping of one or more EVSEs and the use of other components such as 
an interface towards the EV user and a communication interface to the CPO. The EVSE could 
accordingly have multiple sockets, partly due to the lack of charging standards and the wide selection 
of available types of plugs that are currently used in the market. The EVSE should be composed of all 
the devices needed for delivering energy from the grid to the EV in a safe manner and additional 
components that allow for communication between the EVSE and the EV as well as to the CPO. The 
EVSEs are operated and maintained by the CPO and each EVSE has its EVSE ID that identifies the 
station and assigns it to each specific charging processes. The EVSE ID resembles the IP address of a 
computer, and since 2014 there is a worldwide ISO standard for assigning charge point with unique 
EVSE IDs (Schaufenster elektromobilität, 2014. This ID connects the CPO to the charging station and 
facilitates for the settlement in a roaming network.  

8.2.3 Charge Point Operators (CPO)  
CPOs (or Electric Vehicle Supply Equipment Operators “EVSEOs”) are responsible for the operation 
and maintenance of public and semi-public charging stations. The CPO is thus the administrator of 
one or multiple charging stations and they enter a contract with an electricity retailer to get grid access 
and resell the electricity to the MSPs that have customers charging at their stations. Typical examples 
of CPOs are electric utilities or entities owned by energy companies, indicating that there currently is 
a case for the CPOs to be connected to retailers of electricity. CPOs further need to interact with 
landowners as they must give their permission before charging stations are installed, EVSE hardware 
manufacturers such as ABB and Schneider Electric and EVSE firmware developers to ensure 
operability within the network (International Energy Agency, 2018). As CPOs often administrate 
multiple charging stations, they use a Charging Station Management System (CSMS or CPMS) which 
controls all the operational functionality on the premises (Garcia, 2018). The CPO is also responsible 
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for the communication with higher entities such as the DSO and TSO of an electricity system. When 
smart charging is applied, it is thus up to the CPO to manage and execute the charging services within 
the scheduling requirements of the DSO or any other market actors.  

8.2.4 Mobility Service Providers (MSP)  
MSPs (E-mobility Providers “EMO” or EV Service Providers “EVSP”) are responsible for providing 
access to the charging stations and to provide other related charging services to the EV users. The 
MSP is in charge of the interface used by the EV users and provides the tokens used for authorization 
at the charging station. Accordingly, they are the only actor that has direct connection with the EV 
users. The MSP communicates with the EV users through the interface and enables them to find and 
reserve stations while handling the payment and billing process using various methods for payments. 
The MSP buys the right to access the charging points from the CPO as well as the required amount of 
electricity for each charging session and then resells it to the EV users according to the tariffs and 
conditions stated in their contract (Madina et al., 2012). The MSP is then responsible for paying the 
CPO which can be done either on a bilateral basis or with joint agreements with a roaming hub. 

8.2.5 Clearing House/Roaming Hub (RH) 
The Clearing House is an institution or a system that mediates between the CPO and MSP and ensures 
that payments and transactions are automatically processed. The Clearing House enables roaming by 
mediating between different actors to avoid several bilateral agreements and duplications of effort 
between all CPOs and MSPs. In finance, a Clearing House is an institution that facilitates the 
exchange between two parties. In e-mobility, the term is used in a broader sense to include platforms 
that connects transactions and provides validation services for customer agreements among a network 
of participants (Gustavsson et al., 2017). For that matter, the term roaming hub is better suited and will 
therefore be the term used further in this study (Werner, 2018). For example, the e-roaming platform 
Hubject clears transactions between the participating CPOs and MSPs, but they also set up contracts 
and agreements and enable data sharing. The roaming hub is thus an important part to allow for 
roaming across networks as it provides validation services, authentication distribution and navigation 
information along with billing data. The roaming hub does not own any of the data that is generated 
nor the charging components and does not interact with the EV users in any way.  

8.2.6 Navigation Service Provider (NSP)  
The NSP offer navigation services to the EV users for searching, locating and routing to a charging 
station. NSPs can additionally provide static information about the charging points such as location 
information, connector types offered by the station, number of connectors, opening hours and possible 
methods for payments (Lilley, Kotter and Evatt, 2013). The NSP can have contracts with both CPOs 
or MSPs and their services are most often used through the interface of the MSP (Wargers and 
Schilling, 2013).  

8.2.7 Other Actors  
Other actors part of the EV charging market include Original Equipment Manufacturers (OEMs) such 
as EV and battery manufacturers and regulators that set and enforce the guidelines for the electricity 
tariffs and infrastructure deployment. To ensure interoperability, it is important that the OEMs provide 
components that comply with the standards and protocols that are widely adopted by the e-mobility 
market. Additionally, both power generating companies, DSOs and TSOs are also important players in 
the e-mobility market, especially if smart charging solutions are applied.  
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Figure 27: An overview over the different e-mobility market roles. 

Thus far, an overview of the different market roles connected to e-mobility roaming has been 
provided. In the next part, the geographical context of the investigated markets will be given along 
with a presentation of the largest roaming networks in Europe.  

8.3 Roaming in Different Geographical Markets 
In the Nordics, four large networks dominate the EV charging market: Charge & Drive operated by 
Fortum, InCharge operated by Vattenfall, E.ON and Clever (International Energy Agency, 2018). 
These networks operate their own charging infrastructure and provide access for their customers and 
accordingly, they all take on the role of both a CPO and an MSP. There are no roaming agreements 
among these networks and the current situation is described to have similarities with the European 
market 3-5 years ago with very limited interoperability demands from customers (Gustavsson et al., 
2017). No actor is pushing the development forward which indicates that there is a limited interest 
from the largest network providers to develop common standards. However, from an international 
point of view, interoperability and roaming are considered to be an urgent, high priority matter (ibid). 
In the Netherlands, all CPOs and MSPs have agreed on a national interoperability standard and 
accordingly, the RFID card of any MSP can be used to access all the public charging stations. This is 
done without exceptions, which allows for a national roaming network for EV users (Gustavsson et 
al., 2017). The current situation in Germany places somewhere in between the Nordic and the Dutch 
scenario where some interoperability between networks exists, but there is no national standard in 
place due to differences in the user identification and billing systems (Bakker and Trip, 2015). In 
similarity to the Nordics, major operators include the country’s leading energy providers such as 
Vattenfall, E.ON and RWE. However, the market is more fragmented as it consists of several separate 
actors and networks both from the private and public sector (U.S Commercial Service, 2015).  

8.3.1 Roaming networks  
In addition to bilateral roaming agreements between market actors and networks, roaming hubs also 
exist as a way to enable roaming by connecting the different actors and developing standards for user 
identification and billing. Several different actors and platforms offer these solutions, and the 
increasing number of roaming networks creates challenges for customers as well as for both CPOs and 
MSPs as there are high costs and uncertainties connected to joining multiple networks and the 
protocols used are often not compatible. Some of the most widely established initiatives operating in 
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the European market are Hubject, e-Clearing.net and Plugsurfing. These will briefly be described 
below along with an overview of the only r 
oaming hub currently using blockchain; Share&Charge. 
 
Table 7: Overview of the largest interoperability networks in Europe. 

Platform  Main Investors Key Markets  Activity  

Hubject 

BMW, 
Volkswagen, 
Bosch, Siemens, 
Innogy.  

Europe (with focus 
on Germany), 
Japan and currently 
expanding to China 
and the US.  

Europe's leading roaming platform that aims at 
connecting CPOs and MSPs on a B2B basis. 
Have developed their own protocol to 
facilitate the data exchange (Bakker and Trip, 
2015). 

e-Cleating.net 

ElaadNL, smartlab 
Innovationsgesellsc
haft mbH, Blue 
Corner (E-
clearing.eu, n.d.).  

Germany, the 
Netherlands, 
Belgium, Austria, 
France  

A B2B Platform targeted towards all e-
mobility market players to enable cross-border 
interoperability. Have developed their own 
roaming hub protocol for data sharing.  

Plugsurfing 

Start-up that was 
acquired by Fortum 
March 2018 
(Karagiannopoulos, 
2018).  

All of Europe but 
focus on Germany, 
Belgium and the 
Netherlands.  

Started out as an online map service displaying 
available charging stations but are now 
enabling roaming. Working both at a B2B and 
B2C basis, they claim to be Europe's largest 
network for EV charging. Using QR codes for 
identification which eliminates the use of 
specific membership tokens. Handles the 
settlement to the participating CPOs 
(Gustavsson et al., 2017).  

Share & 
Charge MotionWerk  Germany, UK  

Have developed B2C applications in the past 
but the focus now is to provide a B2B solution 
that connects all services and actors that are 
related to EV charging and roaming. Will 
developed their own protocols that are aligned 
with the use of blockchain in their solution.  

 
 
Great similarities exist between Hubject and e-Clearing.net as both roaming hubs have developed their 
own protocols and are to a great extent targeting the same companies and actors with their B2B 
platforms. Additionally, both concepts have adapted the same business model based on a fixed yearly 
membership fee. However, whereas Hubject is operating on a commercial basis, e-Clearing.net is not 
operated for profit (Bakker and Trip, 2015). Share&Charge is an upcoming actor within this field and 
unlike both Hubject and e-Clearing.net, they will not operate as a centralized hub (Garcia, 2018b). 
Unlike the other platforms, Plugsurfing operates as an MSP, also focusing on B2C applications. 
However, they still facilitate system interoperability and Roaming by establishing B2B partnerships 
with several CPOs across Europe.  
 
The creation of common standards and protocols on how to exchange information and settle financial 
transactions is crucial for allowing roaming and to ensure interoperability between different charging 
networks. In the previous section, this has only been briefly introduced. The system used for user 
identification and billing provides the link between the EV user and the back-office system of the 
CPO or MSP. Compatibility between the different systems used by different operators is accordingly a 
fundamental feature for realizing roaming between networks on both a national and international level 
(Bakker and Trip, 2015). In the following section, a more detailed overview of the different standards 
and protocols currently used to facilitate e-mobility roaming will be given.  
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8.4 Industry Standards and Protocols  
The interfaces between the different roles in the e-mobility market are supported by various 
communication systems, protocols and standards. These can be broadly grouped into International 
Standards and Open Protocols, and they define the universal language that the stakeholders use for 
communication both among the network and to external stakeholders (Buamod, Abdelmoghith and 
Mouftah, 2015). The current standards and protocols for vehicle–charge point communication and 
payment may mitigate some of the interoperability issues that currently exist between charging 
networks. However, the existence of a standard or a protocol, does not imply that it will be 
implemented by the industry. Accordingly, both the spread and the adoption of the protocols and 
standards will differ substantially. The level of adoption, as well as the overall functionalities of the 
most widely adopted industry standards and protocols, will be presented in this section.  

8.4.1 International Standards  
ISO / EIC 15118  
The ISO/EIC 15118 defines the communication standard between the charging station and the EV. 
The standard is developed to ensure interoperability of front-end communication and to simplify smart 
charging. It further defines the communication directly from the EV to the charging posts, without the 
intermediation of the EV driver. The main functionality of this protocol is thus charging control and 
scheduling for smart charging. ISO 15118 can additionally both authorize and initiate/terminate a 
charging session. All of the newly installed DC fast chargers in Europe have to be equipped with this 
protocol but the market adoption of ISO 15118 by EV manufacturers is still low.  

8.4.2 Open Protocols  
For the areas covered by the Open Protocols, no international standards exist, but there are widely 
adopted communication protocols and semantics available. Some of the Open Protocols have 
functionalities that overlap and as previously mentioned, this is because consortiums and companies 
are developing competing protocols that are incompatible with each other. Many of the protocols 
derive from the Dutch EV market where the DSO consortium ELaadNL have developed several 
standards. However, roaming hubs such as Hubject and e-Clearing.net have also created their own 
communication protocols, mainly focusing on facilitating the communication between the different 
actors connected to the roaming hubs.  
 
Table 8: Overview of Open Protocols used for E-mobility Roaming. 

Protocol  Actors 
Involved  Creators  Functionalities Market 

adoption 

OCPP CPO, 
EVSE  

The protocol was 
initiated by ElaadNL 
and currently hosted by 
Open Charge Alliance.  

Network protocol used to allow 
communication between the EVSE and the 
CPO. Handles the charging transaction and 
can exchange information to the grid.  

High 
 
 
 

OCPI CPO, 
MSP 

Initiated by ElaadNL, 
EV BOX, New Motion, 
Greenflux and Last 
Mile Solutions. 
Currently facilitated by 
NKL (Elaad.nl, n.d.). 

Manages bilateral roaming and the exchange 
of EVSE information as well as charge detail 
records. Facilitates mobile access to charging 
stations for EV users.  

Low 

OCHP 
CPO, 
RH, 
MSP  

Ladenetz  

Provides and organizes the exchange of data 
using a standardized format. Facilitates for 
roaming by exchanging authorization and 
transaction data among participants.  

Medium 

OICP 
CPO, 
RH, 
MSP  

Hubject  

Coordinates the information transfer between 
CPOs and MSPs. Allows for remote start and 
stop of charging sessions, exchange of billing 
data and EVSE reservations.  

High 
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Open Charge Point Protocol (OCPP) 
OCPP is a protocol developed to standardize the communication and interaction between the EVSE 
and the backend central system used by the CPO to operate and manage the charging points remotely. 
The main functionalities of the protocol are to exchange transaction information and to enable remote 
operation and maintenance of a charging station and additional features involves the authorization of 
charging sessions and the reservation of a specific charging station. The information obtained by the 
EVSE through the use of OCPP is necessary both for billing purposes but also for offering demand 
flexibility. The OCPP has gained acceptance as the de facto standard for EVSE network management 
as it is the most widely adopted standard across Europe and parts of the US. However, it is not yet 
ratified by any standardization body. The popularity of the protocol lies in partly because it is an open 
protocol and is therefore not reliant on a specific CPO or manufacturer of charging stations (Buamod, 
Abdelmoghith and Mouftah, 2015).  
 
Open Charge Point Interface Protocol (OCPI) 
OCPI is an exchange protocol that is developed for the exchange of charge point information between 
CPOs and MSPs either bilaterally or through the use of a roaming hub (GitHub, 2015). The protocol 
supports authorization for EV users, the exchange of charge detail records (CDR), transactions and 
charge station information such as location, availability and pricing. The authorization of the charging 
sessions is facilitated by the protocol via the exchange of tokens between the participating CPOs and 
MSPs. The billing is thereafter settled between the participating parties based on the charge detail 
records for each session. Given the current focus and development of roaming services, the OCPI is an 
emerging protocol and consequently the current market adoption is low.  
 
Open Clearing House Protocol (OCHP) 
OCHP is a protocol for the exchange of authorization and transaction data as well as information 
about charging points in order to facilitate roaming. OCHP is divided into two parts: one part focusing 
on the hub communication between market parties and the other focusing on the P2P communication 
directly between two market parties (OCHP Direct). The OCHP allows a roaming hub to facilitate the 
interconnection of the participating CPOs and the MSPs as standardized, formatted data is made 
available for all participating parties. The main functionalities of the OCHP is thus to simplify and 
unify the data and information sharing among the partners while creating a joint standard for how to 
manage and exchange it (GitHub, 2016). This protocol is developed by Ladenetz and it is adopted in 
most of the Western European countries, although it is not as widely utilized as the OCPP (Buamod, 
Abdelmoghith and Mouftah, 2015).  
 
Open InterCharge Protocol (OICP) 
The OICP is a protocol developed by Hubject in order to facilitate roaming. This protocol has 
functionalities that overlap with the combination of the OCPI and OCHP protocols as it focuses on the 
communication between both the CPOs, MSPs and the roaming hub. The main functionalities of the 
protocol include the exchange of charge detail records for billing, the reservation of charging points as 
well as location information. According to Hubject, the OICP is the most widely adopted 
communication standard for CPOs and MSPs. It is currently used by more than 200 companies across 
Europe and the market adoption is therefore high.  
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Figure 28: An Overview of the most commonly used protocols and standards between the different roles within the e-mobility 
market. 

In this chapter, the market and business environment of e-mobility roaming has been presented. The 
different roles and the protocols and standards used to facilitate communication constitutes the 
business layer of the use case which is necessary to understand in order to grasp the complexity and 
novelty of the e-mobility landscape. In the following chapter, the functional layer will be explored in 
more detail where each of the functions related to an EV charging session within a roaming network 
will be presented along with an overview of the actors involved.   
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9. Functional Architecture: E-mobility Roaming  
In this chapter, an overview of the functional architecture of a charging session within a roaming 
network will be presented. The outline will start with a description of the general functions that are 
not part of a specific charging session followed by the functions carried out when an EV user 
approaches the station and uses the charging equipment. The purpose of this chapter is to explain the 
current functional layer of the use case.  
 
The functional architecture identifies the system functions and their interactions with the previously 
identified market roles and protocols. The different roles do not have the same responsibilities, and 
accordingly, their involvement will differ between the various functions. In order to identify the 
functions related to an E-mobility Roaming use case, the report “Electric mobility Functional ICT 
Architecture Description” written by the smart energy consortium FINSENY (2013) was used. The 
information provided by the literature was additionally enhanced by data derived from some of the 
conducted interviews. An overview of all of the functions as well as the actors and protocols involved 
is given in Table 10 below.  
 
Table 9: Overview of the functional architecture for E-mobility Roaming. 

 Function Roles Involved Protocols/Standards 
Involved 

 General functions 
1 User Management and Registration  EV User, MSP  - 
2 E-Roaming Agreement Management CPO, MSP, RH OCPI, OCHP, OICP 
3 Device Registration  CPO, EVSE OCPP 
4 Device Control  CPO, EVSE  OCPP 
5 Charging Point Management  CPO, EVSE, NSP, MSP, RH OCPI, OCHP, OICP 
 Before reaching the charging point 
6 Mobility Demand Management EV User, MSP  - 
7 Charge Point Reservation  CPO, EV User, MSP, RH OCPP, OCPI, OCHP, OICP 

8 Tariff Management CPO, DSO, Energy Supplier, 
MSP OCPP, OCPI, OCHP, OICP 

 At the charging point  
9 Authentication CPO, EV User, EVSE, MSP  OCPP, OCPI, OCHP, OICP 
10 Authorization CPO, MSP, RH OCPP, OCPI, OCHP, OICP 
11 Access Control CPO, EV User, MSP OCPP  
 During Charging 

12 Charging Point Connection 
Management CPO, EV, EVSE, MSP  OCPP, OCPI, OCHP, OICP 

13 Supply of Energy CPO, DSO, Energy Supplier - 

14 Metering CPO, EVSE, MSP OCPP 
15 Accounting CPO, MSP, RH OCPP 
 After Charging  
16 Rating CPO, EVSE, MSP OCPP, OCPI 
17 CDR Management  CPO, MSP, RH OCPI, OCHP, OICP 
18 Clearing CPO, MSP, RH OCPI, OCHP, OICP 
19 Billing CPO, EV User, MSP, RH OCPI, OCHP, OICP 
20 Settlement  CPO, EV User, MSP, RH - 

9.1 General functions not related to individual charging sessions 
User Management and Registration  
User management and registration is a vital function as the EV users must be known by the system in 
order to carry out the charging and the following payment and billing process. This function is hence a 
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prerequisite to all other functions involving user identification such as authentication, authorization, 
and billing. As the EV user only has a contractual agreement with the MSP, they are in charge of 
registering new users and managing the customer information and personal data. 
Actors involved: EV user, MSP  
 
E-Roaming Agreement Management 
This function involves the management of agreements between different actors conducting roaming 
activities. Contracts can be set up either through bilateral agreements between each CPO and MSP or 
through the use of a roaming hub that facilitates the collaboration (GitHub, 2016). If a roaming hub is 
used, the different actors only have to have direct connections and agreements with them, and not with 
the other participating parties.  
Actors involved: CPO, MSP, RH 
 
Device Registration  
In order to use devices within a connected network, all devices need to be connected and registered so 
that they are able to send device information and receive commands. This requires that each EVSE has 
an ICT connection.  
Actors involved: CPO, EVSE 
 
Device Control  
The device control function allows the CPO to remote control their connected devices and is thus used 
for operation and maintenance, reconfiguration and firmware upgrades. For the connection and 
information exchange between the EVSE and the CPO, the OCPP protocol is used.  
Actors involved: CPO, EVSE 
 
Charging Point Management  
All the charging points operated by a CPO can be registered with their properties so that the dynamic 
and static data can be retrieved by partners within a roaming network. The static data consists of 
information related to physical parameters such as the geographical location, supported payment 
methods, and plug types. The dynamic data involves data that is updated continuously and due to that, 
is communicated from the MSP to the EV user. This, for example, includes tariff information, EVSE 
availability, and roaming conditions (Hubject, 2016). The data is delivered from the EVSEs to the 
CPO that makes it available to the MSP either directly or via the use of a roaming hub or a NSP. The 
information is then made accessible to the EV user through the use of an application provided either 
by the MSP, NSP or another third party.  
Actors involved: CPO, EVSE, NSP, MSP, RH 

9.2 Functions Related to Individual Charging Sessions  

9.2.1 Before Reaching the Charging Point 
Mobility Demand Management 
The mobility demand management function involves the EV user and the MSP as the EV user can 
send out signals concerning its geographical location and battery status. This data can be used by the 
MSP to offer extended services to their users in the form of suggested routes or charging reminders. A 
prerequisite for this service to be applicable is the access to status information from the EVSEs and 
the CPO which falls under the Charging Point Management function.  
Actors involved: EV User, MSP  
 
Charge Point Reservation  
A charge point reservation function consists of a few separate functionalities: the selection of a 
charging spot, the identification of the EV user for reservation and lastly, the authorization of the 
reservation request (Ratej, Mehle and Kocbek, 2013). The EV user selects a charging station in the 
interface provided by the MSP. If the CPO of the selected charge point has an agreement with the 
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MSP, the reservation is verified, and a reservation request is sent forward to the CPO that verifies the 
availability of the EVSE. If such a request is sent out, the management system of the CPO will reply to 
the MSP or roaming hub that in turn will provide the EV user with that information.  
Actors involved: CPO, EV User, MSP, RH 
 
Tariff Management 
Setting the tariffs for EV charging is an essential part of the business models for both the CPO and the 
MSP. The tariff management function consists of two different functionalities; the pricing model set 
by the CPO to the MSP and the charging tariffs set by the MSP towards the EV user. The contract 
between the MSP and the EV user usually includes tariff information, such as the monthly fee; 
however, the tariffs might also be based on the type of charging, the location, and if roaming is used. 
Due to this, the pricing model set by the MSP to the EV user might be different than the tariff 
structure that the CPO has with the MSP. Additionally, external factors such as the grid capacity and 
electricity prices need to be taken into consideration when setting the price tariff to both the EV users 
and the MSP. As of now, the charging tariffs are often fixed, but given the increased charging demand 
in the future and improved technology, more variable tariffs might be applied.  
Actors involved: CPO, DSO, Energy Supplier, MSP 

9.2.2 Before Charging  
Authentication 
In order to identify the EV user requesting a charging session at an EVSE, both the EVSE ID and ID 
of the EV user needs to be acquired. The EV users authenticate themselves using the tokens provided 
by the MSP that carries their user ID, such as RFID cards or their pre-registered credit card. The 
different authentication methods used can be roughly divided into two separate categories; local 
authorization (authentication terminal at the EVSE reading RFID cards or credit cards etc.) or remote 
activation (applications or SMS) (Schaufenster elektromobilität, 2014). This information constitutes 
the authentication data and will be sent to the CPO either indirectly from the EV User via the MSP in 
the remote activation case or directly from the EVSE in the local authorization case. The 
authentication function is a prerequisite for the authorization function and thus the whole charging 
process. In order to ensure interoperability and inter-company data exchange, it is important that the 
IDs used both by the EVSE and the EV user are the same within the network (Fluhr and Lutz, 2011).  
Actors involved: CPO, EV User, EVSE, MSP 
 
Authorization  
After a charging request is sent and the EV user is identified, the CPO controls whether the EV user is 
permitted to use the EVSE and if the EVSE is available (i.e. not reserved by another EV user or 
scheduled for maintenance). When allowing roaming, the contractual status of the EV user is 
unknown by the CPO of the selected station, and it needs to be obtained from the MSP. This 
information can be acquired either bilaterally from the MSP or from a roaming hub. Either way, the 
registered EV users’ data is updated daily in to the backend system of the CPO. The authorization 
functionality is then carried out offline with a function that checks if the ID of the EV user is on the 
latest update of the whitelist (Van der Scheun, 2018). The authorization function is thus a security 
device that defines the access rights to authenticated entities.  
Actors involved: CPO, MSP, RH 
 
Access Control 
The access control function is the function that determines access rights to a user and it is hence 
always implemented when an EV user is requesting access to an EVSE, both when charging within 
the home network and when roaming (Werner, 2018). The basis for access control mainly relies on a 
successful EV user authentication where access to the EVSE is granted either locally at the station or 
remotely by the MSP after the authentication and authorization step.  
Actors involved: CPO, EV User, MSP  
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9.2.3 During Charging  
Charging Point Connection Management 
The charging point connection management function manages the connection between the EVSE and 
the EV and is dependent on components inside both the EV and the EVSE such as different 
communication controllers. Information about the EV-EVSE connection changes are used by the CPO 
to initiate and terminate charging sessions and communicated to the MSP. This function plays a 
central part in the case of smart charging as the connection will be used in order to optimize multiple 
charging processes at once.  
Actors involved: CPO, EV, EVSE, MSP  
 
Supply of Energy  
The supply of energy does not depend on the contractual agreement between the EV user, the MSP 
and the CPO but instead on the agreement between the CPO, DSO and energy supplier. After a user is 
successfully authorized, the charging session is automatically started either by a remote start by the 
MSP or by the CPO. The energy consumed is later settled between the CPO and the energy supplier.  
Actors involved: CPO, DSO, Energy supplier  
  
Metering 
The metering function is an essential part of the charging process and a prerequisite for the rating, 
clearing, billing, and settlement functions. The consumption of electricity for each charging session is 
measured and automatically transmitted from the EVSE to the CPO and stored without modification. 
The metering function is done locally at the EVSE, but the gathered data must be sent to the MSP at 
agreed time intervals. This will be described in the Rating and CDR Management functions.  
Actors involved: CPO, EVSE 
 
Accounting 
The accounting function is responsible for recording all financial transactions that take place during a 
charging session. Each customer's accounting data (i.e. the charging session log and payment data) has 
to be available before any transaction takes place to clear the transaction and facilitate billing and 
settlement. The transaction records are saved in a back-office accounting program.  
Actors involved: CPO, MSP, RH  

9.2.4 After Charging  
Rating 
This function is responsible for calculating the actual price that should be paid by the EV user based 
on the metering data collected from the Metering function and the selected tariff collected from the 
Tariff Management function. The CPO is in charge of this function, and when the final price is 
calculated, it is provided to the relevant actors and systems. The data can, for example, be used for 
instant pricing feedback at the display of the EVSE or in the charging application used. In the latter 
case, it is sent to the MSP who provides the information to the user.  
Actors involved: CPO, EVSE, MSP 
 
CDR Management 
A Charge Detail Record (CDR) is the description of a concluded charging session, and it is the only 
information that is used as a basis for billing. Additional metering/rating information that is part of 
each CDR is the time and date for the start and end of the charging session, the meter value before and 
after the charging, and the EV user’s authentication data. The CPO is responsible for gathering 
complete and correct measurements and to provide the MSP with the information. The CDRs are 
retrieved by the MSP using either OCPI, OCHP or OICP depending on whether or not a roaming hub 
is involved. The CDRs are exchanged with the roaming partners on a pre-set time interval, often on a 
monthly basis (Van der Scheun, 2018). In the current scenario, CDRs are often exchanged manually 
between the CPO and MSP directly by exchanging Excel files (Werner, 2018).  
Actors involved: CPO, MSP, RH 
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Clearing  
Clearing is a financial function that aggregates all the bills that a party sends and receives. The CDRs 
created and distributed by the CDR Management function are in this step assigned to the 
corresponding MSPs of the charging sessions (GitHub, 2016). The clearing function can be carried out 
either internally or through the use of a roaming hub. If the MSP is also a CPO, the MSP can perform 
internal clearing and reduce the bill according to their delivered charging services as a CPO. If instead 
a roaming hub is involved, the aggregated information is collected from the participating CPOs using 
either OCHP or OICP. The roaming hub validates the CDRs for plausibility once they are uploaded, 
and they can either pass or reject the data given to them from the CPO. If they pass, unified bills based 
on all CPO activity are sent to the MSP. 
Actors involved: CPO, MSP, RH 
 
Billing 
After the rating function is carried out, the CPO creates bills that display the CDRs of all conducted 
charging sessions. If the roaming network is based on bilateral agreements, each CPO sends the bills 
of the aggregated charging at their station to the MSP using either OCPI or OCHP direct. Since it is 
the MSP that holds the contractual agreement with the EV users, they modify the invoices sent from 
the CPO and then deliver them to the EV users on the pre-agreed time interval (most often monthly). 
If a roaming hub is used, the bills are sent from the CPOs to the hub that clears the transactions from 
multiple CPOs and then forwards the cleared bill to the MSP using either OCHP or OICP. The 
frequency of the exchange of the CDRs and bills are dependent on the agreements between the 
participating CPOs, MSPs and the roaming hub. 
Actors involved: CPO, EV User, MSP, RH  
 
Settlement 
The settlement function involves the actual payment of funds and division of value among the network 
participants. As previously mentioned, the MSP receives bills either from the CPO directly or from a 
roaming hub. The MSP certifies the bills according to their data and transfers money if everything is 
correct. This store and forward model is compatible with the post-payment transaction model as both 
the EV user and the MSP get billed on a pre-agreed time interval. However, charge detail records can 
instead be exchanged in close to real time which would allow for a pay-as-you-go transaction model 
(Al-Tubuly, 2016).  
Actors involved: CPO, EV User, MSP, RH 

 
In this chapter, the functional layer of E-mobility Roaming has been described. The current design 
will serve as a basis for the development of the blockchain implementation scenarios that will be 
presented in Chapter 11. Before the scenarios are presented, the approach used for evaluating them 
will be described in the following chapter.  
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10. Scenario Evaluation Approach 
In this chapter, the approach used for evaluating the identified scenarios for blockchain 
implementation within E-mobility Roaming will be introduced. Initially, an overview over the selected 
approach will be given followed by a more detailed description of each of the four dimensions used 
for assessment.  
 
The chosen evaluation approach has the purpose of structuring the differences between the scenarios 
by investigating the impact of on all of the three layers: blockchain, business and functions. For this 
purpose, four different dimensions will be examined; Technology, Customer, Regulation and Market. 
The technology dimension will mainly cover the blockchain layer and evaluate the technical aspects 
of the various blockchain domains. In addition to technology, other elements also exist that add 
complexity to the scenarios as they present possible implications beyond the limitations of the 
technology itself. Different market forces, regulatory barriers and customer adoption might all affect 
the various scenarios in different ways. These dimensions were also part of the maturity assessment 
used for the prioritization in the first part of the study. In this part, they will be expanded and applied 
to the different scenarios identified for blockchain implementation within E-mobility Roaming. In this 
section, all of the dimensions used for the evaluation will be presented in greater detail.  
 

 
 
 

Figure 28: The four dimensions that was considered when evaluating the scenarios. 

10.1 Technology  
Drawing from the discussion of the fundamentals of blockchain in Chapter 3, the use of blockchain is 
use case specific as the different domains have separate purposes and vary in the way they are built 
and configured. The blockchain domains fall on the scale of “Permissionless and Public” and 
“Permissioned and Private” where the former has been the most widely adopted as it allows anyone to 
join the network and be anonymous. However, permissioned consortium blockchains have gained 
ground as well as they are configured to a business context where participant access can be restricted, 
and all participants are known. When choosing a blockchain domain, a scalability trilemma exists that 
claims that a blockchain system can have at most two of the following three technological properties 
(Buterein through Tomaino, 2018) 
 

● Decentralization: Decentralization is defined as the system being able to run in a scenario 
where each participant only has access to O(c) resources. 

 
● Scalability: Scalability generally refers to the characteristic of a system to increase 

performance by adding additional resources and more specifically, as being able to process 
o(n) > 0 (c) transactions (Reitbauer, 2008). 

  
● Security: the security of a blockchain network is defined as being secure against attackers 

with up to O(n) resources.  
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The technological dimension will be evaluated by studying the sub-dimensions of the technology 
trilemma; Decentralization, Scalability, and Security.  
 
Decentralization  
Transparency is directly related to the distributed nature of the blockchain domain as well as its 
consensus mechanism. To establish trust in a business context, parties typically rely on manual 
processes or the assistance of trustworthy third parties (Albrecht et al., 2018). With the distributed 
nature of blockchains, it enables transactions to be made without trusted parties. This essentially 
means that the participants do not necessarily need to trust each other but instead trust the network 
itself. In a permissionless blockchain like Ethereum or Bitcoin, the network spans over thousands of 
computers throughout many geographical regions. The full record of transactions is viewable for 
anyone, and it is impossible to tamper with the recorded data as it will cause inconsistency and be 
detected by the network. In contrast, permissioned blockchains typically consist of much fewer 
participants which by design make them less distributed. Additionally, due to the possible presence of 
authorities in permissioned blockchains, records could potentially be tampered with.  
 
Scalability  
Scalability refers to the characteristic of a system to increase performance while adding additional 
participants and resources in a network. Both scalability and performance are thus important factors 
for business environments in order to allow for system expansion. Performance constitutes latency and 
throughput, and the transaction speed is dependent on these measures. Latency is the amount of time 
passed before a transaction is processed and throughput is the number of transactions that can be 
handled in a particular amount of time. On public blockchains, each transaction costs a fee that will 
depend on the traffic of transactions. In general, the faster the validation of transactions in a block, the 
more it costs since most miners will only accept the transactions with highest prices. In contrast, in 
permissioned blockchains, there are no transactions fees by default, but consortiums may introduce 
one if they find it relevant. Furthermore, the cost of operating a blockchain must be taken into 
consideration as costs are often considered to be an inhibitor of technology innovations (Albrecht et 
al., 2018).  
 
Security  
As for security, it is considered that a blockchain network is only as secure as its infrastructure, 
meaning that the choice of domain and setup highly affects its security (Miles, 2017). In contrast to 
permissioned blockchains, permissionless blockchains like Ethereum are always available. This 
essentially means that Ethereum can run without fear of downtime, third party interference, tampering 
of data or censorship by a centralized authority. Permissioned blockchains rely on fewer servers and 
are thus more exposed to failures and attacks. The privacy of a network is further dependent on the 
ability nodes have to access sensitive information. As for the nodes’ ability to access sensitive 
information, private and permissioned blockchains are by design more confidential in this aspect as 
their access control is more “fine-grained” and controlled by only the authority nodes in the network. 
Additionally, the keys could always be recovered by the authorities in the network. Permissionless 
blockchains provide pseudonymity, but participants can be identified by their unique address on the 
blockchain. Additionally, smart contracts that run on public networks are accessible and open for 
anyone. 

10.2 Market  
The market dimension consists of three sub-dimensions: Market Power, Network Externalities and 
Compatibility. These sub-dimensions originate from a case study conducted by Albrecht et al. (2018) 
evaluating the dynamics of blockchain implementation within the energy sector.  
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Market Power  
Market power and competitive pressure refer to the diffusion of innovations into an existing market 
where incumbents hold substantial market power (Albrecht et al., 2018). The competitive pressure 
constitutes the customer power, threat of new entrants, industry rivalry as well as the threat of 
substitutes impact on market power dynamics (ibid). When new technologies, such as blockchain, 
enter the market, incumbents holding large market shares may either engage with the innovation or 
prevent the diffusion and halt its interoperability, creating lock-in effects to raise switching costs 
(Albrecht et al., 2018). This may be a disadvantage of permissionless blockchains where incumbents 
might hinder its emergence.  
 
Network externalities 
With all blockchains, the value of the network will increase linearly with the number of participants. 
The technology is thus bound to network effects. For this reason, the adoption of both permissionless 
and permissioned blockchains will to a great extent depend on what other market players decide upon.  
 
Compatibility  
According to Albrecht et al. (2018), compatibility refers to the suitability of a technology within a 
given technological system of an organization. Thus, it becomes essential for devices within the EV 
network to be compatible and interoperable as this reduces the switching costs when a new technology 
is introduced. A critical aspect of this is the use of market standards and protocols that have been 
discussed in previous parts. Blockchain could potentially make it easier to abandon some of these 
protocols as market roles might change, and authentication of devices may be made more spontaneous 
(ibid). 

10.3 Customer  
Recalling from the customer readiness level from the maturity evaluation used in the first part of the 
study, innovation diffusion needs to reach a certain number of users to become accepted. This concept 
is referred to as crossing the chasm, which essentially means that innovations must transition from the 
group of early adopters into the early majority (Karakaya, 2018). For both EVs and cryptocurrencies, 
the adoption rate is still low even if it is continuously growing. The introduction of cryptocurrencies in 
charging sessions might thus cause uncertainty for customers as the adoption of a new payment 
system requires new infrastructure such as blockchain wallets and private keys. Furthermore, the 
current volatile nature of cryptocurrencies might make customers reluctant as it is currently an 
unstable form of storing value.  

10.4 Regulation  
An essential factor to consider for the implementation of technological innovations is regulation and 
policies. Regulation refers to the “support or barriers given by a government authority” (Albrecht et 
al., 2018). As of now, no legislation has been passed about blockchain and it still relies on the mix of 
existing laws and policies. Accordingly, there is uncertainty around how the technology will be 
regulated in the future. This specifically applies to permissionless blockchains where participants are 
unknown, and it is impossible to find a liable person or mediator to enforce the law (Albrecht et al., 
2018). The energy market is additionally highly regulated regarding who is allowed to sell and 
distribute electricity. Furthermore, the blockchain characteristic of immutability might become an 
issue with the enforcement of the new data protection law GDPR as data that is entered by design 
cannot be removed from the ledger. This raises concerns about what information can be stored in the 
ledger, especially for permissionless blockchains. 
 
In this chapter, the approach for evaluating the identified scenarios has been presented. Given the 
complexity of a blockchain implementation, each scenario will be evaluated on four different 
dimensions; technology, market, customer and regulation. This approach follows the maturity 
approach developed in the first part of the study, however, it is more extensive as additional aspects 
will be evaluated. Furthermore, the approach presented here does not have the aim to prioritize among 
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the scenarios but instead to highlight their advantages and disadvantages. In the following chapter, the 
scenarios will be presented and evaluated according to the proposed approach and the results from the 
conducted Proof of Concept will be displayed.  
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11. Implementation of Blockchain Scenarios analysis and discussion  
This chapter provides the empirical results of the second part. The purpose of this chapter is to 
answer the following sub-research questions: “What possible scenarios for blockchain 
implementation can be identified within E-mobility Roaming?”, “How could a Proof of Concept be 
designed in order to display one of the identified scenarios practically?” and lastly, “What technical 
and functional advantages and disadvantages exist for the identified scenarios?”. The presentation of 
the results will follow the scenario evaluation approach from Chapter 10 by bridging the gap between 
the blockchain, business and functional layer. The chapter will start with the functional description of 
each scenario, followed by the Proof of Concept, and finish with the scenario evaluation.  
 
Thus far, both the current business landscape as well as the functional architecture has been presented. 
In this chapter, the blockchain layer will be added to the e-mobility roaming use case as four different 
scenarios for blockchain implementation will be presented. As an introduction of blockchain in the e-
mobility market will affect both the functional architecture, as well as the market landscape, the 
analysis will be conducted on all three layers. As the functions to a great extent also are dependent on 
which blockchain domain is used, two of the scenarios will be built on a permissionless public 
blockchain and two will be based on a permissioned consortium blockchain. These scenarios do not 
cover all of the possible approaches for a blockchain implementation for the selected use case; but, 
they will provide additional insights into the possibilities that exist with the technology in this area. 
An overview of the identified scenarios is presented in Figure 29 below. As the scenarios provide a 
general outline, emphasis will not be placed on the choice of a specific technology stack. The choice 
of the blockchain technology stack is complex, and it will therefore only be assessed in the evaluation.  

 
Figure 29: Overview and Comparison of Scenarios. 

11.1 Functional Description of Scenarios Using Blockchain  
In this section, the four identified scenarios of blockchain implementation into an E-mobility Roaming 
use case will be presented. Each scenario will be presented individually, starting with an initial 
overview and followed by a detailed description and listing of the functions needed.  
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11.1.1 Scenario 1: Basic Functionalities over a Public Blockchain  
In the most straightforward blockchain implementation, a pubic permissionless blockchain that offers 
smart contract functionalities would be used. This scenario would consequently let anyone with an 
account and valid funds charge anonymously at any blockchain compatible charging station. For this 
reason, EV users need to create a blockchain account by downloading and installing a wallet, receive a 
public address and buy cryptocurrency tokens. The solution would be very similar to the current gas 
station set-up where the CPO gets paid directly and customers are anonymous. As a prepayment 
approach is applied, the EV users do not need to have a contract with an MSP.  
 
All EVSEs have to be blockchain compatible and connected to the blockchain domain by having an 
address on the public chain. As the full blockchain takes up too much space (around 15 GB in 2014) 
(Buterin, 2015), the charging posts will only have some blockchain functionalities and will hence be 
so-called “light nodes” in the network. Light nodes do not verify blocks, transactions or have the 
current blockchain state stored. Instead, they communicate with and rely on, the full nodes to provide 
them with the essential information. The public blockchain address for the EVSE will be the EVSE ID 
used for identifying the station. The OCPP protocol could still be used to some extent, but it will need 
to be transformed back and forth to the exchange protocol used by the specific blockchain stack such 
as JSON-RPC in Ethereum. Static data about the charging stations could be given to the EV user in a 
separate application by the NSP or any third party providing a mapping service of accessible charging 
stations.  
 
Functions Related to Individual Charging Sessions  
The CPO of each charging station would set the charging terms and conditions and this information 
would be deployed on a smart contract during a registration process. All details of the charging 
agreement would be accessible in the public blockchain and would be executed as specified in the 
smart contract, thus avoiding Trusted Third Parties (TTP) like an MSP. The Tariff Management 
function would hence only involve the CPO, and the charging tariff would be communicated to the 
EV user at the charging point. 
 
The Authentication, Authorization and Access Control functions will be done locally at the EVSE by 
either scanning a QR code specific for each EVSE or by the insertion of the EV users’ blockchain 
account details in the EVSE display (address and passphrase). When the QR code is scanned or the 
details inserted, a smart contract is deployed with time-bounded access permission. For EV charging, 
a new smart contract would be set up for each new charging session between the EV user and the 
EVSE, and it would specify the current tariff. For an EV user to be authorized, they need to have 
enough funds in their wallet to cover the charging session. A pre-reservation of funds will initially be 
made as a security deposit, and the smart contract executes the code that allows access to the EVSE.  
 
When the charging session is over, the charging is terminated by the smart contract and the final 
transaction amount is calculated. Given the final amount, any over-reserved funds will be transferred 
back to EV user who only will pay for the actual electricity used. As the pre-payment approach only 
involves the EV user and the CPO, the functions connected to the post-payment settlement would 
become redundant. In this scenario, both the roaming hub and the MSP will be obsolete. 
 
Blockchains without the smart contract function such as Bitcoin could be used in this scenario. 
However, having a blockchain that only allows monetary transactions is much more limited regarding 
added services and access control than a solution based on smart contracts (Turk, 2018). Additionally, 
a solution without the pre-reservation of funds is also less secure as there is a risk of frauds where the 
physical QR code could be altered which would transfer the funds elsewhere. As the EV user is 
connected to the transaction by using the blockchain wallet for authentication and an amount is pre-
reserved, the actual transaction does not have to be carried out in real-time. However, the 
authentication, authorization and access control functions have to be executed immediately so that the 
EV user can start charging as soon as they get to the charging post. The smart contracts would be 
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written by the CPO and called by the EVSE for each new charging session. Table 11 summarizes the 
functionalities part of Scenario 1.  
 
Table 10: List of functions in Scenario 1. 

 Function Actors 
Involved 

Involves 
blockchain?  Description 

1 User Management 
and Registration EV User Yes EV user registers their own blockchain account 

and gets a wallet and public key  

2 Device 
Registration CPO, EVSE  Yes All EVSEs must be light nodes and registered with 

a unique address on the blockchain network  

3 Device Control  CPO, EVSE  No  
This function could possibly be carried out over 
blockchain, but it is not proven that it is beneficial 
compared to doing it off-chain (Turk, 2018)  

4 Charging Point 
Management  

CPO, EVSE, 
NSP No Static data can be provided by the CPO to a NSP 

but this is done off-chain  

5 Smart Contract 
Management CPO Yes 

The CPO is responsible for creating smart 
contracts that handles the pre-reservation and 
access control functions  

6 Tariff 
Management CPO Yes 

The tariff is set by the CPO off-chain but the price 
will be called by a blockchain function using a 
data oracle 

7 Authentication EVSE, EV 
User Yes QR code scan or data entry at the EVSE initiated 

by the EV user  

8 Authorization EVSE Yes An EV user is authorized if there are enough funds 
in their wallet to cover the pre-reservation  

9 Access Control EVSE, EV 
User Yes Access control is given automatically when the 

smart contract is executed  

10 Pre-reservation of 
funds 

CPO, EVSE, 
EV User Yes Funds are pre-reserved from the EV user to cover 

the charging session  

11 
Charging Point 
Connection 
Management 

CPO, EVSE, 
EV User No 

Management of the EV-EVSE connection. If 
smart charging is not applied, this is done off-
chain  

12 Supply of Energy 
CPO, DSO, 
Energy 
Supplier 

No The physical supply of energy and payment of it 
does not involve blockchain  

13 Metering CPO, EVSE No The electricity consumed is metered and the data 
is stored by the CPO back-office 

14 Accounting  CPO, EVSE  No 
The transaction record is permanently stored on 
the blockchain and an extra copy could be saved in 
a back-office accounting program by the CPO  

15 Rating CPO, EVSE, 
EV User Yes 

The final transaction amount is calculated and 
communicated to the EV user at the EVSE and put 
as the transaction value on the blockchain  

16 Final Transaction  CPO, EV 
User  Yes 

Once the charging is terminated, over reserved 
funds are returned to the wallet of the EV user 
based on the difference between the pre-reserved 
funds and the rated value 

11.1.2 Scenario 2: Extended Services over a Public Blockchain  
In this scenario, the EV user will still be part of a charging network, and additional functionalities are 
added to enhance the customer experience. The actual charging process will be designed in similarity 
to Scenario 1, but MSPs will be involved and the access to charging stations would be limited to EV 
users who are members of the roaming network. As a prepayment scenario will still be used, the EV 
users will not need to enter a contract with a specific MSP, but they will register for a home network 
and use the application provided by the MSP. The EV users additionally still need to buy 
cryptocurrency and sign up for a public blockchain account. As more actors are involved compared to 
Scenario 1, two different market set-ups are possible. Either the solution is developed by a joint 
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consortium of roaming partners or by a third party that facilitates the collaboration. In the first case, 
the roaming network would be jointly in charge of initiating the solution, setting up the necessary 
smart contracts and formulating its fundamental functions. The second situation would be more like 
the current scenario where a roaming hub would initiate collaboration and would work as an umbrella 
organization that coordinates the actors and their activities.  
 
The MSP would provide the users with an interface where they can view both static and dynamic data 
about the charging stations, reserve a time slot for charging and plan their route. In order to make the 
customer experience as seamless as possible, the connection to the blockchain wallet and the approval 
of transactions would ideally be made through the application provided by the MSP (Turk, 2018). An 
integrated solution would mean that the EV user only needs one application for the navigation, 
reservation and authentication processes and they can additionally use that to scan the QR code of the 
charging station. The MSPs could additionally provide an exchange service where they allow 
customers to pay in a fiat currency, and then they exchange it to cryptocurrency. However, given the 
volatility of cryptocurrencies, this could potentially become very costly and it would require an 
additional smart contract that deals with the exchange. 
 
Functions Related to Individual Charging Sessions  
Both the functions Charging Point Management and Charge Point Reservation are possible to carry 
out both on-chain and off-chain. However, keeping permanent records of reservations and charging 
point availability could be redundant, and an on-chain solution might thus limit the scalability of the 
solution. This especially applies if there is a great deal of EV users and charge points in the network 
with frequent changes and updates (Turk, 2018). If reservations are carried out on-chain, the pre-
reservation of funds could be made in the reservation stage to avoid reservations that are not 
completed. If the EV user wants to share additional information, such as their location or planned 
route, they can do so within the agreement with the MSP.  
 
The Authentication, Authorization and Access Control functions would be carried out similarly to 
Scenario 1, with the difference being that charging could be limited to only EV users that are 
members of the roaming network. When an EV user then scans the QR code or inserts their 
information at the EVSE, the smart contract will check if the EV user is registered to charge at that 
specific station. In order to enable this function, all the registered EV users and the available EVSEs 
would be whitelisted in a Master Smart Contract on the public blockchain. The master contract would 
be a permanent record that stores all registered and confirmed users and EVSEs. In contrast to the 
smart contract deployed for each charging session, this would not be cancelled after the charging is 
finished and new data can continuously be updated as new users are registered. To protect the data 
registered in the master smart contract, reading and editing rights can be set up so that only the 
account deploying the contract is allowed to make changes (Turk, 2018). As the public addresses of 
the EV users is needed, users need to communicate their blockchain address to their MSP after signing 
up for a blockchain account and the MSP will be responsible for adding them to the whitelist.  
 
The charging and payment processes are then carried out in the same way as in Scenario 1. A 
significant difference; however, is that the final transaction paid from the EV user has to be settled 
between the CPO and MSP in the Settlement function. Using blockchain, the settlement process will 
take place after each charging session and not in aggregated form at the end of each month as in the 
current scenario. This will be completed in another function within the smart contract that is activated 
once the final transaction amount is set and the overserved funds are transferred back to the EV user. 
The funds paid by the EV user will then be on hold until the participating CPO and MSP indicate 
shared approval based on a pre-set agreement (Turk, 2018). The market change in this scenario is 
dependent on whether or not a third party is used for facilitating the collaboration between the 
roaming partners and setting up the smart contracts. If the roaming partners carry out the 
responsibilities of agreeing on standards and creating smart contracts among themselves, the role of 
the roaming hub will become obsolete.  
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Table 11: List of functions in Scenario 2. 

 Function Actors 
Involved 

Involves 
blockchain?  Description 

1 E-Roaming Agreement 
Management CPO, MSP, RH No 

Creation and management of 
agreements between the partners 
participating in the roaming network  

2 User Management and 
Registration EV User, MSP Yes 

EV user registers their own blockchain 
account and gets a wallet and a public 
key address that needs to be 
communicated to their MSP. MSPs can 
further collect additional information 
about their users in order to offer more 
services  

3 Master smart contract 
management CPO, MSP, RH Yes 

Registered EV users and EVSEs are 
whitelisted in the master smart contract 
that is set up either by the roaming 
partners or a third party roaming hub 

4 Device Registration CPO, EVSE  Yes See Scenario 1  
5 Device Control  CPO, EVSE  No See Scenario 1  

6 Charging Point 
Management  

CPO, EVSE, 
MSP Possibly 

Static data should be kept off-chain but 
dynamic data could be available on-
chain. A decision should be made 
based on a trade-off between 
scalability vs complexity 

7 Mobility Demand 
Management EV User, MSP No 

Could be an additional service offered 
to EV Users if they want to share geo 
data with their MSP but will be done 
off-chain given the sensitivity of the 
information  

8 Charge Point Reservation  CPO, EVSE, 
EV User, MSP  Possibly  

Reservations can be made both on-
chain and off-chain. A high number of 
reservations could mean added 
complexity of having it on-chain 

9 Tariff Management CPO, MSP  Yes 

The tariff is set both by the CPO and 
the MSP off-chain but the value for 
each session will be called by a 
blockchain function using an oracle 

10 Authentication EVSE, EV User Yes See Scenario 1  

11 Authorization EVSE Yes 

An EV User is authorized if they are 
whitelisted in the master smart contract 
and have enough funds in their wallet 
to cover the pre-reservation  

12 Pre-reservation of funds CPO, EVSE, 
EV User, MSP  Yes See Scenario 1  

13 Access Control EVSE, EV User Yes See Scenario 1  

14 Charging Point 
Connection Management 

CPO, EVSE, 
EV User, MSP No See Scenario 1  

15 Supply of Energy CPO, DSO, 
Energy Supplier No See Scenario 1  

16 Metering CPO, EVSE No See Scenario 1  

17 Accounting  CPO, EVSE, 
MSP  No See Scenario 1  

18 Rating 
CPO, EVSE, 
EV User, MSP, 
RH 

Yes 

The final transaction amount is 
calculated and communicated to the 
EV user either at the EVSE or through 
the MSP application and put as the 
transaction value on the blockchain  

19 Final Transaction  CPO, EV User, Yes See Scenario 1  
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MSP, RH 

20  Settlement CPO, MSP, RH  Yes 

Settlement of the payments received 
for each charging session is done by 
the execution of a smart contract with 
pre-agreed breakdown of funds 

11.1.3 Scenario 3. Consortium Blockchain with Own Tokens  
In the third scenario, a permissioned consortium blockchain using network specific tokens will be 
used. Given the use of a consortium blockchain, the roaming partners would run their own network 
and not rely on existing public infrastructure as in the previous scenarios. The information available 
on the blockchain would hence not be public and the validation will be done within the network. How 
consensus will be reached in the network will fully depend on what the consortium decides upon. The 
different network roles would accordingly be set-up by the members of the system, i.e. the 
participating CPOs and MSPs and the nodes validating the transactions would be pre-selected and 
consist of the partners within the network (Lincoln, 2018). This set-up further requires that the 
network creates a protocol for how new members should be added or rejected. As the nodes consist of 
different companies that do not fully trust each other they need to establish some form of voting 
mechanism for taking decisions. This can be made both off and on-chain (Wallennius, 2018). As a 
prepayment scenario is used on a non-public infrastructure, the roaming network would need to create 
its own tokens that will be used as a currency among the network and as a means to coordinate the 
transfer of value among the different actors.  
 
When adopting the prepayment concept on a consortium blockchain, the EV user needs to buy the 
network specific tokens before charging. The tokens would be sold through the MSPs participating in 
the network as they are the only actor with a direct connection to the EV users. In order to facilitate 
the user experience and make the transition as seamless as possible, the tokens could be backed up by 
a fiat currency such as the Euro. Each token would then be the representation of a Euro and would 
only be valuable within the network and for the purpose of charging (Wallenius, 2018). As the use of 
tokens are not bounded to the native asset of the selected blockchain domain, both the functions Token 
Creation and Token Sales will be added to this approach.  
 
Functions Related to Individual Charging Sessions  
All the functions presented in Scenario 2 would be carried out in this approach as well, with the 
difference being that the information available on the blockchain would not be public, and the 
validation will be done within the network. How consensus will be reached in the network will 
entirely depend on what the consortium decides upon but one possible approach could be to use Proof 
of Authority where selected nodes in the network will be the validators. An additional difference 
compared to Scenario 2 is that only the MSP will get paid in a currency that can be used outside of the 
network. The settlement between the MSP and the CPO can still be done in a smart contract dividing 
the tokens as explained in Scenario 2, but it will further have to include a transfer of fiat currency 
from the MSP to the CPO. This exchange could also be made over blockchain, but it would require a 
supplementary smart contract. If the centralized approach using a facilitating third party such as a 
roaming hub is used, all of the current market roles will be maintained. However, as the idea of a 
consortium is to have multiple parties that do not trust each other, the roaming hub would mainly be 
responsible for smart contract development but the network participants would run the actual nodes. If 
instead the partners within the roaming network would be the consortium owners, the role of the 
roaming hub would become obsolete.  
 
Table 12: List of functions in Scenario 3. 

 Function Actors 
Involved 

Involves 
blockchain?  Description 

1 E-Roaming Agreement 
Management 

CPO, MSP, 
RH  No See Scenario 2  

2 User Management and EV User, MSP Yes Users are registered and the MSP creates 
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Registration accounts with a connected wallet and ID 
for them  

3 Blockchain set-up and 
management 

CPO, MSP, 
RH Yes 

Involves setting up the consortium 
blockchain, allocate the roles within the 
system and decide upon a voting protocol 

4 Master smart contract 
management 

CPO, MSP, 
RH  Yes See Scenario 2 

5 Token Creation  CPO, MSP, 
RH Yes 

When not relying on existing public 
infrastructure, the network need to create 
their own tokens and set an exchange rate 
for it 

6 Token sales EV User, MSP No 
Users need to buy network specific tokens 
before charging that will be sold by the 
participating MSPs  

7 Transaction Validation CPO, MSP, 
RH Yes 

When not relying on public infrastructure, 
the network nodes will need to validate the 
transactions being made on the blockchain 

8 Device Registration CPO, EVSE  Yes See Scenario 1 
9 Device Control  CPO, EVSE  No See Scenario 1 

10 Charging Point 
Management  

CPO, EVSE, 
MSP  Potentially  

Same as in Scenario 2, however, with 
consortium blockchains there are less 
scalability issues (Goodden, 2018b) 

11 Mobility Demand 
Management MSP, CPO No See Scenario 2 

12 Charge Point 
Reservation  

CPO, EVSE, 
EV USER, 
MSP  

Potentially  See Scenario 2 

13 Tariff Management CPO, MSP Yes See Scenario 2 

14 Authentication EVSE, EV 
User Yes See Scenario 1 

15 Authorization EVSE Yes See Scenario 2  

16 Pre-reservation of funds CPO, EVSE, 
EV User, MSP  Yes See Scenario 1 

17 Access Control EVSE, EV 
User Yes See Scenario 1 

18 Charging Point 
Connection Management 

CPO, EVSE, 
EV User, MSP No See Scenario 1 

19 Supply of Energy 
CPO, DSO, 
Energy 
Supplier 

No See Scenario 1 

20 Metering CPO, EVSE No See Scenario 1 

21 Accounting CPO, EVSE, 
MSP  No See Scenario 1  

22 Rating CPO, EVSE, 
EV User, MSP Yes See Scenario 2  

23 Final Transaction  CPO, EV User, 
MSP, RH  Yes See Scenario 2  

24 Settlement  MSP, CPO, 
RH Yes 

The tokens paid by the EV User can be 
settled between the participating CPO and 
MSP using a smart contract but and 
additional settlement of fiat currency have 
to be made from the MSP to the CPO 

11.1.4 Scenario 4. Post-payment on a Consortium Blockchain  
The fourth scenario is also built on a permissioned consortium blockchain, but with a post-payment 
approach. In this case, neither cryptocurrencies nor tokens would be used for the payments, and the 
blockchain would mainly serve as a shared and immutable ledger for the energy used in each charging 
session. By doing so, the existing payment channels would still be used. The EV user would still need 



 84 

to have a contract with an MSP and all energy consumption connected to a specific user would get 
summarized at the end of the month and sent as a bill. The functions connected to a post-payment 
scenario; Clearing, Billing, and Settlement thus still remain in this scenario. By having this scenario, 
the CPO and the MSP can apply different payment schemes based on the specific agreement with each 
customer or among the partners, and it will be completed in a non-public matter off-chain. The basic 
principles of a consortium blockchain will however be the same as in Scenario 3 which means that the 
functions Blockchain set-up and Management as well as Transaction Validation remain.  
 
Similarly to Scenario 2 and 3, either a decentralized approach or a centralized approach using a third-
party organization such as a roaming hub could be applied in order to set up and facilitate this 
solution. Depending on whether the decentralized or centralized approach is chosen, the group of 
facilitators of the consortium blockchain would either be the roaming hub or the network of 
companies together (Brinkman, 2018). However, the same conditions as in Scenario 3 applies to this 
scenario as well, making the responsibilities of the third party somewhat limited even though the 
clearing and settlement functions remain. Additionally, as the access to the network is limited, the 
information added to the blockchain will be controlled by the participating parties. As this demands a 
considerable deal of collaboration, great emphasis will be placed on the function E-Roaming 
Agreement Management. The network would also be jointly responsible for creating the smart 
contracts needed for the solution. 
 
EV users would not have to register for a public blockchain account but instead registered as 
participants by their MSP, much like the current scenario. An additional similarity is the post-payment 
approach and due to this, all current market roles would likely remain. The current manual process of 
exchanging CDRs is however facilitated as the blockchain serves as an indisputable record of 
charging sessions used for the necessary billing determinant data (Roling, 2018b).  
 
Table 13: Functions in Scenario 4. 

 Function Actors 
Involved 

Involves 
blockchain?  Description 

1 E-Roaming Agreement 
Management CPO, MSP, RH No See Scenario 2  

2 User Management and 
Registration EV User, MSP Yes See Scenario 3  

3 Blockchain set-up and 
management 

CPO, MSP, RH 
  Yes See Scenario 3  

4 Master smart contract 
management CPO, MSP, RH Yes See Scenario 2  

5 Transaction Validation CPO, MSP, RH Yes See Scenario 3  
6 Device Registration CPO, EVSE  Yes See Scenario 1  
7 Device Control  CPO, EVSE No See Scenario 1  

8 Charging Point Management  CPO, EVSE, 
MSP Possibly See Scenario 3  

9 Mobility Demand 
Management MSP, CPO No See Scenario 2  

10 Charge Point Reservation  
CPO, EVSE, 
EV USER, 
MSP  

Possibly  

Same as in Scenario 2, however, with 
consortium blockchains there are less 
scalability problems (Goodden, 
2018b) 

11 Tariff Management CPO, MSP No 

Setting the price for charging should 
not be made on-chain as it reveals 
tariffs for possible competitors and/or 
beneficial agreements between 
participating parties (Roling, 2018b). 
Only the metering data will be put on 
the blockchain 

12 Authentication EVSE, EV User Yes See Scenario 1  
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13 Authorization EVSE Yes 

An EV user is authorized if they are 
whitelisted in the master smart 
contract. As no prepayment is done, 
available funds are not checked 

14 Access Control EVSE, EV User Yes See Scenario 1 

15 Charging Point Connection 
Management 

CPO, EVSE, 
EV User, MSP No See Scenario 1  

16 Supply of Energy 
CPO, DSO, 
Energy 
Supplier 

No See Scenario 1  

17 Metering CPO, EVSE Yes 

The electricity consumed is metered 
and the data is stored on the 
blockchain. This will constitute the 
billing determinant data  

18 Accounting CPO, EVSE, 
MSP  No See Scenario 1  

19 Rating CPO, EVSE, 
MSP No No monetary value will be put on the 

blockchain 

20 Clearing CPO, MSP, RH No 
Given the available data about 
charging sessions, the data will be 
cleared among the partners  

21 Billing CPO, EV User, 
MSP, RH  No 

The billing will be determined by the 
metering values put on the 
blockchain and will be done both 
between the roaming partners and the 
EV users 

22 Settlement  CPO, EV User, 
MSP, RH No  

The financial settlement of bills will 
be carried out within the current 
payment channels  

 
Thus far, an overview of the functional architecture of the four identified scenarios has been 
presented. The scenarios will all have different implications for the current roaming landscape and the 
functional architecture. However, given the current low maturity of most blockchains, these 
implications can only be studied in theory. Nevertheless, practical demonstrations can give useful 
indications on the current capabilities of the technology and thus increase the knowledge base. For this 
study, such a demonstration will be carried out in the form of a Proof of Concept based on the first 
two scenarios. 

11.2 Proof of Concept 
In the previous section, the functional architecture of the identified scenarios for blockchain 
implementation was discussed. In this section, the conducted Proof of Concept derived from these 
scenarios will be presented. By using Proof of Concept, a more practical understanding can be given 
to the use of blockchain. The findings discussed in this section will be used to answer the sub research 
question “How could a Proof of Concept be designed based on the identified functional 
architecture?”. Additionally, some of the findings will be used when evaluating the scenarios.  
 
Recalling from Chapter 3, Ethereum enables the development of thousands of decentralized 
applications on top of one platform. This implies that a new blockchain will not have to be built for 
each new application. Additionally, Ethereum allows anyone to write a smart contract and test it for 
free on its test networks. Given this, the Proof of Concept will be conducted on the Ethereum domain.  
The concept of Gas in the Ethereum network was also introduced in Chapter 3 and it can be further 
divided into gas limit, gas consumed, and gas price. The gas limit is called the limit since it is the 
maximum number of units of gas one is willing to spend. Generally, the more computationally 
complex the execution steps in the smart contract are, the more gas it will cost to run. The gas price is 
a real-time price that will depend on the time to include a transaction in a block and the capacity of 
nodes in the network (Turk, 2018). In general, the faster the validation of transactions in a block, the 
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more it costs, since most miners will only accept the transactions with the highest fees (Turk, 2018). 
The relationships between time and both gas price and gas used are however nonlinear, which make 
them difficult to estimate. The monetary value of gas is also dependent on how much Ethereum’s 
cryptocurrency Ether (ETH) is valued at that particular moment, which fluctuates substantially. 
  
The Proof of Concept was, however, made in a test environment and no real Ether was spent. The 
“Rinkeby” test network uses a Proof of Authority consensus mechanism, hosts the market’s 
coordination mechanism and serves as the public record for all transactions; both market events and 
direct payments. Even though a test network was used, the results from the Proof of Concept could 
still be used to compare what a transaction on the main Ethereum network would cost, as the 
computational steps required to execute the code are known.  

11.2.1 Description of the Platform 
The distributed web application used for the Proof of Concept consisted of a back-end market 
mechanism coordinating the roaming process between an EV user, a CPO and an MSP. Due to a 
limited time frame, a front-end web portal to allow for scanning of QR codes was not created. The 
market mechanism was implemented as a smart contract, written in Ethereum’s programming 
language Solidity and deployed to the Rinkeby network. The smart contract’s public API is specified 
in Table 15 and the code written for the Proof of Concept can be found in full in Appendix 4.  
 
The design of the smart contract is based on the functionalities of Scenario 2. Given the similarities of 
the scenarios, it could also be applied to Scenario 3. However, the estimated cost would be different as 
permissioned blockchains do not rely on mining and do not reward miners with a transaction fee in the 
same way as Ethereum. The contract performs the roaming coordination by carrying out the general 
functions not related to individual charging sessions, such as whitelisting authorized EV users. 
Furthermore, it also coordinates the functions related to individual charging sessions such as charging 
point reservation the settlement of payment. When a charging session is initiated, the contract handles 
the payment between the EV user and the CPO by using an escrow account shared by the EV user, the 
MSP and the CPO. When the charging session is completed, the smart contract is triggered, and the 
money is withdrawn from the escrow account and split between the MSP and CPO based on an 
arbitrary share of 50/50. All monetary transactions take place in a virtual currency called Charge-coin 
which is managed by a coin balance function in the smart contract.  
 
When the MSP, on behalf of the EV User, registers a new user by sending a “registerUser” 
transaction, it will automatically grant them 100 Charge-coins. When approaching a charging station, 
the user can make a reservation by depositing at least 10 Charge-coins. To follow through the 
reservation, they additionally need to start charging within five minutes. The functions that will be 
called once the user invokes a reservation event are: 1) Require a deposit of at least 10 Charge-coins; 
2) Check that the user is registered in the whitelist; 3) Check if the users’ coin balance is higher than 
the deposit and; 4) Require the EVSE ID to confirm it is the right charging post. Furthermore, when 
the charge session is initiated, the user will have to authenticate themselves by scanning a QR code at 
the station. As previously mentioned, this function is not part of the solution, but it is manually called 
for when testing. The contract will then check again if the user is allowed to charge (i.e. if it is listed 
in the master smart contract), that the EVSE ID is the same as the reserved one as well as if the user is 
within the allowed time frame. These functions will, however, not require execution of the smart 
contract and accordingly, no transaction fees have to be paid. When the charging is completed, a 
function reading the energy amount will be triggered, and the payment information will be emitted so 
that the CPO can calculate the share between the MSP and the CPO off-chain. Additionally, the final 
amount that has to be paid by the EV user can be calculated. Following that, the coins will be released 
from the escrow account to the MSP, and the CPO and the over reserved funds will be sent back to the 
EV user’s wallet, whose balance will be updated.  
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Table 14: Description of methods implemented in the Charging Roaming smart contract 

Method Name Parameters Events Emitted Description 

registerUser address (user, 
MSP or CPO)  

Registers a new user in the whitelist 
identified by address for participation in 
the e-roaming network 

mintCoins address (user), 
amount getBalance Grants User amount of e-coins 

Only the MSP can call this function 

reserveChargePoint 
address (user, 
(MSP, CPO) 
deposit, time, 

initiateChargeSession Reserve charge station with deposit of 
deposit for a time of time seconds 

completeChargeSession CpID, Energy 
amount getBalance Conclude charging with energy amount 

units of energy consumed 

11.2.2 Results from the Proof of Concept  
The result from the Proof of Concept could be obtained once the smart contract and manual input of 
events were triggered. As can be seen from the contracts’ public API, specified in the table above, the 
number of transactions executed, i.e. the number of state transitions that was triggered in the contract, 
amounted to four. Once these events have been triggered, they are logged on the Rinkeby blockchain 
and made publicly available on the website “Etherscan,” from which the transaction speed and cost for 
each event can be analysed. On the website, the transaction cost is given in gas but it can be calculated 
in USD by checking the stock exchange. As can be seen in Table 16 below, the most gas intensive 
event was the charging point reservation which consumed 166 000 gas. This is due to the fact that 
creating a reservation expands the memory of the contract, which consequently requires more Ether to 
be spent. One can compare the obtained results to a direct payment made on the Ethereum network 
which typically consumes 20 000 gas. For the calculations of the current gas price in Table 17 below, 
the average gas price from the Ethereum main net was used.  
 
Table 15: Events and their corresponding gas amount used. 

Event Gas used 

Register New User 48 424 

Receive Coins 43 617 

Reserve Charge Point 166 309 

Complete Session 50 184 

 Cf: Direct Payment on Ethereum 20 000 

 
Table 16: Current Parameters for calculating transaction costs. 

Parameters1 

Current transaction speed 15 seconds 

Current Gas Price 10 Gwei 
Current exchange 586,12 $ USD/ETH 
 
 
 

                                                        
1 As of 2018-05-25 
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The transaction fees for each step can be calculated to USD in the following two equations: 
 

Tx Fee [ETH] = gas consumed * gas price [Gwei/gas] * 10e9 [ETH/Gwei] (1)  
Tx Fee [USD] = Market ValueETH * Tx fee [ETH]    (2) 

 
The results based on the current parameters from Table 17 can be found in Table 18 below.  
 
Table 17: Events and the corresponding gas amount used. 

Event Gas used TxFee 
[ETH] 

TxFee 
[USD] 

Register New User 48 424 0,000484 $0,28 

Receive Coins 43 617 0,000436 $0,26 

Reserve Charge Point & 
Initiate Session 166 309 0,001663 $0,97 

Complete Session 50 184 0,000502 $0,29 
 
By looking at the current median gas price of the cryptocurrency Ether (typically measured in Gwei 
corresponds to 1e9 ETH) Table 17 shows that it is currently 10 Gwei (ETH Gas Station, 2018). This 
would result in a cost of registering a new user and receiving funds to be approximately $0.30, 
respectively, and carrying out a charge session would amount to a total of $1.30. These measures can 
be compared to a direct payment on the Ethereum network which typically amounts to 20 000 gas and 
thus costs $0.12. It should be highlighted that these numbers are only rough indications of the gas 
price and the exchange rate between Ethers and USD fluctuates heavily, as can be seen in Figure 30.  

 
Figure 30: The price curve development of Ether from November 2015 - May 2018. The units are measured in price of USD 

per 1 ETH (Coinmarketcap.com, 2018).  

If the charging point reservation function was removed, the charge session would result in a 
consumption slightly below 200 000 gas. Another way to reduce the gas consumption would be to 
approach Scenario 1. When designing that scenario, only the functions related to initiating the 
charging session and making a direct payment would be included. The total gas spent would, in that 
case, be slightly above 100 000 gas. Based on the significant difference in the amount of gas spent, it 
is essential to evaluate which functions to include in the smart contract, and which can be conducted 
off-chain. An overview of the gas consumed on the different scenarios as well as for each function can 
be found in the Figure 31 below.  
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Figure 31: The scenarios and their corresponding gas consumption and transaction fee. The transaction fee is based on the 
gas price 10 Gwei and the exchange rate of ETH to USD, where low, medium and high corresponds to 250, 586 and 1378 

USD/ETH respectively. 

In summary, the result from the conducted Proof of Concept shows some rough indication of the 
numbers of state transitions needed to carry out a charging session within a roaming network and the 
corresponding transaction cost using the Ethereum test network, Rinkeby. The Proof of Concept 
further displayed that some features such as charging point reservation were significantly more gas 
intensive than others as they expanded the memory of the contract. Due to this, adding functions to the 
smart contract that can be completed off-chain might currently not be the best approach when using a 
public permissionless blockchain. Due to the volatile nature of cryptocurrencies like Ether, the 
transaction environment is currently very uncertain. Accordingly, it is difficult to make any 
conclusions on how much a charging session would cost if the Proof of Work consensus algorithm 
used in the full-scale Ethereum network would be used instead of Proof of Authority as in the test 
network. Furthermore, the transaction speed was estimated to be 15 seconds which might be too slow 
when initiating a charging session. In the following section, the implications of the different scenarios 
will be further elaborated.  

11.3 Assessment of the Scenarios  
The four scenarios presented in section 11.1 all visualize possible narratives of how blockchain can be 
implemented within the e-mobility roaming market. Additionally, the Proof of Concept in the previous 
section was able to display how the scenarios could be designed on a smart contract as well as some 
rough indications of what the technology aspects would imply for Scenario 1 and 2. In this section, 
each of the four scenarios will be evaluated based on their attributes in relation to the four dimensions 
presented in Chapter 10. As previously mentioned, these dimensions aim capture the complexity of 
blockchains as there are not only limitations to the technology itself, but also market forces and 
regulatory aspects that might act in favour or not in favour of the scenarios. For demonstration 
purposes, the Ethereum stack has been chosen for Scenario 1 and 2 and both Hyperledger Fabric and 
Tobalaba will be evaluated for Scenario 3 and 4. The reason for evaluating two different technology 
stacks for the scenarios involving a consortium blockchain is because they significantly differ in their 
design and there are more factors to consider when not relying on the public infrastructure.  
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11.3.1 Technology  
The technology dimension will be captured by studying the features of Decentralization, Scalability, 
and Security. Some of the obtained results from the Proof of Concept will be partly used when 
assessing the scenarios in this dimension. 
 
Decentralization  
Transparency is directly related to the distributed nature of a blockchain domain as well as its 
consensus mechanism. In Ethereum, the network is by nature truly distributed and decentralized, as it 
is public and permissionless and the consensus mechanism is based on Proof of Work. Immutability 
comes from not altering transactions once they are validated. Ethereum thus provides a highly 
immutable system and any attempt to tamper with the data set will lead to inconsistency in the chain, 
resulting in high immutability for Scenario 1 and 2. In contrast, Tobalaba and Fabric are permissioned 
and private blockchains and are controlled by a group of authorities where the environment is 
sanitized using Proof of Authority and pluggable PBFT algorithm, respectively. The provider of such 
solutions could easily withdraw the immutability feature in Scenario 3 and 4 (Albrecht et al., 2018). 

Figure 6 -Utilized consensus algorithm based on blockchain domain. 
 

Scalability - Transaction Cost and Transaction Speed  
Scalability and performance are important factors to consider in order to increase the adoption of 
blockchain technology. Performance constitutes latency and throughput and the transaction speed is 
dependent on these measures (Vukolić, 2015). Latency is the amount of time until a transaction is 
processed and throughput is the number of transactions that can be processed in a particular amount of 
time (Tomaino, 2018). When using blockchain to initiate a charging session, latency is of high 
importance as the EV user would not want to wait at the station for the charging session to begin. Due 
to this, one interviewee argued that it is currently better to conduct the authentication function off-
chain, using standard cryptography (Engel, 2018). Our Proof of Concept showed that for Scenario 1, 
the transaction cost at the current gas price of $564 USD:10 Gwei for one charge session would be 
$0.4 consuming 70,000 gas and for Scenario 2, it would be $0.6 consuming 100,000 gas. The latency 
with these conditions was on average fifteen seconds which might be too long for the EV user. The 
other functions, such as charging point reservation or the final transaction of over reserved funds 
could arguably take longer (Garcia, 2018b). The latency could be improved by increasing the 
willingness to pay for a transaction as the miners’ willingness to mine blocks depends in part to the 
transaction fees they receive. However, as a typical charging session only amounts to around $5, the 
transaction fee paid would constitute 8% and 12% respectively for Scenario 1 and 2 (given the current 
price of Ether). Given the low financial value of each charging session, this might not be a feasible 
solution. Both latency and throughput bottlenecks thus exist in Ethereum and these issues are currently 
being addressed. Ethereum is, as mentioned in Chapter 3, working on introducing the consensus 
algorithm Proof of Stake and additionally the concept of Plasma, which is a side-chain that can resolve 
conflicts in the main chain (Garcia, 2018b).  
 
The sacrifice of decentralization by creating authority and trust outside the network greatly improves 
the performance and scalability and thus acts in favour of permissioned blockchains such as Tobalaba 
and Hyperledger Fabric (Scherer, 2017). For this reason, Scenario 3 will have a much faster 
transaction speed in comparison to the Scenario 1 and 2. Tobalaba uses Proof of Authority as 
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consensus mechanism, which does not depend on the nodes solving arbitrarily difficult mathematical 
problems, but instead uses a set of authority nodes that are explicitly allowed to create new blocks and 
secure the blockchain (Bentke, 2018). Tobalaba’s latency is currently eight seconds, and will thus not 
pose any major advantage over Ethereum at this point. However, as Tobalaba is currently being 
developed, it still remains to be seen what the final latency will be and how they will address the 
transaction speed problem. The foundation behind Tobalaba estimates that the throughput will reach 
1,000 with the introduction of state channels (Albrecht et al., 2018) (see section 3.6). There are 
currently no transaction fees in either Fabric or Tobalaba. Tobalaba will, however, introduce a 
transaction fee but it will not be defined in the same way as in Ethereum and thus will not be as 
volatile (Bentke, 2018). In Fabric, it will be up to the network to decide if transactions should be 
linked to a fee (Lincoln, 2018). This implies that the transaction costs might be lower for the scenarios 
using consortium blockchain instead of a public.  
 
Developers of Fabric claim that they solve scalability and performance challenges by having an 
execute-order-validate architecture and by using pluggable BFT algorithms (Androulaki et al., 2018). 
This approach allows for much faster throughput of changing states of the ledger and the blockchain 
can achieve an end-to-end throughput of more than 3500 transactions per second (Androulaki et al., 
2018, p.1) Due to this, Scenarios 3 and 4 rates higher in scalability using Fabric than Tobalaba. 
However, one would have to run tests in a network of powerful computers to truly know the 
performance and scalability of Fabric (Androulaki et al., 2018). Additionally, it is difficult to measure 
the latency in Fabric since it will depend on the size of the network. In conclusion, Scenario 1 and 2 
are deemed low in the scalability dimension whereas Scenario 3 and 4 are ranked as high in 
comparison.  
 
Security - Availability and Privacy 
Security is the degree to which the network can deny illicit attempts and fear of downtime. As for 
security, public blockchains are more exposed to malicious participants as the members of the network 
are unknown. Proof of Work based networks, like Ethereum, aim at solving this issue by having all 
nodes processing all transactions; they therefore need to store the entire state of every account 
balance, contract code and storage (Scherer, 2017). This essentially means that Ethereum runs without 
fear of downtime, third party interference, tampering of data or censorship by a centralized authority. 
In contrast, Tobalaba and Fabric both have administrators deciding on the rules, which means that 
trust is established outside the network. When building a decentralized app, the front end to that 
solution usually runs on a few servers, much like a regular application. For this reason, Scenario 1 and 
2 might suffer from a slight fear of downtime in the application’s front end. As for Scenarios 3 and 4, 
these are much more exposed to fear of downtime as both the back and front end run on a less number 
of servers. In Tobalaba, the number of validators, i.e. authorities, is dependent on how many affiliates’ 
the foundation has. As of 2017, Energy Web Foundation had ten affiliates and the network is thus 
dependent on these nodes to run their network. In Fabric, the number of nodes will depend on the 
network setup (Lincoln, 2018). 
 
Confidentiality and privacy are inversely proportional to the level of immutability. As for the nodes’ 
ability to access sensitive information, Fabric and Tobalaba are by design more secure in this aspect as 
their access control is more “fine-grained”. Fabric ensures that only the participating parties in a 
transaction can see sensitive details, through its channel functionality. Likewise, Tobalaba has 
introduced the concept of “compliant privacy”, which allows for transactions, smart contracts and 
transition states to be visible only for recognized authorities (Energy Web Foundation, 2017). Thus, 
for Scenario 3 and 4, the confidentiality parameter will be much higher. As Scenario 4 separates the 
monetary value and the metering value of a charging session, it additionally adds an extra dimension 
of privacy to the partners within the network. In Ethereum, however, all written code is public which 
means that smart contracts should not contain any sensitive information (Hannan, 2018). One could 
add an extra dimension of encryption to the smart contract for Scenario 2, but the sensitivity of the 
data stored on the ledger might constitute a security issue for Scenario 1 and 2 (Turk, 2018). 
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In summary of this dimension, the table below displays some of key differences between the three 
blockchain technology stacks: Ethereum, Fabric and Tobalaba. 
 
Table 18: Characteristics of the different blockchains Ethereum, Hyperledger Fabric and Tobalaba. 

Characteristics Ethereum Hyperledger 
Fabric Tobalaba 

Domain Permissionless Public Permissioned Consortium Permissioned Consortium 

Description of 
platform Generic blockchain platform Modular/customized blockchain 

platform 
Blockchain platform for the 
energy industry 

Target audience 
Applications that are 
distributed in nature (Decker, 
2017) 

Consortium of companies Consortium of companies 

Governance Everyone; (Ethereum 
developers) Linux Foundation Energy Web Foundation + 

Affiliates 

Consensus •Mining based on PoW 
•Ledger level 

•Broad understanding of 
consensus that allows multiple 
approaches 
•Transaction level 

• PoA, Aura algorithm 

Scalability    

Performance 

 

 
Currently supports roughly 15 
transactions per second 

 
 
 
 
 

 
Achieves end-to-end throughput 
of more than 3500 transactions 
per second in certain deployment 
configurations with sub-second 
latency scaling to over 100 peers 
(Androulaki et al., 2018). 

 
Currently verifies 1 block 
per 8 seconds 

 
 
 
 

Privacy 

 

 
Data recorded on the ledger is 
accessible to everyone. 
Encrypting data is one 
approach to providing 
confidentiality; the encrypted 
data is sitting on every node. 

 

 
Ensures that only the participant 
parties in a transaction can see 
sensitive details, through its 
channel functionality. 

 
 

 

 
Ensures compliant privacy, 
which allows for 
transactions, smart contracts 
and transition states to be 
visible only for recognized 
authorities. 

Immutability    

Private Keys 

 
Once the private key is lost, it 
cannot be retrieved 

 
 

 

 
Solves security by permissioned 
mode of operation and 
specifically by using a BFT 
algorithm and fine-grained access 
control (Androulaki et al., 2018). 

 
Private keys of all the users 
are protected through its 
Secret Store functionality 

 

Smart Contract 
Smart contract code (e.g., 
Solidity) 
order-execute 

Smart contract code (e.g., Go, 
Java) 
order-execute-validate 

Smart contract code (Smart 
contract code (e.g., Solidity) 
order-execute 

Maturity Most mature  Least Mature 

Currency • Ether 
• Tokens via smart contract 

• None 
• Currency and tokens via 
chaincode 

No monetary transactions at 
this point 

 
High 
 
 

 
Moderate 
 

 
Low  
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11.3.2 Market  
The market dimension will be captured by studying the features of Market Power, Network 
Externalities and Compatibility. The fragmented EV market constitutes of a vast number of actors and 
networks with different procedures for billing and accounting where transactions are subject to several 
underlying processes between providers and intermediaries.  
 
Market Power  
In Scenario 1, only the basic functionalities would remain and consequently, only the role of the CPO 
would be kept. The market power from existing stakeholders would thus be fundamentally threatened 
as it would remove the role of the MSP and the roaming hub. For this reason, Scenario 1 has a 
disadvantage from a market power perspective. Analogously, incumbents might support Scenario 2 to 
a greater extent, as it keeps the role of the MSP and possibly the roaming hub. As previously 
mentioned, two different market set-ups are possible for Scenario 2, 3 and 4. Either the solution is 
developed by a joint consortium of roaming partners or by a third party that facilitates the 
collaboration of writing the smart contract. In the first case, the roaming network would be jointly in 
charge of initiating the solution, setting up the necessary smart contracts and formulating its 
fundamental functions. In this case, the roaming hub would be threatened and could prevent the 
development of these scenarios. The second situation would be more like the current solution where a 
third party would initiate a collaboration and would work as an umbrella organization that coordinates 
the actors and their activities. In the second approach, the roaming hub might instead speed up the 
adoption as they can be responsible for pushing the development forward.  
 
Given that these efforts demand a great deal of collaboration among the participating parties, a 
facilitating third party actor would fill a need. However, the basic idea about blockchain is to reduce 
the need for intermediaries and a solution involving a third party roaming hub also comes with added 
market complexity, additional costs and the creation of a more centralized market structure. In this 
analysis, the roaming hub has been viewed as a pure B2B entity whose main responsibilities involve 
the coordination of actors and the creation of standardized procedures among its network members 
and not as a financial clearing house. However, it can be argued that some roaming hubs also take on 
the role as an MSP (Garcia, 2018a). In that case, the market power perspective might be different as 
the roaming hub would have additional responsibilities and driving forces.  
 
The degree of blockchain implementation in Scenario 4 is low as most existing functions are kept and 
the blockchain merely serves as a record of charging sessions in order to facilitate back-office 
processes. Such an implementation could potentially make the current manual process of handling 
CDR records easier and it would facilitate the billing and settlement process as the whole network 
trusts the data that is stored on the blockchain. As payments are separated in this scenario, it allows for 
different pricing schemes and autonomy for the different participants in the network, which might be 
favourable from a market power perspective (Roling, 2018b). Despite this, drawing on previous 
research on such solutions, one may argue that Scenario 4 is not a blockchain implementation but 
rather a distributed database. 
 
Network externalities 
Both the e-mobility market and blockchain technology share a common theme, which is the benefit of 
cooperation (Eurlectric, 2017). With all blockchains, the value and the security of a network will 
increase when more participants join and is thus tightly bound to network effects. The same will also 
be true for the market setup without blockchain. If some incumbents choose not to make their 
charging stations compatible with the smart contracts, the value of the solution will decrease. For this 
reason, it makes little sense to build any of the scenarios around a few participants as such a solution 
might as well benefit from using a distributed database (Turk, 2018). It is in addition important to bear 
in mind that every geographical market is different and there is not one-solution-fits-all, which also 
has an impact on the presented scenarios. As previously mentioned, the Energy Web Foundation with 
Tobalaba is specifically targeted at the energy industry, which means that they aim to gather all use 
cases within the industry to enable incumbents to build on top of their existing network. If more 
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energy companies join the foundation, it would create network effects and the switching costs would 
increase. Fabric is contrastingly not industry specific and is hence more like a blockchain as a service 
platform where a “new” blockchain will be set up for each use case. That being said, in all scenarios, 
the networks could always choose to switch to another blockchain stack or even domain if it is jointly 
agreed upon in the network, but this might create high switching costs (Garcia, 2018b).  
 
Compatibility 
Drawing from what was presented in Chapter 8, the EV market is already exposed to a low degree of 
interoperability as protocols are constantly updated and physical devices need to be linked for 
compatibility purposes (Albrecht et al., 2018). In all scenarios, the EVSEs have to be blockchain 
compatible and connected to the blockchain domain by having an address on the public chain. This 
demand for interoperability between the devices might stall the development of a solution as the full 
public blockchain is currently too large to store on each EVSE. Additionally, the market already 
exhibits path dependence in the form of pre-existing technologies (Albrecht et al., 2018). The issue of 
compatibility will therefore affect all scenarios. Furthermore, it is hard to determine which protocols 
will still be in use in the different scenarios as it is highly dependent on who initiates a joint 
blockchain solution. The protocols not connected to a specific roaming hub, such as OCPP and OCPI, 
are more likely to remain as they focus on functions that will remain in a blockchain set-up. However, 
parts of the protocols will be redundant and they will need to be translated back and forth to the 
blockchain protocol, which adds complexity (Sümmermann, 2018).  

11.3.3 Customer  
From a customer perspective, Scenario 1 could potentially be challenging to implement as the 
customer experience would change, and the customers will no longer have an agreement with their 
MSP. However, as this is the current market set-up for combustion vehicles, the anonymous payment 
approach might be favourable for some EV users. However, the use of a public permissionless 
blockchain will demand more from the EV users in other aspects as they are required to set up their 
own blockchain account and buy cryptocurrency. It is out of the scope of this study to fully discuss the 
customer adoption levels of cryptocurrencies, but given the current volatile state of Ether as the Proof 
of Concept proved, it could be argued that it is too early for such implementation at this stage. These 
aspects thus affect both Scenario 1 and 2. Another customer perspective related to Scenario 1 and 2 is 
that the customer would need to handle their public addresses and passwords. In Ethereum, the 
network’s ability to guard encryption keys is not as safe as in a consortium blockchain and if the 
private key is lost, it cannot be restored (Scherer, 2017). In Tobalaba and Fabric, the keys could 
always be recovered by the authorities of the network. For this reason, Scenario 3 and 4 would 
demand less from the EV users, and the transition from the current scenario would be less significant 
compared to the scenarios based on Ethereum. 

11.3.4 Regulation  
Due to the highly-regulated nature of the energy sector, it is of high necessity for solutions to ensure 
compliance with the physical restrictions and current rules and regulations, both on a national and 
international level. The Agency for Cooperation of Energy Regulators is currently monitoring the 
wide range of blockchain applications available in the e-mobility landscape and several solutions exist 
that are compliance to both national and European regulations (Eureletric, 2017). However, as already 
mentioned, no blockchain specific legislation has passed so far and the current regulatory landscape 
might adapt to the development of blockchain and other emerging technologies. One possible 
constraint is the obligatory registration of market participants, which would affect the scenarios 
operating on a public blockchain as the users are unknown in that set-up (Albrecht et al., 2018). Based 
on this dimension, Scenario 1 will be of low probability since regulatory barriers might be in place. In 
Scenario 2 the users will be known and listed in the smart contract and should thus not have as many 
restrictions from the regulatory environment. Scenario 3 and 4 are more favourable from a regulatory 
perspective since the environment is much more sanitized with authorities in place. An additional 
regulatory aspect is the use of smart contracts instead of conventional, written contracts. When using a 
public blockchain and some part of the contracted service is not being delivered, there is no mediator 
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to enforce the law or to be find someone liable (Albrecht et al., 2018). This could, for example, 
happen if no energy is supplied when the charging session is initiated. Analogously with the previous 
discussion, this would be less problematic on consortium blockchains.  
 
Table 19: An overview of the assessment of the scenarios in relation to the technology, market, customer and regulation 
dimensions. 

	 Dimension 1.1 Explanation  S1 S2 S3 S4 

	
Decentralization 

S1 & S2 rely on thousands of computers.  
S3 & S4 rely on fewer computers, data can be 
tampered with     

	 Transaction 
Speed/latency 

S1 & S2 has at least 15 seconds’ latency 
S3 & S4 should be faster with authority nodes      

	 Transaction  
Costs 

S1 & S2 exposed to highly volatile crypto market 
S3 & S4 do not rely on miners     

	
Privacy The right to be forgotten is inversely proportional to 

the level of immutability     

	
Availability S1 & S2 are not exposed to single points of failure 

    

	 Market 
Power	 S1 removes the role of the MSP & roaming hub	 	 	 	 	

	
Network 
Externalities	

Increases with number of participants, uncertain for 
all scenarios. 	 	 	 	 	

	
Compatibility	 S4 is similar to current scenario as existing payment 

channels are used 	 	 	 	 	

	 Customer 
Perspective	

Customers might want to have a service contact in 
place. S3 & S4 would not affect the customer to the 
same extent 	 	 	 	 	

	
Regulation	 The regulatory landscape is currently uncertain for 

public permissionless blockchains  	 	 	 	 	

	

High	
Low	

 
 
 

     

 
In this section, the impact an implementation of blockchain would have on the e-mobility roaming 
market has been evaluated. Based on the scenario evaluation framework, the advantages and the 
shortcomings of each scenario from the perspectives of technology, market, customer and regulation 
has been presented. When analysing the scenarios through these domains, it was demonstrated that 
Scenario 1 and 2, based on the permissionless blockchain Ethereum, are far away from current 
commercialization due to the volatile nature of cryptocurrencies and regulatory constraints. On the 
other hand, these scenarios are easier to start exploring until the technology is mature, since it does not 
require any initial investment to start building Proof of Concepts for educational purposes.  
 
As for Scenario 3 and Scenario 4, an implementation using a consortium blockchain could be 
beneficial until the market players and the vast majority of customers are comfortable enough to use 
cryptocurrencies and public wallets. Additionally, these scenarios do not have the same scalability and 
security constraints as the ones built on a public blockchain and the transaction costs could potentially 
also be lower. However, these scenarios are highly dependent on the roaming partners’ willingness to 
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initiate a collaboration. Additionally, the need for a transparent record of data might be a disadvantage 
for these scenarios since the provider easily could withdraw the immutability feature.  
 
In general, the market and customer domains are evaluated as low for all scenarios. This is not only 
due to the technology’s lack of maturity but also due to the current fragmentation of the e-mobility 
market and the low market adoption of EVs. Given this, the need for a sophisticated blockchain 
solution is currently not urgent. However, as the electric car stock is predicted to increase rapidly in 
the coming years, value exists in taking a proactive stance and starting to develop solutions capable of 
scalability. Additionally, the prepayment solution is a way for market actors to increase their working 
capital as they get paid directly which is the case in Scenario 1,2 and 3. With an increased amount of 
EVs and fast chargers, this aspect might become important. Overall, all the scenarios prove low 
maturity in most dimensions and there are many uncertainties that still stand in the way of adoption. 
Additionally, except from the results obtained in the Proof of Concept, these dimensions were 
qualitatively discussed and would need to be more quantitatively investigated in future work.  
 
In summary, this chapter presented the analysis and discussion of the second part of the study and 
aimed at providing the information needed in order to answer the sub- research questions. Through the 
empirical findings, four conceivable scenarios based on different blockchain domains were developed, 
that to different extents would change the way roaming is done today. Deriving from the identified 
scenarios, a Proof of Concept was conducted that provided additional practical knowledge about the 
technology. Lastly, based on the scenario evaluation approach, the advantages and the shortcomings 
of each scenario from the perspectives of technology, market, customer and regulation has been 
highlighted. In the following chapter, the main outcomes of the thesis will be displayed and the 
conclusions presented for the second part of the study. 
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12. Conclusion and Discussion Part Two 
This chapter will present the conclusions of the second part of the study. The purpose of this part is 
thus to answer the main research question: “How will the business environment and the functional 
architecture of E-mobility Roaming be affected when implementing blockchain? As the previous 
chapter provided the full discussion and analysis of the sub research questions, this chapter will only 
provide the main outcomes of the study.  
 
Several observations were made from the development of the scenarios and the evaluation of their 
impact on the market landscape and the functional architecture within the e-mobility market. Firstly, it 
becomes evident that many of the current functions and processes could be automated with the use of 
blockchain. As the technology allows for instantaneous settlement of transactions, the current manual 
and time-consuming process of exchanging charge detail records and the following billing and 
settlement functions could be removed. This further has implications on the market landscape as some 
of the responsibilities of the incumbent market players would become obsolete. The pre-payment 
approach and real-time settlement applied in all but one scenario will reduce the need for a trusted 
intermediary to handle the clearing and settlement process. Consequently, some of the current 
responsibilities of the roaming hub will be removed. This will be further affected if the solution is 
built on a consortium blockchain as the validation would be made by the participating roaming 
partners, and the primary responsibility of the roaming hub would be to develop the smart contracts 
and initiating a solution. However, market disintermediation should only be desirable if the main 
responsibility of the intermediary is to bring trust to the market, as this instead can be facilitated by the 
blockchain. As some intermediaries provide additional value and market benefits, removing them just 
for the sake of it should hence not be the goal of implementing blockchain. For this reason, 
eliminating the role of the MSP, which was done in one of the scenarios, is not advisable since they 
bring additional value and services to the EV users. Furthermore, it is essential to understand where an 
absence of trust lies within the market and among which actors it is most profound. From a customer 
perspective, the trust towards MSPs is arguably high, as they already rely on them to provide the 
charging infrastructure and the delivery of electricity into their cars. The trust among competitors 
within a roaming network might arguably be lower given the high level of competitiveness within the 
market. A blockchain solution could, in that case, be beneficial to provide trust among the network.  
 
Although blockchain has the potential to provide scalability, reduce transaction costs and increase 
process automatization, the technology is currently not mature enough to do that. As could be 
concluded from the Proof of Concept, the main identified issues concern scalability as both the speed 
and costs of transactions are currently too high and volatile. Accordingly, due to the inescapable 
obstacles of the technology, the motivating force for implementing blockchain into the current e-
mobility roaming landscape is low at this point. Additional uncertainty derives from the fact that the 
regulatory landscape on both national and international level is uncertain and there is a lack of 
institutional commitment towards blockchain technology. Since both of these issues especially applies 
to public permissionless blockchains, developing large-scale projects on that domain is not currently 
advisable. However, as previously mentioned, public blockchains are beneficial for initiating efforts 
and testing Proof of Concepts as the test net infrastructure can be used without any capital 
expenditures. As the transition away from a centralized structure cannot be done overnight, it could be 
more feasible at this point to start implementing some functions over a consortium blockchain where 
the scalability and regulatory issues are lower. However, as the infrastructure will have to be 
developed, this will demand both a great deal of collaboration among the participating parties and 
higher capital expenditures. Given the current fragmentation of the EV market and lack of 
collaborations in many geographical markets, this might constitute as an obstacle beyond the 
technological limitations of blockchain. Additionally, incumbents holding large market shares could 
potentially see the technology as a threat and thereby prevent the market adoption. 
 
In general, the market and customer domains are evaluated as low for all scenarios. This is not only 
due to the technology’s lack of maturity but also due to the current fragmentation of the e-mobility 
market, the low market adoption of EVs and the limited utilization of public chargers. Given this, it 
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could be argued that the need for a sophisticated blockchain solution is not urgent at this point of time. 
However, as the EV stock is predicted to increase rapidly in the coming years, value exists in taking a 
proactive stance and starting to develop solutions capable of scalability. When the share of electric car 
stock and the volume of transactions increases, the congestion of customer records will increase the 
complexity of the current manual system. One may argue that the anonymous card-payment model 
used by gas stations would work for EV charging as well, but due to the low transactional value of 
each charging session, that set-up is currently too expensive. Additionally, that might only serve as a 
solution in the short term as various upcoming technologies potentially could have an impact on how 
charging is carried out in the future. If solutions such as inductive charging or machine to machine 
payments become a reality, the system would need to seamlessly handle several micro transactions 
between multiple parties at each second. As the car would become a financial entity on its own, 
blockchain solutions could be better suited to fit market developments than card payments as it allows 
for effortless autonomous payments.  
 
This study has presented insights on how blockchain can be adopted within the energy industry and 
what challenges that are currently facing an implementation of the technology. It can thus be used to 
increase the knowledge base for electric utilities on blockchain adoption and to provide decision 
making tools for evaluating the potential of the technology. Many companies are currently 
experiencing a high level of insecurity as it not yet clear what impact blockchain will have on the 
market in the future. One interviewee highlighted this problem “[..] I have dozens of blockchains 
sellers in front of my door, telling me that there are indications that my company will become obsolete 
in five years” (Engel, 2018). Given the immature research context and the exploratory purpose of this 
study, additional research is thus needed to provide both academia and the industry with reliable data 
and additional knowledge about the technology and the implications of an adoption on the market 
landscape. The evaluation approach presented in this study can work at an initial stage but given the 
high uncertainty of the technology and rapid development, there is a need for developing additional 
evaluation frameworks in the future. Furthermore, increasing the understanding of blockchain 
technology does not only bring better preconditions for decision making, but it also puts the current 
everyday operations into question. Throughout this study, many highly relevant use cases for the 
energy sector have been identified, and some of these might be possible to implement without the use 
of blockchain. Conducting more research and building Proof of Concepts are steps in the right 
direction, but the final product does not necessarily have to be built on blockchain if other 
technologies are deemed to be more suitable. Lastly, both e-mobility and blockchain technology share 
a common theme, which is the benefit of cooperation. Given the high benefit of network effects, 
initiating demonstration projects with competitors and different partners in an early stage could help in 
building shared understanding of the issues currently facing the market and to create joint benefits.  
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Appendix 1 - List of Interview Participants 
Individual Interviews  

Name Position Company Type 
Duration 

[min] Date 

Karl Bergman Vice President R&D Vattenfall Face-to-Face 51 2018-02-05 

Xue Wang Business Developer InnoEnergy Face-to-Face 64 2018-02-06 

Christian 
Lagerkvist Blockchain Architect SEB Electronic 58 2018-02-07 

Ivan Liljeqvist 
Cryptocurrency Analyst and 
Developer Ivan on Tech Face-to-Face 37 2018-02-08 

Carol Inoue Dick Business Analyst Vattenfall Electronic 40 2018-02-14 

Mikael Haglund CTO Enterprise Unit IBM Electronic 49 2018-02-14 

Tobias Goodden Venture Development Analyst Fortum Electronic 41 2018-02-15 

Martjin Holtkamp Senior Process Analyst Vattenfall Electronic 45 2018-02-27 

Michiel Sintenie 
Senior Business Development 
Manager Vattenfall Electronic 45 2018-02-27 

Jos Roling Senior IT Architect IBM Electronic 61 2018-03-01 

Kilian Leykam Head of Business Development Vattenfall Electronic 30 2018-03-02 

Alicia Abrams Strategy Manager Vattenfall Face-to-Face 65 2018-03-08 

Sven Jaspers Director Vattenfall Electronic 30 2018-03-22 

Tomas Björnsson Head of Business Unit E-mobility Vattenfall Face-to-Face 30 2018-03-22 

Florian Werner Developer Vattenfall Electronic 60 2018-03-26 

Jan-Peter 
Doomerink Business Developer Enexis Electronic 52 2018-03-27 

Florian Werner Developer Vattenfall Face-to-Face 43 2018-04-04 

Ronald van der 
Scheun Product Owner Vattenfall Face-to-Face 45 2018-04-09 
Dietrich 
Sümmermann CEO MotionWerk Electronic 32 2018-04-11 

Christian 
Gruffman Senior R&D Engineer Vattenfall Face-to-Face 61 2018-04-17 

Graham Turk Visiting Blockchain Researcher KTH Face-to-Face 65 2018-04-18 

Tobias Goodden Venture Development Analyst Fortum Face-to-Face 53 2018-04-18 

Fredrik Murén Senior Demand Manager Vattenfall Face-to-Face 67 2018-04-19 

Mikael 
Söderström Technical Solution Architect Vattenfall Face-to-Face 54 2018-04-20 

Dominik Engel 
Director at Center for Secure 
Energy Informatics 

Salzburg 
University Electronic 62 2018-04-23 

Sukesh Tedla ICT Engineer Ericsson Electronic 44 2018-04-23 

Graham Turk Visiting Blockchain Researcher KTH Face-to-Face 110 2018-04-26 
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Jonas Wallenius Product Manager Innovation Digital Route Face-to-Face 78 2018-05-03 

Jos Roling Senior IT Architect IBM Electronic 56 2018-05-04 

Nick Lincoln Blockchain Developer IBM Electronic 42 2018-05-04 

Graham Turk Visiting Blockchain Researcher KTH Face-to-Face 120 2018-05-09 

Robert Reijmerink Solution Architect Vattenfall Electronic 57 2018-05-15 
 
Group Interviews  

Name Position Department 
Duration 

[h] Date 

Amira El-Bidawi Business Developer 
Customer & Solutions / 
Wind 1 2018-03-07 

Ingrid Buddee Business Developer Customer & Solutions 1 2018-03-07 

Jonas Alin Manager R&D 1 2018-03-07 

Karl Bergman Vice President R&D 1 2018-03-07 

Magnus Berg Portfolio Manager R&D 1 2018-03-08 

Martijn Holtkamp Senior Process Analyst Business Applications 1 2018-03-07 

Michiel Siente Senior Business Development Manager Business Applications 1 2018-03-07 

Monica Löf Programme Manager R&D 1 2018-03-07 

Timo Schumann Business Developer Business Development 1 2018-03-07 

Tomas Björnsson Head of Business Unit E-mobility 1 2018-03-07 

Amira El-Bidawi Business Developer 
Customer & Solutions / 
Wind 3 2018-03-31 

Jochen Bella Ada Digital Transformation Leader Digital Innovation 3 2018-03-30 

Martijn Holtkamp Senior Process Analyst Business Applications 3 2018-03-29 
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Appendix 2 - Long List of Use Cases2  
 

Project Company 
Operations 
at/since  Cluster Description  

AdptEVE Freeelio  2016 Automated P2P trading 

AdptEVE is an energy app that uses AI to optimize the cost and use of 
solar power. Uses blockchain to account for energy value in a building 
with different tokens for various electricity purposes such as feed-in, 
shifting and sharing of electricity.  

Verve Green Running 2016 Automated P2P trading 

Veve is a home energy assistant that combines AI and blockchain to 
plan residential electricity consumption and makes it possible to trade 
electricity among a network. The assistant predicts how much energy 
will be used in the home and sells the surplus power to neighbours.  

 
Grid+  2017 Automated P2P trading 

In the short term, Grid+ will work as an energy retailer, allowing 
customers to buy and sell electricity at wholesale prices. Furthermore, 
they are creating a P2P trading platform that allows customers to trade 
electricity among each other. Customers will have a smart agent that 
buys and sells electricity and can store cryptocurrency.  

 
Solether 2015 Automated P2P trading 

Solether is an open source Ethereum application that will allow for 
individuals and machines to sell and buy electricity within a network. 
P2P energy trading between autonomous machines and humans 

 
 Blocklab 2017 

Consortia, Lab & 
Research  

BlockLab is a field lab that offers expertise, networks and infrastructure 
to its network of participants. Developing multiple projects within 
logistics and energy, they are focusing on putting blockchain technology 
into practice. The prototypes will be delivered in the spring of 2018; 
practical applications are scheduled in Q3-Q4 of 2018. 

NEW 4.0 Ponton  2016 
Consortia, Lab & 
Research  

One part of the NEW 4.0 innovation project is focusing on blockchain 
where Ponton are developing a smart market for renewable energy. 
Using blockchain, the platform will support the trade of flexibility and 
smart balancing products.  

Climate Chain 
Coalition UN 2018 

Consortia, Lab & 
Research  

The Climate Chain Coalition is an UN initiated coalition to encourage 
and evaluate blockchain technology in support of climate action. The 
focus of the project will be to monitor carbon emissions and clean 
energy trading. 

 

Energy Web 
Foundation 2017 

Consortia, Lab & 
Research  

The Energy Web Foundation is a global non-profit organization focused 
on accelerating blockchain technology across the energy sector. They 
are developing their own blockchain test network, Tobalaba in order to 
create a common open source platform which can be used by a variety 
of stakeholders.  

 
Assetron Energy 2017 

Crowdfunding for 
Renewable Energy  

Assetron energy will develop a P2P blockchain solution in order to 
finance renewable energy projects and assets. Their first project is to 
build a large solar power plant in Australia.  

 
Dooak 2017 

Crowdfunding for 
Renewable Energy  

Dooak is an investment platform for distributed energy projects in order 
to accelerate business competiveness in Latin America. The process is 
handled by smart contracts on the Ethereum blockchain.  

 
MyBit 2017 

Crowdfunding for 
Renewable Energy  

Platform that allows for P2P funding of IoT hardware around the world, 
such as solar energy. Owners will get profits if the sponsored assets are 
generating revenue.  

 
The Sun Exchange 2015 

Crowdfunding for 
Renewable Energy  

Sun Exchange is a solar panel sharing economy that offers investors an 
opportunity to fund small-scale solar projects and receive monthly 
returns, either in bitcoin or in the national currency, measured in 
relation to the size of their investment. Focus on funding new solar 
projects in some of the sunniest places around the world.  

 
WaveX 2016 

Crowdfunding for 
Renewable Energy  

WaveX is a platform that connects solar panel investors with people 
who have empty rooftops or space for PVs. The investor can generate 
revenues from the electricity generated and electricity can be sold 
within the network.  

                                                        
2 Collected 2018-06-20 
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XinFin 2017 

Crowdfunding for 
Renewable Energy  

XinFin provides a platform that enables for P2P financing. Focusing on 
making international transactions more transparent and secure.  

 
Solar DAO 2017 

Crowdfunding for 
Renewable Energy  

Solar DAO is a blockchain platform created for crowdfunding for the 
construction and investment in solar plants around the world.  

 
SolarIoT 2017 

Crowdfunding for 
Renewable Energy  

SolarIoT is an application for efficient cooperation in the investment, 
construction, and peer to peer transactions of energy smart-grid systems. 

USIZO Bankymoon 2015 
Cryptocurrency Based 
Payment Systems 

Bankymoon is a software company that have introduced pre-paid 
blockchain smart meters in rural areas in South Africa. This helps 
energy suppliers to collect payments and it allows for third party 
payments as direct energy payments can be sent to the smart meters of 
schools in rural districts. 

 
M-PAYG 2014 

Cryptocurrency Based 
Payment Systems 

M-PAYG uses blockchain to allow for a Pay-as-you go electricity in 
developing countries. Using an application, users can pay from the 
telephones and receive solar electricity even off-grid.  

 
Bas Nederland  2016 

Cryptocurrency Bill 
Payments 

Dutch energy supplier that started to accept Bitcoin payments as a 
means of payment in 2016.  

 
Elegant 2015 

Cryptocurrency Bill 
Payments 

Elegant is a Belgian energy supplier that allowed Bitcoin payments for 
electricity and gas in 2015. The decision to accept cryptocurrency was 
taken after requests from their customers.  

 
Enercity  2016 

Cryptocurrency Bill 
Payments 

One of Germanys largest energy providers that allowed for Bitcoin 
payments for utility bills in 2016.  

 
Marubeni 2016 

Cryptocurrency Bill 
Payments 

Japanese energy retailer that allowed for Bitcoins for electricity bill 
payments in 2016.  

 
Restart Energy 2017 

Cryptocurrency Bill 
Payments 

Romanian-based energy supplier that have accepted Bitcoin invoice 
payments since 2017. They are additionally creating a platform that will 
connect energy producers and customers in a P2P fashion and have 
launched their own RED MWAT token 

 
Envion 2015 Cryptocurrency Mining 

Envion has a system of mobile mining units that can be connected to 
power plants directly, using the overcapacity of renewable energy 
resources.  

 

PRTI & Standard 
American Mining  2017 Cryptocurrency Mining 

PRTI & Standard American Mining have created the first waste-to-
energy power plant that will produce energy specifically for the mining 
of cryptocurrencies. 

 
Hydrominer 2016 Cryptocurrency Mining  

Hydrominer uses the overcapacity of hydropower plants in the Alps to 
mine cryptocurrencies. Doing this, they can get access to lower 
electricity prices and renewable energy. 

 
Enexis 2017 Disaggregated Billing 

Enexis are working together with IBM to develop a solution where the 
electricity cost for charging your EV at home can be separated from the 
rest of the electricity bill. This is especially designed for people having 
a company car where price of the fuel should not be paid by the 
employee.  

 
University West 2017 Disaggregated Billing 

University West have performed a study where they investigated 
machine to machine payments of electricity for specific household 
applications using cryptocurrencies.  

 
Electricchain 2016 

Energy Data Exchange 
Platform  

ElectriCChain is an open solar energy generation data project with an 
initial focus on verifying and publishing data from the more than seven 
million solar energy generators. In the long run, it aims at becoming a 
public tool to monitor global solar energy in real-time. 

 

QIWI, Tavrida 
Electric 2016 

Energy Data Exchange 
Platform  

Payment system operator QIWI are partnering up with global smart grid 
provider Tavrida Electric to record all of Tavridas energy transactions 
and putting them on a blockchain. By declaring energy transactions to 
other parties such a regulatory agencies and other power companies, the 
grid capacity can be better planned.  

 

Totaro & 
Associates 2017 

Energy Data Exchange 
Platform  

Totaro & Associates are developing a platform where companies within 
the energy industry can upload and download data. If the data uploaded 
by one party is used and revenue generated, the company behind it will 
get royalty payments.  

 
Clearwatts 2017 

Energy Data Exchange 
Platform  

Clearwatts uses blockchain in order to help facilitate the cooperation 
between counterparties in the energy industry. By creating a blockchain-
based platform, all participants will have the access to trustworthy 
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market data. The first phase focuses on energy contracts between 
offshore wind farms and their customers. 

 
4New 2017 

Energy Supply Chain 
Management 

4New uses blockchain as a platform for their waste-to-fuel power 
plants. All the data from the supply chain, from the collection of waste 
to the generation and sales of electricity, will be put on the blockchain 
and they are creating their own tokens to fund the first plant.  

 
PetroBloq 2017 

Energy Supply Chain 
Management 

Petrobloq are creating a new blockchain-based platform specifically 
used for the supply chain of oil & gas products. This will bring savings 
in both time and costs and additionally increase the transparency.  

 
DAO IPCI 2016 

Environmental 
Commodity 
Management & Trading 

DAO IPCI are developing a blockchain-based open source platform to 
support environmental initiatives by making it easier to allocate and 
manage environmental assets. The first trade of carbon credits over the 
platform took place in March 2017.  

 

Energy Blockchain 
Labs 2016 

Environmental 
Commodity 
Management & Trading 

Working with IBM, Energy Blockchain Labs are creating a more 
efficient green energy marketplace. Focusing initially at the Chinese 
market, a carbon asset development platform has been developed to 
help organizations more easily comply with the government mandated 
CER quotas. 

 
Evolution Energie 2016 

Environmental 
Commodity 
Management & Trading 

Evolution Energie are developing a system where users can track the 
origin of their energy. Using the system, customers can track the 
renewable power as it moves through the electric grid.  

 
Nasdaq 2017 

Environmental 
Commodity 
Management & Trading 

Following the implementation of its LINQ platform, Nasdaq has 
developed a new authentication service offering to make solar energy 
certificates available via a blockchain. The new service works by 
connecting solar panels to an IoT-enabled device that measures the 
wattage of the power produced and fed into the grid. 

 
Poseidon 2017 

Environmental 
Commodity 
Management & Trading 

Poseidon are using blockchain to simplify the market for carbon credits 
and, for example, remove the risk of double counting and spending of 
certificates.  

 
Veridium 2017 

Environmental 
Commodity 
Management & Trading 

Veridium have created a platform for trading with environmental assets 
such as carbon credits. Have furthermore created two tokens to 
represent natural assets.  

 
Volt Markets 2016 

Environmental 
Commodity 
Management & Trading 

Have created their own blockchain based platform called EnergyChain 
and their own cryptocurrency that works on the platform - Energy 
Efficiency Coin. Applications on the platform includes decentralized 
energy grid services and Smart property and Land Titles registry.  

 
Climatecoin 2017 

Environmental 
Commodity 
Management & Trading 

Climatecoin is a cryptocurrency where each token is equal to one 
carbon credit. The buyers of the tokens can either keep it as an 
investment of offset it.  

 
Energo Labs 2016 

EV Charging & 
Management 

Energy Labs have created a platform both for P2P energy trading and 
for P2P EV charging and smart charging for electric vehicles. Energy 
can thus be traded both between houses but also between machines.  

 
Everty 2016 

EV Charging & 
Management 

Everty are developing a P2P system for EV charging. Individuals with a 
home charging systems can connect their charging stations to the 
network and other peers can come there and charge.  

 
Kepco 2017 

EV Charging & 
Management 

Kepco are planning to construct the world's first EV charging stations 
that use blockchain as a platform for the operations. Blockchain will be 
used both to manage the charging data but also to support customers 
that charge at the stations.  

 
Oxygen initiative 2014 

EV Charging & 
Management 

Oxygen Initiative are testing the German Share & Charge program in 
the US.  

Share & 
Charge MotionWerk 2016 

EV Charging & 
Management 

Share & Charge are developing multiple applications with the EV 
charging and management area; P2P charging, e-mobility roaming and 
eventually also smart charging. For their P2P solution, their application 
allows individuals to operate a charging stations and to get paid over the 
blockchain.  

 
Charg 2017 

EV Charging & 
Management 

The Charg app will make it easy for drivers to connect with all of the 
existing EV charging stations, both private and public. Allowing 
individuals to operate charging stations will increase the number of 
available stations and possibly reduce prices.  
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Blockchainfirst 2017 

EV Charging & 
Management  

Blockchainfirst launched a blockchain-enabled multi- purpose charging 
station for electric cars and motorbikes in the beginning of 2017. Using 
cryptocurrency for the payments, they facilitate for more open access by 
eliminating the need for pre-registration of users.  

Car eWallet ZF, UBS, Innogy 2017 
EV Charging & 
Management  

The car eWallet solution will make the car function as an autonomous 
financial entity. The car gets connected to the blockchain and facilitates 
its own payments for charging, parking, tolls etc.  

 
Electron 2015 

Flexibility Trading 
Platform 

Electron are developing an automated energy supplier switching 
platform that allows customers to switch energy suppliers and 
participate in grid balancing processes. 

 
Energy21, Stedin 2017 

Flexibility Trading 
Platform 

Different from other P2P platforms as it works for both grid operators 
and prosumers. The platforms are a way of making it easier to balance 
the grid 

 

Green Energy 
Wallet 2017 

Grid Stabilization & 
Management 

Green Energy Wallet is a blockchain-based system that allows to lease 
batteries for grid balancing purposes. This could be either home battery 
systems or EVs and the battery capacity can thus be used as a buffer 
store for renewable energy.  

Gridchain  Ponton  

2016 Grid Stabilization & 
Management 

Besides the Enerchain project, Ponton are also conducting a project 
focusing on improving the communication in the grid management 
process between different stakeholders such as TSOs, DSOs, 
aggregators, suppliers and generators 

 
TenneT, Sonnen 2017 

Grid stabilization & 
Management 

Consortium in Germany between focusing on adding residential solar 
panels as a balancing factor to the grid during periods of insufficient 
transport capacity on the grid. 

 

TenneT, 
Vandebron  2017 

Grid stabilization & 
Management 

Partnering with IBM and Vanderbron, TenneT are developing a joint 
solution on how to better manage the grid in the future using the 
capacity of EV batteries to balance the grid in the Netherlands.  

Open Energy 
Network 

Intrinsic ID, 
Guardtime  2017 

Metering Reliability 

Intristic ID and Guardtime are developing a solution that focuses on the 
security of the measurement data put on the blockchain. This includes 
measurements to ensure the authenticity of the sender and the data that 
is added.  

 
Bovlabs 2017 P2P Trading 

Bovlabs are creating a community marketplace for the P2P trade of 
locally generated energy 

 

AGL Energy, 
Marchment Hill 
Consulting  2017 P2P Trading 

P2P platform that allows households and businesses to trade/share 
power locally. Are conducting a pilot project in Melbourne 

Jouliette Alliander, Spectral  2017 P2P Trading 

Alliander and Spectral are developing a platform for prosumers with PV 
panels where they can sell both to local companies/institutions and 
among each other. Have been running a pilot in Germany during 2017. 

Elblox 
Axpo, Wuppertaler 
Stadtwerke 2015 P2P Trading 

Platform where prosumers as well as small scale renewable producers 
can buy and sell electricity locally.  

 

BCPG, Power 
Ledger 2017 P2P Trading 

A platform for the trading of electricity between nearby institutions in 
Thailand - pilot project consisted of mall, schools and service 
apartments.  

 
Conjoule  2017 P2P Trading 

This Innogy spin-off provides a blockchain based platform to enable PV 
owners within the same region to interact with each other. 

Co-Tricity Innogy  2016 P2P Trading 
Developing a market platform towards homeowners who produce solar 
powered energy and local businesses for P2P energy transactions.  

 
CoSol 2015 P2P Trading 

CoSol is using the Ethereum blockchain to create the IoRE (Internet of 
Renewable Energy) software that allows P2P energy trading between 
small producers and consumers. 

 
Dajie 2017 P2P Trading 

Platform for P2P trading of energy and the use of their own token. The 
first stage of the solution is only for prosumers but they are planning to 
involve larger power producers in the near future.  

 
Divvi 2017 P2P Trading P2P energy trading platform for prosumers.  

 
Electrify. Asia 2017 P2P Trading 

Platform where consumers can find small electricity producers, will 
further develop it to also include a P2P trading feature in the future. 
Have also developed a smart meter that will track and audit the 
production called powerpod.  
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Energo 2016 P2P Trading An energy trading platform combined with smart meters 

 
Energy Bazaar 2017 P2P Trading 

A platform for the local trading of energy within rural communities in 
developing countries. Currently only focusing on the Indian market.  

 
Ferranti  2017 P2P Trading A P2P energy trading platform within the scope of the energy supplier.  

 
Greeneum  2016 P2P Trading 

Trading with both physical energy and information such as certificates. 
Greeneum will furthermore offer their solution as plug-and-play ready 
application for energy companies to offer for their own customers.  

 
Hive Power 2017 P2P Trading 

Provides an open platform based on blockchain where prosumers can 
handle their electric energy. A pilot project is set up in Switzerland 

 
Kepco 2017 P2P Trading 

Platform for prosumers to sell their surplus in order to reduce their 
spending on electricity. Producers will get energy points that can be 
traded for cash or used to pay the electricity bills.  

 
Kontrol Energy 2017 P2P Trading 

Platform for connecting producers and consumers with a peer to peer 
energy trading market.  

 

LO3 Energy, 
ConsenSys 2016 P2P Trading 

P2P energy trading platform for prosumers. Have developed the widely-
recognized Brooklyn Microgrid.  

 
OmegaGrid 2017 P2P Trading 

P2P energy trading platform but also focus on utilities and property 
owners that can buy property to install Solar Panels to be able to trade 
locally. Biggest focus on utility companies by removing the risk of 
distributed generation 

 
Oursolargrid 2016 P2P Trading 

Setting up a community of producers of solar energy where users can 
trade or share electricity locally. Aiming at restoring the incentives for 
investments in solar power.  

SPREAD 
Platform  

Positive Energy. 
Community  2017 P2P Trading 

P2P energy trading platform but also facilitates for crowdsourcing and 
crowdfunding for green energy assets such as solar PVs and wind 
turbines.  

 
Power Ledger  2016 P2P Trading 

Power Ledger are developing a trustless and transparent energy trading 
platform that in the long run aims at hosting several different 
applications such as EV charging and P2P asset funding. The P2P 
energy trading platform both for individuals and on a wholesale basis is 
the only application that currently is fully developed.  

 
Power-Blox 2015 P2P Trading 

Hardware for creating off-grid "portable sockets" and can thus be used 
to build mini-grids to provide solar power in developing countries. P2P 
trading project set up in a community garden.  

 
PowerPeers 2016 P2P Trading 

P2P energy trading platform that are currently investigating the use of 
blockchain for their solution. 

 
Solar Bankers 2017 P2P Trading 

Decentralized energy systems that allows for P2P trading within a 
community by using their own token called SunCoin. The coins can be 
used to either buy equipment or to trade electricity. 

 
Sunchain 2016 P2P Trading 

Pilot project in France which creates both a platform for P2P trading on 
a local level but also the possibility to consume electricity away from 
the production site 

 
Suncontract  2016 P2P Trading 

Platform not only for electricity but also for buying solar power plants, 
heat pumps etc.  

 
Toomuch.energy 2017 P2P Trading 

P2P trading platform for corporate customers who can sell their surplus 
to other companies.  

 
Wepower 2017 P2P Trading 

A platform for P2P trading of renewable energy. The aim of the 
platform is to fund renewable energy projects through the sale and 
trading of the “tokenized” energy produced by those systems. 

 

U.S Department of 
Energy 2018 P2P Trading  

U.S Department of Energy have partnered up with BlockCypher to 
develop solutions for P2P energy trading in order to enable distributed 
energy markets.  

 
Pylon Network 2017 P2P Trading  

P2P trading platform where prosumers gets rewarded for their 
production of renewable energy. Uses their own smart meter called 
Metron that is integrated to the blockchain and validates all the 
transactions.  

 
Alastria  2017 Platform 

A platform for multiple blockchain applications supported by some of 
the largest companies within Spain. Developed together with the 
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Spanish government and universities. 

 
Daisee 2016 Platform 

Want to create the "Internet of Energy" and thus create an infrastructure 
around different energy applications.  

PowerToShare ToBlockChain  2016 Platform 

Have created a software platform that can host various applications such 
as P2P trading and certificates of origin. Currently includes five 
decentralized applications.  

 
EnLedger 2016 Platform 

Have created their own blockchain based platform - EnergyChain and 
their own currency that works on the platform - Energy Efficiency Coin. 
Applications on the platform includes decentralized energy grid services 
and Smart property and Land Titles registry.  

 
Grid Singularity 2016 Platform 

Developing a blockchain based platform that is intended to connect 
energy producers, network operators, regulators and consumers. 
Specifically, the project’s mission is to build a DApp platform for the 
energy industry that will cover all parts of the supply chain. 

 
Prosume 2016 Platform 

A blockchain based platform with several different applications such as 
P2P trading, smart metering and EV charging and management.  

 
StromDAO 2017 Platform 

An open platform where any market participant can build and run 
applications. StromDAO also helps create applications for companies 
and individuals.  

 
Watt coin 2015 Platform 

Watt coin are developing a blockchain-based payment platform that can 
be plugged in to other P2P trading applications. The goal is to improve 
access to energy for people that are not connected to the grid.  

 
EverGreenCoin 2016 

Tokenization of 
Renewable Energy A cryptocurrency designed to invest in the environment.  

 
Farad 2017 

Tokenization of 
Renewable Energy Cryptocurrency linked to the production of ultra-capacitors.  

 
ImpactPPA 2017 

Tokenization of 
Renewable Energy 

ImpactPPA is creating a decentralized energy platform and an energy-
based cryptocurrency. The MPAQ token will be sold in order to fund 
future projects within communities in developing countries without 
access to electricity.  

 
Local-E 2017 

Tokenization of 
Renewable Energy 

A platform to support local solar production. By buying tokens 
customers agree to buy local solar power to a fixed charge.  

NRG Coin 

Scanergy, 
Enervalis, Vrije 
Universiteit 
Brussel  2015 

Tokenization of 
Renewable Energy 

Renewable energy producers are rewarded NRG coins for each kWh of 
electricity that they feed into the grid. The NRG coins can thus possibly 
replace renewable energy certificates as one coin is equal to the 
production of one kWh of renewable energy.  

 
GrünStromJeton 2017 

Tokenization of 
Renewable Energy 

GrünStromJeton are providing tokens to consumers of renewable energy 
so that they can track the actual share of received green power 
compared to grey power. This will increase the transparency for 
consumers.  

 
SolarCoin 2016 

Tokenization of 
Renewable Energy 

Solarcoin is a digital currency given to any producer of solar energy in 
order to incentivize the production of renewable energy. For every 
MWh produced, the producer is rewarded 1 SolarCoin.  

 
Swytch 2017 

Tokenization of 
Renewable Energy 

A cryptocurrency that creates incentives for the production of renewable 
energy by verifying the production. Received tokens can be monetized 
through trade.  

Recycle to 
Coin  BCDC  2017 

Tokens to Reward 
Sustainable Behaviour 

The Recycle to Coin project is an application where participating 
individuals get rewarded tokens for recycling bottles and cans.  

 
CarbonX 2017 

Tokens to Reward 
Sustainable Behaviour 

A global platform for P2P carbon trading. CarbonX buys carbon offsets, 
turn them into CxT tokens and allows companies to use them for 
rewarding customers on environmentally sound purchases. 

 
Ecocoin 2016 

Tokens to Reward 
Sustainable Behaviour 

ECO coin is a currency with both economic and ecological value. Does 
not currently use blockchain but plan to do so in the near future.  

EnergiToken Energi Mine  2017 
Tokens to Reward 
Sustainable Behaviour 

Decentralized platform that will create financial incentives for 
rewarding individuals' energy efficient behaviour. The tokens could be 
used for paying for electricity or for EV charging.  

 
BP, Shell, Statoil 2017 

Wholesale Energy 
Trading and Settlement 

Developing a blockchain-based platform for the wholesale trading of 
Oil and gas. Working together with software developer BTL.  
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OneOffice BTL 2018 
Wholesale Energy 
Trading and Settlement 

Back office system developed by BTL that aims at delivering cost 
savings across the trade life cycle. The focus is on facilitating what 
happens after the trade takes place and the solution will improve the 
efficiency in trading and operations. The initial focus will be on the 
trade of gas but it is supposed to be applicable for all energy 
commodities in the future. 

 
CGI, Eneco  2017 

Wholesale Energy 
Trading and Settlement 

Collab to investigate the potential of using blockchain for a 
decentralized heat trading. Pilot project is set up in Rotterdam. 

 
Drift 2017 

Wholesale Energy 
Trading and Settlement 

Creating a platform that allows access to wholesale energy markets for 
individuals by connecting producers and consumers directly. Applying 
an aggregated method, Drift can reduce the electricity prices for its 
customers.  

 

Platinum Energy 
Recovery 
Corporation 2017 

Wholesale Energy 
Trading and Settlement 

A blockchain based platform for the trading of wholesale energy 
commodities in Asia. 

Enerchain Ponton  2016 Wholesale Energy 
Trading and Settlement 

Software company providing solutions for B2B integration. Created a 
decentralized energy trading platform for the OTC wholesale energy 
market which is supported by more than 30 of the leading European 
Energy Trading companies  

Interbit 
Platform BTL 2017 

Wholesale Energy 
Trading and Settlement 

A European trading platform that includes 9 leading energy trading and 
oil & gas companies. The focus of the project was to deliver "gas 
trading reconciliation through to settlement and delivery of trades."  
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Appendix 3 - Use Case Activity and Overview 
P2P Trading  
Activity  
P2P trading is currently the most common use case within the energy industry and probably the most 
publicly acknowledged (Montemayor, Boersma and van Dorp, 2018). The applications range from the 
creation of platforms for facilitating the trade to the adoption of energy tokens, and the creation of 
automated trading agents. P2P trading solutions are developed mainly by start-ups such as Power 
Ledger, LO3 Energy and Conjoule, but the solutions are being adopted by utilities such as Vector, 
Alliander and BCPG in different collaborations. Additionally, most projects tokenize the data and 
utilize the tokens to facilitate the trade within the P2P trading community. Automated trading using 
machine learning is an upcoming area of activity where blockchain makes it possible to enable 
machine-to-machine based interactions. Grid + are developing a smart agent for energy trading that 
can plan the energy consumption and buy and sell electricity accordingly. Similar solutions are also 
being developed by Freeelio with their Adpteve solution and Greenrunning.  
 
Tokens to Reward Sustainable Behaviour  
Activity  
The activity within this area is dominated by start-ups that have created tokens to incentive and reward 
sustainable behaviour in various ways. The most widely recognized project is Energi Mine which is a 
UK-based startup developing both a P2P energy trading platform and a global eco-system where users 
are rewarded with tokens for energy-efficient behaviour. Tokens can either be bought on coin 
exchanges or be earned by adopting an energy-saving behaviour, such as commuting via public 
transport, using an EV instead of a conventional car or consuming less energy. The data will be 
collected through readings of smart meters and from stakeholders such as public transport companies. 
BCDC is another UK based start-up that have designed a solution named RecycleToCoin which aims 
to incentives the public to recycle waste through the use of blockchain technology (Bcdc.online, n.d.).  
 
Developed by Next Nature Network, the ECO coin is a currency which aims to represent more than 
economic value by rewarding activities with a positive ecological footprint. The coins can be earned 
through any sustainable action decided by a local community. For example, if a neighborhood wants 
to recycle plastic waste, they can come together and decide to pay an ECO per bag of recycled goods. 
ECOs can then be spent at local shops, bars or supermarkets (ECOcoin, n.d.).  
 
EV Charging & Management 
Activity  
Indigo Advisory deems EV charging and sharing as one of the areas with the greatest near-term 
opportunities for blockchain implementation within the energy sector (Groarke, 2017). This can also 
be seen in the use cases in the area as some applications are close to commercialization. The Share & 
Charge initiative from MotorWerk have developed several different applications for blockchain based 
EV charging on their platform. Through their Oslo2Rome project, they used blockchain to facilitate 
Roaming across different networks in Europe, and they have additionally created a decentralized 
marketplace that connects EV owners to both private and public charging stations. Most EV owners 
have their own charging stations at home, and the Share & Charge solution addresses this as their 
platforms makes it possible for private individuals to operate their own charging posts and get paid in 
real time. Similar projects allowing private residential to operate charging stations are carried out by 
the Oxygen Initiative in the US and by Everty in Australia. Additionally, Sunchain is introducing an 
off-site consumption application where the electricity generated from residential solar panels can be 
used for the charging of their EV away from home.  
 
ZF, UBS and Innogy have jointly developed the Car eWallet. Using the Car eWallet, fees for tolls and 
charging can automatically be paid for as the eWallet independently makes payments (ZF 
Friedrichshafen AG, 2017). This will thus facilitate the customer experience as no separate 
registration or login process will be needed for the use of charging stations. A similar solution is also 
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being developed by Energo whose platform gives EV’s their own digital ID and wallet on the 
blockchain.  
 
Environmental Commodity Management and Trading 
Activity  
Strategy consulting company Emerton classifies blockchain as a “natural instrument” to be used for 
renewable energy certificates as it enables trust and simplicity (Bonenfant, Plessis and Zimmer, 
2017).The activity within this area is focused both on the issuing and trading of carbon credits and 
RECs. IBM are together with Energy Blockchain Labs developing a blockchain platform for carbon 
trading in China. This will significantly reduce the time and cost it takes for companies to generate 
carbon assets and thereby facilitate the currently implemented carbon emission system. DAO IPCI is 
in a similar way developing a platform for the management of environmental assets and the first trade 
with carbon credits was executed in 2017 (Montemayor, Boersma and van Dorp, 2018). Other 
companies such as Volt Markets and Evolution Energie focus on the tracking and certification of 
renewable energy. The Climate Chain Coalition is an UN initiated coalition to encourage and evaluate 
blockchain technology in support of climate action, such as monitoring carbon emissions. Another 
consortium active within this field is the Energy Web Foundation. They identified certificates of 
origin as one of the top prioritized blockchain applications and are currently working on deploying a 
blockchain-based certificate of origin system in several voluntary markets (Miller and Henly, 2017). 
Their decentralized application EW Origin will automate data collection from the production sources 
and thereby work in a plug-and-play manner with the existing REC and certificates of origin markets 
(Miller, 2018).  
 
There are furthermore many companies that have created tokens connected to the production of 
renewable energy, such as SolarCoin and NRGcoin. The coins provide a transparent and verified 
record of the generated energy from renewable sources and in that way they resemble REC’s and the 
currently implemented system for the issuing, tracking and trading of them. Additionally, some 
companies that are developing platforms such as Grid Singularity, Power Ledger and Greeneum also 
plan to develop applications for the reporting and trading of carbon credits and RECs.  
 
Wholesale Energy Trading 
Activity  
This area has a lot of potential for process improvement and digitalization and is viewed by some as 
the most commercially mature use case (Besnainou, 2018). As a trade requires multiple parties, most 
use cases are joint collaborations between several large actors in the energy sector. The activity 
additionally involves all three stages of the trading process, from the execution of trades to the 
facilitation of back-office operations in the post-trade stage. However, most initiatives focus on 
facilitating Over-the-Counter trade as the vast majority of all energy is traded in that way 
(Rademaekers, Slingenberg and Morsy, 2008). The Enerchain trading tool developed by Ponton is 
supported by more than 30 of the leading European energy trading companies, and the focus lies in the 
matching of buyer and seller in the trade execution stage. Additionally, Ponton is a partner in the 
NEW 4.0 project, focusing on the development of a Smart Market which involves flexibility trading 
and smart balancing products (Enerchain.ponton.de, n.d.).  
 
BTL has two projects in the wholesale energy area, one focusing on the trade reconciliation and their 
OneOffice project extending the focus of the first project onto the settlement processes in the post-
trade phase. The initial focus of the OneOffice project will be on gas trading but will later involve 
other energy commodities as well. These projects are carried out with some of Europe's leading gas- 
and energy companies such as BP, Gazprom and Wien Energie (BTL, 2017). 
 
Grid Stabilization & Management 
Activity  
One of the leading TSOs in Europe, TenneT, is currently conducting two different projects together 
with IBM focusing on grid balancing involving customers who get compensated for trading their flex 
capacity. In Germany, TenneT has partnered up with Sonnen in order to create a virtual energy pool of 



 122 

decentralized energy storage systems. A pool of batteries from home owned rooftop solar panels is 
connected to a network, thus allowing the system to absorb or discharge excess power within seconds 
when needed. This provides TenneT with an available pool of flexibility that can be used to balance 
the grid and to remove congestion in the energy system. In the Netherlands, they are working together 
with Vandebron to use EVs as a tool for grid balancing. Vandebron’s customers with an EV can 
choose to participate, and the cars will then stop charging if there is an imbalance in the grid. The 
project is initially carried out only with customers who have a Tesla and participants get compensated 
on a monthly basis for participating.  
 
UK start-up Electron is working on developing a platform for flexibility services. By doing this, they 
want to exploit flexibility potential that is currently not utilized or accessible due to high transaction 
costs and market regulations such as households with installed battery capacity (Buchmann, 2017). 
Similarly, Green Energy Wallet is aiming to connect EVs and home batteries to a large energy storage 
system for grid balancing. Additionally, Enerchain developer Ponton is with their Gridchain project 
developing a prototype for synchronizing the activities of TSOs, DSOs and aggregators to optimize 
grid management processes.  
 
Aggregated Billing/Micropayments 
Activity 
The activity within this area is somewhat limited, but there are some upcoming use cases that are in an 
early development phase. IBM are together with Enexis developing a sub-metering solution that 
allows large energy consuming IoT connected devices to record their energy consumption on the 
blockchain. In this initial phase of the project, Tesla cars are used and all of their metered energy 
activities are put on the blockchain. This allows consumers to have a different energy retailer specific 
for their EV than to the rest of their home and thus facilitates for people having a company car where 
the fuel should be paid for by the company. EV’s are just the start of this project and the vision for the 
future is that more smart appliances also can be connected and bought as a service together with the 
electricity. Additionally, Electron has developed a blockchain based switching process for electricity 
consumers in the UK. The process allows customers to switch energy supplier up to 20 times faster 
than with the current solution and they are working on reducing the switching time down to 15 
seconds. This could be seen as a first step towards allowing micropayments as many of the barriers to 
identifying and switching suppliers will be removed.  
 
Energy Data Exchange Platform  
Activity  
The activity in this area is mostly dominated by Grid Singularity who are developing a blockchain 
based, decentralized energy data exchange platform that can host a wide array of different 
applications. One service of the platform will be monitoring and sharing data of energy production 
Worldwide (Raven and Shandross, 2017). According to Capgemini, it is expected that similar 
blockchain-based platforms for additional utility domains will be developed shortly (Chelladurai, 
2018).  
 
Other activities in the area include Dutch startup Clearwatts that are developing a blockchain based 
platform for energy data to enhance the collaboration between counterparties in the energy system. 
The company will work as a third party in energy trades and provide a distributed database that 
discloses information required to execute and settle the agreements (Montemayor, Boersma and van 
Dorp, 2018). The first phase of the project will focus on energy contracts between offshore wind 
producers and their customers. ElectriCChain, the backbone of SolarCoin, is an open blockchain solar 
energy project with an initial focus on verifying and publishing data from more than seven million 
solar energy producers. They are posting real-time, global, solar production data to facilitate the 
monitoring of solar energy for scientists and researchers. Finally, Qiwi, a Russian payment system 
operator is cooperating with Tavrida Electric in a pilot project to use blockchain to track energy 
transactions. The aim of the project is to record each energy supply deal and make it visible for other 
energy companies as well as government regulatory agencies (Bit.news, 2016).  
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Cryptocurrency Based Payment Systems  
Activity  
Bitcoin payments for electricity have been accepted as means of payments by various energy 
companies since 2014, and as the use of cryptocurrencies continues to grow worldwide, this area can 
become of increased focus for companies’ customer engagement strategies (Groarke, 2017). Several 
energy and utility companies currently accept bitcoin bill payments and Indigo Advisory deems this 
area to gain more attention as cryptocurrencies continue to gain traction globally, especially in 
markets with a high bitcoin penetration (Groarke, 2017). BAS Nederland was the first energy 
company in the world to accept bitcoins for bill payments in 2014 and other companies such as 
Marubeni, Enercity, Restart Energy and Elegant have later followed suit. The blockchain consultancy 
firm Bankymoon has developed a social innovation project aiming at making electricity available in 
rural areas in South Africa. This is done by installing blockchain-aware smart meters that anyone in 
the world can send cryptocurrencies to, to top up the balance. M-PAYG have in a similar manner 
developed a pay-as-you-go solar energy system for people and companies in developing countries 
without secure access to electricity.  
 

 
  

Cluster Definition Key actors Expert Opinion 

P2P Trading 
The direct trading of energy between 
prosumers or small scale producers of energy 
without the use of a third party intermediary 

Power Ledger, LO3 Energy, 
Conjoule, OmegaGrid, We 
Power, Grid+, 

High strategic relevance for an energy utility but the 
customer demand in the Nordics can be questioned 

Tokens to reward 
sustainable behaviour 

Platform allowing for information sharing of 
activities that affects the individual carbon 
footprint with the purpose of awarding tokens 
for sustainable behaviour 

Energimine, CarbonX, 
RecycleToCoin, Eco coin - 

EV Charging & 
Management 

The use of smart contracts in order to facilitate 
the charging and charging management 
infrastructure for EVs 

Share & Charge, Oxygen 
Initiative, Car eWallet, Everty 

Considered to have high potential for a near-term 
implementation. Natural use case to initiate 
blockchain efforts given the current development 
and existing infrastructure. 

Environmental 
Commodity 
Management & Trading 

The issuing, tracking and trading of REC’s and 
Carbon assets. Involves both the currently 
implemented system as well as the tokenization 
of renewable energy. 

Energy Web Foundation, 
Energy Blockchain Labs 
together with IBM, SolarCoin, 
The Climate Chain Coalition 

Very relevant use case for blockchain as the current 
system is error prone and involve multiple parties 

Wholesale Energy 
Trading and Settlement 

The trade of energy commodities on wholesale 
markets. The focus is on supporting the trading 
volumes and reduce transaction costs in Over 
the Counter trading. 

Enerchain developed by 
Ponton, European trading 
project and OneOffice 
developed by BTL 

Beneficial use case in the short term as it targets on 
improving operations within existing systems. 
Remains to be seen how big part of all the trades that 
will actually be done over blockchain. 

Grid Stabilization & 
Management 

The processes connected to the frequency 
balancing of the grid and congestion 
management. Involves both the coordination of 
participating actors and appliances as well as 
distribution of compensation. 

TenneT, Sonnen and 
Vandebron together with IBM, 
Electron 

High relevance in the future given the transformation 
of the energy system. Blockchain is deemed to be 
necessary for a successful implementation 

Disaggregated Billing 
The tracking and division of home electricity 
consumption to specific devices and/or other 
divisions in order to facilitate separate, 
unbatched, payments. 

Enexis together with IBM, 
Electron 

Important step towards a servicification of electricity 
and home appliances. Blockchain allows for a 
coordination of a large number of transactions with 
low value. 

Energy Data Exchange 
Platform 

Data exchange platforms for the 
communication between energy companies, 
regulatory agencies and grid operators. 

Grid Singularity, Clearwatts, 
ElectriCChain, Qiwi together 
with Tavrida Electric 

- 

Cryptocurrency Based 
Payment Systems 

The use of cryptocurrencies for both traditional 
payments of invoices and the use of blockchain 
aware pay-as-you-go meters. 

BAS Nederland, Marubeni, 
Enercity, Restart Energy, 
Bankymoon, M-PAYG 

Some potential is seen in pre-paid electricity options 
but the overall market for cryptocurrencies is 
deemed to be insignificant for Vattenfall’s core 
markets at this point. 
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Appendix 4 - Smart Contract  
pragma solidity ^0.4.18; 
 
contract ChargeRoaming { 
 mapping(address => bool) public whitelist; 
 mapping(uint => bool) private chargePointReserveList; 
 mapping(uint => Reservation) public reservations; 
 mapping(address => uint) public coinBalances; 
 address authority; 
  
 // A charge station reservation 
 struct Reservation { 
 address user; 
 uint time; 
 uint escrow; 
  address msp; 
  address cpo; 
 } 
  
 // Constructor 
 // Assign single authority account 
 constructor() public { 
 authority = msg.sender; 
 } 
  
 // Register a user for participation in the Roaming network 
 // OBS: Only authority can call this function 
 function registerUser(address user) public { 
 require(msg.sender == authority); 
 whitelist[user] = true; 
  coinBalances[user] = 0; 
 } 
 
 // Mint coins for a user 
 // OBS: only authority can call this function 
 function mintCoins(address user, uint amount) public { 
  require(msg.sender == authority); 
  coinBalances[user] += amount; 
 } 
 
 function getBalance(address user) public view returns (uint) { 
 return coinBalances[user]; 
 } 
  
 // User reserves charging station 
 // Emits time that reservation expires (so that authority can 
cancel the reservation then) 
 function reserveChargePoint(uint deposit, uint cpId, uint _time, 
address _msp, address _cpo) public { 
 // Require user to send at least 10 virtual coins 
  require(deposit >= 10); 
 require(whitelist[msg.sender] == true); 
  require(coinBalances[msg.sender] >= deposit); 
 require(chargePointReserveList[cpId] == false); 
  



 125 

  // Decrement user's coin balance 
  coinBalances[msg.sender] -= deposit; 
 
  uint expire = now + _time; 
   
  // Create a new reservation and mark charging point as reserved 
  reservations[cpId] = Reservation({ 
  user: msg.sender, 
  time: expire, 
  escrow: deposit, 
   msp: _msp, 
   cpo: _cpo 
  }); 
 chargePointReserveList[cpId] = true; 
 
 } 
 
 // Authority cancels the reservation 
 // Can be called because time expired or some other reason 
 function cancelReservation(uint cpId) public { 
  require(msg.sender == authority); 
  Reservation storage r = reservations[cpId]; 
  r.user = 0; 
  r.time = 0; 
  r.escrow = 0; 
  r.msp = 0; 
  r.cpo = 0; 
 
  chargePointReserveList[cpId] = false; 
 }  
  
 // Answers whether user is allowed to begin charging 
 function initiateChargeSession(uint cpId) public view returns 
(bool) { 
 require(whitelist[msg.sender] == true); 
 require(chargePointReserveList[cpId] == true); 
  
  Reservation storage r = reservations[cpId]; 
  
  // Require that caller reserved this charging station 
 require(r.user == msg.sender); 
 
  // Require that reservation has not expired 
 require(r.time > now); 
  
 return true; 
 } 
  
 // Called after charge session is complete to handle billing 
 // Emits payment information so authority can calculate the share 
of payment off-chain 
 function completeChargeSession(uint cpId, uint energyAmount) public 
returns (uint, uint) { 
 require(whitelist[msg.sender] == true); 
 require(chargePointReserveList[cpId] == true); 
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  Reservation storage r = reservations[cpId]; 
 
  // Require that caller reserved this charging station 
 require(r.user == msg.sender); 
  
  // Retrieve the cost 
 uint cost = lookupPrice(energyAmount); 
 uint refund = r.escrow - cost; 
  coinBalances[msg.sender] += refund; 
 
 coinBalances[r.msp] += cost / 2; 
 coinBalances[r.cpo] += cost / 2; 
 
 r.user = 0; 
 r.time = 0; 
 r.escrow = 0; 
 r.msp = 0; 
 r.cpo = 0; 
 
  chargePointReserveList[cpId] = false; 
 } 
  
 // Looks up the total cost based on an amount of energy consumed 
 function lookupPrice(uint energyAmount) private pure returns (uint) 
{ 
  return energyAmount * 2; 
 } 
}  
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