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Abstract 

In recent years, buildings have been starting to become more automated to match the demand for 

energy efficient and sustainable housing. Subsystems, or so-called Building Management Systems 

(BMS), such as heating, electricity or access control, are gradually becoming more automated. The 

next step is to integrate all BMS in a building within one system, which is then called a smart 

building. However, while buildings are becoming more and more automated, the concerns of 

cybersecurity grow larger. While integrating a wide range of Internet of Things (IoT) devices with 

the system, the attack surfaces is larger, and this, together with the automation of critical 

subsystems in the building leads to that attacks in worse case can harm the occupants of the 

building.   

 In this paper, the threats and risks are analyzed by using a security threat model. The goal is 

to identify and analyze potential threats and risks to smart buildings, with the purpose to give 

insight in how to develop secure systems for them. The process of the model includes five phases of 

which this study focuses on phase one and three, identifying losses after a successful attack, and 

determine goals and intentions of the attackers for specific attacks, respectively.  

 As a result of the security analysis potential threats were defined, in which the ones with 

highest threat event frequency included data leaks and disabling the heating system. Some 

vulnerabilities and recommendations to improv the system is also discussed, which is of importance 

so that occupants can continue to live and work in sustainable, reliable and secure facilities. 
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Sammanfattning 

På senare år har fastigheter utvecklats till att bli mer automatiserade för att matcha efterfrågan på 

energieffektiva och hållbara bostäder. Fastighetslösningarna (Building Management Systems, 

BMS), såsom värme- eller passersystem, blir gradvis mer automatiserade. Nästa steg är att integrera 

alla BMS i en byggnad till ett gemensamt system, som då kallas för en smart fastighet. Medan 

byggnader blir alltmer automatiserade, växer oron kring cybersäkerhet eftersom man dels 

integrerar ett stort antal Internet of Things (IoT)-enheter med systemet och samtidigt automatiserar 

många kritiska fastighetslösningar. I värsta fall skulle därför en utomstående attack kunna leda till 

fysisk skada på fastigheter eller personer som befinner sig där.  

 I denna studie utförs en säkerhetsanalys där dessa hot och risker analyseras med hjälp av en 

hotmodellering. Målet är att identifiera och analysera potentiella hot och risker för smarta 

fastigheter, med syftet att ge insikt i hur man bör säkra dessa system. Modelleringen innehåller fem 

faser, av vilka denna studie fokuserar på fas ett och tre. I första fasen identifieras vilka förluster som 

finns för företag och boende efter en framgångsrik attack och i fas tre identifieras angriparnas mål 

och avsikter för specifika attacker.  

 Ett resultat av säkerhetsanalysen är att av de potentiella hot som definierats, är de med 

högsta antalet försök till attack per år (Threat Event Frecquency, TEF) dataläckage och att 

inaktivera värmesystemet. Några sårbarheter med smarta fastigheter och rekommendationer för att 

förbättra systemet diskuteras också. Att utveckla säkra system till smarta fastigheter är av största 

vikt för att personer kan fortsätta bo och arbeta i hållbara, pålitliga och säkra byggnader. 

Nyckelord 

Smarta fastigheter, Cybersäkerhet, Hot, Risk
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1 Introduction 

1.1 Background 

Around 40% of Sweden’s total energy use is used in the residential and service sector [1]. The 

demand for energy efficient and sustainable solutions are high and smart buildings is one solution 

that have been discussed in recent years. As the name suggests, a smart building is integrating 

subsystems, or building management systems (BMS), such as heating, ventilation and air conditions 

(HVAC) and electricity, within one system, to make them adaptable and automated, thus “smarter”. 

Today, buildings could have BMSs that are in some ways already automated, for instance, using a 

smart thermostat or a smart electricity meter. However, in a fully automated smart building all 

BMSs should be sharing a horizontal platform which enables them to communicate [2]. A Smart 

building will be more environmentally friendly, personalized for residents or office spaces and an 

important step along the way to make smart cities reality.  

Since more subsystems and Internet of Thing (IoT) devices are connected than in traditional 

housing, the number of attack surfaces will naturally be higher. For smart buildings to be as reliable 

as other kind of housing, the security needs to be taken into consideration throughout the whole 

system.  

For insight in how smart buildings are developed and designed this study is made in 

collaboration with Stena Fastigheter, one of Sweden’s largest private owned real estate companies, 

currently owning and operating 25 000 residential and 3 500 commercial buildings [3]. The 

company is now in the process of developing and implementing the system needed for smart 

buildings.  

1.2 Problem definition 

With smart buildings the possibility for attackers to remotely access the system to disable or control 

it, is a risk that does not exist for traditional buildings. The consequences could be disastrous if, for 

instance, the heating is turned off, the security alarms disabled, or the access control modified 

suddenly letting unauthorized people into the building. Therefore, it is relevant to know what 

potential threats, risks and vulnerabilities pose to smart buildings to know how to properly secure 

the system.  

1.3 Purpose 

By using a threat model used to assess cyber security risks of large-scale computer systems, the 

purpose with this study is to address the security risks of smart buildings. This could hopefully give 

some insight in how to develop the system to prevent and avoid attacks.  

1.4 Goals 

The goal with this study is to do a security analysis of smart buildings, for the reason to clarify what 

threats are directed to smart buildings. The overall goal can be divided into two parts.  

• To identify potential losses for residents, companies and property owners after a successful 
attack 

• To identify goals and intentions of the attacker and the probability of specific attacks to 
occur 
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The last goal is to, by using results from the above sub-goals, identify vulnerabilities within the 

system and formulate recommendations on how to prevent or avoid attackers from exploiting them. 

1.5 Delimitations 

The system used as a basis for this security analysis is not a real-life smart building. The basis is 

instead recent studies and research partly on smart buildings, but mostly on isolated BMS. This 

makes the analysis somewhat limited to threats and vulnerabilities for each BMS rather than to the 

system as a whole. To make the analysis broader, assumptions had to be taken in regard to how 

subsystems are connected and function together. It is assumed that vulnerabilities exist within the 

system so that it is possible for an attacker to reach other subsystems from different starting points.  

This study is also limited to mainly remote attacks, rather than attacks that need physical access 

to the attack surfaces. 
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2 Background 

2.1 Smart Buildings 

A smart building consists of different subsystems or building management systems (BMS) that are 

connected through an automation platform. In order for a smart building to be working as thought 

is to collect a lot of data. The data needed is everything from the conditions of sensors, status of the 

electricity grid and how residents or companies use the system [4]. Eventually, enough data will be 

collected, and the system will be sophisticated enough to make smart buildings truly automated, 

learning and adapting using AI [4]. As for today’s smart buildings, the system is partly automated, 

but operators are needed for control, monitor and configurating the system.  

2.1.1 Network design 

The overall structure of a smart building is usually the same, even though which kind of hardware, 

software and networks that are used differ. The network design is often divided into layers: field 

layer, automation layer and management layer [5] [6], as seen in Figure 1. The field layer has direct 

contact with the physical world and include sensors and actuators, such as smart electricity meters 

and temperature sensors. The automation layer describes the control logic needed for executing the 

suitable actions. Some sensors will need a bridge, controllers or in the case of security cameras, an 

NVR. It is also appropriate to include an automation platform in this layer as well [4]. This software 

is needed for collecting data from devices in the field layer, process it, and communicate it back to 

the controllers. The automation layer is the bridge between the physical and the cyber world.  

 

Figure 1 Network architecture of a smart building 
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 The management layer implements the workstation and software that operators needs to 

monitor, control, configurate the system. There is usually a user interface for residents and 

companies to be able to control some subsystems themselves, for example lighting. This app will 

therefore be connected to the automation platform.  

2.1.2 Attack surfaces 

Attackers could potentially make an attack through all three layers. The attacker can remotely or 

physically access workstations, a programmable logic controller (PLC) or sensors connected to the 

Internet, as a study publicized by Cornell University in 2019 suggests [5]. The same study continues 

to explain that once the attackers have reached the local network, they can potentially reach other 

subsystems that are connected. When an attacker reaches a desirable PLC, they may turn off that 

subsystem or in other ways modify it. The researchers built an automated building laboratory, 

accessing an IP camera from the Internet by exploiting vulnerabilities in the camera, then making a 

lateral movement to the workstation by exploiting a misconfigured MS-SQL server, and was able to 

get their malware running. Which then moved to the PLC for access control, giving an unauthorized 

person access to the building. Their developed proof-of-concept were modular, which according to 

the researches, made them able to use different point of entry and other targets such as HVAC 

controllers.   

 Since multiple smart buildings could be connected to the same network, there is a risk that 

attacks could spread to other buildings. However, this will not be covered in this report.  

2.1.3 Types of attacks 

Attacks that are often mentioned as threats to smart buildings in studies is Denial of Service (DoS) 

attacks [7] [8] [9]. This is also a common attack against general IoT systems and could be performed 

by using methods such as the Mirai attack, a botnet to gain control over a system [10]. This means 

that the attacker may be able to control and monitor systems to their own bidding.  

 A study by Hachem at al. published in April 2020 in Journal of System and Software 

examined the possibility of cascading attacks in smart buildings system-of-systems (SoS) and how 

to predict them [11]. Cascading attacks begin by exploiting single vulnerabilities, often judged as 

insignificant for that subsystem, but could potentially trigger other vulnerabilities when subsystems 

work together, which could result in massive attacks. Indeed, using their proposed method System-

of-System Security (SoSSec) for analyzing SoS architectures on a real-life smart building, the 

authors could conclude that the system could be exposed to cascading attacks. With the current 

architecture, a vulnerability in one subsystem leads to some post-condition, and that condition 

matches a pre-condition for another vulnerability and so on, triggering more vulnerabilities. 

Smart cities, similarly, to smart buildings, processes and store large volumes of data. To do this, 

smart cities often use cloud-based servers. All data from the field layer will eventually be 

transmitted to a server. These cloud-based servers are susceptible to DoS, malicious data injection, 

spoofing and data leakage [12]. 

2.1.4 Examples of attacks 

A Distributed Denial of Service (DDoS) attack were launched targeting the heating system in two 

apartment buildings in Finland during mid-winter in 2016 [13]. The attackers successfully disabled 

the computers controlling heating, taking the heating system and hot water system down for several 

days. In this case the problem could be fixed by limiting network traffic. Since outside temperatures 
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is below freezing during winter, this could have resulted in relocating several residents and material 

damage to the building.  

Two researchers, Javier Vazquez Vidal and Alberto Gracia Illera, found in 2014 vulnerabilities 

in the hardware of smart meters at the time widely used in Spain [14]. All the metering 

infrastructures shared the same encryption key which were stored in plain text in the flash memory 

of the smart meters. The researchers demonstrated that by exploiting this vulnerability the attacker 

could having someone else pay for their electricity bill through man-in-the-middle attacks. Another 

study, from 2017, mentions a trend of open source tools, such as smart meter security test tools, 

could increase the access of metering infrastructure hacking tools and tutorials, making this kind of 

attack even easier [15].  

In early 2017 an Austrian hotel were exposed to a ransomware attack where the attackers 

remotely locked all doors and denying personnel access to the computer system [16]. The hotel 

owners had to pay 2 bitcoins to the attackers to regain access to their system.  

In 2019, two hackers and activists from the group Safety Detectives were able to get access a 

temperature control system used in hospitals and supermarkets all over the world. These systems 

used an unsecured HTTP protocol and usually the port 9000. They also found that the default 

password was rarely changed. When the system was accessed the hackers could not only change 

temperatures in the cooling system, but also modify user settings and alarm settings. [17] 

2.2 Threat modeling method 

When developing and designing secure systems, it is important to know who probable attackers are, 

which kind of attacks that are likely to happen and which assets that are at biggest risk. Identifying 

and evaluating this is the main purpose of threat modeling. However, there are no common way of 

doing this and the definitions of different terms are many [18].  

 For this study a process of threat modeling for large-scale computer systems, developed by 

KTH were used. This threat modeling method will hereon be referred to as KTMM. The threat 

model is based on two existing approaches, FAIR [19] and PASTA [20], and some parts of the 

process is attacker-centric. The process, described in a report written in 2020 [21], has five phases, 

of which each phase usually needs more than one iteration. This study is focusing most on phase 1 

and 3.   

Phase 0 – Scope and Delimitations. Before beginning with the analysis, this pre-phase is usually 

done to get an overview of the system and scope of the analysis. Tasks that needs to be completed 

before continuing with the analysis is, describing the system on a higher level and to define 

delimitations of the system. 

Phase 1 – Business Analysis. In phase 1 business goals, business architecture and negative business 

impact of breach needs to be described. The last is usually described in loss events – concrete losses 

that the business may suffer after a successful attack. They identify which assets and actor that are 

affected. The different loss events are usually quantified in for instance, costs.  

Phase 2 – System Definition and Decomposition. Assets and use cases defined in phase 1 should be 

more detailed described in this phase. Technical specifications and system architecture are defined.  

Phase 3 – Threat Analysis. In this phase attacker profiles and abuse cases are defined. Attacker 

profiles should describe potential attackers that threats the system and their corresponding threat 

capability. Abuse cases defines potential attacks to find respective Threat Event Frequency (TEF). 

One attacker and at least one loss event is assigned to each abuse case. Abuse cases describe goals 
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and probability of the attack rather than describe the attack in detail. Two other values, Contact 

Frequency (CF) and Probability of Attack (PoA), are used to estimate TEF.  

Phase 4 – Attack and Resilience Analysis. The first step on phase 4 is to list vulnerabilities in the 

system. The next step is to describe how attackers could exploit these vulnerabilities by devising 

attack graphs. In the previous phase, the goals and intentions of attacks is explained and this phase 

focus to explain how the attacker actually will accomplish the attack.  

Phase 5 – Risk Assessment and Recommendations. In the last phase an overall risk assessment is 

done by using the results from the previous phases. The last task is to summarize everything and 

recommend how the system could be improved. 

2.3 Related work 

There is existing several different approaches to threat modeling, as mentioned above.  In 2016 

Johnson et al. introduced the probabilistic threat modeling pwnPr3d [22]. Similarly to KTMM, the 

approach is attacker-centric and provides both a high-level overview and technical details. The 

difference however, is that the modeling automatically identifies threats and quantities, as opposed 

to identifying them manually, as in KTMM. To use pwnPr3d, a model of the network is needed.  

By using domain-specific attack languages, attack graphs can be described without the need of 

redo the graphs for each type of system. In 2018 Johnson et al. presented the Meta Attack Language 

(MAL) which among other things, allows for computation of large attack graphs [23].  

 

 

 

 



  7 

 
 

3 Methodology 

3.1 Research Process 

For obtaining material for the KTMM analysis a qualitative literature study was conducted. Most of 

this study is based on recent articles on Smart Buildings and IoT for home use. Articles were found 

on KTH’s online library which have access to a number of databases, including IEEE Xplore, 

Springer Link, and ScienceDirect. The search words used were “smart building”, “threat”, “cyber 

security”. To get detailed information about specific IoT devices or subsystems, word such as “smart 

meter”, “heating system” and “fire alarm” were included as well. For some subsystems there were 

concrete examples of attacks that had been reported in the news. These news articles were 

mentioned as examples in some of the earlier mentioned studies. 

Since the study includes commercial buildings, studies on general threats against companies 

were also relevant. The same databases were used but other search words were included as well, 

such as “Web site” and “Database”. This gave results that included threats to companies’ websites 

and databases in a broader sense which could be applied on this study as well.  

3.2 Collaboration with Stena Fastigheter 

Two meetings with the CTO of Stena Fastigheter were conducted later on in the project. The 

purpose of the meetings were to confirm or modify the results from Stena Fastigheter’s perspective. 

Questions were prepared before the second meeting and the overall structure and development of 

smart buildings owned by Stena Fasigheter was explained.  

3.3 Process of threat modeling 

The result from the literature study was used as a basis for the security analysis. Some parts were 

also confirmed or slightly modified after speaking with Stena Fastigheter. 

3.3.1 Phase 1 – Describing business architecture and developing loss events 

The business architecture from phase 1 were done within the first weeks of the project but later 

revisited after meeting with Stena Fastigheter. First the goals that smart buildings are meaning to 

fulfill were identified. Then the ways that the system is reaching said goals, also called use cases, and 

what assets are needed for the use cases were added to the architecture.  

 Every loss event, also formulated in phase 1, were always backed up in at least one, but often 

several studies before added to the list. The process of describing loss events were conducted in 

several iterations throughout the whole project, even though most were determined in the first half 

of the project. An estimation of the cost of each loss event were done when the final list was finished. 

The support for cost estimates were low from the studies used as the basis for the analysis, therefore 

costs were determined mostly by logical reasoning and are not estimated in amount of money but 

rather in three levels – low, medium and high.  

3.3.2 Phase 3 – Developing attacker profiles and abuse cases 

The first part of phase 3 is to develop attacker profiles, which were done after most of the loss  

events were completed. Attackers mentioned in articles were added as potential attackers and their 

corresponding threat capability were based on studies and by comparing the attackers with each  
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other. Several factors were taken into account when estimating threat capability, such as resource 

that the attacker have, skill, personal risk tolerance, their concern for collateral damage and, if they 

have some kind of sponsorship. All factors were individually estimated for each attacker and then 

used for the derived threat capability, which is presented as a percentage.  

Like loss events, abuse cases were developed through multiple iterations. Since abuse cases is 

linked to loss events, most of these had to be complete before starting with abuse cases. When 

developing abuse cases, the intention was that every loss event was to be covered by at least one 

abuse case. Exceptions were made for four of the loss events because of time restrictions. The abuse 

cases were developed to cover all attackers. Due to the time restriction attacks on only one 

subsystem covered different attack surfaces.  

Three factors affected the estimation of CF for each abuse case. The factors were: accessibility to 

attack surface, window of opportunity and, resources. These factors were all individually estimated 

in the same three levels as costs in phase 1. Accessibility to attack surface refers to how often the 

attacker could have access to the attack surface, for instance, if the attack surface is a network, the 

accessibility is estimated as high, since the network always would be available. Window of 

opportunity were estimated in regard to when the attack could be done, if there are some special 

conditions needed to carry out the attack, the window of opportunity will be smaller. Resources 

refers to how much skill, tools, time and money needed for attempting an attack. All these factors 

were then taken into account when estimating CF, while also comparing the different abuse cases 

with each other. CF is measured in times per year.  

 Estimates of PoA were also broken down into factors, in this case four, which were: 

perceived deterrence, perceived benefit of success, perceived ease of attack and, what chances the 

company have to protect themselves from attack. The three first factors are determined from the 

attacker’s perspective. When estimating PoA, these four factors and the corresponding attacker’s 

personal risk tolerance and concern for collateral damage were used as a basis for the estimate.  

For both CF and PoA, a value was decided for one abuse case, then comparing that value with 

the other abuse cases and in that way the CF and PoA for all other abuse cases were decided. This 

means that the estimates are relative to each other and, especially CF, should not be perceived as an 

exact value. This method was chosen because the lack of valid data. TEF is obtained by multiplying 

CF and PoA, which is then given in times per year as well.  

3.3.3 Phase 4 and 5 – Finding vulnerabilities and estimating Loss Event Frequency 

Phase 4 and 5 of KTMM were the last tasks that were completed in this project. While determining 

vulnerabilities in phase 4, mainly aspects that were not specific for one technology were considered. 

Vulnerabilities for smart buildings were based on studies, the meetings with Stena Fastigheter and 

results from phase 1 and 3.   

 For phase 5, Loss Event Frequency (LEF) were estimated, based on the Probability of 

Success (PoS) for each attack and TEF of each corresponding abuse case. Usually, LEF is calculated 

by multiplying PoS with TEF. However, in this study LEF is estimated in the same three levels as 

before, since the probability of success were not estimated with enough accuracy. LEF is measured 

in times per year and is usually used for evaluating the risks. However, in this study a full risk 

assessment is not done. Some recommendations and risk are discussed, with the result of previous 

phases in mind.  
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4 Results from security analysis 

4.1 Business goals and architecture 

As the first phase of KTMM business goals were defined and the business architecture were 

completed. The first part, as seen in Figure 2, includes goals linked to occupants of residential and 

commercial buildings, which will henceforth be referred to as users. The main goal is to increase 

quality of life for users by decreasing costs and make it possible for to live and work more 

sustainable.  

 

Figure 2. Business architecture for smart buildings linked to users 

 The second part is the architecture for goals linked to maintenance and staff working in the 

buildings, see Figure 3.  

 

Figure 3. Business architecture for smart buildings linked to the building 
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 By using data collected from IoT devices, the system will regularly check the status of 

devices and BMS, making maintenance preventively instead of having to repair devices 

subsequently. This will presumably reduce reparation costs and therefor decrease operating costs.   

4.2 Loss Events 

The loss events that were established in this study are presented in Table 1. Each loss event has an 

asset and actor, which is the asset that is attacked and the actor that the loss will happen to. The cost 

of each loss event is estimated from the primary cost for the business that owns the system.  

Table 1. Loss Events 

 

 The loss event Fire alarms disabled, restore facilities (4), refers to the reparation loss after 

a fire in the facilities. This is included because the costs could potentially be higher if the fire alarms 

are disabled. Both loss events Heating disabled, no heat in the facilities and Electricity disabled, no 

electricity in the facilities, both refer to the eventual cost of facility damages and relocation of users.  

4.3 Attacker profiles 

The developed attacker profiles are shown in Table 2. Personal risk tolerance refers to how big risks 

the attacker may take, in concern to their own safety. The higher estimate, the more likely are the 

attacker to take larger risks during attacks.  

Table 2. Attacker Profiles 

 

ID Loss Event Asset Actor Cost

2 User records leaked, loose reputation Database CEO (Internal) mid

3 User records leaked, fines Database CEO (Internal) mid

6 Fire alarms disabled, needs repair Security and fire system Property owner (Internal) low

7 Fire alarms disabled, customer injured Security and fire system Resident/Company (External) mid

4 Fire alarms disabled, restore facilities Security and fire system CEO (Internal) mid-high

8 Heating disabled, ransom needs to be paid HVAC CEO (Internal) mid

9 Heating disabled, no heat in the facilities HVAC CEO/Property owner(Internal) mid-high

10 Heating disabled, equipment and goods destroyed HVAC Company (External) mid

11 Heating increased, equipment and goods destroyed HVAC Company (External) mid

12 Electricity disabled, no electricity in the facilities HEMS (smart meter) CEO/Property owner(Internal) mid-high

13 Electricity disabled, equipment and goods destroyed HEMS (smart meter) Company (External) mid

14 App/website not working, loose reputation User interface CEO (Internal) mid

15 App/website not working, user is denied access User interface Resident/Company (External) low

16 Security system disabled, needs repair Security and fire system Property owner (Internal) low

17 Security system disabled, break in Security and fire system Resident/Company (External) mid

18 Remotely lock doors or gates, ransom needs to be paid Security and fire system CEO (Internal) mid

19 Remotely unlock doors or gates, break in Security and fire system Resident/Company (External) mid

20 Sensor data modified, resident's electric bill altered HEMS (smart meter) CEO/Property owner(Internal) low

Attacker Hacktivists Organized 
crime 

Residents Rouge 
Employee (if 
commercial 
buliding) 

Personal risk tolerance medium high low low

Concern for collateral damage high low high high

Skill (quality, domain) medium high low low/medium

Resources (time, headcount, tools) medium medium low low

Sponsorship none medium none none

Derived threat capability 35% 60% 20% 25%
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Rouge employees are referring to people currently working for, or are former employees of 

companies in commercial buildings or the company maintaining the system. Their skill may 

therefore vary depending on where the employee worked. Employees may have access to old 

passwords and knowledge about the system.  

 Attacker could be competing company but decided not to be added to attacker profile 

because of time restriction. 

4.4 Abuse Cases 

In phase 3 of KTMM, abuse cases were developed. All abuse cases are attached in Appendix A-K. 

The following is a summary of the cases developed in this study, see table 3. In the column named 

Impact the abuse cases are related to one of the three types of security breaches, which is 

confidentiality, integrity, and availability. All three breaches are mentioned at least once, even if 

availability is the impact in the majority of the cases. The abuse cases are sorted by TEF, with the 

highest TEF first.   

Table 3. Summary of Abuse Cases. The loss events refer to the ID’s given in Table 1 

 

Contact Frequency (CF) is number of times per year an attacker may have access to the contact 

surface. This means that if the contact surface is the same, CF will be the same regardless of 

attacker. Probability of Action (PoA) on the other hand depends on who the attacker is due to their 

different threat capabilities. PoA is also based on ability to repudiate, perceived deterrence, 

perceived ease of attack, and perceived benefit of success. These two estimates are mainly decided 

by comparing the abuse cases with each other, meaning that the measurements are relative. Treat 

Event Frequency (TEF) is calculated using CF and PoA. TEF is the estimated number of times per 

year that the corresponding abuse case is realized.  

4.5 Vulnerabilities 

The first step of phase 4 in the security analysis is to list vulnerabilities in the system. Below are two 

vulnerabilities identified. 

Operators with low knowledge level. When changing from traditional BMS to smart BMS and 

smart buildings, it is important that the operators working in the buildings will be able to know how 

to securely operate the new software and hardware. There is a possibility that there will be a 

knowledge gap when first introducing smart buildings which can lead to sensors or actuators not 

being configurated correctly [4].  

IoT devices connected to the Internet (e.g. IP cameras). Even though the overall system for the 

smart buildings is developed with security in mind, security misconfiguration may occur, or the 

Abuse Case Loss Event Attacker Impact CF PoA TEF

Accessing cloud to extract customer records 2, 3 Organized crime Confidentiality 250 2,60% 6,5

Disable heating system for ransom by accessing workstation 8, 9, 10 Organized crime Availability 150 2,80% 4,2

Disable heating system for ransom by entering IoT device 8, 9, 10 Organized crime Availability 100 3% 3

Disable heating system to damage facilities and/or equipment (Hacktivists) 9, 10 Hactivist Availability 250 0,90% 2,25

Increase heating to destroy equipment and/or goods 11 Hactivist Availability 250 0,70% 1,75

Take down website/app by accessing cloud service 14,15 Hactivist Availability 300 0,30% 0,9

Break in into facilities by disabling security system (Commercial building)  16, 17 Organized crime Availability 25 3,10% 0,78

Disable heating system to damage facilities and/or equipment (Rouge Employee) 9, 10 Rouge Employee Availability 250 0,30% 0,75

Break in into facilities by disabling security system (Residential building) 16, 17 Orginazed crime Availability 25 2,30% 0,58

Modify data sent from smart meter for financial gain 20 Resident Integrity 220 0,20% 0,44

Disable fire alarms by accessing security and fire system 6, 7, 4 Hactivist Availability 30 1,10% 0,33
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devices may have vulnerabilities. In the case of IP cameras, the vulnerabilities CVE-2018-106601, 

CVE-2018-106612, and CVE-2018-106623 can be used to send unauthenticated requests [5].  

4.6 Loss Event Frequency 

The estimated LEF for the loss events covered by one or more abuse cases is showed in Table 4 

below. LEF is measured, like TEF, in times per year. LEF higher than around 2-3 times per year is 

considered as high, while LEF below around 0.5 is considered low. The loss events with LEF 

between high and low is sorted into medium.  

 

Table 4. Estimated LEF for loss events 

 

 

 

 

Error! Use the Home tab to apply  to the text that you want to appear here.  
1 https://nvd.nist.gov/vuln/detail/CVE-2018-10660  

2 https://nvd.nist.gov/vuln/detail/CVE-2018-10661 

3 https://nvd.nist.gov/vuln/detail/CVE-2018-10662 

LEF ID Loss events

High 2
9

10

User records leaked, loose reputation
Heating disabled, no heat in the facilities
Heating disabled, equipment and goods destroyed

Medium 3
8

14
15
16
11

User records leaked, fines
Heating disabled, ransom needs to be paid
App/website not working, loose reputation
App/website not working, user is denied access
Security system disabled, needs repair
Heating increased, equipment and goods destroyed

Low 20
6
7
4

17

Sensor data modified, residents’ electric bill altered
Fire alarms disabled, needs repair
Fire alarms disabled, customer injured
Fire alarms disabled, restore facilities
Security system disabled, break in
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5 Analysis 

5.1 Reliability and Validity Analysis 

This study was conducted without being able to access and analyze a system that are used today in 

smart buildings. Even though there is plenty of research on smart BMS and IoT devices it is difficult 

to fully apply this onto a smart building, which is a larger and more complicated system. Besides, 

without knowing the technical specifications for the system in question it is also difficult to go into 

detail to find, for example vulnerabilities. However, the threats are still valid for smart buildings, 

even if the risk of attacks to be successful may differ from system to system.  

 Since smart buildings is a relatively new type of system, the research on the area very 
recent. However, since there are up to this point few studies on security of smart buildings and 
especially real-life smart buildings, much remains to be explored. This might affect the reliability, 
but it is still evaluated to be relatively high.  

5.2 Discussion 

Even though the study did not look at a specific system with all its technical details, some 

interesting points can be made from analyzing at the results.  

 The abuse case with highest TEF is Accessing cloud to extract user records. The high TEF 

comes from a rather high CF since window of opportunity is large and the recourses needed is 

relatively low. This combined with a high PoA make this abuse case most likely to happen of all 

abuse cases looked at in this study. Which kind of data that is supposed to be stored is rarely 

discussed in other studies. Therefore, some assumptions had to be made in order to be able to 

estimate this particular abuse case. For example, the benefit of success, which in this case is 

estimated to medium, is highly dependent on what data the attacker could be able to access from the 

database. The other estimates were mostly based on studies researching databases for websites. 

Nevertheless, to make smart buildings operate in the way they are meant large amount of data 

needs to be collected, meaning accessing said data is of interest.  

 Two other abuse cases valued with high TEF is Disable heating system for ransom by 

accessing workstation and by entering IoT device, and their common loss events Heating disabled, 

no heat in facilities and, equipment and goods destroyed is estimated with high LEF. There are two 

important things to point out. Firstly, that this attack is not specific for the heating system. This 

refers to the attack scenarios not being specific for the HVAC system, it was used to explore the 

possibilities of reaching the system from different attack surfaces. As mentioned, one study 

explained the development of a proof-of-concept that were modular, meaning it could be used to 

reach different subsystems [5].  

 Secondly, that attackers could enter the local network through an IoT device. The 

vulnerabilities identified in this study is mainly linked to IoT devices, and combined with operators 

having low knowledge level, it could be a problem. It is also reasonable to take the possibility of 

cascading attacks into account as well.  

 Security threats to availability and confidentiality seems to be at biggest risk, since all abuse 

cases with highest TEF are impacting those. However, all three types of security breaches are 

mentioned at least once, which shows the wide range of different threats posed to smart buildings. 

For companies in commercial buildings, smart buildings may introduce new ways for attackers to in 

some way try to disrupt their business, which is worrying.  
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In for instance hospitals or banks, attacks on heating systems or access control could be disastrous. 

It is therefore important to pay attention to vulnerabilities throughout all layers and especially in 

the field layer, where all IoT devices is connected.  
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6 Conclusions and Future work 

6.1 Conclusions 

In this study, a security threat analysis on smart buildings where carried out using a security threat 

model developed by KTH. By conducting a literature study and discussing with Stena Fastigheter, 

material ware gathered for the analysis. As seen from the results of the analysis, a wide verity of 

losses may occur for buildings, users and the system as a consequence of an attack. Among those 

losses with highest number of occurrences per year is the loss of reputation, the cost of no heat in 

the facilities and the cost for companies’ destroyed equipment and goods.  

 The results also point out that the highest threat pose to the data needed for the system to 

work as expected. As discussed, the amount of data needed is high, which then makes it of high 

interest for attackers. Other attacks that pose a high threat to smart buildings is disabling the 

heating system. Considering the number of IoT devices and critical system integrated within the 

same system, attackers have access to many different points of entry and can potentially reach the 

heating system by moving through the different levels of the network system.  

 IoT devices that are connected to the internet and the potential knowledge gap for operators 

that are created when changing traditional buildings into smart buildings, are pointed out as 

vulnerabilities. The complexity of the system makes it hard to secure, which makes it clear that 

continuing research on the security of smart buildings is of great importance.  

6.2 Future work 

A natural step to take to follow up this study is to gather more data so that the estimates could be 

made with higher accuracy. In this study, the LEF is only roughly estimated, so accessing accurate 

data would help validating them. Being able to validate LEF would also mean enable taking the 

analysis further and continuing with phase 4 and 5. Because of the time restrictions and limited 

access to data concerning costs and technical specifications is was difficult to make conclusions 

concerning risks and recommendations. However, to devise attack graphs and to do a full risk 

assessment of smart buildings would give even deeper knowledge in the problems lying ahead.  

 Another step that would be interesting to take is to look into a real-life system, which would 

provide knowledge that is specified to specific technical solutions. It would then be possible, with 

the security analysis in mind, to proceed with conducting penetration testing. The largest threats 

found in this study combined with attack graphs and risks identified in future studies, could be used 

to decide where penetration testing would be most interesting and to most benefit.  
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Appendix A: Abuse case – Access cloud to extract user records 
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Appendix B: Abuse case – Break into facilities by disabling 
security system (Commercial building) 

 

 

 

Abuse case (threat action, threat goal) Break in into facilities by disabling security system 

(Commercial building)  

Target asset Security and fire system 

Attack surface CCTV, alarms and the network it is connected to.  

Accessibility to attack surface High 

Window of opportunity Low (small). Disabling security system can be done 

at any time but during break in the facilities needs to 

be empty 

Resources Medium/High 

Contact Frequency (times per year) 25 

What chances do we have to protect us Low. Once the system is down, probably no chance 

to protect. The system needs to be very secure from 

the start.  

Perceived deterrence (avoid harm from 

threat) 

Medium 

Perceived ease of attack Medium 

Perceived benefit of success Medium/High. A lot of expensive equipment, 

computers and so on 

Probability of Action 3,10% 

Threat event frequency 0,78 

Loss event (16) Security system disabled, needs repair, (17) 

Security system disabled, break in 

CIA impact breach Availability  

Threat agent Organized crime 
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Appendix C: Abuse case – Break into facilities by disabling 
security system (Residential building) 

 

 

 

Abuse case (threat action, threat goal) Break in into facilities by disabling security 

system (Residential building)  

Target asset Security and fire system 

Attack surface Security alarms if any, or lock system.  

Accessibility to attack surface High 

Window of opportunity Low (small). Disabling security system can be done 

at any time but during break in the facilities needs to 

be empty 

Resources Medium/High 

Contact Frequency (times per year) 25 

What chances do we have to protect us Low.  

Perceived deterrence (avoid harm from 

threat) 

Medium 

Perceived ease of attack Medium 

Perceived benefit of success Low/Medium.  

Probability of Action 2,30% 

Threat event frequency 0,58 

Loss event (16) Security system disabled, needs repair. (17) 

Security system disabled, break in 

CIA impact breach Availability  

Threat agent Organized crime 
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Appendix D: Abuse case – Disable fire alarms by accessing 
security and fire system 

  

 

Abuse case (threat action, threat goal) Disable fire alarms by accessing security and fire 

system 

Target asset Security and fire system 

Attack surface Fire alarms and the network it is connected to 

Accessibility to attack surface High 

Window of opportunity Low (small) 

Resources Medium 

Contact Frequency (times per year) 30 

What chances do we have to protect us Medium 

Perceived deterrence (avoid harm from 

threat) 

Medium  

Perceived ease of attack Low. Unusual with fire in home, bigger threat to 

companies but even then fire is not that common 

Perceived benefit of success High. Makes a big statement if someone is actually 

injured.  

Probability of Action 1,10% 

Threat event frequency 0,33 

Loss event (7) Fire alarm disabled, customer injured. (6) Fire 

alarm disabled, needs repair, (4) Restore facilities 

CIA impact breach Availability 

Threat agent Hacktivists 
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Appendix E: Abuse case – Disable heating system for ransom by 
accessing workstation 

 

 

 

Abuse case (threat action, threat goal) Disable heating system for ransom by accessing 

workstation 

Target asset HVAC 

Attack surface Network that the workstation is connected to 

Accessibility to attack surface High, can be reach from internet 

Window of opportunity High. More or less all the time 

Resources High 

Contact Frequency (times per year) 100 

What chances do we have to protect us Medium. Design secure system and regular 

maintenance  

Perceived deterrence (avoid harm from 

threat) 

Low 

Perceived ease of attack High/Difficult. Medium to access workstation but 

need to move laterally to PLC for HVAC 

Perceived benefit of success High. Damage reputation, damage productivity for 

the company using the facilities and ransom. 

However, to have access to the workstation is 

desirable since you would have access to the whole 

building.  

Probability of Action 2,80% 

Threat event frequency 2,8 

Loss event (9) Heating disabled, no heat in the facilities, (8) 

Heating disabled, ransom needs to be paid, (10) 

Heating disabled, equipment and goods destroyed 

CIA impact breach Availability 

Threat agent Organized crime 
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Appendix F: Abuse case – Disable heating system for ransom by 
entering IoT device 

 

 

 

Abuse case (threat action, threat goal) Disable heating system for ransom by entering 

IoT device 

Target asset HVAC 

Attack surface Vulnerable IoT device (IP camera, WIFI router…)  

Accessibility to attack surface High 

Window of opportunity High. More or less all the time 

Resources High. Malware.  

Contact Frequency (times per year) 100 

What chances do we have to protect us Low 

Perceived deterrence (avoid harm from 

threat) 

Low 

Perceived ease of attack High. Enter IoT device from the internet and gain 

access to internal network, move to workstation and 

then move laterally to PLC for HVAC.  

Perceived benefit of success High 

Probability of Action 3% 

Threat event frequency 3 

Loss event (9) Heating disabled, no heat in the facilities, (8) 

Heating disabled, ransom needs to be paid, (10) 

Heating disabled, equipment and goods destroyed 

CIA impact breach Availability  

Threat agent Organized crime 
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Appendix G: Abuse case – Disable heating system to damage 
facilities and/or equipment 

 

 

 

Abuse case (threat action, threat goal) Disable heating system to damage facilities 

and/or equipment  

Target asset HVAC 

Attack surface Smart thermostat and the network it is connected to 

Accessibility to attack surface High 

Window of opportunity High. More or less all the time 

Resources Medium 

Contact Frequency (times per year) 250 

What chances do we have to protect us Medium. Change default username/password 

Perceived deterrence (avoid harm from 

threat) 

Low 

Perceived ease of attack Medium. medium to disable the system but it need to 

be disabled for long enough for damage to be done 

on facilities and/or equipment.  

Perceived benefit of success Medium. Damage reputation, damage productivity 

for the company using the facilities.  

Probability of Action 0,9% 

Threat event frequency 2,25 

Loss event (9) Heating disabled, no heat in the facilities. (10) 

Heating disabled, equipment and goods destroyed 

CIA impact breach Availability  

Threat agent Hacktivists 
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Appendix H: Abuse case – Disable heating system to damage 
facilities and/or equipment 

 

 

 

Abuse case (threat action, threat goal) Disable heating system to damage facilities 

and/or equipment  

Target asset HVAC 

Attack surface Smart thermostat and the network it is connected to 

Accessibility to attack surface High 

Window of opportunity High. More or less all the time 

Resources Medium. 

Contact Frequency (times per year) 250 

What chances do we have to protect us Medium. Attacker have access to old passwords, 

easy to protect by changing them regularly. They 

may have knowledge in how the system work which 

makes it hard to protect 

Perceived deterrence (avoid harm from 

threat) 

Low 

Perceived ease of attack Medium 

Perceived benefit of success Medium/High. Damage productivity for the company 

using the facilities.  

Probability of Action 0,30% 

Threat event frequency 0,75 

Loss event (9) Heating disabled, no heat in the facilities. (10) 

Heating disabled, equipment and goods destroyed 

CIA impact breach Availability  

Threat agent Rouge Employee 
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Appendix I: Abuse case – Increase heating system to damage 
facilities and/or goods 
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Appendix J: Abuse case – Modify data sent from smart meter for 
financial gain 

 

 

 

Abuse case (threat action, threat goal) Modify data sent from smart meter for financial 

gain 

Target asset Smart meter 

Attack surface Smart meter hardware 

Accessibility to attack surface Medium. Need physical access to smart meter 

Window of opportunity High. If smart meter is in apartment. 

Resources Low. Open source tools available  

Contact Frequency (times per year) 220 

What chances do we have to protect us Medium 

Perceived deterrence (avoid harm from 

threat) 

Medium 

Perceived ease of attack Low 

Perceived benefit of success Medium 

Probability of Action 0,20% 

Threat event frequency 0,44 

Loss event (20) Sensor data modified, residents electric bill 

altered 

CIA impact breach Integrity 

Threat agent Resident 
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Appendix K: Abuse case – Take down website by accessing cloud 
service 

 

 

 

Abuse case (threat action, threat goal) Take down website by accessing cloud service 

Target asset App/Website 

Attack surface Cloud server 

Accessibility to attack surface High 

Window of opportunity High 

Resources Low/Medium 

Contact Frequency (times per year) 300 

What chances do we have to protect us Medium 

Perceived deterrence Low 

Perceived ease of attack High  

Perceived benefit of success Low. Loose reputation, complaints from users  

Probability of Action 0,30% 

Threat event frequency 0,9 

Loss event (14) App/website not working, customer is denied 

access, (15) App/website not working, loose 

reputation 

CIA impact breach Availability 

Threat agent Hacktivists 
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