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Sammanfattning 

ADS-B är ett protokoll som används över hela världen för att piloter och             

flygledning ska få en bättre bild över trafiksituationen i luften.  

 

Tidigare studier har uppmärksammat att säkerheten kring protokollet är         

bristfällig eftersom det saknas kryptering. Det huvudsakliga sårbarheten som         

finns i protokollet beror på att autentisering saknas. Protokollet är alltså byggt            

på ett blint förtroende mellan sändare och mottagare.  

 

Vårt arbete är inspirerat av tidigare forskning som gjorts inom området som            

bland annat visar att det går att skapa s.k. “spökflygplan” genom att sända             

falsk data över protokollet. Syftet bakom denna rapport var att utföra ett            

penetrationstest på en populär ADS-B produkt riktad mot piloter. Våra tester           

bygger på OSSTMM3, en vetenskaplig metod för att testa säkerhet. 

 

Våra tester visar att mottagaren som testade, inte helt oväntat, följer           

protokollet utan att validera data. Vi lyckades precis som tidigare forskare           

injicera statiska spökflygplan men också manipulera rörelsen av ett         

spökflygplan på ett sätt som strider mot fysikens rörelselagar. Våra tester visar            

att tjänsten som levereras av mottagaren kan störas ut genom att utföra            

liknande attacker. 
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Abstract 

The ADS-B protocol is currently in use all around the world. The purpose             

behind the protocol is to give pilots and traffic control a better picture of the               

situation in the air. Previous research shows that there exists a vulnerability in             

the protocol since it lacks authentication. The protocol is solely built upon            

trust between sender and receiver.  

 

Our work is inspired by previous studies made in the area, where it has been               

demonstrated that one can inject fake aircraft by sending fake ADS-B data            

using the protocol. The purpose behind this report was to perform a            

penetration test according to the OSSTMM3, a manual on how to perform            

scientific penetration tests.  

 

We wanted to test a real product (ADS-B receiver) made for pilots and             

measure if we could manipulate the environment presented to the pilot.  

 

Our testing shows that the receiver blindly trusts the protocol without any            

data validation. We managed to inject fake static aircraft just like previous            

researchers have done, but also move them around in the environment in a             

way that breaks the laws of physics and flood the device with fake data,              

effectively denying the service provided.  

 

Since we managed to deny the service, which is to give the user a correct               

picture of the nearby air traffic, we feel like our tests were successful. 
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1 Abbreviations  

ATC Air Traffic Control 

VHF Very High Frequency 

GA General Aviation 

ICAO International Civil Aviation Organisation 

TCAS Traffic Collision Avoidance System 

VOR VHF Omnidirectional Range 

INS Inertial Navigation System 

TFR Temporary Flight Restriction (U.S.) 

FIS-B Flight Information Services - Broadcast 

METAR Meteorological Terminal Air Report 

WAAS Wide Area Augmentation System  
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2 Introduction  

Since the 1970s, air traffic has increased drastically and the amount of            

passengers carried has grown at an exponential rate. With this increase in            
1

traffic, the airspace becomes congested, putting a higher amount of stress on            

existing infrastructure and air traffic control for maintaining a balance          

between keeping aircrafts separated and keeping the throughput high.   
2

 

Since we are living in a time of innovation and ICT, new technologies have              

been developed within this area and one of these innovations is called ADS-B.             
3

The purpose behind this innovation is to increase safety by adding an            

additional layer of surveillance and inter-communicative capabilities between        

aircrafts and air traffic control. This reduces the chances of any loss of             

separation through increased spatial awareness while increasing the        

throughput of airways, the so-called highways of the skies.   
4

 

ADS-B is nowadays mandatory in many regions of the world, such as in the              

U.S. where they are legally required to be used on aircrafts traveling within the              

most congested parts of the airspace, i.e. near large international airports.  
5

 

When introducing new technology into an existing robust system, there is           

always a risk of introducing new security issues, which is what we will explore              

further down the road. 

 

2.1 Background 
 

Up until a decade ago, airliners only relied on traditional ground radar            

stations and GPS as a secondary source, in order to figure out their position              

and how to get from point A to B. ATC keeps track of all aircraft flying in                 

controlled airspace in order to maintain separation and a steady flow of traffic             

in and out of airports. 

  

Many smaller aircraft such as ones used in GA lack the sophisticated            

equipment that exists on board large airliners and instead use a combination            

of visual detection and position reporting through VHF radio.  

1 The world bank, “Air transport, passengers carried”, 2019. [Online]. Available: The world bank,              

https://data.worldbank.org/indicator/IS.AIR.PSGR [Accessed April 14, 2020]. 
2 Volpe, “Monitoring the Skies with ADS-B”, U.S. Department of Transportation, July 10, 2017. [Online].               

Available: Volpe,  

https://www.volpe.dot.gov/air-traffic-systems-operations/air-navigation-and-surveillance/monitoring-

skies-with-ads-b [Accessed April 14, 2020]. 
3 SESAR, “ADS-B In Europe”, SESAR Deployment Manager, 2019. [Online]. Available: SESAR,            

https://ads-b-europe.eu/ [Accessed April 16, 2020]. 
4

Wikipedia, “Airway”, May 11, 2020. [Online]. Available: Wikipedia,         

https://en.wikipedia.org/wiki/Airway_(aviation) [Accessed May 20, 2020]. 
5 AOPA, “Where is ADS-B out required?”, 2015. [Online]. Available: AOPA,           

https://www.aopa.org/go-fly/aircraft-and-ownership/ads-b/where-is-ads-b-out-required [Accessed  

April 17, 2020]. 
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It is when these smaller aircraft end up near large airports where ATC has to               

carefully manage traffic to prevent loss of separation.   
6

 

2.2 Problem 
 

With increased legislation and mandatory usage, a lot of aircrafts have and            

will be adapting to this protocol in the near future. This means that any              

existing security threats might pose a risk, as more aircrafts transition into            

relying on the ADS-B protocol.  
7

 

The main property of the protocol that caught our attention is that the ADS-B              

system is mainly built upon trust and lacks any form of encryption. This leads              

to some interesting potential attacks as described by previous studies made in            

the area (see section 1.9). An example is that every message being sent             

between aircraft or ground stations can be intercepted by anyone with a            

simple radio receiver, and anyone with a transmitter could potentially send           

their own messages to interfere with the system.  

 

With ADS-B devices becoming more affordable, there now exist products          

targeted towards the private pilots of the GA market.  

 

In a paper titled “Factors contributing to fatalities in GA accidents”           

researchers conclude that GA is accountable for 83% of all air transport            

related fatalities. The research shows that the Pilot’s total flight time           

(experience) is an important factor, as well as the complexity of the flight and              

aircraft, which all contribute to the fatality rate. Since ADS-B equipment           

nowadays is available to a broader audience, less experienced pilots can now            

get a hold of and use it. We wonder if there exists any build in redundancy in                 

these devices or if they are blindly trusting the protocol (like proven in             

previous studies), adding additional workload on the pilot to distinguish          

between any real and fake data [1]. 

 

Our main problem formulation is: “In which ways can we via the ADS-B             

protocol manipulate the environment presented to the user by a receiver so            

that it gives an inaccurate image of reality to the user?”.  

6 Flightdeckfriend, “How do commercial aircraft navigate?”, 2020. [Online]. Available: Flightdeckfriend,           

https://www.flightdeckfriend.com/2020/04/20/how-do-commercial-aircraft-navigate/ [Accessed April   

19, 2020]. 

 
7 AOPA, “Where is ADS-B out required?”, 2015. [Online]. Available: AOPA,           

https://www.aopa.org/go-fly/aircraft-and-ownership/ads-b/where-is-ads-b-out-required [Accessed  

April 17, 2020].  
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2.3 Aim 
 

The aim of this report is to present parts of our literature study, i.e. the theory                

behind aircraft navigation, ADS-B and our results of attempting to manipulate           

an ADS-B receiver. We will also present existing studies in the area and well              

known penetration testing scientific methodologies that we will use to achieve           

the goal of the project. 

 

2.4 Goal 
 

Our goal is to manipulate an ADS-B receiver within the time limit of three              

months. 

We think this is a fair goal for our project since it is SMART: 

 

● Specific, as in a straight forward objective. 

● Measurable, since we will be able to see the reactions of the device. 

● Attainable, since we’ve already acquired a real ADS-B receiver. 

● Realistic, since we have enough time and resources available. 

● Time bound, the 3 month time scope is very specific. 

 

2.4.1 Public welfare, Ethics and Sustainability 
 

Others who might find this report interesting can be anyone from aircraft and             

ADS-B device manufacturers, the ICAO, other organisations/certifiers       

working within the aircraft equipment manufacturing industries and        

penetration testers.  

 

This report targets goal number nine of the United Nations SDGs (Sustainable            

Development Goals)which is to build resilient infrastructure. Flying is an          
8

important part of our transportation infrastructure and we feel like it is our             

responsibility as engineers to ensure that it is safe and improve its efficiency             

through innovations like ADS-B. 

 

2.5 Scientific Threat Modelling 
 

We’ve decided to use the OSSTMM3 as our main guideline when preparing            

and performing our penetration testing [2]. The reason behind choosing this           

framework is because we feel like it is very comprehensive and easy to follow.              

According to the manual it is “a methodology to test the security of physical              

locations, human interactions and all forms of communications such as          

8 The UN, “Sustainable Development Goals”, 2020. [Online]. Available: The UN,           

https://sustainabledevelopment.un.org/topics/sustainabledevelopmentgoals [Accessed April 19, 2020]. 
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wireless, wired, analog and digital.“ which we felt is relevant to what we’re             

trying to achieve. 

 

We’ve looked at other alternatives such as the NIST SP 800-115 technical            

guide to information security and testing, however we felt like they were            

mainly targeted towards organisations and how they should develop their          

procedures and standards to keep their services secure. OWASP is yet           
9

another penetration testing guideline but focused towards securing web         

applications, which is not relevant to this report.  
10

 

The OSSTMM manual is maintained by ISECOM, which is an institute for            

security and open methodologies. It is according to them subjected to peer            

and cross-disciplinary review and free to use or apply in education, testing and             

research. 

 

Our research will be quantitative since we will be measuring and presenting            

the results of manipulating the device in different ways and gathering data            

from any test to form our answer to the problem based on our findings.  

  

9 NIST, “Technical Guide to Information Security Testing and Assessment”, U.S. Department of             

Commerce, 2008. [Online]. Available: NIST,     

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-115.pdf [Accessed April 19,    

2020]. 
10

OWASP, “Who is the OWASP Foundation?”, 2020. [Online]. Available: OWASP, https://owasp.org             

[Accessed April 22, 2020]. 
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2.6 Limitations 

 

It is important to understand that there exist many secondary backup systems            

such as TCAS, in larger and more complex aircrafts. Any equipment used in             
11

these aircraft go through rigorous certification processes to ensure that they           

are safe to use. As discussed in [3], correctly identifying and understanding            
12

all potential attacks is necessary to completely secure a system, but this report             

is not going to give an accurate view on the level of security across the entire                

aviation industry a it is based on a single, cheap device, targeted towards the              

GA market.  

 

2.7 Disposition 
 

In the following sections we will explain the theory behind aircraft navigation,            

some in depth information about the ADS-B protocol, a more detailed           

description of the scientific method and finally our tests and results.  

11 Wikipedia, “Traffic collision avoidance system”, May 5, 2020. [Online]. Available: Wikipedia,            

https://en.wikipedia.org/wiki/Traffic_collision_avoidance_system [Accessed May 20, 2020]. 
12  EASA, “Aircraft certification”, 2020. [Online]. Available: EASA,        

https://www.easa.europa.eu/easa-and-you/aircraft-products/aircraft-certification [Accessed April 25,    

2020]. 
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2.8 Related research 
 

Since the introduction of ADS-B we are unsurprisingly not the first ones            

interested in security research in this area and it is important to mention that              

many others have already explored the possibilities with this protocol.  

In a paper titled “Ghost in the air” [4] Costin and Francillon describe their              

testing and discuss issues they’ve found on the security aspect of the ADS-B             

protocol. One of these was how the protocol lacks any form of security even              

though it resides in a sensitive area such as air traffic and is in the U.S. alone,                 

according to the FAA, planned to be a multi-billion dollar expenditure. They            

discuss different forms of attacks such as ground based, air-to-air and internal            

or external attacks.  

 

In a study on experimental attacks targeting ADS-B, researchers have already           

been able to demonstrate the possibilities with injecting fake aircraft and           

flooding through the protocol. However, what differs from our proposed          

research is that the equipment used to receive the signals is not an             

off-the-shelf product, but rather an experimental setup (antenna and         

hardware connected to a linux PC) [5]. 

 

Another researcher within the area, Brad Haines (CISSP), held an interesting           

talk at DEFCON #20 where he in a similar fashion discusses the issue with              

designing a system with no or little thought on security from the beginning.             
13

He also describes how he manages to map a virtual aircraft in a simulator and               

broadcast it to be intercepted by his receiver as a real aircraft. He brings up               

interesting ways in which an attacker could potentially use the ADS-B protocol            

such as spreading political messages and propaganda. 

 

The ICAO briefly describes the potential security issues with having an open            

system like ADS-B and they conclude that the “distribution of encryption keys            

to a large number of ADS-B receivers is likely to be problematic and solutions              

in the near and medium term are not considered likely to be deployed             

worldwide. Internet based encryption strategies are not deployable when         

ground stations are passive receivers.” [6]. 

 

In another scientific paper, researchers discuss possible authentication        

strategies that do not require the large overhead an encrypted version of the             

protocol would require. They present their own solution that they named           

ADS-BT (T for Timestamp) which takes the signal propagation and internal           

hardware time delays into consideration when validating any incoming ADS-B          

package. The assumption is made that the attacker will have a much harder             

time to spoof a message since the time-of-flight has to be correct over multiple              

frames. If any discrepancy is detected the message will be rejected [7]. 

 

13 Brad Haines, “Hackers + Airplanes: No Good Can Come Of This”, DEFCON 20, 2012. [Online].                

Available: Youtube: https://www.youtube.com/watch?v=CXv1j3GbgLk [Accessed April 25, 2020]. 

7 
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A study [8] made by Daniel Howell and Jennifer King from Regulus Group             

shows that the usage of ADS-B in GA has an impact on the overall accident               

rate, however the data is determined to be too scarce for the results to be of                

any statistical significance when it comes to evaluating the impact on           

accidents involving mid-air collisions.  

 

ADS-B is just a tiny piece in the puzzle when it comes to safety in aviation and                 

cyber-security. In a paper targeting the vulnerability assessment for security          

in aviation systems, the authors describe the importance of the increase in            

cyber security research, as the attack surface in CPS (Cyber-Physical computer           

systems) has increased due to the technology advance in recent decades. They            

present their own assessment framework, targeting the wired and wireless          

networks and systems that might exist on board an aircraft. Many complex            

and integrated systems exist on board today's sophisticated airliners which          

introduce larger areas of attack, such as cabin service systems, in-flight           

information and entertainment services. The researchers conclude that while         

these services provide many great advantages to the aviation industry they           

also bring the disadvantage of introducing new security threats [9]. 
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3 A bit about aircraft navigation 

In order for the reader to understand the impact of the results of this report               

we want to give a bit of a theoretical background on how aircraft navigation              

works and how it evolved into ADS-B. If you feel like you have a good               

understanding of how aircraft navigation systems work you can skip this           

section. 

 

3.1 The early days 
In the beginning of the 20th century the art of flying was still in its early days                 

and there existed very few or no navigational aids. No predetermined exact            

flight routes existed, and only links between cities were determined, as seen in             

figure 1. This made flying very dangerous and almost impossible during           

adverse weather conditions. At night pilots could use cities and a compass as             

reference when flying but no solid navigational infrastructure existed. The          

Swedish postal service started their first route as early as 1920 and            

navigational aids in the form of beacons (lighthouses but for aircrafts) were            

starting to be placed out around the world. 

 

 

Figure 1, a map over the airways in the U.S.  late 1927 

 

These formed the foundation of the aeronautical navigational network and 

were soon to be evolving into a more sophisticated version, namely radio 

beacons. 

3.2 One wave to another 
After the end of the second world war, navigational aids were being            

standardised for commercial use and a wide network of radio beacons were            

placed out. During the 1960’s VOR stations started to grow into a large             

9 



 

network. They work in the 108.00 - 117.95 MHz VHF range and are a type of                

short range (300 km) navigational aid that require clear sight and can have             

their efficiency lowered if they are located near mountainous terrain that block            

the signals.  

 

These VOR beacons allowed pilots to follow precise tracks (with an accuracy of             

90 meters) and navigate in weather where it was previously unsafe to do so              

when being limited to using visual aids. Other navigational aids such as INS             

(Inertial Navigation System) were also used but relied upon the crew setting it             

up properly. A notable accident took place in 1983, when Korean Airlines            

Flight 007 misconfigured its INS and accidentally flew into Soviet airspace on            

a flight between Alaska and South Korea. It got shot down by a Soviet              

interceptor killing everyone on board.  
14

 

3.3 The GPS and modern era 
Even though the GPS system (with its European and Russian counterparts)           

had been used by the military for decades, it took until 1994 before the first               

GPS navigational device got approved for navigation in the US. The kind of             
15

precision provided by the GPS opened up many new possibilities for air            

navigation and the world slowly started transitioning into the current modern           

way of navigating, that is with the help of GPS-waypoints.  

 

3.4 Air traffic control and radar 
The GPS is very important but far from the only piece in the puzzle. Modern               

aircrafts are constantly being monitored and communicated with, both         

autonomously but also vocally over radio with pilots and traffic controllers on            

the ground. These are the most important parts needed to understand why            

and where ADS-B comes in handy: 

 

● Primary Surveillance Radar (PSR) 

● Secondary Surveillance Radar (SSR) and Transponders 

● GPS satellites and ground stations 

● Air traffic control (ATC) 

 

PSR is the most primitive one of them and is probably what most people think               

of when they hear the word “radar”. It is a conventional radar that works by               
16

transmitting signals that bounce back off any objects (such as an aircraft or             

rain droplets in a cloud) and provide a picture of what’s going on in the               

vicinity of the radar station.  

 

14 Wikipedia, “Korean Airlines Flight 007”, May 21, 2020. [Online]. Available: Wikipedia,            

https://en.wikipedia.org/wiki/Korean_Air_Lines_Flight_007 [Accessed May 21, 2020]. 
15 Wikipedia, “Global Positioning System”, May 18, 2020. [Online]. Available: Wikipedia,           

https://en.wikipedia.org/wiki/Global_Positioning_System [Accessed May 21, 2020]. 
16 Wikipedia, “Primary radar”, May 14, 2020. [Online]. Available: Wikipedia,          

https://en.wikipedia.org/wiki/Primary_radar [Accessed May 21, 2020]. 
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SSR is another form of radar and communicates with a piece of equipment             

present in every modern aircraft today called the transponder. The          
17

transponder is there to identify the aircraft amongst the other ones and            

communicates directly over 1030 or 1090 MHz. In general, each aircraft gets            

assigned a four digit code at the beginning of each flight by ATC and is               

constantly communicating with the SSR via “pings” during the flight. This           

gives the air traffic controller information about the aircraft on their radar            

screen, it provides basic information such as bearing and distance of the            

aircraft, but it can also provide aircraft identification and altitude, along with            

more complex information depending on the type of transponder being used.           

It is typically required for aircraft to have a SSR transponder when flying in              

most types of controlled airspace.  
18

 

Each aircraft has the possibility to install a GPS receiver and can thus receive              

positioning data and transmit it to ATC. It can also be used in conjunction              

with ground stations to increase the accuracy even further, allowing complex           

approaches to airports in low visibility weather that would otherwise be           

limited. This is also the part where ADS-B comes into the picture. 

 

4 ADS-B In depth 

The purpose of this section is to describe how ADS-B works on a detailed level               

which is required in order to understand the different ways a receiver can be              

communicated with and potentially be attacked through. We will also present           

the main idea behind the usage of the ADS-B and its limitations. If you have a                

very good understanding of the protocol and its applications within aviation           

you can skip this section. 

 

4.1 Technical aspects 
 

ADS-B is an automatic surveillance and broadcast technology which enables          

aircraft to periodically broadcast its position in order to be tracked by air             

traffic control as well as other aircraft. Aircraft using ADS-B require           
19

continuous positioning data acquired via GPS. ADS-B consists of two different           

modes, “ADS-B in” and “ADS-B out”.  

 

Each aircraft can have both “in” and “out” capabilities depending on which            

transponder that is installed in the aircraft. An aircraft with the “in” capability             

acts like a passive listener and only gathers information from other ADS-B            

17 Wikipedia, “Secondary surveillance radar”, May 17, 2020. [Online]. Available: Wikipedia,           

https://en.wikipedia.org/wiki/Secondary_surveillance_radar [Accessed May 21, 2020]. 
18 The EAA, “Transponder requirements”, 2020. [Online]. Available: EAA,         

https://www.eaa.org/eaa/aircraft-building/intro-to-aircraft-building/frequently-asked-questions/trans

ponder-requirements [Accessed April 25, 2020]. 
19 Wikipedia, “Automatic dependent surveillance - broadcast”, April 16, 2020. [Online]. Available:            

Wikipedia, https://en.wikipedia.org/wiki/Automatic_dependent_surveillance_–_broadcast [Accessed   

May 21, 2020]. 
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sources without transmitting any information about itself. The “out” capability          

enables aircraft to continuously broadcast data about itself. Data can be           

transmitted directly between aircraft or via ground stations as seen in figure 2             

where the ADS-B links are colored in blue.  

 

Figure 2, ADS-B communication (blue), courtesy of radarbox24.com 

 

 

The data is encoded into unencrypted ADS-B packets and are automatically           

broadcasted every half second over the 1090MHz radio frequency. The          

packets are encoded using Pulse-position modulation (PPM) which is a form           

of digital signal modulation. Each packet sent begins with an 8 microsecond            

preamble in order for any listener to be able to identify the start of an               

incoming message. Figure 3 shows an example of a packet with the preamble. 

 

 

 

Figure 3, The structure of an ADS-B packet, 

https://www.radartutorial.eu/13.ssr/sr24.en.html 

 

Following the preamble is the data block, which consists of 56 (or 112) bits              

depending on which type of message is being sent, these can be distinguished             

by the downlink format (DF). Table 1 details which bits represent what in the              

packet and figure 4 shows a graphical illustration of this. 

 

12 



 

 

 

 

 

Table 1, ADS-B packet composition. 20 

 

● The Downlink Format (DF) 17 is used for the ADS-B system. 

● Capability (CA) is an additional identifier (subtype). 

● The ICAO address can be compared to a MAC address for a computer,             

it can be seen as a unique identifier for each aircraft. 

● PI is a simple checksum that can be put through a cyclic redundancy             

check in order to validate the integrity of the data. 

 

 

Figure 4, A 112 bit data block following the preamble, 

https://www.radartutorial.eu/13.ssr/sr24.en.html 

 

The DATA segment is the most interesting one for us since it contains the              

information in table 2. 

 

Table 2, Different DATA segment type codes. 20 
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Each aircraft is identified by its registration number or flight number. The            

surface position is encoded using Compact Positioning Reporting which is an           

algorithm used to represent GPS coordinates in an efficient manner.   
20

 

We do not feel like it is relevant for this report to go in depth about how CPR                  

works, however it is important to understand that data such as position and             

velocity can be transmitted using the protocol. 

4.2 Usage 
 

The main purpose of having ADS-B capable aircraft is to increase the pilots’             

situational awareness while flying. Increasing the amount of tracking between          

aircraft allows for a lower separation distance between them, increasing the           

throughput and efficiency of the network. In the US, ADS-B out has been a              

requirement since the 1st of January 2020 for aircraft to operate in designated             

airspace.  
21

 

 

 

20 Junzi Sun, “Compact Positioning Reporting”, [Online]. Available: mode-s.org,         

https://mode-s.org/decode/adsb/compact-position-report.html [Accessed April 25, 2020]. 
21 The AOPA, “ADS-B: It’s 2020, what now?”, 2020. [Online]. Available: AOPA,            

https://www.aopa.org/news-and-media/all-news/2020/january/pilot/ads-b-in-2020 [Accessed April   

25, 2020]. 
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Figure 5, Pilots with ADS-B Out and In greatly increase their situation 

awareness by having real-time traffic info in the cockpit. 

(Photo: ForeFlight) 

 
As seen in figure 5 ADS-B can provide a great picture of the current situation               

in the surrounding airspace. The aircraft being flown marked in blue with            

other aircraft marked in teal, providing real time direction and altitude           

deviation.  

 

Some online services take advantage of ADS-B transmissions today and          

display air traffic by linking together data from enthusiasts with receiving           

stations at home, such as the popular website Flightradar24.com seen in           

figure 6. 
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Figure 6, Example of data displayed by flighradar24.com 
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4.3 Limitations 
 

The range of an ADS-B radio station depends on the aircraft's altitude and any              

obstructions located between them, such as terrain or buildings. The nominal           

range without any obstructions is around 150 nautical miles. No specific           
22

encryption exists and thus ADS-B data can be received by anyone listening on             

the appropriate frequency. ADS-B coverage is limited by the current distance           

to and availability of ground stations and other aircraft. 

 

The most reliable information about surrounding traffic is provided by direct           

air-to-air communication via ADS-B. This is only possible if both aircraft are            

transmitting on the same link (978MHZ/1090MHZ). If an aircraft within a           

certain range of another does not communicate on the same link, any ground             

stations that are in range can still provide these aircraft with ADS-R            

(Rebroadcast) data as long as they are considered to be inside each aircrafts             

“hockeypuck”, which is a visualisation, see figure 7, of the effective range of             

ADS transmissions. 

 

 

 

  

 

 

 

 

 

 

 

Figure 7,  The “hockeypuck” of an aircraft. 

 

An aircraft without ADS-B capabilities will not be able to see other ADS-B 

aircraft and will have to rely on visual and ATC communication. 

 

 

 

 

 

 

 

 

 

 

22 The FAA, “ADS-B Frequently asked questions”, August 22, 2019. [Online]. Available: FAA,             

https://www.faa.gov/nextgen/programs/adsb/faq/ [Accessed April 26, 2020]. 
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5 Scientific methodologies for penetration testing 

In this section we will describe the scientific models and methodologies that            

we are going to use during the course of this project.  

 

We will use the OSSTMM3 as a model for testing the ADS-B receiver. It is an                

open source security testing manual, specifically about operational security         

testing methodologies. According to the manual [2, pp.13] it will assure the            

following if implemented correctly: 

 

1. The test was conducted thoroughly. 

2. The test included all necessary channels. 

3. The posture for the test complied with the law. 

4. The results are measurable in a quantifiable way. 

5. The results are consistent and repeatable. 

6. The results contain only facts as derived from the tests themselves. 

 

A benefit of using the OSSTMM3 is that “it can act as a central reference in all                 

security tests regardless of the size of the organization, technology or           

protection” [2, pp.13]. With this being said, we feel like the manual will form a               

good basis for our project and have therefore decided to use it as our reference               

guide. 

 

5.1 Defining the security test 
 

The manual describes [2, pp.33] seven steps that will lead us on the path to a                

well defined test. The first step is to define the asset that is supposed to be                

protected. Any mechanisms in place for protecting the asset are called           

Controls. These will be tested in order to identify any Limitations. The            

OSSTMM defines the limitations as [2, pp.28]: 

1. Vulnerability is the flaw or error that: (a) denies access to assets for             

authorized people or processes, (b) allows for privileged access to assets           

to unauthorized people or processes, or (c) allows unauthorized people          

or processes to hide assets or themselves within the scope. 

2. Weakness is the flaw or error that disrupts, reduces, abuses, or           

nullifies specifically the effects of the five interactivity controls:         

authentication, indemnification, resilience, subjugation, and     

continuity. 

3. Concern is the flaw or error that disrupts, reduces, abuses, or nullifies            

the effects of the flow or execution of the five process controls:            

non-repudiation, confidentiality, privacy, integrity, and alarm. 

4. Exposure is an unjustifiable action, flaw, or error that provides direct           

or indirect visibility of targets or assets within the chosen scope           

channel. 
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5. Anomaly is any unidentifiable or unknown element which has not          

been controlled and cannot be accounted for in normal operations. 

The second step is to identify any services or processes encapsulating the asset             

(including protective mechanisms). These are where any interaction with the          

asset takes place, also called the engagement zone. Everything outside of           

the engagement zone that is required to keep the asset operational is defined             

as the test scope. This could be anything from electricity, workers, air, food             

and includes things that the tester may not be able to influence. It is worth               

noting that the scope should only include relevant things and be limited to             

“realistic/probable” events (i.e. a meteor impact that will wipe out our entire            

civilization should probably not be included when testing the security of a            

firewall). 

Once the scope has been defined it is time to describe how it interacts with the                

outside and itself. These interactions are called vectors and should have a            

direction i.e. inside to outside, outside to inside. The asset should also be             

compartmentalized if possible, so that vectors can be defined within the asset,            

i.e. vector A is directional from the assets’ compartment X to compartment Y.             

The manual describes that it is ideal for each vector to be a separate test in                

order to keep the test duration short before much change can occur within the              

state of the test environment. 

The next step is to identify the required equipment for each test. For each              

vector defined, there might exist several different interactions on different          

levels, which the manual has defined as channels. The channels are Human,            

Physical, Wireless, Telecom, Data networks and belong to their own class. The            

different test classes are called Physical Security (PHYSSEC), Spectrum         

Security (SPECSEC) and Communications Security (COMSEC) (see table 3).         

The equipment needed is dependent on which type of channel the test is being              

performed in. The manual also states that each channel must be separately            

tested for each vector.  
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Table 3, Different type of classes and channels used to define the test [2,pp.35] 

 

After each test has been assigned the proper channel and the equipment            

required has been identified you should determine what information you want           

to learn from each test. The information gathered is dependent on the type of              

test being performed. All tests should be assigned a test type and the most              

common ones are according to the manual: 

● Blind 

● Double Blind 

● Gray Box 

● Double Gray Box 

● Tandem 

● Reversal 

A visualisation of the relationship between the targets knowledge of the attack            

and the attackers knowledge of the target, and how they relate to what type              

the test is, is shown in figure 8. 
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Figure 8, Different types of testing [2, pp.36] 

 

Each test will fall into one of these categories depending on the            

targets/attackers knowledge of the attack/target. In a blind test the attacker           

tries to engage the target without any knowledge about it whilst the target             

(defender) is prepared for the attack, knowing all the details about it. This is              

according to the manual often referred to as “Ethical Hacking” and primarily            

tests the skills of the Analyst/Attacker. A reversal test is the opposite, where             

the analyst engages with full knowledge of the target whilst the target has no              

idea of what/when and how the attack will be performed, often called a Red              

Team exercise. 

 

A Double blind test is called “Black Box test” or “Penetration test” which is              

when both the attacker and defender have little or no knowledge about each             

other. 

 

Once a test type has been assigned the analyst has to make sure that each test                

is in compliance with the Rules of Engagement [2, pp.38] which is a             

guideline to assure safe, proper security testing without the creation of any            

misunderstandings, the breaching of any laws or false expectations. 

The final result of the test will be a measurement of the Attack Surface, in               

other words “the unprotected part of the scope from a defined vector”. 
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5.2 Critical security thinking 
 

There is a six step analysis technique [2, pp.54] described in the manual for 

the analyst to maintain a high level of factuality and correctness during 

testing.  

It describes the importance of the analysts self ability to critically evaluate 

sources of information and measure trust. The six steps are defined as: 

1. Build your knowledge of the target from a variety of the most 

contemporary, factual resources while avoiding commercially biased 

and speculative information. 

2. Determine the global level of experience for the type of target and the 

amount of information possibly known about it. 

3. Determine any bias or ulterior motives in the information sources. 

4. Translate jargon from information sources to similar or known words 

for comparison because what may sound new or complicated may just 

be a trick to differentiate something common. 

5. Be sure the test equipment has been properly calibrated and the test 

environment verified to assure the results are not contaminated by the 

test itself. 

6. Assure that the translation state of tools or test processes has been 

removed as much as possible so that the results do not come from the 

indirect sources in a process or the pre-analysis from some tools. 

 

It describes critical security thinking as “a term for the practice of using logic 

and facts to form an idea about security”. The analyst should apply critical 

thinking both to information and statements they find externally and to 

information they derive from testing. Information created in such a manner 

will remain unbiased and accurate and will give a clear understanding of the 

faults of the target [2, pp.54]. 
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5.3 Error handling 
 

According to the manual it is important to understand how and when errors 

can occur during testing since they might not always be the fault of the tester. 

The manual has defined twelve error types [2, pp.46] as seen in table 4. 

 

Table 4, The different types of errors as defined by the manual [2, pp.46] 

Error Type Short description 

False positive Something determined as true is     

actually revealed false. 

False negative Something determined as false is     

actually revealed as true. 

Gray positive Something answers true to    

everything even if false. 

Gray negative Something answers false to 

everything even if true. 

Specter Something answers true or false but 

the real state is revealed as 

unknown. 

Indiscretion Something answers either true or 

false depending when it’s asked. 

Entropy error The answer is lost or in signal noise. 

Falsification The answer changes depending on 

how and where the question is 

asked. 

Sampling error The answer cannot represent the 

whole because the scope has been 

altered. 

Constraint The answer changes depending on 

the limitations of the tools used. 

Propagation The answer is presumed to be of one 

state or the other although no test 

was made. 

Human error The answer changes depending on 

the skill of the Analyst. 
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The manual [2, pp.49] states that it is important for the analyst to keep track 

of operational errors during the testing process since the analyst then can use 

the information to “frame the thoroughness of the current audit”. 

The analyst must take care in being as factual as possible since it has a 

tendency of being biased because it is a self assessment process and to not 

dismiss any errors since it can help the analyst in future testing.  

 

The record of errors can also be used as a good indicator on the complexity of 

the audit and the competency of the analyst to deduce errors. According to the 

manual, many errors can indicate a chaotic environment with many variables, 

while tests done under “lab conditions” usually are less prone to errors since 

most variables can be handled in a controlled manner. It is important to 

ensure that the testing is repeatable to minimize any indiscretion and 

falsification errors which may occur when testing is done only once or in only 

once location. 

 

The manual describes a common mistake called pattern matching [2, pp.57] 

which is when the analyst skips steps which are considered “unnecessary” due 

to the outcome being obvious instead of looking at the big picture of the 

attack.  

 

The results of a test is highly reliant on the method used to acquire them, 

therefore it is important that the method is known in its entirety. If the analyst 

can recognize when parts of a test have been skipped, the test result should be 

discarded and the test must be executed again properly. 

 

Pattern matching can be detected by examining each test method and its’            

result for the following [2, pp.57]: 

● Tests using specific threats instead of a thorough interaction with the 

attack surface. 

● The lack of details on resulting processes behind interactions with the 

target. 

● Little or no information about controls for various targets. 

● Only some of the targets are reported for certain tests and those have 

completely negative results. 

● Targets not tested for reasons which are anecdotal (notes where a 

person has said there is nothing there to test or has been secured). 

● Tests of targets which have obviously not been secured. 
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5.4 Presenting the results and the STAR format 
 

The manual describes how the test results should be presented and it should 

contain the following information [2, pp.50]: 

 

1. Date and time of test 

2. Duration of test 

3. Names of responsible Analysts 

4. Test type 

5. Scope of test 

6. Index (method of target enumeration) 

7. Channel tested 

8. Test Vector 

9. Attack surface metric 

10. Which tests have been completed, not completed, partially (to which 

extent) 

11. Any issues regarding the test and validity of the results 

12. Any processes which influence the security limitations 

13. Any unknowns or anomalies 

 

Tests results can include recommendations and solutions for addressing any 

found issues, however they are according to the manual not mandatory. This 

is because the analyst often has a limited view of the client environment and 

proper solutions might not exist. 

 

The manual also states that “any misrepresentation of results in the reporting 

may lead to fraudulent verification of security controls and an inaccurate 

security level” [2, pp.50] Thus it is on the analyst to accept the responsibility 

for any inaccurate reporting. 
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6 Testing setup 

In this section we will describe the asset and define our penetration test             

according to the scientific method we described earlier.  

 

6.1 The asset 
 

The device that we have decided to use in our penetration test is the              

“ForeFlight Sentry Mini” ADS-B receiver, shown in figure 9. The reason why            

we chose this device is because it is simple and isolated from any aircraft              

systems. It is cheap at a price of 300 USD, runs off 5V USB power. In a study                  

made by Silva, Jensen and Hansman from MIT on ADS-B usage [10], the             

ForeFlight brand seems to be one of the more popular ones and the target              

audience seems to be private GA owners flying single engine piston aircraft.            

ForeFlight describes the product as following: 

 

“The easiest and most affordable way to fly with subscription-free weather,           
Sentry Mini weighs less than 2 ounces but still delivers all the essential             
features for cross country flying. You’ll see complete FIS-B weather data in            
ForeFlight, from radar and lightning to METARs and TFRs. Dual-band traffic           
helps you track nearby aircraft, and the built-in GPS drives moving map            
navigation with terrain alerts. Available at an incredible price, Sentry Mini can            
be plugged into a cigarette lighter charger or a portable battery pack for             
all-day performance."  23

 
The device is connected to an application (by ForeFlight) running on either an             
iPhone or iPad and can provide the following information through the user            
interface: 
 

● ADS-B Weather reports 
● ADS-B Traffic 
● WAAS GPS 

 
 

23 Foreflight, “Sentry Mini”. [Online]. Available: flywithsentry: https://flywithsentry.com/mini        

[Accessed May 10, 2020]. 
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Figure 9, Example of Sentry connected to an iPad using the ForeFlight app. 

 

6.2 Defining the test 
The asset has been identified as the Sentry Mini by ForeFlight. There are to us               

no known controls in place prohibiting any spoofing. In a real world scenario,             

the asset is supposed to be attached inside an aircraft. Our engagement zone             

in these tests will thus be limited to remote interaction through radio            

communication in order for the test to be somewhat realistic. No physical            

tampering will be attempted nor interaction with the WiFi link between the            

iOS device and the receiver. 

 

The scope of the test includes the asset, an iPad and a 5V USB-C cable in order                 

to keep the asset powered. The asset can be compartmentalized into three            

parts, the receiver, the iPad and the internal radio antenna of the receiver. 

The asset interacts with the scope through different vectors. It must have at             

least one radio antenna in order to be able to receive ADS-B broadcasts, as              

well as staying connected with the iPad over WiFi. This internal radio antenna             

is our main entry point for our tests. This vector is directional from the outside               
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to the inside and belongs to the wireless channel since it consists of electronic              

communication sent over the electromagnetic spectrum. It should be classified          

as SPECSEC [2, pp.35] according to the manual. 

 

The equipment required for performing tests over the attack vector has been            

acquired in the form of an SDR (Software Defined Radio). A SDR is a great               

tool that can be used to emulate almost any type of radio to transmit and               

receive signals over a broad range of frequencies. We decided to purchase a             

device named “HackRF One” made by Great Scott Gadgets and the software            

used to emulate a transceiver is called GNU-Radio (see Appendix A).            
24 25

GNU-Radio is open source and can be programmed to both decode and            

encode ADS-B messages by writing custom ADS-B codeblocks in the          

programming language python. 

 

Since both attacker and target have little to no knowledge of each other, all of               

our tests will be classified as Double Blind tests. Even though the ADS-B             

protocol is open source we do not know if the asset has any built in controls                

that could limit any attacks. 

 

The information we believe is interesting to gather from these tests is if the              

application connected to the receiver will react on any data being broadcasted.            

One might argue that this is just testing if the device and protocol works,              

which is true, however we feel like being able to spoof requests and flood the               

target device with fake requests could take away its primary goal, which is to              

give the user a correct picture of nearby traffic and weather. If we manage to               

tamper with this “image of reality” by injecting fake traffic we are essentially             

disrupting the service being provided. From our point of view a disruption of             

the service would be a successful attack.  

 

It is important that our tests do not break the Rules of Engagement. We have               

decided to isolate all testing equipment inside a Faraday's cage located           

underground and use a very low gain signal on the transmitter to prevent any              

signals from leaking out.  

 

 

 

 

 

 

 

 

 

 

 

 

24 Great Scott Gadgets, “HackRF One”. [Online]. Available: greatscottgadjets,         

https://greatscottgadgets.com/hackrf/one/ [Accessed May 10, 2020]. 
25

 GNU-Radio. [Online]. Available: gnuradio, https://www.gnuradio.org [Accessed May 10, 2020]. 
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6.3 Testing 
 

Before starting any tests, we’ve identified a few errors that could cause            

unreliable results: 

 

● Interfering signals on the frequency. 

● Defect transmitter. 

● Data not being encoded properly. 

● Signal not being modulated properly. 

● Defect receiver. 

● Error in the application or connection to the receiver. 

 

In order to make sure that these errors are not present during testing we have               

to validate them. The SDR can be used to perform a frequency analysis on the               

spectrum. No anomalies or spikes were present on the 1090MHz frequency,           

this was determined through the use of spectrum analysis tools in GNU-Radio            

such as  the FFT and Waterfall blocks covering the correct frequencies. 

 

Both the HackRF One and the Sentry ADS-B receiver were tested on real             

incoming ADS-B traffic. Both devices showed consistent data and the          

application connected to the sentry visualized the data as according to the            

documentation sent with the device. We also managed to locate the target, a             

helicopter, visually by looking up in the air. A screenshot of this is shown in               

figure 10, the aircraft shown as “SEJPU” is the helicopter. 

 

To generate data for the test we decided to use python code available as open               

source on github. It allows for encoding an ADS-B message containing the            
26

ICAO code, latitude, longitude and altitude of an aircraft. The output file of             

this program can then be used to transmit directly via the HackRF One’s             

command line interface tools.  

 

26 Linar Yusupov, “ADSB-Out”, Open Source ADS-B Encoder, 2019. [Online]. Available: Github,            

https://github.com/lyusupov/ADSB-Out/blob/master/ADSB_Encoder.py [Accessed May 11, 2020]. 
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Figure 10, Screenshot of the iOS application connected to the Sentry Mini, 

visualizing real traffic in the vicinity. 
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Table 5, test names and description 

Test name Description 

Single Stationary Ghost Aircraft A single position report at a fixed 

altitude, located within the 

hockeypuck zone of the receiver. 

Teleporting Ghost Aircraft A burst of positioning reports at 

different altitudes from the same 

aircraft identifier, but moving 

around in an erratic pattern, 

breaking the laws of physics in terms 

of movement. 

Multiple Ghost Aircraft Multiple static position reports from 

different aircraft identifiers around 

the target, cluttering the display. 

 

The first test to be performed is the “Single Stationary Ghost Aircraft” test.             

This test is chosen because it will allow us to detect if there is a possibility to                 

inject a fake, static aircraft into the environment. It is very similar to the              

testing done in previous research and if this is possible it means that the asset               

has no built in controls when it comes to validating the authenticity of a              

message. It also means that we can answer our initial question based on the              

result of this test, which was if we could manipulate the environment being             

presented to the user by the device. 

 

The two following tests are extensions to the first one. For the second test we               

will alter the position of the aircraft in such a way that the speed required to                

move over the distance is unrealistic. If the asset displays the same aircraft             

regardless of motion it means that the asset has no built in controls validating              

the movement of any aircrafts within range.  

 

The idea behind the third test is to see if we can manage to clutter the display                 

with many aircraft, to see if there are any controls in place to deal with               

flooding. In these tests the aircraft(s) will be placed in range of the             

hockeypuck of the receiver. 

 

See table 5 for a summary of the mentioned tests. 
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7 Test Results 

 

Table 6, Results of “Single Stationary Ghost Aircraft” test 

Date May 2020 

Duration < 1 second 

Test type Double Blind 

Scope of test USB-C Power, iPhone X w/ 

ForeFlight application. 

Index 1 

Channel tested SPECSEC 

Test vector ADS-B Protocol 

Attack surface metric Visibility in the application 

Uncompleted test No 

Any issues regarding validity of 

results 

No 

Any processes which influence the 

security limitations 

No 

Any unknowns or anomalies No 

 

The result of the first test was a success. Immediately upon transmitting a             

single ADS-B data packet, the application visualised the target on the display            

at the correct position and altitude (as seen in Figure 11). See table 6 for test                

result details. 
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Figure 11, The result of injecting a single aircraft into the environment.  
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Table 7, Results of “Teleporting Ghost Aircraft” test 

Date May 2020 

Duration 1 minute 

Test type Double Blind 

Scope of test USB-C Power, iPhone X w/ 

ForeFlight application. 

Index 1 

Channel tested SPECSEC 

Test vector ADS-B Protocol 

Attack surface metric Visibility in the application 

Uncompleted test No 

Any issues regarding validity of 

results 

No 

Any processes which influence the 

security limitations 

No 

Any unknowns or anomalies No 

 

The result of this test was a success. An aircraft with the same ICAO identifier               

moved back and forth between two points located 5 kilometeres apart in less             

than a second. See table 7 for test result details.  
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Table 8, Results of “Multiple Ghost Aircraft” test 

Date May 2020 

Duration 1 minute 

Test type Double Blind 

Scope of test USB-C Power, iPhone X w/ 

ForeFlight application. 

Index 1 

Channel tested SPECSEC 

Test vector ADS-B Protocol 

Attack surface metric Visibility in the application 

Uncompleted test No 

Any issues regarding validity of 

results 

No 

Any processes which influence the 

security limitations 

No 

Any unknowns or anomalies Yes 

 

The result of this test was a success. Multiple aicrafts with different ICAO             

identifiers were placed in a pattern close to the receiver and a build up of               

ghost aircraft was successful. See table 8 for test result details. We noticed that              

every aircraft had to be “refreshed” with a new ping every few seconds or it               

would disappear on the user interface. Once refreshed we could keep creating            

new aircrafts as long as its ICAO code was different to the others (see figure               

12). 
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Figure 12, Multiple ghost aircraft testing in progress. 
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8 Discussion 

In this section we discuss and conclude the results of our penetration testing,             

how they relate to our problem formulation and reflect upon how we used the              

scientific method for the threat modelling. We also present ways in which we             

think there is potential for future research in the area of ADS-B and aircraft              

communications security. 

 

8.1 Test results 
 

Whilst we are not surprised by the results of the tests due to similar studies               

made in the area and the nature of the protocol, they do show that the               

environment presented by the Sentry Mini can be manipulated by          

broadcasting fake ADS-B data.  

 

The first test result, which is similar to previous tests done in the field, shows               

that a ghost aircraft can be injected into the environment. The second test             

acknowledges that there is no logic in place to validate the data digested by the               

application, as an aircraft can be teleported around in the environment in            

ways that are unrealistic. (In our test we moved the aircraft in ways so that the                

aircraft had to be traveling at a speed exceeding 5000 m/s while performing             

180 degree turns in less than half a second). Our final test shows that the               

interface can be cluttered by creating multiple ghost aircraft and injecting           

them into the environment. 

 

Although the tests were successful we do not believe that the security threat             

poses a significant risk, mainly because there exists many other sources of            

information available to the pilot flying. Congested areas are monitored by           

ATC which have access to other sources of information such as PSR and SSR.              

If any ghost aircraft were to be injected they could be invalidated by             

communication with ATC or visually if possible.  

 

The application has a notification that is displayed when the user opens it for              

the first time, warning that the traffic display is not “to be used as a primary                

means of aircraft visibility or avoidance” (see figure 13). Users that have            

become accustomed to ADS-B traffic may however be thrown off by any            

deviation, and may cause large disruptions depending on the experience of the            

pilot.  

 

We do believe that the attacks disrupt the main functionality of the device,             

which is to give the pilot an increased situational awareness by displaying            

nearby traffic. The ForeFlight application is approved to be used as an EFB             

(Electronic Flight Bag) removing the need for any paper charts used for            

navigation. A clutter created by ghost aircraft on the display makes it harder             

for the pilot to see the map, which is a negative side effect of our attack. The                 
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traffic can be filtered out in the application through configuration but doing so             

will remove all traffic present on the display. 

 

Just like false radio transmissions may cause confusion if present near an            

airport, we think that injecting fake ADS-B data could put an unnecessary            

strain on an already task saturated environment, which is undesirable.  

 

We’ve classified the limitation in the service provided by the Sentry Mini as a              

weakness. This has been done due to the lack of controls in the asset and the                

properties of the protocol.  

 

8.2 Threat modelling 
 

We used the OSSTMM3 as a reference for creating a threat model and we              

believe that the guide was helpful since it is generic and easy to apply to any                

target. Since we modelled our threat in a very specific way (by limiting the              

interaction through radio communication over the ADS-B protocol) many         

aspects of the manual and potential attack vectors were left out.  

 

According to the manual, all realistic potential threats should be included in            

order for the security audit to be thorough. This means that we should have              

included other potential vectors such as tampering with the WiFi link between            

receiver and application, physical tampering, etc. This would probably have          

given a wider perspective of the security level of the asset, however we feel like               

our reasons for keeping it limited are valid.  

 

We believe that the limited use of the manual is reasonable since we were              

interested in the potential of long range remote attacks, due to the ease of              

accessibility from an attacker's perspective. By using the manual as a           

reference, we believe that the results give an accurate view of a limited part of               

the attack surface, which is the ADS-B protocol and its implementation in the             

device. We think that our adaptation of the manual and the way we built our               

threat model is a fair tradeaway considering the complexity of testing every            

single potential attack vector when taking the scope of our problem           

formulation into consideration. 

 

8.3 Problem formulation 
 

Our testing allowed us to answer our initial problem formulation, which is to             

measure if we could inject fake data into the environment presented to the             

pilot through ADS-B communication. An interesting way that it could be           

extended would be to include human factors in the problem formulation and            

measure the reaction of the pilots flying while monitoring the application           

while fake data was being injected.  
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We think that it is important to distinguish between the testing that we’ve             

done, i.e. a penetration test on a receiver (as a piece of hardware and software)               

and measuring any human factors involved, since we believe it is beyond the             

scope of this report to classify the security risks and limitations the results             

have on air safety based solely on our results. 

 

We do think that our problem formulation is good because it is very specific              

and easy to measure but due to the reasoning above, might not give the entire               

picture of the implications the limitations have on flight safety.  

 

8.4 Validity and reliability 
 

Before any testing was performed, we verified that all of our equipment was             

functional and operational (see section 6.3). No issues were found and the            

testing results were consistent across all tests, which were performed multiple           

times in a similar manner. We believe this proves that the “test-retest”            

reliability of our tests is high since the results showed consistency over time.  

 

The validity of our tests is consolidated through the usage of the OSSTMM. By              

defining all tests in accordance with the manual we could make sure each test              

had a specific goal and scope, targeting a specific attack vector that allowed a              

precise measurement of the attack surface. The usefulness of the testing was            

discussed in section 8.3 and the conclusion is that it does give an indication of               

the limitations of the device but might not give the whole picture when it              

comes to aviation safety, due to the fact that many other complex variables             

such as human factors were left out during the scoping of this research.  

 

8.5 Future research 
 

As described in the limitations of this research, we decided to target a simple              

and affordable ADS-B receiver made for GA pilots. Other hardware exists that            

is more complex and this could be of interest to study deeper, since there              

might exist controls that mitigate the attacks we performed in our testing. We             

limited the research to ADS-B traffic, however, the Sentry Mini supports other            

types of data such as weather information through TIS-B, which could be            

manipulated in a similar fashion to our testing. 

 

Future research in the area would be to apply this kind of testing on a pilot                

flying in a controlled environment, such as a simulator, while injecting fake            

data. We believe that it could be of interest to measure the actions taken by               

the pilot in different scenarios while fake ADS-B data was being injected            

(specifically in remote areas where there is limited or no ATC coverage) since             

it would indicate the impact the limitations found in our research would have             

on air safety. 
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As mentioned in section 2.7 modern aircraft have multiple thoroughly tested           

safety measures in place which easily can nullify any damage an ADS-B attack             

can cause. However ADS-B is already mandatory for GA flights in parts of the              

USA, and in the future the airline industry may become more dependent on             

ADS-B. If ADS-B gets more deeply integrated into aircraft it will most likely             

gain more access to internal flight and control systems, such as ECU’s and             

autopilot mechanics, having it unencrypted would mean a very serious          

security risk. For instance, if TCAS would become completely reliant on           

ADS-B an attacker would be able to steer the plane like a puppet. If internal               

ECU’s on an aircraft were exposed, an attacker would be able to completely             

control the aircraft [11]. 

 

To mitigate any potential damage our discussed attack method could convey, a            

system would have to be put in place. Such a system could be an extension to                

the ADS-B protocol to include encryption or verification for sent messages as            

previously discussed in section 2.9. Since ADS-B currently is not used as a             

primary navigation tool, a small delay that would result from          

encryption/validation could possibly be acceptable if it meant higher safety          

standards.  
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Figure 13, Traffic Notice in application 
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10 Appendix A 

 

 

 

 

The Sentry Mini ADS-B Receiver to the left and the HackRF One to the right. 
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