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Abstract— The emergence of the Internet of Things (IoT) 
shows us that more and more devices will be connected to 
the internet for all types of different purposes. One of those 
devices, the smart plug, have been rapidly deployed because 
of the ease it brings users into achieving home automation 
by turning their previous dumb devices smart by giving them 
the means of controlling the devices remotely. These IoT 
devices that gives the user control could however pose 
serious security problems if their vulnerabilities were not 
carefully investigated and analyzed before we blindly 
integrate them into our everyday life. In this paper, we do a 
threat model and subsequent penetration testing on a smart 
plug system made by particular brand by exploiting its 
singular communication protocol and we successfully launch 
five attacks: a replay attack, a MCU tampering attack, a 
firmware attack, a sniffing attack, and a denial-of-service 
attack. Our results show that we can hijack the device or 
obtain the authentication credentials from the users by 
performing these attacks. We also present guidelines for 
securing the IoT device. 

Sammanfattning— Framväxten av sakernas internet (IoT) 
visar oss att fler och fler enheter kommer att anslutas till 
internet för alla möjliga olika ändamål. En av dessa enheter, 
den smarta strömbrytaren har snabbt distribuerats på grund 
av den lätthet den ger användare att uppnå hemautomation 
genom att göra sina tidigare dumma enheter smarta genom 
att ge användarna möjligheten att fjärrstyra de olika 
enheterna. Dessa IoT-enheter som ger användaren kontroll 
kan dock utgöra allvarliga säkerhetsproblem om deras 
sårbarheter inte undersöks noggrant och analyseras innan vi 
blint integrerar dem i vår vardag. I denna uppsats gör vi först 
en hotmodell och sedan penetrations testar vi en smart IoT 
strömbrytare som säljs av ett visst välkänt varumärke genom 
att utnyttja det enda kommunikationsprotokollet som finns 
på enheten och vi lyckas framgångsrikt med fem olika 
attacker: en återuppspelningsattack, en MCU-
manipuleringsattack, en firmware-attack, en 
överlyssningsattack och överbelastningsattack. Våra resultat 
visar att vi kan enkelt kapa enheten samt få 
autentiseringsuppgifterna från enheten genom att utföra 
dessa attacker. Vi presenterar också riktlinjer för att kunna 
säkra IoT-enheten. 

 
1 8.4 billion connected ’things’ will be in use in 2017, 
http://www.gartner.com/newsroom/id/3598917,  Retrived 2020 
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I. INTRODUCTION 

 

As technology becomes smaller, faster, and more 

connected over time it leads to more and more potential 

devices to join the internet and exchange data between 

themselves. Everything from coffee makers to blinds for your 

windows may one day be connected to the internet and be 

controlled remotely and dynamically. This category of 

devices is known as the Internet of Things (IoT) and is set to 

reach 20.4 billion connected devices by 2020 according to a 

forecast made by Gartner 1 . Consumer IoT is one of the 

growing sections of this massive expansion of connected 

devices and within the consumer IoT market, smart plugs has 

gained much popularity (Suryadevara & Biswal, 2019). Figure 

1 shows one of these devices i.e., The Deltaco SH-P01, which 

is a smart plug connected through the Wi-Fi interface. 

Devices like these are mainly used in home automation, 

where users of the IoT system can monitor and control many 

other devices in their homes. Such use cases include that in 

the summertime being able to turn on a fan connected to the 

smart plug when the IoT connected home senses the room 

temperature to be too hot so that the room can be cooled 

down without the need to walk up to the fan and manually 

turn it on. Some plugs also come with a function to monitor 

energy management and one could use it to get an overview 

of their energy consumption over a period. Therefore, with 

millions of homes that deploy smart plugs today and with 

more connected devices set to join them in the future the 

risk that some nefarious users will try to abuse the various 

IoT systems and gain access to these devices is high (Alladi, 

Chamola, Sikdar, & Choo, 2020) 

 



 
 

A. Hacking concerns in IoT systems 

Hacking is defined as gaining unauthorized access to data 

from a system or computer2. In the various Internet of Things 

(IoT) systems, security is one of the most important aspect 

to both the end user and the supplier. There are multiple 

factors that can be liable for damage such as the usage of the 

devices, the environment they are installed in, the 

connection between the devices themselves and any 

potential backend servers that support the services. Thus, a 

secure IoT system will have to have considered as many as 

possible of these factors and have a solution implemented 

for each one of them. Cyber security needs have steadily 

grown as more and more computer systems are connected 

to the internet. There have been multiple security concerns 

with IoT systems over the years. Some of the earlier devices 

were not built with enough emphasis on security which led 

to widespread problems, such as the rise of infamous Mirai 

botnet (Zhou, o.a., 2017). The Mirai botnet infected IoT 

devices that ran on ARC processors and turned those devices 

into bots. A bot3 is a software application that are set to do a 

certain task. The task for the hacked IoT devices in the Mirai 

botnet was to launch various distributed denial-of-service 

(DDoS) attacks. With the rise in popularity of IoT systems the 

security concerns need to be further explored, especially in 

cyber-physical systems such as the various IoT devices in the 

consumer and enterprise space where an attacker could 

potentially harm people by turning off services that are 

essential, such as medical equipment that is connected to 

the internet. Much research into this subject is being 

conducted, such as vulnerability studies into the IoT sector 

as a whole (Patton, o.a., 2014), or studies of certain specific 

devices such as the one in this paper. 

 

 
Fig. 1 Deltaco SH-P01 Smart Wi-Fi plug. 

 

 

 
2 Definition of hack, https://www.merriam-webster.com/dictionary/hack , 
Retrieved 2020. 

B. Goal 

The goal of this thesis project is to analyze and evaluate 

the technical security and data privacy of the Deltaco Smart 

Wi-Fi Plug by trying to find vulnerabilities in its architecture 

and design by the means of penetration testing and 

subsequent evaluation. The result of the series of test 

outlined below is used to answer the question: Is the Deltaco 

Smart Wi-Fi Plug secured from the threats that were 

discovered by the threat modeling process? If not, how can 

it be exploited by nefarious users and what are the impacts 

and security concerns? 

C. Scope 

The scope of this thesis project is the threat analysis and 

penetration testing of the SH-P01 Deltaco Smart Wi-fi plug 

unit itself and the local Wi-Fi network its running on. This 

means that the smartphone app used to control the various 

functions it provides, the Deltaco back-end servers that runs 

most of these functions, and third-party services such as 

Amazon Alexa and Google Home is not included in the scope 

and is therefore open to being explored and evaluated in the 

future. With explicit permission from the creators of the 

infrastructure, if one would wish to continue the research 

started in this paper. This project will also only mainly focus 

on attacks that can be carried out remotely that do not need 

physical access to the device, this is done because of the lack 

of the testing equipment needed to access the various 

physical interfaces that could be present on the device. This 

project will also not be a how-to guide on how to specifically 

hack this device and others like it, so the attacks outlined in 

section V and VI is only a general overview on the attacks 

used in the penetration testing of this device. 

II. THEORY 

 

A. IoT Smart plugs  

Wall mounted power outlets are simple in 

implementation, they provide power regardless of if 

something is connected or not, by plugging in your device the 

controlling of that power is usually done on the device itself 

using the devices power-on switch or button. What a smart 

plug or outlet does is that the controlling of when to turn off 

or on the power is done on the plug or outlet itself. Thereby 

giving the power plug the means of controlling that power 

output, that control can in turn be done remotely via 

Bluetooth, Radio or Wi-Fi either locally or through the cloud. 

When you can remotely control if the device is turned on or 

off you can essentially also control when the device is turned 

on and off thereby making the device connected smarter. 

 

3  What is a bot? ,https://www.cloudflare.com/learning/bots/what-is-a-bot/ , 
Retrived 2020 



 
 

B. Deltaco SH-P01 

The Deltaco SH-P01 illustrated in figure 1 is one 

implementation of such a smart plug. The plug uses the type-

F power plug standard that is in use almost everywhere in 

Europe and Russia, except for the UK & Ireland4. The device  

got two means of controlling it, either it can be done 

physically on the device using the button that acts both as a 

reset switch and as a power button, or you control it through 

the cloud via the accompanied Deltaco Smart Home app for 

your phone or tablet. The plug uses Wi-Fi as the only means 

of communication with the cloud and supports the IEEE 

standard 802.11 b/g/n which is one of the most common 

standards in consumer use today (Roshan & Leary, 2004). 

The plug is sold by the Swedish company Deltaco 5  but 

manufactured by Tuya6 a Chinese company that offers other 

brands the service of easily creating a IoT ecosystem. 

Everything from choosing the product hardware such as the 

pre-programmed wi-fi modules, as the ESP8266 chip used in 

the Deltaco, to being able to build a custom app to control 

that new device. This has resulted in that Tuya claim they 

have designed and deployed over 200.000 unique devices in 

190 countries. Deltaco being one of these customers. The 

app gives the user the ability to directly control the device as 

illustrated in figure 2, or to schedule when to turn on or off 

the device. It can also be made to work with voice assistants 

such as Amazon Alexa and Google Home.    

  

 
Fig. 2 Deltaco Smart Home app, power button screen. 

 

 
4 Plug & socket types around the world ,  

https://www.worldstandards.eu/electricity/plugs-and-sockets/ , Retrieved 2020 
5 Deltaco, https://www.deltaco.se, Retrived 2020 

C. Firmware 

 

The term Firmware is quite broad in definition, anything 

from embedded Linux to basic low level control software can 

be called firmware. In general firmware is the code that runs 

on the hardware that is critical to that hardware’s operation. 

The firmware consists of several components such as the 

kernel, the bootloader, and the filesystem. The bootloader is 

responsible for the task of initialization of the various 

hardware components and the allocation of resources to 

them. The kernel is one of the main pieces of the firmware 

and the device. It is seen as an intermediate level between 

the hardware and the software acting as an operating system 

of sorts, and the filesystem is where the additional resources 

and files resides, resources such as webservers or network 

services. Hackers regularly target this as a place to embed 

malware and hide malicious code that can lead to the 

compromise of the system. A nefarious user can either 

acquire a copy of the original firmware and analyze it for 

weaknesses or flash the device it with a new malicious 

firmware. Flashing is the act of upgrading the firmware to a 

new version and is generally done by the manufacturers of 

the system (Cui, Costello, & Stolfo, 2013).  Acquiring the 

firmware of a device is most easily done from just searching 

the web. Some vendor’s website even host the files openly. 

Another way is by physically accessing the device to dump it 

using various techniques, or by mirroring or proxying the 

network traffic when updating the device Over The Air (OTA) 

to sniff the firmware (Gao, Ding, Tang, Jiang, & Xie, 2017). 

 

D. MCU 

The microcontroller unit (MCU) is the core component 

that makes up the circuit In an embedded system such as the 

IoT device. The MCU is essentially a chip that consists of a 

processor unit, some memory modules, and various 

communication interfaces and peripherals (parai, Das, & Das, 

2013). MCUs are used commonly across a broad range of 

different IoT devices. The MCU functions by running the 

software stored in its non-volatile memory module on its 

processor unit, it does this with the help of its own firmware. 

If the firmware can be seen as the lowest level of software 

that runs on the device, then the MCU can be viewed as the 

lowest level of hardware in that device. Everything else on 

the device runs on top of the MCU and its operation is crucial 

for the device’s functionality.  

 

 

6From idea to product realization,  https://www.tuya.com/, Retrived 2020 



 
 

E. MQTT 

    The MQTT is a lightweight communication protocol based 

on the publish/subscribe model. MQTT stands for MQ 

Telemetry Transport and it is designed for constrained 

devices to be used in low-bandwidth, high-latency, or 

unreliable networks. The protocol was created by IBM as a 

machine-to-machine, lightweight communication method 

(Dinculeană & Cheng, 2019). Unlike the traditional client-

server model, in which a client, such as the IoT device, 

communicates directly with a server, MQTT clients are split 

into two groups: A publisher (the sender) and a subscriber 

(the receiver). These two groups communicate via a server, 

called a broker. When a publisher wants to send data to the 

broker this operation is called a “publish”, and when a 

subscriber wants to receive data from the broker this 

operation is called a “subscribe”. MQTT also allows for 

multiple brokers.  

 

F. Encryption & Cryptography  

    Encryption is the process in which a sender encodes a 

message or file so that it can only be decoded by certain 

approved people. Encryption can use various algorithm or 

mathematical formulas to scramble or encrypt the data and 

then send it to the receiving party in the encoded state for 

them to unscramble, or decrypt, the information. This is 

done so that if the message gets into the hands of third-party 

users during the sending of the message it is not opened and 

read by those unauthorized entities. The message contained 

in encrypted data is referred to as plaintext. In its encrypted, 

unreadable form it is referred to as ciphertext7. 

 

G. Hardware interfaces 

Hardware refers to the physical components used on the 

device, things such as the MCU, various LED-diodes, 

switches/buttons, etc. Essentially the physical components 

that make up the device and that are controlled by the 

software loaded onto the device by the manufacturer. To be 

able to load the software over to the device there is a need 

for various interfaces (Rosch, 2003). USB-ports and the UART 

& JTAG interfaces are the most commonly found interfaces 

on IoT devices and it is also the latter two that nefarious 

users usually exploit to gain unauthorized access (Chothia, 

Oswald, & Vasile, 2019). UART, or Universal Asynchronous 

Receiver/Transmitter, is a serial interface used generally for 

diagnostic reporting and debugging by the manufacturer 

(Mishra, Singh, & Rousseau, 2015). It is an easy target since 

when a nefarious user gets the physical access to the 

interface, it is in most cases complete root access. Another 

 
7 What is Encryption? | Types of Encryption , 
https://www.cloudflare.com/learning/ssl/what-is-encryption/ , 
Retrieved 2021 

way to gaining unnotarized access is via JTAG, named after 

the Joint Test Action Group, which codified it, which is a 

microcontroller-level interface that is used for the testing of 

the integrated circuits (IC) and programming of the flash 

memory. 

  

H. Penetration testing 

Penetration testing, also called pen testing or ethical 

hacking is when a tester tests a system, network or an 

application to find vulnerabilities that a nefarious user could 

exploit with the intention to fix the found vulnerabilities. 

According to the Penetration Testing and Network Defense 

book by Andrew Whitaker and Daniel P. Newman there are 

5 stages to penetration testing. Reconnaissance, scanning, 

obtaining access, maintaining access and lasty erasing 

evidence (Whitaker & Newman, 2005). In the first stage the 

tester gathers as much information as possible about the 

system being evaluated, this stage can be both active and 

passive. In an active reconnaissance attack the tester can use 

various tools that directly probe the target network or 

system to determine things such as the IP address range of 

the target. A passive reconnaissance attack is when the 

tester uses publicly known information about the system 

from sources such as newsgroups or job postings about the 

company that deploys or manufacture the system to find 

information about the technology used by the system. The 

second stage is scanning, here the tester scans the network 

or system for open ports using tools such as Nmap 

(Orebaugh & Pinkard, Nmap in the enterprise: your guide to 

network scanning, 2011). The goal of this stage is to 

determine which services run on the target and to scan for 

weaknesses and vulnerabilities. When the services and their 

vulnerabilities have been identified the tester can move on 

to stages three and four, obtaining access and the 

maintaining of that access. The first is done by exploiting the 

weaknesses found in the scanning stage and the latter is 

when the tester installs a backdoor trojan which is an 

application that allows the tester to return to the system 

repeatedly without having to necessarily repeat the exploit 

(Zhenfang, 2015). And finally, the last phase of the testing is 

erasing evidence, most systems keep a log of everything that 

happens on the network or system and the tester would 

want to see if they are able to read and erase the log files 

that might have recorded their access to the system. This is 

important because it is good to assess which attacks are 

logged and which go undetected, it is also crucial to find out 

the ease of erasing these log files (Whitaker & Newman, 

2005). The most important aspect of any penetration testing 

being done is to have the explicit authorization and go ahead 

 



 
 

by the network or system owners so that you, the tester is 

not liable for the often-illegal activities that hacking entails. 

 

I. Threat modelling 

Threat modeling is the concept in which you identify the 

functionalities of the system and its related technical 

components and this is in turn used for identifying potential 

security threats against the system (Steven, 2010). Threat 

models dissect the components individually and identify the 

threats for each piece to gain information of any potential 

security flaw and how it can be exploited by nefarious users 

of the system. When this process is finished by the tester the 

attack surface of the device can be evaluated, rated, and 

analyzed with the use of threat identification methods such 

as DREAD and STRIDE to decide wherever the focus of the 

penetration tests should be applied. 

 

J. Stride 

The STRIDE threat model was created by Microsoft and is 

used by identifying the vulnerabilities of the system by 

highlighting six different categories of threats that a system 

might encounter. It is also these six categories that is the 

acronym for which this threat model is named after. This 

acronym and threats categories they are named after are as 

follows: Spoofing, Tampering, Repudiation, Information 

Disclosure, Denial of Service (DoS) and Elevation of Privilege 

(Omotosho, Ayemlo, & Olayemi, 2019). Spoofing is the act of 

stealing or acting as another person or computer, to get 

unauthorized access to the system. Tampering is when 

information is modified or edited for nefarious purposes. 

Repudiation is when the nefarious user claims that they did 

not do something or were not responsible. The nefarious 

user often wants to hide their malicious activity, to avoid 

being detected and blocked from the system. Information 

Disclosure regards the data breaches which happens when 

the nefarious user gets unauthorized access to confidential 

information. A DoS attack is when the nefarious user disrupts 

different services that are vital to the regular legitimate users 

of the system. Lastly elevation of Privilege is when the 

nefarious user tries to reach a higher level of privileged 

access inside the system for unauthorized purposes 

(Omotosho, Ayemlo, & Olayemi, 2019) (Shostack, 2008). 

 

K. Dread 

The threat model DREAD is a preferably used over STRIDE 

when prioritizing which threats to be handle first is of 

importance to the tester. The DREAD model is made up of 

five different factors that are analyzed individually and then 

summed up producing a number that is used for the final 

threat assessment.  As you go through these five factors, you 

should assign a rating of either one, two or three to each. A 

rating of one indicates a low risk. A rating of two indicating a 

moderate risk. A rating of three indicates a high risk. The first 

factor is the total amount of damage potential the threat can 

cause the system. The second factor that is assessed is 

reproducibility which is measuring how easy it would be for 

another nefarious user to reproduce the attacks. The third 

factor is exploitability this is measures how easy the threat 

would be to exploit by a nefarious user. The fourth factor is 

affected users this factor measures how many users that 

would be affected by the threat both from within the system 

or outside. The final factor is discoverability which measure 

the possibility of the threat being found (Shostack, 2008).  

 

 

L. Previous work 

 

IoT systems are as complex and intricate as traditional 

information systems that are built on hardware, software, 

and the various means of communication and are therefore 

subject to a likewise set of attacks that are used on the 

traditional IT systems. Every component in the IoT smart 

home ecosystem may cause security and privacy problems, 

everything from the devices themselves, the cloud servers 

they are running on, the hub that they use for 

communication, the communication standard itself, etc. 

Existing work relevant to this study roughly fall into the 

following categories: hardware-related attacks, software-

related attacks, user-related attacks, and communications 

related attacks. For example, a software-related security 

issue can be when two students, Louis Cameron Booth and 

Matay Mayrany, was able to flash a new unlocked firmware 

to an electric scooter OTA via the Bluetooth standard in less 

than a minute even though the scooter had some sort of 

basic password protection in place (Booth & Mayrany, 2019). 

There is also much work looking into the hardware security 

of IoT devices. A conference paper by Sebastian Vasile, David 

Oswald, and Tom Chothia systematically tested various 

different IoT devices and found that in over 45% of the 

devices only an exposed UART interface was enough for a 

complete firmware dump of the device (Chothia, Oswald, & 

Vasile, 2019). And they are not alone in researching this new 

expanding field of IoT devices. Ludvig Christensen and Daniel 

Dannberg demonstrated a user-related attack in their 

research on an IoT device that is plugged into your cars On-

board diagnostics (OBD) port. They concluded that the 

device could be subject to an MITM attack where the user 

itself is the attack vector, by tricking the legitimate user of 

the device the nefarious user could gain access to the 

legitimate user’s account and personal data (Christensen & 

Dannberg, 2019). Most of the research done on the security 

of IoT devices say the same thing, that the security standard 

that is in place currently is not robust enough. A joint case 

study of the security vulnerabilities done on a smart plug 

system manufactured by Edimax by students at the 



 
 

Southeast university in China and university of 

Massachusetts raised many warnings about the inadequate 

security of the tested IoT smart plug device (Ling, o.a., 2018). 

This only shows the importance of a good threat analysis and 

subsequent penetration testing of each IoT device deployed 

by a smart home ecosystem, A IoT system, like many other 

types of systems are only as strong as the weakest link allows 

it to be.  

III. METHOD 

Multiple methods can be used to test the security of the 

system architecture. First a threat model is created, the 

threats discovered in the threat modeling phase are then 

ranked and prioritized. When some threats have been 

established as interesting to conduct further research into 

the penetration tests phase begins and the hacks are 

performed to see if proper countermeasures are taken by the 

IoT device. The result of the threat modeling phase and 

attack phase is then presented in the results chapter. 

A. Threat assessment  

The choice between the different methods and threat 

categorization mentioned in the above DREAD and STRIDE 

sections resulted in using an approach that uses both, as 

mentioned in the IoT Penetration Testing Cookbook (Guzman 

& Gupta, 2017): first Identify the devices assets. Secondly 

decompose the IoT device. Thirdly identify the threats by 

using the STRIDE threat model and lastly score the sensitivity 

of functions based on attack vector’s cost, complexity, 

reputational impact, repeatability, and damage impact. In 

this methodology the scoring of the threats of the SH-P01 

smart plug will be performed according to the DREAD rating 

system. As to demonstrate in this thesis, scoring will be 

based on a number system where one is low, two is a 

medium, and three represent a high. 

B. Man-In-The-Middle 

 

A Man-in-the-Middle (MITM) attack is when a nefarious 

user becomes a malicious middle-man between two 

communicating systems or devices. The nefarious user’s 

intention is to take part of the traffic flow between the two 

systems to ultimately alter or exfiltrate the sensitive 

information that is part of the incoming and or outgoing data 

(Hwang, Jung, Sohn, & Park, 2008). The nefarious user can in 

some cases for instance manipulate the packages between 

the legitimate sender system and the intended recipient 

system without neither of the systems authorization or 

knowledge. This attack if done properly allows the nefarious 

user to see essentially all communication between the 

systems.  

 
8  What Is a Replay Attack? , https://www.kaspersky.com/resource-

center/definitions/replay-attack, Retrieved 2020 

C. Firmware reflashing 

Firmware reflashing attacks aim to inject malware or other 

types of malicious code into the target device to compromise 

it and gain unauthorized access (Cui, Costello, & Stolfo, 

2013). Firmware reflashing attacks can be carried out either 

as standalone attack on the target system or as secondary 

attack on the system following some sort of initial 

exploitation using traditional attack vectors. Firmware 

reflashing attacks hijacks the legitimate firmware update 

feature that exists in most systems.  

D. Replay attack. 

A replay attack8 is when a nefarious user sniffs packets 

between two communicating systems or devices, just like a 

man in the middle attack essentially does, and then stores 

the packets for later transmission. This means that sniffed or 

captured packets can be sent repeatedly or delayed 

maliciously, the latter being an example of a Denial-of-

service attack. For instance, if you could intercept packets 

that is sent because of authorized actions by the legitimate 

user, and the nefarious user would be able to manipulate the 

data being transmitted, so that the nefarious user could have 

indirectly gained authorized access to the target system or 

network. An example in the case of SH-P01 would be to 

replay or delay packets that is sent to the smart plug 

regarding the act of turning the device on or off and see how 

the system would react and behave in such a scenario.  

 

E. Denial of service attacks 

 

Denial of Service (DOS) is as the name suggests an attack 

with the explicit purpose to overwhelm the attacked system 

or network with the purpose of disrupting the functionality 

of the services that the system provides (Mirkovic, Dietrich, 

Dittrich, & Reiher, 2004). Generally, this is done by flooding 

the system or the network the system is a part of with 

multiple redundant malicious requests with the goal of 

congesting the network or system. Although the purpose of 

the denial-of-service attack is to bring the service to a 

complete halt, the attacked system’s ability to communicate 

with legitimate users most likely will be significantly 

decreased during the period the attack is executed.  

 

F. Network reconnaissance 

 

Network reconnaissance is the act of gathering 

information about the target system and the implemented 

network infrastructure that the system is a part of (Shaikh, 

Chivers, Nobles, Clark, & Chen, 2008). Things of importance 

to the nefarious user might be which services are running on 

the target systems network and information about the ports 

 



 
 

opened on the network. This is done with the sole intention 

to ultimately come up with a rudimentary network diagram 

of the systems present on the network and then plan the 

attacks on the chosen targets accordingly. The tools required 

to perform network reconnaissance are readily available on 

the internet and can be acquired easily. An example of two 

of those tools are Nmap, short for Network Mapper, and 

Wireshark (Orebaugh, o.a., 2006). Nmap is used to probe the 

target system for information on the ports, services, and can 

also perform OS detection. While Wireshark is generally used 

to listen on an interface the target is connected to be able to 

sniff packets for later decoding and analyzing.  

 

G. Hardware hacking 

 

Hardware hacking is when a nefarious user can leverage 

physical access to the device with the intention to gain 

unauthorized access. One of the easiest methods is to gain 

access to the UART interface. The nefarious user could use 

the UART interface to gain unauthorized root access to the 

IoT device and do things such as download the firmware to 

inspect it for weaknesses that could then be further 

exploited. Another way that a nefarious user could gain root 

access to a IoT device is via the JTAG interface. As with the 

UART interface, a nefarious user with access to JTAG can 

alter the flash memory, access various debug tools, and 

extract other proprietary information about the device. This 

is due to the fact that since these interfaces are generally 

only supposed to be used by the manufacturer, they are 

readily giving the user root access (Chothia, Oswald, & Vasile, 

2019). 

 

IV. THREAT MODEL 

In this chapter the results of threat modeling are 

presented, to give the reader a look into the SH-P01 plug and 

show where the prioritizations of the attack surface were 

chosen.  

 

A. Identify the Assets. 

In this section every asset of the SH-P01 smart plug device 

is identified and described. 

 

I. The Deltaco SH-P01 Smart Plug: The plug is used as a 

remote on/off electrical plug for other devices that 

connect to it via its power cord input. The plug can 

be connected to the user’s phone or tablet via an 

external cloud service over the Wi-fi network or 

directly to the phone via the local AP, and the plug 

has a local Wi-Fi access point that allows 

configuration and internet connection during the 

installation phase and when the reset switch is 

pressed. It runs software that controls many smart 

functions and is easily configurable by legitimate 

users of the device via the Deltaco Smart Home app. 

 

II. Radio Communication: The device supports wireless 

communication over IEEE 802.11 b/g/n Wi-Fi 

standard. 

 

III. Firmware: Runs firmware developed by the 

manufacturer Tuya customized to Deltaco 

specifications. The firmware is written to run on the 

MCU and its ESP8266 Wi-Fi chip used by the SH-P01 

Smart Plug. The default firmware is not available 

publicly on the internet. 

 

IV. Deltaco Smart Home mobile app:  The Deltaco SH-

P01 Smart Plug communicates with the Deltaco 

cloud service via the Deltaco Smart Home mobile app 

that runs on Android and IOS phones and tablets. It 

is from here the live commands can be executed, 

firmware can be updated, and automation can be 

scheduled. The app saves historic data such as date 

and time for the devices in its log and saves it on the 

cloud. The app requires users to set up an account 

with the service to be able to use it. 

 

V. Third party services: The Deltaco SH-P01 smart plug 

can be connected to third party services via the 

Deltaco Smart Home app. Services such as Google 

Home and Amazon Alexa can be used to control the 

device remotely. 

 

VI. Deltaco SH-P01 external hardware: As shown in 

figure 1, the smart plug only got one external button 

that acts as a traditional on/off switch when pressed 

once and as a reset switch when pressed and held for 

10 seconds. The plug consists of a pair of male and 

female F-type EU power plug standard adapters at 

either end, the male end is plugged into the wall 

outlet and the female part is used to connect to 

another devices power cord.  

 

VII. Deltaco SH-P01 internal hardware: Internally the 

smart plug uses the ESP8266 Wi-Fi chip. The chip got 

the UART pins readily accessible once the device is 

physically disassembled. 

 

B. Architecture Overview 

To completely understand the SH-P01 Smart Plug device 

and its different ways of controlling, an architectural 

overview of the ecosystem was made. The overview 

describes the different kinds of information flows that exist 

in the system and gives a rudimentary overview of their 

purpose within this system. By analyzing the communication 



 
 

between the SH-P01 plug and the smartphone app, we find 

that the Deltaco Smart plug system consists of three 

components: The smart plug itself, the Deltaco Smart Home 

app, and the remote back-end servers in the cloud. Figure 3 

illustrates the architecture of the ecosystem. The plug is 

connected to the wireless home access point (AP) for 

internet access. The controller is a smart device, e.g., a 

smartphone or tablet running the IOS or Android operating 

system, that has also installed the Deltaco Smart Home app 

and created a user profile. If the device with the app and the 

plug are connected to the same local network, the app can 

directly communicate with the plug through the local AP 

without the need of going through the internet to the back-

end servers. If the app and the plug are in different networks, 

the controller can communicate with the smart plug through 

the cloud servers. By applying what we know of the MQTT 

protocol we can also figure out that the SH-P01 plug is the 

subscriber and the Deltaco Smart Home app is the publisher 

with the cloud being the broker between the two. Since the 

commands do not necessarily need to go through the 

internet, we can also deduce that the app is also a broker in 

addition to being the publisher. 

 

 

Fig. 3 The architectural overview of the Deltaco Smart 

Home IoT ecosystem. 

C. Possible attack vectors 

 

The possible attack vectors of a system are the means in 

which a nefarious user could interact with the system to gain 

unauthorized access. A description of the attack vectors and 

their legitimate use is given below. 

 

I. Deltaco Smart Home app: The application running 

on the controlling device connected the smart plug 

via the local Wi-Fi connection. The app lets the user 

connect to, configure, and view data provided from 

the smart plug remotely by logging into an account. 

The plug is also registered to this account with a 

 
9 OWASP Top Ten, https://owasp.org/www-project-top-ten/ , Retrieved 2020 

serial number. The Smart Home app sends traffic 

over the network with the commands that 

ultimately control the smart plug. The app is also 

responsible to pushing new firmware updates to 

the smart plug OTA.  

 

II. The Deltaco SH-P01 Smart Plug: The smart plug has 

only two means of control. One being the physical 

button on the device. The other being the 

communication interface over Wi-Fi. The Wi-Fi is 

used in two phases, the first being a local AP 

originating from the SH-P01 device itself used to 

configure the smart plug and to send initial 

network credentials to it that is used with the 

device in its second phase. The second phase being 

the device set up and connected via Wi-Fi to the 

user’s home AP to have internet connectivity as 

shown in figure 3.  

 

III. Protocols: Uses HTTP, UDP and TCP (MQTT) for 

communication with the Deltaco Smart Home app 

and the cloud servers.  

 

IV. Wireless Connections: Uses the IEEE 802.11 b/g/n 

Wi-Fi standard for communication. 

 

V. Hardware: The smart plug is dependent on the low-

level hardware modules such as the MCU and the 

ESP8266 Wi-Fi chip.  

 

VI. Software: The smart plug got two different 

firmware’s present on the device. One lower-level 

firmware for the MCU running directly on the 

ESP8266 chip and a higher-level Deltaco firmware 

used for the smart home features of the device.  

 

D. Identifying Threats (STRIDE) 

 

Once the assets have been identified and their possible 

attack vectors documented the next step is the threat 

model creation process which is used to discover and 

identify the various threats within the system. OWASP, the 

Open Web Application Security Project, release various 

top 10 lists every two years, such as one for mobile and 

another for IoT, where they have identified the top ten 

biggest security vulnerabilities in the analyzed system and 

lists them ordered by exploitability, detectability, and 

impact9. Two of OWASP’s top 10 lists were used to identify 

the threats in the Deltaco SH-P01 smart plug. The top 10 

IoT 2018 list and the top 10 mobile application 2016 list. 

The two lists were then filtered for ones that can affect Wi-

 



 
 

Fi smart plugs. Once a general understanding for common 

threats was achieved the STRIDE model was used to find 

the threats specific to the Deltaco SH-P01 smart plug. This 

method is used to ensure that all types of threats are 

considered and later analyzed. The threats that were 

found with the STRIDE method can be viewed listed below. 

 

I. Spoofing identity: 

 

i Spoof the user credentials to login to the Deltaco 

Smart Home app. 

ii Spoof the ownership the smart plug to connect it 

to the nefarious user’s account. 

iii Spoof being the cloud server and intercept traffic 

from the plug destined to the legitimate cloud 

server. 

iv Spoof being the smart plug to receive 

unauthorized data from the legitimate cloud 

server. 

 

II. Tampering with data: 

 

i Modify the data sent between the smart plug, the 

smart home app, and the cloud server. 

ii Plant false data in the log file in the Deltaco Smart 

Home app. 

iii Modify the Deltaco higher-level firmware to gain 

unauthorized access. 

iv Modify the MCUs lower-level firmware to gain 

unauthorized access. 

 

III. Repudiation: 

 

i Modify the logs in the Deltaco Smart Home app. 

ii Identify use cases where unauthorized access is 

not being logged. 

iii Disable the logging entirely. 

 

IV. Information disclosure: 

 

i Disclosure of the sensitive credentials being sent 

during the initialization phase. 

ii Disclosure of sensitive data by the means of an 

MITM of the HTTP and MQTT connection. 

iii Use network reconnaissance to gain knowledge 

about the network architecture and the smart 

plugs running services. 

iv Intercept the data sent between the Smart home 

app, smart plug, and back-end server. 

v Capture data sent on the Wi-Fi interface. 

vi  Set up a sniffing access point as part of a MITM 

attack. 

 

V. Denial of service (DoS): 

 

i DoS attack on the local Wi-Fi AP to disrupt the 

network the plug is connected to. 

ii Perform a DoS attack by capturing and rejecting 

packets to disrupt the plug from receiving 

commands as part of a MITM attack. 

iii Perform a DoS attack on the smart plug itself to 

keep it occupied from communication with the 

local Wi-Fi AP 

iv Attack the smart plug during the initialization 

phase to capture the Wi-Fi credentials being 

installed on it. 

  

VI. Elevation of privilege: 

 

i Try to get access to execute commands without 

being logged in to the Deltaco Smart Home app. 

ii Privilege level elevation as a result of injecting 

malware and malicious code, i.e., a firmware 

reflashing that gives the nefarious user root 

access. 

iii Bypass Wi-Fi authorization during setup and 

connect to the device. 

iv Brute force the Deltaco Smart Home app 

password to access the app and its various 

home automation commands  

 

E. Documenting Threats 

Once the STRIDE method had produced various threats the 

OWASP top 10 lists where once again used to choose five 

threats for the penetration testing phase. This was done by 

checking the two lists from highest severity to the lowest and 

picking those found in the STRIDE method that corresponded 

to the ones in the OWASP list. Each selected threat is also 

documented, rated, and presented in Table 1. The five 

threats are also further summarized and placed into a threat 

traceability matrix which can be found in Appendix 1.  

 

 

I. Threat #1: 

i. Description: MITM and replay attack on 

connection between the SH-P01 smart plug and 

Deltaco Smart Home app. 

ii. Target: The Wi-Fi interface on the SH-P01 smart 

plug. 

iii. Attack techniques: Set up malicious computer 

between the SH-P01 plug and the local AP and 

intercept the traffic sent to the smart plug. 



 
 

iv. Countermeasures: Only allow for encrypted 

traffic and inform users of the importance of 

good security on the local Wi-Fi AP. 

 

II. Threat #2: 

i. Description: MCU firmware Tampering 

ii. Target: The low-level hardware on the SH-P01 

smart plug 

iii. Attack techniques: Set up malicious computer 

spoofing the Deltaco Smart Home app and 

trigger a MCU online upgrade on the SH-P01 

plug. Or physically open up the smart plug to 

gain access to the UART pins and reflash the 

MCU via the interfaces inside the device. 

iv. Countermeasures: Disable the MCU software 

upgrade function by removing the line 

“#define SUPPORT_MCU_FIRM_UPDATE” from 

the protocol.h file present on the device10.  

 

III. Threat #3: 

i. Description: Firmware reflashing 

ii. Target: the firmware on the SH-P01 smart plug 

iii. Attack techniques: Set up malicious computer 

spoofing the Deltaco Smart Home app and trigger 

a firmware OTA update on the SH-P01 plug. Or 

physically open up the smart plug to gain access 

to the flash memory and reflash it via the 

hardware interfaces inside the device. 

iv. Countermeasures: Cryptographically sign the 

authentic firmware updates and add 

authentication capability to the device so that it 

can check and verify those signatures.  

 

IV. Threat #4: 

i. Description: Steal Wi-Fi credentials. 

ii. Target: The Wi-Fi interface on the SH-P01 smart 

plug. 

iii. Attack techniques: leverage a DoS attack to trick 

the user to reset the device and then sniff the Wi-

Fi interface for the Wi-Fi credentials being sent. 

iv. Countermeasures: Deploy stronger encryption 

for the sending of the credentials to the device. 

 

V. Threat #5: 

i. Description: Denial of service attack 

ii. Target: The Wi-Fi interface on the SH-P01 smart 

plug. 

 
10 Guide to Interworking with the Tuya MCU, 
https://images.tuyacn.com/smart/aircondition/Guide-to-Interworking-with-the-
Tuya-MCU.pdf, Retrieved 2020 

iii. Attack techniques: Perform a DoS attack on the 

smart plugs wi-fi interface to keep it occupied from 

communication with the local Wi-Fi AP. 

iv. Countermeasures: Implement a filter that blocks 

unwanted traffic from overwhelming the smart 

plug. 

 

TABLE 1: DREAD RANKING OF DISOVEREED THREATS 

 Threat 

#1 

Threat 

#2 

Threat 

#3 

Threat 

#4 

Threat 

#5 

D 3 3 3 3 3 

R 3 1 3 3 3 

E 2 2 3 2 1 

A 1 1 3 1 3 

D 2 2 3 2 3 

SUM: 11 9 15 11 13 

 

 

V. ATTACK METHOD 

This section presents the method used by each attack that 

was discovered during the threat assessment in section IV. As 

previously mentioned in section I under the scope; the 

physical hardware attack surface is omitted during the 

penetration testing on this device due to the lack of testing 

equipment and thus the focus is solely on the various remote 

attack surfaces discovered. The environment used are as 

mentioned in the IoT Penetration Testing Cookbook (Guzman 

& Gupta, 2017): the Kali Linux operating system, which is a 

Debian-derived Linux distribution that is used primarily for 

penetration testing purposes. It is installed on a VirtualBox 

environment on a Windows host PC with a USB passthrough 

to a connected Wi-Fi dongle that supports monitoring mode. 

 

I. Threat #1: The attack vector for this test is spoofing. 

The aim of this test is to perform a MITM and a replay 

attack on the Deltaco SH-P01 smart plug. To exploit 

the MQTT traffic by impersonating the Deltaco Smart 

Home app. Three applications are used for this test, 

ARPspoof, Wireshark and Packet Sender. ARPspoof is 

used to intercept the packets to the nefarious user’s 

machine so that Wireshark can displays all the 

redirected network traffic. The Packet Sender is then 

used to send the packets to the targets specified IP. 

The MITM attack begins by running Wireshark on the 

network interface that is shared by the device, in this 

case the Wi-Fi. To be able to access the traffic that is 

 



 
 

sent from the SH-P01 smart plug, monitor mode is 

enabled on the USB connected Wi-Fi dongle. 

ARPspoof is used to redirect the traffic to the 

attacker. By monitoring the traffic on Wireshark any 

sent MQTT publish packets are easily spotted. To 

exploit the device a replay attack is performed. This 

is done through waiting until the legitimate user 

sends a command via the Deltaco Smart Home app 

and then copying that packet which will be captured 

by Wireshark. Then later sending that copied packet 

to the SH-P01 plug to gain unauthorized control. The 

types of messages that can be intercepted and 

replayed are in the case of the SH-P01 smart plug 

only the turn-on and turn-off commands since these 

are the only commands being received by the device. 

 

II. Threat #2: The attack vector for this test is 

tampering. The aim of this test is to check if its 

possible to perform a MCU firmware upgrade on the 

Deltaco SH-P01 smart plug which can potentially be 

used to gain total control over it. A nefarious user 

needs two things for this, first the Tuya MCU 

Simulation Debugging Assistant application is 

needed which is readily available to download from 

Tuya directly, and secondly the nefarious user needs 

the malicious firmware to reflash the MCU with. For 

the purpose of this test the firmware used was the 

default one for the ESP8266 chip which also was 

readily available from Tuya, with the modification to 

allow for OTA updates since this is disabled by 

default. The debugging assistant is used for the 

transmitting of the MCU firmware data. After 

connecting the assistant to the device over the Wi-Fi 

interface, the application will check whether the 

MCUs current settings meets the requirements of 

the Tuya debugging assistant application and 

whether the reflashing is successful if performed. 

The requirement is as mentioned earlier the “#define 

SUPPORT_MCU_FIRM_UPDATE” line that need to be 

present on the currently loaded MCU firmware, if it 

is not it needs to be loaded using the hardware 

interfaces since OTA updating is disabled without it. 

For the Deltaco SH-P01 device the requirements 

where not meet, and the debugging application was 

unable to reflash the MCU firmware present on the 

device, the testing was stopped here. 

 

III. Threat #3: The attack vector for this test is elevation 

of privilege. The aim of this test is to reflash the 

Deltaco firmware on the device to gain total control 

 
11 live-extract.py, 
https://github.com/elttam/advisories/blob/master/tuya-ez-mode/live-extract.py,    
Retrieved 2020 

over it. Two applications are needed here. The 

Deltaco Smart Home app and Tuya-convert, which is 

an open-source application created for the purpose 

of reflashing firmware to the various different Tuya 

IoT devices.  The application is entirely terminal 

based. The tool is initiated by running 

./start_flash in the working directory of the tool, 

which you can get by executing git clone 

https://github.com/ct-Open-Source/tuya-

convert and then you change into that newly 

created directory and run ./install_prereq.sh 

This will then prompt a warning message to flash on 

the screen, type yes and press enter to continue. The 

tool will create a new AP that you need to connect 

the SH-P01 plug to. This is done by holding the 

button until the led starts to blink rapidly that lets 

the attacker know that the device is in initialization 

mode, this however requires physical access to the 

device which can be overcome by tricking the 

legitimate user to press the button by the means of 

a DoS attack. When the device is ready the nefarious 

user uses his own Deltaco Smart Home app to 

connect to the smart plug and send the credentials 

of the newly created AP to it. When the device is 

connected you press enter on the Tuya-convert 

tool.  This will launch the remainder of the reflashing 

process and all you need to do is wait for the process 

to finish. Tuya-Convert will back up the current 

firmware and will ask you for the new firmware to 

flash. The tool comes with two firmware images 

included in the repository already and either one of 

the two are enough to gain complete root access to 

the device. You press enter again after choosing and 

once this process is done the firmware should be 

updated and the device is free from the Deltaco 

cloud ecosystem i.e., it does not require the Deltaco 

Smart Home app anymore to function, and since the 

nefarious user initiated this process the functionality 

of the device is now entirely in the attacker’s control. 

 

IV.Threat #4: The attack vector for this test is 

information disclosure. The aim of this test is to 

compromise the UDP packets being sent to device 

during the initialization phase and to decrypt them 

showing the nefarious user the cleartext credentials. 

Three applications are used for this test, ARPspoof, 

Wireshark, and an open-source software called tuya-

ez-mode created by a security analyst named Mykel 

Pritchard, for the explicit purpose of cracking the 

credentials sent during the initialization phase11. The 

attack is quite simple since the tool does everything 

 

https://github.com/ct-Open-Source/tuya-convert
https://github.com/ct-Open-Source/tuya-convert


 
 

for you. It essentially functions as a MITM attack 

where it captures the packets for later decryption. 

The attack begins by setting the SH-P01 smart plug 

into initialization mode by tricking the user to 

resetting it via a DoS attack. The legitimate user will 

then use the Deltaco Smart Home app to send the 

credentials over to the device. The nefarious user 

will sniff all the 802.11 data packets via ARPspoof 

and use Wireshark to capture them. Then use Tuya-

ez-mode with the input being the captured packets 

and the output being the cleartext Wi-Fi password 

and SSID the legitimate user put in to the Deltaco 

Smart Home app. 

 

V. Threat #5: The attack vector for this test is Denial of 

Service, the aim of this test is to overwhelm the AP 

so that the legitimate user can not send commands 

to the device, essentially making it not work 

anymore. This can be done using three tools called 

Aireplay-ng, Airmon-ng and airodump-ng. Aireplay 

can be used to send generated deauth packets on 

the network interface to force the AP deauthenticate 

all the legitimate users off the AP. The nefarious user 

needs the BSSID, globally unique identifier based on 

its MAC address, and its obtained by putting the USB 

wifi dongle into monitor mode and running airmon-

ng start wlan0 and note the BSSID of the AP that 

you suspect the device is connected to. The next step 

is to connect to it, either by the method used in 

threat #4 of by other means of Wi-Fi hacking. Once 

connected, the neferuous user will run the command 
aireplay-ng --deauth 1000 BSSID -h LOCAL_MAC 

mon0 where BSSID is the one of the AP and 

LOCAL_MAC is the MAC address of the attacker’s 

computer. 1000 is the number of frames to send to 

the target AP.   

 

VI. ATTACK RESULTS 

This section presents the results of attacks performed on 

each threat assessed in section IV.  

I. Threat #1: The MITM replay attack was somewhat 

successful. By being on the same Wi-Fi AP as the 

SH-P01 plug and the Deltaco Smart Home app it is 

possible for a nefarious user to act as a Man-In-

The-Middle and therefore gain unauthorized 

access to all the data sent over the wireless 

connection. By being able to sniff and access the 

packets sent to the device it compromises the 

device, especially to other attacks such as replay 

attacks and DoS attacks. This security breach is a 

result of a single captured MQTT command packet 

being able to be used multiple times on the device  

II. by a nefarious user, if the SH-P01 plug recognized 

that a certain duplicated packet was being sent 

multiple times it could effectively stop this attack 

by dropping the duplicate malicious packets. The 

MITM portion of this attack also was used to 

essentially spy on the device and see when the 

legitimate user was interacting with it. This is a 

breach of privacy that is essentially impossible to 

mitigate as long as the nefarious user actively 

listens to the traffic. The replay attack on this 

device yielded mixed results. If the replayed 

packed was originally sent from within the local AP 

it was a successful attack. A nefarious user could 

sniff the packets containing the commands for 

turning the devices on or off and send them later 

in an unauthorized manner fooling the device that 

they come from the Deltaco Smart Home app. But 

if the original packet went through the cloud 

servers and then was sniffed by the MITM and 

replayed it did not manage to fool the device. If 

that depends on the packets being different 

whether local or cloud originating or if the various 

other headers that a packet traveling through the 

internet has was the cause behind the different 

behavior requires further testing and analyzing in 

the future. 

 

III. Threat #2: The MCU specification is readily 

available on the internet and is shared by all Tuya 

devices with the same ESP8266 Wi-Fi chip that is 

found in the SH-P01 smart plug. A nefarious user 

could easily reverse engineer the MCU firmware to 

gain unauthorized access. A nefarious user in 

control of the lowest levels of firmware can 

essentially do everything and anything on the 

device. Everything from sending commands to read 

the legitimate users logs and credentials. Or even 

make it join a botnet such as the one mentioned 

earlier. This attack was however unsuccessful in 

the penetration testing phase of this device. The 

observations on this attack on this specific device 

seem to indicate that the online MCU update 

ability was not present on this devices current MCU 

firmware as ordered by Deltaco from the 

manufacturer Tuya. This however does not mean 

that this attack will not be successful on other IoT 

devices with an identical MCU which might be 

running other firmware’s. The attack might also be 

successful on this very device if the nefarious user 

got physical access to it and can use the debugging 

tool wired instead of wirelessly. This attack vector 

thereby also requires further testing in the future. 

 



 
 

IV. Threat #3: Firmware reflashing of the device was 

highly successful. A nefarious user could easily 

reflash the firmware to make the device do 

anything, maybe even join a botnet as the one 

mentioned earlier. This attack was hugely 

successful in large parts due to the fact that since 

this device got hardware that is shared by many 

other devices that there exist a whole community 

of people dedicated to hacking it. A quick google 

search showed guides and tools to force a firmware 

update OTA to the device, one such tool found on 

the ESPHome12 website offered users a way that 

they could easily create a custom firmware file that 

then could be used with another tool called Tuya-

convert13 to reflash the firmware on the supported 

devices in minutes. This attack however requires 

the device to be reset manually by physically 

accessing the device, and after that the nefarious 

user needs to make the device connect to another 

AP which is done through the Deltaco Smart Home 

app. The latter is easily achieved by simply 

downloading the app to the nefarious user’s phone 

since the device after a reset does not need the 

previous users’ credentials to be able to change the 

AP settings. 

 

V. Threat #4: The stealing of Wi-Fi credentials was 

also hugely successful. The attack process is simple, 

the nefarious user does a DoS attack on the device. 

Then when the target user notices this and resets 

the plug by pressing and holding the button putting 

the device in initialization mode and try to send the 

credentials over to it as part of the startup. The 

nefarious user then sniffs these packets containing 

the credentials. The packets are encoded with two 

values, the packet length, and a short-lived token14. 

This information was readily available on the 

manufacturers official GitHub page. The nefarious 

user can now with this public knowledge easily 

write a script that takes the captured packets as 

input and gives the cleartext credentials as output. 

This attack is a result of poor encoding by the 

Deltaco Smart Home app and the SH-P01 plug. It 

can easily be mitigated by choosing a harder 

encryption method rendering the decrypting script 

useless. This issue was disclosed to Tuya October 

14th, 2020 by the author of the script Mykel 

Pritchard to which the Tuya security team replied 

 
12 ESPHome, https://esphome.io/ , Retrived 2020 
13Tuya-Convert, https://github.com/ct-Open-Source/tuya-convert, Retrived 2020 
14 Wi-Fi Network Configuration,  
https://tuyainc.github.io/tuyasmart_home_android_sdk_doc/en/resource/Activat 
or_device.html, Retrieved 2020  
 

that they would gradually offline the current 

initialization method in favor of one using 

Bluetooth instead15.  

 

VI. Threat #5: This attack was also successful; a 

nefarious user could easily overwhelm the network 

the plug is connected to with the intention to 

drown out the legitimate request sent by the 

Deltaco Smart Home app. This attack is easy to 

launch and deploy on the targets network 

infrastructure. The Wi-Fi protocol is vulnerable to 

this type of attack since the IEEE 802.11 standard 

contains the provision for a deauthentication 

frame, which is supposed to be sent from a device 

wishing to terminate connection from another 

device (Hiertz, Denteneet, Stibor, & Zang, 2010). 

This frame can be generated and sent maliciously 

to force a targets connection to be terminated. As 

long as the standard deals with termination of 

connection via the deauthentication frame this 

attack will be able to be used.  

VII. DISCUSSION 

As one could tell from reading the results of the 

penetration testing, many critical vulnerabilities were found.  

A. The attacks 

As described in the previous section, the various attacks 

have the potential to completely compromise the user’s 

confidential data and device itself. To however be able to 

carry out these attacks the nefarious user needs to have 

physical access to the device or be on the same Wi-Fi 

network, which the attacker can achieve by, for example, by 

running the Wi-Fi credential stealing hack. The effectiveness 

of the other attacks therefore depends mostly on the user’s 

local AP security and in part the user’s general knowledge of 

computers, good security etiquette and general practices. A 

well-informed user probably would set up the AP with good 

security, disabling flawed standards such as WPS that most 

APs got on by default16. Whereas a less-informed one might 

run the AP as it came in the box, which leaves much wanted 

in terms of security. With access to the local connection a 

nefarious user would therefore have full control of the device 

and that can be very damaging depending on what other 

device the IoT smart plug is set up to power.  

 

15  Tuya IoT and EZ mode pairing, https://www.elttam.com/blog/ez-mode-  
pairing/#content, Retrived 2020 
16  Exploiting WPS , https://medium.com/bugbountywriteup/exploiting-wps-hack-a-
wps-enabled-wifi-using-reaver-and-fake-authentication-7071b222a33b , Retrieved  
2020 

 



 
 

B. Potential defense strategies  

There are some ways that some strategies can be 

implemented in code to mitigate some of these attack 

vectors tested during this thesis. Such as dropping duplicated 

packets to render replay attacks useless, or by locking each 

device to the legitimate users account in the Deltaco cloud 

so that only that specific account can change the AP settings 

even after a reset on the device. As for the two firmware 

attacks, a way to use cryptography to sign the firmware so 

that the device knows that the new firmware is being 

installed by an approved entity and not a nefarious user can 

be used. This is what OWASP recommends in their Key 

Management Cheat Sheet17. Where they outline guidelines 

to mitigate the risk and vulnerability that unsigned software 

brings, such as the one in the SH-P01 smart plug where 

anyone can create a new firmware and then use it to update 

the device. As for the DoS attack, there are research into how 

to mitigate its effects on the network. Two researchers 

Joseph Soryal and Tarek Saadawi presented in a research 

paper an end-to-end Cross Layer Design protocol in a totally 

distributed environment that would detect and react to DoS 

attacks targeting IEEE 802.11 MAC layers and mitigate them 

with minor communication interruption (Soryal & Saadawi, 

2014).  

 

C. Critical components 

The wireless AP that is used to connect the device to the 

cloud service and Deltaco Smart Home app is critical to keep 

secure. In other words, the communication standard itself 

and its credentials is a vital part of securing a device and this 

communication is supposed to be kept a secret. If an attacker 

would get access to the AP, they would be able to sniff all the 

data being sent to and from the device as well being able to 

easily compromise it further. Since the device relies on 

commands being sent between the cloud interface or the 

Deltaco Smart Home app to the device, a nefarious user 

gaining access to the AP would likely mean the nefarious user 

would be able to replicate and send unauthorized commands 

themselves. As for the Deltaco Smart Home app itself, if a 

nefarious user could gain access to the target users account 

information, the device would also here be completely in 

control of the attacker 

 

D. Other devices 

Brief research was made on other devices that run the 

same ESP8266 chip and the conclusion is that all the devices 

that are using this chip are generally very insecure in the 

 
17  Key Management Cheat Sheet, https://cheatsheetseries.owasp.org/cheatsheets,   
Retrived 2020 
18 IEEE Code of Ethics, https://www.ieee.org/about/corporate/governance/p7-8.html, 
Retrieved 2020 

design. The units are all subject to the same type of attacks, 

especially the firmware reflashing which was extremely easy 

to leverage into the total compromise of this device. 

E. Future work  

Since this thesis paper on the research into the security 

and threat assessment of the Deltaco SH-P01 smart plug was 

done independently of Deltaco and the manufacturer Tuya it 

leaves a lot more to analyze and penetration test in the 

future. Parts of the IoT system such as the back-end servers 

in the cloud and a look into the Deltaco Smart Home app was 

not part of the scope and should also be analyzed to get a 

complete overview of the security of this IoT ecosystem. 

These are two areas of attack that should be looked into in 

any potential future work on the subject. 

F. Ethics of penetration testning 

The author of this thesis paper used the established 

guideline outlined in the IEEE’s code of ethics18. To uphold 

the highest standards of integrity, responsible behavior, and 

ethical conduct during the research into the security of the 

IoT device. There are some challenges to this, one being on 

how to present the discovered vulnerabilities in a manner 

that does not infringe upon the manufactures proprietary 

data, and the privacy of the tester all while not breaking any 

laws. To avoid breaking any law all the penetration testing 

that was done throughout the paper only affected devices 

owned by the author i.e., no third part device or remote 

back-end servers were hacked. A private AP network were 

used throughout the study to avoid disrupting any other 

network traffic since it would get slowed down during some 

of the DoS penetration tests. When publishing the 

vulnerabilities there always exists the risk that some 

nefarious users will try to exploit the vulnerabilities before 

the company manages to patch them. This problem is 

avoided by contacting the company about the vulnerabilities 

before publishing them giving the company ample time to 

implement solutions. 

 

 

 

 

 



 
 

VIII. CONCLUSION 

From the information gathered, the Deltaco SH-P01 plug 

has been made with some degree of information security in 

mind, but is that degree of security enough? The attacks 

performed in this thesis showed extreme levels of 

exploitability, but this was only after the AP already was 

compromised, so the Achilles heel of the device is the 

singular communication interface and the weaknesses that 

exist in that space. This is seen for instance in section VI 

under threat #4, when the Tuya team was asked about the 

vulnerability of credential stealing and replied that they 

would favor a Bluetooth setup in the future on the affected 

devices. But since this device does not support the Bluetooth 

interface it will remain vulnerable for the foreseeable future, 

and once a nefarious user is connected to the local Wi-Fi AP, 

the attacker has relatively easy access to the inner workings 

of the device. The blame for the shocking levels of 

compromise that can be achieved is therefore split between 

the AP and the manufacturers of the device itself. The 

credential stealing hack shows the importance of choosing 

strong cryptography when sending credentials over the 

network. While the AP weaknesses show that a stronger 

network implementation makes it harder for the nefarious 

user to get in and cause all that havoc. The testing was also 

limited by the scope and the boundaries of the law so there 

does exist a bigger attack surface that a true nefarious user 

probably would explore when attacking. Due to the lack of 

hardware penetration resources available the hardware 

attack surfaces were not tested and evaluated. Since no prior 

agreement was made with Deltaco and Tuya the penetration 

testing in this paper was focused solely on the actual SH-P01 

smart plug rather than the IoT ecosystem as a whole. This 

thesis does not therefore guarantee anything about the 

security standards of the infrastructure that is essential to 

the functionality of the device, such as the Deltaco Smart 

Home app and the back-end servers. Due to the limited time 

available, knowledge, and the resources available continued 

penetration testing on the unit’s entire ecosystem is 

recommended. 
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IX. Appendix 1 - Threat Traceability Matrix for the Deltaco SH-P01 smart plug 
 

Threat # Threat #1 Threat #2 Threat #3 Threat #4 Threat #5 

Threat 

Agent 

A nefarious user that 

got access to the Wi-

Fi interface the 

device is using. 

A nefarious user 

that can 

manipulate the 

low-level MCU 

firmware 

A nefarious user 

that can 

manipulate the 

high-level Deltaco 

firmware 

A nefarious user 

that is listening to 

the packets the 

device is receiving 

wirelessly. 

A nefarious user that 

got access to the Wi-

Fi interface the 

device is using. 

Affected 

Asset 

The SH-P01 smart 

plug 

The MCU firmware The Deltaco 

Firmware 

The legitimate 

users Wi-Fi AP 

The SH-P01 smart 

plug 

Attack MITM & replay 

attack 

Code tampering & 

injection attack 

Code tampering & 

injection attack 

Phishing attack DoS  

Attack 

surface 

Wi-Fi Wi-Fi & Firmware Wi-Fi & Firmware Wi-Fi Wi-Fi 

Attack 

Goal 

Gain unauthorized 

access to the device 

to be able to send 

malicious commands 

to it 

Take over and gain 

total access to all 

aspects of the 

device 

Take over and gain 

total access to all 

aspects of the 

device 

Sniff the packets 

sent to the device 

during setup to 

steal the Wi-Fi 

credentials such as 

the SSID and 

password 

Make the device 

unusable by 

disrupting the 

network interface it 

is using 

Impact Device hijacking 

which gives the 

nefarious user the 

ability to control it 

Gain total control 

and ownership of 

the device 

Gain total control 

and ownership of 

the device 

Successfully 

decrypt sensitive 

data 

Communication 

between legitimate 

user and the device 

will be compromised 

Security 

Controls  

Implement a method 

of detecting 

duplicate packets 

and drop them 

Detect malicious 

firmware changes 

and react 

appropriately to 

them 

Detect malicious 

firmware changes 

and react 

appropriately to 

them 

Use stronger 

encryption for the 

sending of the 

sensitive data to 

the device 

Implement a way to 

detect a DoS attack 

and block the source 

of the attack on the 

interface 

Related 

Work 

A Ironpie m6 IoT 

vacuum cleaner was 

subjected to a MITM 

attack and the 

attacker was able to 

successfully bypass 

the encryption used 

in the HTTPS 

communication 

(Bröndum & 

Torgilsman, 2020) 

Using reverse 

engineering on a 

Wireless Sensor 

Network (WSN) 

device to secure 

the MCU inside for 

future tampering 

(Tellez, El-Tawab, & 

Heydari, 2016) 

M365 scooter 

flashed with 

malicious firmware 

OTA via the 

Bluetooth interface 

as a means to gain 

access (Booth & 

Mayrany, 2019) 

A iZettle Reader 2 

card terminal  was 

subjected to MITM, 

spoofing, phishing, 

and replay attacks. 

The tests indicated 

that the security 

around the device 

and surrounding 

systems were 

strong. (Galal & 

Tillberg, 2020)  

A study into which 

type of packet is best 

suited for a DoS 

attack on a IoT 

device, the paper 

concluded that the 

larger packets are, 

the better the attack 

performance (Liang, 

Zheng, Sheng, & 

Huang, 2016) 
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