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Abstract

Internet of Things (IoT) devices are becoming more and more popular.
However, because the focus during this rise has not been on security they
have become a huge attack surface. The purpose of IoT is that devices are
interconnected and communicate with each other over the internet. This is
especially problematic if these devices control important aspects of our lives
such as: air conditioning, heating, water and other machinery. This report
is meant to investigate one of these systems, called OPTOEMU-SNR-DR2
(abbreviated as Opto22 in this report), and document potential security flaws.
We have analyzed the system from multiple perspectives regarding firmware:
hardware (PCB, electronics), software (programs running on the device), and
supporting software that is used with the Opto22. Our investigation resulted in
multiple security flaws being found, in the context of an attacker having access
to the network the device is located on.

1



Sammanfattning

Internet of Things (IoT) har blivit mer och mer populärt, men detta utgör
även en säkerhetsrisk då säkerhet inte varit fokus under utveckling. Syftet
med IoT är att enheter är sammankopplade och kommunicerar med varandra
över internet. Det är särskilt problematiskt om dessa enheter styr viktiga sa-
ker såsom ventilation, värme, vatten och annat maskineri. Den här rapporten
har i syfte att undersöka ett sådant system som heter OPTOEMU-SNR-DR2
(förkortat Opto22 i rapporten) och dokumentera eventuella säkerhetsbrister. Vi
har analyserat systemet utifrån flera perspektiv kring den inbyggda mjukvara:
hårdvara (kretskort, elektronik), mjukvara (programvaran som körs på enheten)
och andra stödprogram som används i samband med enheten. Vår undersök-
ning resulterade i att flera potentiella svagheter hittades som utgår ifrån att en
angripare har tillgång till nätverket enheten är placerad på.
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List of Abbreviations

• TCP: Transmission Control Protocol

• ICS: Industrial Control System

• MAL: Meta Attack Language

• IoT: Internet of Things

• HTTP: Hypertext Transfer Protocol

• IP: Internet Protocol

• IT: Information Technology

• KTH: Kungliga Tekniska Högskolan (Royal institute of Technology)

• Opto22: OPTOEMU-SNR-DR2

• VPN: Virtual Private Network

• STRIDE: Spoofing, Tampering, Repudiation, Denial of service, Elevation of
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• ATT&CK: Adversarial tactics, techniques & common knowledge

• PCB: Printed circuit board

• JS: JavaScript

• HTML: HyperText Markup Language

• CSS: Cascading Style Sheets

• JTAG: Joint Test Action Group

• FTP: File Transfer Protocol

• DoS: Denial of Service

• CRC: Cyclic Redundancy Check

• PLC: Programmable Logic Controller
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1 Introduction

1.1 Problem statement

IoT devices have become an increasingly important part of today’s society where
they now outnumber the human population on our planet. They provide comfort
and efficiency to our lives in the form of products such as Google home assistant
or Wi-Fi controllable light switches. Even though they have such an essential role
in our lives the security aspect has not always been a focus when developing these
devices. Within IoT there are almost endless areas where they can be integrated. One
such area that is essential to our lives are smart facilities. One such way to discover
vulnerabilities is by creating threat models and run attack simulations against them.
In order to test these models and simulations one can utilise ethical hacking of smart
components to increase the accuracy.

The system under consideration in this report is the Opto22 which is an ICS that
monitors and regulates energy usage in smart facilities. By uncovering vulnerabilities
in its system these security flaws can be fixed for the Opto22 by the manufacturer as
well as for other similar ICS products.

1.2 Objective & research questions

The Opto22 has been physically disassembled and the findings have been docu-
mented. Many parts of the system has not yet been fully tested, and there are many
uncertainties about it’s protection against various attacks. The purpose of the study is
to investigate and evaluate the security implemented in the Opto22 by using common
techniques. With the findings we aim to apply threat modelling in order to partially
validate a domain specific language of MAL called icsLang. The goal is to then be
able to answer part of the following three questions:

• What security is implemented in the Opto22?

• What weaknesses can we find in the Opto22?

• Are we able to model the findings using IcsLang?

1.3 Proposed methods

The threat modeling technique used in this report is documented in Section 3. Method-
ology. These techniques are based on the Meta attack language methodology. Other
well known methodologies which could have been used are STRIDE[1], P.A.S.T.A[2]
or Trike[3].
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1.4 Outline

This section introduced the problem with security in IoT as well as the problem this
report hopes to answer. The following section 2: Background provides information
on the tools and equipment used to perform the penetration tests. Thereafter the
specific methodology used to find vulnerabilities and perform threat modelling based
on the findings are documented in section 3: Methodology. In section 4: Results
our findings will be present along with the threat model we have created. Section 5:
Discussion contains analysis of the results and possible continuations. Lastly section
6: Conclusion summarises the most important parts of the discussion.
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2 Background

2.1 IoT Security

IoT security differs from normal IT security, in that the devices involved are very
susceptible to outside influence. Since the main idea of IoT is to have many different
communicating devices in a network, there are many potential entry points for
malicious attacks [4]. An IoT device presents many potential attack vectors, including
(but not limited to) [4]:

• Node capture Attacks: seizing control of one node in the network may expose
information about the network as a whole

• Malicious code Injection attack

• Physically tampering with the IoT device

In addition, IoT devices could be susceptible to network-based attacks, since one
of the premises of IoT is inter-connectivity across a network. Since IoT devices often
are small, they are not equipped to deal with large amounts of incoming data. This
creates an opportunity for DoS (Denial of Service) attacks through sending large
amounts of meaningless information to the device [4].

2.2 OPTOEMU-SNR-DR2

The OPTOEMU-SNR-DR2 is the system under test for this report. The system itself
is meant to provide energy monitoring capabilities and management for electrical
equipment in smart facilities. This data can then be delivered to online software
applications, control systems, and business systems in order to analyze energy usage
and reduce consumption costs1.

2.2.1 Update software for the Opto22

The Opto22 consists of two modules with their own firmware. These are the EmuSen-
sor2 and the SNAP-PAC-EB2 Ethernet brain3. They each come with a corresponding
update manager called EMU manager and PAC manager. The EMU manager is
additionally used to get basic information about the sensor, configure I/O ports and
device settings. The PAC manager is used similarly but focuses on more advanced
settings and programmable logic.

1https://documents.opto22.com/1932_OptoEMU_Sensor_Users_Guide.pdf
2https://www.opto22.com/products/product-families/optoemu
3https://www.opto22.com/products/snap-pac-eb2
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2.3 ATT&CK for ICS

MITRE ATT&CK is a knowledge base with gathered knowledge about common
techniques and tactics employed by adversarial actors. The philosophy of ATT&CK
is that by gathering knowledge of real life scenarios, security experts can gain a better
understanding of adversary behaviour and therefore create better countermeasures.
MITRE ATT&CK for ICS[5] shifts the focus from general knowledge to knowl-
edge based on the most common behaviours documented in the ICS domain. Each
malicious technique is documented alongside with its corresponding mitigation to
help developers reduce security risks. These techniques are sorted into tactics corre-
sponding to what the malicious actor aims to do. This is visualised in the ATT&CK
technique matrix which can be seen in the figure below.

Figure 1: ATT&CK for ICS technique matrix

2.4 Threat modeling

The term threat modeling does not have a clear definition. In a study performed
by Xiong and Lagerström[6] they came to the conclusion that threat modelling
is a diverse field lacking common ground. One definition that is widely accepted
according to the study is one by Uzunov and Fernandez[7] where they describe it as
“a process that can be used to analyse potential attacks or threats, and can also be
supported by threat libraries or attack taxonomies”.

In this report threat modeling refers to the process of modeling the system in
consideration using the domain-specific instance of MAL called icsLang.
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2.5 MAL

MAL is a domain specific language used for describing systems and their vulnerabilities[8].
The compiler is available on GitHub, along with specialisations for certain domains 4.
KTH proposes the language as a suitable replacement for building new attack graphs
for each system of a given type 5. The basic building blocks (called constituents) of
MAL are assets and categories. Assets represent physical or logical objects such as
network routers, login credentials or an internet service. These assets are translated
into classes when compiled to Java code. Categories are directly analogous to Java’s
packages, and only exist to contain one or more assets 6.

The aforementioned constituents are used in combination with different symbols
in MAL to describe attacks that can be performed against the system, as well
as defences against these attacks. The following is a basic example of a MAL
specification 7:

category System { z
asset Computer {

let allFolders = folder.subFolder*

| connect
-> access

E firewallExists
<- firewall
-> firewall.bypass

E! noFirewall
<- firewall
-> firewallBypassed

| firewallBypassed @hidden
-> access

| vulnerability
-> compromise

& access
-> compromise

& compromise
4https://github.com/mal-lang
5https://www.kth.se/cs/nse/research/software-systems-architecture-and-

security/projects/mal-the-meta-attack-language-1.922174
6https://github.com/mal-lang/icsLang/blob/master/src/main/mal/icsLang.mal
7https://github.com/mal-lang/mal-documentation/wiki/MAL-Code-Examples#

basic-mal-example
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-> allFolders().accessFolder
// Let substitution

}
asset Folder {

| accessFolder
-> stealSecrets

| stealSecrets
}

}

category Security {
asset Firewall {

& bypass [Bernoulli(0.2)]
-> computer.firewallBypassed

# hardened
-> bypass

}
}

associations {
Computer [computers] * <-- Protect --> 0..1 [firewall] Firewall
Computer [computer] * <-- Contains --> * [folder] Folder
Folder [folder] 1 <-- Contains --> * [subFolder] Folder

}

The −> symbol is used to represent a consequent attack step available if the previous
attack succeeded. Users of MAL may also specify a statistical distribution function
to represent the uncertainties that govern a certain attack. In the example above,
the Bernoulli distribution function is used with a parameter of 0.2 8. All available
distribution functions are documented on the GitHub wiki for MAL 9.

This report makes use of a domain-specific instance of MAL called icsLang that
is meant to model industrial control systems 10. This instance is an extension of the
general domain-specific instance called coreLang and is based on the ATT&CK for
ICS knowledge database.

8https://github.com/mal-lang/icsLang/blob/master/src/main/mal/icsLang.mal
9https://github.com/mal-lang/malcompiler/wiki/Supported-distribution-

functions
10https://github.com/mal-lang/icsLang
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2.6 SecuriCAD

SecuriCAD is a tool created by Foreseeti11 which uses domain-specific MAL to
help the user conduct threat modelling and perform attack simulations. The attack
simulations are AI-based predictive which reduces complexity and generates critical
paths to the desired asset in the system under consideration. A critical path exposes
what SecuriCAD predicts to be the quickest and most likely vulnerability to succeed
when exploiting. In order to create a good model, extensive research needs to be
done on the system. This makes it hard to use in a black box testing environment,
but can be used in an iterative manner where as more information is gained about the
system, the model is updated accordingly.

The attack simulations provided by SecuriCAD makes it easier to identify the
attack vectors most likely to succeed but also help visualise MAL-based models.

2.7 Related work

There have been many papers written about ethical hacking. Two particular cases
that are relevant to this report are ethical hacking of a smart garage [9] and of a
different industrial control system [10]. One of these utilised a virtual replica of the
system under test [10] the other used the real product [9]. Besides these two cases,
there has been additional research into creating virtual industrial control systems
that can allow for better modelling of the security characteristics of these systems,
and this can be used in conjunction with MAL and SecuriCAD to further validate
knowledge of the system [11].

Threat modelling can be used as an aid to the exploitation testing process [9].
Due to time constraints and knowledge limitations, we are not going to be performing
any attacks on the system under consideration, therefore we handle the threat model
slightly differently. We consider the threat model to be a result of our investigation
to be used in future research of the Opto22. This is essentially the first part of the
penetration testing process, where papers such as: Ethical Hacking Of An Industrial
Control System[10] can act as the second part of the penetration testing.

One important part of many industrial control systems is the PLC (or pro-
grammable logic controller), which in the case of the Opto22 is the SNAP-PAC
system. A somewhat recent study on cyber security in industrial control systems
showed that the protocols that PLCs generally use, are very susceptible to DoS
attacks, since they have to respond to all query packets [12].

11https://foreseeti.com/
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A study on firmware modification attacks on the Allen-Bradley ControlLogix L61
PLC by Basnight et al[13] explored the potential for uploading counterfeit firmware.
The study showed that it was possible to spoof the firmware version number, although
it was also necessary to recompute the checksum of the firmware. Similarly a study
by Cui et al[14] investigated an exploit of HP laserjet printers where the firmware
used a checksum to verify the integrity of updates. The checksum function was
solved and exploited in order to add malicious code to the firmware update. Both
of these studies investigate the firmware security of two different IoT devices, our
study aims to continue this research on a ICS device.
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3 Methodology

3.1 Scoping

As mentioned in the introduction this report is focused on the firmware aspect
of penetration testing such as firmware reversing, update interception and finding
exposed interfaces. During the testing we will assume the attacker is inside the
network so that no perimeter security assessment or social engineering is performed.
If vulnerabilities are found, possible solutions to fix them will be suggested and the
manufacturer will be contacted in beforehand.

3.2 Potential threats

This report focuses on finding finding vulnerabilities that consists of trying to exploit
the firmware of the device or firmware functions such as updates. If we are able
to learn more about how the firmware is implemented, we may be able to devise
attacks against certain functions or services provided by the system. Based on the
ATT&CK for ICS database, firmware manipulation or the exploit of update strategies
are common techniques used to deny usual functionality provided by the system.
The common techniques investigated in this report are listed in the table below.

Technique Tactic

System Firmware12 Persistence, Inhibit Response Function
Module Firmware13 Persistence, Impair Process Control
Activate Firmware Update Mode14 Inhibit Response Function
Device Restart/Shutdown15 Inhibit Response Function

Table 1: ATT&CK techniques with associated tactics

To test these techniques we employ strategies used in previous ethical hacking
research, namely:

• Disassembling16 and decompiling17 support software [15]

• Analyzing network traffic to and from the device [16]

• Analyzing the firmware provided by the manufacturer [17]

• Trying to directly extract firmware from the device [17]
16https://en.wikipedia.org/wiki/Disassembler
17https://en.wikipedia.org/wiki/Decompiler
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3.3 Hardware analysis

The hardware analysis is relatively straightforward, we analyze the components on
the circuit board and attempt to find any documentation about these. In addition,
continuity checks and oscilloscope measurements are used to build a mental model
of the circuit board and how it works in order to find any exposed interfaces. The
hardware analysis is divided into two parts, reverse engineering and functional
analysis. Most of our work is functional analysis as it is described in an article on
reverse engineering from 2009 [18] (page 367):

Functional analysis entails system monitoring during functional op-
eration. A system can be instrumented with probes wherever needed
(sometimes with great difficulty, but it can usually be done, as shown
in Figure 4). Microprobing is used to monitor on-chip signals. Test
cases are developed, and stimulus created for operating the system in its
functional modes. Signal generators, logic analyzers, and oscilloscopes
are used to drive the system and collect the results. The signals and full
system are then analyzed.

Although the functional operation is relatively limited in our case, since we are
merely monitoring the circuit when the system is on standby, our investigation can
still be described as functional analysis.

As outlined in Hacking and Protecting IC Hardware by Battum et al. there
appears to be a common PCB structure used for integrated circuits, namely one
that includes components with the role of: CPU, Flash Memory, RAM and UART
communications [19].

3.4 SecuriCAD

Using the knowledge obtained of firmware and hardware, we will construct a threat
model of the system under consideration. This will serve as a base for discussion
about what mitigation should be added. Using SecuriCAD we will try to model our
findings using icsLang to test the validity of the language.

3.5 Tools

The tools used in this report are listed in this section. Each tool was chosen based on
their functionality along with their popularity in the ethical hacking world.
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Binwalk

Binwalk18 is an open-source tool for searching and analysing binary images for
embedded files and executable code. With this tool firmware files can be searched for
potential code or credentials. Depending on the file whole operating systems can be
extracted for analysis. It is free and can be found pre-installed on Kali distributions.

Wireshark

Wireshark19 is a network protocol analyser which allows for live capturing of the
computers network traffic. In wireshark, traffic can then be filtered with regards to
IP addresses and communication protocol along with extraction of the data each
package contains. It is free and can be found pre-installed on Kali distributions.

Ghidra

Ghidra20 is a software reverse engineering framework developed and maintained
by the NSA. The functionality of Ghidra includes disassembling and decompiling
which in this report is used to analyse the update software provided by Opto22.

Arduino Uno

In order to communicate directly with the Opto22 an Arduino Uno21 was used. This
was to test if there were any exposed interfaces such as UART, I2C or JTAG that
could be exploited to get access to the firmware.

IC analysis tools

The oscilloscope used in this report is the Teledyne T3DSO110422 which has capa-
bilities for decoding serial bus communications. The multimeter used is the VICTOR
VC830L23.

18https://github.com/ReFirmLabs/binwalk
19https://www.wireshark.org/
20https://ghidra-sre.org/
21https://store.arduino.cc/arduino-uno-rev3
22https://teledynelecroy.com/oscilloscope/oscilloscopemodel.aspx?modelid=

11006&capid=102&mid=504
23http://www.china-victor.com/index.php?m=content&c=index&a=show&catid=42&

id=41
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3.6 Testing enviroment

The system under consideration is installed at the NSE lab at KTH. It is accessed
via a combination of SSH login to a KTH-owned computer and a VPN to allow
packets to be routed to the device in question using a local IP 24. For the testing of
the system a Kali 2021.1 Linux machine was used along with a virtualized Windows
10 machine running 64-bit Enterprise version 10.0.19042. The virtualized windows
machine was used to run the update software for the Opto22.

24https://nse.digital/pages/lab-equipment/iot-devices.html
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4 Results

4.1 Analysis of firmware updates

4.1.1 EmuSensor

Each of the updates for the EmuSensor are contained in a .emu file. The result of
using binwalk on these files are zip compressed folders named filesystem, firmware
and strategy. Depending on the update version the file system folder contained .pem
with root certificates. A common factor in all update files were that they contained a
.cdf and a .bin file. There are no full operating systems in these files. The .bin file are
contained in the firmware folder and the .cdf file are in the strategy folder.

Using binwalk on the .bin file results in the following identifications:

DECIMAL HEXADECIMAL DESCRIPTION

1522727 0x173C27 MPEG transport stream data
1832624 0x1BF6B0 Base64 standard index table
1836684 0x1C068C AES Inverse S-Box
1896444 0x1CEFFC SHA256 hash constants, big endian
1917010 0x1D4052 Copyright string: "Copyright MGC 2005 -

Nucleus PLUS - MCF547X/MCF548X Mi-
crotec v. 1.15"

1933492 0x1D80B4 AES Inverse S-Box
1959516 0x1DE65C CRC32 polynomial table, big endian
1963612 0x1DF65C CRC32 polynomial table, little endian
2016758 0x1EC5F6 Neighborly text, "Neighbor Report Eventx "
2022233 0x1EDB59 CRC32 polynomial table, little endian
2435908 0x252B44 SHA256 hash constants, big endian

Table 2: Binwalk identification of Emu update R30C

The identifications did not provide insight if the file was executable and no
sensitive information was able to be extracted. The .cdf file did not contain any
credentials or what we found to be sensitive information.

4.1.2 PAC

The PAC update consists of a single .bin file that is hosted on the Opto22 website.
Only the latest update is hosted and during testing this was version R10.4C. Using
binwalk on this file results in the following identifications:
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DECIMAL HEXADECIMAL DESCRIPTION

892141 0xD9CED Copyright string: "Copyright (c) 1993-1997
ATI - Nucleus C++ - MCF5204/06 Version
1.1.G1.2.P1.0"

936964 0xE4C04 SHA256 hash constants, big endian
938204 0xE50DC CRC32 polynomial table, big endian
942300 0xE60DC CRC32 polynomial table, little endian

Table 3: Binwalk identification of PAC update R10.4C

These identification did not provide insight if the file was executable and we
were not able to extract any sensitive information from them.

4.2 Disassembly of the update managers

4.2.1 EmuManager

To update the Opto22 there is a support software called EMU manager that connects
to the system and enables the user to alter settings on the sensor. In order to analyse
this process we disassembled the EMU manager with Ghidra. Using the disassembler
resulted in assembly code from which several HTML, CSS and JS files could be
extracted. The EMU manager is a windows executable which uses built-in windows
functions to create HTTP requests.

Figure 2: A screenshot of the EMU manager disassembly showing the use of a library
function for http requests. See Appendix for full disassembly of the program.

The EMU manager itself contained very little interesting code, as it seems to
simply be a front-end to a web server running on the Opto22. No encryption keys or
security measures were found in the disassembled EmuManager.

4.2.2 PAC manager

After using Ghidra to disassemble the PAC manager we searched for any hidden
credentials and possible communication protocols. No hidden credentials were found
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in the decompiled code. When searching for communication protocols we found
functions for HTTP, FTP and MMP25.

4.3 Network traffic analysis

4.3.1 EmuSensor update

The update process for the Opto22 starts in the EMU manager by performing a TCP
handshake in order to verify the existence of a system. The update transfer occurs in
the form of a FTP request. The credentials for the FTP server are sent in plain text
from the MMP service and can be accessed without any type of authorisation.

Figure 3: A capture of the FTP communication between the Opto22 and the EMU
manager where the credentials are in plain text

When authenticated with the FTP service it continues by transferring the .bin
file and then writing an additional file named commandfile to the FTP. The content
of the file is just a single command ‘Krn updateFileName.bin‘. The Opto22 then
proceeds to restart and presumably uses the .bin file to update. This FTP service
could then be a possible attack vector where an attacker could hijack the .bin file or
run other malicious code through the commandfile. This theory was tested in the
following subsection.

4.3.2 PAC update

The PAC manager takes a .bin file that can be extracted from the .emu firmware
update file using a tool like binwalk.

The PAC manager handles the Opto22 update in an almost identical manner. It
fetches the FTP service credentials via the MMP protocol then transfers the .bin

25https://www.opto22.com/support/resources-tools/documents/1465-optommp-
protocol-guide
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file to the FTP service. The only difference is that the PAC manager also prints
the result of the update. This was done by the Opto22 by writing to a file called
commandfileresponse which the PAC manager would fetch. If firmware for the
PAC was sent the response from the Opto22 was:

(OPTOEMU-SNR-DR2) This hardware doesn’t match the firmware you
selected. Make sure you’re using the correct file.

During the analysis we altered the .bin file to test what kind of validation was
being used. The result was that if non-readable text was altered, Opto22 would not
be able to run the file and if readable text was altered, there would be an invalid
CRC26 in the file.

4.4 Investigating exposed pins

On the Opto22 PCB we found no descriptive labels that could help identify commonly
used interfaces such as JTAG or UART. Continuity checks were performed with one
of the test leads against the main microprocessor.

Figure 4: Test lead against main microprocessor

During the continuity checks two pins were found to be potentially used for inter-
faces. These are shown in figure 5 below. These pins were then further investigated
with an oscilloscope and multi-meter. One of the pins is suspected to be ground
meanwhile the other is constantly fluctuating between high and low with varying
length of the shortest pulses.

26https://www.techopedia.com/definition/1793/cyclic-redundancy-check-crc
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Figure 5: The two pins found during the continuity check

Figure 6: Oscilloscope reading from found pin

The fluctuating pin were further tested by performing reads of the pin with an
Arduino Uno. The data was not readable text on any of the standard baud rates and
when tested using AutoBaud27, the baud rate was measured to be inconsistent. This
is seen in the table below.

Took: 88 counts. Baud rate: 181818 bps.
Took: 117 counts. Baud rate: 136752 bps.

27https://github.com/Sjord/autobaud
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Took: 93 counts. Baud rate: 172043 bps.
Took: 283 counts. Baud rate: 56537 bps.
Took: 324 counts. Baud rate: 49382 bps.
Took: 291 counts. Baud rate: 54982 bps.
Took: 318 counts. Baud rate: 50314 bps.

This is in line with what was found using the oscilloscope. The possibility of this
pin being a TX pin was dismissed but should still be further investigated for other
possible interfaces such as I2C.

4.5 Threat Model

The base for our model was the PAC Ethernet brain and the EmuSensor module.
The EmuSensor is the main module of the system so the PAC was modelled as
a subsystem. There are two choices for subsystems, redundant and critical. The
difference is whether the parent system, in our case EmuSensor, is effected if the
functions of the subsystem is disturbed. As the PAC is the only module that controls
Ethernet connections a disruption would mean a disruption for the EmuSensor. The
PAC was therefore modelled as a critical subsystem. The CRC security was added as
"useAuthenticatedFirmware" defence on the EmuSensor and PAC system.

Figure 7: Threat model created in SecuriCAD

When modelling our findings there were many connections we did not know
about one such example was how the FTP data was connected to the different system
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modules. We know that the EmuSensor is the main module and PAC is the one
hosting the services. The part we are certain about is the services seen in figure 8.
That is the FTP needs credentials to be accessed which are stored somewhere that
can be accessed by the MMP service.

Figure 8: Services hosted by the Opto22
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5 Discussion

5.1 ATT&CK mitigation

After analysing our results we found that the Opto22 has alot of mitigation already
in place. They have implemented code signing in the form of CRC28. We found that
no audit29 or security check was performed on the files used by the update managers
and that all security was managed on the Opto22. To access these update managers
no authorisation was needed, only that we had access to the same network as it was
running on. The managers function was not only to update firmware but also to
configure settings on the device. So as long as a malicious actor has access to the
network they could change the settings of the device or force the device to update
resulting in a DoS, as the device restarts during updates. This was similar to what
was found and exploited by Cui et al [14]. As suggested in that study, Opto22 could
use a type of authorisation as prevention. This is in line with what the ATT&CK
database suggests as mitigations. These are authorisation enforcement30, human user
authentication31 or access management32. We suggest implementing these mitigation
as well.

5.2 MAL threat modeling

The MAL paper by Johnson et al[8] does not propose a method for constructing
these models instead they only provide the formalism for creating domain-specific
languages. Our threat modelling methodology is therefore not based on any formal
threat modelling methodology, as such it could be considered an ad-hoc model. We
believe it suits our purposes and that icsLang was capable of modelling all of our
findings. Remodelling should be considered if one were to continue our research.

A more rigorous and extensive modelling of the system could allow for better
utilisation of the power of SecuriCAD’s attack simulations. Additional validation
could then be done on the simulation capabilities of icsLang.

5.3 Future work

Since this report mainly focuses on investigating and documenting the inner workings
of the Opto22, it leaves much to be desired in the form of testing. For instance, we’ve

28https://collaborate.mitre.org/attackics/index.php/Mitigation/M0945
29https://collaborate.mitre.org/attackics/index.php/Mitigation/M0947
30https://collaborate.mitre.org/attackics/index.php/Mitigation/M0800
31https://collaborate.mitre.org/attackics/index.php/Mitigation/M0804
32https://collaborate.mitre.org/attackics/index.php/Mitigation/M0801
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not mounted any attacks against the system (besides updating the firmware). As such,
future research should be conducted on the Opto22 with the intention of producing
attack result data.

5.3.1 Investigation of the possibility of other interfaces supported by the board

From our investigation, no known hardware interfaces were discovered, however
there is still the possibility that the board supports I2C, UART or SPI. Further
investigation is required to determine if there is a security vulnerability here.

5.3.2 Analysis of the flash-memory’s contents

We did not desolder any of the components present on the board, as such it was not
possible to directly interact with the flash-memory. However if desoldering was an
option, using JTAG one could directly interact with and analyse the contents of the
flash-memory present on the PCB. The data contained on it could give more insight
into the firmware.

5.3.3 Analysis of the microprocessor

The main microprocessor on the board is the COLDFIRE MCF5475VR200 QCX1926
L14S LCTPQC and documentation is available online. We did not perform any
analysis of the microprocessor directly, but the results of such an analysis could
prove very useful for trying to understand the inner workings of the system.

5.3.4 Further analysis of the disassembly of EmuManager/PAC

Our disassembly of EmuManager did provide us with some insight into how it works,
but we were unable to understand how it utilises the HTTP library present in the
disassembled code. In addition, we did not perform any disassembly of the PAC
manager, so this could be an area to explore.

5.3.5 Investigate the possibility of tampering with update files

We did discover that the device does have some protection against modified firmware
files. However, we could not understand how the CRC checksum is validated and
how one could successfully craft malicious update files to invoke unintended actions
by the system. Arbitrary code execution remains a possible vulnerability.
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5.3.6 Improved threat model

Our threat model could be improved further using some framework for constructing
these kinds of models. We would have liked to better utilise the attack simulation
features in SecuriCAD, and an improved model could definitely allow for this.

6 Conclusion

The Opto22 has implemented firmware security in the form of checksum and encryp-
tion. The device does not verify that the user performing updates is authorised. This
enables malicious actors to force the device to restart and if the security is reversed,
malicious code can be inserted into the device. This configuration relies heavily on
that the devices network is secure. We suggest that authorisation is used to verify
that only verified users can make changes to the device.

With icsLang we were able to model all our findings and the security mitigation
that were in place.
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A Appendix

A.1 Full disassembly

https://drive.google.com/file/d/1-nb4YB6DvEYE1wumwWRAzhfakx0fTT1v/
view?usp=sharing

A.2 EMU manager HTML, CSS, JS

https://drive.google.com/file/d/15owFFIPEK3D2z5C9D7Ghq_6I6spEjLhb/
view?usp=sharing
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