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Abstract
As the IoT market continues to grow, so does the need for secure wireless
communication. Drones have become a popular gadget among both individuals
and various industries during the last decade, and the popularity continues to
grow. Some drones use Wi-Fi technology for communication, such as the Parrot
ANAFI, which introduces many of the same security threats that are frequently
found in general IoT. Therefore, this report covers a common group of
cyberattacks, known as denial-of-service attacks, their effects on the Parrot
ANAFI, and their ease of use. A threat model was created to have an overview of
the system architecture, and all of the identified threats were assessed using
DREAD. All of the software tools used in this report can be found for free on the
Internet using search engines and simple key words. The results showed that the
drone is generally secure, but it is vulnerable to a certain denial-of-service attack,
which can open the door to multiple attack surfaces if the password for the
drone’s Wi-Fi is not strong enough. Some suggestions for mitigating these threats
are presented at the end of the report.

Keywords: Penetration testing, cyber security, drone, denial-of-service attacks,
Wi-Fi IEEE 802.11.
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Sammanfattning
I takt med att IoT-marknaden fortsätter att växa ökar också behovet av säker
trådlös kommunikation. Drönare har blivit en populär pryl bland såväl
privatpersoner som diverse industrier under det senaste decenniet, och
populariteten fortsätter att växa. Vissa drönare använder Wi-Fi-teknik för
kommunikation, till exempel Parrot ANAFI, vilket introducerar många av de
säkerhetshot som ofta existerar bland IoT i allmänhet. Den här rapporten täcker
därför en välkänd grupp av cyberattacker, som kallas denial-of-service-attacker,
deras effekter på Parrot ANAFI och deras användarvänlighet. En hotmodell
skapades för att ha en överblick över systemarkitekturen och alla identifierade hot
rangordnades med hjälp av DREAD. Alla programvaruverktyg som används i
denna rapport kan hittas gratis på Internet med hjälp av enkla sökningar på
nyckelord. Resultaten påvisar att drönaren i allmänhet är säker, men att den är
sårbar för en viss typ av denial-of-service-attack, vilket kan öppna dörren till flera
attackytor om lösenordet för drönarens Wi-Fi inte är tillräckligt starkt. Några
förslag för att mildra dessa hot presenteras i slutet av rapporten.
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1  Introduction
The Internet of Things, which describes the concept of connecting physical
devices that share and process data to the Internet, has over the past few years
become one of the most important technologies of the 21st century [32,33]. In
2020, for the first time in history, the number of IoT devices has outgrown
non-IoT devices, and among them the majority are wirelessly connected to the
Internet [1]. However, since the wireless nature allows anyone to listen to the
signals that are sent omnidirectionally through the air, the communication requires
a large degree of trust between devices, which can be hard to guarantee. If a
device abuses this trust, it can acquire information that was not meant for it, or
even send malicious packets that can cause unwanted behavior, such as disruption
or denial of service within the network. This introduces more security challenges
compared to wired connections that do not have this wireless property.

In recent years, drones have become increasingly popular among content creators
and individuals. The global market for drones is growing and is expected to reach
a market evaluation of USD 63 billion in 2025 (USD 4.4 billion in 2018), and this
development is mainly driven by the use of drone services for industry-specific
solutions [2]. Currently, there are some manufacturers that implement Wi-Fi
technology as the main means of communication between drone and controller,
which introduces many of the already present security problems that arise with
IoT in general, such as password protection, encryption, and authentication [3].
Since drones will play a big role in the future society, such as delivering items or
being used for surveillance and security, it is therefore important to understand the
risks concerning the areas of cybersecurity, privacy and public safety that comes
along with the technology [4,5].

1.1  Problem formulation
How vulnerable is the Parrot ANAFI drone to different types of denial-of-service
(DoS) attacks?

1.2  Purpose
The purpose with the thesis is to investigate if the Parrot ANAFI drone has any
vulnerabilities related to denial of service attacks. It is necessary work towards a
more safe and secure society.
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1.3  Goal
The goal is to document and explain how the potential vulnerabilities are found, if
the parrot ANAFI drone does have any vulnerabilities related to denial of service
attacks.

1.4  Delimitations
There are a wide variety of drones with different purposes and sizes, but this
report focuses on consumer drones that use Wi-Fi technology for communication,
specifically the Parrot ANAFI, and DoS attacks related to wireless connections
and its protocols. Other types of attacks, such as GPS spoofing or remote file
system accessing, are omitted due to the restrained timeframe of the research and
the impracticalities of succeeding with such attacks.
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2  Background

2.1  Internet of Things (IoT)
The Internet of Things (IoT) can be defined as the network of physical “things”
that are equipped with sensors, software, and other technologies for the purpose of
connecting and exchanging data with other devices and systems over the Internet.
This involves devices ranging from ordinary household objects to sophisticated
industrial tools. The devices collect and share data about the way they are used
and about the environment around them. By means of low-cost computing, the
cloud, big data, analytics, and mobile technologies, physical things can share and
collect data with minimal human intervention. [32, 33]

2.2  Parrot ANAFI
A drone, or an Unmanned Aerial Vehicle (UAV), is an aircraft that can be
controlled remotely without a pilot on board. The Parrot ANAFI is a consumer
drone, see figure 1, that comes with a handheld controller (Skycontroller 3) and
can be monitored via a smartphone app (FreeFlight 6). When using the controller
and smartphone together, they can be connected using a USB cable. The drone is
equipped with GPS and a 4k HDR video camera that can stream via a dedicated
TCP port to FreeFlight 6. Flight controls are sent by either the app or the
controller using Wi-Fi technology at 2.4 GHz - 5.8 GHz, at a maximum range of 4
km when using the controller. The drone also hosts a web server that provides an
interface where a user can access flight plan data and recorded videos and images.
[6]

Figure 1: The Parrot ANAFI drone.
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2.3  Computer security concepts and
denial-of-service attacks
Prominent concepts in computer security include confidentiality, integrity, and
availability. Confidentiality implies restriction of access to only those meant to
take part of the information. Integrity is the guarantee that information is not
tampered with or interfered. Availability means providing access to information.
[7]

Denial-of-service (DoS) attacks are a common group of attacks against a system
that cause it to become unusable or inaccessible to an end user for a certain period
of time. It is an attack on the availability of a system, and there are numerous
ways of achieving such a goal. DoS attacks are sometimes divided into two target
groups, logic attacks and resource attacks. Logic attacks are meant to cause
software crashes by sending packets that a software service is unable to parse,
while resource attacks are meant to overwhelm a target host’s computer or
network resources by sending more packets than it can handle. [8]

A distributed denial-of-service (DDoS) attack is one of the most powerful
weapons on the Internet. DDoS attacks are made possible by infecting a group of
computers, otherwise known as a botnet, with malware that can be controlled
remotely. Exploited machines can include computers and other networked
resources such as IoT devices. At the command of an attacker, the botnet starts
sending requests to a server of their choice with the goal of rendering it
inaccessible to legitimate users. [34,35,36]

A TCP SYN Flood attack is a type of DoS resource attack where a client takes
advantage of the TCP 3-way handshake used to establish a connection with the
server. During the handshake a SYN packet is first sent by the client to the server,
the server responds with an SYN/ACK packet to the client, which then the client
responds with an ACK packet in order to establish the connection. However,
during a SYN Flood attack a large amount of SYN packets are sent with falsified
IP addresses, hence causing the server to send SYN/ACK responses to the
falsified IP address that will never respond back with the ACK packet that the
server is waiting for. This way, a so-called half-open connection that takes
resources from the server is created. One half-open connection will not crash the
server, however large amounts of SYN packets can make the server crash, which
is also the purpose of the hacker performing the SYN Flood attack. [7]
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2.4  Threat modeling and DREAD
Threat modeling is a technique that is used to identify the threats in the early
stages of the system design activity [9]. A threat modelling method is used to
identify the potential ways that an attacker can use to compromise a system.
Based on the identified threats, different mitigation strategies are proposed to
protect an underlying system from the identified threats [10]. Threat modeling is
also an activity widely used by people with software development or system
architecture background to identify possible attack surfaces that a device or
system can have. This activity is used both when building a system or
investigating possible vulnerabilities of a system, and before writing the code or
starting to test the system in order to create a well thought through plan of
execution. The threat model contributes to a structured way to answer questions
such as: “Where am I most vulnerable to attack?”, “What are the most relevant
threats?”, and “What do I need to do to safeguard against these threats?”. Despite
all threat models having the same purpose, which is to identify possible threats of
a device/system, there are many different threat modeling frameworks. An
example of such a framework is STRIDE, which is an abbreviation for six
common computer security threats [11].

DREAD is a widely used risk assessment model were all the letters in DREAD
stands for:

● (D) Damage potential (How much are the assets affected?)
● (R) Reproducibility (How easily can the attack be reproduced?)
● (E) Exploitability (How easily can the attack be launched?)
● (A) Affected users (What is the number of affected users?)
● (D) Discoverability (How easily can the vulnerability be found?)

According to the model, every threat being evaluated is rated on a scale of 1-3 on
each of the different categories in the DREAD model. The sum of all the ratings
from the different categories is then used to prioritize among all the evaluated
vulnerabilities. [15]
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3  Related work
In [42] they performed a deauthentication attack against the Parrot Mambo FPV
drone. Through the attack they discovered that they were easily able to connect to
the access point of the drone since it was named after the model of the parrot
drone. They also discovered the fact that the universal app produced by the
manufactures, which can be downloaded by any user on either Google play store
or Apple store actually can be used to control every model of drone that the
manufacturer has produced. They explain that the weakest part about the
application is that they do not require any authentication to establish a connection
with the drone, meaning that anybody using the application can easily connect to
a drone in order to maneuver it.

Alvaro Cardenas analysed another Parrot model called the Parrot AR.Drone 2.0,
and discovered vulnerabilities that got a lot of attention in the security community
due to the fact that the AR.Drone 2.0 has shown vulnerabilities in both ftp and
telnet services, not only were the services open but also no password protected
was implemented. [37]

In [8] tools such as netwox, Hping3 and LOIC were used to test possible
vulnerabilities related to DoS-attacks on the Parrot AR.Drone 2.0. The result of
their performed tests showed a substantial increase in the network latency during
the DoS attacks for all the tools. [8] Also Deligne describes different dos attacks
that can lead to corruption of communication between the machine and the user,
and highlighting how to reproduce the different attacks during different
circumstances using the Hping3 tool. Deligne does not cover several issues
regarding the analyses of the network delay or further investigation into other
types of DoS attacks and what impact they bring [41]. Our research builds largely
on the methods found in [8], and serves as a continuation of the work to protect
drones against DoS attacks. The Parrot ANAFI is a more recent model than the
AR.Drone 2.0, and it is therefore interesting to know whether or not
improvements have been made to secure the drone from potential cyberattacks.
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4  Method
We started researching the subject of IoT hacking by reading “IoT Penetration
Testing Cookbook” by Aaron Guzman and Aditya Gupta [15]. Moreover, we
looked into previously released papers on drone hacking and methods for DoS
attacks [8,12,13,14,37,41,42]. To guide our process we received help from our
supervisor Fredrik Heiding and tutoring from Pontus Johnson from the
Department of Network and Systems Engineering (NSE) at KTH. We also used
workflow templates from the NSE resource website [16] for structuring our
process and this report. Below follows the details of how we examined the drone
to discover vulnerabilities and what approach we took to exploiting them.

4.1  Identification and threat modeling
phase
Next, we analysed relevant components of the drone and looked into how the
different components such as Skycontroller 3, FreeFlight 6, and the ANAFI drone
communicate with each other. This information was visualized in a simple
diagram with the components and their connections.

After analyzing the different components of the drone, a detailed threat model of
the entire drone infrastructure was created in order to create an overview of the
system. For this we used Microsoft’s 6-step threat modeling framework [17],
which is defined as follows:

1. Identify assets
Identify the valuable assets that your systems must protect.

2. Create an architecture overview
Use simple diagrams and tables to document the architecture of your
application, including subsystems, trust boundaries, and data flow.

3. Decompose the application
Decompose the architecture of your application, including the underlying
network and host infrastructure design, to create a security profile for the
application. The aim of the security profile is to uncover vulnerabilities in
the design, implementation, or deployment configuration of your
application.

4. Identify the threats
Keeping the goals of an attacker in mind, and with knowledge of the
architecture and potential vulnerabilities of your application, identify the
threats that could affect the application.

5. Document the threats
Document each threat using a common threat template that defines a core
set of attributes to capture for each threat.
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6. Rate the threats
Rate the threats to prioritize and address the most significant threats first.
These threats present the biggest risk. The rating process weighs the
probability of the threat against damage that could result should an attack
occur. It might turn out that certain threats do not warrant any action when
you compare the risk posed by the threat with the resulting mitigation
costs.

4.2  Penetration testing phase
During the penetration testing phase, we followed the format of the NSE template
[18] and used the DoS attack methods that we found in previously released
research papers [8]. The testing was performed on a computer running Kali Linux
with a wireless network adapter with packet sniffing and injection support. Some
of the software tools needed to be downloaded before use, and this is explained
under each relevant method in section 5.
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5  Threat model
From the product specifications of the Parrot ANAFI drone we found out that
both the FreeFlight 6 app and Skycontroller 3 connect to the drone via Wi-Fi. A
user connects their smartphone to the drone’s wireless access point using the
associated password in order to see the video stream and maneuver the drone. The
controller, however, connects to the access point automatically. A simple
connection graph is found below in figure 2 that displays this schematic.

Figure 2: Illustrates a simple communication diagram of the Parrot Anafi Drone.

The following sections: 5.1, 5.2, 5.3, 5.4, 5.5 and 5.6 present the outcome of each
step from following Microsoft’s threat modeling framework.

5.1  Identify assets
During this phase, we used Nmap, a command line tool, to find available network
services on the drone, which protocol they run, and on which port. To do this we
connected the Kali Linux computer to the drone’s wireless access point, and used
the IP address of the drone in the command shown below.

root@kali:~$ ip neigh
192.168.42.1 dev wlan0 lladdr 90:3a:e6:37:d8:fa STALE

root@kali:~$ nmap 192.168.42.1
Starting Nmap 7.91 ( https://nmap.org ) at 2021-05-11 15:59 CEST
Nmap scan report for 192.168.42.1
Host is up (0.0076s latency).
Not shown: 997 closed ports
PORT     STATE SERVICE
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80/tcp   open  http
554/tcp  open  rtsp
9898/tcp open  monkeycom

Nmap done: 1 IP address (1 host up) scanned in 9.00 seconds

Table 1: Available assets in the Parrot ANAFI drone.

# Asset Description

1 Wi-Fi Wireless Access Point Used to establish a connection
between the drone and a
smartphone running the FreeFlight
6 app.

2 Integrated web server Holds recorded videos and images
and provides an interface to
download files and upload flight
plans.

3 Video stream Sends a real-time video stream
from the drone’s camera.

4 GPS & GLONASS positioning
system

Used by the drone for orientation
during planned flight routes and to
find its way back to its starting
point.

5 Skycontroller 3 Used by users to maneuver the
drone at long distances and low
latency.

6 FreeFlight 6 smartphone app Provides graphical interface to
flight controls and displays the
real-time video stream.

5.2  Create an architecture overview
For this step we compiled the aforementioned assets into an architecture diagram
that illustrates the assets and their connections to each other, see figure 3 (a larger
image can be found in Appendix C). The drone’s onboard assets are described in
more detail in table 2.
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Figure 3: Architecture diagram of a basic setup with the controller connected to an iPhone
running the FreeFlight 6 app that together controls the drone, and a web browser that connects to
the integrated web server.

Table 2: Asset details.

Asset Details

Wi-Fi Wireless Access Point 2.4 GHz and 5 GHz bands.
Uses WPA2-PSK for authentication.

Integrated web server A HTTPS web service running over
TCP port 80.

Video stream An RTSP web service running over
TCP port 554.

Monkeycom Unknown web service running over
TCP port 9898.

5.3  Decompose the application
Available attack surfaces suitable for denial of service attacks were documented
and summarized into table 3.
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Table 3: Attack surfaces.

Attack surface Description

Wi-Fi Wireless Access Point If an attacker knows the password for
the Wi-Fi, they can connect to the
network and would therefore be able
to send flight commands and have
access to the integrated web server and
video stream. If they do not know the
password they can perform a
deauthentication attack to try and
crack it, or just to forcefully
disconnect the user from the drone.

Integrated web server An attacker might want to unleash a
denial of service attack against the
web server, download files, or tamper
with flight plans.

Video stream An attacker might want to unleash a
denial of service attack against the
video stream.

5.4  Identify the threats
Normally, during this step in the threat modeling framework, STRIDE is used as a
technique to identify threats that encompass many areas of computer security.
However, since our scope is limited to DoS attacks, we have only provided the
relevant threats that affect the availability of the system. From the attack surfaces
above we identified four main threats:

1. Disconnect the user’s smartphone from the drone’s wireless access point.
2. Disconnect the user’s controller from the drone’s wireless access point.
3. Disconnect the user from the integrated web server.
4. Disconnect the user from streaming live video footage through FreeFlight

6 from the drone’s camera.

5.5  Document the threats
The ten threats presented in table 4-13 are the product of further research more
specifically looking into different tools that can be used to exploit the threats
discovered in section 5.4.
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Table 4: Threat 1.

Threat description Disconnect the user’s smartphone
from the drone’s wireless access point.

Threat target Wireless access point

Attack method Deauthentication using Airmon-ng,
airodump-ng and aireplay-ng against
the smartphone.

Table 5: Threat 2.

Threat description Disconnect the user’s controller from
the drone’s wireless access point.

Threat target Wireless access point

Attack method Deauthentication using Airmon-ng,
airodump-ng and aireplay-ng against
the controller.

Table 6: Threat 3.

Threat description Disconnect the user from the
integrated web server.

Threat target Integrated web server

Attack method Low orbit Ion Cannon with
TCP-flooding attack on port 80

Table 7: Threat 4.

Threat description Disconnect the user from streaming
live video footage through FreeFlight
6 from the drone’s camera.

Threat target Video stream

Attack method Low orbit Ion Cannon with
TCP-flooding attack on port 554
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Table 8: Threat 5.

Threat description Disconnect the user from the
integrated web server.

Threat target Integrated web server

Attack method Low orbit Ion Cannon with slowLOIC
(slowloris attack) on port 80

Table 9: Threat 6.

Threat description Disconnect the user from streaming
live video footage through FreeFlight
6 from the drone’s camera.

Threat target Video stream

Attack method Low orbit Ion Cannon with slowLOIC
(slowloris attack) on port 554

Table 10: Threat 7.

Threat description Disconnect the user from the
integrated web server.

Threat target Integrated web server

Attack method SYN-Flooding attack using Netwox
76 on port 80.

Table 11: Threat 8.

Threat description Disconnect the user from streaming
live video footage through FreeFlight
6 from the drone’s camera.

Threat target Video stream

Attack method SYN-Flooding attack using Netwox
76 on port 554.
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Table 12: Threat 9.

Threat description Disconnect the user from the
integrated web server.

Threat target Integrated web server

Attack method SYN-Flooding attack using hping3 on
port 80.

Table 13: Threat 10.

Threat description Disconnect the user from streaming
live video footage through FreeFlight
6 from the drone’s camera.

Threat target Video stream

Attack method SYN-Flooding attack using hping3 on
port 554.

5.6  Rate the threats
During this last step in the threat modeling framework, we followed the
instructions for the DREAD framework from [15] to assess the risk of every
threat, see Appendix A and Appendix B.

Table 14: Risk assessment of each threat using DREAD.

# Threat description D R E A D Sum Rating

1 Disconnect the user’s mobile
from wifi with
deauthentication attack using
airmon-ng, airodump-ng and
aireplay-ng.

2 3 3 3 3 14 High

2 Disconnect the user’s
controller from wifi with
deauthentication attack using
airmon-ng, airodump-ng and
aireplay-ng.

1 3 3 1 3 11 Medium

3 Disconnect the user from the
web server using Low Orbit
Ion Cannon using TCP

1 2 2 2 3 10 Medium
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attack on port 80.

4 Disconnect the user from
streaming live video footage
through freeflight 6 from the
drone’s camera with Low
Orbit Ion Cannon using TCP
attack on port 554.

2 2 2 2 3 11 Medium

5 Disconnect the user from the
web server with Low orbit
Ion Cannon with slowLOIC
(slowloris attack) on port 80.

1 2 2 1 3 10 Medium

6 Disconnect the user from
streaming live video footage
through freeflight 6 from the
drone’s camera with Low
orbit Ion Cannon using
slowLOIC (slowloris attack)
on port 554.

2 2 2 1 3 11 Medium

7 Disconnect the user from the
web server with
SYN-Flooding attack using
Netwox 76 on port 80.

1 2 2 2 2 9 Medium

8 Disconnect the user from
streaming live video footage
through freeflight 6 from the
drone’s camera with
SYN-Flooding attack using
Netwox 76 on port 554.

2 2 2 1 2 9 Medium

9 Disconnect the user from
web server with
SYN-Flooding attack using
hping3 on port 80.

2 3 2 2 3 12 High

10 Disconnect the user from
streaming live video footage
through freeflight 6 from the
drone’s camera with
SYN-Flooding attack using
hping3 on port 554.

2 3 2 1 3 11 Medium
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6  Penetration testing
Here begins the list of performed attacks against the Parrot ANAFI drone in
detail. In all attacks, we used the Kali Linux computer and a root shell to run the
desired commands to perform the different attacks.

It is important to note that, in the tests 6.2-6.5, we can only connect to the wireless
access point if we already know the password. In order to turn these tests into
practical attacks, password cracking should be done first to see if it is possible,
such as from sniffing the 4-way handshake.

6.1  Deauthentication attack

6.1.1  General information
A deauthentication attack is performed to force a specific wireless device to
disconnect from the wireless access point. Many devices use a mechanism that
tries to automatically reconnect them to the network, which enables an attacker to
sniff the 4-way handshake that contains the encrypted passphrase and to find the
plaintext password. The password sniffing is particularly dangerous since most
access points do not enforce the use of strong passwords, and with the password
an attacker can connect their own devices to the drone and take over command
while blocking access from other legitimate devices. The password sniffing phase
is left out of this report, since the focus is to verify whether or not the drone has
protection against deauthentication attacks. [19]

The 802.11 Wi-Fi standard along with the WPA2 encryption scheme provides
cryptographic security to data frames, but not management frames that are
responsible for closing a connection [20]. This means that it is trivial to spoof
such a management frame from a different device in order to force an access point
to drop a connection to a wireless device, thereby causing a denial of service.
There exists an update to the Wi-Fi standard since 2008, 802.11w, that helps to
reduce the probability of succeeding with deauthentication attacks against
networks that have enabled it. However, the standard is not currently wide-spread,
which means most devices are still likely vulnerable to such attacks.

The Aircrack-ng tool suite contains methods to enable a wireless network adapter
to listen to packets from all wireless networks in its proximity (airmon-ng), detect
wireless access points and their connected devices (airodump-ng), and to send a
spoofed deauthentication frame to a specified access point (aireplay-ng) [21]. A
requirement for this method to work is that the wireless network adapter has
support for packet monitoring and injection [22].

23



6.1.2  Method
In our setup we used the Parrot ANAFI drone together with a smartphone running
the FreeFlight 6 app to control it and view the video stream. The handheld
controller was also connected to the drone. The command shown below was
executed to ensure that no other processes could interfere with the attack, in our
case it killed a process called wpa_supplicant that the operating system uses to
display network options on the desktop.

root@kali:~$ airmon-ng check kill
Killing these processes:

PID Name
740 wpa_supplicant

Then, the wireless network adapter was set to monitor mode that allows us to sniff
packets from all networks in our proximity.

root@kali:~$ airmon-ng start wlan0

Next, airodump-ng was used to identify all available wireless access points in
range. This allowed us to discover the MAC address of the drone’s wireless
access point (shows up as ANAFI-H069018, other MAC addresses and network
names have been removed from the list for the sake of this report).

root@kali:~$ airodump-ng wlan0

CH  5 ][ Elapsed: 0 s ][ 2021-05-11 15:05

BSSID              PWR  Beacons    #Data, #/s  CH MB   ENC CIPHER  AUTH ESSID

-57        2        0    0   1 195   WPA2 CCMP   PSK
-57        2        0    0   1 195   OPN
-55        2        0    0   1 195   WPA2 CCMP   MGT
-63        2        0    0   1 324   WPA2 CCMP   MGT
-63        2        0    0   1 360   WPA2 CCMP   MGT
-63        2        0    0   1 360   OPN
-66        2        0    0   1 360   OPN
-58        4       17    8   1 270   WPA2 CCMP   PSK

90:3A:E6:37:D8:FA  -26        2        1    0   1 130   WPA2 CCMP   PSK  ANAFI-H069018
-39        5        5    0   9 195   WPA2 CCMP   PSK

BSSID              STATION            PWR   Rate Lost    Frames  Notes  Probes

-73    0 - 1      9        6

The MAC address was then used as a filter to discover connected devices to the
drone’s wireless access point. We successfully found the MAC addresses for the
smartphone and controller, which is the last bit of information needed in order to
complete the attack.

root@kali:~$ airodump-ng wlan0 -d 90:3A:E6:37:D8:FA

CH  6 ][ Elapsed: 0 s ][ 2021-05-11 15:06
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BSSID              PWR  Beacons    #Data, #/s  CH MB   ENC CIPHER  AUTH ESSID

90:3A:E6:37:D8:FA  -26        3        0    0   1 130   WPA2 CCMP   PSK  ANAFI-H069018

BSSID              STATION            PWR   Rate Lost    Frames  Notes  Probes

90:3A:E6:37:D8:FA  A0:14:3D:BE:D4:F2  -29   24e-12e 69       32
90:3A:E6:37:D8:FA  EC:56:23:84:7E:DC  -49   24e-24e 0      115

Lastly, aireplay-ng was used to forge and send spoofed deauthentication frames to
their respective MAC addresses. The -D flag at the end of the command was used
to make it send the frames without waiting for beacon frames to continue.

root@kali:~$ aireplay-ng --deauth 0 -a 90:3A:E6:37:D8:FA -c EC:56:23:84:7E:DC wlan0 -D
15:06:36  Sending 64 directed DeAuth (code 7). STMAC: [EC:56:23:84:7E:DC] [ 0| 0 ACKs]
15:06:37  Sending 64 directed DeAuth (code 7). STMAC: [EC:56:23:84:7E:DC] [ 0| 0 ACKs]
15:06:38  Sending 64 directed DeAuth (code 7). STMAC: [EC:56:23:84:7E:DC] [ 0| 0 ACKs]
15:06:41  Sending 64 directed DeAuth (code 7). STMAC: [EC:56:23:84:7E:DC] [ 0| 0 ACKs]
15:06:44  Sending 64 directed DeAuth (code 7). STMAC: [EC:56:23:84:7E:DC] [ 0| 1 ACKs]
15:06:46  Sending 64 directed DeAuth (code 7). STMAC: [EC:56:23:84:7E:DC] [ 0| 0 ACKs]
...

root@kali:~# aireplay-ng --deauth 0 -a 90:3A:E6:37:D8:FA -c A0:14:3D:BE:D4:F2 wlan0 -D
14:00:39  Sending 64 directed DeAuth (code 7). STMAC: [A0:14:3D:BE:D4:F2] [ 0| 0 ACKs]
14:00:39  Sending 64 directed DeAuth (code 7). STMAC: [A0:14:3D:BE:D4:F2] [ 0| 0 ACKs]
14:00:40  Sending 64 directed DeAuth (code 7). STMAC: [A0:14:3D:BE:D4:F2] [ 0| 0 ACKs]
14:00:41  Sending 64 directed DeAuth (code 7). STMAC: [A0:14:3D:BE:D4:F2] [ 0| 0 ACKs]
14:00:44  Sending 64 directed DeAuth (code 7). STMAC: [A0:14:3D:BE:D4:F2] [ 0| 0 ACKs]
14:00:46  Sending 64 directed DeAuth (code 7). STMAC: [A0:14:3D:BE:D4:F2] [ 0| 0 ACKs]
...

6.1.3  Results
The smartphone was successfully disconnected from the Wi-Fi network, which
led to losing the video stream and the ability to maneuver the drone, see figure 4.
The effect was persistent for as long as the deauthentication frames were being
continuously transmitted. This indicates that as long as the attacker is in range of
the wireless access point, the denial of service could go on until the hacker stops
transmitting frames or moves out of range of the access point.

The attack on the controller was unsuccessful since it was possible to maneuver
the drone with the controller during the deauthentication attack.
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Figure 4: Screenshot from FreeFlight 6, the smartphone was disconnected from the wireless
access point.

6.1.4  Discussion
Despite the fact that this attack requires specific tools, such as the Kali Linux
operating system and a network adapter that can use monitor mode, once
everything is in place the actual commands used to perform the attack are fairly
simple. This attack does not depend on the password for the drone’s wireless
access point, which further simplifies the steps to accomplish a successful denial
of service. Since the attack is difficult to identify, the user might believe that their
smartphone disconnected from the network by mistake, and will try to reconnect.

6.2  Low Orbit Ion Cannon TCP Attack

6.2.1  General information
Low Orbit Ion Cannon is an open-source network program used to launch
different denial of service attacks and to stress test different networks [23,24]. The
program has built-in settings that the user can configure, such as IP address, port
number, number of threads, and different methods to choose from, such as
slowLOIC, TCP, UDP, HTTP and ICMP.

6.2.2  Method
The first step was to connect the Kali Linux computer to the drone’s wireless
access point and find its IP address with the command below.

root@kali:~$ ip neigh
192.168.42.1 dev wlan0 lladdr 90:3a:e6:37:d8:fa STALE
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Then Low Orbit Ion Cannon was installed. The commands seen below were used
in following order to download and run the program:

root@kali:~$ apt-get install mono-devel
root@kali:~$ apt-get install mono-mcs
root@kali:~$ git clone https://github.com/NewEraCracker/LOIC.git
root@kali:~$ chmod 777 loic.sh
root@kali:~$ ./loic.sh install
root@kali:~$ ./loic.sh update
root@kali:~$ ./loic.sh run

After starting the program, the following parameters shown below were entered in
the respective field, also shown in figure 5.

● Mode: Manual
● Target IP: 192.168.42.1
● Method: TCP
● Port: 80 (for the web server) & 554 (for video stream)
● Threads: 10
● Sockets per thread: 25
● Speed: Fastest

Then the button called IMMA CHARGIN MAH LAZER was pressed in order to
start the attack, see figure 5.

Figure 5: Screenshot from Low Orbit Ion Cannon, settings resemble the TCP attack on port 554.

6.2.3  Results
The Low Orbit Ion Cannon TCP attack was unsuccessful on port 80 since the
server still worked fine during the attack. We were able to connect to the server
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without difficulty and experienced a small delay caused by the attack, see the
loading time difference between figure 6 and figure 7.

However, the attack was successful on port 554. The video stream was interrupted
and blocked entirely, see figure 8. However, since the attack only targeted the
video stream, the drone was still maneuverable.

Figure 6: Illustrates the loading time at 1,68 s for the web server during normal circumstances.

Figure 7: Illustrates the loading time at 6,18 s for the web server during the Low Orbit Ion
Cannon TCP attack.
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Figure 8: Screenshot from FreeFlight 6, video stream was blocked but the smartphone was still
connected to the drone and able to maneuver it.

6.2.4  Discussion
As stated before, this attack depends on the drone’s Wi-Fi password and must be
found or cracked in a real world scenario before using this attack. With the help of
Wireshark sniffing the attack we discovered that the TCP attack starts by sending
a lot of SYN packets similar to the more typical SYN-flooding attack. However,
with the difference on this attack being that actual connections to the drone is
established, which causes the drone to redirect the videostream packets (RTSP) to
the computer instead of the smartphone, hence causing denial of service on the
FreeFlight 6 on the smartphone. Since Low Orbit Ion Cannon uses sockets to
establish connections, instead of injecting packets into the network as fast as it
can, it means that its resources are limited. This in turn means that the packet rate
is slower than a typical SYN-flooding attack as Low Orbit Ion Cannon has a
limited number of sockets that first send their SYN packets and then wait for a
response from the server. This could be the reason that the attack was
unsuccessful on port 80. The server can seemingly withstand small bursts of SYN
packets without being taken down.

6.3  Low Orbit Ion Cannon Slowloris
attack

6.3.1  General information
A slowloris is a type of protocol attack that causes denial of service by slowly and
continuously sending HTTP headers without completing the request. By sending a
few bytes very slowly, it forces the server to maintain the established connection,
and by doing this continuously all the different possible channels dedicated to
establish connections will be occupied. When all the connections are occupied the
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server can not serve any other users because it has reached its max capacity, hence
causing denial of service for other clients waiting for the server to respond. The
slowloris attacks are often conducted towards web servers. [25]

6.3.2  Method
These were the settings entered into Low Orbit Ion Cannon.

● Mode: Manual
● Target IP: 192.168.42.1
● Method: SlowLOIC
● Port: 80 (for the web server) & 554 (for video stream)
● Threads: 10
● Sockets per thread: 25
● Speed: Fastest

Then the button called IMMA CHARGIN MAH LAZER was pressed in order to
start the attack.

6.3.3  Results
The attack on port 80 resulted in successful denial of service on the web server,
see figure 9 below. Also, the attack on port 554 resulted in successful denial of
service on the video stream. This effect was persistent for as long as the slowloris
attack was continuously running, both for the video stream and the integrated web
server, and returned back to normal when the program was stopped.

Figure 9: Screenshot from the web server loading indefinitely due to our slowloris attack.
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6.3.4  Discussion
This attack has severe consequences, however the likelihood of succeeding with
such an attack depends on the network password, since the attacker must first
connect to the wireless access point in order to find the IP address of the drone.
Nevertheless, the attack was successful and demonstrated that this vulnerability is
present and should be mitigated.

6.4  Netwox SYN-flooding attack

6.4.1  General information
Netwox is a common tool kit used for network testing and features a command
used for issuing a TCP SYN-flooding attack, specifically netwox 76 is used in this
attack [26].

6.4.2  Method
First, the Kali Linux computer was connected to the drone’s wireless access point.
Then the ip neigh command was used in order to find the IP address for the
drone’s wireless access point. Then, netwox 76 was executed according to the
commands shown below, in order to perform the attack on port 80 and 554.

root@kali:~$ netwox 76 -i 192.168.42.1 -p 80
root@kali:~$ netwox 76 -i 192.168.42.1 -p 554

6.4.3  Results
The attack on port 554 resulted in the videostream starting to glitch / dropping
frames during the attack duration, and stopped lagging when the attack was
interrupted. However, the attack on port 80 did result in slowing down the
webserver, timing errors and frame drops in the videostream, but did not result in
the server completely crashing, see figure 10 below.
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Figure 10: Illustrates the loading time at 8,81 s for the web server during the netwox SYN-flooding
attack.

6.4.4  Discussion
This result is probably due to the packet rate generated from netwox 76. In
comparison to Low Orbit Ion Cannon, which generates SYN packets on multiple
threads and many sockets per thread, netwox 76 is equivalent to one socket on a
single thread. It was therefore expected that the effect would be less than that of
Low Orbit Ion Cannon.

6.5  Hping3 SYN-flooding attack

6.5.1  General information
Hping3 is a command-line oriented software that works on unix-like systems,
such as: Linux, FreeBSD, NetBSD, OpenBSD, Solaris, MacOS X, Windows and
supports TCP, UDP, ICMP and RAW-IP protocols [27]. Hping3 is used to send
files between a covered channel and is mainly used as a security tool, but can also
be used for denial of service attacks. The hping3 performs the TCP SYN-flooding
attack in this specific case.

6.5.2  Method
We ran a command to install hping3 to our Kali Linux computer shown below.

root@kali:~$ apt-get install hping3

Then we connected the computer to the drone’s wireless access point and ran
hping3 with the fastest setting on port 80 and 554 using the following two
commands:
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root@kali:~$ hping3 --flood 192.168.42.1 --destport 80
root@kali:~$ hping3 --flood 192.168.42.1 --destport 554

6.5.3  Results
Access to the integrated web server was blocked directly after establishing a
connection by the attack on port 80, see figure 11 and figure 12. Simultaneously,
the video stream displayed on the phone was losing frames and getting distorted
due to the attack, see figure 13 below, however the connection to the video stream
was not completely disconnected. The attack on port 554 had the same effects on
the video stream, but the web server was not disrupted.

6.5.4  Discussion
The method for installing and using hping3 for denial of service attacks was much
simpler than that of Low Orbit Ion Cannon and had similar results. However, it
was not able to achieve the same level of disruption since it did not maintain its
connections the same way that Low Orbit Ion Cannon did. It only sent SYN
packets to the drone and ignored any SYN/ACK packets received.

Figure 11: Illustrates the web server stops working directly after establishing the first connection.
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Figure 12: Some modules of the web server managed to load before it stopped loading / working
anymore.

Figure 13: Screenshot from FreeFlight 6, video stream distortions due to the hping3 attack.
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7  Ethics
Cyber security becomes more and more important in parallel to the massive
growth of new IoT devices. In recent years, many different types of cyber attacks
have been conducted, targeting everything from everyday IoT devices to more
complex applications and systems. Hacking is sometimes seen as a suspicious act
by the general public, and can be used for criminal and dangerous applications.
However, hacking with positive intentions (so called ethical hacking) can be a
helpful way of finding new vulnerabilities in systems that require a high degree of
cyber security. Ethical hackers or white hat hackers are hackers consisting of
researchers and security experts who use their expertise and knowledge to protect
systems and people. While there also exist black hat hackers, which represent the
criminals that hack into systems with the goal of stealing information, money or
destroying the functionality of the system. Then there are also gray hat hackers,
which stand in the middle ground between the white and the black hats. [43]

Because this thesis project is hacking related it also follows the industry standard
non-disclosure agreement, which implies that the company that has developed the
system being tested for possible vulnerabilities is notified of any flaws and then
has 90 days to mitigate them. [44]
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8  Sustainability
It is essential to continue performing penetration tests and other types of security
related measures in order to evaluate how secure the systems or IoT devices are.
Maintaining good cyber security for all the different systems and IoT devices
existing on the market is not only important now, but will only become more
important in the future. Since the inevitable development of new technology being
introduced to the market does not seem to slow down anytime soon.
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9  Summarized results
All of the results from the performed penetration tests can be found in the table
below.

Table 15: Penetration testing summary.
# Attack Method Attack surface Result Note

1 Deauthentication

airmon-ng,
airodump-ng
and
aireplay-ng

Smartphone’s
Wi-Fi
connection Successful

Disconnected
smartphone from the
wireless access point.

2 Deauthentication

airmon-ng,
airodump-ng
and
aireplay-ng

Controller’s
Wi-Fi
connection Unsuccessful

Controller could still
maneuver the drone.

3 TCP attack

Low orbit Ion
cannon, TCP
port 80

Integrated web
server Unsuccessful Small delay.

4 TCP attack

Low orbit Ion
cannon, TCP
port 554 Video stream Successful

Jammed the video
stream.

5 HTTP Slowloris

Low orbit Ion
cannon,
SlowLOIC
port 80

Integrated web
server Successful

Unable to connect to the
web server.

6 HTTP Slowloris

Low orbit Ion
cannon,
SlowLOIC
port 554 Video stream Successful

Jammed the video
stream.

7 SYN-Flooding
netwox 76
port 80

Integrated web
server Unsuccessful

Slower loading times,
timing errors and frame
drops in video stream.

8 SYN-Flooding
netwox 76
port 554 Video stream Successful

Timing errors, frame
drops ang glitchy
artifacts

9 SYN-Flooding
hping3 port
80

Integrated web
server Successful

Unable to connect to the
web server, visible
glitchy artifacts in the
video stream.

10 SYN-Flooding
hping3 port
554 Video stream Successful

Visible glitchy artifacts
in the video stream.
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10  Discussion

10.1  Research method
Our penetration tests suggest that there exists a number of serious vulnerabilities
in the Parrot ANAFI drone, however most of them require that the attacker can
find the password to the wireless access point. We were able to perform the
attacks because of the artificial environment we had set up and because we had
access to the network password, and it is important to view the results from this
perspective. It might seem as if the vulnerabilities are more serious than they
really are, and the only truly practical attack suitable for real world scenarios was
the deauthentication attack, which was only successful against the smartphone.

Many of the penetration tests performed in this report, which also exploited
existing vulnerabilities do not require plenty of previous experience of hacking.
Rather, anyone who is capable of executing simple google searches, following
simple step-by-step tutorials and knows how to use the terminal can cause denial
of service on the network. This can be really problematic in the long term if the
cyber security of future IoT products using Wi-Fi continues to be easily
exploitable.

10.2  Societal impact of the
vulnerabilities
The damage potential for the Parrot ANAFI is not excessive, but there are a few
remarks to be made about the vulnerabilities discussed in this report.

A deauthentication attack is trivial to perform for an attacker that is in proximity
of the drone’s access point. With this attack, ANAFI drones can become unsafe to
maneuver as access to the video stream will be lost. Deauthentication attacks can
also be combined with other malicious activities, such as cracking the password
of the wireless access point from the 4-way handshake [18], accessing the drone’s
file system remotely as root [37], hijacking the drone [38], or even blackmailing
the owner to pay a ransom to the attacker [36].

Furthermore, using Low Orbit Ion Cannon, Netwox, Hping3, or any other means
of generating traffic can be used as a diversion to bring attention from the main
attack. The attacker could be installing viruses, worms, or ransomware, or even
manipulating flight plans or camera footage that could go unnoticed [36]. These
attacks are, on the other hand, not feasible for an attacker to perform if they do not
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have access to the Wi-Fi password, and could be prevented using a strong
password.

The implications of these threats mean that drones can be used for many unlawful
purposes. Drones can violate privacy concerns for all citizens by spying on or
flying directly above people [37], they can be flown into unauthorized territory
[39], be weaponized [39,37], or used in elaborate cyberattacks such as Skyjack
[38].

According to [39] the Pentagon in America has already been working on
technologies that can defeat drones and intends to spend around $400 million on
counter-drone initiatives this fiscal year. This is because they see the way that
terrorists are using drones overseas to advance the attacks, and the way criminals
use drones for illicit purposes. This shows in many ways that drones, like a
double-edged sword, can both bring positive and negative societal effects
depending on the user.

Moreover, it is shown in [40] that drones can be used to hack other devices, in this
specific case a Tesla car was hacked. The group of researchers that performed the
hack discovered a remote zero-click security vulnerability in an open-source
software component (ConnMan) used in Tesla automobiles that allowed them to
compromise parked cars and control their infotainment systems over Wi-Fi. It
would be possible for an attacker to unlock the doors and trunk, change seat
positions, both steering and acceleration modes – in short, pretty much what a
driver pressing various buttons on the console can do. Although this vulnerability
was quickly resolved by the next released Tesla patch, it still clearly displays the
scary possibilities that hacking other devices through the drone can bring. It
indicates that future hackers potentially do not even have to be close to the
physical device they want to hack, rather they only need to fly the drone to the
device they intend to hack.

10.3  Suggested methods of mitigation
for the identified threats
In order to reduce the risks of deauthentication attacks it is vital that the network
password is strong enough to withstand common methods for password cracking,
such as dictionary attacks, although it does not prohibit an attacker to send
continuous deauthentication frames to keep a device from connecting to a wireless
network. To protect against this type of attack both the network and its connected
devices should use the updated standard 802.11w or WPA3 [19]

Slowloris attacks are in general hard to protect against, since it transmits perfectly
working packets, but in a very slow way that forces the server to maintain the
connection with all the established connections. Slowloris attacks are typically only
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effective on thread based server systems, but not event based [28]. However, there
are general policies that can be used to mitigate slowloris attacks [29], such as:

● Increase the maximum number of clients the web server will allow.
● Limit the number of connections a single IP address is allowed to attempt.
● Place restrictions on the minimum transfer speed a connection is allowed.
● Constrain the amount of time a client is permitted to stay connected.

A few ways to mitigate the SYN-flooding attack is to set up different sources of
threat intelligence, such as statistical anomaly detection, customizable threshold
alerts and fingerprints of known or emerging threats in order to assure fast and
accurate detection [31]. Also, another method for mitigation of SYN-flood attack
is with the help of SYN-cookies [30]. Even though SYN cookies work for most of
the cases, there are still edge cases where they fail.

10.4  Future work
Further improvements on the method used in this report is to increase the number
of iterations on each test performed. Since an increased number of executions on
every penetration test will increase the reliability of the results. Also by further
exploring all the different versions with small tweaks on the same penetration test
can potentially lead to discovering new vulnerabilities. Lastly, the Wireshark tool
can be used as an extra measure to potentially discover more vulnerabilities.

Since many of the attacks depended on knowing the Wi-Fi password, research
should be made on the feasibility of cracking the password for the Parrot ANAFI,
what methods there are for succeeding with it, and what can be done in order to
mitigate any potential vulnerabilities. With the password, an attacker could take
complete control over the drone and cause great damage.

Another interesting thing to test is to see if all the documented penetration tests
are able to be performed from virtual machines on the computers with the most
popular operating systems existing on the current market. Since if it is possible
this even further lowers the threshold for new hackers with no previous
experience wanting to cause denial of service on the network.

Moreover, to further investigate if the vulnerabilities lie in the Wi-Fi protocol
being used by the Parrot ANAFI drone, the same penetration tests documented in
this report can be used on other drones using the same Wi-Fi protocol. Lastly, for
further investigation regarding the reliability of the Wi-Fi protocol itself, the same
penetration tests used in this report can be performed on other IoT devices using
the same protocol, in order to answer the question regarding if the vulnerabilities
identified are protocol specific or device specific.

40



11  Conclusion
The thesis question is stated: How vulnerable is the Parrot ANAFI drone to
different types of denial-of-service (DoS) attacks? We investigated different types
of denial of service attacks that can be used to identify possible vulnerabilities
existing on the Parrot ANAFI drone. The result showed that seven out of ten
penetration tests were successful in causing denial of service. However, it is
important to point out that the tests were performed in an artificial environment
where the assumption is taken that the hacker already has access to or has
successfully cracked the password. Therefore, the Parrot ANAFI drone is
considered to be secure from the real world perspective and has more robust
security with the addition of a password for the wireless access point, which was
unprotected in the previous model AR.Drone 2.0. Nevertheless, the identified
vulnerabilities should preferably be reviewed by the company, since if a hacker is
able to crack the password it will open up for a lot more attack surfaces
afterwards.

Moreover, only because this specific Parrot ANAFI drone is considered to be
secure from the real world perspective does not in any means indicate that other
drones with the similar properties also will have the same vulnerabilities.

On the last note, it is important to highlight the importance of continuing to
perform different types of penetration tests in order to evaluate the cyber security
of devices using Wi-Fi protocols. This is because many such devices will be
introduced to the market within multiple different fields when looking at
technological development, and at that point vulnerabilities will most probably
cause more trouble.
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Appendix A
Rating High (3) Medium (2) Low (1)

D Damage
potential

Can subvert all
security controls
and get full trust
to take over the
whole IoT
ecosystem.

Could leak
sensitive
information.

Could leak
sensitive
information.

R Reproducibility The attack is
always
reproducible.

The attack can
be reproduced
only within a
timed window or
specific
condition.

It's very difficult
to reproduce the
attack, even with
specific
information
about the
vulnerability.

E Exploitability A novice
attacker could
execute the
exploit.

A skilled
attacker could
make the attack
repeatedly.

Allows a skilled
attacker with
in-depth
knowledge to
perform the
attack.

A Affected users All users, default
configurations,
all devices.

Affects some
users, some
devices, and
custom
configurations.

Affects a small
percentage of
users and/or
devices through
an obscure
feature.

D Discoverability Attack
explanation can
be easily found
in a publication.

Affects a
seldom-used
feature where an
attacker would
need to be very
creative to
discover a
malicious use for
it.

Is obscure and
unlikely an
attacker would
discover a way
to exploit the
bug.
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Appendix B
Risk rating Result

High 12-15

Medium 8-11

Low 5-7
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