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Abstract

Today, in many parts of the world, having an internet
connection is given. Individuals with an internet connection
usually use a personal email address to communicate and
to register on different websites. This has made it easier
for companies to reach out to individuals and market their
products and services. Unfortunately, approximately 45%
of today’s email traffic is made up of fraudulent emails with
the purpose of tricking the recipient into providing personal
information. This project examines if an email containing a
”well­known” company logo is more prone to be perceived
as a real email by recipients across different age groups and
education levels. The result show that a phishing email
containing a company logo is more prone to be perceived as
real across all age groups and education levels. However,
this proneness seemed to decrease with age. In contrast,
the increased proneness showed little variation across all
education levels.



Referat

En jämförande studie om
trovärdighetsbedömningar av bluffmejl med och

utan loggor

Idag har i princip varje individ med tillgång till en
internetuppkoppling även en personlig email adress. Detta
har förenklat för företag att marknadsföra sina produkter
och tjänster till kunder. Ca 45% av mejltrafiken idag utgörs
av bluffmejl vars ändamål är att vilseleda mottagaren till
att ge ut personliga uppgifter. Denna avhandling undersöker
om ett mejl som innehåller en känd företagslogga är mer
benäget att uppfattas som ett äkta mejl av mottagare i olika
åldersgrupper och utbildningsnivåer. Resultatet visar att
bluffmejl som innehåller loggor ärmer benägna att uppfattas
som äkta mejl över alla åldersgrupper och utbildningsnivåer.
Denna ökade benägenhetminskade däremotmed ålder. Som
kontrast visade den ökade benägenheten lite variation över
dem olika utbidningsnivåerna.
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Chapter 1

Introduction

The ”never­ending” price decrease for technology has given more people an

opportunity to own personal devices such as computers and smartphones [1] .

The increase in personal devices has lead to a growth in the number of email

accounts used and emails sent each year [2] . E­mails are an effective way of

communicating considering how accessible it now is to reach a large number

of people and companies can now easily market their products and services for

practically no fee. However, this ease has unfortunately also opened the door

for spam mail. Studies have shown that spam mail accounts for approximately

40 − 45% of the total email traffic worldwide [3] . Spam mail is undesired and

unsolicited email which may contain a link to a fake website, intending to capture

the user’s login credentials. Other spam mail may contain malicious software

called malware that can be used to capture user information et cetera [4]. This

type of spam mail is more specifically called “Phishing”, as the attacker tries to

“phish” for a user’s personal information. The word “Phishing” initially emerged

in the 1990s, where hackers often replaced “f” with “ph” to generate new words

used in the hacker community, since they most often hacked by phones [5].

I wish to investigate if an email containing a well­known company logo is more

likely to be perceived as a real email by the recipient, using age group and

education level as factors.

This experiment will clarify if a company logo within a phishing email will

contribute to its effectiveness in tricking a recipient and how this effectiveness

varies across different demographics. Furthermore, counteractive measures can

be taken, such as informing oneself, if the individual reading this report associates
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Chapter 1 – Introduction

themselves with a particular group that appears more susceptible to phishing [6].

1.1 Problem statement

Phishing emails have become a noticeable problem in society today. The purpose

of this paper is to research if a company logo has any effect on how prone an email

is to be perceived as real and if this effect varies with age and education level.

Research regarding phishing has indicated that scammers often target the elderly

[7]. A recent study [8], which varied the amount of information in phishing emails

in order evaluate whether individuals were deceived in different rates. This study

conclude that individuals are about two times more likely to get fall victim to a

phishing attack when their email is rich in information, such as company logos

and bold fonts.

Exploring if this is the case and if factors such as age and education further

propagates the effect of logos is therefore worth investigating. This study aims

to investigate the following:

• Is the recipient of a phishing email more prone to be deceived if the email

contains a well­known company logo?

• Does the proneness vary across different age groups education levels?

1.2 Approach

In order to investigate my questions, I first needed to determine what types of

phishing emails that are most commonly used for scamming. By doing this, a fair

and relevant representation of emails are shown in the survey. The respondents

first answer questions about their age and education level. Afterwards, the

respondents will be asked the question ”Do you trust this email?” while

being shown example emails. The answers are ”Yes”,”No”, and ”Not sure”.

A consent form is naturally used to ensure the security of the collected data.

Using statistics, I illustrate the respondents’ answers using bar charts. The most

relevant expected data is whether a respondent’s age and/or education level has

any correlation with how likeliness of deception varies. I will distribute the

survey through social media (different Facebook groups etc.). In this way, most

respondents are unknown people and this distribution method will give the study

2



Chapter 1 – Introduction

a good mix of ages and education levels. I am hoping for at least 150 respondents

but hope for more.

1.3 Thesis Outline

The following chapter of this paper present relevant background information,

other research related to the study as well as definitions. The third describes the

methodology used in the study and describes its relevancy. The subsequent forth

chapter presents the results obtained from the survey. The fifth chapter discusses

the results and their relevancy. The final chapter concludes the report research.
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Chapter 2

Background

This chapter beginswith a description of spammail andmore detailed explanation

of phishing, a form of spam mail. Following are definitions for recurring

terminology used in the report. Lastly, the chapter presents a section on research

related to this particular subject.

2.1 Spam Mail

Digital spam can be defined as “The attempt to abuse of, or manipulate, a techno­

social system by producing and injecting unsolicited, and/or undesired content

aimed at steering the behavior of humans or the system itself, at the direct or

indirect, immediate or long­term advantage of the spammer(s)” [9]. Spam mail

can be defined specifically as an unsolicited­ unwanted or junk email.

Despite of tremendous efforts by the research community to alleviate the spam

mail problem in the past two decades, the sense of urgency has not changed. In

addition, when spam is intended to deceive or influence on a large scale, it may

change the structure of society and our behavior [9].

2.2 Phishing Mail

Phishing is a form of social engineering where cyber criminals make use of the

Internet to fraudulently obtain sensitive information, either from companies or

individual users, frequently impersonating legitimate websites such as Twitter

[10].
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Chapter 2 – Background

Nearly 90% of companies experienced targeted phishing attacks in 2019, which

shows that this is a global problem. The number of reported emails increase

year by year, further intensifying concern about the issue. A lack of knowledge

concerning cyber­security worsens the matter, as 45% of working adults admit to

reusing passwords, and 90% use employer­issued devices for personal activities

and personal use [11].

Figure 1: Example of how a phishing attack is performed

For instance, a scammer may send a forged email that appears to come from a

legitimate source in order to build trust (figure 1). A common method is to ask

the recipient to click on a web link in order to win a prize. This website usually

asks for personal information, or even asks the recipient to install some kind of

software, which most often turns out to be malicious ­ malware [12].

2.3 Definition: Scam

Scam as a noun is defined as “a fraudulent or deceptive act or operation”, and as

a verb “to obtain (something, such as money) by a scam” 1.

1Scam Definition. 2021. URL:https://www.merriam­webster.com/dictionary/scam.
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2.4 Definition: Trust

Trust as a noun is defined as “assured reliance on the character, ability, strength,

or truth of someone or something”, and as a verb is defined as “to place confidence

in” 2.

2.5 Related Work

Harrison et al. (2015) [8] investigated how the perceptions of presence in a

phishing email influenced its victimization rate. This was examined using an

experiment in which participants where subjected to a phishing attack, where

the amount of information was varied. The emails where either information­

lean or information rich. The presence of an information­rich email, filled with

underlined sentences, bold words and company logos showed to have a higher

victimization rate.

Ferreira and Lenzini (2015) [13] dove deeper into the elements and building

blocks of a phishing email and quantified them by their effectiveness of successful

phishing. They found that most elements commonly use persuasion principles

such as authority and distraction. In their study, Ferreira and Lenzini defined

authority and distraction as ”words expressing authority” such as ”click here”,

”words expressing tight deadlines”, such as ”if you do not reply within 48h...”,

graphics of different kinds etc.

Ludl et al. (2007) [14] investigated how effective phishing is, and looked for

solutions to combat phishing, mainly two popular anti­phishing solutions. In

order to determine their effectiveness, anti­phishing solutions integrated into

the Firefox 2 (i.e., Google blacklists) and Microsoft’s Internet Explorer 7 were

tested by automatically putting them up against a blacklist of 10,000 fake URLs

maintained by Google and Microsoft. Furthermore, by analysing a large number

of phishing pages, they explored the existence of page attributes that can be used

to simplifying the identification of phishing pages and how their attributes, such

as input fields and links.

Alghamdi (2017) [15] investigated the effectiveness of phishing education and

training in helping users to identify different forms of phishing threats. Users

2Trust Definition. 2021. URL:https://www.merriam­webster.com/dictionary/Trust.
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Chapter 2 – Background

were tested for their ability to recognise fake emails, SMS phishing (SMshing),

fraudulent phone calls (Vishing) and phishing via social networks. The aim

of the study was to measure users’ ability to recognise phishing threats and

to evaluate the effectiveness of online anti­phishing educational materials. To

achieve this goal, a phishing questionnaire was designed to conduct a pre­ and

post­test experiment to test whether there was a significant difference in the

average pre­ and post­scores of participants following phishing education and

training materials. The research results revealed that the scores of 43 subjects

after phishing educationwas provided to participants, no significant changeswere

observed in the test scores. The research looked at factors that may affect the

results, for example, difficulty in understanding phishing education materials.

However, further research is needed to address these issues and several avenues

for further research are being considered.
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Chapter 3

Method

The research conducted in this study is intended to be quantitative using survey

methodology. A quantitative approach should be chosen since the purpose is

to investigate whether distinct factors are related to a particular phenomenon

[16]. Different focus groups of different ages and education levels were used

to gather the relevant information needed to investigate the problem statement.

The focus groups are non­academics and academics of different levels, along

with their respective age groups, spanning from ages 18 to 65 and above. This

chapter begins with a section describing the process of data collection, which

refers to the selection of email examples relevant to the study and the reason for

their relevance. Later is a section describing how the survey and questions were

constructed in order to extract the relevant data needed to investigate and answer

the problem statement.

3.1 Data collection

A collection of example emails had to be retrieved in order for the experiment to

be conducted. To make the experiment as fair and unbiased as possible, example

emails were constructed and/or found using newly conducted research regarding

the content of phishing email and their specific frequency. For example, in Q4

of 2020, 25% of general email subjects used as phishing were email asking for

“Password Check Required Immediately” 1.

1https://blog.knowbe4.com/infographic­q4­2020­work­from­home­phishing­emails­on­
the­rise
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Chapter 3 – Method

KnowBe4, an award winning service that collects phishing statistics using user

reports was used to collect themost up­to­date data. KnowBe4’s quarterly reports

on phishing were added together, creating an average email subject frequency

through the years 2017 − 2019. A decision was made on not using data from 2020

nor 2021, since the COVID pandemic brought several new subjects that usually are

not used in phishing, such as “Vaccine Registration Open”. Therefore, any data

from 2020− 2021was left out. The decision on only using data from 2017− 2019 is

further based on the assumption that phishing subjects will continue on the same

trend as the years 2017− 2019, following the end of the pandemic.

Below are two pie­charts showing the top general and top social media email

subjects from the years 2017­2019. Excel was used in order to manually combine

the yearly statistics from 2017, 2018 and 2019 KnowBe4 provides. The survey

examples are based on these main topics.

Figure 2: A compilation of the top general email subjects through years 2017­
2019
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Chapter 3 – Method

Figure 3: A compilation of the top social media email subjects through years
2017­2019

3.2 Construction of survey

Data was gathered with the use of a survey. The use of a survey gave me an

opportunity to reach out to a greater number of respondents. I, as a researcher,

could therefore not affect the participants and since no physical contact wasmade

between researcher and participant, a greater anonymity was established [16].

A pilot study was initially conducted in order to evaluate the used data collecting

instruments, such as the pictures shown and their corresponding questions. The

pilot study showed that all participants considered that the survey was well

designed and understandable. Therefore, apart from the removal of concluding

comments used for the pilot study, the survey was left unchanged.

Google Forms was used to create the survey since it is free and has survey tools

such as automatically creating and filling a Google Sheet with data. The survey

consisted of two sections. The first section was made up of a consent form and

10
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later questions regarding the participant’s demographic profile comprising age

and level of education. The second section wasmade up by example emails as well

as questions corresponding to each email. There were 6 phishing emails in total,

where 3 consisted of a well­known company logo, and the other 3 only consisted

of text. The subjects of the emails were based on the above­mentioned statistics

from KnowBe4.

Each email had three answers, “Yes”, “No” and “Not sure” with the accompanying

question “Do you trust this email?”. A deliberate decision was made on not

including the words “scam” or “phishing” in the question, in order to minimize

any influence on the respondents’ decision­making and answers.

Figure 4: Example email from survey (with company logo)

3.3 Data compilation and analysis

The survey was distributed through social media via Facebook groups and

WhatsApp. The survey can be found at: https://forms.gle/gBbDSb7kuFBx9GSk7.
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3.4 Ethical consideration

Participation in this study is voluntary. An option to abort an individual’s

participation is deemed unnecessary considering the anonymity factor of an

online survey where only age and education level is given. The probability of

identifying a particular individual only based on age group and level of education

is deemed very low.

Figure 5: Questions about age group and education level along with examples
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Chapter 4

Results and analysis

This chapter describes the results found in the survey. A total of 174 responses

were collected over a course of 15 days. After dividing the responses gathered

from emails with a logo and emails without a logo respectively, the responses were

further divided into two groups, one for education level and one for age group.

The amount of answers from each group was calculated as well as the proportion

between each “Yes”, “No” and “Not sure” answer from both demographic profiles.

Below are two pie­charts that represent the overall spread of demographic

profiles, divided into education level and age group. Education level “No

education” was removed from the statistics as no respondent picked this option.

Figure 6: Illustrating the spread of demographic profiles, divided into age
group and education level
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Chapter 4 – Results and analysis

4.1 Phishing emails ­ Without logo

Education levels “Elementary school” and “PhD”were removed from the following

graphs as the number of respondents with the above­mentioned educational

profiles only accounted for 3% each. The following graphs show the respondents

answerswhile looking at phishing emails. Therefore, as the respondents answered

the question “Do you trust this email?”, any “Yes” answers are considered

incorrect and “No” answers are considered correct.

4.1.1 Education level

Figure 7: Phishing emails without logo ­ Education level
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Chapter 4 – Results and analysis

Figure 8: Representation of the ratio between the answers from different
education levels when looking at a phishing email without a logo

Looking at education level as factor regarding emails without a logo shows similar

distribution between all three answers. All three separate answers across all

education levels show a max delta of around 7 percentage points (figure 8). As

the education level rises, a slight increase in correct answers (”No”) and a slight

decrease in incorrect answers (”Yes”) can be noted.
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4.1.2 Age Group

Figure 9: Phishing emails without logo ­ Age group

Figure 10: Representation of the ratio between the answers from different age
groups when looking at a phishing email without a logo

16



Chapter 4 – Results and analysis

Age group as factor for phishing emails without a logo show clear results, as the

linear trend­line for the incorrect answer ”Yes” is steeply leaning upwards, from

22, 4%to 56, 3%, indicating that age group affects how likely a person is to believing

a phishing email is real. The correct answer ”No” reinforces this observation,

going from 68, 6% to 27, 1% (figure 10).

4.2 Phishing emails ­ With logo

4.2.1 Education level

Figure 11: Phishing emails with logo ­ Education level
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Chapter 4 – Results and analysis

Figure 12: Representation of the ratio between the answers from different
education levels when looking at a phishing email with a logo

Looking at education level as factor regarding emails with a logo shows similar

distribution between all three answers. All three separate answers across all

education levels show a max delta of around 7 percentage points (figure 12). As

the education level rises, a slight increase in correct answers (”No”) and a slight

decrease in incorrect answers (”Yes”) can be noted, comparable to the answers

from figure 8 (Education level ­ Without logo). A 10 percentage point increase of

the answer ”Not sure”, across all education levels canbe observedwhen comparing

it to figure 8 .
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Chapter 4 – Results and analysis

4.2.2 Age group

Figure 13: Phishing emails with logo ­ Age group

Figure 14: Representation of the ratio between the answers from different age
groups when looking at a phishing email with a logo

Age group as factor for phishing emails with a logo show similar results to figure

10 (Age group ­Without logo). The linear trend­line for the incorrect answer ”Yes”

19
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is steeply leaning upwards, from 30, 8% to 54, 2%, and the linear trend­line for the

correct answer (”No”) is leaning downwards, going from 59% to 27, 1%.

4.3 Without logo versus with logo

The following graphs show correct answers while looking at phishing emails.

As the respondents answered the question “Do you trust this email?”, all “No”

answers are considered correct.

Figure 15: Illustrating the correct answer frequency difference when looking at
emails without and with logos ­ Age group

A clear difference across nearly all age groups can be observed when comparing

answers regarding emails with and without logo. The difference in correct answer

frequency (CAF) ranges from around 11% down to 0, where ages 25 − 34 had

the largest difference and ages 65+ had the smallest difference (figure 15). The

difference seems to be greater with younger people, while it starts to taper down

with increasing age.

20



Chapter 4 – Results and analysis

Figure 16: Illustrating the correct answer frequency difference when looking at
emails without and with logos ­ Education level

Education as factor shows a difference across all levels, where the CAF decreased

by around 7 to 13 percentage points, when an email contained a logo.

Figure 15 & Figure 16 show that recipients of phishing emails aremore prone to be

deceived if the email contains a logo. However, the increase in proneness seems

to vary. Why this could be the case will be discussed below.
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Chapter 5

Discussion

This chapter discuss the results, possible improvements and possible future work.

5.1 Result discussion

As seen from the results, a phishing email containing a company logo is more

prone to deceive the recipient that an email without a logo. This increased

proneness was most apparent with younger people, while increased proneness

seemed to decrease with age. The reason for this could be due to several factors.

The 3 emails with logos were from Instagram, LinkedIn and Amazon. According

to previously mentioned research, these well­known logos are distracting the

recipients and giving them a false sense of security. As younger people use the

internet to a higher degree than older people, the former might be even more

prone to lowering their guard when seeing a logo they encounter often. However,

the results show that age is a very prominent factor in how susceptible a person

is to being deceived by a phishing email. As a result, it would seem plausible

that a more well­constructed email containing a company logo should further

propel this effect, yet it was the opposite. This result may be the result of

uneven representation of age groups, as ages 18­44 represented around 70 % of

all respondents. An increase in proneness was evident and rather even across

all education levels, which aligns with similar research by Harrison et al. [8].

However, this evenness may also be the result of unbalanced representation of

the respondents’ education levels.

This result regarding age groups was rather unexpected. As mentioned before,
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Chapter 5 – Discussion

research regarding phishing has shown that scammers often target the elderly.

It seems quite ironic that improving a phishing email’s likeliness to deceive a

recipient with logoswould have the least effect on their regular targets, the elderly.

In this case, less internet use suggests an unintended advantage.

Looking at emails with a logo, ages 18− 24 had a WAF (wrong answer frequency)

of 30, 8%, while ages 65+ had a WAF of 54, 2%. Even if younger people are harder

to deceive, yet they really are more susceptible to distraction using well­known

company logos, along with their higher rate of internet use, perhaps, hackers

should be targeting them instead?

5.2 Result analysis

The gathered statistics points to the fact that a phishing email with a logo

tricked the recipient into thinking it was a real email on a higher rate than an

email without a logo (figure 16 & figure 15. However, this is not necessary

the case. There are many variables that can have an affect on the respondents

answers. For example, miss­clicks, dishonest answers and the possibility that

they misinterpreted the question. Furthermore, the statistics clearly show that

the number of ”Not sure” answers increased when the respondents were shown

an email with a logo. This fact would result in that ratio between the answers

changes. Below is an example.
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Chapter 5 – Discussion

Figure 17: Illustrating the number of ”Yes” and ”Not sure” answers ­ Without
logo versus with logo

To clarify, the respondents were asked the question; ”Do you trust this email?”

when looking at a phishing email, therefore, any ”Yes” answers are considered

incorrect. In the real world, this might result in that the recipient of the phishing

email clicks on a link, since they thought the email was real. Figure 17 shows

that the number of incorrect answers is similar, while the number of ”Not sure”

answers more than doubled. What this seems to show is that a logo did not

increase a phishing emails chance to trick the recipient, with education level as

factor. It just made them more unsure about the email.

As mentioned in the background, Harrison et al. (2015) [8] investigated how

the perceptions of presence in a phishing email influenced its victimization rate.

They varied the amount of information in a phishing email (text, graphics etc.)

and examined if this lead to a higher victimization rate. Harrison et al. used a

comprehensive Analysis of Variance (ANOVA) method to measure whether it was

due to heuristic processing (using mental shortcuts to solve problems quickly)

or if it was systematic processing, which would involve thorough investigation

of the email in order to make a careful and reasonable decision. Harrison et al.

came to the conclusion the ANOVA for systematic processing was not significant,

indicating that the presence of more information did not enhance systematic
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processing. The ANOVA for heuristic processing indicated that the heuristic

processing was significantly higher when presence of information was higher.

This discovery can possibly be applied to this report, as both used phishing emails

with varying information. The ANOVA method above showed that people seem

to take shortcuts when looking at an email. For example, if there is a logo

they recognize, it seems to make them think that the email is probably legit.

This can also be linked with Ferreira and Lenzini’s report [13] about distractions

and authoritative content within emails and how they change the recipients

perception.

5.3 Possible improvements and future work

More survey responses would yield more data. This could negate any under­

representation of particular demographic profiles. As the survey was mostly

distributed through social media and I belong to the younger age groups, it was

hard to receive a sufficient amount of answers from older people. Due to the

pandemic, I was mostly limited to the above­mentioned distribution method. A

larger amount of emails could also improve the results. To really even out the

results, two exact copies of an email, one with a logo and one without, should

be used. However, if a respondent recognizes the same email, it may alter their

answer.

Something that can also be taken into note is the type of email and logo used. Older

people might not be familiar with Instagram, which could result in a ineffective

logo and an inconclusive result. However, as the type of email used in this study

was backed by statistics, this point does not bear much fruit.
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Chapter 6

Conclusion

The results show that phishing emails containing a company logo are more likely

to deceive the recipient than phishing emails without logos, coinciding with other

studies. The results also show that increased likeliness seemed to decrease with

age, while the increase in likeliness had no considerable variation across different

education levels. Due to the under­representation of some demographic profiles,

all results and conclusions drawn are to be taken with a grain of salt.
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