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Abstract

Nowadays, the intelligent system has gained high popularity in successful imple-
mentation of real-time tasks due to its capability of providing efficient and powerful
decision making in real applications. In this thesis, we aim for exploring and exploiting
different concepts or methods to handle different tasks towards the intelligent system
design. In particular, we focus on the following two problems: (i) Consumer-centric
privacy-cost trade-off in smart metering system; (ii) Data-driven calibration for gas
sensing system.

For the first target problem, an optimal privacy-preserving and cost-efficient en-
ergy management strategy is designed for each smart grid consumer that is equipped
with a rechargeable energy storage. The Kullback-Leibler divergence rate is used as
privacy measure and the expected cost-saving rate is used as utility measure. The cor-
responding energy management strategy is designed by optimizing a weighted sum of
both privacy and cost measures over a finite time horizon, which is achieved by for-
mulating our problem into a partial observed Markov decision process problem. A
computationally efficient approximated Q-learning method is proposed as a extension
to high-dimensional problems over an infinite time horizon.

Furthermore, the privacy-preserving and cost-efficient energy management strat-
egy is designed for multiple smart grid consumers that are equipped with renewable
energy sources. Different from the previous problem, the adversary is assumed to em-
ploy a factorial hidden Markov model based inference for load disaggregation, and the
corresponding joint log-likelihood of the model is utilized as privacy measure. A dy-
namic pricing model is studied, where the price of unit amount of energy is determined
by the consumers’ aggregated power request, which suits a commodity-limited mar-
ket. The consumers’ energy management strategy is designed under a non-cooperative
game framework by optimizing a weighted sum of both privacy measure and the user’s
energy cost savings. The consumers’ non-cooperative game is shown to admit a unique
pure strategy Nash equilibrium. As an extension, a computational-efficient distributed
Nash equilibrium energy management strategy seeking method is proposed, which also
avoids the privacy leakage due to the sharing of payoff functions between consumers.

For the second target problem, several data-driven self-calibration algorithms are
developed for low-cost non-dispersive infrared sensors. The measurement errors of
the sensors are mainly caused by the remaining model errors and can be fully de-
scribed by the drift of the calibration parameter. This leads to our first formulation
of a statistical inference problem on the true calibration parameter under the HMM
framework, which is a stochastic model that jointly builds on different quantities in-
troduced by the physical model. To better track the time-varying drift process of the
sensor, a time-adaptive expectation maximization learning framework is proposed to
efficiently update the HMM parameters. For the joint calibration of the gas sensing
system, sensors first transmit their belief functions of the true gas concentration level
to the cloud. Then the cloud fusion center computes a fused belief function accord-
ing to certain rules. This belief function is then used as reference for calibrating the
sensors. To deal with the case where belief functions highly conflict with each other,
a Wasserstein distance based weighted average belief function fusion approach is first
proposed as networked calibration algorithm. To achieve more long-term stable cali-
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bration results, the networked calibration problem is further formulated as a partially
observed Markov decision process problem, and the calibration strategies are derived
in a sequential manner. Correspondingly, the deep Q-network approach is applied as a
computationally efficient method to solve the proposed Markov decision process prob-
lem.

The results in this thesis have shown that our proposed design frameworks can
provide concise but precise mathematical models, proper problem formulations, and
efficient solutions for the target design objectives of different intelligent systems.



Sammanfattning

Intelligenta system har vunnit popularitet inom framgéangsrik implementering av
realtids uppgifter pa grund av dess formaga att tillgodose effektiv och kraftfull be-
slutsférmaga i verkliga applikationer. I denna avhandling utforskar vi, och nyttjar olika
koncept eller metoder for att hantera olika uppgifter inom design av intelligenta sy-
stem. Specifikt fokuserar vi pa foljande tva problem: (i) avvigning mellan integritet
och kostnad hos konsumenten i smarta métsystem; (ii) data driven kalibrering for gas-
sensorsystem.

Det forsta delproblemet hanterar designen av en optimal strategi for energi han-
tering, som 4r integritetsbevarande samt kostnadseffektiv, for varje smart-grid konsu-
ment som har uppladdningsbar energilagring. Kullback-Leibler divergensen anvinds
som matt pa integritet, och den véntade kostnadsbesparingen anvinds som nyttomatt.
Staregin for energihantering kommer av optimering av en viktad summa av bade in-
tegritetsmatt och kostnads faktorer 6ver en dndlig tidshorisont, som dstadkoms genom
att formulera problemet som en delvis observerad Markov-beslutsprocess. En berik-
ningsmissigt effektiv metod med approximativ Q-learning foreslas som en generalise-
ring till hogdimensionella problem &ver en obegriansad tidshorisont.

Vidare 4r den integritetsbevarande och kostnadseftektiva energihanteringsstrategin
strategin designad for flera smart-grid konsumenter som har férnybara energikéllor.
Till skillnad fran det tidigare problemet antas hir motstandaren anvinda en slutled-
ningsmetod for uppdelningen av energiférbrukningen, som baseras pa en dold Mar-
kov modell, och den tillhtrande log-sannolikheten av modellen anvénds som matt pa
integritet. En dynamisk prissittningsmodell, som passar en resursbegransad marknad,
undersoks dér priset for varje enhet av energi faststills av konsumenternas aggregerade
efterfragan av effekt, som passar en resursbegrinsad marknad. Konsumentens energi-
hanteringsstrategi kommer fréan ett spel dir en viktad summa av bade integritets matt
och konsumentens besparingar i energikostnader optimeras. Konsumentens spel visas
ge ett unikt pure startegi Nash jamviktstillstand. Som ett tilligg foreslas en metod som
soker Nash jamvikt i energihantering pa ett berdkningsmassigt effektiv sitt, som ocksa
undviker att ldcka privat data som foljd av att anvindare delar payoff funktioner.

I det andra delproblemet, utvecklas flera datadrivna och sjilvkalibrerande algorit-
mer for infraréda sensorer av lagkostnadstyp. Mitfelen i sensorerna beror frimst pa
aterstdende modellfel och kan beskrivas fullt ut av kalibreringsparameterns drift. Detta
leder till var forsta problemformulering av ett statistiskt slutledningsproblem av de san-
na kalibreringsparametrarna under HMM ramverket. Detta &r en stokastisk modell som
simultant bygger pa olika kvantiteter introducerade av den fysiska modellen. For att
bittre folja den tidsvarierande foérindringsprocessen av en sensor, foreslas ett tidsadap-
tivt expectation maxmization ramverk for att effektivt uppdatera HMM parametrarna.
For den simultana kalibreringen av gassensorsystemet, siander sensorerna deras hypo-
tesfunktioner for den sanna gaskoncentrationsnivan till ett datormoln. Dér beréknas
en gemensam hypotes efter vissa regler. Denna hypotesfunktion anvidnds sedan som
referens for att kalibrera sensorerna. For att hantera fallet med hog konflikt mellan
hypotesfunktioner, anvinds som nétverkskalibrerings algoritm forst ett Wasserstein-
avstands baserad viktad medelvérde av hypotesfunktioner. For att uppna mer langsik-
tigt stabila kalibreringsresultat, formuleras nitverkskalibreringsproblemet vidare som
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ett delvis observerbart Markov-beslutsprocess problem, och kalibreringsstrategierna
bestims sekventiellt. P4 motsvarande sitt anvind deep Q-network metoden som en
berdkningsmaissigt effektiv metod for att 16sa det foreslagna Markov-beslutsprocess
problemet.

Resultaten I denna avhandling har visat att vart féreslagna ramverk kan tillhanda-
halla koncisa och noggranna matematiska modeller, propra problemformuleringar och
effektiva 1osningar for &ndamal inom olika intelligenta system.
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Chapter 1

Introduction

Nowadays, the concept of intelligent system has emerged in information technology as a
type of system derived from successful applications of artificial intelligence. In this the-
sis, we aim for designing intelligent algorithms that can efficiently handle the tasks such
as data-driven modelling, statistical analysis, and decision making in different intelligent
systems. In particular, we focus on the following two problems: (i) Consumer-centric
privacy-cost trade-off in smart metering system; (ii) Data-driven calibration for gas con-
centration level monitoring system.

This chapter is structured as follows. The background and the state-of-the-art of this
thesis are first provided in Section 1.1. Section 1.2 briefly introduces the recent work.
Following that, Section 1.3 elaborates the problems studied in this thesis. The outline of
this thesis is provided in Section 1.4. Finally, Section 1.5 gives copyright notification.

1.1 Background and State-of-the-Art

In this section, we present the background and the state-of-the-art of the two specific prob-
lems that have been studied in this thesis.

1.1.1 Privacy-cost Trade-off in Smart Metering System

In future smart grids, smart meters are essential components to deliver real-time informa-
tion about users’ energy demands to the energy provider (EP). The information can help
the EP to improve the prediction of the future energy demands and therefore to increase
the efficiency of the whole smart grid [1]. However, this benefit is at a cost of privacy of
the users. For instance, an adversary, who could be a legitimate receiver of the data, e.g.,
the energy grid operator, can use standard energy load disaggregation algorithms [2—6] to
learn the power consumption behaviors of users.

Regarding the smart meter privacy problem, different privacy-enhancing approaches
have been proposed. One approach is to modify the smart metering data before it is sent

1



2 CHAPTER 1. INTRODUCTION

to the EP by using off-the-shelf methods, such as obfuscation [7], anonymization [8], and
data aggregation [9]. However, these methods fail when the adversary has access to the
true measurements, e.g., by compromising the EP, unauthorized installation of a sensor, or
sharing of measurements with a third party for a different purpose. Another privacy-by-
design approach is to use an energy storage (ES) such as a rechargeable battery [10-14],
or an alternative energy supply such as renewable energy source (RES) [15-17] to modify
the energy demand profile by using a privacy-enhancing energy management strategy. The
latter approach will meet the requirements of the EU General Data Protection Regulation
(GDPR) [18], which calls for an authorized data recipient to hold and process only the data
absolutely necessary for the completion of its duties.

On the other hand, the privacy enhancement may lead to an increased energy cost,
which would often violate the original cost-saving motivation of the energy storage in-
vestment for users. In such cases, it becomes important to design energy management
strategies that aim for both privacy and cost efficiency. Fortunately, the implementation of
privacy-by-design approaches that utilize the energy storage or an alternative energy sup-
ply to modify the users’ actual energy demand profile can be also used to reduce the energy
costs of the users [14].

1.1.2 Low-cost Gas Sensor Calibration

In recent years, there has been a growing interest in deploying gas sensor networks for gas
concentration monitoring [19-22]. For example, gas concentration monitoring systems
that are embedded with carbon dioxide (C'O-) sensors are essential for actions against
global warming for monitoring the greenhouse effect. Monitoring of gas concentrations
requires gas sensors with long-term stability and sufficient accuracy in their measurements.
To keep the costs low, one often includes components that have unknown dependencies on
external factors that can lead to a deduction in the accuracy of the sensor measurement,
which is also known as drift. There are several typical working principles for the gas sen-
sors, such as metal-oxide semiconductors, electrochemical cells or optical gas sensing. In
this thesis, we focus on the optical non-dispersive infrared (NDIR) gas sensor, which is
one of the most common optical gas sensors. Compared to other types of gas sensors, the
NDIR sensors provides high specificity, low life-cycle cost, minimal drift, stable long-term
operation [23]. However, previous works such as [24-26] have recognized that NDIR sen-
sors are sensitive to the variations of ambient temperature, atmospheric pressure, humidity
and some other environmental factors, which cannot always be compensated for. Due to
this sensitivity, regular calibration is needed for long-term accuracy of the sensors.

Today, the state of the art of infrared gas sensor self-calibration is the well-established
automatic baseline correction technology where the sensor is calibrated to a fixed value
that is assumed to be the fresh air gas concentration [27]. However, this method does not
work well in mega-cities where the sensors never get exposed to fresh air. Furthermore,
the method cannot be used in the rapidly growing market of environmental sensors where
the baseline, or fresh air gas concentration, is the measurement of primary interest. Thus,
designing smart, more robust, and networked calibration algorithms which can be widely
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applied in different environments becomes more and more important.

Next, we provide a sensing model and the corresponding drift analysis, where the mea-
surement error happens due to the imperfect compensation for the variation of the behavior
of the sensor components. Based on this model, we provide various calibration schemes
to deal with the corresponding drift in this thesis. Also note that the concepts provided
in this thesis are not restricted to NDIR gas sensors only, our results can also be applied
to other sensors that fit this more general sensing and drift model. Generally speaking,
the basic working mechanism of a sensor is to convert a specific physical quantity to an
electrical signal. Denoting the intensity of the converted electrical signal as F, consider
the following general sensor measurement model

O=f(r,E,F), (1.1)

where O is the sensor output, F' describes certain environmental factors, and r denotes a
calibration parameter. The function f(-) describes the physical model of the sensor and
maps the pair (r, E, F') to a certain sensor output O.

The behavior of the sensor components varies according to the environmental factors,
which will cause a drift of the converted electrical signal F. Since the mapping f usually
cannot fully capture the dependency between the behavior of the sensor components and
the environmental factors, one thus need to adjust the calibration parameter according to
the drift of the electrical signal E so that the remaining imperfections of the mapping f are
compensated. We call the calibration parameter that perfectly compensates the imperfect
mapping f as true calibration parameter, which is denoted as x in the following. The true
calibration parameter can be obtained by operating the sensor under reference conditions,
i.e., we can solve (1.1) for x given the true values for O, E and F. However, true values
are usually unavailable while the sensor is operating. Our basic calibration idea therefore
is to develop a calibration procedure to learn the true calibration parameter to enhance the
performance of the sensors.

1.2 Literature Survey

This section presents an overview of existing research related to the scope of this thesis
and clarifies the research gap, established on which we formulate the research problems in
Section 1.3.

1.2.1 Privacy-cost Trade-off in Smart Metering System

Privacy measures. To design the aforementioned privacy-by-design approaches for the
smart grid consumers, different privacy measures have been considered in previous works.
In [28] and [29], differential privacy has been proposed as a privacy measure for the smart
grid consumers. In [13], the variance of random energy supplies from the EP have been
used as privacy measure. In [10, 11, 15, 16,30], the privacy leakage is measured by differ-
ent information theoretic metrics such as mutual information or conditional entropy rates.
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Another important approach is to consider a privacy-preserving objective derived from
a specific adversarial hypothesis test scenario, e.g., [31,32]. Compared to the aforemen-
tioned approaches, the hypothesis testing privacy measure has a clear operational meaning,
but it is also limited by the specific assumptions of the considered scenario. Recently, the
Kullback-Leibler (KL) divergence is used to measure privacy leakage in [33] and [34]. The
KL divergence characterizes the asymptotic Neyman-Pearson hypothesis testing perfor-
mance of the adversary with independent and identically distributed (i.i.d.) observations.
Along this line, we adopt the KL-divergence as the privacy measure in our Paper A. Cor-
respondingly, the objective is to minimizing the KL-divergence between the distributions
of energy request considering a binary hypothesis test on the consumers’ behavior.

Meanwhile, the non-intrusive load monitoring (NILM) algorithms [35] have been widely
studied and applied to load disaggregation. Instead of intrusively monitoring the energy
consumption of the individual appliances, the NILM algorithm can achieve the load disag-
gregation of voltage or current waveforms measured at the electrical services entry point.
The HMM and its variants have been widely used for the NILM algorithms [36-38]. In
particular, as an extension of the basic HMM, the authors in [3] propose an additive fac-
torial hidden Markov model (FHMM) based load disaggregation, where the aggregated
energy consumption of the user is modeled as an additive form of each appliance’s energy
consumption. In more detail, the authors propose a maximum a posterior (MAP) inference
method under the FHMM framework for load disaggregation, where the MAP estimation
is performed to find the most likely operating state sequences of different appliances based
on the complete-data (both hidden states and observations) likelihood. However, due to its
high efficiency on the load disaggregation, the NILM algorithm has brought more privacy
risks in the meanwhile. To protect the users’ privacy against the NILM algorithms, differ-
ent privacy-preserving schemes have been proposed recently [39—42]. Accordingly, in our
Paper B, we particularly study the privacy-preserving problem against FHMM based load
disaggregation algorithm that utilizes MAP inference, where the corresponding complete-
data likelihood of the FHMM is adopted as the privacy measure. The design of the privacy-
preserving energy management strategy is thus achieved by minimizing this complete-data
log-likelihood.

Design approaches. With the aforementioned privacy measures, different approaches
have been proposed for the design of privacy-preserving mechanisms. This includes heuris-
tic approaches, such as the best-effort water-filling algorithm in [43] that aims to keep
the output load at its most recent value. A battery-based noise adding mechanism is de-
signed in [28] and [29] to achieve differential privacy. In [44] and [45], control optimiza-
tion methods such as model-distribution predictive control and cloud-based control have
been applied to enhance the privacy. Likewise, a stochastic control approach is consid-
ered in [10, 11, 15, 16], where the privacy-preserving energy management design problem
is transferred into an optimal control strategy design problem using the Markov decision
process (MDP) framework. In our Paper A, we first formulate the energy management
design problem as an equivalent average reward partially observed Markov decision pro-
cess (POMDP) problem so that the optimal solution is given by Bellman dynamic pro-
gramming. However, characterizing the optimal strategy under the POMDP framework is
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computationally challenging due to the continuous state-action space. Thus, more compu-
tational efficient methods are further proposed in Paper A.

As a formal analytical and conceptual framework with a set of mathematical tools
which enables the study of complex interactions among independent rational players, game
theory provides a robust theoretical framework to address different challenges in the smart
grid [46]. Recently in [47], the authors propose a game-theoretical framework to model the
interaction the receiver and the sensors with extra privacy concerns, which can be perfectly
fitted into the privacy-preserving problems in smart grid. In [48], the authors propose
a stochastic game framework to characterize the messaging behaviors of users with pri-
vacy requirements for the energy storage sharing problem. In [49], the authors propose a
Stackelberg Game framework to model the competition between users’ demand and en-
ergy price, under which a homomorphic encryption scheme is further deployed to preserve
the users’ privacy. In our Paper B, a non-cooperative game framework is proposed to
model the competing behaviors between the users who wish to optimize their own privacy-
cost trade-off objective with respect to the coupled power request. Correspondingly, the
designed energy management strategy is provided by Nash equilibrium (NE) as the most
suitable solution to this non-cooperative game.

Privacy-cost tradeoffs. While most of the aforementioned papers focus on how to
preserve the privacy, only [11], [13], [14], and [16] have taken the consumers’ cost for
purchasing the energy into consideration. For example, in [13] the online dynamic pro-
gramming problem is relaxed to a Lyapunov optimization problem which jointly optimizes
the privacy and the energy cost. In [14], first an offline convex optimization problem for
the privacy-cost trade-off is solved, then a low-complexity heuristic online control algo-
rithm is proposed as an alternative solution to the original online dynamic programming
problem. Along a different line, the authors in [11] and [16] formulate the privacy-cost
trade-off problem into an offline stochastic control problem under the MDP framework. In
the thesis, for both Paper A and Paper B, we adopt the quantity cost-savings as the cost
measure. In order to design the energy management strategies that trade off between pri-
vacy and cost, a weighted sum of the privacy measure and the cost measure is considered
as an overall objective function.

1.2.2 Low-cost Gas Sensor Calibration

Data-driven calibration. Data-driven modeling methods aim to find relationships between
system state variables without explicit knowledge of the physical behavior of the sys-
tem [50]. Research works such as [19,51,52] have applied data-driven modeling methods
for calibration of different sensors or even sensor networks. Meanwhile, machine learning
approaches provide increasing levels of automation and improved accuracy by discovering
and exploiting dependencies in the (training) data. Recent research works have combined
machine learning approaches to build data-driven models [53-55]. For example, the au-
thors in [55] propose to use the multi-layer perceptron neural network and the extreme
learning machine as two alternative data-driven modeling approaches for the wind speed
time series prediction. In Paper C and Paper D, we also exploit the concept of data-driven
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modeling and the machine learning approaches to enhance a gas sensor calibration mecha-
nism. In more details, we utilize the HMM as a statistical learning tool to build data-driven
self-calibration algorithms for NDIR sensors.

Multi-sensor data fusion. To reduce inaccuracy and uncertainty of single sensor mea-
surements, the gas sensor network is often deployed [20]. In such scenario, improved
calibration can be achieved by multi-sensor data fusion, where information from different
sensors is combined in the cloud to provide an overall more accurate gas concentration
measurement. To deal with the uncertainty caused by the imperfection of the data, differ-
ent Bayesian based approaches have been proposed as data fusion techniques. As a special
case of the Bayesian filters, the Kalman filter and its variants have been widely used for
sensor fusion in many existing works, such as [56-58].

As a generalization to the traditional Bayesian probability theory, the belief function
theory (also known as Dempster-Shafer (DS) theory) [59] provides a particularly conve-
nient theoretical framework for uncertainty modeling and propagation in the combination
of partially reliable information. It has been widely applied to multi-sensor data fusion
problems, such as [60-62]. However, the traditional DS theory will result in unreasonable
fused beliefs when the belief functions provided by different sensors highly conflict with
each other. To mitigate this issue, pre-processing methods of the original belief functions
have been proposed [63]. In [64], the authors propose to incorporate an average belief
into the DS combining rule. However, this simple average approach assigns equal weight
to each body of evidence and does not consider the relationship among the evidence col-
lected from multiple sensors, which is often unreasonable in real applications. For those
cases, different weighted average approaches [65—-67] have been proposed to manage the
conflicts between belief functions and are shown to have good performance for the specific
applications. In Paper C, based on the stochastic model we built for the single sensor using
HMM, we further propose a general belief function fusion framework for the networked
calibration of NDIR gas sensors. Then we propose a modified weighted average approach
to deal with the case where belief functions highly conflict with each other. Different
from the aforementioned works [65-67], which utilize the Jousselme distance [68] or the
modified Jousselme distance as a measure of the distance between the belief functions, we
propose to use the Wasserstein distance [69] as a measure of distance between the belief
functions. This is done since the Jousselme distance is not applicable for the case where
the belief functions are just simple Bayesian probability measures.

Reinforcement learning for sensor fusion. The aforementioned multi-sensor fusion
approach only provides an instantaneous solution for the NDIR gas calibration problem,
without considering the overall long-term performance. This approach is however easy to
be implemented since it does not require a statistical relation between sensors, i.e., joint
statistics. It will work well in scenarios where the majority of the belief functions provides
a reliable and correct evidence. Moreover, the fusion result provided by this approach can
be used as an approximation of the joint statistics of the system. With this approximated
joint statistics, we next formulate the calibration problem as an MDP problem [70] in Pa-
per C, where the long-term stable calibration results are derived in a sequential manner.
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Reinforcement learning provides model-free methods to solve such optimal control prob-
lems of dynamic systems without requiring the knowledge of the stochastic properties of
the underlying model. Due to this convenience, reinforcement learning methods have been
widely applied in sensor calibration problems during the recent years. In [71], the authors
proposed a Q-learning based Gaussian mixture model algorithm for vehicle tracking via
multi-sensor fusion. Meanwhile, a SARSA [72] based reinforcement learning sensor fu-
sion algorithm is proposed for autonomous robot navigation in [73]. When combined with
deep learning, the more powerful deep reinforcement learning methods can deal with the
curse-of-dimensionality problem by approximating the value functions as well as policy
functions using deep neural networks. In this thesis, we re-formulate our calibration prob-
lem as a stochastic optimal control problem and propose to use a deep Q-network (DQN)
to solve it.

1.3 Thesis Scope

The research goal of this thesis is to explore the application of existing concepts or
methods on handling different tasks towards intelligent system design. Under this
goal, we summarize the general research questions of this thesis into the following.

* Research question 1 (RQ1): How to build an intelligent system design framework
such that: (i) It admits a concise mathematical model that properly captures the
relationships between relevant quantities in the considered intelligent system; (ii)
It includes mathematical problem that describes the target design objectives and is
formulated based on the proposed mathematical model; (iii) The design problem can
be solved by utilizing, adapting and/or extending existing concepts or methods from
the literature.

* Research question 2 (RQ2): What performance can be achieved in proof-of-concept
experiments and how to improve the proposed design framework to achieve better
performance and efficiency?

The above research questions are explored in two intelligent system problems, namely
the smart meter privacy problem and the data-driven sensor calibration problem. More
specifically, we explore the following research problems.

Research problem 1 (RP1): How to formulate a mathematical problem that can
properly describe the privacy-cost trade-off for the smart grid consumers?

Research problem 2 (RP2): How to design computational efficient privacy-preserving
and cost-efficient energy management strategies with guaranteed performance?

Research problem 3 (RP3): How to build a mathematical model to accurately de-
scribe the drift process of the gas sensors?

Research problem 4 (RP4): How to design intelligent self-calibration algorithms for
gas sensors?
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1.4 Thesis Outline

The investigation of the above research problems is divided into four main chapters, one
technical introduction and a brief conclusion. We summarize the content of each chapter
in the following.

In Chapter 2, we first provide the review of the basic definitions and principles for
HMM, MDP, and POMDP. Then, we briefly introduce the working mechanism and the
corresponding drift analysis of NDIR gas sensors.

In Chapter 3, we consider the privacy-enhancing and cost-efficient energy management
design problem for a single consumer that is equipped with an ES. The KL-divergence rate
is used as privacy measure and the expected cost-saving rate is used as utility measure. The
corresponding energy management strategy is designed by optimizing a weighted sum of
both privacy and cost measures over a finite time horizon, which is achieved by formulating
our problem into a POMDP problem. A computationally efficient approximated Q-learning
method is proposed as a generalization to high-dimensional problems over an infinite time
horizon. At last, we explicitly characterize a stationary policy that achieves the steady
belief state over an infinite time horizon, which greatly simplifies the design of the privacy-
preserving energy management strategy. The chapter content is based on Paper A.

In Chapter 4, we consider the privacy-enhancing and cost-efficient energy manage-
ment design problem for multiple consumers that are equipped with RESes. The adversary
is assumed to employ an FHMM based inference for load disaggregation, and the cor-
responding joint log-likelihood of the model is utilized as privacy measure. A dynamic
pricing model is studied, where the price of unit amount of energy is determined by the
users’ aggregated power request, which introduces conflict of interest among different con-
sumers. Correspondingly, the users’ energy management strategy is designed under a non-
cooperative game framework by optimizing a weighted sum of both privacy measure and
the user’s energy cost savings. This non-cooperative game is further shown to admit unique
pure strategy NE. As an extension, a computational-efficient distributed Nash equilibrium
energy management strategy seeking method is proposed, which also avoids the privacy
leakage due to the sharing of payoff functions between consumers. The chapter content is
based on Paper B.

In Chapter 5, we study the data-driven calibration for the low-cost gas sensors with the
same sensing and drift model as described in Section 1.1.2. Specifically, the calibration
procedure for the NDIR C'Os sensors is developed, for which the temperature dependency
is the most dominant drift source. For a single sensor, the HMM is used to characterize the
statistical relationship between different quantities introduced by the physical model. We
further study the problem of improving the HMM to better characterize the time-varying
statistical relationship between different quantities of the sensors’ physical model. Instead
of having a deterministic HMM, a time-varying HMM is developed to handle the drift
processes of low-cost gas sensors. Correspondingly, a time-adaptive expectation maxi-
mization (EM) learning approach is proposed to efficiently update the HMM parameters,
which avoids the big data storage and reduces the computational load. The chapter content
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is based on Paper C and Paper D.

In Chapter 6, we focus on the joint calibration based on the gas sensor networks. We
consider the scenario where sensors can transmit their belief functions of the true gas con-
centration level to the cloud fusion center that can compute a fused belief function (used
as a reference for calibrating the sensors) according to certain rules. To deal with the
case where belief functions highly conflict with each other, a Wasserstein distance based
weighted average belief function fusion approach is first proposed as a networked cali-
bration algorithm. To achieve more long-term stable calibration results, the networked
calibration problem is further formulated as a POMDP problem, and the calibration strate-
gies are derived in a sequential manner. Correspondingly, the DQN approach is applied
as a computationally efficient method to solve the proposed MDP problem. The chapter
content is based on Paper C.

Finally, the conclusions and the potential future works are provided in Chapter 7.

1.5 Copyright Notice

The material presented in this thesis is sometimes taken in a verbatim fashion, from the
author’s previous work. The latter are published or submitted to conferences and journals
held by or sponsored by the IEEE. IEEE holds the copyright of the published papers and
book chapter and will hold the copyright of the submitted paper if it is accepted. Materials
are reused in this thesis with permission.






Chapter 2

Background Knowledge

2.1 Introduction to MDP

2.1.1 Fully Observed MDP

An Markov decision process is a discrete-time state-transition system and it provides a
mathematical framework for modeling decision making in situations where outcomes are
partly random and partly under the control of a decision maker [70]. Assume that the
process is in some state s, and the decision maker may choose any action q that is available
in the action set .A. The process responds at the next time step by randomly moving into a
new state s’ giving the decision maker a corresponding reward R, (s, s"). The probability
that the process moves into its new state s’ is influenced by the chosen action. Specifically,
it is given by the state transition function P,(s,s’). Thus, the next state s’ depends on
the current state s and the decision maker’s action a. A typical structure of an MDP is
illustrated in Figure. 2.1.

According to [70], a fully observed MDP is a 5-tuple (S, A, P,(s,s"), Ra(s,5'),7):

e States s € S: The states will play the role of outcomes in the decision theoretic
approach we saw last time, as well as providing whatever information is necessary
for choosing actions.

* Action a € A: The action decides on the realization or the statistics of the output of
decision maker, and it provides an instruction for the system operation.

* State transition probability P, (s, s") = P(s;+1 = s'|s¢ = s, a; = a) is the probabil-
ity that action « in state s at time ¢ will lead to state s’ at time ¢ + 1.

* Reward R,(s, s’) is the reward received after transitioning from state s to state s’
due to action a.

* 7 € [0,1] is the discount factor, which represents the difference in importance be-
tween future rewards and present rewards.

11
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Figure 2.1: Structure of an MDP.

For a fully observed MDP, at each time step ¢, the decision maker observes the state s;
exactly (without noise or delay) and chooses an action a, based on a policy f;. A policy
f is a distribution over all actions given the states and it fully defines the behavior of a
decision maker, i.e.,

f(als) =P[A; = a|S; = s]. (2.1

The dynamics of a fully observed MDP over a finite time horizon is described in Algo-
rithm 1.

2.1.2 Solution to a Fully observed MDP

The goal of an MDP is to find an optimal policy { f; };>1 that maximizes or minimizes the
overall objective function over either a finite horizon or an infinite horizon scenario. Here,
we mainly introduce the following several different types of objective functions.

Total expected reward or cost over a finite horizon

T

E{Z ’YtRat(St» St+1)}; (2.6)

t=0

Expected discounted sum reward or cost over an infinite horizon

E{Z ’YtRat(Su St+1)}; 2.7

t=0

Average expected reward or cost over an infinite horizon

Jim E{;%Rat(shsm)h (2.8)
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Algorithm 1: Dynamics of a fully observed finite-horizon MDP

1: At time t=0, the state sq is generated according to the initial posterior distribution 7.
2: For time ¢ > 0, the decision maker chooses an action

a; = fi(Z;) € A, t=0,1,.... T — 1, 2.2)
based on the available information
IU = {SO})It = {807a07"'7St717at717xt}' (23)

The decision maker incurs a reward (or cost) R, (s, s’) for choosing action a;.
3: Attime t + 1, state s evolves randomly to any state s’ with transition probability
P,(s, ). The transition probability is defined as

P,(s,8') =P(ss11 = §'|st = s,a; = a). (2.4)

4: The decision maker updates its available information as
Tivr =Ty U{as, x41}- (2.5)

Ift <T,thensetttot+ 1and go back to step 2.
If t = T, then the decision maker gains a terminal reward (or cost) R, (s7) and the
process terminates

where a; is chosen according to f(a¢|s:). To maximize the cumulative objective function,
Bellman’s dynamic programming [70] can be used to solve this problem. Consider the k-th
iteration, the value function is updated by

Vi(s) = I;leaj‘({Ra(s, s') + nyPa(s, $YWis1(s)}, (2.9

s—e

where Vr is usually set to be 0. The optimal policy at time step ¢ is given by

fi (s) = argmax{Ra(s, &) + D APu(s, 8 ) Vi1 (s}, (2.10)
ac

ry

For any initial state s, the discounted sum reward of the optimal policy f*, namely
Vi« (s) is obtained as Vj(s) from (2.9). The optimal deterministic Markovian policy f* is

given by {fUa fla seey fT*1}~

2.1.3 Partially observed MDP
A POMDP is a 7-tuple: (S, A,Y, P,(s,s"), Ra(8,5"), Ba(s,4),7)
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e States s € S: The states will play the role of outcomes in the decision theoretic
approach we saw last time, as well as providing whatever information is necessary
for choosing actions.

¢ Action a € A: The action decides on the realization or the statistics of the output of
decision maker, and it provide an instruction for the system operation.

* Observation y € V: ) denotes the observation space which can either be finite or a
subset of R, and y denotes the observation recorded.

* State Transition probability P,(s,s’) = P(s;+1 = §'|sy = s,a; = a) is the proba-
bility that action a in state s at time ¢ will lead to state s’ at time ¢ + 1.

* Reward R, (s, s’) is the reward received after transitioning from state s to state s’,
due to action a.

* The observation distribution B, (s,y) = P(y; = y|s; = s, a; = a) is the conditional
probability of observing y given state s and action a.

* v € [0,1] is the discount factor, which represents the difference in importance be-
tween future rewards and present rewards.

For a POMDP, the decision-maker does not observe the state s;. It only observes noisy
observations y; that depends on the action and the state specified by B, (s,y). Based on
the set of observations and distributions, it must maintain a probability distribution over
the set of possible states, which is called belief state. The dynamics of a partially observed
MDP over a finite time horizon is summarized in Algorithm 2.

2.1.4 Belief state formulation of a partially observed MDP

As it is mentioned before, for a partially observed MDP, the optimal action is chosen by
the decision maker according to a; = f(Z;), where Z; = {mg, ag, y1,..-at—1, Yt }. Since
7, is increasing in dimension with {, it is useful to obtain a sufficient statistic that does not
grow in dimension. The posterior distribution 7, is such a sufficient statistic for Z; . The
posterior distribution of the state s; is given by the following

mi(s) =P(sy = s|Ty), s€S. (2.11)

The vector which contains the posterior distribution of all possible realizations of S € S
is defined as the belief state at time t. A decision maker needs to update its belief upon
taking the action a; and observation ;. Since the state transition is Markovian, maintaining
a belief over the states solely requires knowledge of the previous belief state, the action
taken, and the current observation. In this case, the belief state is updated according to the

function 741 (s8") = T(m¢(8), Y41, ar). In detail there is

Bat (S/a yt+1) Z Pat (57 Sl)ﬂ-t(s)

€S

T(me(s), yev1,at) = i . (2.12)
Z B at(

8"y Y1) 2 Fa,(s,8")mi(s)
s'eS sES
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In this case, the belief state allows a partially observed MDP to be formulated into a
Markov decision process where every belief state forms a state.

Algorithm 2: Dynamics of a partially observed finite-horizon MDP .

1: At time t=0, the state s( is generated according to the initial posterior distribution 7.
2: For time ¢ > 0, the decision maker chooses an action

Qg :ft(It) EA, tZO,l, ..... T-1 (213)
based on the available information
Iy = {Wo},It = {71—0704072/17 ~~~at717yt}~ (2.14)

The decision maker incurs a reward (or cost) R, (s, s’) for choosing action a;.
3: Attime ¢t + 1, state s evolves randomly to any state s’ with transition probability
P,(s,s"). The transition probability is defined as,

P,(s,s) =P(si41 = §'|s; = s,a; = a). (2.15)

The decision maker records a noisy observation ¥, ; of the state s;; according to
the observation distribution B, (s, y), which is defined as following

B.(s,y) = P(yt41 = y|st4+1 = 8, at = a). (2.16)

4: The decision maker updates its available information as

Tiv1 =T U{as, yis1}- (2.17)

Ift <T,thensetttot+ 1and go back to step 2.
If ¢t = T, then the decision maker gains a terminal reward (or cost) R, (s7) and the
process terminates

2.2 Introduction to HMM

In this section, we briefly introduce the basic elements as well as different learning ap-
proaches of the HMM.

2.2.1 HMM basics

Let {X,;}T | denote the stochastic process that describes the hidden states, where X; €
X = {z;}i=K. Also denote {Y;}L_, as the stochastic process of the observations of the
HMM, where Y; € Y = {y; };if{ An HMM can be fully characterized by the following
distributions:
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* time-invariant transition probability: X; 11 ~ Px, | |1x,. A,
* time-invariant emission probability: Y; ~ Py, x,,

e prior distribution: my ~ Px,.

For compactness, we denote the transition probability Py, ,|x, (z:|z;) by A;» and define
A = {A;};.+ as the set of transition probabilities. Likewise, the emission probabilities
are denoted by B;(j) = Py, |x, (yj|xi), B = {Bi(j)}4;» which is the likelihood the obser-
vation Y; given different hidden states X;. Lastly, we define 7; = Px, (x;), 7 = {m; }s, as
the initial prior distribution of the hidden state.

Remark 1. Given the above definitions, the parameters A = {m, A, B} fully characterize
the statistical properties of an HMM.

2.2.2 Supervised Learning of HMM

Suppose we have a dataset containing the labelled training data samples. We can then
approximate the parameters {7, A, B} via a simple supervised learning approach by cal-
culating the relative frequencies of the state transitions and emissions.

Let D be the total number of data samples. The transition probability can be estimated
by calculating the following relative frequency

t(XtJrl =X Xt = .’L‘l)
AD) _ p(D) lay) = 24 ’ 2.18
i Xey1|Xe (I,C |{E ) COUTLt(Xt = l'z) ( )
Similarly, the emission probability can be estimated by
t(Y: = yj, Xp = x;)
BP) = pP) (g 1q.) = U L 2.19
ij Yi| Xy (y]|£li ) COU?’Zt(Xt = xi) ( )
Lastly, the prior distribution of the hidden states can be approximated by
t( X = x;
7P = PP)(z) = % (2.20)

2.2.3 Unsupervised learning of HMM
2.2.3.1 Expectation Maximization

Given the observed data sequence ¥, the main idea of the EM algorithm is to find parame-
ters A € A to maximize the log-likelihood In P(g|)). Equivalently, we can find parameters
A € A to maximize the following log-likelihood written in terms of the missing data (or
latent variables) X

A = argmax In Z P(y, x|\, (2.21)

AEA zEX
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where x denotes the missing data sequence and X" denotes the missing data set. Let \,, be
the estimate of the parameters at the n-th iteration and define the following @Q-function

QA A) = Y I P(g, [ A\) P(xi, An).- (2.22)

reX

According to the Jensen’s inequality [74], we can get the following lower bound on In P(y|\).

Y P2\ > Q) + H(X[F, M), (2.23)

zeX

where H (X |y, \,) denotes the conditional entropy of missing data (or latent variable) X
given the observed data sequence y and the current parameter estimate \,,. With the above
definitions, the parameters are updated according to the following in an iteration of EM
algorithm

Ant1 = argmax Q(A|\,). (2.24)

AEA

Assume that the sequential parameter estimates are {1, A2, ..., Ap, Apy1, - - . 1, the param-
eter estimates are updated until

lOgP(m/\n-i-l) - IOgP(g‘)\n)
log P(y|An)

<7, (2.25)

Applying the EM algorithm to HMMs leads to the well-known Baum-Welch algorithm
[75]. Before presenting the details of the Baum-Welch algorithm, we first define the fol-
lowing quantities. Given the current estimate of parameters \ = [, A, B], let y' be the
whole observation sequence over time horizon 7. The probability of seeing the partial
observation sequence (y1, y2, ..., ¥:) and ending up in state ¢ at time ¢ is defined as

ai(t) = P(Y1 = y1, ..., Vi =y, Xy = 24| N). (2.26)

The probability of seeing partial observation sequence (y¢i1, Yirt2, .-, Y7 ) given in state
x; at time t is defined as

Bi(t) = P(Yie1 = Yis1, o, Yo = yr|Xe = i, \). (2.27)

Correspondingly, the probability of the hidden state being equal to x; at time ¢ given the
whole observation sequence 37 is defined as

7i(t) = P(Xy = 2i[Y1 =y, ... Yo = yr, ), (2.28)
which it can be further calculated by

0L > | 029)
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Similarly, the probability of being in state x; at time ¢ and being in state zj, at time ¢ + 1
given the whole observation sequence 37

ik (t) = P(Xpp1 = a5, Xy = V1 = 1, ..., Yo = yr, V), (2.30)
which can be calculated by

vi(t)Air BijBi(t + 1)
Bi(t)

With the above definitions, by applying the Baum-Welch algorithm, the estimates of pa-
rameters are updated by calculating the following approximated relative frequencies.
i) Estimate of the initial prior distribution of the hidden states

#ilt) = 7(1). (2.32)

i) Estimate of the transition probability

Eir(t) = (2.31)

Ap(t) = Zecy Lu(t) 5““( ), (2.33)
Zf 1 'Yz( )
iii) Estimate of the emission probability
L-1
A Ty, at

Zt 1 ’Yz( )
where 7 denotes the indicator such that Zy, (y,) if Y; = y;,Vt € [1 : T1,j € [1 : M].

Then, for each iteration, the Baum-Welch algorithm updating rule is given as follows

(2.26—2.31) (2.32—-2.34) 5
- -

An (& (1), ()} e (2.35)

2.3 NDIR Sensor Mechanism and Drift Analysis

The general operation principle of an NDIR sensor is illustrated in Fig. 2.2. When the
sensor starts working, the broadband infrared light will be directed through the gas chamber
filled by gas from the external environment towards the detector. A general wavelength
range of interests for the NDIR sensing is 3 — 20 um. However, NDIR sensing does not
require light sources and detectors with a narrow spectral range of operation. As long as
the source and detector cover the wavelength range of interest, i.e. the range containing the
target gas absorption band of interest, an NDIR measurement can be implemented. The IR
light with different wavelengths is absorbed by gas molecules in the volume probed by the
light. A bandpass optical filter is used at the detector side which eliminates all light except
the light with the wavelength that the target gas molecules can absorb, which provides the
specificity to the target gas against other gases that might be present in the volume probed
by the IR light. This principle provides the basis for specifying the sensing model (1.1).
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Figure 2.2: Generic working mechanism of an NDIR sensor. There are three essential
components for NDIR sensing: IR light source, optical filter, and IR light detector. A
general wavelength range of interests for both light source and the detector of the NDIR
sensing is 3 — 20 pum. Light from the infrared lamp is absorbed by gas particles in the
volume probed by the light. The intensity of remaining light is measured which provides
information about the gas concentration.

In the rest of this work, we focus on the COy NDIR sensors for which the temperature
dependency is the most dominant effect on the behavior of the sensor components [25].
Accordingly, the CO5 gas sensor model can be described as

y=g(r,i,c), (2.36)

where c denotes the temperature, ¢ is the current received by the detector, and r stands for
the calibration parameter of the NDIR C'O5 sensor. The function g(-) describes the NDIR
COs sensor physical model based on the Beer-Lambert law [76] that maps (r, i, ¢) onto
the C'Oy concentration level y. However, the mapping g does not perfectly capture the
dependency between the behavior of the infrared light and the temperature. In this case,
we want to adjust the calibration parameter 7 to its true value = according to the drift of the
current ¢ to compensate for the imperfections of the mapping g. To model the remaining
uncertainties of the above quantities during the operating period of the sensor, we define
random variables for these corresponding quantities. Specifically, we use C, I, Y, and
X to denote the corresponding random variables of the environmental temperature, the
current received by the detector, the CO5 measurement, and the true calibration parameter.
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Chapter 3

Privacy-Cost Trade-off in the Presence
of an Energy Storage

In this chapter, we design privacy-enhancing and cost-efficient energy management strate-
gies for a single consumer that is equipped with ES. The KL-divergence rate is used as
privacy measure and the expected cost-saving rate is used as utility measure. The corre-
sponding energy management strategy is designed by optimizing a weighted sum of both
privacy and cost measures over a finite time horizon, which is achieved by formulating our
problem into a POMDP problem. A computationally efficient approximated Q-learning
method is proposed as a generalization to high-dimensional problems over an infinite time
horizon. At last, we explicitly characterize a stationary policy that achieves the steady be-
lief state over an infinite time horizon, which greatly simplifies the design of the privacy-
preserving energy management strategy. The content of this chapter has been taken from
Paper A, while some parts have been verbatim copied.

This chapter is organized as follows: the system model is first presented in Section 3.1.
Section 3.2 introduces the POMDP problem formulation of the corresponding energy man-
agement design problem. Correspondingly, the solutions (for both finite time horizon and
infinite time horizon) to the design problem are proposed in Section 3.2 and Section 3.4.
Section 3.5 studies the privacy-preserving problem under a special case where the energy
demand is assumed to be i.i.d, and a structural stationary energy management strategy is
proposed as a simplified solution. Finally, numerical results are given in Section 3.6 and
we conclude this chapter in Section 3.7.

3.1 System Model

Consider a smart metering system as shown in Fig. 3.1. The consumer’s privacy-sensitive
behavior over a certain time period 7" is modeled by a binary hypothesis hy or hy. Un-
der each hypothesis, the consumer will have a certain energy consumption profile. Time
and energy levels are assumed to be discretized. At time step ¢, we denote consumers’

23
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Figure 3.1: Smart metering system with ES and privacy-cost-aware energy management
unit (EMU) that modifies energy consumption profile to protect against unauthorized hy-
pothesis testing (ho/h1) of adversary taking dynamic energy prices into account.

EP

energy demand by z; € X = {0, 1, ..., Zpaz , energy supply from the EP by y, € Y =
{0,1, ..., Ymax }» instantaneous price by p; € P = {1, ..., pmax }- The energy storage (ES),
e.g., a rechargeable battery, has a finite capacity with its instantaneous storage level de-
noted by s; € S = {0,1, ..., Synax}. The instantaneous energy consumption x; should
always be satisfied by supplies from either EP or ES without wasting energy. Then, the ES
level evolves as

St41 = St + Yt — Ty (3.1)

In addition, to guarantee 0 < s; < Sy44, the energy supply y; should be chosen within the
following feasible set

V(xy,s0) = {ye € YV :max{0, 24 — 5} <y < Spnaw + Tt — ¢}y (3.2)

where the lower bound z; — s; ensures that the energy supply y; provides at least the
rest energy when ES level s, cannot solely satisfy the consumer demand; the lower bound
0 is because no energy can be sold back to the grid; and the upper bound is due to the
constraints of finite maximum ES capacity and that no energy should be wasted.

We assume that the consumer energy demand X; and the dynamic price P; follow
first order Markov processes with time-invariant transition probabilities Px, ,|x,n;,% €
{0,1}, and Pp, | p,. Over a T-time horizon, the EMU requests energy supply Y; from the
EP based on an energy management strategy f = {f;}iy € F = Fi X Fo X ... X Fr,
with f; € F;. The set F; of the possible strategies is given by the set of pmfs

Fo={Py, x50, pryi-r 1 »_ Plylat, s ply'™") =1}, (3.3)
yteyt(ﬂ;hst)
Ve, €X,s: €S

For i € {0,1}, after initializing the joint pmf of X1, Sy and Py as Px, s, p,|n,, Over a
finite horizon with length 7', the joint conditional pmf of (X', ST, YT, PT) induced by f
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can be written as

P£T,5T7yT7PT|h (2", s, y",p") =Px, s, pijn; (21,51, 1) X P(y1]z1, s1,p1)
Initialization fi(yrlz1,s1,p1)
T-1
I10 Peialpe) x Plwegals, hi)
=L price evolution  Demand evolution 3.4)

X Topr (Ye + 8¢ — ¢)

Energy storage level evolution

X P(yt+1|$t+1a St+1apt+1’ yt)]v

Sfep1(yeqa|attl,sttl pttl yt)

where 7 is the indicator function, i.e., Zs, (ye + 8¢ — 1) = 1if 8,41 = ys + 8¢ — ¢,
ISt+1 (yt + s — xt) = 0, otherwise.

Assume that an adversary has access to the smart metering data sequence y’, price
sequence p”, and is fully informed about the statistics of the system, i.e., Pyr pryy, and
Pyt pr,. The adversary infers on the consumers’ privacy-sensitive consumption behav-
ior using statistical inference methods. Due to the uncertainty about the inference behavior
of the adversary, we use the KL-divergence rate as privacy leakage measure, since the KL-
divergence measures the similarity between two distributions. Over a finite time horizon 7',
given a strategy f € JF, the privacy leakage is measured by the following KL-divergence
rate between joint pmfs of (Y7, PT) conditioned on hypotheses hg and k4

Ly(f) = = D(P]

T YT, PT\hUH YT PT\hl) (35)
where PYT Ty fori = 0, 1, denotes the joint distribution of (Y7, PT) conditioned on
h; induced by f

P){T7PT‘h ap Z XT ST YT PT|h; (xT’ TvyTva) (3.6)

zT sT

We define the cost-saving at time ¢ as AV; = (X; — Y;)P;. The expected cost-saving rate
induced by f over a finite horizon 7" can then be written as

1 T
Z [AV;|ho] P(ho) + E[AV;|h1]P(h1)), (3.7)
t:l

where the expectation is taken with respect to the joint conditional distribution PX Yo, Pulhi?
for i = {0, 1}, induced by f. For the privacy-cost trade-off problem, the overall ob]ectlve

is to choose a strategy f € F that minimizes the following weighted sum objective

Cr(f,\) = ALr(f) — (1= \)Vr(f), (3.8)
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where A € [0,1]. In more detail, the trade-off between privacy and cost is realized by
choosing different values of A, e.g., A = 1 leads to finding the optimal privacy-enhancing
strategy, while A = 0 leads to the objective function of finding the optimal cost-saving
strategy. Then, the optimal strategy is

f*=argmin Cr(f, A). (3.9
feF

3.2 POMDP Problem Formulation

Applying the chain rule of KL-divergence, L1 (f) can be written in the following form

LT ZD Y:,Pi|ho,Yt—1,Pt— IH Y, Pi|hy,Yt—1, Pt— 1)
pf o (3.10)
Ye, Delho, y* 0"
:fzzsz y' o) log o WP b VP ),
t=1 yt pt P (yt7pt|h1ay » D )

Meanwhile, the Vr(f) can be expressed by

T
= %Z Z (P(ho) P! (x4, pe, e ho) + P(ha) P (e, pr, yel 1)) (@epe — yepe).
t=1 z¢,pt, Yt

(3.11)
The above equations imply that the current choice of the energy management strategy
will affect the future statistics of the smart metering system as well as the choices of the
future energy management strategies. Thus, successive independent optimization of the
energy management strategy at each time step will not necessarily lead to an optimal solu-
tion over the whole time horizon. Instead, our optimization problem needs to be formulated

into a sequential decision making problem, e.g., Markov decision process.

We first identify a structural simplification for the energy management strategy f. De-
fine a new strategy f = {f,}/_1 € F = F; X Fy X ... X Fp, with f, € F,. And F, is
the set of pmfs that

‘Ft = {PYt‘Xt,St,Pt,Yt*I : ZP(yth"tashptayt_l) = 1}

yteyt (z¢,5¢)
Vz:€X,5:€S

(3.12)

By showing the probabilities terms in objective function (3.8) remain identical when they
are induced by either f or f, we have the following proposition.

Proposition 1. For the optimization problem proposed in (3.9), there is no loss of opti-
mality by focusing only on strategies in F . And the equivalent optimization problem is

F* = argmin Cr(f , A). (3.13)
f/ E_F/
Proof: The proof is provided in the Appendix A. 1.
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We next transform problem (3.13) into an MDP. At time step ¢, let the control action
be a; € A which is the condition pmf Py, x, s, p, taken from the following set

A:{Py|X’S,p:ZP(y|x,s,p):1,Vx6X,s€S} (3.14)

yEY(x,5)

Thus, the control action a; randomly decides on the energy supply Y; according to the
conditional pmf Py, x, s, p,- Note that in this section we assume that the EMU is un-
aware of the hypothesis hg or h;. Thus, the EMU will choose an action according to
a hypothesis independent policy m; € II;, where II; denotes the set of deterministic
mappings from the historical observations (y*~!,p'~1) to a corresponding action ay, i.e.,
a; = m(y' =1, pt~1). Thus, the policy over a T-time horizon is 7 = {m}._, € I =
Il x I3 x .... x IIp. At each time step, any energy management strategy ft/ can be equiv-
alently represented by a combination of a policy 7; and a control action a;. For each fff ,
we apply the policy ; to establish a mapping from the historical sequence (y'~*, p‘~1)

to a; = PQ\Xt,St,P,,,thlzytfl,Ptflsz' This control action a; is then used to obtain
Y, according to Py, |x,,s,,p,- Thereby, we end up with control action that itself does not
depend on the historical sequence (y'~!, p!~1), while the history decides which control
action is applied at time ¢. For reason of simplicity, let Q; = (Y, Pt, A'), the expres-
sion a; = m¢(q;_1) is then equivalent to a; = m(y'~t, p'~1) since (y!~1,pt~1) fully

determines a’.

With the above definition, we obtain an equivalent reformulation of the problem (3.13)
as stated in the following proposition.

Proposition 2. The optimization problem in Proposition 1 is equivalent to finding a policy
7 € II that minimizes the following weighted sum objective:

1 T
Cr(m,A) = 7 D E[Ci(m, X, Qi-1)); (3.15)

t=1

where the per-step expected cost conditioned on each possible historical sequence q.—1
can be specified as

pm (ytvpt‘qt—lv hO)
P (ys, pe|qe—1, 1)

Colmi, Ny qi—1) =X > P™(yr, pelgi—1, ho) log

Pt Yt

—(1=X) D (P(ho)P™ (e, i, el -1, ho) (3.16)

Zt,Pt Yt

+ P(h1) P™ (4, prs yelqe—1, b)) (@epe — yepr)-
And the optimal policy is given by 7* = arg mi}r% Cr(m, \).
e

Proof: To prove this proposition, we need to show Cp(m, \) is equal to Cp( f " A) under
transition from strategy f to policy w. Thus, we need to further show that the probability
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terms in these two objective functions are equal. Since the proofs for the other probability

terms are similar, we only prove PYT PT|hs =PJr PT|h; here.

After expanding PQT, PTh; according to the policy m, we obtain

PWYT,PT\hi(yTva)
= Z Px, s, (21,51, p1) X ar(y1lz1, 51, p1, i)

zT sT

T_1 (3.17)

[11P@er1lp) Paeialen, i) Lo, (e + 50— 22)
t=1

X at+1(yt+1\$t+1, 5t+17pt+1)]-

By applying the equivalence between ft, and (my,at), which is derived above, we get
Pft, (Werlerns sern, 0T YY) = ar(yea|weg, St+1,pt+1)~ Also, we have
Ple(yi]wy,51,p1) = ar(ya|z1, s1,p1). Thus, PyT 1, = Pyr prp, holds. O

In contrast to a standard MDP problem, as shown in (3.16), the per-step conditional
expected cost will depend on not only the current state and control action but also the
historical sequence ¢;—1. In order to formulate it into a standard MDP, we introduce be-
lief states that will be used to replace the growing historical sequences, which leads to a
POMDP problem formulation. To this end, we define a belief state 6, , = (921 L 9;1 )
as the posterior distributions of (X}, S, P;) conditioned on the realization ¢;_; under the

corresponding hypotheses as
0;1 1 PXtaShPt‘Qt—l:hi’Z. € {07 1}' (3.18)

Thus, Cy (¢, A, g:—1) can be expressed in terms of the corresponding belief state-action
pairs, i.e., we have

P™ (x4, pt, Yelqe—1, h Zeqt (e, 8¢, pe)ar(Ye| e, ¢, D) (3.19)

At time step t, for i € {0,1}, given any 6° observation ¥, and action ay, the

qt—1°

updating of belief state is given by th = 99(9% LAt Y¢) in (3.20).

According to the definition of belief-state MDP in [70, pp.150-151], the above formu-
lations and derivations provide the proof for the following theorem.

Theorem 1. The original optimization problem in (3.13) can be modeled as a belief-state
MDP problem such that: (i) the state at time t is given by (3.18) and evolves according
to (3.20); (ii) the control action at time t is specified by a;(yi| e, $¢,pe); (iii) the per-step
expected cost corresponding to a state-action pair is given by (3.16), (iv) the optimal policy
7 can be derived by using Bellman dynamic programming.
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@(Gét,lvahyt) =
Z Hét,l(iﬁt’ Stapt)at(yt|xt7 St7pt)P(pt+1|pt)P(l‘t+1|$t, hi)ISt+1(yt + St — xt)

Tt,St,Pt

> eétfl(xtastapt)at(ytlxty3t7pt)
Tt,5t;Pt

(3.20)

Remark 2. In the reformulated belief-state MDP problem, at each time step, the decision
maker observes the historical sequence q;_ and identifies a unique belief state 0, .
Based on this belief state, the decision maker will further decide on an action according to
the optimal strategy m; derived from the Bellman dynamic programming.

3.3 Bellman Dynamic Programming based Energy Management
Strategy Design over Finite Time Horizon

In this section, we will provide the optimal solution for the proposed privacy-cost trade-off
problem over a finite time horizon.

Lemma 1. For any action ay, according to [70, pp. 152-153], the modified Bellman oper-
ator By, for our belief-state MDP problem can be written as

(Batv)(eth 1) = C’t(’frhA qtfl)
Z Z Z qc 1 (¢, 8¢, 0t )as(Ye| e, 56, 06))V (0(Og, 5 s, ye))],

yr  1=0,1 z¢,5¢,D¢

(3.21)
where V' denotes the value function. The first term is the per-step expected cost for any
given belief state 0,,_, and the second part denotes the corresponding expected cost-to-

go.

Proof: For the traditional belief state MDP with one belief state variable, which is
described in [70], with an abuse of notation, the Bellman operator can be written as:

(BaV)(b) = r(b,a) + Y _ P(ylb,a)V (¢(b,a,y)), (3.22)

yey

where b is the current belief state, a is the corresponding action, r(b, a) denotes the per-
step reward, and (b, a, y) denotes the evolution of the belief state given a specific action a
and a specific observation y. Most importantly, the term P(y|b, a) denotes the probability
of observing y at belief state b given a specific action a, i.e., the transition probability
between belief state b and belief state (b, a,y) given any action a. For our problem, the
belief state 0,, , = (ng L H;t |) is a vector that contains two beliefs conditioned either
on hypothesis hg or hy. In this case, with the given prior of the hypotheses P(ho) and

P(hy), the probability for observing y, at belief state 04, , given action a; can be then
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calculated by:
— 0
P(ytlat,0q,_,) = P(ho) Z (Og,_, (zt, st pe)ac(ye|xe, s¢,pt))
Tt,St,Pt ) (323)
+ P(h1) Z (9qt,1(ﬂ3taSt,Pt)at(yth?t,St,pt))7
Tt,St,Pt

Plugging the above equation into (3.22) will lead to our modified Bellman operator as
defined in (3.21). O

In this case, the value function is updated according to

V(g(h—l) = a?gﬁt(Bat,V)(GQt—l)' (324)
The optimal policy 7} (6,, ,) and the corresponding optimal control action a; = 7} (6, ,)
is given by the optimizer of (3.24). Let #; denote the initial joint distributions of (X1, S1, P;)

conditioned on kg and A1, then the minimum value of average expected cost Cr is given
by V(61)/T.

3.4 Q-learning based Energy Management Strategy Design over
Infinite Time Horizon

3.4.1 Optimization over Infinite Time Horizon

In this section, we provide the solutions to the proposed privacy-cost trade-off problem over
infinite time horizon, i.e., T — oo. For the reason of simplicity, we use (s,a) € S x A
to denote the belief state and action pair, ¢(s, a) and P(s’|s,a) as the cost and transition
probability to state s’ from the corresponding state-action pair (s,a). Under the infinite
time horizon, the optimal Bellman equation of our average expected cost MDP is given by

h*(s) = minfc(s, a) = p" + Z P(s'|s,a)h*(s")], (3.25)

where p* denotes the optimal average expected cost of the optimal policy, and h(s) denotes
the relative value function, i.e., the asymptotic difference between the total expected cost
of starting from state s and the total expected cost that would be incurred if the per-step
cost is equal to p* for all states. In the following, we assume that the optimal stationary
policy exists for our infinite horizon average reward MDP problem. To guarantee the
existence of stationary optimal policy, we need to have some restrictions on the underlying
Markov chains. For instance, the Markov chain induced by any policy should be unichain.
However, the problem of checking such a unichain condition is NP-hard [77]. We thus
assume that there exists an optimal stationary policy for our infinite horizon average MDP
problem. For our numerical experiments, we can see that our relative iteration algorithm
convergences under our discretized state-action space settings, which indicates that the
optimal stationary policy exists under this specific setting.
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The optimal policy for the above problem 7* = (m, 7, ...) is stationary and is defined
by
_ . / * /
m(s) = arg (IZI.IEIE[C(S, a) + Z/ P(s'|s,a)h*(s")], Vs. (3.26)
S
Given state and action sets with small cardinalities, then the relative value iteration (RVI)
method [78] can guarantee a fast convergence of the above operator if an optimal stationary
solution exists. However, when the cardinality of the set increases, the system dynamics
become impractical to characterize, i.e., cost function and transition behavior correspond-
ing to each state-action cannot be fully characterized. Thus, the exact solution methods
such as RVI will be inapplicable.

To address this issue, we first propose to use the (-learning algorithm, since the rein-
forcement learning algorithms could help to solve the MDP problem without the knowl-
edge of the cost function and the transition probabilities. Since it is infeasible to explicitly
represent the Q-function over the continuous belief state space,' a general function approx-
imator is used to approximate the Q-function given each possible state. In more detail, we
provide the framework of relative Q-learning with linear function approximation as a sub-
optimal but computationally more efficient solution to our original optimization problem.

3.4.2 Q-learning Based Stationary Energy Management Strategy Design

In the following, we first provide a brief outline of the relative Q-learning method. More
details on this method can be found in [72]. The main contribution here is the linear
functional approximation and the corresponding feature selection that results in a good
performance of our approach.

Given the optimal relative value function h*(s) in (3.25), we define the optimal Q-
function Q*(s,a) as the minimum asymptotic difference between total expected cost of
starting from state s with action a and the optimal total expected cost

Q" (s,a) = c(s,a) — p* + ZP(S/\S,a)h*(s'). (3.27)
Since h*(s) = fféiﬁ% Q*(s,a), we have
Q" (s,a) = c(s,a) — p* + gP(s s, a) ?éiﬁ Q*(s',b). (3.28)

Further we define an operator H as

(HQ)(s,a) = c(s,a) — p* + Z,P(s’\s,a) 1;)%12 Q(s',b), (3.29)

the optimal Q-function then becomes a fixed point of operator H. According to the
Robbins-Monro algorithm [79], the optimal Q-function can be learned by utilizing the

1For the reason of simplicity, we restrict our problem to the case with infinite state space but a finite action
space, i.e., the action takes values from a finite subset of the continuous action set .A.
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temporal difference between the new estimate and the old estimate, which is given by the
following

Qn+1(sv a) = Qn(sv CL) + OZ[C(S, CL) - p* + géli‘l Qn(sla b) - Qn(sa a)]

. ) , (3.30)
=1 - a)Qn(s,a) + afc(s,a) — p* + min Qn(s', )],
where o € (0, 1] denotes the learning rate, which can be kept as constant during the
learning process. The new estimate term c¢(s,a) — p* + {‘111}41 Qn(s',b) is sampled in the
€

system by executing an action a selected by e-greedy policy> which results in state s’. Note
that the optimal gain p* is unknown in advance. Thus, we introduce the following relative
@-function iteration to overcome this problem.

First, we select an arbitrary state-action pair (§,d) before the algorithm starts, this
state-action pair is fixed and acts as the reference state-action pair in each iteration until
the algorithm ends. The @Q-function corresponding to each possible state action pair (s, a)
can be updated by

Qn+1(57 CL)

= (1= 0)Qu(s,0) + ale(s,a) ~ Qu(3,8) + min Qu(s' ). 3V

It has been shown in [78] that as n — oo, the sequence (Qn(§, &))n will converge to p*.
As a result, this algorithm will converge to the fixed point of (3.28).

Remark 3. The computational complexity of the RVI algorithm is O(|S|?|A|) per iteration
and O(T|S|?|A|) overall [72], where T denotes the number of iterations to converge,
|S| and |A| denote the cardinalities of state and action spaces. Meanwhile, in the above
relative Q-learning algorithm, the computational complexity is only O(|A|) per iteration
and O(N|A|) overall, where N is the number of iterations to converge. The Q-learning
algorithms usually need a higher number of iterations to converge than RVI, i.e., N > T.
However, when we have large state or action spaces, i.e., large |S| or |A|, the Q-learning
algorithms will lead a significant reduction of the computational complexity .

3.4.2.1 Linear function approximation

Since our belief state space is continuous, the number of states to learn is infinite so that
an explicit characterization of each (s, a) is infeasible. For this reason, we propose to
use the function approximation method to avoid the explicit characterization of the Q-
function. In more detail, we use the following linear function Q(s, a) to approximate the
Q-function Q(s, a), since it is simple for mathematical analysis and it can inherit the useful
convergence results from different kinds of learning systems [72]. Assume we have a finite

2In reinforcement learning scenario, under an e-greedy policy, the agent chooses the best action with proba-
bility 1 — € and randomly chooses an action with probability e.
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action set A’ C A with a small cardinality, it is then practical to represent Q(s, a) by the
following weighted sum of different features of state s

N
Q(s,a) = Z wi(a) f;(s), (3.32)

where f;(s) fori = 1,2,..., N are N feature functions corresponding to each possible
belief state s; and w;(a) for i = 1,2, ..., N are weights for different features given each
possible action a. More details on how to select the features will be discussed later. Let M
denote the cardinality of the finite action set .4. We thus transfer our original task of learn-
ing Q(s, a) for an infinite number of state action pairs into the task of learning M different
weight vectors, where each vector is of length N, i.e., w(a) = [w1(a), ws2(a), ..., wxn(a)]
denotes the weight vector corresponding to action a.

Using the update rule of the Q-function @, (s,a) in (3.31), we define the temporal
difference between new estimate and old estimate as follows

AQn(Sv CL) = C(Sa Cl) - Qn(§a d) + Ibrél_,rﬁll Qn(s/a b) - Qn(sa CL). (333)

Equation (3.31) will converge to the optimal Q-function, when we reduce the magnitude
of AQy(s,a),ie., (Qn(8, &))n — p*as AQy(s,a) — 0, when n — oo . By applying the
same underlying idea and substituting the Q)-function with its linear function approxima-
tion (3.32), it has been shown in [80] that the optimal linear approximator, which satisfies
(6.22), can be obtained by solving

Jnin (E(AQu(s,0))?, (3.34)

where AQn(s, a) denotes the the temporal difference between new estimate and old esti-
mate when the @-function is approximated by @)

N PN

AQy(s,a) = c(s,a) — Qn(8,a) + géi}all Qn(s',b) — Qn(s, a). (3.35)

To find the optimal solutions to (3.34), the stochastic gradient descent method [72] is
used to update the weights w(a) for all actions a € A. The updating rule is then given by

wi(a) = wi(a) + aAQy, (s, a) f;(s), Vi € {1,2,..N}, (3.36)
where a € (0, 1] is the diminishing learning rate.

Remark 4. Given the convergence of the above algorithm, the optimal strategy can be
obtained by
7 (s) = argmin Q*(s, a), (3.37)
acA

where Q* is the optimal approximated Q-function.
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3.4.2.2 Feature selection

In order to have a linear function Q(s, a) that can well approximate Q(s, a), it is important
to choose appropriate features f;(s) for the linear approximator. Given the Q-function
defined by (3.27), we propose the following heuristic approach where we select features
that describe well the per-step cost function ¢(s,a) in the linear form (3.32). We first
expand the per-step cost function (3.16) as follows

Ci(me, A, qe—1) = A Z P (yy, pilgi—1, ho) log P™ (ye, pe|gi—1, ho)

Pty
—A Z P™ (ye, pelae—1, ho) log P™ (ye, pe|gr—1, ha)
o (3.38)
-(1-=X Z P(ho)P™ (xt, pt, Ye|gr—1. ho) (epr — yepr)
Tt,Pt Yt
—d= Z P(h1)P™ (x4, pt, yelge—1, ha) (@epe — yepr).-
Tt,PtsYt

Let the cardinality of the energy supply set ) be K, and the cardinality of price set P be
L. Also let the operator | - | denotes the L, norm. For any belief state (6°,6')* and price
i, define 07 as the vector which contains elements [0°(x, s, p;)](z,s)cxxy and 6] as the
vector with elements [0 (z, s, p;)](z,s)exxs- Further, let aZ be the vector with elements
las(yjlz, 8,0i)](2,5)caxs- Let qﬁg be the angle between vector ag and 69, and 1/)7] be the
angle between vector a{ and 6}. By finding a feature-action representation for each term
of (3.38), the features given any action are characterized in the following proposition.

Proposition 3. For any belief state (0°,0') and action a, by doing a decomposition of
(3.38), the corresponding heuristic feature selection is characterized as follows

F1((6°,0%) =1, fo((6°,01)) = 16°], f((6°,0%)) = 16",
L L (3.39)

£4((6°,0")) = 4| D _(169]10g [09])%, f5((6°,6")) = 4| >_(169]1og [6}]).

? K2

Proof: The proof is provided in the Appendix A.2.

Remark 5. The intuition behind the above derivation is to decompose the cost function
Ci(me, N, qi—1) to identify the features that is only related to the belief state, and the result
above shows the cost function can be written as a linear combination of these features.
With this result, one can conclude that these features will be highly relevant to the value of
the cost function.

3For reason of simplicity, we use (6°, #1) as short notation for (Qgti 1 G;FI ).
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3.4.2.3 Approximated relative Q-learning

Based on the above discussion, we summarize our proposed linear function approximated
relative Q-learning (LARQL) in Algorithm 3.

Algorithm 3: Approximated relative Q-learning

Input: Belief states and actions
Output: The optimal strategy
1 Initialization: Initialize o, €, w(a), Va € A’, the reference state-action pair (8, a),
the initial belief state s;.
2 Calculate the corresponding features of s1.
3 for n=1:T do
4 Select action a,, using e-greedy policy;
5 Execute action a,,;
6 Observe a new state s,,11 and the per-step cost ¢(sy,, an);
7 Calculate the corresponding features of s,,11;
8 Update w(a,,) by using (3.36);
9 end
Find the optimal strategy by using (3.37).

o
>

3.5 Privacy-Preserving Under i.i.d Energy Demand

3.5.1 System Model

In this section, we consider privacy-preserving problem in the system shown in Fig. 3.2.
Assume the energy demand z; € X = {0, 1, ..., Tz } is i.i.d. with distribution P ()
under hypothesis hg, and P (z) under h; respectively. The energy supply y; € V =
{0,1, ..., Ymas } and battery level s; € S = {0, 1, ..., Simaz } also satisfy the physical con-
straint described in (3.1) and (3.2). We further assume that the EMU knows the consumer’s
behavior, and design the corresponding energy management strategies under different en-
ergy consumption behaviors: £ = {fNT e FO = FO » 7D« }':(pi), with
t(i) € ft(i). ]-"t(i) denotes the set of pmfs that

FO = {Pyx,s0v-10 0 3 Pyelze,se,y' ™ hi) = 1,i € {0,1}},  (3.40)

yteyt (z¢,5¢)
Ve €X,5:ES

where f() denote the specific energy management strategy under consumer’s behavior
hypothesis h;. Also, let the control action be a; € A;, which is the conditional pmf
Py, x,,s, taken from the following set

A={Pyixs: Y P(ylz,s)=1Yz € X,5€S}. (3.41)
yey(m,s)
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Figure 3.2: Smart metering system with rechargeable energy storage, authorized adversary,
and privacy-aware energy management unit that knows the consumer’s energy consump-
tion behavior.

To make it more clear, we denote the action chosen under hypothesis h; as a?). Different
from the previous definition of policy 7 in Section 3.2, at each time step ¢, the EMU

will choose the action according to the policy Wt(i) € Ht(i) under consumer’s behavior

hypothesis h;. Define the set of binary consumer’s behavior hypotheses as 7. Then I1 t(i)
denotes the set of deterministic mappings from the historical observations (y'~!, h;) to
a corresponding action a\”, i.e., I : Y1 x H — A, with a!” = 70 (yt=1, hy).
Thus, the policy under consumer’s behavior hypothesis h; over a T-time horizon is 7(%) =
(mNVE e m =1 x 1Y x .. x 11,

3.5.2 Design of Memory-Less Stationary Energy Management Strategy

With the above definition, we consider the problem of designing the memory-less sta-
tionary privacy-preserving strategies 7rt(z) depending on different h;, with the following
objective function

T

1 () e 1 s s
Lp(r®,7zM) = TD( T o |1 PEr ) = 7 ZD(pwo,Yt_l 1P, yeet)
t=1

(3.42)

1« © P (yaly'=1, ho)
=722 PT (W'lho) x log - = m,
t=1 ot P (yelyt =1, ha)

Before designing the stationary energy management strategy for our proposed model, we
first propose a structural simplification on the states and actions by introducing two new
auxiliary random variables: W; € W = {s; — a; : 8; € S, x; € X'}. Under policy 7(*),
define the posterior distributions of (X, S;), W; and S; conditioned on the realization
yi~1 as: 9,@ = Px, S,|yt=" his 551) = Py, yt-1 ., and 'yfl) = Pg,|yt-1.p,,. In particular,
there is

0\ (24, 50) = Pl (w0)7i (50), (3.43)
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: () _ _
W () = P77 (Sy = 8oV =y~ ),

) ; (3.44)
t(l)(wt) — PTr( )(Wt — wt\thl — yt717hi)~

Since the following derivation works for both hypotheses hy and hy, we only discuss

the case for k¢ and denote Gt(o) , %(0), t(o)’ a&o) and 7r§°) by 0¢,vt, &, ar and . Le D(wy) =
‘($t78t) S Xt X St LSt — Xy = wt|, there is {t(wt) = Z et(xt75t)~ At time
(x¢,5¢)ED(wy)
t, define a new action b; € B; which is the condition pmf PYt\Wt taken from the set
By = {Pyyw : > Pylw) =1, Vw € W}, where Y(w) is defined by replacing
yeYV(w)

s¢ — oy with w in (3.2). Thus, action b, can be expressed in terms of original belief state
0; and action ay,

P™(Y; =y, Wy = wy |V =yt~ 1 o)

be(yelwe) = PT(W, = w|Yt1 = yt=1 hy)
> ar(Yelwe, s¢)0¢ (e, s¢) G4
_ (a:“st)ED(’wt)
& (we)

Similarly, we can define policy 7; as the deterministic mappings from the historical obser-
vations (y'~1, ho) to a corresponding action by, i.e., by = 7;(y' =1, ho). We further define
the following distributions

Y(se) = PT(Sy = 5[Vt = 4"~ ho)

A (3.46)
& (we) = PT(Wy = we] Y™ ="~ ho).

Thus at time step ¢, for any realization of y; and b,, the evolution of &; can be expressed in
terms of b; as follows

§£+1(wt+1) = 99/(§£7yt7bt) =

> > &L (we)be(ye|wi) PR (2141) Lo,y {ye + wi}
(¢41,5t41)ED(wey1) Wt (3.47)
Z bt(yt|wt)§£(wt)

Lemma 2. Given historical observations (y' =1, hy), the posterior distributions of Wy and
Sy induced by policy  and 7t are the same, i.e.,

Ei(we) = & (we), e(st) =i(st), Vsi €S, wy € W. (3.48)

Proof: The proof is provided in the Appendix A.3.

With the above derivation, we have the following proposition.
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Proposition 4. Under the above assumption and transition, there is no loss of optimality
in focusing on action by € By and new belief state &; instead of (ay,0;). The per-step cost
defined in (3.42) can be equivalently described by a function of state-action pair (b, &}).

Proof: To prove this proposition, we need to show that the conditional probability
P(yyt=1, at =Y, ho) remains identical under transition from (ay, 0;) — (b, &;). Note that
the same arguments can be applied to h;.

P™(yuly' ™" ho) =D P™(Yy =y, Wy = wily' ™", ho)

wy

- Z Z at(ye| e, 5¢)04 (2, 5¢)

we (x4,8¢)ED(w)

= Z by (ye|we)&e (wy)
wy (349)

= bi(yelwe)& (wr)

Wt

= ZP’T(Yt =y, Wi = wi|y' ™', ho)

Wt

= P (yely" ™", ho)
O

Theorem 2. Giveny € Y, w € W, and any possible distributions i, &1, a time-invariant
policy f, with f(&:) = by, leads to steady states, i.e., & = & and v, = v}, if and only if b
satisfies the following structure

i (y+w) 3
bo(ylw) = 4 @Y W 7w ¥ € Nilw), (3.50)
0, otherwise,

where Qy (y) is an arbitrary probability distribution over all feasible y € [0, min{ymaz, Smaz+
Tmaz ),  and the same Qv (y) is applied for the design of b, at different time steps.

Proof: The proof is provided in Appendix A.4.
Moreover, an important conclusion drawn from Theorem 2 is summarized in the fol-
lowing corollary.

Corollary 1. The distribution Qy (y) that is used for designing the structured action by in
Theorem 2 should satisfy the following equation:

A _
Qv & Py jyiasyn, vy, (3.51)
Thus, the marginal distributions of Y; at each time step are identical, i.e.,
Qy = Py,, Vt. (3.52)

4The energy supply y should lie in this feasible set due to the constraint of ES capacity.
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3.5.3 Privacy-Preserving under Steady-State Strategy

For i € {0, 1}, let f (1) be the time-invariant policy under hypothesis h; which leads to

the steady state. Also define l;,(fi) as the action decided by f (*) at time ¢ under hypothesis
h;, which satisfies the structure in Theorem 2. Further denote QY (y) and Q3. (y) as the

distributions of Y used for constructing action Eﬁo) and E,(fl), respectively. By combining
the results in Theorem 2 and Corollary 1, we have the following corollary.

Corollary 2. The objective function in (3.42) can be simplified to the single-letter expres-
sion by the following

£(0) £(1)
Ly(fO, f1) = T D(PLp I1Pr )
1

(0) ( ) £(0) _
= (DL IPE ) + D2 P T ho)

yT—l

A Pf(U) T-1 h
pr(o) (yTInyl,ho) IOg A(l)(yT|yT 1; 0))
- P (yr|y™=1, ha)

(3.53)

a) 1 .
B T<D(Pf( Ll PE ) + 3 0 ) g QY(y))
Yy

Qy (v)
QY (v)
(TXZQY E Q)
= D(QY ()IIQy( ))s

—
N

||°~

where (a) holds due to the fact Q% (y) = = P}J,:(‘;,t Lyt 1y , Yy'=1, and (b) follows from

iteratively applying the chain rule of KL-divergence.

On observing the single-letter expression (3.53) given in Corollary 3, the following
corollary is proposed as a consequence.

Corollary 3. The time-invariant policies f () will achieve the zero-lower bound of Kullback-
Leibler dlvergence i.e., perfect privacy, if and only if the distributions of Y used for con-
structing b (decided by ftl)) are equal, i.e., QY (y) = Qi (y), V

Remark 6. Due to the physical constraints of the system we may not find the feasible QY
and Q. that satisfy the condition in the above corollary.

Next, we present a case in which the perfect privacy cannot be achieved. It follows
from (3.1) that the per-step expected energy amount constraint should hold as:

Epy [Xt] + Ey, (5)[St] = Eqy_, (9)[Se-1] = Eqy [Vi, (3.54)

which means, at each time step, the average expected amount of energy requested from the
grid should be equal to sum of the average expected amount of energy consumed by the
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consumer and the average expected amount of energy stored into the ES. Since v; = ;1
under a stationary strategy, equation (3.54) then further reduces to Ep, [X;] = Eq, [Vi].
In this case, we cannot have arbitrary Q% for constructing IA)]@. Instead, Q% needs to
satisfy the constraint Ep, [X;] = Eg, [Y}] for both hypotheses. For the perfect privacy
case, in order to satisfy the condition QY- (y) = Q3-(y), we should at least have Eqo [Y] =
Eq: [Y], which will conflict with the practical case of Epo [X] # Ep1 [z]. However,
only considering the constraint on expected energy amount is not enough, since several
different distributions of Y might lead to the same expectation and there might be some
other constraints which requires QY- (y) # Q3-(y). Thus, the condition Q% (y) = Q3 (y)
may still not be satisfied even if we have Eqo [Y] = Eq1 [Y]. The above analysis can be
summarized in the following proposition.

Proposition 5. If the consumer’s expected demand of energy under hg and h, are different,
i.e, Epo [X]#E PL [X], the perfect privacy cannot be achieved, since we cannot find Q%
and Q3 satisfying the conditions in Corollary 3.

3.6 Numerical Experiments

In this section, the performance of the proposed energy management strategies will be
numerically evaluated.

3.6.1 Experiment Settings

For simplicity we do not include units in the following. We consider a finite horizon
with length T = 10. The energy demand, supply and price alphabets are set as X =
{0,1,2,3,4,5}, ¥ = {0,1,3,4,5}, P = {5,10}, and the ES capacity can be s,,q, = 2
Or S;maz = 9. The transition probabilities of z; under both hypotheses, the transition
probability of p, and the initial belief state are set as following:

P(ho) = P(hy) = 0.5,
1
PXH_l\hO,Xt (xt+1|h'07 xt) = 67vxt7 Tt41 S {07 17 27 33 4-7 5}7
PXt+1\h17Xt (It+1|h1,l‘t) = 0.47VIt+1 = Tt
Px, by x, (el b, o) = 012,V g # 2 (3.55)
Pp, . 1p,(pe+1|pe) = 0.5,Vps i1 € {5,10},p; € {5,10},

1
0@, s1,pilho) = 0@, s1,p1lha) = -y

Vai € {0,1,2,3,4,5},s1 € {0,1,...8maz },p1 € {5,10}.

The continuous belief state space is discretized into 36 discrete different distributions
(for ES capacity S;q, = 2) and 100 belief sates (for ES capacity s,,q4. = 9), i.e., 362
or 1002 belief state vectors in total. Also, we have a finite action set A’ including 20



3.6. NUMERICAL EXPERIMENTS 41
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Figure 3.3: Trade-off between privacy leakage and cost-saving for different ES sizes. From
left to right the data points represent: A = 1,0.8,0.2,0.

Table 3.1: Value compare between differen A for battery size 5 in Fig. 3

A Privacy leakage rate

Expected cost-saving rate

0 0.1928
0.2 0.1109
0.8 0.0245

1 0.0073

1.8276
1.4034
0.72717
-0.0675

different actions that randomly decides on the energy supply Y; according to the conidtion
pmf PYt|Xt,St,Pt'

3.6.2 Experiments for Finite Horizon Dynamic Programming

For different battery capacities, we investigate the trade-off between privacy enhancement
and cost-saving by setting A = 1,0.8,0.2, 0. The variation of privacy leakage rate against
expected cost-saving rate with respect to A is shown in Fig. 3.3. As X increases, both the
corresponding privacy leakage rate and expected cost-saving rate increase, which confirms
the intuition that more cost-saving can be achieved at a cost of larger privacy leakage. We
can also see from the figure that the performance will improve when the ES capacity gets
larger.

3.6.3 Experiments for Solutions over Infinite Time Horizon

In this section, we compare the optimal and sub-optimal solutions to our belief-state MDP
problem over the infinite time horizon, where the optimal solution is derived by the RVI
and the sub-optimal one is derived by the LARQL. For this part, we have the ES capacity
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Table 3.2: Value compare between differen A for battery size 2 in Fig. 3

A Privacy leakage rate  Expected cost-saving rate

0 0.2148 1.4987
0.2 0.1321 1.1211
0.8 0.0425 0.3875

1 0.0268 -0.389

Performance compare between RVI and L-ARQL
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Figure 3.4: Performance compare between LARQL and RVI with 362 belief states.

as Smaxr = D and the finite action set A’ includes 20 different actions. The continuous
belief state space is first discritized into 362 belief states. We compare the optimal and
sub-optimal overall objective function (weighted sum between privacy leakage and cost
savings) derived by RVI and LARQL approach. As we can see from Fig. 3.4, the perfor-
mance of our proposed LARQL algorithm is close to be optimal. We can also see in the
figure that the gap between LARQL and the optimal solution when A = 1 is larger than
the gap for A = 0, which means that our linear function can approximate the ()-function
when only induced by expected cost-saving (A = 0) better than when only induced by the
KL-divergence term (A = 1).

Next, as shown in Fig. 3.5, with the increased number of belief states to be 4368,
i.e., 43682 possible belief state vectors in total, the sub-optimal results using LARQL are
shown in the figure, while the RVI method is too time-consuming and it is impractical to
get an exact solution.

Based on the result, we notice that the performance of LARQL improves a lot with
larger amount of belief states. The gap when A = 0 is larger is again because our linear
approximator can approximate ()-function induced only by expected cost-savings better
than the Q-function only induced by KL-divergence. Besides, the performance of L-ARQL
with 43682 is better than the optimal solutions with 362 belief states, this is due to the larger



3.7. SUMMARY 43

05 Performance of L-ARQL with different numbers of belief states

— O —L-ARQL with 362 belief states
— @ —L-ARQL with 4368 belief states
0 --8
- -
Pt
2 e 2
° PR
o et
g-051 - // -
g _- // e
2 -7 -
° e
L 4 P
.g’ -
S -
g g
e - /.
e
1.5 7 7

0 0.1 02 03 04 05 06 07 08 09 1

Figure 3.5: Performance compare between LARQL with 362 and 43682 belief states.

amount of belief states offers the system more freedom.

3.6.4 Experiments on real data

Finally, to better demonstrate the working mechanism of our proposed algorithm, we
present our simulation results using real data from the reference data set REDD [81]. We
consider a kitchen with a dishwasher which has two different operation modes: types A
(hypothesis hg) and B (hypothesis h1). Over a time horizon with 1000 sampling instances,
the load signatures of the two different operation types are illustrated in the upper two fig-
ures of Fig. 3.6. Both operation modes involve three different states 2 € [10, 200, 1100].
The duration of staying in a state and the transition probabilities between different states
depend on the operation mode. We restrict the energy supply to take values within the
set Y = [0, 10, 200, 310, 400, 500, 1100]. The battery level is quantized into [0, 200, 800]
and the transition probabilities for the two operation modes are known. For a time-horizon
of 1000 samples, we implement and simulate our privacy-preserving energy management
strategy derived from our finite horizon belief-state MDP design. Two realizations of the
requested energy profiles for both operation modes, i.e., the random output of our energy
management strategy, are presented in the lower two figures of Fig. 3.6. From the visual
comparison of the profiles, we can see that it becomes very difficult for the AD to identify
the hypothesis from the energy supply data.

3.7 Summary

In this chapter, we have shown that an energy storage can be used for both privacy en-
hancing and cost saving. Using the belief-state MDP framework, an energy management
strategy that optimally trade off KL-divergence and expected cost-saving rates can be de-
rived using the Bellman dynamic programming. The complexity of the optimal design
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Figure 3.6: Upper figures show dishwasher signatures of two different operation modes
(hypothesis). Lower figures show realizations of the requested energy profiles for both
hypotheses when privacy-preserving policy is used. Operation modes will hard to differ-
entiate due to randomness in profiles.

problems grows quickly, which calls for computationally efficient solutions. Our proposed
sub-optimal linear function approximated relative Q-learning approach is computationally
efficient and also works for an infinite time horizon. With the identified feature vector, the
linear function approximated ()-function can be efficiently learned and therefore leads to
a practical online energy management design approach. Another approach to reduce the
strategy design complexity is to assume an i.i.d. energy demand, which allows further anal-
ysis, in particular the derivation of a steady state strategy. Moreover, we provide sufficient
conditions to achieve perfect privacy. Our numerical experiments show that the framework
leads to energy management strategies that optimally trade off privacy enhancing and cost
saving. They also show that our proposed LARQL method is close to optimal performance
but is significantly computationally more efficient.



Chapter 4

Privacy-Cost Trade-off in the Presence
of a Renewable Energy Source

In this chapter, we design privacy-preserving and cost-efficient energy management strate-
gies for smart grid users that are equipped with RES. The adversary is assumed to employ a
FHMM based inference for load disaggregation, and the corresponding joint log-likelihood
of the model is utilized as privacy measure. A dynamic pricing model is studied, where
the price of unit amount of energy is determined by the users’ aggregated power request,
which suits a commodity-limited market. The users’ energy management strategy is de-
signed under a non-cooperative game framework by optimizing a weighted sum of both
privacy measure and the user’s energy cost savings. The users’ non-cooperative game is
shown to admit a unique pure strategy NE. As an extension, a computational-efficient dis-
tributed Nash equilibrium energy management strategy seeking method is proposed, which
also avoids the privacy leakage due to the sharing of payoff functions between users. The
content of this chapter has been taken from Paper B, while some parts have been verbatim
copied.

This chapter is organized as follows: the FHMM based NILM technique is first pre-
sented in Section 4.1. Based on this, Section 4.2 proposes the privacy metric against the
FHMM based adversarial load disaggregation. The system model and the non-cooperative
game formulation of the privacy-cost trade-off problem are provided in Section 4.3. The
corresponding distributed NE energy management strategy seeking algorithm is proposed
in Section 4.4. Finally, numerical results are given in Section 4.5 and we conclude this
chapter in Section 4.6.

4.1 HMM based NILM

In this section, we propose a privacy-preserving problem against an FHMM based NILM
adversary. More specifically, the NILM problem is formulated as an adversarial inference
by considering an FHMM framework. Further, against such an attacking behavior, we

45
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Figure 4.1: Factorial HMM for a household with N appliances.

i u u ivacy- Vi .
ropose a metric that can measure the user’s privacy-preserving performance

4.1.1 Basic HMM for Individual Appliance

At each time step, an appliance is assumed to operate at one of K states. However, the op-
erating state ¢ € {1,2,..., K} cannot be directly observed. Therefore, the operating state
is described as the hidden state of an HMM. Each operating state can “emit” an observation
of random power consumption. In more details, when an appliance operates at state ¢, the
corresponding random power consumption is assumed to satisfy a Gaussian distribution
with mean p; and standard deviation o;. The HMM for an individual appliance can be
defined as follows: At time step ¢, the discrete hidden state X; of the HMM represents the
current operating state of the appliance, i.e., X; =i € {1,2,..., K}, and the observation
Y, € R of the HMM represents the current power consumption of the appliance. The
HMM is then fully characterized by the parameters A = {m, A, B} with:

* Prior distribution of the initial state 7 € R¥*! where m; = Px, (z; = i) denotes
the probability that the appliance is initially operating at state ¢;

o Transition matrix A € REXK where the element A;; denotes the stationary transi-
tion probability for the appliance switching from operating state ¢ at time step ¢ to
operating state j at time step ¢ + 1, i.e.,

Aij = PXt+1|Xt(*Tt+1 = ]|It = z),Vt 2 1, (41)

* The set of Gaussian emission distributions B = {N(u;,02)}£ |, where Y;|X; =
i ~ N (pi,c?) represents the power consumption distribution for the operating state
iforallt > 1.

Fitting the HMM model for an individual appliance requires learning the above param-
eters, which has been widely studied and developed in NILM studies such as in [36-38].
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4.1.2 FHMM Modeling for Multiple Appliances

In our problem, there are IV appliances in each household. We assume that all appliances
are operating independently. The FHMM for a household is shown in Fig. 4.1, where the
hidden state Xt(") represents the operating state of appliance n at time step ¢, and the emit-
ted observation Y; represents the aggregated power consumption of all appliances in the
household at time step ¢. We define A\(:V) = {7(1:N) A(1:N) /BN a5 the parameters
that fully characterize the FHMM, where 7(3V) = {7(WN_ = AEN) — fAMN
B:N) = {BMIN_ denote the prior distributions of the initial states, transition matrices,
and sets of Gaussian emission distributions for all N appliances, respectively. Now the
joint log-likelihood of the hidden state sequences £(1Y) = {{z{™}7_ }V__ and observa-
tion sequence y = {y; }7_, can be rewritten as

L (y, :c(lzN)|)\(1’N)) = i log P (:v(ln)|7r(")> + i ZN: log P (IE") ’zgi)l, A("))
n=1

t=2n=1

T
+ ZlogP (yt|x£1:N),B(1:N)) . “4.2)

t=1

4.2 Privacy-Preserving against FHMM based NILM

NILM can be modeled as an adversarial inference by combining all individual HMMs [3].
Due to the privacy concern, each user wishes to hide the true operating state sequences
x*(:N) Here, an EMU is employed for each household to modify the power consumption
to power request. Let z; denote the power request decided by EMU at time step ¢, which
is assumed to be fixed during a short period until the next decision is made. Thus, the
observation of the adversarial NILM is the power request sequence z = {z;}7_; instead
of the power consumption sequence y. We assume that the naive adversary knows the
FHMM of each household but believes the observation is y. Given the FHMM parameters
6(N) and the true observation sequence z, the adversarial NILM is MAP inference as

g — arg max L (z, a:(l’N)|)\(1:N)) , 4.3)

2(1:N)

where (V) are the most likely hidden operating state sequences. Taking into account the
FHMM-based adversarial NILM in (4.3) and the privacy-preserving objective, the EMU
can optimally design the power request sequence z* to minimize the following joint log-
likelihood as

2z* = argmin £ (z, x*(l:N)‘)\(l:N)) . 4.4)
z

Operationally, given the optimal power request sequence z*, the true operating state se-
quences z*(%N) has the minimum joint log-likelihood, i.e., the FHMM-based adversarial
NILM will least-likely make a correct inference on the true operating state sequences.
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Proposition 6. The privacy-preserving problem (4.4) is equivalent to the following opti-
mization:

1
S m)?} , “5)

_ N 2 _ N 2
where iy =Y Higrm ando; =3, _, Ty
L t

Proof: Since the adversary believes his observation is y, the joint log-likelihood in (4.4)
can be rewritten similarly as (4.2) as

L (z7m*(1:N)‘0(1:N)>
N T N

= logP (zi(”) |7r(")> +> Z log P (w;k(") |7, A(”)>
n=1 t=2 n=1

T
+Y log P (Yt = 2|, B“:N)) . (4.6)
t=1

Since the first two terms in (4.6) do not depend on z, the optimization problem (4.4) is
equivalent to the following problem

T
z*¥ = arg minZlogP (Yt = zt|x:(1:N)7B(1:N)) , 4.7
z t=1

where the RHS is fully parameterized by the emission distributions in BN, From the
perspective of the adversary, the power request Zy nominally has the same emission dis-
tribution as the aggregated power consumption Y;, which is a Gaussian distribution as

Yt|~T*(1 a N(Zﬁ:l Ux;%")vzg:l Ui*(n)) = N (s, 07). Thus, we have
g t

1 1
\/2mo? 207

Since only the term —#(zt — 11¢)? depends on the power request z, the optimization
t

(2 — pe)?. (4.8)

logP(Y} = zt|xt*(1:N), B(LN)) =log

problem (4.5) is equivalent to the optimization problem (4.4). O

Definition 1. Regarding the FHMM-based adversarial NILM, we define the privacy-preserving
metric as

Dz, fu by, (o)L, =Z[ -] 49)

Note that z* is the best privacy-preserving power request sequence against the FHMM-
based adversarial NILM and achieves the minimum privacy-preserving metric
D(z*, {1, {o?}]_|). Operationally, a power request sequence z with a smaller value
of D(z, {p}1_1,{0?}]_,) has a better privacy-preserving performance.
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4.3 System Model and Non-Cooperative Game Formulation

Consider a smart metering system as shown in Fig. 4.2, where M users (households) are
served by the same EP. At time step ¢, for user i € M = {1,2,..., M }, denote its power
consumption by y; , where y; ; takes values from the set of samples of a certain Gaussian
distribution within the range Y = [0, Ymaz), and denote its power request from the EP
as 7,y € Z = [0, Zmqq). Assume each user has an RES with time-variant finite power
capacity R; ;, we denote the power request of user ¢ from the RES as r; , € Ry = [0, R; ¢].
Note that y; ;, 2; ¢, and r; ; are assumed to be fixed during the short period between time
steps t and ¢ + 1. Moreover, the power consumption y; ; should always be satisfied by
supplies from either EP or RES without any wasted energy, i.e., ¥;; = 7, + 2;,¢. Since
the power supply from the RES is limited as r; ; € R = [0, R; +], the power request from
the EP z; , should be chosen from the following feasible set

Z(Yit, Rit) ={zip € Z :max{0,y;r — Ris} < zip < Yirt, (4.10)
where the lower bound y; ; — R;; ensures that the power request z; ; provides at least
the remaining power when the RES power supply cannot solely satisfy the user’s power
consumption; the other lower bound 0 means no energy can be sold back to the grid; and
the upper bound is due to the constraint that no energy is wasted. Assuming the adversary
is applying the above FHMM-based NILM to infer on the hidden operating states for all NV

appliances of user ¢ over a relatively short time period 7, i.e., {x:(ln), xz_(;), e :cj(;) } for

all 1 < n < N. We further assume that the user can predict its own operating states over
the time period T'. Therefore, {111, fti,2, ..., pi,r} and {o? |, 075, ...,07 ; } are known to
user ¢. If we only consider the privacy of user ¢, the corresponding privacy-preserving
problem is

_min Dlzi, {ia Y {07 V). (4.11)

{zi:2i,t €Z(yi,e, Ri 1), Yt}

We next introduce the pricing model. At time step ¢, the price is decided by the total power
request of all users, and each user is billed based on the price and the amount of his own
energy request. We assume that the users are truthful and have no incentive to deviate,
given the possible penalties that will be incurred. Same as [82], we consider that the price
is proportional to the total power request of all users as

P(Zt, Pbases Oé) = Pbase + « Z Zity (412)
ieM
where ppqse and o are parameters set by the EP, and z; = {z1 ., 29t ,zM7t} are the

power requests of all users at time step t. The EP adjusts ppqse and « to control the price
and further the amount of power consumption of the users. Before the beginning of the
T'-time horizon, the EP will decide on py4s. and «, and the corresponding pricing function
will be announced as a prior knowledge to all users. If we only consider the cost-saving
objective, user ¢ wishes to solve the following problem:

T
_max > 0Wie — 2i.0)p(2t: prases @), (4.13)
{zizi €2(yi e, Ri 1), Vt}
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Figure 4.2: Smart grid system with an energy provider and M users. Each user is equipped
with a RES and a privacy-cost-aware EMU. The EMU modifies power consumption profile
to protect privacy against the adversary, who applies FHMM-based NILM, and to reduce
the cost by taking into account the dynamic energy price.

RES

Tm,t

where 7 is the factor that transfers the power to the energy.

In general, user 7 can have both the privacy-preserving and cost-saving objectives with
different concern weights. Thus, the EMU of user ¢ generates the power requests to maxi-
mize the weighted privacy-preserving and cost-efficient objective as

T
> 0k — 2i0)p(Z1; prases @) — viD(zi, {pii Hoy {07 1), (4.14)

t=1

where v; > 0 is the weight factor to tradeoff the privacy-preserving and cost-saving ob-
jectives. Solving such a problem via offline optimization methods requires full knowledge
of the operating state sequences, the power consumption sequence, the time-variant power
capacity of RES. Since we consider a relatively short time horizon, we assume that all
those parameters can be predicated before the beginning. Furthermore, the price model de-
pends on the power requests of all users. Therefore, all users interact with each other when
they determine their own power request sequences. In the following, we will formulate the

strategic interaction as a non-cooperative game.

Given the power requests of all other users z_; = {z1,22,...,2i-1,Zit1,-- -, ZM }»
the payoff function of user ¢ by sending the power requests z; = {z; 1, zi2,..., 2,7} is
defined as

T
T 2T
Ui(zi,2—:) = > 1(ir — 2.0 (21, Prases @) — viD(zi, {pii Hrs {07, H)-
t=1

As the price is jointly determined by the power requests of all users z;, the payoff of
each user is a function of power requests of other users. Thus, the users are engaged in
a non-cooperative game, where each user wishes to maximize his own payoff rationally.
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In this game, we are interested in characterizing the NE, in which each user plays the
best-response strategy of all other users’ strategies to maximize the payoff function.

Definition 2. In the non-cooperative game, the power requests of all users (25,25, ..., z%)
form an NE if and only if

Ui(zf?zii) >U; (Zza ) Vi € M. (4.15)

With the above definitions, the existence of the NE is guaranteed by the following
theorem.

Theorem 3. The non-cooperative game admits a unique pure-strategy NE if o >
ViI<i<M,1<t<T.

27]

Proof: The proof is provided in Appendix A.7.

Remark 7. The sufficient condition to guarantee the existence of a unique pure-strategy
NE is equivalent to form a multi-player concave game. Therefore, the sufficient condition
is more likely to be satisfied by increasing the cost—saving “weight”: na, or by decreasing

the privacy-preserving “weights”: 53—, 53—, ..., or 53—,
1,1 1,2 M,T

4.4 Distributed NE Energy Management Seeking Algorithm

Solving the unique NE of the non-cooperative game via the traditional centralized method
is computationally complex and requires all the users to share their payoff functions. As
shown in (4.15), the payoff function of each user contains the private information, such as
(4.t O'Z ») related with the hidden operating states and the power consumption y; ;. Thus,
each user’s power consumption behavior will be revealed by sharing the payoff function
with the other users. Due to the high complexity and privacy risk in the traditional cen-
tralized method, we develop a distributed algorithm that can converge to the unique NE
based on the traditional relaxation algorithms [83]. Compared with the traditional cen-
tralized method, our proposed algorithm is implemented in a distributed manner such that
each user only needs to know his own action and the best response given other users’ ac-
tions without sharing the payoff function, which significantly reduces the computational
complexity and avoids the privacy leakage.

With slight abuse of notation, we define the action set of an arbitrary game as X, and
letx € X and y € X two feasible action profiles.

Definition 3. Let U; be the payoff functton of player i. Given two action profiles x =
(z1,x2,.. xM) andy = (y1,y2, - - - 7yM) the Nikaido-Isoda function ) : X x X — R
is then deﬁned as

(e, y) =Y [Uilyi, z—) — Uilwi, x3)]. (4.16)

ieM
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Definition 4. Given the action profile x, the best response vector is defined as

BR(x) = (BRy(x), ..., BRy () = argmax (z, y). (4.17)
yex

Now we consider the M -person concave game at time step t. Applying the above
definitions to our problem, the corresponding Nikaido-Isoda function is

M
V; _
Uz 2) = (202 —na)z + (i — 10Z_i1)7

- it

=1 ! (4.18)

17 _
*(ﬁ — )z — (64 — NQZ_i4)Zi e
it

Given the above Nikaido-Isoda function, we provide the best response power request of a
user at time step ¢ in the following lemma.

Lemma 3. At time step t, given a power request profile zi, the best response power request
of user i is given by

Sit—NAZ_it o Oit—NAZ_i¢ =, )
277‘1_% ) if 2na— ”21 € Z(yz,taRz,t)
”1$t B Tit
_ e O —naZ_g,
BRi(z) = i, if =550t T > Vi . (4.19)
it

max{0,y; ; — R; .}, otherwise

Proof. By taking the partial derivative of the Nikaido-Isoda function 1 (z;, ;) with respect

to 2; 4, the best response of User i can be easily derived by solving the optimality condition
Pt = 0fori € M. m

Based on the derived best response, we propose the following modified relaxation algo-
rithm that can be performed in a distributed manner. And we further show that the power
request profile of all users will converge to the unique pure-strategy NE by implement-
ing the proposed distributed relaxation algorithm. In the following theorem, we provide a
sufficient condition for the convergence of Algorithm 4.

Theorem 4. By implementing Algorithm 4, the power request profile of all users will con-
verge to the unique pure-strategy NE of the non-cooperative game if o > —Zi— for all

noi ¢
1<i<Mandl <t<T.

Proof: The proof is provided in Appendix A.6.

4.5 Numerical Experiments

In this section, we present numerical results of our proposed privacy-preserving and cost-
efficient energy management strategy. The experiments are carried out based on the low
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Algorithm 4: Distributed Relaxation Algorithm for Solving the Nash Equilib-
rium
1: Initialize T'-time horizon power request profile zl[o] foralli € M.
2: Set the initial iteration index s = 0, the threshold value e, the initial step size £o, and the
diminishing step size £s = 57% forall s > 1.

3: repeat
4. fort=1,2,...,Tdo
5: Each user broadcasts the latest updated power request to all other users, i.e., all users
know z[*);
6: for i € M do
7: User ¢ calculates his best response power request BRi(zt[S]) and updates his power
request as
a e (1= €27 +&BRi(=");
8: end for
9:  end for
10: s+ s+ 1;
2
11: until ‘Ui(zl[s],z[_sl) - Ui(zz[s_ll,z[_si_I])H <eVie M
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Figure 4.3: HMM emission model for dishwasher of user 1.

frequency power consumption samples of different appliances from different households
in REDD dataset [81]. We re-sample the data within an interval of two minutes.

We first learn the HMM parameters for different appliances by utilizing the method
proposed in [38]. As an example illustrated in Fig. 4.3, the dishwasher of user 1 has three
different operating states, and the corresponding emission distributions at three different
operating states are identified as three Gaussian distributions.
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Figure 4.4: HMM load disaggregation of the true power consumption sequence.

Next, we provide a naive example to demonstrate the performance improvement of the
designed privacy-preserving energy management strategy by only optimizing the privacy
measure. In more details, we consider a special case where user 1 has only one appliance.
As shown in Fig. 4.4, on receiving the true power consumption pattern of the refrigerator
for user 1, the adversary can exactly identify the true operating states of the refrigerator
by applying HMM load disaggregation [38]. To preserve the privacy, we design the corre-
sponding privacy-preserving power requests by solving (4.5). As it is shown in Fig. 4.5, the
privacy-preserving power request sequence will lead to a totally wrong load disaggregation
analysis for the adversary.

In the following, we provide the simulation results for our privacy-preserving and cost-
efficient power request design. In more details, we consider three users with their different
appliances that involved in the non-cooperative game.

e user 1: dishwasher, light, and refrigerator.
* user 2: dishwasher, light, and refrigerator.

e user 3: dishwasher and washer-dryer.

We assume the adversary implements the load disaggregation every hour.

The power consumption patterns of different appliances of each user and the corre-
sponding aggregated power consumption patterns are illustrated in Fig. 4.6. And the HMM
emission parameters of different appliances are illustrated in Table 4.1. We further assume
the adversary implements the FHMM load disaggregation based on the data samples col-
lect in every one hour, i.e., " = 30 with sampling interval of two minutes. The parameters
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Figure 4.5: HMM load disaggregation of privacy-preserving power request sequence.

Table 4.1: HMM emission parameters for different users.

Appliances State 1 State 2 State 3
user 1 dishwasher =225 06=15 pu=412,0=39 pu=1113, 0 =23
user 1 light pw=_81, =2
user 1 refrigerator w=17 0=2 w=193, 0 =10 w=425 0c="T7
user 2 dishwasher =192, 0 =35 =737, 0 =10
user 2 light nw=24 0c=3 uw=49, 0 =4 w=193, 0 =13
user 2 refrigerator p=1 0c=1 pnw=114, 0 =6

user 3 dishwasher
user 3 washer-dryer

pw=130, c =12 p=1317, 0 =18
pw=274, 0=33 pu="713, 0 =59

for the pricing model are set as: ppqse = 0.5 and o« = 0.001. All RESes are identical and
are asummed to have time-invariant power capacities, i.e., 81 ; = Ry; = R3; = 1000
for all 1 < ¢ < 30. The other parameters are set as: 7 = 30, v; = 0.5, 1o = 1, v3 = 2,

and § = 1.

The convergence results of our proposed distributed relaxation algorithm

are shown in Fig. 4.7. As we can see from the figure, the payoff functions of all users
converge after 7 iterations. As a comparison, we consider the case where user 2 and user 3
still carry out the NE power management strategies, while user 1 takes an arbitrary power
management strategy within the feasible set. As we can also see from Fig. 4.7, the payoff
of user 1 reduces significantly compared to the payoff achieved at the NE, while user 2 and
user 3 gain more payoffs compared to the payoffs achieved at the NE.
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Figure 4.6: (a)-(c) Power consumption patterns of different appliances for three users. (d)-
(f) Aggregated power consumption patterns for three users.
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Figure 4.7: Convergence of the proposed distributed relaxation algorithm and the perfor-
mance comparison between NE power management strategy with the non-NE benchmark
power management strategy.
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4.6 Summary

In this work, we have shown that renewable energy sources can be used for both privacy
preserving and cost saving objectives. We have shown that the privacy-preserving problem
under the FHMM-based adversarial NILM can be formulated as a power request design
that minimizes the joint log-likelihood of the power request sequence and the operating
state sequence. With the dynamic pricing model that is determined by all users’ aggregated
power request, the privacy-preserving and cost-efficient power request design problem be-
comes a non-cooperative game. Accordingly, an unique NE energy management strategy
that trade off each user’s privacy measure and the cost savings is designed to make sure
that all users are satisfied. The complexity of solving the Nash equilibrium grows quickly,
which calls for computationally efficient solutions. Our proposed distributed relaxation
algorithm is computationally efficient and works for high-dimension problems. Our nu-
merical experiments show that the distributed relaxation algorithm leads to a unique NE
that trade off privacy-preserving and cost-saving so that all users are satisfied. In partic-
ular, they also show that optimizing our defined privacy objective can efficiently preserve
the users’ privacy against the FHMM-based adversarial NILM.
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Data-Driven Self-Calibration for Gas
Sensors
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Chapter 5

HMM based Single Gas Sensor
Calibration

In this chapter we focus on the problem of single NDIR sensor calibration, where the
HMM is proposed to jointly model the stochastic relationship between the observed sensor
measurements, the true calibration parameter, and the environmental temperature. The
calibration of a single sensor is then performed by using statistical inference tools from
the standard HMM framework. Particularly, we first develop a deterministic HMM which
is shown to have a relatively high prediction accuracy within a short period after it has
been trained. As the time evolves, the calibration performance of this deterministic HMM
degrades, and this leads to our time-varying HMM formulation. Under the time-varying
HMM framework, a time-adaptive EM learning approach is proposed to efficiently update
the HMM parameters. The content of this chapter has been taken from Paper C and Paper
D, while some parts have been verbatim copied.

This chapter is organized as follows: the deterministic HMM based drift process mod-
eling approach is first presented in Section 5.1; Section 5.2 introduces the time-varying
HMM based drift process modeling approach, where a time-adaptive EM based learning
framework is further proposed to track the time-varying HMM. Finally, numerical results
are provided in Section 5.3, and we conclude this chapter in Section 5.4.

5.1 Deterministic HMM based Stochastic Modeling of NDIR Sensor
Drift Process

In this section, we propose to use an HMM to model the probabilistic relationship between
the true calibration parameter and the observations of an NDIR sensor. To reduce the
complexity of our proposed problem, we restrict all the relevant variables in our proposed
model to lie in finite discrete spaces. We also assume that the environmental temperature
at each time instance can be observed without any noise. As we mentioned before, the
unobservable true calibration parameter X is adjusted according to the drift of I caused by
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the temperature change. Thus, given fixed values for current ¢ and temperature c, there is
a one-to-one mapping relationship between the true C'O- concentration level and the true
calibration parameter x given by the deterministic mapping g(-). Since the true CO5 level
(or true calibration parameter) is not directly observable, we model the true calibration pa-
rameter as the hidden state that evolves with time. We use {X;}7_, to denote the discrete-
time stochastic process that describes the hidden states. While the sensor is operating using
the calibration parameter r, we observe the noisy sensor measurement Y of the true CO,
concentration level. Thus, we let {Y;}7_; denote the discrete-time stochastic process of
the observations of our proposed HMM. In this work, we focus on compensating the tem-
perature dependency of the drift process. To this end, we let {C;}7_; denote the discrete-
time stochastic process of the temperature that is fully observed. The random variable
A; = Cy — Cy_1 denotes the change of the temperature between two consecutive sampling
instances. Experimental studies with the actual NDIR sensor data showed that it is suffi-
cient to include only the temperature change to characterize the temperature dependency
of the transition of the true calibration parameter, i.e., PXt+1 xt,ottt = PX,,+1|X{,A§“-
At time step ¢, we further assume that the transition of the true calibration parameter only
depends on the current state X; and the temperature change from time ¢ to time ¢ + 1, i.e.,

PXt+1‘X{,A§+1 = PXt+1|Xt1At+1' (51)

We also assume the emission of the current observation Y; only depends on the current state
X. In this case, we end up with an HMM, which is fully characterized by the following
distributions:

* Time-invariant transition probability: X; 1 ~ Px, . |x,,A,41-
* Time-invariant emission probability: Y; ~ Py, x,,

e Prior distribution: X ~ Px,.

We further assume that the true calibration parameter takes values from a finite integer
set. Therefore, the hidden state corresponds to the quantized true calibration parameter.
Assuming there are N such quantized values in total, hidden state X, takes values from
the set X = {xz}f\il C Z. Similarly, we assume that the C'O, measurements can only
take integer values within a certain range. In this case, given there are M possible CO,
measurements in total, the random variable Y; takes values from the set Y = {y;}£, C Z.
Likewise, the quantized temperature change takes values from the finite set A= {4, }lel C
R.

For compactness, we denote the transition probability Px, ., |x, A, (Ti|2i, 1) as
Aii’u- The set A = {Aii/u}i’i/)l thus describes the transition behavior of the true cal-
ibration parameters given different temperature change values. Likewise, the emission
probabilities are denoted by B;(j) = Py, |x, (y;|z:), B = {Bi(j)}i,;» which is the likeli-
hood of CO3 measurement at time ¢ given different X;. Lastly, we define p; = Px, (z;),
p = {p:}i, as the initial prior distribution of the true calibration parameter.
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Remark 8. Given the above definitions, the parameters A = {m, A, B} fully characterize
a statistical model of the drift process of a single NDIR sensor.

The above HMM parameters can be learned via either a supervised approach or an
unsupervised approach depending on whether the labeled training dataset is available or
not. The calibration of a single NDIR sensor is then achieved by inferring the true underly-
ing calibration parameter using the standard tools from the HMM framework, e.g., Viterbi
decoding [75].

However, since the underlying dependency between the NDIR sensor components be-
havior and the temperature varies over time, the drift process of the NDIR sensor would
also be time-varying. Correspondingly, instead of being time-invariant, the HMM pa-
rameters also varies over time. Thus, to maintain a good model performance, the HMM
parameters should always be updated by re-training process that combines the recently in-
corporated data samples. However, this will further raise two main challenges regarding
the computational efficiency and storage efficiency. On one hand, as time evolves, the size
of the dataset also grows. It however would be inefficient to store all data samples and
re-train the HMM each time using all historical data samples. On the other hand, as the
dataset grows, re-training the HMM using large amount of data would be computation-
ally complex and time-consuming. Additionally, as the EM algorithm already takes time
to converge, it would be even more critical when the underlying stochastic process of the
target model is varying rapidly and the re-training procedure needs to be done with high
frequency. To address this, we next follow the concept of transfer learning [84] and propose
a time-adaptive EM learning framework that can efficiently update the HMM according to
the variation of the target model.

5.2 Time-Varying HMM based Stochastic Modeling of NDIR Sensor
Drift Process

In this section, we focus on the problem of utilizing HMM to model the time-varying drift
process of NDIR sensor. Besides, considering the fact that a reference measurement is
usually not available, i.e., only the sensor measurements and the environmental factors can
be observed while the values of true calibration parameter are missing, the EM based un-
supervised learning approach is further proposed to deal with unlabelled dataset. In order
to maintain a single stationary Markov chain for our HMM and reduce the computational
complexity of the unsupervised learning algorithm, we make a slight modification for the
propose HMM such that the hidden state is now defined as the pair of true calibration pa-
rameter and temperature change, i.e., X; = (Q¢, A¢). And the rest part of the proposed
HMM remains the same as it is defined in Section 5.1. In the following, before we present
our designed algorithm, we first provide some general concepts on the time-varying model
tracking problem.

Consider the scenario where the underlying stochastic process of the target model is
non-stationary. In this case, the model parameters need to be always updated to avoid the
model becoming out-of-date after a certain period, i.e., given a growing time series that
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contains data samples generated by a non-stationary stochastic process, we wish to learn
the parameters that can accurately characterize the statistical properties of the current target
model. In the following, we first provide a condition that can be used to justify if the model
is out-of-date.

Definition 5. Let \°!? be the parameter which is most recently trained by a data sample
sequence of length L. At time step t, assume A\t is the optimal parameter of the current
underlying model, i.e., the parameter that can the accurately characterize the statistical
properties of the current target model. \°'¢ is then considered to be out-of-date at time
step t if the following condition is satisfied

In P(F A7) — In P(7*|A) > w, (5.2)

where ijt = [Yt—Lt1s Yt—L42, - - - Yt)-

Once condition (5.2) is satisfied, the model parameter should be updated with the re-
training process using the new dataset that incorporates recently collected data samples.
Due to the issue of computational efficiency and time efficiency, a time-adaptive scheme
should be designed to guarantee a fast convergence for the EM algorithm when re-train the
model over time. According to [75], an appropriate initialization that fits the underlying
model would result in a fast convergence of the EM algorithm. Thus, we next propose a
time-adaptive EM algorithm, where the first iterate of each model updating phase is ini-
tialized as the learned HMM parameters from last model updating phase. In the following,
we first provide details on our designed time-adaptive EM algorithm, and we will further
provide the corresponding convergence rate for the proposed algorithm under certain as-
sumptions.

5.2.1 Time-Adaptive EM based Time-Varying HMM Tracking

Let p = [1,2,3,...,00) be the index of of model training phases. At phase p = 1, we
train the HMM model for the first time according to the standard procedure of Baum-
Welch algorithm with a randomly selected initial HMM parameter estimate Ay € A. For
phase p > 2, let AP be the HMM parameters learned from phase p, the HMM model
is also trained by using Baum-Welch algorithm but with the initial parameter estimate
selected as A\ = AP~1 i.e., we use the HMM parameters learned from the previous training
phase as initialization for the current training phase. The corresponding algorithm design
is summarized into Algorithm 5.

We next provide the convergence results of the above algorithm in each model training
phase. For p > 2, denote y?~! and y” as the observation sequences in two consecutive
training phases. Also, let X?~! and X be the stochastic vectors that describe the hidden
state sequences during phase p — 1 and p, and denote their corresponding realizations as
zP~! and xP. In phase p, we wish to find the HMM parameters A\ € A that maximizes the
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Algorithm 5: Time-adaptive EM algorithm for unsupervised HMM model up-
dating
1: Initialization:
The initial model updating phase index p = 1, the threshold value ~, and a randomly
selected initial parameter estimate /\0 € A for phase p = 1. Learn the HMM
parameters A! by following the standard procedures of Baum-Welch algorithm.
2: forp > 2do
3:  Initialize the parameter estimate as 5\8 = A\*~1. And the HMM parameters AP for
phase p are learned according to the procedures of Baum-Welch algorithm
4 p+p+1
5: end for

likelihood defined in (2.21), i.e.,

A = arg max In Z Py, zP|N), (5.3)

A€A TP EAP

where AP denotes the feasible set for the hidden state sequences during phase p. Corre-
spondingly, given any parameter estimate \’, the Q-function then becomes

QAN) = > WPy, 2P| NP (2"|y?, N). (5.4)
TP EXP

The EM algorithm then requires to optimize the above )-function in each iteration. With
the pre-defined HMM parameters, we have

T
P(yp’ xp‘)‘) = ﬂ-xg Axf_lszxf (yf) (5.5)

t=1
Plugging the above equation into (5.4), we have the following lemma.

Lemma 4. With the factorization defined in (5.5), the Q-function defined in (5.4) can be
re-written as

QM) = (ln A, P), (5.6)
where Vi k € [1: K|,j € [1 : M), there is
= [{mi}i {4 b ABi(9) gl (5.7)

and
{P(yP, X5 =il\)}

P= {Z . P(yP, Xp 1=1 XP = ill)‘/)}z i’ (5.8)
{Zf 1 yt( )P(yp Xpil‘)‘ )}113
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where 1 is the indicator function, i.e., Z,» () =1,ifyf =4, Iy (j) = 0, otherwise.
Proof: By plugging (5.5) into (5.4), the Q-function can be decomposed as

K
QUAN) = InmP(y?, X5 =iX)
i=1

!

n In Ay P(y?, XP | =i, XP = k|)) (5.9)

1M
M= I
i

B

+ In B;(j)Z,p ()PP, XP = i|]\).

Ih

<
I
A

<.
Il
—
o~
Il

1

The above equation can be easily verified to be the inner product between the vector In \
and the vector P. O

Before we present the convergence results, we first make state on the following as-
sumptions.
Assumption 1: There exist some statistical similarities or correlations between the com-
plete dataset during phase p — 1 and p, i.e.,

In Z P(y?,2P|\P") —In Z P(yP, aP| NP1 <, (5.10)

TP X'P rPEXP

where ¢ is a relatively small positive constant and AP~ denotes the optimal HMM parame-
ters for phase p.

Remark 9. Combing (5.2) and (5.10), for any w < €, also noticing ) ., x» P(y?, P NT) =
In P(y?|\P"), the model updating should be implemented when the following condition
holds

w <InP(yP|AP") —In P(yP|\P7Y) < e, (5.11)

which implies that the model should neither be updated when the underlying stochastic
process has varied too much nor be updated when there is no obvious variation for the
underlying stochastic process.

Remark 10. 7o make sure (5.11) holds for each training phase p, one should frequently
check if the following condition holds given any time step t

w<InP(FA) — In P(FH X)) < e. (5.12)

Notice that the optimal parameter \'" at time t is unknown. In this case, we need to
get the estimated optimal parameter A by re-training the model using a new dataset
that incorporates recently collected data points around time t, and evaluate the value of
In P(5|At") — In P(5¢| ') instead.
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However, repeating this process to check if the model is out-of-data is not only time-
consuming but also computationally inefficient, i.e., time and computational resources
would be wasted if (5.12) turns out to be not true thus model updating is not necessary.
As an alternative, we propose a time-adaptive scheme that can regularly update the model
parameters. Under such a scheme, the model parameters are updated with fixed-length
intervals, where the above test can be used to determine the appropriate time interval
length!.

Assumption 2: Given any HMM parameters A’ € A, all elements in vector P are lower
bounded by a positive number 7).

With the above definitions and assumptions, we summarize the convergence results for
our proposed algorithm into the following theorem.

Theorem 5. If the HMM parameters for each single sensor are updated according to
Algorithm 1, then in any model updating phase p the HMM parameter estimate N will
converge according to the following rate.

2¢
min |22 — A7 |1P < X 513
ne{1,21,...,k} H " ”71” ~ nk ( )
where k denotes the number of iterations that has been ran in phase p.
Proof: The proof'is provided in Appendix.

Corollary 4. Even if Assumption 2 cannot be satisfied, by adding a strongly convex regu-
larizer & ||\ |§ , 1 > 0to the Q-function, one could still achieve the following convergence
rate

2¢

o (5.14)

n—1

N N 2
R

min ’
ne{l,2,...,k}

where « is a positive number.

Remark 11. Generally, the smallest element in P could be 0. For such cases, we could still
achieve the convergence rate in (5.13) by maximizing the regularized Q-function Q(AX )—
7 2. . .

S IX||5 in each EM iteration.

5.3 Numerical Results

In this section, we present numerical results of our proposed calibration framework. The
experiments are carried out based on the data collected from the sensors integrated at the
air quality monitoring station in Diiebendorf in Switzerland.> The dataset contains data
collected from 18 low-cost Senseair LP8 NDIR C'O, sensors, and a high-accuracy C' O,
reference sensor over a period from 2017 to 2019.

I'This fixed length can also be decided by visualizing the real problem performance, e.g., use the recently
trained HMM parameter to perform the Viterbi decoding on different parts of the time-series, and decide on an
appropriate interval length based on the decoding accuracy. More details on this method will be illustrated later
in the numerical results section.

2The sensor network is deployed by EMPA.
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Figure 5.1: Accurate prediction for 20 days immediately after the initial training phase.

Table 5.1: Quantization of A,.

Interval Level Interval Level
(=00, —0.2) 1 (0.2, +00) 2
[—0.2,0.2] 3

5.3.1 Prediction Using the Fixed HMM

We first use the data collected from January 2018 to August 2018 to initially train the
HMM.? In more details, the training data sequence is generated by sampling the original
data sequence with 1 hour interval so that the length of training data sequence is 6000.
We restrict that the possible COy concentration levels and the true calibration parameter
can only take integer values and lie in the range [300ppm, 600ppm], and [12400, 13000]
respectively. We further round the true calibration parameter to values 12400 : 5 : 13000,
which is 61 different integer levels in total. Besides, we quantize the temperature change
A into three different levels as shown in Table 5.1. The initial HMM is trained by applying
the EM algorithm with a random initialization using the above training dataset. By utilizing
the Viterbi decoding, the predicted C'O5 concentration levels (derived by calculation based
on (4.10) using the predicted true calibration parameter) in the next 6 months are compared
with the reference values.

The immediate prediction result is shown in Fig. 5.1. As we can seen from the figure,
the accuracy of the immediate prediction is quite high since the model is up-to-date and
the HMM parameters can accurately characterize the current drift process. However, as the
time evolves, the calibration performance degrades. As we can see from the first figure of
Fig. 5.2, the prediction accuracy starts to decrease at the end of that phase, which is around

3Due to the shut down of devices or some other unpredictable reasons, the whole dataset contains large parts
of missing data samples. Thus, we select the data sequence within this range to avoid having long missing data
sequence included.
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Figure 5.2: Predicted C'O5 concentration levels using the initial HMM compared with the
true C'O- concentration levels for 6 different 20-days periods within 2018.09-2019.03.
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one month after the initial HMM has been trained. Meanwhile, as we can see from the
other plots in Fig. 5.2, the calibration performance keeps degrading as time evolves, which
means the initial HMM becomes more and more inaccurate and is not able to characterize
the later drift processes. As it can be also seen from the plots as well as the MSE values
in Fig. 5.2, even though the prediction accuracy of the initial model starts to decrease, it
can still be maintained at a certain level for around one month and not going to decrease
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Figure 5.4: Predicted C'O5 concentration levels using the updated HMM compared with
the true C'O4 concentration levels for 4 different 20-days periods within 2018.10-2019.03.

too much. In this case, the length of the intervals between model updates should be chose
as any duration between 1-2 months depending on the desired prediction accuracy, i.e., the
shorter the length the higher the prediction accuracy. To verify this, we further provide a
figure that shows the differences of log-likelihood as defined in (5.2). Fig. 5.3 illustrates
the variation of the differences In P(7*|\!") —In P(5|\°!) at different time steps after the
initial training phase, where the estimate of the current optimal parameter A" is learned
by utilizing the training dataset that builds on 3000 consecutive data samples before the
current time step. As we can see from the figure, the difference of the log-likelihood has
an obvious increase between 20-40 days and keeps increasing afterwards. This coincides
with the conclusion we draw by visualizing the prediction accuracy in Fig. 5.2 and shows
that the initial HMM becomes more and more inaccurate. Combining Fig. 5.2 and Fig.
5.3, we can also determine possible values of w and ¢ for our time-adaptive algorithm, e.g.,
update the model when 2000 < In P(5*|\!") — In P(5*|\) < 4000.

5.3.2 Prediction Using the Time-adaptive HMM

Next, we provide results to demonstrate the performance of the proposed time-adaptive
HMM. After the initial HMM has been trained, we re-train the model after every 30 days
using 3000 consecutive data samples before that re-training time step. And the initializa-
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Figure 5.5: Comparison of the average convergence speed of our proposed scheme and the

benchmark scheme.

tion of the EM algorithm in each re-training phase is set as the HMM parameter that has
been learned during last training phase. The calibration performance of our proposed al-
gorithm is illustrated in Fig. 5.4. Comparing the results with Fig. 5.2, it can be seen that
the prediction accuracy of our proposed time-adaptive HMM is significantly better than the
prediction accuracy of using a fixed HMM.

5.3.3 Convergence Analysis

Lastly, we provide simulations results illustrating the convergence of our designed algo-
rithm. The experiment is carried out 1000 rounds, where in each round the initial HMM is
trained with a different random initialization. We further re-train the HMM 7 times after
every 30 days using our proposed scheme and the standard EM algorithm (with a random
initialization). The convergence threshold ~y in (2.25) is set to be 0.0001, and the algorithm
runs until (2.25) is satisfied during each training phase. The average number of iterations
that is needed for convergence in each training phase for both schemes is illustrated in
Fig. 5.5. As it is shown in the figure, our proposed scheme significantly improves the
convergence speed as time evolves.

5.4 Summary

In this chapter, we developed a time-adaptive framework to learn parameters of a hidden
Markov model used for data-driven calibration of low costs NDIR gas sensors which drift.
The data-driven calibration routine is described by a statistical inference problems on the
hidden state that describes the true calibration parameter. It is shown how a time-adaptive
expectation maximization learning framework that can be used to efficiently update the
hidden Markov model to track the time-varying drift process of the sensor. Compared to
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the previous works that use a fixed HMM to predict the true calibration parameter, our pro-
posed framework significantly improves the prediction accuracy over the whole lifetime
of the sensors. Moreover, our designed framework can be seen as a transfer learning ap-
proach that (i) always achieves a fast convergence rate with a relatively small training data
set and (ii) allows to discard previous measurements and thereby systematically prevents
a big data storage problem due to growing stored data for training. This shows the great
value of our designed framework regarding data efficiency, computational efficiency, and
time efficiency.



Chapter 6

Joint Calibration for Gas Sensor
Network

The previous HMM based self-calibration method only works for a single sensor. It will
perform poorly when the stochastic calibration model does not characterize the drift behav-
ior accurately or when the model becomes out-of-date. The uncertainty of the single sensor
measurement and calibration can be reduced by deploying multiple sensors to monitor the
gas concentration. Thus, in this chapter, we consider the networked calibration procedure
in a gas sensing system, where a joint calibration is performed on multiple sensors. In the
following, we first introduce the structure our gas sensing system. Based on this model.
we further propose two different joint calibration algorithms for the NDIR sensor network.
The content of this chapter has been taken from Paper C, while some parts have been
verbatim copied.

This chapter is organized as follows: The gas sensing system model is presented in
Section 6.1. Section 6.2 introduces the method to derive the belief functions by using the
HMM of each sensor. The belief Function Fusion based self-calibration algorithm and the
deep reinforcement learning based self-calibration algorithm are provided in Section 6.3
and 6.4. The performance of our proposed calibration algorithms is validated via experi-
ments in Section 6.5. We conclude the chapter in Section 6.6.

6.1 System Overview

Consider an NDIR C'O5 sensor system with multiple NDIR sensors that measure the time-
varying C'O4 concentration level in the same environment over a certain time horizon, i.e.,
the sensors are measuring the same C'O; level at each time instant. By using the hid-
den Markov model framework in Section 5.1, each sensor can compute its own posterior
distribution of the current true C'O- level given historical measurements, i.e., belief func-
tions of the current true C'O level, at the local computing node. Since the sensors are
unaware of the true C'O5 level, to infer on the current true C'O5 level, the sensors will

73
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Figure 6.1: Working mechanism of C'O; sensing system with multiple locally distributed
sensors, edge devices, and one fusion center in the cloud.

send their belief functions on the true C O, level to a fusion center in the cloud!. After
running certain designed joint calibration algorithms, the cloud fusion center will send the
calibration results back to all the local sensors through the gateway. The system model
described above is depicted in Fig. 6.1. In order to store the data sent from the sensors and
compute the calibration results for all sensors, the cloud fusion center should be composed
by certain computing nodes and storage nodes. The amount of needed computational re-
sources depends on the choice of the algorithms as well as the dynamic of the environment.
There always be trade-off between the amount of required computational resources and the
calibration accuracy. If we can assume that the environment is slowly varying compared
to the sensing interval, then there is sufficient time for the cloud fusion center to do the
computation before the true C'O; level changes. As long as the fusion result is computed
and sent back to the sensors before the true C'O- level changes, it would be valid for the
current period and can be utilized as reference to calibrate all sensors. In case the envi-
ronment varies fast, the cloud needs to do fast computation and give the sensors a quick
response. However, the fast computation can still be achieved by limited computational
resources with lower calibration accuracy, e.g., have more rough quantization for the true

Note that all the sensors should transmit belief functions that correspond to measurements done during the
same period while the environmental conditions remain sufficiently unchanged. Otherwise, the calibration result
will be bad since the belief functions on true C' Oz levels of different environments will be fused. This requires
that the sensors synchronously take the measurement during the same period while the environmental conditions
remain sufficiently unchanged. In case the environment is slowly varying, the condition for the synchronous
sensing will be relaxed since the sensors can take the measurement at any time in a relatively long period while
the environment remains unchanged.
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C O levels to make the belief function vectors shorter. Otherwise, since there will be a
delay caused by the limited computational resources, sensors need to store intermediate
CO4 and temperature measurements during the delay period, do the calibration at a later
stage when they receive the calibration result then replay the belief function evolution.

6.2 On Deriving the Belief Function

Assume we have N sensors in total. Let z; € Z denote the true CO5 level of the envi-
ronment at time ¢. As before, we quantize the true C'Os level into L integer values. Thus,
Z = {zl}le C Z denotes the set of all possible quantized true CO levels. Similarly,
we define i; € 7 as the current val~ue at time ¢, where the set Z contains L integer values
within a certain range, i.e., Z = {ziL} cZ.

Given the above notations, we provide the following definitions of the involved belief
functions:

e At time ¢, the posterior distribution of the true calibration parameter (belief function
of true calibration parameter) of sensor n is defined as P(x|y};_;, c1.t), where
27 denotes the true calibration parameter of sensor n at time ¢, y7.,_; denotes the
historical CO2 measurement from the first time step until time ¢ — 1 of sensor n,
and ¢ is the historical environmental temperature sequence from the first time step
until time ¢.

¢ Attime t, the posterior distribution of the true COs level (belief function of true CO4
level) of sensor n specified by the current value i;' is defined as Pin (2¢]y1';_1, C1:t)-

* At time ¢, the joint posterior distribution of the true CO; level (belief function of
true C Oy level) of all sensors at time ¢ is defined as P(z|y1iY 1, c1.1), where y1:Y
denotes the historical C'O2 measurement sequence of all NV sensors.

Utilizing the HMM parameters for single sensor and the Bayesian rule, the belief func-
tion of the true calibration parameter can be updated according to the following lemma.

Lemma 5. The belief function P(x}|y},_1, c1.¢) can be updated according to the follow-
ing rule

Plafyt—1; ) Pyr' |7
areX P(I?\yi‘;H,Cl:t)P(y?II?)

P(x?|y?:tvclzt) = Z 7V$? cX. (61)

P |yl crier) = Z P(ai |yl cre) P(@f |2, Yy, craqr), Vagy, € X (6.2)
TP eX

Proof: According to the definition of the emission probability in our HMM, we then have
the Markov chain y}' —x7—(y3,_1, c1:¢), which leads to P(yi*|x}) = P(yi|x}, ye_1, c1:t)-
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Plugging P(y}|z?) = P(yf|ay, yii—1, c1.t) into (6.1), the equation is easily to be veri-
fied. Besides, (6.2) holds since we have P (x|}, yi.y, c1aq1) = P(xfy |2}, 01041) =
P(aiy|@, 0e41) according to (5.1), and P(x[yty, cre) = P(af |y, cras1) accord-
ing to the Markov chain x — (yi;,c1.4) — ce41. Thus, given the HMM parameters
{n"™, A™ B™} for sensors n, the belief function P(x}|yt,_,,c1.t) at any time step t can
be calculated according to (6.1) and (6.2) by initializing the belief function as the prior
distribution ™ for sensor n. O

Remark 12. At time t, given fixed ii and ci, Vzy € Z, if there is any Vxp € X that
satisfies z; = g(xy, iy, ct), the belief function of true COy level P (z|yf,_1,c1:t) is
then calculated by

Pin (zi|ytis—1, c1:) = P(xy = h(2e, 3¢ ) [y -1, C1:1), (6.3)

where the function h(-) is the inverse of function g(-) such that g(h(zy,i},¢t), i}, ¢t) =
2, Viy, ct, which is a one-to-one mapping between z; and x}' when i} and c; are fixed.
Otherwise, Pin (2¢|y1'y_1,c1:t) = 0.

With the belief function of true C' O level calculated according to Remark 12, we next
propose a method to fuse these belief functions. For notation simplicity, we use P,,(z;) to
denote the belief function of the true C'O5 level for sensor n at time ¢ and P(z;) to denote
the joint belief function of the true C'O; level for all sensors at time ¢ in the following part
of this section.

6.3 Belief Function Fusion based Self-Calibration for NDIR Sensor
Network

For this calibration scheme, the belief function fusion approach will be performed at the
cloud fusion center to get a fused belief function. The fused belief function can finally be
adopted as updated belief by all sensors (calibration). Assume there are N sensors in total
and the belief functions provided by all sensors are reliable. Our objective then is to design
a fusion rule to combine the beliefs provided by all N sensors. The DS rule [59] provides
a general framework for such a reasoning problem with uncertain information or partial
information. Let n,m € {1,2,..., N} be the indices of two sensors. We first consider
the most simple two sensor fusion case, where we wish to combine the belief functions
provided by sensor n and sensor m. Applying the DS combination rule with singleton sets
results in the following fusion rule

1
(Pn@Pm)(zl) = ﬁpn(zl)Pm(Zl)vvzl € Z, (6.4)

where F' =} ., . ez Pn(21,)Pn(21,) denotes the normalizing factor. The operator &
21y F 21y
denotes the combination operator via DS rule.
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For the N sensors fusion case, the N-fold extension of the DS rule with singleton sets
results in

1
P(Zl) = (Pl OP®.P PN)(ZZ) = Fpl(zl)Pg(zl)...PN(zl),Vzl € Z, 6.5)

where the normalizing factor is F' = > sez Pi(z20)Pa(z1)... Py (21). The fused belief
P(2) can be then further used by all the sensors.

The DS rule will result in unreasonable fused beliefs when the belief functions pro-
vided by different sensors highly conflict with each other, e.g., the DS rule will fail when
some sensors hold highly different belief functions compared to the other sensors in partic-
ular when the intersection of the support sets of the beliefs is empty. To address this issue,
we utilize the weighted average approach with a weighting of each belief function based
on its similarity with other belief functions. To measure the similarity, we propose to use
the Wassertein distance as a distance measure between the belief functions. The Wasser-
stein distance is suitable for the case where the underlying support sets of two probability
measures are very different.

Let X and Y be two random variables with probability distribution Py and Pz. The
Wasserstein distance W5 between Py and Py is defined as

Wao(Px,Py) =
\/ min S le-yPPey(ey). 69

PXYZZw PXY=PY’Zy Pxy=Px TEX yEY

The distance between the belief functions of sensor n and sensor m is then given by
Wa(Pn(2), Pn(2)),Yn,m € {1,2,..., N}. In the following, we follow the setup as pro-
posed in [65]. In more detail, after getting the distance between each pair of sensors, we
normalize all distances into the interval [0, 1] as follows

. 2 x Wa(P,(2), Pn(2))

Wy (P (2), Pn(2)) = . (6.7)

2n 2am Wa(Pu(2), Prn(2))

With the normalized distance measure provided above, we define the similarity measure
between belief functions P;(z) and P;(z) as

S(Pn(2), Pr(2)) = 1 — Wo(Pyu(2), P(2)). (6.8)

We next define the support degree of a given belief function P;(z) as

Supp(Pu(2)) = > S(Pu(2), Pu(2)), (6.9)

m=1,m#n

which characterizes the relative importance of the belief function P;. The weighting factor
of belief function P; is then obtained by the following normalization

Supp(Pa(2)) .
Soney Supp(Py(2))

(6.10)

n =
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The weighted average of all N belief functions can be expressed as P(z) = Zfil an P (2).
The Wasserstein metric based fused belief function is finally obtained by using the DS rule
to combine P(z) for N — 1 times

P(z)=(PoP®..oP)), (6.11)
where we apply ‘@’ for N — 1 times.

Remark 13. The probability mass function P(z;) derived by the above procedure, which
is the fusion result of the belief functions Pip (z|yt,_ 1. c1:¢),Yn € {1,2,..., N}, is used
as an approximation of the joint belief function P(z|yy:l |, c1.t) since it is difficult to
obtain a joint statistics of the whole system. We denote this approximated belief function
as Pi%: 5 (z¢|y3:N 1, c1.) which is further used in the next section, where i+ denotes the

sequence of the current values for all N sensors at time t.

6.4 Sequential Self-calibration for NDIR Sensor Network via Deep
Reinforcement learning

The previous modified belief function fusion method only provides an instantaneous so-
lution for the sensor calibration problem instead of considering the overall long-term per-
formance. The advantage is that it is simple to be implemented since it does not require
the statistical relation between sensors, i.e., joint statistics. It can work well in scenarios
where the majority of the belief functions provide reliable and correct evidence. Moreover,
the fusion result provided by this approach can be used as an approximation of the joint
belief function P(z¢|yi:)¥ |, c1.¢), which is then used as the joint statistics of the system.
And this joint statistics allows us to propose the following reference belief function selec-
tion problem, which is further reformulated into a POMDP problem that with an objective
considering the impact from both past and future.

6.4.1 POMDP Problem Formulation for Reference Belief Selection

Under the C'O; sensing system model as illustrated in Section 6.1, assume we have N
sensors in total. At time step ¢, each sensor sends its belief function on the current true
CO4 level to the fusion center (decision maker) at the cloud. The fusion center will further
decide on the best belief function (named reference belief function) Py« (z;), where b* is
the index of the sensor with the best belief. The reference belief P, (z;) is then sent back
to all sensors. Each sensor then will update its own belief function as the reference belief
P, b* (Zt)

Considering the whole time horizon, the reference belief selection needs to be per-
formed in a sequential manner such that the overall calibration scheme can achieve a long-
term stable performance. In the following, we provide details on how to reformulate the
sequential reference belief selection problem into a POMDP. According to the process
described above, at time step ¢, the calibration action of the fusion center is defined as
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H(Zf|y%tj\ila Cl:t,s thbt) =

E P(yft|y%;t]\ilaclzt) § P(Zt‘y%::t]\ilaCl:tvyft)logp(zt‘y%::g\ihclztvygt)
by
Y

Zt

(6.12)

b e B=1{1,2,.., N }. Thus the control action decides on the index of the sensor, whose
belief function on the true C'O- level will be selected as reference belief. As the next step,
we need to decide upon an objective function, i.e., the cost function (reward function) of
the POMDP, which measures the calibration performance. Previous research such as [85]
has demonstrated the effectiveness of conditional entropy as such an objective function.
Given the calibration action b;, we propose to use the conditional entropy as the objective
function as shown in (6.12). An intuitive explanation of the above objective is that we
wish to select a reference sensor, whose individual statistical model of this sensor brings
least uncertainty when guessing the current true C'O- level given the observations of C'Oq
measurements and temperature.

As shown in (6.12), the cost does not only depend on the current ’true’ state and the
control action but also depends on the historical sequences (yi:Y 1, c1.¢). In order to for-
mulate it into a standard MDP, we introduce belief states which will be used to replace
the growing historical sequences by identifying an update rule. To this end, we identify
the belief state §; = P(z|y:N |, c14) as the state of our POMDP problem. However,

as we mentioned before, the joint statistics P(z|yLN |, 1) is difficult to be obtained.
Thus, we define 6, = P (2¢|yiiN |, c1.t) as the approximation of the joint statistics
P (Zt

13. At each time step, on observing the sequences (yi:Y ;,i1'", c1.) , the fusion center
will obtain an approximation of the joint statistics, i.e., approximated belief state. Based
on this approximation, the fusion center will further choose a calibration action according
to the calibration policy. Accordingly, the calibration can be defined as m; € II;, where
11, denotes the set of deterministic mappings from approximated belief state 0, to a corre-
sponding action by, i.e., by = 7;(6;). Correspondingly, the calibration policy over a T-time
horizonis 7 = {m }_, € Il = I} x [Ty x .... x II.

1:N ~ 1:N : : :
Y1ite1, C1:t), where Pi%;N(zt|y1:t,1,cl;t) is the fusion result as defined in Remark

With the elements for the POMDP defined above, considering long term calibration
performance, our overall objective is to find the calibration policy m € II that minimizes
the expected discounted total cost

T
Ly (m) :Ew{Z’YtH(ZﬂyifﬁlaCl:nYtbt)}, (6.13)
=1

where v € [0, 1) is the discounted factor to determine the weight of the future cost. v = 0
means that we only care about the immediate reward. When v < 1, the costs in the future
will cause less impact than the costs of the earlier time steps.
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And the optimal calibration policy is defined as

7" = argmin Ly (7). (6.14)
mell

Given a state-action pair (6, b;) and the approximated belief state 0, we provide the
following lemma.

Lemma 6. The per-step cost defined in (6.12) can be written as a function of the state-
action pair (0, b;), and can be further approximated by substituting 6, with ;.

Proof: The proof'is provided in Appendix A.S.

In this case, the per-step cost at time ¢ is defined as the following function of state-
action pair (6, b;)

1¢(0,b) = (Zt|y1t R 701t7th)> (6.15)

and we denote the approximated per-step cost as Iy (0, by).

With the above model, we next identify the system dynamics, e.g., evolution of the
approximated belief state 6, given a certain control action b;. The evolution is summarized
into the following two steps.

* At time step ¢, given assume the fusion center decides on the index of the refer-
ence sensor as b}, the belief function Pifz (z,g|yll’f*t_17 c1:¢) is then sent back to all
sensors as the reference belief function. After receiving the reference belief func-
tion, each sensor n will first update its own belief function P (2} |y}, _1,c1:t),Vn €
{1,2,..., N} (belief function of current true calibration parameter). Given fixed
i and ¢, Yz € X, if there is any Vz; € Z that satisfies z; = g(a},i}, ct),
P(x}?|yt,_1, c1:) can be then calculated according to the following equation

. by
Prew(@f Y741, c1:6) = Pibf (2t = g(@y, iy s c)|yrty—1c1:0), (6.16)
t

where the function ¢(-) is the mapping function defined in (4.10).
Otherwise, Ppeyw (2} |y7_1, c1:¢) = 0. Thus, under the control action b}, each sen-
sor n has now an updated belief function P,ey (23 |yT:;_1, C1:¢)-

* Attime step t + 1, for all sensors, the updated belief function Py, (27 |yT;_1, C1:¢)
will evolve to P(z}, | |yT.s, c1:¢+1) according to equation (6.1) and (6.2) in Section
6.2. Each sensor then calculates P;y | (Zeg1|ylies cr:e41) using P(xf |yl crie1)
according to (6.3). And the new belief state 0,1 = P(2¢11 |y1't7 ,C1:¢4+1) 1S approxi-
mated by P, Ly (2¢e41|y+N | c1.441) which is obtained by fusing Pip, (ze41[yle, cr41)
of all sensors via the belief function fusion approach provided in Sectlon 6.3.

According to the definition of POMDP in [70, pp.150-151], the above formulations and
derivations prove the following theorem.
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Theorem 6. The sequential self-calibration for the NDIR sensor network can be formu-
lated as a POMDP problem such that: (i) the state at time t is given by a belief state
0; & P(z|ylilN |, c1.0); (ii) the control action at time t is specified by b, € {1,2,..., N};
(iii) the per-step expected cost corresponding to a state-action pair is given by (6.15 );
(iv) given a control action by, the belief state will evolve according to the two-step pro-
cess described above; and as a consequence we have that (v) the corresponding optimal
calibration policy m* can be derived by using Bellman dynamic programming.

Remark 14. Due to difficulties in obtaining the joint statistics 0;, we alternatively use
6, & Poy.x (2e|ytitY 1, c1:¢) as the approximated belief state of our POMDP problem. Ac-
cordinglty, all the calculations involved in the Bellman dynamic programming is done by
using the state-action pair (0;,b;) instead of using (6, by).

6.4.2 Bellman Dynamic Programming based Networked Calibration over
Finite Time Horizon

By applying the Bellman operator [70], the value function V;(6;) is updated according to

Vi(6;) = e (00 b) + VE s, 113, oy [Ver1 (B, (6.17)

where y € (0, 1) is the discount factor and the term E , P(Gos100ls )[Vtﬂ(étﬂ)] denotes the

expected cost-to-go. The optimal calibration policy 7} (Gt) and the corresponding optimal
calibration action b; = 77 (¢;) is given by the optimizer of (6.17). Further, the minimum
value of the expected discounted total cost is given by V' (61).

Unfortunately, the dynamic programming only provides a non-stationary solution for
the above finite time horizon POMDP problem. Also note that the state space of our
problem is continuous, i.e., we have infinite number of states. When dealing with high-
dimensional problems, the computational complexity of dynamic programming grows rapidly.
To avoid the curse of the dimensions and the growth of the complex system dynamics, we
propose to use deep Q-network as a computationally efficient method to solve the above
POMDP problem. As an extension to the infinite time horizon, we provide stationary so-
lutions for our reference belief selection problem with the following objective

Ly (x) = lim E,T{Z’y (ZilyiN 1 er, Y0 ) (6.18)

6.4.3 Deep Reinforcement Learning based Networked Calibration over
Infinite Time Horizon

In this section, we consider the infinite time horizon case. Since the system statistics and
dynamics are assumed to be time-invariant, we use (s,a) € S X A to denote the belief state
and action pair (6, b;), I(s,a) and P(s'|s, a) as the cost [,(6;, b;) and transition probability
to state s’ from the state-action pair (s, a) which corresponds to P (6, 1|6;,b;). Under
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the infinite time horizon, the optimal Bellman equation of our reference belief selection
problem becomes

Vis) = min l(S,CL) +’Y]EP(5’\s,a)[V(3/)]~ (6.19)
a€{1,2,..,N}

The optimal policy 7* = (7, 7, ...) is stationary and is defined by

m(s)=arg min _ [I(s,a) + VEp(y|s,a)V(s')], Vs. (6.20)
a€{l,2,...,N}

In the following, we provide a brief outline to solve the above problem using DQN.
More details on this method can be found in [86].

Given the optimal value function V*(s) in (6.20), we define the optimal Q-function
Q(s,a) as the optimal total expected cost starting from state s with action a as follows

Q*(s,a) =1(s,a) + VEp(sjs,a) V" (5'). (6.21)
Since V*(s) = min _ Q*(s,a), we have
ace{l,2,...,.N}
Q*(s,a) = C(s,a) +VEp(sjs,q) min _ Q*(s',D). (6.22)
be{1,2,...,N}

The traditional tabular Q-learning [72] can learn the optimal Q-function by utilizing the
temporal difference between the new estimate and the old estimate. This is given by the
following

Qnt1(s,a) = (1= B)Qn(s,a) + Bli(s,a) +v min _ Qun(s',D)], (6.23)

be{1,2,...,N}

where 8 € (0, 1] denotes the learning rate. The learning rate can be kept constant during the
learning process. However, traditional tabular Q-learning cannot deal with the continuous
state space problem. To this end, we propose to implement DQN to learn the function
representation of the optimal @)-function. This function representation can be then applied
to each state over the whole continuous state space. In more detail, the Q-function Q(s, a)
is estimated by a function representation Q(s, a, w), where w denotes the parameters of the
deep neural network applied in DQN. To avoid the divergence of the algorithm, the DQN
utilizes replay buffer D which is filled by samples of the transition tuples, i.e., (s, a,r, s’).
At each time step, the DQN agent will execute an action a selected by e-greedy policy. At
training step ¢, the DQN agent randomly decides on a mini-batch D; of the replay buffer.
The objective of DQN is to minimize the following mean square error

L(wL) = Es,a,r,s’NDi [(Z(S, a) + ’Ymbln Q(S/a ba er_) - Q(S7 a, wi)Q]a (624)

where w™ represents the parameters of the target (Q-network. It is updated every certain
number of training steps, while E, , ;. /.~ p, indicates the mean square error is calculated
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Figure 6.2: System model of DQN based networked calibration for COs sensing system.
A storage device is equipped at the cloud that acts as the replay buffer for DQN algorithm,
while several computing nodes are also equipped at the cloud that enables computation
of belief state, training of DQN, and the calibration policy design performed by the DQN
agent.

by using the samples of transition tuples from the mini-batch D;. The loss is further sent
backward through the deep neural network to calculate the gradient with respect to the
parameter w; to update the weight w; according to

Wit1 = w; + aVy, L(w;), (6.25)

where @ € (0, 1] is the learning rate. After learning the optimal Q-function, the optimal
policy is given by
7 (s)=arg min  Q*(s,a,w), (6.26)
a€{1,2,...,N}
where Q*(s, a,w) is the optimal approximated @-function. Combining the DQN frame-
work, the process of our sensor self-calibration is presented in Algorithm 6, and the design
of our COs sensing system is illustrated in Fig. 6.2.
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Algorithm 6: DQN based reference belief function selection and self-calibration
for NDIR gas sensor network

Input: HMM model parameters of each sensor {p, A, B}.

Initialization: DQN with initial Q-function Q(s, a, w), learning rate «, experience replay
buffer S with size S', mini-batch size Np, and target model updating frequency F'.

for each episode e = 1,2, ..., N°P* do

end

Initialize the belief function of the true calibration parameter for each sensor as Py, (1)
according to the prior distribution parameter p.
for each training stept = 1,2, ...,T do

Each sensor observes its CO2 measurement y;', current signal 47, temperature ¢,
and calculates its belief function on true COz Pip (2¢|yTt—1, c1:¢) using (6.3);

Each sensor sends its belief function to the cloud;

The cloud fusion center computes the approximated belief state 6, according to the
fusion rule proposed in Section V-C, and selects a reference sensor b; based on
the e-greedy policy;

The cloud fusion center executes action b; by sending the reference belief function
Pift (2t |yll’ft71, c1:¢) back to all sensors, and observes the cost lt(ét, bt);

Each sensor updates belief function on true calibration parameter to
Prew(x} |yTis—1, c1:¢) according to the reference belief function, which evolves
to P(zfy 1|yt C1:e+41) according to equation (6.1) and (6.2);

Each sensor calculates its updated belief function on true C'O2
Pi§3r1 (zt+1|yTit, c1:641) using (6.3) and send it back to the cloud ;

The cloud fusion center computes the approximated belief state §t+1 according to
the fusion rule proposed in Section V-C;

Store the transition (9}, be, 9~t+1) into experience replay buffer S, if S is full,
remove the oldest entry in S;

If the number of the elements in replay buffer is larger than Np, randomly select
Np samples for the mini-batch calculate loss using (6.24);

Update the parameter w; using (6.25);

Update the target ()-network parameter w, every F' time steps using (6.25);

Save both w and target model parameter w™ .

Output: Reference sensor selection policy according to (6.26).




6.5. SIMULATION RESULTS 85

6.5 Simulation Results

In this section, we will evaluate the performance of the proposed networked calibration al-
gorithms. We consider a network with the five sensors mentioned above (with computation
ability). It is also equipped with a computing node that serves as the fusion center (for be-
lief function fusion calibration) or the DQN agent (for deep QQ-network based calibration),
and the sensors can communicate with the computing node.

As a comparison, we first provide the performance of the deterministic HMM based
single sensor calibration algorithm for five different sensors. The HMMs are trained by
using the same dataset and same method as described in Section 5.3.1. As it is shown in
Fig. 6.3, the HMM for each sensor performs well in the beginning, where the prediction is
made only three days after the model has been trained. However, the temperature depen-
dency of the drift behavior cannot be perfectly captured by the HMM due to the remaining
model errors. Thus, the aggregation of the imperfectness will lead to the degradation of the
HMM performance over time, because more and more drift behaviors that have not been
experienced during training phase will appear. As we can see from the figures, the perfor-
mance of the HMM for Sensors 1 and 2 start to degrade three months after the models have
been trained, and the performance of the HMM for Sensor 4 remains very good after six
months.

6.5.1 Numerical Results for Belief Function Fusion based Calibration

We first provide the numerical results for our Wasserstein distance based weighted average
belief function fusion approach. We fuse the belief functions of all five sensors in both
period 2019.01.03 - 2019.01.10 and 2019.03.21 - 2019.03.27. The predicted C O, level is
given by the MAP estimation performed based on the fusion result. As it can be observed
from Fig. 6.3, the belief function of the true C'O, level provided by Sensors 3, 4, and
5 are consistent and reliable during the period 2019.01.03 - 2019.01.10. In this case, our
proposed weighted average based belief function fusion approach will assign a high weight
to the belief functions from Sensors 3, 4, and 5, thus will lead to a accurate and correct
fused belief function. On the other hand, during the period 2019.03.21 - 2019.03.27, only
the belief function of Sensor 4 provides the correct evidence. In this case, higher weight
will be assigned to the other belief functions which provide incorrect evidence, and the
performance of our proposed belief function fusion approach degrades rapidly. The above
results are illustrated in Fig. 6.4.

6.5.1.1 Numerical Results for Deep Q-network based Calibration for Sensor
Network

To test the performance our proposed deep reinforcement learning algorithm, we have
to build a simulation environment that can interact with the DQN agent. The code for
building this simulation environment is provided at [87]. On receiving an action from
the DQN agent, i.e., decision on the reference sensor, the environment can simulate the
evolution of the belief state according to the process as described in Section 6.4.1 and
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Figure 6.4: Predicted true C'Os level using belief function fusion approach. (a) Prediction
result from 2019.01.03 to 2019.01.10. (b) Prediction result from 2019.03.14 to 2019.03.21.

Table 6.1: Setting of parameters for DQN environment

Parameters Value
Number of sensors 5
Number of DQN agent 1
Temperature (°C) -5:0.1:24

True COs level (ppm)  250:1:750

generates a reward which is sent back to the DQN agent. Since our algorithm is built
upon a predefined probabilistic space, we restrict the belief functions of the true calibration
parameter and true C'O4 levels from different sensors to be defined on the same support set.
In more details, the true calibration parameter for each sensor can only take certain integer
values within the same range. The settings of the true C'O5 level and the environmental
temperature are presented in Table I, while the C O, measurements and the sensor current
of the detector for different sensors are again quantized to certain integer values within
certain ranges.

The selection of the network parameters decide the learning convergence speed and
efficiency. In this thesis, we specifically illustrate the impact of different values of learning
rate on the performance of our DQN algorithm. Fig. 6.5 shows the average calibration
cost versus training episodes under different learning rates, i.e., « = {0.1,0.01,0.001}. It
can be observed that it requires longer convergence time when the learning rate decreases.
However, fast convergence would probably make the agent fall into a local optimum and
miss the better strategy. Based on the above results, we set our learning rate equals 0.001.
For the DQN agent, we use a 5-layer perceptron where we have three connected hidden
layers containing 500, 300 and 200 neurons respectively. The learning rate is set to a =
0.001, the discount factor is set to v = 0.99, and the exploration rate € is initially set as
0.9 and decays to 0.001 at rate 0.995. The DQN model is trained for 2000 epochs under a
experience replay with memory size 50000. The mini-batch size is set as 64 and the target
Q@ network is updated every 500 time steps.
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Figure 6.5: Average cost performance versus episodes under different learning rates.
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Figure 6.6: Predicted true C' O level using DQN based calibration. (a) Prediction result
from 2019.01.03 to 2019.01.10. (b) Prediction result from 2019.03.14 to 2019.03.21.

With the trained DQN agent, we test our DQN based calibration algorithm during pe-
riod 2019.01.03 - 2019.03.21. The performance is illustrated in Fig. 6.6. As it can be
seen from the Fig. 6.6(a), our proposed DQN based calibration algorithm performs worse
than our modified belief function fusion approach in the beginning of the testing period.
This is the case since the DQN based algorithm provides a long-term calibration strategy
instead of calibrating the sensors according the best instantaneous choice. When most of
the sensors have a well-performing single sensor HMM model, the modified belief func-
tion fusion approach can thus outperform the DQN based calibration algorithm. As it can
be also observed, the performance illustrated in Fig. 6.6(a) improves over time and finally
end up with a high-accuracy performance as illustrated in Fig. 6.6(b). In comparison, the
performance of modified belief function fusion degrades with the time as shown in Fig.
6.4(b). This means that even with some drawbacks under some specific cases, the DQN
based calibration algorithm has a stable and good performance over the long term.
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6.6 Summary

In this chapter, we developed two networked calibration algorithms for the NDIR C'O4
sensing system. The proposed weighted average belief function fusion approach can be
used to deal with the case when belief functions provided by different sensors highly con-
flict with each other. The corresponding fusion result can be used as an approximation of
the joint statistics when it is difficult to form a joint statistics among different sensors. As
a consequence, the proposed POMDP based multi-sensor sequential self-calibration ap-
proach utilizes the fusion result as an approximation of the joint statistics, and achieves
more stable long-term calibration calibration performance. Based on the numerical ex-
periments, the weighted average belief function fusion approach is shown to have higher
calibration accuracy than the POMDP based approach when the majority of the sensors be-
liefs provide reliable and correct evidence. On the other hand, the POMDP based approach
can achieve mild but stable calibration accuracy over a relatively long period compared to
the weighted average belief function fusion approach.
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Figure 6.3: Predicted true C'O2 level in different periods from 2018.10.20 to 2019.03.21
using HMM based framework. (a)-(c) Prediction results for Sensor 1. (d)-(f) Prediction
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Sensor 4. (m)-(o) Prediction results for Sensor 5.






Chapter 7

Conclusions and Future Work

In this thesis, different aspects of intelligent system design are studied. Particularly, differ-
ent design frameworks have been proposed to address the privacy-cost trade-off problem
of smart grid consumers as well as the data-driven gas sensor calibration problem. We
summarize our key findings and the potential future works regarding these two topics sep-
arately in the following.

7.1 Privacy-cost Trade-off for Smart Grid Consumers

To solve this problem, different privacy-preserving and cost-efficient energy manage strat-
egy design frameworks have been proposed for either single smart grid consumer or multi-
ple smart grid consumers. Particularly, in the presence of an ES, a POMDP based stochas-
tic control approach is proposed to solve the privacy-cost trade-off problem for single
smart grid consumer. Accordingly, an energy management that optimally trade off KL-
divergence (privacy measure) and the expected cost-savings (cost measure) can be derived
using the Bellman dynamic programming. Meanwhile, in the presence of RES, the privacy-
cost trade-off problem for multiple smart grid consumers has been studied. For this part of
work, we have shown the privacy-preserving problem against the FHMM-based adversarial
NILM can be formulated as a power request design that minimizes the joint log-likelihood
of the power request sequence and the operating state sequence. With the dynamic pricing
model that is determined by all users’ aggregated power request, the privacy-preserving
and cost-efficient power request design problem becomes a non-cooperative game. Ac-
cordingly, a unique NE energy management strategy that trade off each user’s privacy
measure and the cost savings is designed to make sure that all users are satisfied. The
above findings answer research problem RP1.

Furthermore, to address the research question RP2, different computationally more ef-
ficient approaches have been proposed to solve the above problems. Based on the POMDP
formulation for single smart grid consumer’s privacy-cost trade-off, we propose a sub-
optimal but computationally efficient LARQL approach that also works for an infinite time
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horizon. With the identified feature vector, the linear function approximated ()-function
can be efficiently learned and therefore leads to a practical online energy management de-
sign approach. Another approach to reduce the strategy design complexity is to assume
an i.i.d. energy demand, which allows further analysis, in particular the derivation of a
steady state strategy. Moreover, we provide sufficient conditions to achieve perfect pri-
vacy. Regarding the non-cooperative game formulation for multiple smart grid consumers’
privacy-cost trade-off, a distributed relaxation algorithm is further proposed to reduce the
complexity of solving the NE. Moreover, the distributed relaxation algorithm is shown to
lead to a unique NE.

To reduce the complexity of the POMDP based energy management design, we adopted
the natural choice of ()-learning as algorithm that follows the value function based ap-
proach under the proposed MDP framework. Since there also exists other efficient rein-
forcement learning techniques to deal with the continuous state-action space MDP prob-
lem, e.g., policy gradient algorithms, an interesting extension would be to implement
such algorithms and assess which approach can provide a better solution to our proposed
privacy-cost trade-off problem. On the other hand, when designing the NE energy manage-
ment strategy for multiple consumers under the non-cooperative game framework, we as-
sume the future power consumption over a certain of the consumers is always predictable.
Thus, a potential extension would be designing an online energy management strategy
when the future power consumption is unpredictable, and the consumers would admit a
generalized NE in this case.

7.2 Data-driven Gas Sensor Calibration

For this part of work, we developed several self-calibration algorithms for low-cost gas
sensors. The measurement errors of the sensors are mainly caused by the remaining model
errors and can be fully described by the drift of the calibration parameter. This leads to our
first formulation of a statistical inference problem on the true calibration parameter under
the HMM framework, which is a stochastic model that jointly builds on observed sensor
measurements sequence, observed environmental factor sequences, and the sequence of
true calibration parameter. To better track the time-varying drift process of the sensor, a
time-adaptive EM learning framework is proposed to efficiently update the HMM param-
eters. Compared to the approach which utilizes the deterministic HMM to predict the true
calibration parameter, our proposed framework significantly improves the prediction ac-
curacy over the whole lifetime of the sensors. Moreover, our designed framework can be
seen as a transfer learning approach that (i) always achieves a fast convergence rate with
a relatively small training data set and (ii) allows to discard previous measurements and
thereby systematically prevents a big data storage problem due to growing stored data for
training. This shows the great value of our designed framework regarding data efficiency,
computational efficiency, and time efficiency. The above findings jointly addressed the
research problems RP3 and RP4.

Also, as an answer to the research problem RP4, the joint calibration over the whole
gas sensing network is further studied. A belief function fusion framework is proposed to
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solve the multi-sensor data-fusion problem. Furthermore, a weighted average belief func-
tion fusion approach is proposed as an improvement that can deal with the case when belief
functions provided by different sensors highly conflict with each other. The corresponding
fusion result can be used as an approximation of the joint statistics when it is difficult to
form a joint statistics among different sensors. As a consequence, by utilizing the fusion
result as an approximation of the joint statistics, a POMDP based multi-sensor sequential
self-calibration approach is next proposed, which achieves more stable long-term calibra-
tion calibration performance.

The performance of the learning algorithm heavily depends on the quality and size
of the training data. Due to packet losses, the training data suffers from missing data
points. Training data contains outliers which need to be treated efficiently during learning.
Some measurement outliers have a physical explanation which should not be learned for
complexity reason. Thus, more robust learning procedures which are data-efficient and
complexity-efficient need to be further explored, i.e., studying data augmentation tech-
niques to enhance the quality of training data for more efficient learning of the model, or
study the impact of ensemble learning techniques such as bootstrap to exploit training data
more efficiently.






Appendix A

A.1 Proof of Proposition 1

To prove this proposition, we need to show Cr (7, A) is equal to Cr(f " A) under transition
from strategy f to policy 7. Thus, we need to further show that the probability terms in
these two objective functions are equal. Since the proofs for the other probability terms

YT PT|h; — 1Y
according to the policy 7, we obtain

are similar, we only prove P P”T7 PT|h; here. After expanding P;T’ PT|h;

Pz pryp, (v p") = Z Px, s,.p|n; (21, 81,p1) X a1(y1]z1, 81, p1, hi)

zT sT
T-1
[T 1PGeralpn) P@rsalee, )T, (e + 50— 1)

t=1

(A.1)

X a1 (Yes1|Tea1, Ser1, Pes1)]-

By applying the equivalence between ft/ and (7, a¢), which is derived above, we get

Pl (yeia |z, see1, 0L 4Y) = a(Yes1|es1, Sev1, pes1)- Also, we have PP (yy |z, s1,p1) =

! P holds.

ai(y1|z1, 51,p1). Thus, P YT PT|h,

YT PT|h;

A.2  Proof of Proposition 3

For reason of simplicity, we provide the derivation for the features-action representation of
the first term in (3.38), and the others can be derived in a similar way.
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Ignoring A, the first term in (3.38) can be further decomposed into the following:

Z P (ye, pelgi—1, ho) log P™ (Y, pelae—1, ho)

Pt Yt
= Z (Z ao(xtvStapt)at(yt‘xtastypt)

Pt Yt Tt,St

x log Z 90(1%St,pt)at(yt|$t,5tapt)>

L K
(a) . . . .
=30 lall16?] cos ¢] (log a?| + log 67| + log cos ¢] )
i (A2)

L K
= Z 169 Z |ag| cos (b‘g(log |a{| + log cos ¢27)
i J

L K
+> 167 110g |67 ) |a]| cos ¢]

i J
b)) - = -
O B+ A B,

= ‘E1‘|§1| COS </Y1, §1> + |/_1'2H§2| COS </T2, §2> s
where - denotes the inner product between two vectors in the Euclidean space. The equality
(a) in (A.2) follows from considering sum over all possible (yt, p) and the inner product
between vector 69 and a’. Likewise, the equality (b) is an inner product where the i-th
element of El, A_'Q, él, ég are defined by the following:
Ay = Z lal| cos ¢ (log |al| + logcos ¢?), By = |69,

J

K (A.3)
Ag; = Z lal|cos ¢!,  Ba; = |69]1og |69].
J
Similarly, the second term in (3.38) can be decomposed by:
me (yt, Pelgi—1, ho) log P™ (ye, pelge—1, h)
Pty
= A3 By + Ay - By (A4)

= ‘A},Héﬂ COS <g3,§1> + |f_1'2|‘§3| COS <g2,§3> 5

where the ¢-th element of /Yg, Bs are defined by the following:

K
As; = Z |al| cos ¢ (log |a? | + log cos ! ), Bs; = 69| log |6} . (A5)
J
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Thus, the decomposition of the first two terms identifies the features f»((6°,6')) = |B1| =

. L
16°1, f2((6°,6%)) = |Bo| = 1/ 32(162]10g |67])2, and

i

(2

. [L
f5((0°,0%) = |Bs| = 4/>2(16?]1og |6}])2, and we can conclude these features will be

highly relevant to the value of KL-divergence term.

Meanwhile, by applying the same method to decompose last two terms in (3.38), i.e.,
the cost-saving term, f>((6°,60%)) = |0°| and f5((6°,0')) = |6}| are identified as the fea-
tures that will be highly relevant to the value of the cost-saving term. Besides, feature “1”
is selected to add an offset to the approximated function and compensate the errors.In this

case, summarizing the above analysis leads to the feature selection scheme in Proposition
3.

A.3 Proof of Lemma 2

Since &;(w;) and ~y;(s;) are linearly related to each other by

Et(we) = > Px (z¢)7:(st), it is then sufficient to show & (w) = & (w;), Ywy €
(x¢,8¢)ED(wy)
W at each time step.

i1 (witr) =
> Oc(we, se)ar(yelee, se) PR (2o 1) Loy {ye + 50 — 24}

(Tt41,5¢41)ED(wey1) Tt>St
Z at(ye|we, 5¢)04 (4, 5¢)
Zt,St

(A.6)

i1 (wep) =

O (¢, 5¢)as (ye |z, St)P)O((xt+1)ISt+l{yt + 8¢ — ¢}
(z¢41,8t41)ED(wey1) Wt (x4,5;)ED(wy)

Z Z ap(ye|we, 50)0: (24, 5¢)

Wt (z4,5¢)ED(wy)

(A7)

In the following, we use the induction method to prove that &;(w;) = & (w:), Yw €
W at each time step. For ¢t = 1, the initial distributions &; (w) and &/ (w) are identical
since they do not depend on the actions a; or b;. Then, for any ¢ > 1, given & (w;) =
& (wy), Ywy € W, we need to show &1 (wit1) = &1 (wig1), Yweyr € W holds.

Knowing that ;41 (wi1) = > 04 (x4, s¢), we can derive the expres-
(¢41,5¢41)ED(wey1)
sion for &1 (w¢11) as shown in (A.6). Meanwhile, & ;(w + 1) can be expressed by
Equation (3.47). According to Equation (3.45), we have
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be (ye|we) & (we) = > a(ye|we, 5¢)0i (21, s¢). Since & (wy) = & (wy), Yw, € W
(z¢,8¢)ED(wy)

holds according to our assumption, we can substitute b; (y:|w; )&, (w;) by

> ai(yt|xe, s¢)0: (x4, s¢) in Equation (3.47), which then leads to the expression
(z¢,8¢)ED(wy)
as shown in (A.7). On noticing that the operator > is equivalent to >

wt (x4,8¢)ED(wy) (z+,8¢)

we can conclude &1 (wey1) = &4 (we41). Thus, according to the principle of induction,
there is & (w;) = &, (wy), Yw, € W at each time step.

A.4 Proof of Theorem 2

At first, b, can be easily verified to be a feasible action which belongs to the set B; by the
following:

Py (y) % (y + w)
=Py (y) X v(y +w
v (A8)
:PW(St*y+w;)/t:y|Y =Y 7h0)

We next show the sufficiency. Since ~y; and &, are easily shown to be equivalent, it is
sufficient to check if y; = +4 for all ¢. For a time invariant policy, it is then sufficient to
show 4 = 7. Consider a realization s of Sy, y of Y7, and w = s — y. If y € J(w) holds,
we have:

Pf(S2 =s,Y =y) :Pf(Wl =s—y,Y1=y)
=& (s —y)bi(yls — ) (A9)
= Py (y)1(s)-
Marginalize over all possible s, we can get Py, (y) = Qy (y). Divide both sides by Qy (y),
it follows that +4(s) = P7(Sy = s|Y; = y) = v} (s). Regarding the proof of necessity,

we divide it into two parts, where we first show that under the time-invariant policy which
leads to the steady state, Py,|yt-1_y¢-1, Vy*~! remains identical.The joint distribution

Plf;t,}q yt-1 5, €N be decomposed by the following:

f _ pf f
P vyt me = Pwaiye1.m X Drwi ye1 no
= & (w)be (y|w)
@ (A.10)
= & (w)b (y|w)
_ pf
- PW17Y1|ho7

where (a) holds due to the stationarity of states ;. Marginalizing over W, we can get

pr

ViYL hy = Pﬂill ho? Vyt~1, which proves the above lemma.
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t=1 remains indentical, we further

show that the structure of the strategy in (3.50) should always be satisfied with Qy =

Py, jyt-1—yt-1, Vy!~1. Considering a realization s of Sy, y of i, and w = s — y. If
y € Y(w) holds, we have,

Given the conclusion PYf,\Y“l,hu = PYl| ho? Yy

Pl(Sy=sYi=y) =P/ (W, =s—y, Y1 =)

(A.11)
=& (s—ybi(yls —y)

Since v4(s) = 1 (s) holds due to the stationarity of the states, divide both sides by ijl (y),
we can get,

Pf (S, = s|Y; = y) = ~,(s) = (s —y)bi(yls —y)

f
B () (A.12)
Ayt w)
— by(ylw) = P, () L)
n W) e
Since 7; and &; remain identical over whole time horizon, and there is P;i ye-1 = P{fl,

A
the above equation implies that the action b; satisfies the structure in (3.50) with Qv (:)

Py ye-1—yi-1, Vyt~1 over whole time horizon.

A.5 Proof of Theorem 3

Note that each step in the multi-step non-cooperative game is independent of the other
steps. Therefore, the non-cooperative game can be divided into independent single-step
games. The per-step payoff for User ¢ at time step ¢ can be rewritten as

V; _
Uit(zit, 2—it) = (2772 —na)zf, 4 (0ie — M0Z_i4)Zi4
Ot
+ 5;,t + noyi 1z, (A.13)

where we introduce the following notations:

Vi i ¢

it = (Wit — Prase) — —5 (A.14)
05t
’ I/iﬂg,t
6i,t = TNPbaseli,t + 2022’t s (AIS)
Eir = 2kt (A.16)

ki

One can easily see that the per-step payoff for each user in (A.13) is a quadratic function

with respect to z; ; given z_; ; induced by the other users. Given the condition o > 2n77i

2
it
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53y

step is concave, and all the users will engage in an M -person concave game as defined
in [88] at each time step. Notice that the feasible power request set Z(y; ¢, R; ;) for User
¢ at time step ¢ is a closed convex set. It follows from [88, Th. 1] that the non-cooperative
game admits at least a pure-strategy NE at each time step, which further guarantees the
existence of pure-strategy NE over the T'-time horizon.

forall 7,¢,1.e., 5= —na < 0. Thus the per-step payoff function for each user at each time
it

According to [88, Th. 2], the non-cooperative game admits a unique pure-strategy NE
if the per-step payoff functions of all users satisfy the diagonal strict concavity condition
at each time step. Let 2, = (21,4, 22,4, - -, ZM,t)/ € Zv=Z(y14,R1t) X Z(ya2,t, Rot) ¥

- X Z(Ymt, Rar,e). The diagonal strict concavity condition is satisfied if there exists a
non-negative vector r = (1,7, ...,7ry) € RM*! such that for any 20, 2z} € Z,,

(zf — 20) g(20,7) + (20 — 2]) g(z},r) > 0, (A.17)

where the pseudogradient vector is defined as

g(zt,r)
oU _ oU _ /
_ <T11,t(31,taz1,t)’”.,’r]w Mt(2t, 2 M,t)) ' (A.18)
0214 0zt
The first-order partial derivative of U; ¢(z; ¢, z_; ) with respect to z; ¢ is
8UZ Zity B—q v; _
Uiz 2-it) _ (= )zt + 0iy — NOZ_i4. (A.19)

0z + oy

Let R be an M x M diagonal matrix with the i- th diagonal element Tis D be an M x M
diagonal matrix with the i-th diagonal elemen

an M x M matrix with all elements 1, K = D—na(I—l—J), andc = (01,024, -- -, 6M,t) .
Then, g(z:,7) = R(Kz; + ¢). Substituting it into (A.17), we can obtain

(2 —2)) g(z/.7) + (= — 2,) g(=z;,7)
0
24

= (2t =20 R(K2? +¢) + (2! — 2}) R(Kz} + ¢) (A.20)
= —(2 — zt) RK(z — z}).
If RK is a negative definite matrix, it follows that —(z} — 20) RK (2} — 2z°) > 0 and

furthermore the inequality (A.17) always holds. Let r be a positive vector, i.e., r; > 0 for
all1 <7 < M. Since RK is a diagonal matrix with eigenvalues {“”1 —2nar;}M,, RK

V1

is a negative definite matrix if —2na < Oforalll <37 < M i.e., all eigenvalues

of RK are negative. Thus, the i- th single-step game admits a unique pure-strategy NE
if a > V1 <4 < M. Since all steps in the game are mutually independent, the

i,t

2”7‘71‘2@ ’
non-cooperative game admits a unique pure-strategy NE if o >
1<t<T.

2no
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A.6 Proof of Theorem 4

To prove the convergence of Algorithm 4, we need to show that the conditions (1)-(6)
of [83, Th. 3.1] hold. Based on the previous definitions and derivations, the joint action set
Z, is a convex compact set, and the best response function defined in (4.19) is single-valued
and continuous on Z;, which verify conditions (1) and (3). It is also easy to verify the step
size &, satisfies the following conditions: (i) £ > 0; (ii) Z:o:o & — o0; (1il) & — O as
s — 00. Thus, condition (6) also holds. In the following, we provide the detailed proof to
show show that conditions (2), (4), and (5) hold for our problem. First, with slight abuse
of notation, we provide the following definition.

Definition 6. Let ) : X x X — R, where X is a convex closed subset of the Euclidean
space RM. The function 1)(-,-) is referred to as weakly convex-concave if the following
conditions hold forall x,y,z € X and ) <~y < 1:

y(z,y) + (1 —7)Y(2,y)

> vz + (1 —7)z,y) + (1 —7)ry(z, 2), (A21)
Y(m,y) + (1 — 7)o (z, 2)
<Pz, yy+ (1 —7)2) +v(1 — ) pia(y, 2), (A.22)

where 1y (x, z2) and 114 (Y, z) are the residual terms and are defined with respect to a norm
as

m%o, as ||z — z|| — 0, Yy € X,

.2 (A23)
Hal¥:2) 0, as ly —z|| =0, Ve € X.
ly — 2|

Now, we show condition (2) holds, i.e., the Nikaido-Isoda function in our problem is
weakly convex-concave.

Lemma 7. For the considered non-cooperative game, the Nikaido-Isoda function 1 (z¢, z;)
defined in (4.18) is a weakly convex-concave function.

Proof. We first check the Nikaido-Isoda function (2, z;) is weakly convex on the joint
power request set Z; with respect to the first argument. According to Definition 6, we
need to find a residual term r; (z¢,w;) such that the following condition holds for all
Zi, Wy, 2y € 2y,

V(L= Y)ray (2, we) <yi(z, 2p) + (1= 7)P(wy, 21)

, (A24)
—P(vze + (1 —7)wy, 2,),

and
rz; (zt ) wt)

T — 0, as ||zt —wi|| = 0, Vz; € Z;. (A.25)
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Substituting the definition of the Nikaido-Isoda function (-, -) into the RHS of inequal-
ity (A.24), we have

V(2 2p) + (L= ) (wy, 21) — Y(vze + (1 — y)we, 2)

(1 =)
M
Z na(Z_iy — W_i)(zie — wiy)
i=1
v
+ (na — Fit)(zi,t — wiy)’]
M M
= Z [no( Z(Zj,t —wj1)) (Zi4 — wit) (A.26)
=
Vi 2
+ (na — Fit)(zi,t — Wit) ]
M , Lo
=na[D_(zie —win)]" =D 5o (eie = wi)?
i=1 i=1 "t
Z s = wed)]” = (a7 2 — w3
a2 B 1<i<M 202, >

where ||-||, denotes the ls-norm. Let

rz£ (zt7 wt)
M

B 9 v; 9 (A.27)
= Wa[;(zz,t —wig)] — (1I<T§<M 207, 5o ) llze — w5
Based on the above derivation, the residual term satisfies (A.24).
Divide both sides of (A.27) by | z; — w||,, we obtain
Tz{ (Zt, wt)
20 — well
2
(20 (i = wi)]
= =t o : A28
LB 207, 207, I~ el (429
(2) M
< naM ||z — well, — (1< A 20 ) [2e — welly
where (a) holds due to the Cauchy-Schwarz inequality. On the other hand, there is
Tz (Ztv wt)
e . A.29
llze —well, ~ (1<z<]vf 207, 502, Izt~ will (4.29)
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Therefore, 72/ (2, we)/ |2 — will, — 0 as [|z¢ —wi|l, — 0 since both of its upper
bound (A.28) and lower bound (A.29) go to 0 as ||z; — w¢||, — 0. In this case, the
Nikaido-Isoda function is weakly convex.

We next show the Nikaido-Isoda function (z;, z;) is weakly concave on the joint
power request set Z; with respect to the second argument. According to Definition 6, we
need to find a residual term p,, (2}, w}) such that the following condition holds for all

! /
Ze, Wy, 2y € 24

V(1 = Yz, (zp, wh) > yh(ze, 2;) + (1 — 7)1z, w))

A.30
— bz 7zl + (1 - y)wl), (A30)

and .,
oz, (21, wh)

12 —wl]| — 0, as ||z; —wi|| = 0, Vz; € Z;. (A.31)
t t

Substituting the definition of the Nikaido-Isoda function (-, -) into the RHS of inequal-
ity (A.30), we have

(20 2) + (1= N)Y(=z0, wi) = (20,72 + (1 = y)wy)

y(1—7)
M
=>( G ) (2, —w,)? (A.32)
i=1 20% " "
2
< (1215”2 5 —na) |z —wi; .

Let

2
1550 202, na) |z —will; . (A33)
Therefore, the residual term satisfies the inequality (A.30) and pi., (27, wy)/ ||z, — wi||, —
0 as ||Z£ - wé”z — 0.

We next show that condition (4) is satisfied, i.e., the residual term 7/ (z¢,wy) is uni-
formly continuous on z; over Z;. Given a power request sequence z;, € Z; such that
llz; — z;,|| = O, then

ey (2 wy) = 12y (z,00) | =0, Vi wy € 2, (A.34)

since the residual term specified in (A.27) actually does not depend on z;. Thus, accord-
ing to the definition of uniformly continuity, the residual term 7., (2, w;) is uniformly
continuous on z; over Z.

Finally, we show that the above identified residual terms satisfy condition (5), i.e.,

Tar (21, 2) — Pz (20, 20) = Bllze — 21|, V20,2 € 24, (A.35)
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where (3 is a strictly increasing function and 5(0) = 0.

Let the matrix Q(z¢, 2t) = Vz,2, (21, 21) | z1=2, — V212 (24, 21)| 2] =2, » Where ¥z, 2, (24, 21) |2/ =2,
is the Hessian matrix of the Nikaido-Isoda function with respect to the first argument and
Varz (2t,2}) ‘z{=zt is the Hessian matrix of the Nikaido-Isoda function with respect to the
second argument, both evaluated at z; = z;. According to [83], it is then sufficient to show
the matrix Q(z¢, z¢) is positive definite. It is easy to Verify that vz, 2, (21, 2})|z/=z, is an
M x M matrix with i-th diagonal element to be —2( 5% ) and all the off- diagonal

207
elements to be 2. Meanwhile, zbz/z/ (24, 2¢) |2 =2, 18 1dent1ﬁed as a diagonal matrix with
i-th d1ag0na1 element to be 2(57 ) In this case, Q(z¢, z¢) is an M x M matrix with

be an M x M diagonal matrix with ‘z'—th diagonal element to be 2na — 2” , and let I be

an M x M identity matrix. Then we have Q(z,z;) = E + 2nal. Accordlng to Weyl’s
inequality [89], when « > 2 , Vi, t, we have Apin (Q(2t, 2¢)) > Amin(E) > 0, which

means Q(z¢, zt) is posmve deﬁnlte

satisfied and our proposed dlstrlbuted relaxatlon algorlthm W111 converge a unique pure-
strategy NE.

A.7 Proof of Theorem 5

According to [90], the EM algorithm will have the following convergence rate in case
—Q(A|N) is p-strongly-convex.

2(log P(y?|\P") — log P(?Jp‘)‘g))_

o (A.36)

min H)\ﬁ —)\fl_lH
ne{l,2,....k}

Let o be any number in the set [0, 1], and AT, A} € A. By substituting A with A" + (1 —
a)A¥ in function —(In \, P), we have the following equation

—(In X, P) n(aA + (1 - a))), (A.37)

HMh

where L = N + N2 4 N M is the length of vector A and P. Note that the HMM parameter
set A is composed of different permutations of different probability simplex, which is thus
a convex set. In this case, the vector aAf + (1 — a)\¥ also belongs to the set A with each
element to be within the range [0, 1]. Given the fact that function — Inx is 1-strongly-
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convex in z € [0, 1], the following inequality holds

L
Z a)\T (1- a))\?) <
- L
—a§:11mxj (1-a) E: In A} (A38)
L
a(l -« =
_ell-o) . LS RO -z
1=1]

According to Assumption 2, all elements in P are lower bounded by 1. In this case, we
have . .
—(In (aX + (1= ))), P) < —a(ln AT, P)
_ 1— (A.39)
— (- )t By - ST i

The above inequality shows that function —(In A, ]3> is m-strongly-convex with respect to
vector .

Plugging the above results and Assumption 1 into (A.36) finishes the proof.

A.8 Proof of Lemma 6

Note that there are two different probability terms included in (6.12), i.e., P(yf i |y%£ 1,C1:t)
and P(z |yt 1, c1.4,92"). We further decompose these two terms as following

P(yft‘y%:ztl\ilacl:t)
= " P(alyii 1 1) Pl |20, i 1 c1e)

(A.40)
~ ZPi}=N(Zt|y}ffv—17Cl:t)P(yft|Zt7y%ftj\ipcu),
2 )
P(Zt‘y%::g\ilaclztvyft)
— P(zt|y%;1{\il7Cl!t)P(y?t|Zt7y}::i‘]\ilvcl:t)
Py [yt g, era) (A41)

Piizzv(zt|y%ft]\£1»C1:t)P(yft|Zt,y%ft]\i1701:t)
Py |yt s ere)

At time step ¢, assume the reference sensor is selected as sensor with index b;, denote.
Given fixed i¥* and ¢;, Vz; € Z, if there is any 2" € X that satisfies z, = g(z7,i%, ¢;),
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P(yP*|2) can be then calculated according to the following
P(yff‘zt) = P(yllf)t|1’jtjt = h(zt7igtact))7 (A42)

where h(-) is the inverse function of g(-) as defined in Remark 2. Otherwise, P(y”*|z,) =
0. Note that P(y?*|z"*) is the emission probability of sensor b, at time ¢, which is obtained
via the supervised learning of the HMM parameters for each single sensor. The equation
above indicates that P(yf *|z¢) can be fully specified by the emission probability term of
sensor by given control action b;. Also note that P(y2t |z, y1 N |, c14) = P(yP*|2) due to
the conditional independent assumptions. In this case, the per-step cost in (6.12) thus can
be fully written as a function of any state-action pair (6, b;) and thus can be approximated
by a function of the state-action pair (6, b; ).
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