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�I (X N (W ); C(W ); J (W ))

=I (X N (W ); C ; J jW )
(a)
= I (X N (W ); W ; C ; J )

�H (X N (W ); W ) � H (X N (W ); S(W ); W jC ; J )

=H (W ) � H (S(W ); W jC ; J ; Y N ; P (W )) � I (Y N ; P (W ); S(W ); W jC ; J )

+ H (X N (W )) � H (X N (W )jS (W ); W; C ; J )
(b)

� H (W ) + I (X N (W ); S(W ); W; C ; J )

� H (S(W ); W jŜ;Ŵ ) � I (Y N ; P (W ); S(W ); W; J )
(c)

� H (W ) + I (X N (W ); S(W ); W; C (W ); J (W )) � F

� I (Y N ; P (W ); S(W ); W; C (W ); J (W ))
(d)
= N (R I � � ) + I (X N (W ); S(W ); W; C (W ); J (W )jY N )

� F � I (P (W ); S(W ); W; C (W ); J (W )jY N )

=N (R I � � ) + I (X N (W ); S(W ); W; C (W ); J (W )jY N )

� F � H (P (W )jY N )

+ H (P (W )jS (W ); W; C (W ); J (W ); Y N )
�N (R I � RP � 2� ) � F

+ I (X N (W ); S(W ); W; C (W ); J (W ); P (W )jY N )
(d)
= N (R I � RP � 2� ) + I (X N (W ); S(W ); W; C (W ); J (W ); P (W ))

� I (Y N ; S(W ); W; C (W ); J (W ); P (W )) � F

(e)

� N (R I � RP � 2� ) +
N∑

n=1

I (X n (W ); Vn ) �
N∑

n=1

I (Yn ; Vn ) � F; (7.170)

where (a) follows from that W is independent of (C ; J ); (b) follows from the
fact that ( Ŵ ; Ŝ) are functions of (P (W ); C ; J ; Y N ); (c) follows from that the
X N (W ) and Y N only correlate to the helper data (C(W ); J (W )) of user W
in the database, and Fano’s inequality; (d) holds due to the Markov chain
Y N � X N (W ) � ~X N (W ) � (S(W ); W; C (W ); J (W ); P (W )) holds; (e) is valid due
to Y n−1 � (S(W ); W; C (W ); J (W ); P (W ); X n−1 (W )) � Yn .

To bound the helper data rate, we include the following claim.

Claim 7.B.1. It holds that

H (C (W ); J (W )jW ) � N (R I � � ) +
N∑

n=1

I ( ~X n (W ); Vn ) �
N∑

n=1

I (Yn ; Vn )

� F + H (S(W ); C (W ); J (W )j ~X N (W ); W; P (W )): (7.171)
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Proof See Appendix 7.C.15.

The summation of the first layer and second layer helper data rates can be
bounded as follows

N(RC +RJ + δ)
(a)

≥ N(RI − δ) +
N∑

n=1

I(X̃n(W );Vn)−
N∑

n=1

I(Yn;Vn)

− F +H(S(W ), C(W ), J(W )|X̃N (W ),W, P (W ))

(b)

≥ N(RI − δ)− F +
N∑

n=1

I(X̃n(W );Vn)−
N∑

n=1

I(Yn;Vn), (7.172)

where (a) follows from Claim 7.B.1; (b) holds because (C(W ), J(W ), S(W )) is a
function of (X̃N (W ), P (W )).

Combining (7.166), (7.167), (7.169), (7.170), and (7.172), the converse part of
the proof for Theorem 7.2.3.

7.B.4 Converse Proof of Theorem 7.2.4

For the two-stage chosen secret key system, the analysis in (7.166), (7.167), (7.169),
and (7.170) also hold.

The summation of the first layer and second layer helper data rates can be
bounded as follows

N(RC +RJ + δ)

(a)

≥ N(RI − δ) +
N∑

n=1

I(X̃n(W );Vn)−
N∑

n=1

I(Yn;Vn)

− F +H(S(W ), C(W ), J(W )|X̃N (W ),W, P (W ))

(b)
= N(RI − δ) +

N∑
n=1

I(X̃n(W );Vn)−
N∑

n=1

I(Yn;Vn)− F +H(S(W ))

= N(RI +RS − δ)− F +

N∑
n=1

I(X̃n(W );Vn)−
N∑

n=1

I(Yn;Vn), (7.173)

where (a) follows from Claim 7.B.1; (b) holds because S(W ) is independent of
(C(W ), J(W ), X̃N (W ), P (W )).

Combining (7.166), (7.167), (7.169), (7.170), and (7.173), the converse part of
the proof for Theorem 7.2.4.
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7.C Auxiliary Proof

7.C.1 Proof of Lemma 7.A.1

In the identification and authentication algorithms, Û [IJ ∪ IS ](W ) is obtained by
successive cancellation operation with Y N and Ũ [VU |Y ∪F ](W ). Next, we consider
the size of VU |Y ∪ F .

From (7.75), we have that for sufficiently small ϵ > 0 there exists N0(ϵ) ∈ N+

such that for any N = 2n ≥ N0(ϵ) for some n ∈ N+, it holds that

|VU |Y |/N > H(U |Y )− ϵ. (7.174)

Therefore, for sufficiently large N , it holds that

|VU |Y ∪ F| = |VU |Y |+ |F| > NH(U |Y ). (7.175)

Applying [Ari10, Theorem 3], we obtain from (7.175) that (7.83) holds.

7.C.2 Proof of Lemma 7.A.2

The proof idea is similar to [CBA15, Appendix B-B]. For any user w ∈ [1 : MI ],
we have that

D(pX̃N (w)UN (w)||pX̃N (w)ŨN (w))

(a)
= D(pUN (w)|X̃N (w)||pŨN (w)|X̃N (w))

(a)
=

N∑
j

D(pUj(w)|Uj−1(w),X̃N (w)||pŨj(w)|Ũj−1(w),X̃N (w))

(b)
=

∑
j∈VU|X̃∪Hc

U

D(pUj(w)|Uj−1(w),X̃N (w)||pŨj(w)|Ũj−1(w),X̃N (w))

(c)
=

∑
j∈VU|X̃

(1−H(U j(w)|U j−1(w), X̃N (w)))

+
∑

j∈Hc
U

(H(U j(w)|U j−1(w))−H(U j(w)|U j−1(w)), X̃N (w))

(d)

≤ |VU |X̃ |δN +
∑

j∈Hc
U

H(U j(w)|U j−1(w))

≤ |VU |X̃ |δN + |Hc
U |δN ≤ NδN , (7.176)

where (a) follows from the chain rule of Kullback-Leibler divergence; (b) fol-
lows from (7.35) and thus pŨj(w)|Ũj−1(w),X̃N (w) = pUj(w)|Uj−1(w),X̃N (w) for any
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j ∈ (HU\VU |X̃); (c) follows from (7.35) and the i.i.d. uniformly distributed as-

signment of ŨN [VU |X̃ ](W ); (d) follows from (7.18). Therefore, we obtain that

D(pUN (w)||pŨN (w))
(a)
= D(pX̃N (w)V N (w)||pX̃N (W )ŨN (w))

− D(pUN (w)|X̃N (w)||pŨN (w)|X̃N (W ))

(b)

≤ NδN , (7.177)

where (a) follows from the chain rule and the non-negativity of Kullback-Leibler
divergence, respectively.

7.C.3 Proof of Lemma 7.A.3

For any user w ∈ [1 : MI ] and any i ∈ VU , we have

H(Ũi(w)|Ũ i−1(w))

(a)

≥ H(Ũi(w)|Ũ i−1(w))−H(Ui(w)|U i−1(w)) + 1− δN

≥ H(Ũi(w), Ũ
i−1(w))−H(Ũ i−1(w)) + 1− δN

−
(
H(Uai

(w), U i−1(w))−H(U i−1(w))
)

=
(
H(Ũi(w), Ũ

i−1(w))−H(Vi(w), U
i−1(w))

)
−
(
H(Ũ i−1(w))−H(U i−1(w))

)
+ 1− δN

≥ −|H(Ũi(w), Ũ
i−1(w))−H(Ui(w), U

i−1(w))|
− |H(Ũ i−1(w))−H(U i−1(w))|+ 1− δN

(b)

≥ −h2

(
U(pŨi(w),Ũi−1(w), pUi(w),Ui−1(w))

)
−

V(pŨi(w),Ũi−1(w), pUi(w),Ui−1(w))

2
log(i− 1)

− h2

(
V(pŨi−1(w), pUi−1(w))

)
−

V(pŨi−1(w), pUi−1(w))

2
log(i− 2) + 1− δN

(c)

≥ −2h2

(
V(pŨN (w), pUN (w))

)
− V(pṼ N (w), pUN (w)) logN + 1− δN

(d)

≥ −2h2

(
2
√
2 ln 2

√
NδN

)
− 2
√
2 ln 2

√
N3δN + 1− δN

(e)→ 1, (7.178)

as N →∞; where (a) follows from (7.19); (b) follows from [HY10, Theorem 6]; (c)
holds because the binary entropy function h2(x) is increasing for small x > 0; (d)
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follows from (7.87) in Lemma 7.A.2; (e) holds due to the fact that N3δN → 02 as
N →∞ and h2(x)→ 0 as x→ 0.

7.C.4 Proof of Lemma 7.A.4

Similar to the proof idea in [CBA15, Lemma 7], we have that

V(pŨN [VU\VU|X̃ ](w)), qU|VU\V
U|X̃ |)

(a)

≤ V(pŨN [VU ](w), qU|VU |)

(b)

≤ V(pŨN [VU ](w), pUN [VU ](w)) + V(pUN [VU ](w), qU|VU |)

(c)

≤
√
2 ln 2

√
NδN + V(pUN [VU ](w), qU|VU

|)

(d)

≤
√
2 ln 2

√
NδN +

√
2 ln 2

√
D(pUN [VU ](w)||qU|VU |)

=
√
2 ln 2

√
NδN +

√
2 ln 2

√
|VU | −H(UN [VU ](w))

(e)

≤ 2
√
2 ln 2

√
NδN , (7.179)

where (a) follows by defining qU|VU | the uniform distribution on [1 : 2|VU |]; (b)

follows from the triangle inequality; (c) follows from Lemma 7.A.2; (d) follows from
Pinsker’s inequality [CK11, p. 44]; (e) holds because for any w ∈ [1 : MI ], we have
that

|VU | −H(UN [VU ](w))) = |VU | −
∑
i∈VU

H(Ui(w)|U i−1(w))

(f)

≤ |VU | −
∑
i∈VU

(1− δN ) = |VU |δN ≤ NδN , (7.180)

where (f) follows from (7.19).

7.C.5 Proof of Lemma 7.A.5

Let D denote VU\VU |X̃ for simplicity. Similar to [CBA15, Appendix B-C], if N is
sufficiently large, then we have

|D| −H(ŨN [D](w))
(a)

≤ V(pŨN [D](w), qU|D|)× log2
|D|

V(pŨN [D](w), qU|D|)

2This can be proved by L’Hospital’s rule. Since δN = 2−βN , it holds that limN→∞ N3δN =

limN→∞
N3

2βN = limN→∞
6

2βN ln3(2β)
=0.
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(b)

≤ NV(pŨN [D](w), qU|D|)− V(pŨN [D](w), qU|D|)× log2 V(pŨN [D](w), qU|D|)

(c)

≤ 2
√
2 ln 2

√
NδN

(
N − log2(2

√
2 ln 2

√
NδN )

)
, (7.181)

where (a) follows from [CK11, Lemma 2.7]; (b) follows from the fact that log |D| ≤
N ; (c) holds due to Lemma 7.A.4 and the fact that x log2 x is decreasing for suffi-
ciently small x > 0.

Let δ′N denote 2
√
2 ln 2

√
NδN (N− ln(2

√
2 ln 2

√
NδN )). Then for any subset DS

of D, we have that

|D| −H(ŨN [D](w))

=
(
|DS | −H(ŨN [DS ](w))

)
+
(
|D\DS | −H(ŨN [D\DS ](w))

)
+ I(ŨN [DS ](w); Ũ

N [D\DS ](w))

≤ δ′N . (7.182)

Combining (7.182) with the fact that

|DS | −H(ŨN [DS ](w)) ≥ 0, (7.183)

|D\DS | −H(ŨN [D\DS ](w)) ≥ 0, (7.184)

I(ŨN [DS ](w); Ũ
N [D\DS ](w)) ≥ 0, (7.185)

we obtain that (7.97) and (7.98) hold.
Now we show that δ′N → 0 as N →∞. As δN = 2−βN , from L’Hospital’s rule,

we have that

lim
N→∞

√
NδNN = lim

N→∞

N
3
2

(2β/2)N
= lim

N→∞

3
2N

1
2

ln(2β/2)(2β/2)N

= lim
N→∞

3/4

N1/2 ln2(2β/2)(2β/2)N
= 0. (7.186)

Since
√
NδN → 0 and limx→0 x log2 x = 0, it holds that

lim
N→∞

√
NδN log2

√
NδN = 0. (7.187)

Combining (7.181), (7.186), and (7.187), we obtain that

|D| −H(ŨN [D](w)) ≤ δ′N
N→∞−−−−→ 0. (7.188)

7.C.6 Proof of Lemma 7.A.6

It holds that

D(pXN (w)UN (w)||pXN (W )ŨN (w))
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≤ D(pXN (w)X̃N (w)UN (w)||pXN (w)X̃N (w)ŨN (w))

=
∑
xN

∑
x̃N

∑
uN

pXN (w)X̃N (w)UN (w)(x
N , x̃N , uN )

× log
pXN (w)X̃N (w)UN (w)(x

N , x̃N , uN )

pXN (w)X̃N (w)ŨN (w)(x
N , x̃N , uN )

=
∑
xN

∑
x̃N

∑
vN

pXN (w)X̃N (w)UN (w)(x
N , x̃N , uN )

× log
pUN (w)|XN (w)X̃N (w)(u

N |xN , x̃N )

pŨN (w)|XN (w)X̃N (w)(u
N |xN , x̃N )

(a)
=

∑
xN

∑
x̃N

∑
uN

pXN (w)X̃N (w)UN (w)(x
N , x̃N , uN ) log

pUN (w)|X̃N (w)(u
N |x̃N )

pŨN (w)|X̃N (w)(u
N |x̃N )

=
∑
x̃N

∑
uN

pX̃N (w)UN (w)(x̃
N , uN ) log

pX̃N (w)UN (w)(x̃
N , uN )

pX̃N (w)ŨN (w)(x̃
N , uN )

= D(pX̃N (w)UN (w)||pX̃N (w)ŨN (w))

(b)

≤ NδN
N→∞−−−−→ 0, (7.189)

where (a) follows from the Markov chain (ŨN (w), UN (w))− X̃N (w)−XN (w); (b)
follows from Lemma 7.A.1.

7.C.7 Proof of Lemma 7.A.7

We first consider the following mutual information

I(UN [VU |X ](w);XN (w)|C = C)

≤ |VU |X | −H(UN [VU |X ](w)|XN (w), C = C)

(a)

≤ |VU |X | −
∑

i∈VU|X

H(U i(w)|U i−1(w), XN (w), C = C)

(b)

≤ |VU |X | −
∑

i∈VU|X

(1− δN )

= |VU |X |δN ≤ NδN
N→∞−−−−→ 0, (7.190)

where (a) follows from the fact that conditioning reduces entropy; (b) follows from
(7.21). Now we consider the following

I(ŨN [VU |X ](w);XN (w)|C = C)− I(UN [VU |X ](w);XN (w)|C = C)

= H(UN [VU |X ](w), XN (w)|C = C)
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−H(ŨN [VU |X ](w), XN (w)|C = C)

+H(ŨN [VU |X ](w)|C = C)−H(UN [VU |X ](w)|C = C)

≤ |H(UN [VU |X ](w), XN (w)|C = C)

−H(ŨN [VU |X ](w), XN (w)|C = C)|
+ |H(ŨN [VU |X ](w)|C = C)−H(UN [VU |X ](w)|C = C)|

(a)

≤ h2

(
V(pXN (w)UN [VU|X ](w), pXN (w)ŨN [VU|X ](w))

)
+

V(pXN (w)UN [VU|X ](w), pXN (w)ŨN [VU|X ](w))

2
log(2N)

+ h2

(
V(pUN [VU|X ](w), pŨN [VU|X ](w))

)
+

V(pUN [VU|X ](w), pŨN [VU|X ](w))

2
log(2N)

(b)

≤ 2h2

(
V(pXN (w)UN (w), pXN (w)ŨN (w))

)
+ V(pXN (w)UN (w), pXN (w)ŨN (w)) log(2N)

(c)

≤ 2h2(NδN ) + 4N2δN
N→∞−−−−→ 0, (7.191)

where (a) follows from [HY10, Theorem 6]; (b) holds since h2(x) is increasing for
small x > 0; (c) follows from Lemma 7.A.6.

Combining (7.191) and (7.193), we obtain that

I(ŨN [VU |X ](w);XN (w)|C = C) ≤ NδN + 2h2(NδN ) + 4N2δN
(a)→ 0, (7.192)

as N → ∞; where (a) holds due to the fact that N2δN → 0 as N → ∞ and
h2(x)→ 0 as x→ 0.

Then we have that

I(ŨN [VU |X ](W );XN (W )|C = C)

=

MI∑
w=1

Pr(W = w)I(ŨN [VU |X ](w);XN (w)|C = C)

(a)

≤ 2h2(NδN ) + 4N2δN
N→∞−−−−→ 0, (7.193)

where (a) follows from (7.192).

7.C.8 Proof of Lemma 7.A.9

It holds that

Pr{V̂ N (W ) ̸= Ṽ N (W )}
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≤ Pr{V̂ N (W ) ̸= Ṽ N (W )|ÛN (C1(W )) = ŨN (W )}
+ Pr{ÛN (C1(W )) ̸= ŨN (W )}, (7.194)

where the second term goes to 0 as N →∞ due to (7.132) in Lemma 7.A.8 and the
first term also goes to 0 as N →∞ due to the following analysis. From (7.118), we
obtain that for sufficiently small ϵ > 0, there exists N0(ϵ) such that for sufficiently
large N = 2n ≥ N0(ϵ), it holds that

|VV |UY |
N

> H(V |UY )− ϵ. (7.195)

Therefore, for sufficiently large N = 2n ≥ N0(ϵ), it holds that

|A2|+ |J2(W )|+ |J3(W )| = |VV |UY |+ |F2| > NH(V |U, Y ). (7.196)

Applying [Ari10, Theorem 3], we obtain that

Pr{V̂ N (W ) ̸= Ṽ N (W )|ÛN (C1(W )) = ŨN (W )} N→∞−−−−→ 0. (7.197)

Combining (7.131), (7.194), and (7.197), we obtain that (7.132) holds.

7.C.9 Proof of Lemma 7.A.10

It holds that

D(pX̃N (w)Ṽ N (w)ŨN (w)||pX̃N (w)V̄ N (w)ŪN (w))

= D(pV̄ N (w)|X̃N (w)ŪN (w)||pṼ N (w)|X̃N (w)ŨN (w))

+ D(pX̃N (w)ŪN (w)||pX̃N (w)ŨN (w))

(a)

≤ D(pV̄ N (w)|X̃N (w)ŪN (w)||pṼ N (w)|X̃N (w)ŨN (w)) +NδN , (7.198)

where (a) follows from Now we consider the first term in (7.198) as follows

D(pV̄ N (w)|X̃N (w)ŪN (w)||pṼ N (w)|X̃N (w)ŨN (w))

=
∑

j∈VV |UX̃∪Hc
V |U

D(pV̄ j(w)|V̄ j−1(w)X̃N (w)ŪN (w)||pṼ j(w)|Ṽ j−1(w)X̃N (w)ŨN (w))

=
∑

j∈VV |UX̃

(1−H(V̄ j(w)|V̄ j−1(w), X̃N (w), ŪN (w)))

+
∑

j∈HV \HV |U

(H(V̄ j(w)|V̄ j−1(w), ŪN (w))−H(V̄ j(w)|V̄ j−1(w), X̃N (w), ŪN (w)))

+
∑

j∈Hc
V

(H(V̄ j(w)|V̄ j−1(w))−H(V̄ j(w)|V̄ j−1(w), X̃N (w), ŪN (w)))
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(a)

≤ (|VV |UX̃ |+ |HV ∩Hc
V |U |+ |H

c
V |)δN

≤ NδN , (7.199)

where (a) follows from (7.37), (7.38), and (7.42).

Combining (7.198) and (7.199), we obtain that

D(pX̃N (w)V̄ N (w)ŪN (w)||pX̃N (w)Ṽ N (w)ŨN (w)) ≤ 2NδN . (7.200)

7.C.10 Proof of Lemma 7.A.11

For any user w ∈ [1 : MI ] and any i ∈ VV |U , it holds that

H(Ṽi(w)|Ṽ i−1(w), ŨN (w))

(a)

≥ H(Ṽi(w)|Ṽ i−1(w), ŨN (w)) + 1− δN −H(V̄i(w)|V̄ i−1(w), ŪN (w))

≥ H(Ṽi(w), Ṽ
i−1(w), ŨN (w))−H(Ṽ i−1(w), ŨN (w))

−
(
H(V̄ai

(w), V̄ i−1(w), ŪN (w))−H(V̄ i−1(w), ŪN (w))
)
+ 1− δN

=
(
H(Ṽi(w), Ṽ

i−1(w), ŨN (w))−H(V̄i(w), V̄
i−1(w), UN (w))

)
−
(
H(Ṽ i−1(w), ŨN (w))−H(V̄ i−1(w), ŪN (w))

)
+ 1− δN

≥ −|H(Ṽi(w), Ṽ
i−1(w), ŨN (w))−H(V̄i(w), V̄

i−1(w), ŪN (w))|
− |H(Ṽ i−1(w), ŨN (w))−H(V̄ i−1(w), ŪN (w))|+ 1− δN

(b)

≥ −h2

(
V(pṼ i(w)ŨN (w), pV̄ i(w)ŪN (w))

)
−

V(pṼ i(w)ŨN (w), pV̄ i(w)ŪN (w))

2
log(N + i− 1)

− h2

(
V(pṼ i−1(w)ŨN (w), pV̄ i−1(w)ŪN (w))

)
−

V(pṼ i−1(w), pV̄ i−1(w))

2
log(N + i− 2) + 1− δN

(c)

≥ −2h2

(
V(pṼ N (w)ŨN (w), pV̄ N (w)ŪN (w))

)
− V(pṼ N (w)ŨN (w), pV̄ N (w)ŪN (w)) log(2N) + 1− δN

(d)

≥ −2h2

(
2
√
2 ln 2

√
2NδN

)
− 2
√
2 ln 2

√
2N3δN + 1− δN

(e)→ 1, (7.201)

as N →∞; where (a) follows from (7.39); (b) follows from [HY10, Theorem 6]; (c)
holds because the binary entropy function h2(x) is increasing for small x > 0; (d)
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follows from (7.134) in Lemma 7.A.10; (e) holds due to the fact that N3δN → 03

as N →∞ and h2(x)→ 0 as x→ 0.

7.C.11 Proof of Lemma 7.A.12

Similar to the proof idea in [CBA15, Lemma 7], we have that

V(pŨN [D1](w)Ṽ N [D2](w)), qU|D1|+|D2|)

(a)

≤ V(pŨN [VU ](w)Ṽ N [VV |U ](w), qU|VU |+|VV |U |)

(b)

≤ V(pŨN [VU ](w)Ṽ N [VV |U ](w), pŪN [VU ](w)V̄ N [VV |U ](w))

+ V(pŪN [VU ](w)V̄ N [VV |U ](w), qU|VU |+|VV |U |)

(c)

≤
√
2 ln 2

√
2NδN + V(pŪN [VU ](w)V̄ N [VV |U ](w), qU|VU |+|VV |U |)

(d)

≤
√
2 ln 2

√
NδN +

√
2 ln 2

√
D(pŪN [VU ](w)V̄ N [VV |U ](w)||qU|VU |+|VV |U |)

=
√
2 ln 2

√
NδN +

√
2 ln 2

×
√
|VU |+ |VV |U | −H(ŪN [VU ](w), V̄ N [VV |U ](w))

(e)

≤ 2
√
2 ln 2

√
2NδN , (7.202)

where (a) follows by defining qU|VU | the uniform distribution on [1 : 2|VU |]; (b)

follows from the triangle inequality; (c) follows from (7.134) Lemma 7.A.10; (d)
follows from Pinsker’s inequality [CK11, p. 44]; (e) holds because for any w ∈ [1 :
MI ], we have that

|VU |+ |VV |U | −H(ŪN [VU ](w), V̄ N [VV |U ](w))

≤ |VU | −
∑
i∈VU

H(Ūi(w)|Ū i−1(w))

+ |VV |U | −
∑

i∈VV |U

H(V̄i(w)|V̄ i−1(w), ŪN (w))

(f)

≤ |VU | −
∑
i∈VU

(1− δN ) + |VV |U | −
∑

i∈VV |U

(1− δN )

= (|VU |+ |VV |U |)δN ≤ 2NδN , (7.203)

where (f) follows from (7.19) and (7.39).

3This can be proved by L’Hospital’s rule. Since δN = 2−βN , it holds that limN→∞ N3δN =

limN→∞
N3

2βN = limN→∞
6

2βN ln3(2β)
=0.
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7.C.12 Proof of Lemma 7.A.13

For sufficiently large N , we have that

|D1|+ |D2| −H(ŨN [D1](w), Ṽ
N [D2](w))

(a)

≤ V(pŨN [D1](w)Ṽ N [D2](w), qU|D1|+|D2|)

× log2
|D1|+ |D2|

V(pŨN [D1](w)Ṽ N [D2](w), qU|D1|+|D2|)

(b)

≤ NV(pŨN [D1](w)Ṽ N [D2](w), qU|D1|+|D2|)

− V(pŨN [D1](w)Ṽ N [D2](w), qU|D1|+|D2|)

× log2 V(pŨN [D1](w)Ṽ N [D2](w), qU|D1|+|D2|)

(c)

≤ 2
√
2 ln 2

√
2NδN

(
N − log2(2

√
2 ln 2

√
2NδN )

)
, (7.204)

where (a) follows from [CK11, Lemma 2.7]; (b) follows from the fact that log |D| ≤
N ; (c) holds due to Lemma 7.A.12 and the fact that x log2 x is decreasing for
sufficiently small x > 0.

7.C.13 Proof of Lemma 7.A.14

It holds that

D(pXN (w)ŪN (w)V̄ N (w)||pXN (W )ŨN (w)Ṽ N (w))

≤ D(pXN (w)X̃N (w)ŪN (w)V̄ N (w)||pXN (w)X̃N (w)ŨN (w)Ṽ N (w))

=
∑
xN

∑
x̃N

∑
uN

∑
vN

pXN (w)X̃N (w)ŪN (w)V̄ N (w)(x
N x̃NuNvN )

× log
pXN (w)X̃N (w)ŪN (w)V̄ N (w)(x

N , x̃N , uN , vN )

pXN (w)X̃N (w)ŨN (w)Ṽ N (w)(x
N , x̃N , uN , vN )

=
∑
xN

∑
x̃N

∑
uN

∑
vN

pXN (w)X̃N (w)ŪN (w)V̄ N (w)(x
N x̃NuNvN )

× log
pŪN (w)V̄ N (w)|XN (w)X̃N (w)(u

NvN |xN x̃N )

pŨN (w)Ṽ N (w)|XN (w)X̃N (w)(u
NvN |xN x̃N )

(a)
=

∑
xN

∑
x̃N

∑
uN

∑
vN

pXN (w)X̃N (w)ŪN (w)V̄ N (w)(x
N , x̃N , uN , vN )

× log
pŪN (w)V̄ N (w)|X̃N (w)(u

N , vN |x̃N )

pŨN (w)Ṽ N (w)|X̃N (w)(u
N , vN |x̃N )

=
∑
x̃N

∑
vN

pX̃N (w)ŪN (w)V̄ N (w)(x̃
N , uN , vN )
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× log
pX̃N (w)ŪN (w)V̄ N (w)(x̃

N , uN , vN )

pX̃N (w)ŨN (w)Ṽ N (w)(x̃
N , uN , vN )

= D(pX̃N (w)ŪN (w)V̄ N (w)||pX̃N (w)ŨN (w)Ṽ N (w))

(b)

≤ 2NδN
N→∞−−−−→ 0, (7.205)

where (a) follows from the Markov chain (Ṽ N (w), V̄ N (w), ŨN (w), ŪN (w)) −
X̃N (w)−XN (w); (b) follows from (7.133) in Lemma 7.A.10.

7.C.14 Proof of Lemma 7.A.15

We first consider the following mutual information

I(ŪN [VU |X ](w), V̄ N [VV |UX ](w);XN (w)|C = C)

= I(ŪN [VU |X ](w);XN (w)|C = C)

+ I(V̄ N [VV |UX ](w);XN (w)|ŪN [VU |X ](w), C = C)

(a)

≤ NδN + |VV |UX | −H(V̄ N [VV |UX ](w)|XN (w), ŪN [VU |X ](w), C = C)

(b)

≤ NδN + |VV |UX | −
∑

i∈VV |UX

H(V̄ i(w)|V̄ i−1(w), XN (w), ŪN (w), C = C)

(c)

≤ NδN + |VV |UX | −
∑

i∈VV |UX

(1− δN )

= NδN + |VV |UX |δN ≤ 2NδN
N→∞−−−−→ 0, (7.206)

where (a) follows from Lemma 7.A.13; (b) holds because conditioning reduces en-
tropy; (c) follows from (7.41). Then we have that

I(ŪN [VU |X ](W ), V̄ N [VV |UX ](W );XN (W )|C = C)

=

MI∑
w=1

Pr(W = w)I(ŪN [VU |X ](w), V̄ N [VV |UX ](w);XN (w)|C = C)

≤
MI∑
w=1

1

MI
2NδN = 2NδN

N→∞−−−−→ 0. (7.207)

In the following, for simplicity, we define the following notations

V1 = V(pXN (w)V̄ N [VV |UX ](w)ŪN [VU|X ](w), pXN (w)Ṽ N [VV |UX ](w)ŨN [VU|X ](w)), (7.208)

V2 = V(pV̄ N [VV |UX ](w)ŪN [VU|X ](w), pṼ N [VV |UX ](w)ŨN [VU|X ](w)), (7.209)

V3 = V(pXN (w)V̄ N (w)ŪN (w), pXN (w)Ṽ N (w)ŨN (w)). (7.210)
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Now we consider the following

I(ŨN [VU |X ](W ), Ṽ N [VV |UX ](W );XN (W )|C = C)

− I(ŪN [VU |X ](W ), V̄ N [VV |UX ](W );XN (W )|C = C)

= H(ŪN [VU |X ](W ), V̄ N [VV |UX ](W ), XN (W )|C = C)

−H(ŨN [VU |X ](W ), Ṽ N [VV |UX ](W ), XN (W )|C = C)

+H(ŨN [VU |X ](W ), Ṽ N [VV |UX ](W )|C = C)

−H(ŪN [VU |X ](W ), V̄ N [VV |UX ](W )|C = C)

≤ |H(ŪN [VU |X ](W ), V̄ N [VV |UX ](W ), XN (W )|C = C)

−H(ŨN [VU |X ](W ), Ṽ N [VV |UX ](W ), XN (W )|C = C)|
+ |H(ŨN [VU |X ](W ), Ṽ N [VV |UX ](W )|C = C)

−H(ŪN [VU |X ](W ), V̄ N [VV |UX ](W )|C = C)|
(c)

≤ h2(V1) +
V1

2
log(2N) + h2(V2) +

V2

2
log(2N)

(d)

≤ 2h2(V3) + V3 log(2N)

(e)

≤ 2h2(2NδN ) +
√
2 ln 2

√
8N2δN

(f)→ 0, (7.211)

as N → ∞; where (c) follows from [HY10, Theorem 6]; (d) holds because the
binary entropy function h2(x) is increasing for small x > 0; (e) follows from (7.156)
in Lemma 7.A.14; (f) holds because that N2δN → 0 as N →∞ and h2(x)→ 0 as
x→ 0.

Combining (7.207) and (7.211), we obtain that (7.157) holds.

7.C.15 Proof of Claim 7.B.1

It holds that

N(RC +RJ + δ) ≥ H(C(W ), J(W )|W )

= I(X̃N (W );C(W ), J(W )|W ) +H(C(W ), J(W )|X̃N (W ),W )

(a)
= I(X̃N (W );C,J |W ) +H(C(W ), J(W )|X̃N (W ),W )

= I(X̃N (W ),W ;C,J) +H(C(W ), J(W )|X̃N (W ),W )

= H(W ) +H(X̃N (W ))−H(X̃N (W ),W, S(W )|C,J)

+H(S(W )|X̃N (W ),W,C,J) +H(C(W ), J(W )|X̃N (W ),W )

= H(W ) +H(X̃N (W ))−H(X̃N (W )|C,J ,W, S(W ))

−H(W,S(W )|C,J) +H(S(W )|X̃N (W ),W,C,J)
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+H(C(W ), J(W )|X̃N (W ),W )

= H(W ) + I(X̃N (W );S(W ),W,C,J)−H(S(W ),W |C,J , Y N , P (W ))

− I(Y N , P (W );S(W ),W |C,J) +H(S(W ), C(W ), J(W )|X̃N (W ),W )

≥ H(W ) + I(X̃N (W );S(W ),W,C,J)−H(S(W ),W |Ŝ, Ŵ )

− I(Y N , P (W );S(W ),W |C,J) +H(S(W ), C(W ), J(W )|X̃N (W ),W )

(b)

≥ H(W ) + I(X̃N (W );S(W ),W,C(W ), J(W )|Y N )

− F − I(P (W );S(W ),W,C(W ), J(W )|Y N )

+ I(Y N , P (W );C,J) +H(S(W ), C(W ), J(W )|X̃N (W ),W )

≥ H(W )− F + I(X̃N (W );S(W ),W,C(W ), J(W ), P (W )|Y N )

+H(P (W )|S(W ),W,C(W ), J(W ), X̃N (W ), Y N )

+H(SW , C(W ), J(W )|X̃N (W ),W )−H(P (W )|Y N )

(c)
= H(W ) + I(X̃N (W );S(W ),W,C(W ), J(W )|Y N )

− F +H(P (W )|S(W ),W,C(W ), J(W ), X̃N (W ))

+H(S(W ), C(W ), J(W )|X̃N (W ),W )−H(P (W )|Y N )

= H(W ) + I(X̃N (W );S(W ),W,C(W ), J(W )|Y N )

− F +H(P (W )|X̃N (W ),W )−H(P (W )|Y N )

− I(P (W );SW , C(W ), J(W )|X̃N (W ),W )

+H(S(W ), C(W ), J(W )|X̃N (W ),W )

= H(W ) + I(X̃N (W );S(W ),W,C(W ), J(W )|Y N )

− F +H(P (W )|X̃N (W ),W )−H(P (W )|Y N )

+H(S(W ), C(W ), J(W )|X̃N (W ),W, P (W ))

(d)
= H(W ) + I(X̃N (W );S(W ),W,C(W ), J(W )|Y N )

− F +H(S(W ), C(W ), J(W )|X̃N (W ),W, P (W ))

(c)
= H(W ) + I(X̃N (W );S(W ),W,C(W ), J(W ), P (W ))

− I(Y N (W );S(W ),W,C(W ), J(W ), P (W ))− F

+H(S(W ), C(W ), J(W )|X̃N (W ),W, P (W ))

(e)

≥ N(RI − δ)− F +
N∑

n=1

I(X̃n(W );Vn)−
N∑

n=1

I(Yn;Vn)

+H(S(W ), C(W ), J(W )|X̃N (W ),W, P (W )), (7.212)
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where (a) follows from the fact that, given the user index W , the enrolled bio-
metric sequence X̃N (W ) is independent of the helper data of the other users; (b)
follows from Fano’s inequality; (c) follows from the Markov chain Y N −XN (W )−
X̃N (W )−(S(W ),W,C(W ), J(W ), P (W )); (d) follows from that PW is independent
of (X̃N (W ),W, Y N ); (e) follows from Markov chains

Xn−1(W )− (S(W ),W,C(W ), J(W ), P (W ), X̃n−1(W ))−Xn(W ), (7.213)

Y n−1 − (S(W ),W, J(W ), P (W ), Xn−1(W ))− Yn. (7.214)
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Algorithm 5 Enrollment of the Two-stage Generated Secret Key System

Input: Biometric sequence x̃N (w) for each user w ∈ [1 : MI ]; a rate tuple
(RI , RS , RP , RC), the sets F1, F2, IC , I1, I2, I11L , I12L , I13L , I11J , I12J , I21L , I22L ,
I21J , I22J , I1S , and I2S , defined in Definition 7.3.2; the binary presentation private

key p(w) sequentially divided into parts p11(w) ∈ [1 : 2|I
11
J |], p12(w) ∈ [1 : 2|I

12
J |],

p2(w) ∈ [1 : 2NRC−|VU|Y \VU|X̃ |−|IC |], p13(w) ∈ [1 : 2|I
13
J |], p21(w) ∈ [1 : 2|I

21
J |],

p22(w) ∈ [1 : 2|I
22
J |], p3(w) ∈ [1 : 2N(RI+ϵ−RC)+|VU|Y \VU|X̃ |−|I1|−|I2|], and

p4(w) ∈ [1 : 2N(RP−RI−ϵ)+|I1|+|I2|+|IC |−|I11
J |−|I12

J |−|I13
J |−|I21

J |−|I22
J |]; vectors A1 and

A2, which are realizations of binary uniformly distributed random variables of size
[1 : 2|VU|X̃∪F1|] and [1 : 2|VV |UX̃∪F2|], respectively.

Output: The first layer helper data c(w), the second layer helper data j(w),
and the secret key s(w) for all users w ∈ [1 : MI ].

1: for w = 1 : MI do
2: ũN [VU |X̃ ](w)← A1

3: Given x̃N (w), do the successive cancellation operation to obtain the remain-
ing bits of ũN (w) according to (7.35).

4: ṽN [VV |UX̃ ](w)← A2

5: Given x̃N (w) and ũN (w), do the successive cancellation operation to obtain
the remaining bits of ṽN (w) according to (7.70).

6: c11(w)← ũN [(VU |X\VU |X̃) ∪ I11L ](w)

7: c12(w)← ũN [I11J ∪ F1](w)⊕ p11(w)
8: c21(w)← ũN [I12L ](w)
9: c22(w)← ũN [I12J ](w)⊕ p12(w)

10: c3(w)← p2(w)
11: j11(w)← ũN [I13L ](w)
12: j12(w)← ũN [I13J ](w)⊕ p13(w)
13: j21(w)← ṽN [(VV |UX\VV |UX̃) ∪ I21L ](w)

14: j22(w)← ṽN [I21J ∪ F2](w)⊕ p21(w)
15: j31(w)← ṽN [I22L ](w)
16: j32(w)← ṽN [I22J ](w)⊕ p22(w)
17: j4(w)← p3(w)
18: s1(w)← ũN [I1S ](w)
19: s2(w)← ṽN [I2S ](w)
20: s3(w)← p4(w)
21: Store c(w) = (c1(w), c2(w), c3(w)), j(w) =

(j11(w), j12(w), j21(w), j22(w), j31(w), j32(w), j4(w)), and s(w) =
(s1(w), s2(w), s3(w)) in the first-layer, the second-layer public helper databases,
and the secure database at location w, respectively.

22: return {c(w)}MI
w=1, {j(w)}

MI
w=1, {s(w)}

MI
w=1
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Algorithm 6 Identification and Authentication of the Two-stage Generated Secret
Key System

Input: Observation sequence yN ; the private key p of the observed user; the
public helper database {j(w)}MI

w=1; vectors (A1, A2) and sets F1, F2, IC , I1, I2,
I11L , I12L , I13L , I11J , I12J , I21L , I22L , I21J , I22J , I1S , and I2S from Algorithm 1.

Output: Guessed user index ŵ and estimated secret key ŝ.

1: for (c11, c12) = [1 : 2|(VU|X\VU|X̃)∪F∪I11
L |]× [1 : 2|I

11
J |] do

2: ûN [VU |X̃ ](c11, c12)← A1

3: ûN [(VU |X\VU |X̃) ∪ I11L ](c11, c12)← c11

4: ûN [I11J ∪ F1](c11, c12)← c12 ⊖ p11
5: Given yN and ûN [VU |Y ∪ F1](c11, c12), do successive cancellation operation

to obtain the remaining bits of ûN (c11, c12).
6: L ← L ∪ {(c11, c12, ûN [I12L ](c11, c12), û

N [I12J ](c11, c12)⊕ p12, p2)}.
7: ŵ ← 0
8: do
9: ŵ ← ŵ + 1

10: if c(ŵ) ∈ L and (j11, j12) = (ûN [I13L ](c11(ŵ)), û
N [I13J ](c12(ŵ))⊕ p13) then

11: v̂N [VV |UX̃ ](ŵ)← A2

12: v̂N [(VV |UX\VV |UX̃) ∪ I21L ](ŵ)← j21(ŵ)

13: v̂N [I21J ∪ F2](ŵ)← j22(ŵ)⊖ p21
14: Given yN , ûN (c(ŵ)), and v̂N [VV |UY ∪F2](ŵ), do successive cancellation

operation to obtain the remaining bits of v̂N (ŵ).

15: while (v̂N [I22L ](ŵ), v̂N [I22J ](ŵ)⊕ p22, p3) ̸= (j31(ŵ), j32(ŵ), j4(ŵ)) and ŵ ≤MI

16: if (v̂N [I22L ](ŵ), v̂N [I22J ](ŵ)⊕ p22, p3) = (j31(ŵ), j32(ŵ), j4(ŵ)) then
17: return ŵ, ŝ← (ûN [I1S ](c(ŵ)), v̂N [I2S ](ŵ), p4)
18: else
19: return error
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Algorithm 7 Enrollment of the Two-stage Chosen Secret Key System

Input: Biometric sequence x̃N (w) for each user w ∈ [1 : MI ]; the
chosen secret key s(w); a rate tuple (RI , RS , RP , RC), the sets F1, F2, IC ,
I1, I2, I11L , I12L , I13L , I11J , I12J , I21L , I22L , I21J , I22J , I1S , and I2S , defined
in Definition 7.3.2; the binary presentation private key p(w) sequentially di-

vided into parts p11(w) ∈ [1 : 2|I
11
J |], p12(w) ∈ [1 : 2|I

12
J |], p2(w) ∈ [1 :

2NRC−|VU|Y \VU|X̃ |−|IC |], p13(w) ∈ [1 : 2|I
13
J |], p21(w) ∈ [1 : 2|I

21
J |], p22(w) ∈

[1 : 2|I
22
J |], p3(w) ∈ [1 : 2N(RI+ϵ−RC)+|VU|Y \VU|X̃ |−|I1|−|I2|], and p4(w) ∈ [1 :

2N(RP−RI−ϵ)+|I1|+|I2|+|IC |−|I11
J |−|I12

J |−|I13
J |−|I21

J |−|I22
J |]; vectors A1 and A2, which

are realizations of binary uniformly distributed random variables of size [1 :

2|VU|X̃∪F1|] and [1 : 2|VV |UX̃∪F2|], respectively.
Output: The first layer helper data c(w), the second layer helper data j(w),

and the secret key s(w) for all users w ∈ [1 : MI ].

1: for w = 1 : MI do
2: ũN [VU |X̃ ](w)← A1

3: Given x̃N (w), do the successive cancellation operation to obtain the remain-
ing bits of ũN (w) according to (7.35).

4: ṽN [VV |UX̃ ](w)← A2

5: Given x̃N (w) and ũN (w), do the successive cancellation operation to obtain
the remaining bits of ṽN (w) according to (7.70).

6: c11(w)← ũN [(VU |X\VU |X̃) ∪ I11L ](w)

7: c12(w)← ũN [I11J ∪ F1](w)⊕ p11(w)
8: c21(w)← ũN [I12L ](w)
9: c22(w)← ũN [I12J ](w)⊕ p12(w)

10: c3(w)← p2(w)
11: j11(w)← ũN [I13L ](w)
12: j12(w)← ũN [I13J ](w)⊕ p13(w)
13: j21(w)← ṽN [(VV |UX\VV |UX̃) ∪ I21L ](w)

14: j22(w)← ṽN [I21J ∪ F2](w)⊕ p21(w)
15: j31(w)← ṽN [I22L ](w)
16: j32(w)← ṽN [I22J ](w)⊕ p22(w)
17: j4(w)← p3(w)
18: j5(w)← (ũN [I1S ](w), ṽN [I2S ](w), p4(w))⊕ s(w)
19: Store c(w) = (c1(w), c2(w), c3(w)), j(w) =

(j11(w), j12(w), j21(w), j22(w), j31(w), j32(w), j4(w), j5(w)), and s(w) in
the first-layer, the second-layer public helper databases, and the secure
database at location w, respectively.

20: return {c(w)}MI
w=1, {j(w)}

MI
w=1, {s(w)}

MI
w=1
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CHAPTER 7. FUNDAMENTAL LIMITS-ACHIEVING POLAR CODE

DESIGNS

Algorithm 8 Identification and Authentication of the Two-stage Chosen Secret
Key System

Input: Observation sequence yN ; the private key p of the observed user; the
public helper database {j(w)}MI

w=1; vectors (A1, A2) and sets F1, F2, IC , I1, I2,
I11L , I12L , I13L , I11J , I12J , I21L , I22L , I21J , I22J , I1S , and I2S from Algorithm 1.

Output: Guessed user index ŵ and estimated secret key ŝ.

1: for (c11, c12) = [1 : 2|(VU|X\VU|X̃)∪I11
L |]× [1 : 2|I

11
J |] do

2: ûN [VU |X̃ ](c11, c12)← A1

3: ûN [(VU |X\VU |X̃) ∪ I11L ](c11, c12)← c11

4: ûN [I11J ∪ F1](c11, c12)← c12 ⊖ p11
5: Given yN and ûN [VU |Y ∪ F1](c11, c12), do successive cancellation operation

to obtain the remaining bits of ûN (c11, c12).
6: L ← L ∪ {(c11, c12, ûN [I12L ](c11, c12), û

N [I12J ](c11, c12)⊕ p12, p2)}.
7: ŵ ← 0
8: do
9: ŵ ← ŵ + 1

10: if c(ŵ) ∈ L and (ûN [I13L ](c), ûN [I13J ](c)⊕ p13) = (j11, j12) then
11: v̂N [VV |UX̃ ](ŵ)← A2

12: v̂N [(VV |UX\VV |UX̃) ∪ I21L ](ŵ)← j21(ŵ)

13: v̂N [I21J ∪ F2](ŵ)← j22(ŵ)⊖ p21
14: Given yN , ûN (c(ŵ)), and v̂N [VV |UY ∪F2](ŵ), do successive cancellation

operation to obtain the remaining bits of v̂N (ŵ).

15: while (v̂N [I22L ](ŵ), v̂N [I22J ](ŵ)⊕ p22, p3) ̸= (j31(ŵ), j32(ŵ), j4(ŵ)) and ŵ ≤MI

16: if (v̂N [I22L ](ŵ), v̂N [I22J ](ŵ)⊕ p22, p3) = (j31(ŵ), j32(ŵ), j4(ŵ)) then
17: return ŵ, ŝ← j5(w)⊖ (ûN [I1S ](c(ŵ)), v̂N [I2S ](ŵ), p4)
18: else
19: return error



Chapter 8

Conclusion

8.1 Summary

In this thesis, we investigated several aspects of biometric identification and au-
thentication systems. We extended the basic setting with additional considerations,
such as the noisy enrollment, as well as information-theoretic privacy and secrecy
constraints. We characterized the fundamental limits and proposed fundamental
limits-achieving code designs.

In Chapter 3, we study fundamental trade-offs of privacy-preserving biometric
identification and authentication systems. This work extends the authentication
problem with close to zero privacy leakage rate in [IW09] by including a noisy
enrollment step and identification. Due to the existence of noise in the enrollment
phase and the identification operation, the results are more general and require
revised proofs. It is shown that a close to zero privacy leakage rate is achieved with
additional private keys. The results also show that the identification rate and the
secret key rate can be enlarged by increasing the private key rate. The work in
this chapter provides a framework for analyzing privacy-preserving identification
systems and insight into the design of optimal systems.

In Chapter 4, we study a privacy-preserving two-stage setting. Similar to Chap-
ter 3, we introduce private keys in the system and aim at achieving a close to zero
privacy leakage rate. In the enrollment phase, secret keys and two layers of helper
data for each user are generated. In the identification phase, the system firstly
compares the observed user sequence with the first layer helper database, outputs a
list, then obtains a set of user indices. Then the system compares the observed user
sequence with the users in the set. Therefore, the identification procedure avoids
an exhaustive search and only has to do a comparison with some parts of the users
in the system. This leads to a systematic reduction of the search complexity. Fun-
damental trade-offs among the identification rate, the secret key rate, the private
key rate, the helper data rate, and the list size rate are derived. Moreover, the
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obtained results show that a private key can be used efficiently in the two-stage
setting to preserve privacy, as well as boost the identification rate and the secret
key rate.

In Chapter 5, we study secure biometric identification and authentication in
multiple systems, which share the same biometric information of users. We con-
sider two designs, viz., the joint design and the incremental design. For the joint
design, multiple systems are designed together at once. We characterize the fun-
damental trade-offs among the identification rate, secret key rates, privacy leakage
rate, and helper data rates in the joint design. For the incremental design, it is
assumed that there is a legacy system and then new systems are designed based on
the legacy system. We also derive the capacity region for the incremental design. It
is shown that the capacity region of the incremental design is a subset of the capac-
ity region of the joint design. As biometrical information is used in more and more
applications, privacy protection becomes more and more important. And the prob-
lem of multiple systems is relevant for biometric identification and authentication
scenarios due to privacy and secrecy concerns.

In Chapter 6, we study the uncertainty aspects of biometric identification and
authentication systems. The uncertainty lies in two aspects, i.e., the probability
mass function (p.m.f.) of users’ biometric information and the observation channel.
For the p.m.f. of users’ biometrics, it is assumed that users are from different groups
and the distribution of each group is determined by a state. For the observation
channel, it is assumed that there is a set of channels and the actual observation
channel is from this set. The obtained results show that our results are more general
and can be reduced to the results in [WKGL03]. It is also worth mentioning that
strong secrecy is achieved, which is more stringent than weak secrecy considered in
the previous chapters.

In Chapter 7, we show that polar codes can be developed for implementation
in the considered biometric identification and authentication systems. Source po-
larization is implemented on biometrics to extract helper data and secret keys.
The systems can include private keys to achieve desired privacy-preserving require-
ments. As the polar coding principle is shown to achieve the fundamental bounds
for various setups, the code designs show that polar codes be also developed for
this setting. Moreover, the proposed code designs not only achieve optimal per-
formance but also satisfy a more stringent secrecy preservation requirement, which
can be achieved for free. This ensures that the proposed code designs result in
better protection of secrecy. Recently, several methods and approaches have been
developed for the design of low-complexity polar coding schemes that outperform
state-of-the-art performance. Given these large ongoing research efforts to develop
low-complexity polar coding schemes, one can expect that several of those ideas can
be transferred to this problem as well, which is a direction to develop the technology
further. Therefore, the polar code designs developed in this work will serve as the
basic polar coding principles enabling the design and implementation of efficient
low-complexity polar codes for identification and authentication.
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8.2 Conclusion

In this thesis, we have extended the basic biometric identification and authentica-
tion systems with privacy and secrecy constraints from several perspectives. These
extensions aim at reducing the gap between the models and the real applications.
The obtained results are shown to be more general and can be reduced to those
basic settings in the literature. For the extended models, we derive the fundamental
trade-offs among the interested rates, which characterizes the optimal performance
of the systems. The results reveal fundamentally how these extensions affect the
optimal trade-offs.

The obtained results in this thesis can be used as a guideline for the performance
evaluation of a real system. For example, to reliably identify a certain number of
users and generate a certain length of the secret key, the fundamental limits and
the privacy analysis reveal how long the stored helper data have to be and how
much privacy can be preserved. Moreover, the extended settings also provide a
framework for building a biometric identification and authentication system on top
of the basic setting. For example, the two-stage setting reveals how to avoid the
exhaustive search. Especially, the capacity region of the two-stage setting involves
two auxiliary variables U and V satisfying Markov chain U−V −X−Y . The process
of finding two auxiliary variables successively can be seen as the process of spreading
the hierarchical structure of the system. With this design idea, one can extend
it straightforwardly to multiple stages. The multiple systems setting illustrates
how to design several systems such that the public helper data can be reused for
efficiency. Especially, for the incremental design of the multiple systems setting,
we see an interesting relation between the design and the successive refinement of
information. From the capacity region of the incremental design, we see that a
new auxiliary random variable satisfying a Markov chain, which corresponds to the
process of finding a better description of the source in the successive refinement
of information. However, a weakness of the incremental design is that we allow to
update the data of the legacy system while keeping the same structure. This is
because we use the random coding argument in the proof. This requirement is not
convenient for the design and should be improved, which requires further research.
The setting with uncertainty provides a framework for designing a system when the
biometric data are from several databases or the observation channel varies from a
set. We show that the obtained capacity region is consistent with the intuition, i.e.,
it is determined by the worst case of the biometric source and channel. Therefore,
the capacity region involves the operations of taking the maximum and minimum.
A weakness of the uncertainty setting is perhaps the worst case approach, in which
there are a finite number of channels, is strict. However, the research idea can be
straightforwardly extended to the continuous case, i.e. the states of the observation
channels and the biometric source are both from continuous sets.

The analysis of deriving the fundamental limits is based on information-theoretic
methods with quantitative information-theoretic metrics. For example, the privacy
and secrecy measure are both based on mutual information. That is, privacy leak-
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age is defined as the mutual information between the public helper data and the
biometric information, and secrecy leakage is the mutual information between the
public helper data and the secret key. Since the generation of the public helper
data and the secret key can be seen as a source coding process, bounding the mu-
tual information leakage relates to the rate-distortion problem, and thus protects
against the adversarial reconstruction of the biometric information and the secret
key. For secrecy, the mutual information leakage is required to be negligible. How-
ever, for privacy, we consider the case where we tolerate some leakage. However,
the measure is in the average sense, which might not be strict enough and lack an
operational meaning. Thus, an interesting future work research direction might be
to study other privacy measures that meet specific privacy requirements.

Lastly, we proposed polar code designs that are provably asymptotically opti-
mal. Compared to the achievability proof based on the concept of typicality, the
code designs bring one step further towards real application and provide a promis-
ing code design approach for biometric identification and authentication systems.
Nevertheless, the code design still involves random coding arguments, and experi-
ments on biometric data are not included, although initial studies have been done.
In particular, we consider ideal i.i.d. biometric source and channels, which is a
simplifying assumption. Thus, it will be a challenging and interesting next step to
take more real world aspects into consideration and propose code designs suitable
for real applications.

8.3 Future Work

There are several possible research directions for future research. In the following,
we list a few aspects which are considered to be important to be studied to further
close the gap between theory and real applications.

• Optimization of auxiliary random variables: To illustrate the funda-
mental limits, we included binary examples, which give a basic understanding
of the optimal trade-offs. However, for simplicity, optimization of cardinality
of the auxiliary random variable is not considered. In more detail, we picked
some distributions and channels for illustrations and did not characterize the
optimal auxiliary random variable, which is a non-trivial problem. This is
also a remaining challenging task if we want to use the fundamental limits as
a benchmark for the optimality design.

• Pre-pocessing of biometric data: In this thesis, we have some assump-
tions about the distribution of the biometric data. However, the distribution
of real biometric data can be more complicated than assumed. Moreover,
biometric data are usually high-dimensional. An operation of dimension re-
duction can be included in the enrollment phase for a more efficient design.
Therefore, it is necessary and interesting to study how to pre-process the
biometric data and how this affects the performance of the biometric system.
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• Higher flexibility of the incremental design: In Chapter 5, the incre-
mental design of multiple systems is studied. In the incremental design, new
systems are built based on existing legacy systems. We require that it is
allowed to update the existing legacy system when building new systems.
Though this does not raise more storage cost since the structure of the legacy
systems are kept the same and only the content of the data are updated, this
update procedure is a stringent requirement. In some scenarios, it is preferred
not to update the legacy systems for convenience. It is interesting to take this
aspect into consideration and study the incremental design.

• Other privacy measures: In this thesis, we adopt mutual information
as the privacy measure and privacy leakage is the amount of information
leaked from the helper data about the biometric data. In some scenarios, it
is not necessary that the whole biometric data should be protected, e.g. the
biometric data consists of several parts and only some parts require privacy
preservation. It is interesting to character the privacy with respect to only
the private part of the biometric data.

• More advanced polar coding techniques: In Chapter 7, our proposed
code designs achieve optimal performance asymptotically. This is due to
the fact that the capacity-achieving performance of polar codes holds for
sufficiently long sequence length. Moreover, for simplicity, we consider the
binary case of the code design. In real-life scenarios, the biometric data are
not necessarily sufficiently long or binary. Fortunately, there is a large amount
of work going on for constructing practical polar codes that perform well
for short block-lengths and non-binary codes, see e.g. [TV13, TV15,MT10].
Considering the length of biometric sequences is finite and non-binary in
real-life scenarios, it is interesting to develop more advanced techniques for
constructing short block-length and non-binary polar codes.
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[GİSK19] O. Günlü, O. İşcan, V. Sidorenko, and G. Kramer. Code constructions
for physical unclonable functions and biometric secrecy systems. IEEE
Trans. Inf. Forensics Security, 14(11):2848–2858, 2019.
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