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Table 4.1: Appliance Types by Location

Location Appliance Type Count

Smart Speaker

Common Living Room | Study Lamp

Vacuum Cleaner
Total

Co ee Machine

Dishwasher

Fridge

Kettle

Oven

Smart Speaker

Stove

Toaster
Total

Floor Lamp

Hair Dryer

Laptop

Phone Charger
Total

Floor Lamp

Room 2 Laptop

Phone Charger
Total

Floor Lamp

Room 3 Laptop

Phone Charger
Total

Floor Lamp

Hair Dryer

Laptop

Phone Charger
Total

Kitchen

Room 1

Room 4
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Combined Total

model presented in Chapter 2 using Monte Carlo simulations and used them to
estimate state transitions at each discrete stateZy that fall within the high-level
state. The estimated storage state transition probability Pz, 7, ,.p, was used to
simulate a battery in both the reinforcement learning and evaluation phases.

In the AMDPG control policy design, we use a reduced-dimensional belief state
of the adversary using the high-level storage stateZ, instead of Zy and denote
it as A,, which lies in a discrete setA with | 4] = 20. The corresponding sub-
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policy dimension is 2880. Further, to design the AMDPG control policy, we use a
discount factor of p = 0.99, an exploration probability of €; = 0.03, a random noise
probability of €2 = 0.03, and actor and critic neural networks with 1.3 x 10% and
17.6 x 10° learnable parameters, respectively. We train the actor and critic for 5000
episodes, each containing 48 time slots.

In addition, we also implement the approach based on our previous work [106],
where we design a policy that minimizes the discounted Bayesian reward of an ad-
versary who is unaware of the control system’s existence, using discretized belief
states with a precision of 0.2. The performance of the designed control policies is
evaluated using an aware adversary in Monte Carlo simulations comprising 2000
episodes, which are generated by randomly picking each episode from the available
111 episodes (40%) reserved for evaluation from the dataset. Table shows the
average Bayesian reward and precision of the aware adversary when using the de-
signed control policies. Notably, the AMDPG control policy shows a 32% reduction
in the precision of the aware adversary compared to the original data, demonstrat-
ing its effectiveness in reducing the privacy risk. Moreover, we observe that when
using a control policy designed against an unaware adversary, the aware adversarial
performance improves by 45% in comparison to the original data. This result fur-
ther emphasizes the importance of employing a control policy against a worst-case
adversary. The MATLAB code used for computing the control policies is publicly
available at https://github.com/r2avula/AdversarialInferenceControl. In
this work, we use YALMIP [107], MPT3 [96], and Gurobi [108] for mathematical
modeling and optimization.

Table 4.2: Comparison of the aware adversarial performance using AMDPG control
policy and the policy designed by discretizing the unaware adversarial belief state.

Control policy Avg. Bayesian reward | Adversarial precision
Original data 1.65 0.66
Discrete UA beliefs 1.83 0.96
AMDPG 1.47 0.45

4.9 Summary

In this chapter, we presented a Bayesian approach to control adversarial inference
and address the physical-layer privacy problem in smart meters. We considered
a worst-case privacy scenario, assuming an adversary with complete knowledge of
the user’s control strategy and modeling the adversary’s inferences using SBHT.
We employed the MDP framework to quantify privacy leakage in the physical layer
by calculating the Bayesian risk (adversarial reward) in the SBHT.

For finite state-space problems, we derived the fixed-point Bellman’s equation
for an optimal stationary strategy and proposed practical optimization-based con-
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trol design approaches to solve it. While these optimization-based methods can pro-
duce finite or infinite horizon optimal policies by discretizing either the belief state
or sub-policy space, they are not computationally tractable for high-dimensional
problems. However, they can serve as useful benchmarks for smaller-scale, toy
problems. To tackle the computational complexity of exact optimal policies for
high-dimensional state-space problems, we introduced the Adversarial Model-based
Deterministic Policy Gradient (AMDPG) RL algorithm, providing a more practi-
cal solution for protecting privacy against adversaries with perfect knowledge of the
user’s control strategy in complex systems.

The numerical simulations with a toy problem demonstrate that a stronger
adversary can enhance their detection performance when the control system is de-
signed to counter weaker adversaries by acquiring knowledge of the implemented
control strategy. We also found that the achievable privacy is dependent on the
HMM transition probabilities, implying that some HMM systems inherently possess
higher risks than others. In a binary state-space system, both the instantaneously
optimal and proposed AMDPG strategies achieve the minimum Bayesian risk com-
pared to other evaluated strategies.

Additionally, we presented the Co-LivEn dataset, a publicly available energy
consumption dataset containing comprehensive electrical measurements of appli-
ances in a co-living household. Using this dataset, we benchmarked the proposed
AMDPG strategy and compared it with a control strategy designed for a controller-
unaware adversary. Notably, the AMDPG control policy significantly reduced the
aware adversary’s precision compared to the original data, indicating its effective-
ness in mitigating privacy risks. The results reveal that when using a control policy
designed against an unaware adversary, not only does it fail to achieve the pri-
mary objective of minimizing adversarial performance, but it inadvertently assists
the aware adversary in improving their performance relative to the original data.
This further emphasizes the importance of implementing a control policy against a
worst-case adversary.

In conclusion, the proposed Bayesian privacy control approach and the RL-
based policy design can help mitigate privacy risks and limit information leakage
in CPSs. The Co-LivEn dataset supports smart meter privacy research by offering
real-world data for benchmarking and comparison of privacy-enhancing techniques.
Overall, this work contributes to the advancement of privacy-enhancing techniques
for CPSs, enabling the full realization of the benefits these systems provide while
safeguarding user privacy.






Appendices

4.A Proof of Lemma [4.1]

Since the adversarial guess H;, follows the detection policy PHk\Yl;k’ the joint prob-
ability of (Hy, Hy) in (4.3) becomes

PHk,ﬁk\Yl:k = Pﬁk‘Yl:kPHlelik' (439)
Further, using Bayes’ rule, we have

_ PHkaYklyl:k—l

PYk|Y1:k71

To compute Pp, v, |v,.._,,» We use the law of total probability and the conditional
independence structure of the model to obtain:

PHk7Yk|Y1:k—1 = Z(mk,Zk—1,hk—1) PXk,Hk\Hk—l X
PYk‘XkyHIka—l;Hk—lalek‘—lPZk—lka—lllek—l’ (441)
Similarly, we can express Pz, m,|v,.,. as:

Pz, m.

ko Hpe, Ye|Y1—1

Po i = —p (4.42)
YielYik-1

Py iy, = Z(zk,hk) Pg oy Vi Y1 (4.43)

PZImHkyYHYl:k—l = Z(zk,zk,l,hk,l) PZklzk—l-,Dk X
PXImHk‘Hk—lPYk‘XImHkaZk—lng—lalelc—lpzk—lng—l|Y1:k—1' (444)
Further, given a control policy Py, |x,. m, 1., We have
PYk|Xk7Hk»Zk—17Hk71,Y1:k71 = Z(ml:k,l,altk,g) PXk-—1|Hk—1 X
Py | Xy Hy 1 Hf;f Pz,12,-..0, Px; 111, - (4.45)

The lemma follows directly from dj - , where Mj; € RLAMA‘ and M €

Rl_fllx‘wl are matrices whose elements are obtained by reformulating 1} into a

matrix equation in terms of 71 and fig.
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4.B Proof of Theorem 4.1

To obtain an optimal control strategy p., associated with the finite-horizon opti-
mization problem in (4.12)), we use Bellman’s dynamic programming equation [90]:

VE(Y1e—1) = uilleigk [rk\lr(}ﬁ:k—l; Gy ti1) 0B [k (Vi) [ Y = yl:k—l]]a
(4.46)

where vy, known as the value function, is the aggregate value of discounted condi-
tional Bayesian risk from k to N due to the optimal strategy pj. -
For a given observation sequence y1.;_1, the objective function in (4.46)) can be

expressed using (4.13]) and (4.44)) as:

Tiopi— (Y1:k—13 G 1) + PE [kt (Y1) [Y1ko1 = Y1e—1]
- Z(ﬁk,yk,ak) PHk‘Yl;kPAkaYk‘Yl:k—l [C(fH(ak)a hi) + ka-&-l(YI:k)] (4.47)
= L Me(Gi)n + pRL_ My (Vg1 )i, (4.48)

where (; and ¥4 are | Y| dimensional vectors with elements as

[E;Ck]yk = C* (ﬁk(ylm s 7’:rk*l))?

[Vitily, = Vet1(Y1:k); Me, M, are |A] x [W| dimensional matrices whose elements
are given by and . From and 7 we note that the value func-
tion vy depends on yj.5—1 only through the variables (#x_1, fix, C;,V;Hl). There-
fore, if the optimization routine is initialized using v y41 that only depends
on yi.n through 7y, then for any given k € Ky and yi.x-1 € V¥ there exists
a policy fi, € U that results in the same value vy, as an optimal policy ny € Up.
Therefore, the belief state 7 _1 forms a sufficient statistic of yy.,_1 to compute an
optimal policy fi} that achieves the minimum discounted Bayesian risk achievable
by any ui € Uy.

Let n = N — k41 denote the backward iteration index starting from k = N for
some arbitrarily large N. Using , the Bellman’s recursive equation in
can be expressed in terms of the sufficient statistic 7x_1 as:

on(ir) = min [ [ML(G) + oML (%)) (4.49)

where [V,,—1]y = vn—1 (R (Y, ik, Fo—1))-



Chapter 5

Impact of Privacy Control Actions
on the Storage and the Grid

5.1 Introduction

As discussed in the previous chapters, privacy control is a critical aspect of smart
grid operations, as it helps protect sensitive user data from potential adversaries.
While the development of effective privacy control strategies is an important goal,
it is also necessary to consider the impact of these strategies on the energy storage
systems (ESS) and the grid as a whole. In this chapter, we examine the trade-
offs involved in privacy control, demand shaping, and energy storage degradation.
Specifically, we investigate the impact of privacy control on the ESS and the grid,
considering the various factors that affect the system’s performance, such as energy
loss and capacity degradation.

This chapter introduces a design framework for privacy-aware demand-side man-
agement (DSM) and optimal privacy-by-design strategies for user demand shap-
ing. Using the optimal control strategy design considering privacy risk due to a
controller-unaware adversary presented in Chapter [3] we design control strategies
that achieve the Pareto optimal trade-offs between privacy leakage, demand shaping
performance, and ESS costs due to capacity fade and energy loss. We evaluate the
performance of these strategies using numerical experiments based on real house-
hold data and an emulated lithium-ion battery.

The results of our analysis shed light on the critical role that energy storage
systems play in privacy control, as well as the challenges involved in balancing
privacy concerns with the need for efficient demand-side management. By balancing
the trade-offs between privacy and the impact of privacy control on the energy
storage and the grid, the proposed framework ensures sustainability by avoiding
any negative impact on the performance of energy storage systems or the stability
of the grid. This chapter includes material adapted from Paper I1I, with some parts
reproduced verbatim.
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5.2 Privacy-aware Demand Side Management Framework

We consider the physical layer privacy problem in the system shown in Fig.
where the user demand from the grid Y} is altered using an ESS so that the deviation
from a reference signal Y}, is minimized while reducing the privacy leakage in the
smart meter measurements and losses in the ESS. Here, we envision a future smart
grid where the DSM operator generates the reference signal Yj, for each user to
actively control the grid in real-time. Alternatively, the reference signal Y; may be
generated by a local controller based on a demand response incentive signal from
the DSM operator, such as time-of-use electricity price. We present the design of
an EMU strategy that optimally trades off privacy risk, deviation from the DSM
target profile, and the ESS cost.

To simplify the analysis, we assume that the adversary is unaware of the pres-
ence of the ESS and makes a guess H, using only the causal information available at
time k. Further, we model the data-driven ESS model using a memoryless stochas-
tic model given in Chapter [2] which is characterized by a conditional probability
distribution P, . i 3, D, z, Where E},, By, denote the energy losses and capac-
ity degradation of the ESS due to the EMU control actions. In the following, we
first design optimal energy management strategies separately and then present a
randomized control strategy to trade off between optimal values of the multiple
objectives.

We assume that the EMU has access to all the causal information of the system
states and formulate Markov decision processes (MDPs) to design an optimal con-
trol strategy with respect to each objective. Let Sy := [Xy, Z, Hy., Yz denote the
EMU state vector, which is defined on the discrete space S := X x Z x H x ). Fur-
ther, let Iy := [S1.k, D1:k—1, Y1.£—1] denote the information available to the EMU,
which is defined on Zj, := S¥ x D*~1 x V¥~ Let uy : Iy — Ajp| denote a ran-
domized EMU strategy, which is characterized by a conditional distribution Pp, |y, -
Thus, for each iy € Zy, the EMU strategy px specifies a probability distribution of

Y,
Utility = * 5 Smart Y (T Xy | House
provider |_ ———» meter " e (H,)
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1 Y | Dy 1 X H

v ! Dy v
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Figure 5.1: The smart metering system which enables privacy-aware DSM by al-
tering the user demand from the grid Yj using an ESS so that the deviation from
the reference Y}, is minimized while reducing the privacy risk and ESS losses. The
solid lines denote the energy flow and the dotted lines denote the information flow.
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Dy, which can be represented by some vector 8, € Ap|, i.e., ux(ir) = Br. Let Uy,
denote the set of all mappings from 7 to Ap.

5.2.1 Optimal Control of the Demand Deviation and the ESS
Cost

Let wy, denote the mean demand deviation (MDD) from the DSM target signal Y,
given by

wi(ix, Br) = E [|(Vi = Yi)l|Ir = ix]

=Y (W — (@x + d))*Pp, 1, (dlix) (5.1)
deD
=: B - £, (sk), (5.2)

where f, : S — R‘fl is a deterministic vector function which can be obtained from
(5.1). Further, let p be the price of unit charge-capacity loss and A\x be the price
of unit energy drawn from the grid. The average ESS operational cost denoted by
¢k is given by

ex(in, Br) = E [pBy, + M Eg| I, = iy

_ Z// pbk+)\kek)PDkuk(d|Zk)PBk Bl Z, Dk(bk,ek|zk, )dbde
deD

(5.3)
=: B - fe(sk, k), (5.4)

where f. : S x K — RL l'is a deterministic vector function which can be obtained
from (5.3). Let u, 1,y and pf ;. denote the optimal strategies among all Uy that
minimize the expected cumulative values of wy (I, 8x) and ¢k (I, Bk), respectively,
over the horizon K. Then, uy, 1.y and 7 ;. can be characterized as follows.

Proposition 5.1. — For each k € K, the optimal policies iy, . and 7, specify
deterministic control actions d, \ and dy ., which can be obtained by solving the
recursive Bellman’s equations:

n(s) = min { [0 (a + D Drss () Ps 15,0, (15 )},
s'eS
cr(s) = ggg{[ o(s,)]a+ D @r1(s)Ps, 5,0, (s '|8,d)},
s'eS
where Wy, and ¢, represent the backward cumulative values of wy and cy,, respectively,

from k to N due to the optimal strategies p, . and p .y, and the conditional
PDF PSk+1\Sk7Dk 8 given by PZk+1\Zk7Dk’ Pf/k, and the HMDM 6.

The proof of Prop. follows from the Bellman’s principle of optimality [90,
Section 6.2] and the fact that the objective functions of the MDD and the ESS cost
in (5.2) and (5.4)) depend on ij only through the EMU state sj.
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5.2.2 Optimal Control of Privacy Risk due to
Controller-unaware Hypothesis Testing

As discussed in Chapter [3] the Bayesian risk observed by the user due to controller-
unaware hypothesis testing for a given information state i; and a control action
distribution S can be expressed as

Tk (ik, Bx) = E {C(Hhﬁk)‘lk = Zk}

= c(hi, ¢ (Fr(ak + d, 75-1))) Pp, 1, (d]ir)
deD

=: B} - £ (sk, Te—1), (5.5)

where f. : & X Ay — RLD‘ is a deterministic vector function with the adversarial
reward due to the optimal detection policy ¢* as its elements. Let iy, denote the
optimal privacy control strategy that minimizes the expected cumulative Bayesian
risk due to controller-unaware hypothesis testing. In this case, as discussed in
Chapter the optimal privacy control strategy p;. , specifies a deterministic control
action d ;, and it can be obtained by solving the recursive Bellman’s equation:

(s, 1) = min {6 (s, 7)la+
> Freass A(@ 4 d A1) P 5,0, (515, d) f - (5.6)
s'€S

where 7 represents the backward cumulative Bayesian risk from k to N due to
the optimal strategy s ;. x- If the hypothesis state space H is small, then using
the result from Theorem by choosing the terminal cost 711 as a piecewise
constant function with respect to 7, the recursive Bellman’s equation can
be solved optimally without discretizing the belief state space.

5.2.3 Pareto-optimal Trade-off of Privacy, DSM, and ESS Cost

Since the objective functions wy, ¢k, and r; given in , 7 and are
linear with respect to the optimization variable 8 € Ap), the achievable values of
their aggregate sum within the finite horizon K form a convex region, and the solu-
tions obtained using the weighted-sum of the objectives lie on the Pareto-optimal
boundary curve [109]. Hence, we design the Pareto-optimal trade-off strategy by
optimizing the weighted-sum, denoted by g, which is given as

imolpon 0] 1= o1

utility

where w € [0,1] denotes the trade-off parameter that weighs the MDD against
the Bayesian risk objective, which are considered as utility to the user; o € [0, 1]
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denotes the trade-off parameter that weighs the utility of the user against the ESS
cost; B, > 0 are the scaling factors of the objective functions. From (5.2)), (5.4)),
and (5.5)), we can represent the weighted-sum g, as

Qr(ik, Br) = B - £ (s, Te—1), (5.8)

where f; : SX Ay — ]RL_DI is a deterministic vector function, which can be obtained
from the weighted-sum of the vector functions f,,, ., and f., similar to . As
the weighted-sum objective in is similar to the Bayesian risk function in ,
the Pareto-optimal strategy sequence uj., corresponding to some fixed (wy,w.)
can be obtained using backward recursion similar to and following the belief
state-space partition approach given in Algorithm in Chapter

5.3 Numerical Study

To evaluate the design approach, we performed numerical simulations in MATLAB
and COMSOL. We consider a utility-driven DSM scenario where the user receives
a target demand signal from the grid which is constant throughout the day. The
target signal is generated by the grid operator using the historical demands of
the user averaged during the day. For simplicity, we consider a privacy scenario
where the information about the presence or absence of the users in a house is
to be protected in the SM measurements, i.e., the hypothesis state is defined as
Hj;. = 1 when the users are absent and Hj = 2 when the users are present in the
house. Other more complex hypothesis states may be considered given sufficient
computational resources and data, but it is left for future work. We assign the
Bayesian reward in hypothesis testing as c(i,4) = 1 and ¢(i,5) = 0 for 4,5 € {1, 2},
j # i so that the Bayesian risk corresponds to the average adversarial detection
probability.

In the simulations, we have used the labelled occupancy data and SM readings
from the ECO dataset |91] corresponding to 5 households between June 2012 and
January 2013. We assume that the adversary has access to the complete dataset and
uses the data of all users to estimate HMM 6. To simplify the simulations, we use
data from the dataset averaged with 1-hour time resolution and 100W power reso-
lution to compute the maximum-likelihood estimate of a non-homogeneous HMM
# and a homogeneous HMM 0. Furthermore, to perform the simulations until the
end-of-life of the ESS, we synthesized validation data of 4000 days by randomly
selecting the daily data in the dataset with a uniform distribution. Additionally,
to reduce the computational complexity of solving the optimal EMU strategies,
we divide a day into 6 equal intervals A,,, where m € [1,6], and assume that the
adversary resets the belief state 7 at the beginning of each interval A,,. This
assumption is reasonable as the EMU tries to control the Bayesian risk by driving
the adversarial belief state to the partitions in the adversarial decision region using
the SM measurements, which often aren’t explained by the HMM 6. That is, for a
sequence of optimal control actions, the likelihood of the SM measurements given
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the HMM 6 is often very low. This simplification allows us to compute the EMU
strategies that are optimal within the whole-day time horizon without significantly
increasing the number of the belief space partitions.

Further, in the simulations, we consider a lithium-ion battery pack of 48V em-
ulated in COMSOL with a 1kW rated power converter. As discussed in Chapter [2]
the conditional distribution of a data-driven stochastic ESS model Py, . | g, B, D, 2.
is estimated using the data obtained from the Monte Carlo sampling of the electro-
chemical models developed in [81,82]. Additionally, an average ESS cost function
due to the losses Ej, and By, is obtained by taking the energy cost in Sweden [110]
to be 0.2€/kWh and the lithium-ion battery cost to be 130€/kWh [111]. In the
simulations, we assume that the battery reaches its end of life when 20% of its
rated capacity is lost. Moreover, the scaling factors of the objective functions
B, in the weighted cost function are set, as in [112], by computing the nadir and
utopian points of the multi-objective optimization problem. Briefly, the nadir point
represents the worst-case scenario in the objective space, while the utopian point
represents the ideal or best-case scenario. These points are used as reference to
balance the trade-offs between the objectives during the optimization process.

First, we present the EMU control actions corresponding to the optimal DSM
and privacy risk control strategy py, 1.y and p ;. for user 2 in the ECO dataset.
When using a 48V-50Ah lithium-ion battery system, Fig.[5.2|shows the performance
of the EMU when tested with an optimal strategy designed to minimize only the
Bayesian risk, i.e., using w = 0,0 = 1. It can be observed that the privacy control
actions result in peak demands at time instances differing from those of actual peak
demands and tend to increase variations in the SM readings. The Bayesian risk
is computed by averaging the adversarial detection performance over each interval
A,,, which shows that the control strategy results in a low detection probability
during the morning time. The observed peaks in the Bayesian risk plot can be
explained by the periodic adversarial belief state resets at each interval A,,. Addi-
tionally, it is observed that this strategy increases the variations in the resulting SM
readings. On the other hand, the EMU designed to minimize only the variations
in the SM readings, i.e., using w = 1,0 = 1, schedules the charge and discharge
operations that result in flat SM readings over a certain time interval. Here, devi-
ations from the target signal are observed mainly when the SOC reaches its limits,
and this strategy results in the SM readings switching levels between high and low
levels in charge and discharge cycles.

Next, we evaluate the optimal trade-off between the SM variations and the
Bayesian risk using w € [0, 1] without considering the ESS usage cost in the EMU
design, taking o = 1. Fig. shows the root mean square deviation (RMSD) of
the SM readings, average Bayesian risk, ESS lifetime, and the ESS usage cost at
different ESS capacities. As expected, we observe that the minimum RMSD and the
minimum achievable Bayesian risk decrease as the ESS capacity increases. We can
see that, by trading off some privacy using the trade-off parameter w, the RMSD
of the SM readings can be reduced. Furthermore, the battery lifetime achieves its
maximum at w = 0.4 for the simulated system model. Additionally, by varying
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Figure 5.2: Hourly user demand, SM readings, and the Bayesian risk when using a
50Ah ESS and the EMU is designed to minimize only the Bayesian risk.

the ESS usage cost trade-off parameter, as shown in Fig. [5.5] we can observe that
the ESS achieves its maximum lifetime when o = 0, the minimum Bayesian risk
is achieved when (w,o) = (0,1), and the minimum RMSD of SM measurements
is achieved when (w,o) = (1,1). From the results, we can see that the Bayesian
risk and the RMSD of a constant load profile behave as opposing objectives, and
there exists a clear trade-off between the two. Moreover, the improvement in the
ESS life observed by trading off some DSM performance is not as significant as
the improvement in the ESS life observed by trading off some privacy risk. This
shows that DSM incurs a significant ESS cost, and the trade-off between these
two objectives must be designed by considering the DSM monetary incentives.
Additionally, for each o > 0, the battery lifetime achieves its maximum at w = 0.4
for the studied smart meter privacy problem for typical users as in the ECO dataset.
From the simulation results, we observe that at a fixed ESS capacity, there exists
some w? € (0, 1) where the battery lifetime can be maximized while providing some
privacy and RMSD of SM measurements. The results demonstrate that the ESS
operational cost can be controlled while providing the desired privacy and demand
shaping performance.
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Figure 5.3: Hourly user demand, SM readings, and the Bayesian risk when using a
50Ah ESS and the EMU is designed to minimize variations in user demand.

5.4 Summary

In this chapter, we have presented a framework for privacy-aware DSM that includes
important ESS aspects such as energy and capacity losses. To achieve privacy, we
have modeled an adversary employing sequential Bayesian hypothesis testing and
designed optimal control strategies with respect to privacy, DSM, and ESS cost
objectives. Using numerical simulations, we have evaluated the proposed optimal
control strategies using real household data and an emulated lithium-ion battery.
From the results, we have identified the trade-off between privacy and DSM objec-
tives and concluded that achieving optimal privacy or optimal DSM comes at the
expense of ESS degradation. However, using the presented design approach, we
have shown that the ESS degradation can be controlled while providing the desired
level of privacy and demand shaping performance.



5.4. SUMMARY 101

600 1
g " K . 075
4
a . . - 0.5
) .
= 200
~ 0.25
1 1 50 N
¥ 30 W
2, e T By

RMSD (W)
Bayesian risk

Bayesian risk

[
(=]

30 W 0
%0 10« Nag 0 10
7 o O 2
o ® e N
(a) RMSD of SM readings (b) Average Bayesian risk
- 2100 IS —r0h
& 2 - g
< ° S S
& 2100 £ | {100 Z 05 E
ﬁ 1?88 ﬁf ;0_25 ; 0.25
w w700 S g
2 8 o 2
2 1 50 N Eg 1 50 \Lﬂ
30 W 0 30 W 0
‘g o010 (& Zag om0
e, X3 (S X3
% o K% o
AN BN
(c) ESS life (in days) (d) Avg. ESS usage cost

Figure 5.4: Pareto-optimal trade-off between the variations in the SM readings and
the Bayesian risk at different capacities without considering ESS cost.
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the Bayesian risk while considering the ESS usage cost of 50Ah battery.






Chapter 6

Conclusions and Outlook

6.1 Conclusions

In this thesis, we investigated the role of energy storage systems in enhancing smart
meter privacy against Bayesian inference. Our aim was to advance the technology
readiness of privacy-enhancing smart metering approaches by examining the attain-
able privacy levels using energy storage systems, designing privacy control strategies
against both imperfect-knowledge and perfect-knowledge adversaries, and assessing
the impact of the privacy control actions on these systems.

We began by developing energy storage models that take into account factors
such as energy losses and capacity degradation, to ensure that our privacy control
strategies are grounded in reality. In Chapter[2] we provided an overview of various
energy storage technologies, focusing on lithium-ion batteries as the most promising
candidate for residential privacy control applications. We presented two energy
storage system (ESS) models—circuit-based and data-driven—that accounted for
factors like energy losses and capacity degradation. We highlighted the importance
of accurate ESS models in preventing state estimation errors and designing effective
privacy control strategies. Without an accurate model, the error in state estimation
propagates and if not corrected, leads to sub-optimal privacy control. This may
cause the policy to schedule ESS discharging when it is empty, potentially exposing
the true appliance signature on the smart meter data and violating user privacy.
We note that self-dissipation in lithium batteries does not significantly impact the
state estimation when operating in short time scales such as minutes or hours and
can be omitted. While the data-driven stochastic modeling approach is promising,
it requires extensive real data collection or simulations using high-fidelity models,
which can be challenging.

By incorporating the ESS characteristics, our work then focused on designing
implementable privacy control strategies against imperfect-knowledge and perfect-
knowledge adversaries by modeling the privacy-sensitive information state of the
user using a hidden Markov model (HMM). The choice of adversarial knowledge
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assumption significantly affects the design of privacy control strategies. A real-
istic adversarial model would be the one with limited knowledge, which allows
for practical privacy protection. However, considering worst-case scenarios with
perfect-knowledge adversaries helps ensure robustness.

In Chapter [3| we presented various privacy control strategies against imperfect-
knowledge adversaries. These strategies were designed to counter hypothesis test-
ing and maximum a posteriori detection approaches employed by adversaries with
limited knowledge of the control system. Numerical experiments demonstrated the
effectiveness of the proposed strategies in enhancing smart meter data privacy while
providing privacy guarantees with respect to specific adversarial models. We eval-
uated both finite and infinite horizon strategies under different system settings,
considering realistic delays in the measurements and real-time controller. Although
a time-invariant stationary strategy for the infinite horizon case is easier to im-
plement, as observed in numerical experiments, it may not perform well in prac-
tice due to the dynamic nature of user demands. Furthermore, using numerical
experiments, we observed that protecting one hypothesis may also provide some
protection to others. But this is not guaranteed and depends on the specific system
and the associated HMM parameters. Moreover, not all appliances or hypotheses
may be equally easy to protect, and some may require more advanced strategies
or demand an ESS with high capacity. To reduce the computational complexity
of control strategy design, it is therefore crucial to identify and prioritize sensitive
information for protection.

In Chapter[d we considered a stronger privacy case, focusing on adversaries with
complete knowledge of the user’s control strategy. For finite state-space problems,
we derived the fixed-point Bellman’s equation for an optimal stationary strategy
and proposed practical optimization-based control design approaches to solve it.
While these optimization-based methods can be solved using numerical methods,
they are not computationally tractable for high-dimensional problems. However,
they serve as useful benchmarks for smaller-scale, toy problems. To address the
computational complexity, we introduced the Adversarial Model-based Determin-
istic Policy Gradient (AMDPG) RL algorithm, providing a more practical solution
for protecting privacy in complex systems. Additionally, we presented the Co-LivEn
dataset, a publicly available energy consumption dataset to support smart meter
privacy research. The results from a numerical study showed the effectiveness of the
proposed AMDPG strategy in enhancing privacy against adversaries with perfect
knowledge of the user’s control strategy. Furthermore, we note that when using a
control strategy designed against an unaware adversary, it may inadvertently assist
the controller-aware adversary in improving their detection performance.

Finally, in Chapter [5] we examined the impact of privacy control on the en-
ergy storage system and the grid. We introduced a privacy-aware demand-side
management (DSM) framework that considered energy and capacity losses in ESS.
We designed optimal control strategies that optimize privacy, DSM, and ESS cost
objectives simultaneously using a weighted-sum approach. We further evaluated
their performance using real household data and an emulated lithium-ion battery
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and identified the trade-offs between different objectives. The results show that
privacy control and DSM, by maintaining a constant load profile, behave as oppos-
ing objectives, and there exists a clear trade-off between these two. Furthermore,
the improvement in the ESS life observed by trading off some DSM performance
is not as significant as compared to the improvement in the ESS life observed by
trading off some privacy risk. This shows that DSM incurs significant ESS cost,
and the trade-off between these two objectives must be designed by considering the
DSM monetary incentives. By considering the ESS characteristics in the control
strategy design, significant improvements in battery life and energy costs can be
achieved, in general, at the expense of some utility, i.e., privacy or demand shaping
performance.

Overall, this thesis represents a significant step towards the development of more
robust, realistic, and sustainable privacy-enhancing smart metering approaches.
Nonetheless, further research is needed to refine the ESS and adversarial models
and develop more robust and implementable control strategies.

6.2 Outlook

The work in this thesis has laid a foundation for incorporating realistic energy
storage characteristics into smart meter privacy control design and offers initial
insights into the resulting trade-offs. While it has made significant contributions,
there remain several promising directions for future research that can extend and
build upon the work presented here. These include:

1. Further exploration of alternative energy storage technologies and expanding
the energy storage model to include their characteristics such as rate capacity
effect, temperature, and dynamic behavior. This could provide insights into
the suitability of these technologies for privacy-enhancing applications and
the trade-offs involved in their use.

2. Incorporating the interaction between distributed energy storage systems and
renewables, considering their inherent randomness, into privacy control strate-
gies could result in more effective and environmentally sustainable privacy-
enhancing solutions.

3. Studying the effect of privacy control strategies on grid stability and resilience.
A deeper understanding of the impact of privacy control actions on the grid
could help in designing control strategies that not only protect user privacy
but also contribute to overall grid performance and reliability. A key question
to explore is what information the grid provider should share so users can
balance their privacy requirements and also contribute to grid stability.

4. Extension of the reinforcement learning approach to other adversarial mod-
els and privacy control scenarios, potentially addressing the computational
complexity of high-dimensional state-space problems.
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