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Abstract

Cyber-Physical Systems (CPSs) are becoming ubiquitous in modern soci-
ety, enabling new applications that rely on the seamless interaction between
computing, communication, and physical processes. In this context, ultra-
reliable low-latency communications (URLLC) emerges as a crucial element,
reliably allowing the real-time exchange of critical data.

In wireless networks, reliability is commonly evaluated based on the per-
centage of packets delivered successfully, with timeliness sometimes consid-
ered. Nevertheless, in CPSs, performance is typically assessed by operational
metrics such as availability (as the ability to provide service at any given
time) and reliability (as the ability to maintain consistent service over an ex-
tended period). To bridge the gap between these two domains, we study the
CPSs performance in terms of wireless communications and derive a mapping
function between the well-known network metrics (such as packet error ra-
tio) and operational metrics (namely communication service availability and
reliability) for deterministic traffic arrivals. This thesis then deals with wire-
less system orchestration techniques that aim to facilitate URLLC for CPSs,
factoring in spectrum and energy efficiency. It investigates two scenarios: i)
a single service, where the focus is only on URLLC, and ii) mixed services,
where other services simultaneously run on the same network as URLLC.

In the first part, we assume that the impact of other nearby services
on URLLC service is negligible. Accordingly, we concentrate on diversity
techniques and power control as primary methods to enhance communica-
tion service availability and reliability at the cost of redundant transmissions
and excessive resource usage. Thus, we devise a deep reinforcement learning
(DRL) orchestrator that optimizes the number of hybrid automatic repeat
request retransmissions and transmission power to enhance these metrics.
We use a deep Q-network framework along with a branching soft actor-critic
(BSAC) framework to address scalability issues in per-device orchestration.
Our 3GPP-compliant simulations show that our approach achieves signifi-
cant gains in computational time and memory requirements compared to the
state-of-the-art. Besides, our approach requires substantially less energy or
spectrum to achieve the target metrics. Additionally, we offer valuable in-
sights into the practical implementation of DRL solutions for URLLC service
in real-world wireless communication systems.

In the second part, we examine mixed services with an emphasis on dis-
tributed learning as a coexistent service. We consider 5G-NR’s quality of
service mechanisms to prioritize URLLC traffic and develop models to char-
acterize distributed training workflow in terms of training delay, model size,
and convergence. This leads to an optimization problem that uses device
selection to minimize distributed learning convergence time, while meeting
URLLC availability requirements. We transform this coexistence problem
into a DRL problem and tackle it with our adjusted BSAC framework. Our
simulations reveal that our approach achieves URLLC service availability per-
formance comparable to the scenario where all communication resources are
solely dedicated to URLLC service, and significantly higher than the per-
formance achieved using a static slicing approach with unvarying dedicated
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resources to slices. Finally, we propose a hierarchical reinforcement learn-
ing architecture for dynamic resource slicing on a large timescale, thereby
enhancing network flexibility, scalability, and profitability.

Keywords: 5G, availability, cyber-physical systems (CPSs), deep Q-
networks (DQN), deep reinforcement learning, distributed learning, machine
learning, network slicing, reliability, soft actor-critic (SAC), ultra-reliable low-
latency communications (URLLC), wireless communications.



Sammanfattning

Cyberfysiska system (CPS) blir alltmer relevanta och patagliga i det mo-
derna samhéllet. I sddana system sker en s6mlos interaktion mellan datorbe-
rakningar, kommunikation och fysiska processer. I detta sammanhang spelar
system for kommunikation med extremt hog tillforlitlighet och lag fordrdj-
ning, s.k. URRLC (Ultra Reliable Low Latency Communication), en nyc-
kelroll vid 6verforing av viktiga och tidskritiska data. I denna avhandling
undersoks existerande tekniska losningar for att erbjuda URLLC-tjénster i
CPS-tillampningar samt dessas prestanda och begriansningar. Vidare presen-
teras och utvirderas vara forslag till forbattringar for URRLC-tekniker inom
ramen fér 5G och inom andra nétarkitekturer.

Avhandlingen inleds med en 6versikt av de utmaningar som moter kon-
struktorer av CPS inom tradlosa nétverk, samt med en jimforelse av de van-
ligaste forekommande tradbundna och tradlésa kommunikationsstandarder-
na, inklusive 5G. Dérefter presenteras en omfattande Oversikt av olika pre-
standakriterier for CPS samt for de senaste tekniska losningar for URLLC-
tjénster.

Tillforlitligheten for ett tradlosa natverk utvirderas vanligen genom att
maéta andelen datapaket som levereras i tid. Relevanta prestandamatt for CPS
ar ddremot systemets tillginglighet (formégan att tillhandahdlla tjinster vid
en godtycklig tidpunkt) och tillforlitlighet, som hér definieras som féormagan
att kunna bibehalla tjénsten Gver tid. I syfte att overbrygga klyftan mel-
lan dessa tva doméner studeras prestanda hos CPS som utnyttjar tradlosa
niatverk som kommunikationsmedium. I avhandlingen hérleds ett samband
mellan véletablerade prestandamétt for nitverk (t.ex. paketfel) och prestan-
damatt for CPS (tillgdnglighet och tillforlitlighet) for en deterministisk tra-
fikmodell. Denna avhandling analyserar olika implementeringsstrategier for
tradlosa system for att dessa skall uppfylla de prestandakrav som stélls pa
CPS. Kritiska parametrar dr hir spektrum- och energieffektivitet.

Tva scenarier studeras: i) ett dir enbart en URLLC-tjanst erbjuds, och
ii) i ett scenario dar URRLC tjénsten tvingas dela resurser med andra tjins-
ter. Antagandet i det forsta scenariot ar att resurstillgangen ar sa god, att
paverkan fran 6vriga tjanster pa URLLC &ar féorsumbar. I detta scenario kon-
centrerar vi oss pa diversitetssteknologier och effektreglering som priméra
metoder for att 6ka kommunikationstjanstens tillforlitlighet till priset av re-
dundanta 6verféringar och éverkonsumtion av resurser. En maskininlédrnings-
teknik, s.k.Deep Reinforcement Learning (DRL)) anvinds for att optimerar
omsdndningsforfarande (ARQ) och siandareffekt i syfte att forbattra tillging-
lighet och tillforlitlighet. . Ett djupt Q-ndtverk med en s.k. "Branching Soft
Actor-Critic” (BSAC) teknik, har anvints {6r att 1osa skalbarhetsproblem.
Var metod utviarderas med en 3GPP-kompatibel simulator for fabriksauto-
matiseringsscenarier. Vi kan visa patagliga vinster vad avser vara prestanda-
matt men dven var géiller berdkningstid och minneskrav i jamforelse med den
tidigare arbeten. Den skalbara DRL metoden resulterar i betydligt lagre total
energiférbrukning och spektrumbehov fér att uppné uppsatta prestandamal.
Metoden erbjuder dven viktiga insikter i den praktiska implementeringen av
DRL lésningar for URLLC i verkliga tradlosa kommunikationssystem.

iii
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I det andra scenariot undersdker vi hur tjinster som konkurrerar med
URRLC-tjansten om resurserna, paverkar prestanda. Vi fokuserar pa ett fall
dér ett system for distribuerad maskininlérning dr en samexisterande tjanst.
Den befintliga tjansten “56G-NR quality of service” utnyttjas har for att priori-
tera URLLC-trafik. Vi utvecklar modeller for att karakterisera den trafik som
arbetsflodet for maskininldrning (t.ex. traning av fordrojning, modellstorlek,
konvergens och noggrannhet) ger upphov till, f6r att kunna analysera samspe-
let mellan denna trafik och URLLC-tillgdngligheten. Eftersom systemet har
begriansade resurser (nir det géller bandbredd och Gverfoéringskraft) och till-
génglighetskraven for URLLC é&r strikta, maste maskinlédrningen sta tillbaka
och endast lata en delméngd av sina enheter delta i varje iteration av den dis-
tribuerade traningen. Vi formulerar ett optimeringsproblem som minimerar
den genomsnittliga traningstiden fér maskinlarningstjénsten i syfte att upp-
na en viss noggrannhet utan att kompromissa med URLLC -tillgdngligheten.
Vi omvandlar detta samexistensproblem till ett DRL problem och anvénder
ater var BSAC metod for att angripas problemet. Realistiska simuleringar
av scenarier for fabriksautomation har anvints for utviardering av var metod.
Resultatet ar en védsentlig minskning av traningstiden inom den distribuerade
maskinlirningstjansten samtidigt som den bibehaller URLLC-tillgdngligheten
over det krdavda troskelvardet. Var metod astadkommer en hogre prestanda-
niva for URLLC-tillgdngligheten jamfért med de konventionella statiska “sli-
cing” metoderna och prestanda snarlika med det forsta scenariot, diar samtliga
kommunikationsresurser var dedikerade till URLLC-tjansten, uppnéas. For att
Overvinna begransningar i den statiska “slicing” metoden och astadkomma
mera flexibla, skalbara och lonsamma néatverk, foreslar vi en implementering
av en hierarkisk RL-metod som dynamisk allokerar kommunikation och be-
rakningsresurser till tjdnster Gver en storre tidskala.



List of Publications

This doctoral dissertation consists of two parts. The first part provides an overview
of the research field that I focused on during my Ph.D. studies, along with a brief
summary of my contributions to it. The second part comprises the contributions
that I have made to this field through published or submitted papers as well as
patent applications, as follows:

e Paper 1: M. Ganjalizadeh, A. Alabbasi, J. Sachs, and M. Petrova, “Trans-
lating Cyber-Physical Control Application Requirements to Network level
Parameters,” in IEEE 31st Annual International Symposium on Personal,
Indoor and Mobile Radio Communications (PIMRC), 2020.

o Paper 2: M. Ganjalizadeh, P. Di Marco, J. Kronander, J. Sachs, and M.
Petrova, “Impact of Correlated Failures in 5G Dual Connectivity Architec-
tures for URLLC Applications,” in IEEE Globecom Workshops (GC Wkshps),
2019.

o Paper 3: M. Ganjalizadeh, A. Alabbasi, A. Azari, H. S. Ghadikolaei, and M.
Petrova, “An RL-based Joint Diversity and Power Control Optimization for
Reliable Factory Automation,” in IEEE Global Communications Conference
(GLOBECOM), 2021.

e Paper 4: M. Ganjalizadeh, H. S. Ghadikolaei, A. Azari, A. Alabbasi, and
M. Petrova, “Saving Energy and Spectrum in Enabling URLLC Services: A
Scalable RL Solution,” in IEEE Transactions on Industrial Informatics, 2023.

o Paper 5: J. R. Baldvinsson, M. Ganjalizadeh, A. Alabbasi, M. Bjorkman,
and A. H. Payberah, “IL-GAN: Rare Sample Generation via Incremental
Learning in GANSs,” in IEEFE Global Communications Conference (GLOBE-
COM), 2022.

o Paper 6: M. Ganjalizadeh, H. S. Ghadikolaei, J. Haraldson, and M. Petrova,
“Interplay between Distributed AI Workflow and URLLC,” in IEEE Global
Communications Conference (GLOBECOM), 2022.

e Paper 7: M. Ganjalizadeh, H. S. Ghadikolaei, D. Giindiiz, and M. Petrova,
“Device Selection for the Coexistence of URLLC and Distributed Learning
Services,” submitted to IEEE Internet of Things Journal, 2023.

e Patent 1: M. Ganjalizadeh, A. Alabbasi, J. A. Ibanez, M. Petrova, and
J. Zander, “Methods of Translating Cyber-Physical Control Application Re-
quirements to Radio Parameters,” US Patent Application 20220294697A1,
Filed Oct. 29, 2020. Available: https://patents.google.com/patent/
US20220294697A1.



vi

e Patent 2: M. Ganjalizadeh, A. Azari, H. S. Ghadikolaei, A. Alabbasi, and

M. Petrova, “Methods and Apparatus for Controlling One or More Transmis-
sion Parameters Used by a Wireless Communication Network for a Popula-
tion of Devices Comprising a Cyber-physical System,” WO Patent Applica-
tion W0O2022250604A1, Filed May 27, 2021. Available: https://patents.
google.com/patent/W02022250604A1.

Patent 3: M. Ganjalizadeh, H. S. Ghadikolaei, J. Haraldson, and M. Petrova,
“Systems and Methods for Joint Inter- and Intra-slice Orchestration Using Re-
inforcement Learning,” PCT Patent Application PCT/SE2023/050016, Filed
Jan. 12, 2023.

In addition to the work included in this thesis, I co-authored the following

conference contributions during my Ph.D. studies, which are also relevant to my
research:

o Paper 8: A. Alabbasi, M. Ganjalizadeh, K. Vandikas, and M. Petrova,

“On Cascaded Federated Learning for Multi-tier Predictive Models,” in IEEFE
International Conference on Communications Workshops (ICC Workshops),
2021.

Paper 9: W. Shi, M. Ganjalizadeh, H. S. Ghadikolaei, and M. Petrova,
“Communication-Efficient Orchestrations for URLLC Service via Hierarchical
Reinforcement Learning,” submitted to IEEE 34th Annual International Sym-
posium on Personal, Indoor and Mobile Radio Communications (PIMRC),
2023.



vii

Acknowledgements

Returning to academia after several years in the industrial sector has been a pro-
foundly enriching journey. For that, I wish to express my sincere gratitude to my
main supervisor, Prof. Marina Petrova, whose guidance and support have been
instrumental in the success of this endeavor. My co-supervisor from KTH, Prof.
Jens Zander, deserves special mention for his priceless insights, helpful comments,
and inspiring attitude, for which I am truly grateful. I would also like to voice
my deep appreciation to my manager, Dr. Jonas Kronander, who entrusted me
with this position and provided persistent support during the challenging times
I encountered throughout this industrial Ph.D. project. Besides, I would like to
thank Dr. Mikael Prytz, a distinguished member of this project’s steering board,
for his valuable comments. I would like to express my sincere appreciation to my
industrial supervisors during these years, Dr. Abdulrahman Alabbasi, Dr. Joachim
Sachs, Asst. Prof. Piergiuseppe Di Marco for their invaluable contributions. And
finally, I would like to extend my genuine gratitude to my industrial supervisor and
dear friend, Dr. Hossein S. Ghadikolaei, who joined when the confusion was at an
all-time high. Since then, his remarkable insights, innovative ideas, and boundless
enthusiasm have been a constant source of inspiration and support.

I would like to express my gratitude to Prof. Petar Popovski for accepting the
opponent role in my defense. I extend that appreciation to the members of the
grading committee, Prof. Liesbet Van der Perre, Prof. Mikael Skoglund, and Dr.
Erik Dahlman. Besides, I would like to thank Prof. James Gross for reviewing
my Ph.D. proposal, Prof. Gyorgy Déan for reviewing my doctoral thesis, and Prof.
Emil Bjornson for serving as the defense chair.

I would like to thank Dr. Amin Azari, Johan Haraldson, Prof. Deniz Giindiiz,
and Assoc. Prof. Amir H. Payberah for our fruitful discussions and collaborations.
I would like to express my appreciation to all of my colleagues at KTH and Ericsson,
including my amazing team at Ericsson. Special recognition goes to Morteza (who
happens to be the best office neighbor one could ask for), Sara, Meysam, Mustafa,
Zinat, Dhruvin, Yasaman, Irshad, Ozan, Afsaneh, Anders, and Yanpeng. I am also
indebted to all my friends in Sweden, Hamid, Navid, Forough, Neda, Amir, Mehdi,
Elham, Marije, Shekhar, Farshin, Javid, Mazdak, Omid, Kasia, and many others.

I would like to thank my beloved family. Mother, your love and support have
given me strength and confidence. I am forever grateful. Father, your presence
is dearly missed. To my sister, Morvarid, and those friends who have stood by
me, even from a distance, I am immensely grateful. In particular, I would like to
extend special appreciation to Ali, Pouya, and Jamal, your enduring friendships
have transcended miles and time zones. Finally, I cannot end without expressing
my most profound appreciation to Azadeh for her endless support, patience, and
love. Your contribution to my life and this journey is truly immeasurable.

Milad Ganjalizadeh
Stockholm, June 2023



viii

The research leading to this doctoral dissertation has received funding from the
Swedish Foundation for Strategic Research (SSF).



Contents

Contents ix
List of Figures xi
List of Tables xiii
List of Acronyms XV
1 Introduction 1
1.1 Motivation and Scope . . . . . . ... Lo 2
1.1.1 Thesis Scope . . . . . . . . 3

1.2 Communication Service for CPS . . . .. ... .. ... ... .... 4
1.2.1  Wired Communication Limitations . . . . . . ... ... ... 4

1.2.2  Wireless Communication Prospects . . . . . . ... ... ... 5

1.2.3  Why 5G and beyond as cyber-physical networks? . . . . . . . 9

1.3 Literature Study . . . . . ... .. ... .. 9
1.3.1 Reliability Metrics in Information and Operational Technology 9

1.3.2  Failures, Errors, and Faults . . . ... .. .. ... ... ... 11

1.3.3 Slice Management Architecture . . . . . ... ... ... ... 11

1.3.4 Enabling URLLC in Single Service Scenarios . . . ... ... 13

1.3.5 Enabling URLLC in Mixed Services Scenarios . . . . . . . . . 14

1.3.6 RL for Industrial Automation . . . . . . .. .. ... ... .. 17

1.4 Research Questions . . . . . . . .. ... ... . 21
1.4.1 URLLC Key Performance Indicators . . . . . ... ... ... 22

1.4.2  Enabling URLLC Service in 5G/B5G . . . . ... ... ... 22

1.5 Thesis Contributions . . . . . . . . . ... ... ... ... ... ... 26
1.5.1 Key Performance Indicators . . . . . . ... ... ... .... 26

1.5.2 Enabling URLLC in Single Service Scenarios . . ... .. .. 26

1.5.3 Enabling URLLC in Mixed Services Scenarios . . . . . . . .. 28

1.6 Thesis Organization . . . ... . ... ... .. ... ... ... 29

2 KPIs: A Journey From OT to ICT World 31
2.1 System Model . . . . . . .. 31

ix



X CONTENTS

2.2 Understanding the Network and Operational Performance . . . . . . 32
2.2.1 Operational Performance . . .. ... ... ... ....... 33

2.3 Operational Performance Approximation . . . . . . . ... ... ... 34
2.3.1 Selected Results . . . .. ... ... .. ... ... ..., 35

24 Summary ... ... e e 36

3 Enabling URLLC in Single Service Scenarios 39
3.1 Problem Formulation . . . . . . . ... ... ... ... ... 39
3.2  An RL-Powered Orchestrator . . . . . ... ... .. ... ...... 40
3.2.1 Transformation to Deep RL Problem . . . . . . ... ... .. 40

3.3 Selected Results. . . . . . .. .. 43
3.4 TImplementation in Real Deployments . . . . . . .. ... ... .... 46
3.4.1 From Simulation to Real Deployment . . . .. .. ... ... 46

3.4.2 Generating the Tail . . . . ... ... ... ... ... 47

3.5 Summary ... 49

4 Enabling URLLC in Mixed Services Scenarios 51
4.1 Coexistence With Distributed Learning Service . . . . .. ... ... 51
4.1.1 Distributed Learning over Wireless Communications . . . . . 51

4.1.2 System Model . . . . . .. ... 52

4.1.3 Distributed Learning KPI: Convergence Time . . . . . . . . . 53

4.2  Enhancing Distributed Learning Procedure . . . . .. ... ... .. 54
4.2.1 Device Selection . . . . . ... 54

4.2.2 Transformation to MDP Problem . . . . . . .. .. ... ... 55

4.2.3 Selected Results . . . . ... ... oL 57

4.2.4 An Example of Inter and Intra-Slice Orchestration . . . . . . 61

4.3 SUMMATY . . .« v e e e e e e e 62

5 Conclusions and Future Work 65
5.1 Concluding Remarks . . . . . . ... ... ... ... ... ...... 65
5.2 Future Research Directions . . . . . .. ... .. ... ... .. ... 67

Bibliography 71



List of Figures

1.1 Cyber-physical systems. . . . . . .. .. .. ... 0oL 1
1.2 The proposed slice management architecture (adapted from figures in
[88, 168]). . « v o v 12
1.3 The interactions between the agent and the environment in reinforce-
ment learning. . . . ... L oL 17

2.1 An example showing the relationship between network state variable,
Y; (1), and communication service state variable, Z; (#) [5]. . . . ... .. 33
2.2 Proposed Markov chain to keep track of burst length (adapted from [162]). 35
2.3 Impact of survival time, T, on application layer’s (a) availability, and
(b) reliability, based on i) simulation results (plain colored bars on the
left side), ii) our theoretical results (black hatched in the middle), and iii)
approximations based on results from [171] which assumes independent
packet loss (white dotted on the right side) [162]. . . . . . ... ... .. 36

3.1 The detailed architecture of BSAC algorithm in (a), and the simplified
neural network architecture comparison between DQN and BSAC, in
(b). Almost all other discrete action space DRL methods have similar
architecture to deep Q-networks (DQN) for their actors [94]. . . . . .. 43
3.2  Comparison of bsacOrch in terms of communication service availability
of the devices. (a) depicts the empirical CDF of bsacOrch and baselines
with 5 devices. The horizontal dotted line in (a) shows the 5th percentile
availability. (b) depicts the mean (square) and 5th percentile (line)
availability for vanillaScheduler (in green) and bsacOrch (in purple)
(adapted from [94]). . . . . . .. 45
3.3 Energy consumption of bsacOrch compared to baselines (adapted from [94]). 45

3.4 Efficient first-time model deployment using offline training and training

via a virtual network, outside ordinary operational phase. . . . . . . .. 46
3.5 The general architecture of the continuous update of operational RL

model. The internal monitor block of the operational RL trainer tracks

the KPIs and initiates model update requests as needed. . . . . . . . .. 47
3.6 The training procedure of IL-GAN [165]. . . . . . . . ... .. ... ... 48

Xi



xii

4.1
4.2

4.3

LIST OF FIGURES

The illustration of training delay in distributed training workflow [167]. 54
The empirical CDF of URLLC devices’ availability, 6/{, in (a), and the
distributed learning’s training delay, dkAI in (b), both for the benchmark
with random URLLC devices. Each box plot represents the minimum,
25th percentile, median, 75th percentile, and maximum of the observed
training delay samples [167]. . . . . . . . . ... Lo Lo 60
The architecture of our HRL solution for joint inter-slice and intra-slice
orchestration on the coexistence of distributed learning and URLLC
services [168]. . . . . . . L 62



List of Tables

3.1 Jensen-Shannon Divergence For Channel Estimate Dataset

xiii






List of Acronyms

3GPP
5G
5G-ACIA

Al
AP

B5G
BSAC

CAN
CPS

DDPG
DGD
DL
DNN
DQN
DRL

eCDF
eMBB
EtherCAT

FL
FSMC

GAN
gNB

HARQ

3rd Generation Partnership Project

fifth generation of mobile communication systems
5G alliance for connected industries and automa-
tion

artificial intelligence
access point

beyond 5G
branching SAC

controller area network
cyber-physical system

deep deterministic policy gradient
distributed gradient descent
downlink

deep neural network

deep Q-networks

deep RL

empirical cumulative density function
enhanced mobile broadband

Ethernet for control automation technology

federated learning
finite state Markov chain

generative adversarial network
gNodeB

hybrid automatic repeat request

XV



xvi

HART
HL-RLO
HRL
HRQ

ICT
IL-GAN
InF
InF-DH

ISM
JSD
KPI

LL-RLO
LR-WPAN
LTE

MAC
MDP
ML
mMTC

NGMN
NN

NR
NSMF
NSSMF

OFDM
oT

PDCP

PER

PHY

PRB
PROFIBUS
PROFINET

QoS

RAN

LIST OF ACRONYMS

highway addressable remote transducer
high-level RL orchestrator

hierarchical RL

high-level research question

information and communication technology
incremental learning GAN

indoor factory

InF-with dense clutter and high base station
height

industrial, scientific and medical

Jensen-Shannon divergence
key performance indicator

low-level RL orchestrator
low rate wireless personal area network
Long-Term Evolution

medium access control

Markov decision process

machine learning

massive machine type communication

next generation mobile networks

neural network

new radio

network slice management function
network slice subnet management function

orthogonal frequency-division multiplexing
operational technology

packet data convergence protocol
packet error ratio

physical

physical resource block

process fieldbus

process field network

quality of service

radio access network



LIST OF ACRONYMS xvii

RL reinforcement learning

RLC radio link control

RQ research question

SAC soft actor-critic

SIG special interest group

SINR signal to noise and interference ratio
TTI transmission time interval

UL uplink

URLLC ultra-reliable low-latency communications






Chapter 1

Introduction

Nowadays, digital devices are everywhere and have become an integral part of our
daily lives. As the demand for more advanced, efficient, and affordable technologies
continues to grow, new opportunities are emerging to revolutionize the way we
interact with the world around us. With the advent of cyber-physical systems
(CPSs), we are taking the next step towards integrating technology into our physical
world, creating an interconnected network of devices that have the ability to provide
real-time interactions and physical awareness, with the potential to transform our
daily experiences in ways yet to be imagined.

Cyber
World

uonew.Joyu|
' 8oUBIBU|

Data

<0

Communication System '
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Humans in the loop

__| Physical I]ﬁ :EI: ,;s ﬁ T 'ED &
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(Embedded sensors, and actuators in industrial devices)

Figure 1.1: Cyber-physical systems.



2 CHAPTER 1. INTRODUCTION

CPSs, as illustrated in Figurel.l, are engineered systems' in which compu-
tation and communication are integrated to control the physical processes, and
sometimes, humans are also in the loop. In other words, in CPSs, mechanical
and electrical systems (e.g., computers, actuators, and sensors, embedded in prod-
ucts and materials) are networked using software components to collaboratively
share information and data from processes to manage logistics and production sys-
tems independently. Thus, CPSs surpass the simple control of individual devices
to the level of intertwined objects that communicate information about a distinct
condition in order to achieve a particular objective with higher accuracy and effi-
ciency. Unlike embedded systems, which are information processing systems inte-
grated into products, the CPSs are a network of interacting devices with physical
functions [1]. Therefore, typical CPSs are sensor-based, communication-enabled,
autonomous systems [2]. For example, today’s cars consist of tens of electronic
control units, computer components, and sensors interconnected via hundreds of
meters of wiring, forming several networks. Such collection intends to enable sev-
eral functionalities (e.g., engine control, brake control, and park assist features),
thus providing a safer and more efficient driving experience. Another example is
the manufacturing industry, which is increasingly caught between the rising demand
for customized, high-quality products and the drive to maximize profit margins [3].
Many cyber-physical control applications require the cyber model to interact with
humans by which the outcome of the CPS’s functions is affected, for instance, in
augmented reality, virtual reality, remote surgery, or autonomous driving [4].

1.1 Motivation and Scope

Most of the CPSs fall under the classification of safety-critical systems, implying
that faults leading to incorrect service operation may result in significant financial
losses or even jeopardize people’s lives [5]. Despite this, various types of faults can
occur in different parts of a CPS, which may potentially lead to system failures. In
the cyber domain, common faults include hardware and software faults, such as ran-
dom hardware faults or software bugs, which can result in timing errors of real-time
applications and operating systems or crash failures. In the physical domain, faults
can occur in actuator functions and sensor measurements, and unexpected circum-
stances in the environment in which CPS operates, such as fire or earthquake, can
lead to various errors in different functionalities. Communication faults, which may
eventually lead to link failures, lie between these two domains. Since CPSs involve
real-time control of physical processes via actuators, message loss, and network-
induced delay are typical causes of communication system failures. Network delay
affects performance from two perspectives: (i) missing the deadline of hard real-
time messages, which has a similar impact as packet loss (e.g., delays in actuator
functions), and (ii) delayed control loop, resulting in decision-making based on an

IThroughout this thesis, we use the term “system”, similar to ISO/IEC/IEEE 15288, as a
combination of interconnected elements organized to accomplish one or more stated functions.
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outdated physical state, which can cause degradation in control performance and
stability [6,7].

International electrotechnical commission specifies the required failure rate for
different safety integrity levels in its guidelines, intending to determine the target
reliability for specific safety functions [8]. For example, in control systems, interna-
tional electrotechnical commission demands the expectation of dangerous failures
per hour to be lower than 107°, 1076, 1077, and 107® for safety integrity levels of 1,
2, 3, and 4, respectively. Moreover, the expected failure rate of industrial devices
is often included in their datasheet or catalog (e.g., in [9]). Assuming that failures
occur independently across different domains, all cyber, physical, and communica-
tion domains should fulfill the overall reliability criteria; otherwise, they become
the reliability bottleneck [10].

Although reliability engineering and its associated concepts (such as availability,
dependability, and time to failure) have been originally developed for operational
technology?, its available toolset has been little exploited in the information and
communication technology (ICT) world. This thesis contributes to filling this gap
between OT and ICT by focusing on ultra-reliable wireless communications.

1.1.1 Thesis Scope

In this thesis, our primary objective is to provide ultra-reliable timely communica-
tion services for CPSs. To accomplish this objective, the central focus of the thesis
is to study the automation metrics of CPSs with respect to wireless systems and
to develop practical methods to optimize wireless systems so they can meet these
metrics’ requirements efficiently (in terms of spectrum and energy). Therefore, the
scope of this thesis is summarized with the following high-level research questions
(HRQs):

« HRQ1: What is the connection between OT’s reliability key performance
indicators (KPIs) with well-known communication system measures, such as
packet error ratio (PER)?

« HRQ2: How to enable ultra-reliable low-latency communications (URLLC)
with a range of strict requirements so that it brings benefits in the form of
more reliable and efficient CPSs?

This thesis describes the procedures and methodology for solutions that can ad-
dress these HRQs and contribute to the answers to these questions, ultimately
leading towards the creation of resource-efficient and intelligent CPSs. Throughout
this thesis, we assume that the failures in the cyber, physical, and communication
domains are statistically independent. Besides, in the majority of this thesis, we
assume that the wireless communication system is the bottleneck in the reliability

20perational technology (OT) refers to the hardware and software systems responsible for con-
trolling industrial operations. Examples of OT industry include industrial automation companies,
machine builders, and production system manufacturers [11].
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chain. Nevertheless, addressing both HRQs, we provide brief investigations on the
impact of failures in the cyber domain.

1.2 Communication Service for CPS

The common emphasis on the physical process, communication, and computation
in CPS is a crucial enabler for the development of future technologies [12]. From the
communication perspective, the interconnection of the cyber and physical worlds
puts stringent requirements on the observed quality of service (QoS) in terms of reli-
ability and latency. For the remainder of this section, we discuss the advantages and
disadvantages of communication technologies that facilitate cyber-physical control
applications.

1.2.1 Wired Communication Limitations

Traditionally, CPS applications have been implemented using wired channels where
the communication service is highly predictable. Many technologies have been de-
veloped over time, starting with the 4—20 mA current loop introduced in the 1950s,
followed by traditional fieldbus-based protocols [13] (e.g., highway addressable re-
mote transducer (HART), controller area network (CAN), and process fieldbus
(PROFIBUS)), and more recently, real-time Ethernet-based solutions [14,15] (e.g.,
Ethernet for control automation technology (EtherCAT), and process field network
(PROFINET)), with each targeting different application domains. While these so-
lutions achieve different performance levels in terms of latency and reliability, they
all provide some level of determinism in the communication system. However, wired
communication has its inherent limitations and disadvantages, which include:

e Mobility: The use of cables in a communication system imposes restric-
tions on the mobility of devices, making it challenging to support various
cyber-physical control applications involving mobile subsystems. For exam-
ple, wired communications cannot be used for mobile robots, autonomous
vehicles, transportation, and many other applications that require dynamic
or unrestricted motion [16].

o Scalability: Often, control systems go through enlargement and retrofits.
Thus, the network is usually obliged to be expanded, and such expansion
mandates new wiring and possibly extra switches and access points (APs)
in wired networks. This incurs not only additional equipment costs but also
labor and maintenance expenses.

o Small service area: The maximum length of an Ethernet cable is around
100 meters. Although optimal repeaters and fiber optics can expand the
operational distance, there remains a maximum distance beyond which data
loss or severe delays in data transfer occur.



1.2. COMMUNICATION SERVICE FOR CPS 5

e Long term reliability: In many cyber-physical control applications, vibration,
dust, oil, and high temperatures create a harsh and demanding physical en-
vironment in which wires are subject to breaks and aging [17].

1.2.2 Wireless Communication Prospects

Enabling CPSs applications using wireless communications offers both unique op-
portunities and fundamental challenges. While wireless communications provide
industrial networks with flexibility and can overcome some of the limitations of
wired networks, as discussed in Section 1.2.1, they also present numerous challenges
for high-performance control systems. The PER in a wireless system is essentially
determined by its signal to noise and interference ratio (SINR), which is a random
process due to shadowing, fading, and the presence of interferers. In addition, since
a failed transmission is typically retransmitted, SINR can also impact the delay.
Therefore, even slight changes in the propagation environment can greatly affect the
SINR, and subsequently, the PER and delay. Moreover, industrial environments
present additional challenges to the underlying wireless communication system due
to electromagnetic interference, mechanical stress, and unfavorable materials [18].

In recent years, the industrial communications community has conducted ex-
tensive research to enhance the timeliness, determinism, and reliability of wireless
technology. We classify the research on wireless communication technologies for
cyber-physical networks into non-cellular and cellular technologies. In the following
subsections, we describe the recent advancements in both technologies and explain
why we selected the latter as the baseline for our contributions.

1.2.2.1 Non-cellular Technologies

In the following, we describe some well-established and recent non-cellular wireless
standards and protocols in order to determine their applicability to support commu-
nication service for CPS. We classify these standards and protocols into three main
technologies as Bluetooth, low rate wireless personal area network (LR-WPAN),
and Wi-Fi.

Bluetooth:

Bluetooth, originally invented by Ericsson, has been standardized and maintained
by Bluetooth special interest group (SIG) since 19983. Bluetooth technology was
initially designed for short-range, low-power machine-to-machine communications
and operates in the unlicensed 2.4 GHz industrial, scientific and medical (ISM)
band. The development of Bluetooth Low Energy (BLE) in Bluetooth 4, released
in 2010, made this technology applicable to industrial networks where wireless de-
vices have power constraints [20]. Furthermore, the enhancements in Bluetooth 5

3IEEE also standardized Bluetooth via IEEE 802.15.1 [19], but the standard is no longer
maintained by IEEE.
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increased throughput, reduced latency, quadrupled the communication range, and
enabled support for mesh networks [21-23]. Although Bluetooth is known for pro-
viding low-cost and low-energy solutions, it has been investigated for use in real-
time communications [24,25]. Nevertheless, Bluetooth is inherently a best-effort
technology, and although a single-hop communication can achieve latency in the
millisecond range, the high-percentile latency over a mesh network can grow to hun-
dreds of milliseconds [26]. Besides, achieving high reliability with Bluetooth can be
challenging [27], which makes it unfit for use in industrial control applications.

LR-WPAN:

LR-WPAN is based on IEEE 802.15.4 standards [28] and operates on one of three
ISM bands: 868 MHz, 914 MHz, or 2.4 GHz, with up to 1, 2, and 16 channels, re-
spectively [29]. LR-WPAN-based protocols and solutions are widely used in today’s
industrial networks. For instance, WirelessHART, a wireless version of the wired
HART protocol, is a popular choice for industrial control and measurement appli-
cations [30]. By implementing a time-synchronized channel hopping protocol on
the medium access control (MAC) and networking layers, WirelessHART achieves
high reliability through time, frequency, and spatial diversity gains [31]. However,
it does not prioritize meeting strict delay requirements [30]. Other LR-WPAN so-
lutions, such as ISA100.11a [32] and 6LoWPAN, enable the use of IP protocols on
top of IEEE 802.15.4 [33]. While 6LoWPAN can fulfill latency bounds in the order
of a few milliseconds, it may come at the cost of transmission reliability [30].

Wi-Fi:

Wi-Fi is based on IEEE 802.11 standards, with various versions including 802.11
(b/a/g --- ax/ay/be), and it operates on one or more of the 2.4 GHz, 5 GHz, and/or
6 GHz ISM frequency bands. Its primary goal was to provide a high-throughput
connection to devices located within a short range, leveraging its design for high-
bandwidth communication. The availability of such large bandwidth increases
the potential for supporting scalable networks. To provide a high data rate over
short distances, the network is typically built around a central node, known as
the AP [34]. Nevertheless, IEEE 802.11 also allows for the formation of ad-hoc
networks without the need for an AP.

In 802.11n, the addition of low-density parity-check codes and multiple-input
and multiple-output technology improved the reliability of Wi-Fi networks [35].
The 802.11ax standard introduced orthogonal frequency-division multiple access in
both the uplink (UL) and downlink (DL), allowing for simultaneous communication
with multiple devices and resulting in a multi-user aggregation gain compared to
sequential transmissions in preceding generations. In 802.11ax, the channel is di-
vided into resource units, where each resource unit corresponds to a frequency block
with at least 26 orthogonal frequency-division multiplexing (OFDM) subcarriers.
This segmentation reduces contention within the service area of one AP.
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As the subsequent generation of 802.11ax, 802.11be was expected to include
features for extremely high throughput, reduced latency, and improved reliabil-
ity [36], but only features related to extremely high throughput were included in
the standard due to difficulties in meeting the proposed timeline [37]. However,
several of these features could benefit CPS applications, such as 320 MHz wide
channels, multi-resource unit support [38], and multi-link operations [39]. The
ultra-high reliability features are planned for the next study group and are ex-
pected to be released in 2027 [40]. The proposed features are envisioned to include
improvements to multiple-input and multiple-output technology to support up to
16 spatial streams, hybrid automatic repeat request (HARQ), and multi-AP co-
ordination (for coordinated transmissions) [38,41]. Additionally, ongoing efforts
in the 802.11bf task group are aimed at enabling sensing capabilities via 802.11-
compliant waveforms [42]. However, high multipath interference in Wi-Fi networks
is a concern, particularly in indoor industrial environments where there may be
extreme reflections from walls and other obstacles. Moreover, as the number of
devices increases, the SINR in Wi-Fi networks can drop significantly [34].

In addition to standardization activities, there are also tailored solutions built
on top of 802.11 standards to address the issues of high multipath interference
and low SINR in industrial environments. One example is EchoRing [18], a novel
token-passing MAC protocol built on top of the physical layer of 802.11. EchoRing
assures medium access to distributed devices and establishes a cooperative relaying
scheme to enhance reliability and reduce latency through spatial diversity. Although
high levels of determinism may be achieved using this token-passing technique,
EchoRing is susceptible to unexpected problems that may arise if the token is
lost [17]. Additionally, the delay may increase as the number of industrial devices
increases excessively.

1.2.2.2 Cellular Technologies

Nowadays, the communication industry is rapidly advancing towards fifth gener-
ation of mobile communication systems (5G) and beyond 5G (B5G) to meet the
ever-increasing demands on high data rates, energy efficiency, and uncompromising
QoS [43-46]. Compared to earlier mobile communication systems, 5G and B5G
are supposed to provide services to a much broader range of application domains
and use cases. In addition to traditional human-centric communication for en-
hanced mobile broadband (eMBB) services (e.g., mobile Internet), 5G and B5G are
envisioned to enable machine-type communications in a mixture of industrial and
societal domains. One service is so-called massive machine type communication
(mMTC) with an emphasis on low power and low cost wireless connectivity for an
enormous number of connected sensor devices. Another service is to support criti-
cal machine type communications via URLLC' [47]. Therefore, URLLC is designed
to fulfill strict latency and reliability requirements, and hence, it has the potential
to assist cyber-physical control applications [48,49].

The following key concepts in the new radio (NR) interface of 5G’s radio access
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network (RAN), that has been introduced by 3rd Generation Partnership Project
(3GPP) over time, opened doors to supporting URLLC services:

o Short transmission time interval (TTI): Unlike previous generations that had
a static slot length of 1ms, 5G allows for various configurations of slot length,
referred to as numerology, with a minimum length of 62.5 us. This was first
introduced in Release 15, along with the ability to transmit over a fraction of
a slot. Besides, the NR standard enables the subdivision of a slot into smaller
units called sub-slots [50].

o Configured grant: In Long-Term Evolution (LTE), Release 14 expanded the
semi-persistent scheduling framework, enabling devices to access pre-configured
grants periodically with a minimum periodicity of one slot. This eliminates
the need for devices to request a grant for each UL transmission through the
control plane (i.e., physical downlink control channel) [51]%.

o Fuaster processing time: With the advancements in hardware, the processing
times of both the devices and the network have become increasingly demand-
ing. For instance, in NR, the device’s acknowledgment is required within one
slot after receiving a DL transmission. In the MAC and radio link control
(RLC) layers, unlike LTE, processing can commence without knowledge of
the amount of data to be transmitted. This is especially critical for uplink
transmissions, as the device may have only a few OFDM symbols between
the reception of the uplink grant and the scheduled transmission time [52].

o FEspecial care for QoS handling: The service data adaptation protocol is a new
layer in NR, first introduced in Release 15, and is specified to be on top of the
packet data convergence protocol (PDCP) layer. This layer is responsible for
mapping between the QoS flows of the 5G core and the data radio bearers [53].

According to Ericsson’s measurements in [54], compared to the Release 13 baseline
with a scheduling periodicity of 1 ms, utilizing a configured grant and a shorter slot
length can result in a 34% and 67% improvement in the 80th percentile round-trip
ping delay, respectively. Moreover, by combining both features, the 80th percentile
round-trip delay can be reduced by more than 16 ms, leading to an improvement of
77%, from 21 ms to less than 5 ms. Furthermore, the results reported in [55] suggest
that the improved processing capabilities and sub-slot functionality available in NR
can lead to a significant reduction in DL delay, potentially reducing it by up to 50%.

In the 5G core network, the architecture is service-based, implying that the
specification concentrates on the services and functionalities provided by the core
network instead of the nodes as such [52]. One of the benefits of such architecture
is network slicing, where a slice is a logically isolated and independent part of the
network, targeting distinct services with different requirements on e.g., latency,
reliability, throughput, power consumption [56].

4In Release 14, this feature is known as “Instant UL Access” or “Fast UL Access”
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Moreover, to facilitate URLLC, various diversity techniques are proposed by
3GPP, including [57,58]:

repetitions on the physical (PHY) layer to benefit from the time and frequency
diversity [58];

HARQ retransmissions on the MAC layer [59] and retransmissions of erro-
neous data on RLC layer [52] to leverage time and frequency diversity; and

packet duplication on the PDCP layer (using either multi-connectivity to
benefit from spatial diversity or carrier aggregation to leverage frequency
diversity) [60].

1.2.3 Why 5G and beyond as cyber-physical networks?

A number of characteristics make 5G/B5G especially appealing for the underlying
communication systems of CPS, which include the following [61]:

1.3

High bandwidth: If managed properly, the high available channel bandwidth
in the various 5G frequency bands allows for scalable URLLC solutions.

Multi-service support: 5G provides a unified wireless interface to support
heterogeneous services with a variety of requirements. The combination of
network slicing in 5G core network, coupled with the introduction of service
data adaptation protocol layer in RAN, brings the potential for the support
of heterogeneous services in 5G networks.

Mobility: 5G offers built-in functionality for dealing with mobility for various
CPS applications.

Security: 5G brings to the industrial sector a tried-and-true security solution
that has already been used in cellular networks across the world.

Positioning: It has garnered much attention in earlier generations of cellular
technology and continues to receive attention in 5G, particularly in Release 16
and Release17. With the improvements introduced in Release 17, 5G can
attain high location accuracy, reaching decimeter and meter range for indoor
and outdoor scenarios, respectively [62-64]. Many emerging CPS applications
will benefit from such accurate positioning capabilities.

Literature Study

1.3.1 Reliability Metrics in Information and Operational

Technology

In the early 1930s, Walter Shewhart, Harold F. Dodge, and Harry G. Romig estab-
lished the foundation for using statistical methods in industrial products’ quality
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control. However, these methods had not been widely adopted until the start of
World War II and the development of missile systems. Following World War II,
the use of statistical methods in quality control expanded globally. As automa-
tion became more prevalent, the demand for advanced control and safety systems
increased [65]. Hence, reliability KPIs are well-established concepts in the OT do-
main. In the following list, we present a summary of the reliability KPIs that we
used from OT perspective, considering repairable items®.

o Awailability is the ability of an item to fulfill its designated service as expected
(i.e., without failure) at a specific instant of time, and is typically represented
in the form of probability. Availability can also be expressed as the proportion
of time an item is functioning within a defined time period® or the percentage
of components within a system operating at a given time [65-68].

e Reliability is the ability of an item to carry out its designated service, given
specific environmental and operational conditions, over a specified time pe-
riod. It is represented either as a probability that the system operates without
failures in a time interval or as the mean duration of time the item operates
without failure (also known as mean uptime and mean time to failure) [65-68].

In the ICT community, we recognize that a broad range of KPIs are used to
evaluate the reliability of communication systems, and the terms “reliability” and
“availability” are frequently used interchangeably [69]. Reliability metrics are tra-
ditionally defined on the PHY layer, and indicators, such as outage probability,
bit error ratio, or block error ratio, are used to identify the QoS of the channel,
as in [70]. In general, the percentage of successful transmissions over the total
transmissions seems to be widely used as an indicator of the observed reliability on
PHY, MAC, or higher layers. However, in URLLC applications, there is naturally
no difference between not receiving a packet and receiving it after its corresponding
delay bound [71,72]. In addition, errors often occur in bursts in wireless commu-
nications, and such metrics cannot capture the impact of temporal correlation on
reliability performance. For instance, the analysis in [73] shows that the impact of
space-time correlation on end-to-end performance is considerable. On top of what
has been discussed, and according to 3GPP specifications in [71], sparse packet
loss can be tolerated by modern cyber-physical control applications. Such applica-
tions typically specify a short period of time, called survival time, during which the
application can tolerate or even correct the failures in the communication service.

As evident from the definitions of availability and reliability in OT domain,
defining a “failure” correctly is crucial to have proper definitions in ICT. In the
next section, we present a brief overview of the definitions of failure, error, and
fault in both OT and ICT domains.

5The term “item” here refers to any component, subsystem, or system that can be considered
as a distinct entity [65].
61n this case, it can be referred to as steady-state [66] or average availability [65].
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1.3.2 Failures, Errors, and Faults

The terms “Failure”, “Error”, and “Fault” have been well-established in the lit-
erature on OT (e.g., [65,66,74,75]). In this context, a system is said to have
experienced a failure if it is unable to deliver its expected service as per the sys-
tem’s specification. An observed condition or measured value deviating from the
theoretically correct or specified value or condition is known as an error. Finally,
a fault is a flaw in the system or its representation that may result in an error if it
is executed or triggered [76]. For instance, in software engineering, a software bug
is a fault that could lead to an error when the subroutine containing that bug is
called. Assuming that this software contributes to the overall system’s service, a
failure could occur if the service performance deviates from its specification due to
this error.

In the realm of ICT, the definition of failure is typically established either at
the point-to-point connection level or at the system level, depending on the service
specifications. In the case of URLLC service’, a link failure is defined as the inabil-
ity to transmit data in the UL and/or DL directions. In studies conducted at the
PHY layer, a threshold is often employed, typically based on power level or signal
amplitude. References [78,79] provide further insights into this approach. How-
ever, this definition fails to consider the autocorrelation and time dependency of
time-varying wireless channels and does not account for the impact of higher-layer
mechanisms that can mitigate short outages. To address these issues, recent works
such as [77,80-82] assume a link failure when the received power stays below a
given target threshold for a duration exceeding a specified limit. Yet, in multi-user
wireless systems, bit error ratio is a function of SINR. Moreover, in URLLC service,
a successful reception after a pre-specified delay is deemed as packet loss [71,72].
As an example, reference [83] defines a link failure as the SINR, dropping below a
threshold or the failure to meet the delay bound. This definition does not consider
higher-layer mechanisms that enhance reliability, such as retransmissions, interface
diversity, or repetitions. To overcome this limitation, recent studies, including [84],
have considered the impact of interface diversity on reducing failure rates. Nev-
ertheless, in the context of CPS communication, the survival time needs to be
considered too [71]. It is important to note that survival time is defined on the re-
ception node and is different from delay bound. The latter is defined per message,
whereas the former represents the maximum time that the reception entity remains
uninformed. Several recent works, such as [85-87], have taken survival time into
account.

1.3.3 Slice Management Architecture

As previously discussed, 5G and B5G aim to support a mixture of heterogeneous
use cases, each of which imposes a broad range of performance requirements. Net-

"Note that failures may be defined differently for other services, e.g., as a function of through-
put for eMBB service [77].
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Figure 1.2: The proposed slice management architecture (adapted from figures in [88, 168]).
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work slicing is regarded as a key enabler in supporting these vast and sometimes
conflicting requirements. Figure 1.2 depicts the proposed slice management archi-
tecture to serve as the backbone for this functionality [88,89]. In this architecture,
an intra-domain network slice subnet management function (NSSMF) is consid-
ered to provide management services for one or more network slice subnets. This
domain-level management function (i.e., NSSMF) is governed by the end-to-end
network slice management function (NSMF). In this architecture, orchestrations
within a slice (e.g., feature orchestration in [5], or resource allocation in [90])) can
be implemented as a network function virtualization orchestrator within its cor-
responding slice. Besides, as the needs of enterprises evolve, new and unique use
cases are expected to emerge. In certain cases, the combination of slice KPIs may
be unique, while in others, various services could have common KPIs but differ in
their target values. As such, we envision that NSMF maintains a repository of slice
templates for common use cases to facilitate the sharing and quick deployment of
slices that have similarities [88,91].

From the network slicing perspective, performance optimization techniques can
be addressed from two standpoints: intra-slice and inter-slice management tech-
niques [92]. In intra-slice orchestration techniques, the goal is to achieve the desired
service (or services) intents given the allocated resources to the corresponding slice.
This includes techniques such as resource allocation for different devices [90], QoS
management [93], resource management and feature orchestrations [94] within a
single slice. Inter-slice orchestration techniques focus on coordinating and manag-
ing different slices within the network. This includes techniques such as resource
allocation to different slices [95] and slice selection for different services [96]. Both
inter-slice and intra-slice management techniques play a crucial role in ensuring
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that 5G networks can support the diverse range of use cases, including URLLC,
eMBB, and mMTC, and can provide the required level of service for each use case.

Currently, the state-of-the-art focus for enabling URLLC services can be classi-
fied into two distinct categories: i) single URLLC slice setting and ii) mixed services
setting. For the first category, the focus lies in meeting URLLC’s strict requirements
through intra-slice orchestrations, given its allocated resources, such as bandwidth,
maximum output power, and processing capabilities. This implies that resources
are dedicated to URLLC, and the performance is not impacted by other nearby
services. In the mixed services setting, URLLC services operate alongside other
services within the same network. There are two commonly addressed approaches
in the literature for this scenario. The first approach involves sharing resources
among heterogeneous services and managing QoS through intra-slice management.
The second approach involves having separate slices for URLLC and other coexist-
ing services, leading to full resource separation and inter-slice management to fulfill
various service intents. In the rest of this section, focusing on RAN, we conduct a
literature review of techniques that address URLLC in both settings.

1.3.4 Enabling URLLC in Single Service Scenarios

To enable URLLC for CPS, one straightforward solution is to allocate excessive re-
sources, in terms of bandwidth and transmission power, to a URLLC slice. However,
such an approach is neither spectral nor energy efficient [97]. Another solution is to
leverage reliability enhancement techniques such as interference management and
power control [98] as well as diversity techniques [57], discussed in Section 1.2.2.2.
As the wireless channel behaves differently at different points in time, space, and
frequency, diversity techniques exploit such characteristics to mitigate fading effects
by sending the same data at a different time or via distinct paths or frequencies [99].
Nevertheless, these techniques are either (i) reactive (e.g., MAC or RLC retransmis-
sions which happen as a result of negative acknowledgment or time-out), implying
that they are associated with an extra delay that the application might not tol-
erate [52], or (ii) they are always active (e.g., packet duplication), which could
be costly in terms of system capacity and energy consumption [100]. Although
these techniques have the prospect of providing high reliability, given the limited
available resources in wireless communications, blind overuse of these techniques is
neither efficient nor effective. For instance, the full power transmission could lead
to high interference on the neighboring users, and multiple diversity transmissions
could result in a high load in the cell, potentially increasing packet queuing delays
to the level that they miss their corresponding delay bounds. Thus, it is necessary
to properly utilize/combine such approaches based on various parameters such as
load, channel state, and queue size. There have been several research studies on the
optimization of diversity techniques and transmission power. References [59,101]
propose a joint resource allocation and HARQ optimization framework to minimize
the required bandwidth subject to PER in single-cell scenarios. In [80], the authors
propose a multiple selection combined links scheme for multi-connectivity scenarios
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to fulfill a given reliability requirement. These works make strict assumptions on
queue models (e.g., M/GI/co with zero queuing delay in [59] and M/G/1 in [101})),
or on the channel (e.g., Rayleigh fading channel in [80]) which often are not realistic
in cyber-physical production systems.

To overcome the drawbacks of these model-based approaches, there has been
increasing interest in using reinforcement learning (RL) to learn from the data
and minimize the use of unrealistic assumptions (e.g., [102-104]). Reference [102]
proposes a risk-sensitive RL to dynamically orchestrate repetitions in frequency in
order to reduce the PER, measured on PHY layer. In this work, like many others,
packet error or packet loss is referred to as an event when the transmitted packet
is not received or cannot be decoded in the receiving entity. However, in URLLC
applications, including cyber-physical applications, a packet is also considered lost
if it is received after its corresponding delay bound [71,72]. Besides, this paper
neglects the impact of temporal correlation on reliability. Moreover, the authors
in [102-104] assume per-slot orchestration, implying that the entire pipeline (in-
cluding data transmission, processing, decision making, and applying the decision)
should occur within every time slot, which could be as small as 62.5 us [105]. Such
intensive real-time interactions for service management and orchestration are not
envisioned in the near future [106].

1.3.5 Enabling URLLC in Mixed Services Scenarios

The 5G network has brought forth a new era of communication and services by
enabling various types of services, such as URLLC, eMBB, and mMTC to coexist
within a single network. However, this coexistence of heterogeneous services intro-
duces the challenge of providing QoS that fulfills the specific requirements of each
service.

Services Coexisting with URLLC could affect the URLLC performance, partic-
ularly in terms of its operational KPIs, for a variety of reasons. One reason is that
devices serving other services may increase interference on URLLC traffic, leading
to lower SINR and higher PERs and delay. Additionally, they may consume a
significant amount of network resources such as bandwidth and processing power,
reducing the amount available for URLLC services and potentially increasing the
delay in URLLC transmissions. Furthermore, some services may have conflicting
QoS requirements, making it difficult to satisfy both URLLC and non-URLLC ser-
vices at the same time. For example, a video streaming service may require high
bandwidth, while URLLC services require low latency. Thus, effective techniques
for coexisting and managing these services are essential for maintaining high-quality
URLLC performance. Two essential approaches for addressing the coexistence of
heterogeneous services are resource sharing and network slicing®. In the following,
we outline the latest developments in these two areas from the existing literature.

8Tn the RAN literature, the term “slicing” is used ambiguously. However, in our categorization,
we assume that slicing should include all gNodeBs (gNBs), and due to its required signaling with
NSSMF, it cannot be performed in every slot.
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1.3.5.1 Coexistence via Resource Sharing

The resource-sharing approach allows different services to share the same network
resources, such as bandwidth, output power, and processing capability. This ap-
proach is accomplished through intra-slice orchestrations, implying that the net-
work’s resource allocation and management occur within the same slice. There ex-
ists a rich literature when it comes to resource sharing for the coexistence of URLLC
with other conventional services such as eMBB and mMTC (e.g., [107-110]). To
handle such coexistence within 5G networks, existing standardized protocols in
5G-NR for QoS offer the ability to assign each connected device with one or more
QoS flows and data radio bearers. These assignments are determined based on the
service requirements in the core network [52].

The general practice in this setting is to perform resource allocation either i) to
ensure that service-specific KPIs (e.g., throughput, energy efficiency, and reliability
for eMBB, mMTC, and URLLC services, respectively) meet their corresponding
requirements efficiently (in terms of spectrum or energy consumption), or ii) to
maximize/minimize such KPIs. Yet, there are numerous optimization parameters
to be concerned with, such as modulation and coding scheme, user-cell associa-
tion, physical resource block (PRB) allocation, transmit power, number of diversity
transmissions, etc. The survey in [45] provides a comprehensive study on resource
allocation algorithms for heterogeneous networks. The performance trade-offs, ap-
plications, and enabling technologies for eMBB-URLLC coexistence is discussed
in [111]. A short overview of radio resource management techniques for mMTC
and eMBB traffic is provided in [112].

Leveraging queueing analysis and system-level simulations, reference [113] showed
that dynamic multiplexing of URLLC and eMBB traffic in both time and frequency
outperforms static partitioning of bandwidth in terms of overall resource utiliza-
tion. In [114,115], heuristic algorithms are proposed to dynamically schedule PRBs
based on services’ requirements, packet size, and control channel overhead. Refer-
ence [116] proposed a 2-D PRB allocation and frame structure selection to maximize
energy efficiency given URLLC’s latency and eMBB’s minimum throughput. Ref-
erences [108-110,117,118] studied the dynamic scheduling of URLLC traffic using
puncturing based schemes in which the URLLC traffic is immediately scheduled
over ongoing eMBB transmissions. While puncturing can improve URLLC latency,
it may reduce the transmission rates of eMBB traffic due to frequent losses of spec-
trum resources to URLLC traffic [119]. Alternatively, references [120-123], on top
of PRB and power allocation, proposed a hybrid puncturing and superposition ap-
proach in which both eMBB and URLLC traffic are superposed at the gNB and
decoded using successive interference cancellation at the devices. The performance
of URLLC is highly susceptible to inter-cell interference [124]. Such vulnerabil-
ity is particularly crucial when the coexisting service generates a high load, and if
not managed properly, it could potentially lead to compromising energy and spec-
trum efficiency to meet the stringent URLLC requirements [125,126]. For instance,
reference [127] proposed a coordinated multi-point-based subcarrier and power al-
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location algorithm to handle the impact of inter-cell interference in URLLC-eMBB
coexistence.

1.3.5.2 Coexistence via Network Slicing

Network slicing is a technique used in 5G and B5G mobile networks to divide a
physical network infrastructure into multiple virtual networks, each of which can be
customized to support specific types of services and traffic patterns with guaranteed
QoS levels [56]. Reference [56] provides a survey of 5G network slicing, including
its driving forces, key enabling technologies, the related 3GPP standardization, and
industrial implementation. In [128], the challenges and open issues related to joint
slicing and functional splitting are analyzed, with a focus on the added complexity
of instantiating multiple slices.

One of the important parts of network slicing is RAN slicing, in which communi-
cation resources like bandwidth or power can be dedicated to different slices based
on various factors, such as their performance requirements and load. The per-slice
observability of network slicing serves two important purposes in coexistence sce-
narios. First, it enables the monitoring of resource utilization with regard to the
accomplished service performance, which can be utilized for the re-configuration of
RAN slices. Second, it provides KPIs, traffic load, and wireless channel conditions
per slice, which helps to evaluate compliance with the service level agreements for
the corresponding end-to-end network slices. The objective of RAN slicing algo-
rithms is to fulfill the performance requirements of different slices while maximizing
resource or energy efficiency. In the literature, both model-based and model-free
solutions have been investigated to address the RAN slicing problem for the coexis-
tence of URLLC and other conventional services. Model-based methods [129-135]
for resource partitioning model the problem mathematically and use various opti-
mization techniques (e.g., convex optimization in [129,130], or mixed-integer linear
programming in [131,132]) to solve it. Reference [133] develops a dynamic opti-
mization problem in which the bandwidth and power of the URLLC and eMBB
slices are optimized to minimize the sum of power consumption and the negative of
resource utilization. However, such approximated models often fail to fully reflect
the complexity of the real network, leading to their inability to achieve optimal
outcomes in practical scenarios.

As an alternative approach to model-based solutions, there has been a recent
surge in using model-free solutions, particularly deep RL (DRL), which has shown
great promise in managing RANs without relying on prior models (e.g., [136-143]).
The inter-cell interference is one of the challenges in RAN slicing that have received
little attention in the literature. With the increase in the traffic of URLLC’s coex-
isting service and network density, and the resulting intense inter-cell interference
among multiple cells, it is necessary to adopt a coordinated approach that can
effectively handle complex inter-cell and inter-slice interactions while maintaining
a low system and model complexity. The authors in [141] proposed a bandwidth
and coordinated multi-point-based beamforming optimization that maximizes the
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Figure 1.3: The interactions between the agent and the environment in reinforcement learning.

energy efficiency of slices. Reference [139] proposed a multi-agent DRL approach
to optimize the resource partitioning for each slice and each cell. Another chal-
lenge that has often been neglected in the RAN literature is the trade-off between
the signaling overhead of network-wide resource slicing to attain global optimality
over the entire RAN and the typically short timescale of resource scheduling to
adapt to network dynamics [144]. To address this issue, reference [141] addressed
high-frequency beamforming and low-frequency bandwidth orchestration in RAN
slicing problem via sample average approximation and alternating direction method
of multipliers techniques to support bursty URLLC and multicast eMBB services.
In [142], the authors proposed an hierarchical RL (HRL)-based solution to optimize
numerology, bandwidth, and transmit power of eMBB and URLLC slices with a
lower frequency, along with PRB allocation for each slice with a higher frequency.

1.3.6 RL for Industrial Automation

In the literature, two approaches exist to perform inter-slice and intra-slice or-
chestrations: i) the model-based and ii) machine learning (ML)-driven. In the
former, mathematical models are either developed theoretically or derived through
field measurement campaigns. However, deriving these models requires severe as-
sumptions on channel and queue models, which may not realistically reflect the
environment of CPSs. Conversely, ML solutions are data-driven and can adjust to
network dynamics. Among ML techniques, model-free RL emerges as a powerful
tool, and a growing interest in using RL in wireless systems is evident in the current
state-of-the-art.

In general, RL algorithms address sequential decision-making by maximizing a
reward signal while interacting with an unknown environment. The RL algorithms
address problems mathematically described by a Markov decision process (MDP),
where state dynamics and reward function are unknown. As depicted in Figure 1.3,
at each iteration k, the agent observes a representation of the environment’s state
sy from state space S, selects an action ag from the action space A. Following this
action, the agent obtains a numeric reward ry, and the environment changes to a
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new state sg+1. In RL, a policy determines decision-making, where such policy can
be either deterministic (i.e., 7(s) gives the action taken in s, where 7 : & > A)
or stochastic (i.e., m(a|s) provides the probability of selecting action a in state s,
where 7 : S X A +— [0,1]). Hence, the objective is to learn an optimal policy *
which maximizes the expected accumulated discounted rewards given any starting
state s [145].

In this thesis, from all RL algorithms, we use DQN and soft actor-critic (SAC).
Even though numerous works have demonstrated RL’s effectiveness in addressing
emerging issues in wireless communications, there are still challenges and open
questions among which we address the following. First, the larger the deployment is,
the larger the action space becomes, demanding much memory and computational
time for training, possibly to the extent that it becomes difficult or even impossible
to apply RL methods on actual deployments. Second, in contrast to other learning
scenarios (e.g., image classification and recommendation systems), the vast amount
of data required for RL training is not accessible in wireless communication systems.
Thus, many RL frameworks rely on simulation data. Typically, these simulators are
designed to simplify the system’s dynamics and may fail to recognize some hidden
patterns. On the other hand, training on the operational network is costly due to
RL’s random explorations. In the following, we briefly explain both algorithms,
and our enhancements and proposals to address these challenges are described in
Chapter 3.

1.3.6.1 Deep Q-Networks and Optimization

Q-learning is a model-free reinforcement learning algorithm that works based on the
concept of action-value function, g (s, a), defined as the expected sum of discounted
rewards of state s when action « is first taken, and after that, policy x is followed.
Hence, the action-value function is defined as [145]

K-k
qr(s,a) =E, Z V¥ kix | Sk = S, ax = al , (1.1)
k=0
=ZPr (8,r|s,a) r+7Zﬂ(d|§)qn(.§,d)l , (1.2)
S,r a

where r, is the observed instantaneous reward for iteration «, K is either a finite
number representing the episode length or infinity for continuous RL tasks, and vy is
the discount factor. Equation (1.2) presents the Bellman equation for action values.
Defining the optimal action-value function as g*(s,a):=max, g.(s,a) for all s € S
and a € A, and using (1.2), one can derive the Bellman optimality equations for
all states, as [145]

q*(s,a) = Z Pr(8,r|s,a)

s,r

r+ymaxq*(8,d)|, (1.3)
a
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and consequently, solve this nonlinear system of equations for g*. Once g* is ac-
quired, one can simply derive the optimal policy 7*(s),Vs € S by selecting any ac-
tion through which ¢* (s, a) is maximized. Nevertheless, the environment’s dynam-
ics (i.e., Pr(8,r|s,a)) are typically unknown in real-world industrial applications.
Q-learning circumvents the difficulty of obtaining such dynamics by i) sampling
the expected values in (1.1), and ii) using existing estimates of the action-value
function, Q(8, a), instead of true ¢, (8,d). In the basic Q-learning, the iterative
update at kth iteration is given by [145]

O(sk,ar) = Q(sk,ar) +¢ Vk+7g1€a;I<Q(Sk+1,ﬁ)—Q(Sk,ak) , (1.4)

where ¢ € (0,1) is the step-size parameter. In (1.4), the terms inside the bracket
represent the error in the action-value function estimate (i.e., the difference be-
tween the target and the old estimate). Thus, taking (1.3) into account, (1.4)
demonstrates that the learned action-value function, Q, directly approximates the
optimal action-value function, g*, regardless of the behavior policy.

During the training phase, the optimization algorithm trades off between explo-
ration and exploitation. Exploration describes the process in which the RL agent
prioritizes searching for new actions that were not experienced before to improve its
action value estimation in different states. In contrast, in the exploitation phase,
the RL agent selects actions greedily from what it has learned, i.e., the action with
the highest estimated value is taken:

n(s) = argmax Q(s,a),Ys € S. (1.5)
acA

The exploration phase is often performed via e-greedy action selection method in
which an action is either selected randomly with probability €, or otherwise using
(1.5), where € is usually a decaying function in k [145].

In the Q-learning approach, the Q-function is represented by a Q-table, con-
taining states as rows, actions as columns, and Q-values as entries. In practice,
the number of states is often too large. This leads to either reducing the num-
ber of states (e.g., through quantization) or replacing the Q-table with function
approximators. In deep Q-learning [146], the action-value function is represented
by a DQN, a neural network (NN) parameterized by . Leveraging the off-policy
characteristic of Q-learning, the agent explores the state-action space with some
behavior policy (e.g., e-greedy), and each transition by:=(sg, ax, "k, Sk+1, [rk+1) are
stored in a replay buffer, 8, MDPs Iy, is a binary parameter that is 0 if the envi-
ronment terminates at iteration k+1, and is 1, otherwise (including time-outs) [147].
Then, regardless of sampling technique (e.g., uniform or prioritized experience re-
play) and the mini-batch size (|Bmb|), we can represent a sampled transition with
bi=(s,a,r,8,I). Besides, reference [146] proposed the use of a target network,
parametrized by ¢, which is a duplicate of ¢, except that its parameters are up-
dated after a fixed number of iterations. Then, for each sampled transition, ¢ can
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be updated in gradient descent direction to minimize the following parameterized
mean squared error [146]

J(p) =Ep

2
(r+17g1€8g(<Q¢(§,&)—Qso(s,a)) l (1.6)

1.3.6.2 Soft Actor-Critic

SAC is a model-free DRL algorithm. The following characteristics of SAC benefit
our industrial automation scenario: i) SAC is an off-policy model-free DRL algo-
rithm in which explorations seek to find an optimal policy maximizing not only
the expected accumulated discounted reward but also the expected entropy at each
visited state, ii) SAC has an actor-critic architecture where the critic NN estimates
state-action pair values, while the actor NN computes the policy, and iii) SAC con-
quers the massive sampling complications and minimizes the sensitivity of DRL in
hyperparameters [148,149].

The main objective in SAC is to find an optimal stochastic policy that maximizes
the sum of discounted expected reward and entropy for upcoming states arising from
every state-action tuple (sg, ax) weighted by its marginal probability as [149]

() = arg(nll?XZEm,ak) D Y B+ yH( (19)) sk = s,ax = al |, (17)
AN k I=k

where y(€ [0,1]) and (> 0) are the discount factor and the temperature parameter
specifying the relative importance between the reward and entropy terms, respec-
tively. Furthermore, H(x (+|sg)) = E[-In(n(a|sk))] is the entropy of policy n at
state sx. Introducing entropy in (1.7) guides the policy to explore more broadly
while avoiding blatantly unfavorable trajectories.

Here, we describe SAC with prioritized experience replay originally developed
for DQN [150]. In this approach, transitions with greater temporal disparities are
repeated more frequently, adding a bias toward those actions. To address this
issue, we remove this priority during training. Moreover, we describe SAC with
target networks and clipped double Q-learning, both originally established for twin
delayed deep deterministic policy gradient algorithm. Such additions can mitigate
overestimation in value approximation while assuring convergence to a suboptimal
policy [151].

The SAC algorithm (and actor-critic methods in general) uses policy iteration,
in which the algorithm alternates between policy evaluation (to estimate the action-
value function by Q(s, a)) and policy improvement (to compute 7) in the direction
of maximizing the first sum in (1.7). In the policy evaluation step, using the soft
Bellman backup equations [149], the soft action value function can be computed
iteratively as follows:

O(sk, ak) = re1+YE[Q(Sks1, arer) Y H(m (- s1))]. (1.8)
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In large-scale industrial automation problems where the state and action spaces
are large, Q and & are approximated in each iteration using deep neural networks
(DNNs) (via critics and actors, respectively). As mentioned before, we leverage
target networks and clipped double Q-learning. Hence, in the architecture we use
in this thesis, there are 4 DNNSs for the first critic, its target critic, the second critic,
and its target, whose weights are denoted by 1, @1, 2, and @2, respectively. In
addition, there are 2 DNNs for the actor and its target network, whose weights are
denoted by ¥ and 9, respectively. Thus, Q, in (1.8), is approximated by 2 DNNs
as Qq,;, i € {1,2}.

Considering the sampled transition b:=(s,a,r, §,I), described in the previous
Section, ¢1 and ¢o can be trained by minimizing the mean squared error as

1 — 2
Jole) = Eb[i(Qapi(S, )-0(3.a.r.1)) } (1.9)

where a is sampled separately from 7 5(+|sk+1), and

O(s,a,r, 1) =r+ 17(@11% 0 (s,a) - l//ln(ﬂ(als))). (1.10)

Note that the minimum represents the smallest value between the two action-value
function approximations for clipped double Q-learning [151]. Then, in order to
minimize Jo(-), ¢1 and 2 are updated in the direction of gradient descent. To
ensure that temporal-difference error remains low, we update target critics’ weights
gradually by @;=vp;+(1-v)@; for ie{1,2} at each DRL iteration.

In the policy improvement step, the actor NN can be updated by minimizing
the expected Kullback-Leibler divergence between 7y and the exponential of the
soft state-action value function, which can be rewritten as

Jx(9) = E ¥ In(rg(als)) - min 0y (s.a) | (1.11)

To minimize J,(-) based on the latest policy, we employ the re-parameterization
technique, from [149], to reformulate the expectation over actions into an expecta-
tion over noise, leading to a smaller variance estimator. Therefore, we draw samples
from a squashed Gaussian policy such that a:=tanh (uq,9(s) + og,9(8) - X), where
ta.o(+) and og 9 () are the estimated mean and standard deviation of a Gaussian
distribution, respectively, and x follows a multivariate Gaussian distribution, whose
mean is a vector of 0s, and covariance matrix is the identity matrix. Hence, we can
reformulate J, () by replacing a with @ in (1.11). The policy parameters, 9, are
then updated in the gradient descent direction as in [149]. Additionally, we update
the target actor weights smoothly by ¥ = v + (1 — v)J.

1.4 Research Questions

In this section, we elaborate on our research questions based on our HRQs outlined
in Section 1.1.1 and the conducted literature study in Section 1.3.
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1.4.1 URLLC Key Performance Indicators

Addressing HRQ1 is influential because understanding the operational performance
of practical systems could provide society with a solid foundation for trust in the
5G/B5G to support CPS.

Throughout this thesis, we do not differentiate between packet losses (due to
missing the delay bounds) and packet errors (i.e., when the receiver is unable to de-
code the packet successfully). We consider a communication service failure to occur
when there are consecutive packet losses or packet errors for a duration exceeding
the survival time. These assumptions are consistent with the 3GPP definitions for
CPSs in [62,71]. Additionally, we use the KPIs defined by 3GPP in [62,71] as
the primary references for communication service availability and reliability, where
they are respectively defined as the mean proportion of time and the mean time
during which the communication service is delivered to the application layer of the
receiving entity according to its required QoS. These definitions are in line with
reliability metrics used in OT (e.g., IEC standard in [67]). However, despite their
consistency, these definitions remain abstract. Accordingly, to address HRQ1, we
focus our efforts on addressing the following in-depth research question (RQ) (see
Paper 1 and Patent 1 in Section 1.5.1 for our solution approach):

« RQ1.1: How to mathematically model 3GPP definitions of communication
service KPIs for cyber-physical applications (i.e., communication service avail-
ability and reliability)?

Nevertheless, such reliability KPIs are of no use to a network designer during
deployment or a network controller during operation. Therefore, we put our efforts
into bridging the gap between traditional ICT performance metrics (e.g., PER)
and communication service performance metrics (e.g., availability) by addressing
the below RQ (see Paper 1 and Patent 1 in Section 1.5.1 for our solution approach):

« RQ1.2: How could a network designer translate such communication service
KPIs to meaningful network layer parameters without the need to perform
computationally complex simulations to validate years of reliability?

It is worth noting that this RQ was originally raised by 5G alliance for connected
industries and automation (5G-ACIA) forum as a result of discussions around the
white paper in [152]. Our contributions were partly delivered through an internal
report.

1.4.2 Enabling URLLC Service in 5G/B5G

We study URLLC in two settings. Firstly, in the single service setting, we assume
an arbitrary amount of resources (such as bandwidth and maximum output power)
are allocated to URLLC service, and our focus is to fulfill stringent requirements
of URLLC given these allocated resources. Hence, in this setting, we assume that
there is no impact from other nearby services on URLLC. Secondly, we assume that
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mixed services are present. In this setting, we assume URLLC service operates
concurrently with another service on a network. We consider distributed learning
service as the secondary service, and we aim to minimize its convergence time while
meeting the strict operational KPIs of URLLC.

1.4.2.1 Single Service

As discussed in Section 1.3.4, several studies have explored enhancing reliability
through diversity techniques (e.g., [80,84,86,100,153]). As an example of overlook-
ing the benefits of such techniques, the next generation mobile networks (NGMN)
alliance? conducted a study in [153] to investigate the sensitivity of URLLC per-
formance to two multi-connectivity architecture alternatives proposed by 3GPP.
However, the evaluations were based on the assumption of independent spatial
paths and, thus, independent packet errors across different links. Nevertheless, the
presence of shadowing cross-correlation across different wireless links has a consid-
erable impact on the performance of the wireless system (as observed in simulation
results from [100, 154], and the mathematical framework in [83]). Consequently,
analyzing the impact of correlation on end-to-end reliability and considering it in
the design of networks supporting URLLC applications remain an open problem.
The necessity to conduct such analysis to contribute to the ongoing standardiza-
tion activities in [155] on multi-connectivity scenarios motivated us, at Ericsson, to
formulate the below RQ (see Paper 2 in Section 1.5.2 for our solution approach):

e RQ2.1.1: What is the impact of correlated spatial paths on end-to-end re-
liability in multi-connectivity scenarios when employing packet duplication?
How does this influence the design of networks supporting cyber-physical ap-
plications?

In response to the aforementioned RQ, our evaluations emphasized the impor-
tance of dynamic path selection in multi-connectivity scenarios.

In the literature concerning the optimization of wireless systems for efficient
support of URLLC service, there has been little discussion regarding near real-
time RL solutions. Additionally, most of the existing works have been evaluated
on small-scale software modules developed by researchers for specific use cases.
Hence, the scalability of such solutions is questionable when it comes to practical
scenarios. Finally, towards achieving stringent delay and reliability objectives, the
energy efficiency of the designed solutions has been usually neglected in prior arts
(i.e., the energy costs associated with different approaches to achieving an objective
have not been considered). Thus, such lack of practical and end-to-end analysis
that is compliant with standardization activities by 3GPP, particularly in terms
of communication service KPIs for CPSs, motivated us to investigate the following
RQ (see Papers 3-5 and Patent 2 in Section 1.5.2 for our solution approach):

INGMN is a mobile telecommunications association of mobile operators, manufacturers and
research institutes.
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e RQ2.1.2: How to develop an orchestrator module to manage reliability en-
hancement techniques in order to fulfill stringent requirements of URLLC
such that the orchestrator is

1. aligned with 3GPP specification for cyber-physical control applications
in [71], i.e., it takes into account the operational requirements of URLLC;

2. efficient, in terms of spectrum utilization and energy consumption;
3. scalable, i.e., capable of managing a large number of devices; and

4. practical, i.e., it considers the 5G-NR protocol stack [156], with its com-
plications and impact on delay and reliability, and is aligned with the cur-
rent vision for edge cloud development (for instance, as in [89,106,157]).

1.4.2.2 Mixed Services

For the service coexisting with URLLC, we have chosen the distributed learning
service. As previously discussed in Section 1.3.5, there is a rich literature on the
coexistence of URLLC with conventional services, such as eMBB and mMTC. How-
ever, to the best of our knowledge and as of the time of writing this thesis, there is
no literature available on the coexistence of distributed learning service and URLLC
that considers both communication and learning aspects. Nevertheless, numerous
recent cyber-physical control applications leverage distributed learning to improve
efficiency and system performance, such as industrial automation [5,158], and au-
tonomous driving [159]. The reason to select distributed learning traffic rather than
centralized training is that the centralized training of ML models can be impractical
in many wireless communication applications because of (i) the distributed nature
of the data generated/collected by mobile devices, (ii) privacy concerns on sharing
the local data with a central server especially when the computational server is
managed by a third party operator, and (iii) limited wireless resources (in terms
of bandwidth and power). Therefore, privacy-preserving distributed learning tech-
niques have become the cornerstone of recent advancements in artificial intelligence
(AI) applications over wireless networks [160].

As distinct services, both URLLC and distributed learning performance have
been widely investigated in the existing literature. However, the coexistence of
URLLC service, with its stringent requirements, and distributed learning workflow,
with its unique traffic model and performance characteristics, have not yet been
discussed in the literature. Such coexistence introduces new fundamental challenges
as well as unique trade-offs between URLLC latency and availability KPIs on the
one hand, and convergence time of distributed training on the other hand. Notice
that there are fundamental differences between distributed learning services and
other traditional communication services. In particular,

1. The performance of these conventional services is characterized by the statis-
tics of a communication metric such as throughput or energy consumption.
In contrast, the distributed learning service is an iterative and collaborative
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task striving to solve an optimization problem as quickly as possible. There-
fore, its performance is not only influenced by the transmission capabilities
of a single device but also by the potential statistical correlation of data from
multiple devices.

2. In addition to well-known decision parameters for other communication ser-
vices, distributed learning has unique decision parameters such as model size,
algorithm choice, and device selection that differentiate it from other commu-
nication services.

These are unique characteristics of distributed learning that distinguish it from
other conventional communication services. Hence, assuming the already ex-
isting 5G-NR features for QoS handling, we formulate the in-depth RQ as
(see Paper 6 in Section 1.5.3 for our solution approach):

e RQ2.2.1: What are the trade-offs between URLLC’s operational KPIs and
distributed learning’s training delay and accuracy? How does Al setting (e.g.,
model size or the number of participating devices) impact its own and URLLC
performance?

The potential statistical correlation of data allows for a carefully chosen subset of
devices to be used for learning. In this context, higher quality updates from a
few devices may prove more advantageous than lower quality updates from a larger
number of devices [161]. Besides, missing parameters/gradients of some devices can
be approximated by the ones of other devices or by their own parameters/gradients
sent in previous iterations. Hence, another RQ is defined as (for details on our
solution approach, please see Paper 7 in Section 1.5.3)

¢ RQ2.2.2: How can we enhance the distributed training workflow using device
selection to minimize the convergence time of distributed learning service
while still fulfilling URLLC’s stringent operational requirements?

Although 5G QoS handling can ensure the prioritization of URLLC traffic, the
interference of AI traffic can still lead to deterioration in URLLC service perfor-
mance. Another approach to reducing such impact even further is to leverage
separate resources (in terms of bandwidth and power). For instance, if each of
these services uses different frequency ranges, there is no inter-interference among
the devices from these distinct services. However, it is not clear how much resources
should be allocated to each of these services. The more resources that are allocated
to one service, the better performance this service can reach (in terms of conver-
gence time for distributed learning and operational KPIs for URLLC). Therefore,
we formulate the inter-slice orchestration RQ as (refer to Patent 3 in Section 1.5.3
for our solution approach):

« RQ2.2.3: What is the potential gain of performing joint user-selection and
slicing (i.e., dedicating a portion of total bandwidth and power to each service)
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to minimize the convergence time of the distributed learning service, while
still fulfilling the URLLC’s stringent operational requirements?

1.5 Thesis Contributions

This section summarizes the main contributions of this thesis towards understand-
ing CPSs’ operational requirements in terms of wireless communications and en-

abling URLLC service in 5G and B5G systems.

1.5.1 Key Performance Indicators

To address RQ1.1 and RQ1.2, we combine basic definitions of reliability theory [65]
with the communication service requirements (defined by 3GPP [71]) to develop
concrete mathematical models for the URLLC service reliability and availability.
Moreover, we propose a finite state Markov chain (FSMC) to keep track of burst
errors and approximate the error length distributions. The proposed framework
aims to provide a mapping function that takes the application’s survival time into
account and maps the requirements on the application layer to the expected network
performance or vice versa. A thorough elaboration of this contribution can be found
in the following paper and patent [162,163]:

e Paper 1: M. Ganjalizadeh, A. Alabbasi, J. Sachs, and M. Petrova, “Trans-
lating Cyber-Physical Control Application Requirements to Network level
Parameters,” in IEEE 31st Annual International Symposium on Personal,
Indoor and Mobile Radio Communications (PIMRC), 2020.

e Patent 1: M. Ganjalizadeh, A. Alabbasi, J. A. Ibanez, M. Petrova, and
J. Zander, “Methods of Translating Cyber-Physical Control Application Re-
quirements to Radio Parameters,” US Patent Application 20220294697A1,
Filed Oct. 29, 2020. Available: https://patents.google.com/patent/
US20220294697A1.

Contribution: As mentioned in Section 1.4.1 for RQ1.1, the high-level problem for
these works was raised by a 5G-ACIA work item. Nevertheless, the author of
this thesis conducted the literature review, narrowed down the high-level problem,
formulated the problem statement, developed the analytical model, performed the
performance evaluation, and authored the original draft of the publication and
patent application.

1.5.2 Enabling URLLC in Single Service Scenarios

In single service scenarios and on the benefits of spatial diversity (as an example of
diversity techniques), we first perform an investigation on the impact of shadowing
correlation on the end-to-end reliability to address RQ2.1.1. In this study, we
analyze the significance of such correlation on the design of a system supporting
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URLLC applications. The results of this contribution are presented in the below
paper [10]:

e Paper 2: M. Ganjalizadeh, P. Di Marco, J. Kronander, J. Sachs, and M.
Petrova, “Impact of Correlated Failures in 5G Dual Connectivity Architec-
tures for URLLC Applications,” in IEEE Globecom Workshops (GC Wkshps),
2019.

Contribution: The idea for this paper was originally inspired by a study conducted
by NGMN alliance, as described in their report [153]. The author of this thesis for-
mulated the problem, developed the analytical results, carried out the simulations,
analyzed the numerical results, and authored the original draft of this paper.

Then, we take a step further and develop a model-free framework to address
RQ2.1.2. In this study, we develop a DRL framework to dynamically orchestrate
power control and diversity techniques to maximize our reliability KPIs. Our or-
chestrator performs near real-time control, which is in line with current develop-
ments of edge computing for cellular networks [106]. This contribution is reported
in the following publications [5,164]:

e Paper 3: M. Ganjalizadeh, A. Alabbasi, A. Azari, H. S. Ghadikolaei, and M.
Petrova, “An RL-based Joint Diversity and Power Control Optimization for
Reliable Factory Automation,” in IEEE Global Communications Conference
(GLOBECOM), 2021.

o Patent 2: M. Ganjalizadeh, A. Azari, H. S. Ghadikolaei, A. Alabbasi, and
M. Petrova, “Methods and Apparatus for Controlling One or More Transmis-
sion Parameters Used by a Wireless Communication Network for a Popula-
tion of Devices Comprising a Cyber-physical System,” WO Patent Applica-
tion WO2022250604A1, Filed May 27, 2021. Available: https://patents.
google.com/patent/W02022250604A1.

Contribution: The author of this thesis formulated the problem and system model,
developed the reliability KPIs and the proposed DQN algorithm, implemented the
simulator on top of Ericsson’s proprietary simulator and performed the performance
evaluation. While the original draft of the paper was written by the author of this
thesis, the initial patent application draft was written in collaboration with the
second and third inventors.

We further extend our solution to address RQ2.1.2 by proposing a scalable ar-
chitecture called branching SAC (BSAC). In BSAC, the action representation of
each user is distributed across separate neurons. Such decomposition of users’ ac-
tions enables the linear growth of the action space with an increasing number of
users. This significantly reduces the computational and memory complexities of the
solver, and consequently, our BSAC solution can orchestrate within an environment
where many industrial devices exist. Moreover, we take spectral and energy effi-
ciency into consideration. This contribution is thoroughly discussed in the following
publication [94]:
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e Paper 4: M. Ganjalizadeh, H. S. Ghadikolaei, A. Azari, A. Alabbasi, and
M. Petrova, “Saving Energy and Spectrum in Enabling URLLC Services: A
Scalable RL Solution,” in IEEE Transactions on Industrial Informatics, 2023.

Contribution: The author of this thesis developed the MDP formulation and the
BSAC algorithm, implemented the simulator on top of Ericsson’s proprietary simu-
lator, evaluated the performance, and authored the original draft of the manuscript.

Nevertheless, model-free orchestration for URLLC applications is challenging
because these applications require extreme system performance, and thus, the tail
distribution of metrics resulting in failure events is often small. In other words,
infrequent encounters of rare events (i.e., communication failures in this case) during
training may lead to suboptimal decision-making in deployment. To address the
practicality challenge posed by RQ2.1.2, we propose incremental learning GAN (IL-
GAN), an incremental learning framework built on top of conventional generative
adversarial networks (GANs). IL-GAN uses balanced replay and layer freezing
techniques in its training and is able to generate samples uniformly, regardless of
the frequency of their occurrence in the dataset. We published our contribution in
the following paper [165]:

e Paper 5: J. R. Baldvinsson, M. Ganjalizadeh, A. Alabbasi, M. Bjérkman,
and A. H. Payberah, “IL-GAN: Rare Sample Generation via Incremental
Learning in GANSs,” in IEEFE Global Communications Conference (GLOBE-
COM), 2022.

Contribution: This paper is based on the M.Sc. thesis work, which was co-supervised
by the author of this thesis. The idea for the M.Sc. thesis was developed by the
author of this thesis and the third author, with the author of this thesis contribut-
ing through weekly discussions. The initial draft of the paper was jointly written
by the author of this thesis and the first author.

1.5.3 Enabling URLLC in Mixed Services Scenarios

Towards addressing RQ2.2.1, we leverage our models for the operational metrics of
the URLLC service (i.e., communication service availability) and develop models
for essential parameters that characterize distributed training workflow (i.e., train-
ing delay, model size, and convergence time) and investigate the interplay between
them. We leverage system level and link level 3GPP-compliant 5G-NR simulations.
Besides, we use RLC flow prioritization between URLLC and distributed learning
services. Within our simulations, we investigate the impact of the number of par-
ticipating Al devices on URLLC performance. Moreover, we study the influence of
soft synchronous protocols on the training delay of distributed learning. A detailed
elaboration regarding this contribution can be found in the following paper [166]:

e Paper 6: M. Ganjalizadeh, H. S. Ghadikolaei, J. Haraldson, and M. Petrova,
“Interplay between Distributed Al Workflow and URLLC,” in IEEE Global
Communications Conference (GLOBECOM), 2022.
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Contribution: The author of this thesis developed the problem formulation and
system model, designed the KPIs for distributed learning service in collaboration
with the second author, implemented a simulator based on Ericsson’s proprietary
platform, and conducted the performance evaluation. Additionally, the author was
responsible for writing the initial draft of the paper.

To address RQ2.2.2, we formulate an optimization problem that minimizes the
average training latency of the distributed training to reach e optimality while sus-
taining URLLC’s communication service availability requirements in our resource-
limited system (in terms of bandwidth and transmission power). Then, we trans-
form the formulated coexistence optimization problem into an MDP and design an
action masking technique to put a lower bound on the minimum number of Al de-
vices required to participate in each iteration of distributed training. However, the
solution may select a higher number of devices than this minimum to address the
so-called straggling effect. To deal with the unknown dynamics of our complex cel-
lular system, we propose a data-driven approach that optimizes the device selection
policy via a BSAC-based framework. An in-depth description of this contribution
can be found in the following article [167]:

e Paper 7: M. Ganjalizadeh, H. S. Ghadikolaei, D. Giindiiz, and M. Petrova,
“Device Selection for the Coexistence of URLLC and Distributed Learning
Services,” submitted to IEEE Internet of Things Journal, 2023.

Contribution: The author of this thesis developed the problem formulation and
system model, and proposed the MDP formulation and SAC framework. The author
also implemented distributed learning models on Ericsson’s proprietary simulator
and conducted the performance evaluation. The paper was jointly written by the
author of this thesis and the co-authors.

Unlike previous work, and to address RQ2.2.3, we develop a hierarchical DRL
framework which takes network-wide large timescale slicing into consideration. Fur-
ther information regarding this contribution can be found in the following patent
application [168]:

e Patent 3: M. Ganjalizadeh, H. S. Ghadikolaei, J. Haraldson, and M.
Petrova, “Systems and Methods for Joint Inter- and Intra-slice Orchestration
Using Reinforcement Learning,” PCT Patent Application PCT/SE2023/050016,
Filed Jan. 12, 2023.

Contribution: The author of this thesis developed the problem formulation and
system model, worked with the second inventor to develop the HRL framework,
and authored the patent application in collaboration with co-inventors.

1.6 Thesis Organization

The remainder of this thesis is structured into five chapters, which are organized
as follows:
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CHAPTER 1. INTRODUCTION

Chapter 2 studies the relationship between network metrics and the opera-
tional metrics (i.e., communication service availability and reliability as ob-
served by the application layer).

Chapter 3 investigates the dynamic orchestration techniques in wireless sys-
tems to enable URLLC within a single slice (i.e., given the allocated band-
width and power to URLLC slice).

Chapter 4 investigates the trade-offs and management techniques to enable
the coexistence of URLLC and distributed learning services.

Chapter 5 concludes the research studies presented in this thesis and high-
lights the limitations and potential future extensions of the conducted re-
search.



Chapter 2

KPIs: A Journey From OT to ICT
World

In [71], 3GPP specifies the communication service performance requirements (in
terms of availability and reliability) for various cyber-physical control applications
and use cases. These metrics reflect the performance from the application layer
perspective and consider survival time. In this chapter, we leverage the fundamental
principles of reliability theory to bridge the gap between the KPIs used in ICT
(e.g., PER) and those used in OT (e.g., availability). Specifically, we develop
concrete mathematical models for the reliability and availability of URLLC service
and provide an approximation between ICT metrics and OT metrics.

2.1 System Model

CPSs consist of end devices executing diverse functions, all contributing to the con-
trol of physical processes. Examples of such end devices are sensors and actuators.
In such a system, the communication system is responsible for the timely delivery
of i) sensor data to gNBs and then to a nearby controller, and ii) computed or
emergency tasks to the actuators. Once the packets are delivered, the application
layer performs the requested function. However, packet losses might occur in wire-
less networks for reasons such as interference, fading, and delay. Here, packet loss
reflects all packets that do not reach their intended recipient within their delay
bound due to factors such as incorrect decoding at the receiving end, delay (caused
by excessive retransmissions or congestion), or loss (for instance, resulting from
restrictions on retransmission limits in MAC and RLC or synchronization issues).
Recall that sporadic packet loss in the underlying network does not necessarily affect
operational performance. Survival time, denoted by Ty, defines the maximum time
period that the application layer can tolerate consecutive losses in the underlying
network [71]. For instance, consider a scenario where new positions are periodically
transmitted to mobile robots. In this case, a limited number of consecutive packet

31



32 CHAPTER 2. KPIS: A JOURNEY FROM OT TO ICT WORLD

losses does not significantly affect the overall performance of the robots. When a
new packet is successfully received, the application layer can use techniques such as
interpolation to estimate the missing positions. Hence, we discuss the performance
of a CPS on two levels, as observed by: (i) the application and (ii) the network.
The former refers to the communication service performance, whereas the latter is
the performance that the network can provide up to the PDCP layer.

2.2 Understanding the Network and Operational
Performance

In the network layer, we define the channel state, which is described by a Bernoulli
state variable Xlr (n) ~ Ber(1 - e{(n)), where eE") represents the packet decoding
error probability for nth transmission to ith URLLC device in I € {DL, UL} direc-
tion. This probability is a function of SINR, the code rate of the transmitted packet,
and various settings in wireless communication (e.g., the number of retransmissions,
multi-connectivity). Considering the delay, we can define the network state variable
as

Y (n) =1 {Dr(n) < D4, AND X!(n) = 1}, (2.1)
where Dr(n) and D q represent the end-to-end delay of nth packet of ith device
and the delay requlrement for the ith device, in I' direction, respectively. Assuming

that packet n is received at time #,,, we define the continuous network state variable
as

Yl (1) = iYir(”) [h(t—t,) — h(t = ths1)], (2.2)
n=1

where h(-) is 1 for t>0 and 0 otherwise.

In the application layer, consecutive packet losses shorter than the survival time,
Tsy, can be tolerated or even, in some cases, corrected [71,162]. We can describe
the communication service state by a binary function

r 0, if communication service for device i in I' is failed,
Z; (1) = . o . o . (2.3)
1, if communication service for device i in I is operational.
The communication service state variable can be derived as:
ZF (1) = max Y (7). (2.4)

t-Tsy

Figure 2.1 illustrates the relationship between Zl.F (t) and Yl.r (1).
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Figure 2.1: An example showing the relationship between network state variable, Y; (z), and
communication service state variable, Z; (r) [5].

2.2.1 Operational Performance
2.2.1.1 Communication Service Availability

Availability is an item’s ability to perform its functions given the specified require-
ments at an arbitrary time [65]. Therefore, in wireless systems, availability (or
average availability) at the application layer is defined as the mean proportion of
time during which the communication service is delivered according to the required
QoS with interruptions that are shorter than Tg,. That is,

1 T
of = lim Pr(ZiF () = 1) = lim = / Oz{ (t)dt. (2.5)

t=

In URLLC, the requirement is often defined in the form of [72]

Pria] <o/*} <A, Vied, (2.6)
where @;°? is the communication service availability requirement of the use case
that URLLC device i serves, A is the sensitivity of this use case to «;°¢, and U is
the set of industrial devices. We follow [71] in assuming that the requirement for
UL and DL availability is the same for a given use case.

2.2.1.2 Communication Service Reliability

Communication service reliability is defined as the mean duration of time that the
communication service is operational (i.e., Zir(t) =1). Let Nlr(t) denote the number
of times the crossing from er(t) =1 to Zl.r(t) = 0 occurs. Then, we can define the
reliability of ith device as:

1 T
r._ g T
T = Tlgrio (D) /t:() Z; (r)dt. (2.7)

Note that the reliability requirement can be similarly defined as (2.6).
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2.3 Operational Performance Approximation

The 3GPP specification in [71] outlines not only the required communication service
reliability and availability but also provides the typical survival time for various use
cases in cyber-physical control applications. In this section, we aim to approximate
the operational metrics (i.e., communications service availability and reliability) by
utilizing network layer metrics such as the PER. For simplicity, we consider single-
user performance in any transmission direction, and as a result, the corresponding
notations are omitted in the equations presented here.

To derive the mapping between operational and network performance, we pro-
pose using an FSMC to keep track of the length of burst errors in the communication
system. We assume that the traffic is periodic with a period of T, allowing us to
calculate the survival time, Ty, as the number of consecutive packet failures that
the application can tolerate, Ng,, where

Ngy = {—J (2.8)
The state space for a URLLC device can be partitioned as
S = {US, D%} = {'L{N,S“), - ,S(Nsv>,z)s}, (2.9)

where U5 and DS denote the up state (i.e., where the communication service state
variable in (2.3) is 1) and down state (i.e., where the communication service state
variable in (2.3) is 0) for communication service, respectively. Besides, S repre-
sents a state with n consecutive packet losses, and n€[1, Ny ]. Hence, the state space
is divided into a set of up states (i.e., {UN,SW, ..., 8W™=)}) and a down state,
DS. The state space is broken down to capture burst length up to the size of sur-
vival time and consequently to have a proper characterization between operational
and network performance. Therefore, the subset {S ™, ..., Z)S} represents network
outages, and the network is available only in state UN. Figure2.2 illustrates the
proposed FSMC and the transition probabilities for different states. In this figure,
Tqiy and Tp, denote the network’s mean uptime (where network state variable Y
in (2.1) is 1), and mean downtime or mean outage duration (where network state
variable Y in (2.1) is 0), respectively.

An irreducible Markov chain is one where all states are interconnected. The
period of a state is the greatest common divisor of all integers m where there is a non-
zero probability of returning to the original state after m transitions. Thus, a state
with a period of 1 is termed aperiodic. Given that the proposed FSMC is irreducible
and its states are aperiodic, it possesses a unique stationary distribution (proof
in [169]). Using Markov chain properties, we can derive communication service
availability as the sum of steady-state probabilities of states {‘LIN, SO S(Nsv)}
(i.e., the ones representing the communication service up state, U°, in Figure 2.2).
Hence, communication service availability can be approximated as follows:

a=1-p1-15 )", (2.10)
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1 I

Figure 2.2: Proposed Markov chain to keep track of burst length (adapted from [162]).

where p is the PER. Then, the communication service reliability can be approxi-
mated as follows:

1
T = — — - f@ . (211)
p‘rz)i(l - TDL)NSV "

2.3.1 Selected Results

To evaluate our approximation model for reliability and availability, we performed
both link level and network level simulations for our factory automation scenario.
We established the simulation environment through link level simulations, calcu-
lating path gains and 3D channel data. Network level simulations were conducted
to simulate MAC and upper layers in a multi-cell multi-user scenario. The factory
was represented as a rectangular plant with dimensions of 120 x 50 x 11m3. We
adopted the 3GPP Indoor Hotspot (InH) model from [170], initially intended for
office scenarios. Nevertheless, we used the blockage model in [170] to adjust it
for our large factory, with concrete walls, ceilings, and floors, filled with numerous
metallic objects. In the network level simulations, radio units are positioned in two
rows at the height of 10m, each 20 m apart from its neighbors. We configured the
system with 12 radio units, the furthest left and right ones being 15m and 10m
from the factory’s long and short walls, respectively. Device traffic is based on the
motion control use case from [71], involving cyclic traffic with a 2 ms period, a delay
bound of 2ms, and a packet size of 20 Bytes.

Figure 2.3 demonstrates the impact of survival time on communication service
availability and reliability under different load conditions. The solid bars on the
left represent the results of our simulations, the black-hatched bars in the middle
represent values derived from (2.10) and (2.11) for availability and reliability, re-
spectively, while the white-dotted bars on the right represent values derived under
the assumption that packet losses occur independently (see [171] for derivations).

As shown in Figure2.3a, in a scenario with 50 users, simulations show that
communication service availability can meet the “eight 9s” (0.99999999) require-
ment when the survival time is triple the cycle time (i.e., Ty, = 6 ms). This result
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Figure 2.3: Impact of survival time, Tsy, on application layer’s (a) availability, and (b) reliability,
based on i) simulation results (plain colored bars on the left side), ii) our theoretical results
(black hatched in the middle), and iii) approximations based on results from [171] which assumes
independent packet loss (white dotted on the right side) [162].

highlights the substantial impact of survival time on availability. As another exam-
ple, in the 80-user scenario, the 97% availability can increase to as high as 99.4%
when Ng, = 3, which may be sufficient for applications with more flexible require-
ments, such as plant asset management. Figure2.3 indicates that the assumption
of independent packet losses may result in severe optimism on the application’s per-
formance approximation. For instance, in Figure 2.3a, the approximation based on
independent failures for the 80-user scenario with a survival time (Tsy) of 2 ms yields
an availability of 0.999, sufficient for positioning traffic. However, actual availabil-
ity, as determined by simulations, falls short of 0.99. Figure2.3a and Figure 2.3b
demonstrate that our model provides a reasonable approximation of communica-
tion service performance, except for the 50-user scenario when survival time exceeds
4ms. Our thorough analysis revealed that the simulation duration contributed to
the discrepancy between simulated and theoretical outcomes in this case. In the
50-user scenario, we ran 600-second simulations 250 times, totaling less than 87
days of simulation time. However, validating reliability over ten years is not fea-
sible with this type of discrete event-based simulation, as excessive detail leads to
extended run times.

2.4 Summary

Modern cyber-physical control applications can endure occasional packet loss. In
this chapter, we presented the application of fundamental reliability theory metrics
to wireless communication scenarios and derived a function that maps communi-
cation service performance to conventional network metrics and vice versa. Our
model incorporates PER, packet loss burst length, and the application’s specified
survival time. Our approximation’s advantages are twofold. Firstly, it simplifies the
network design process by estimating the operational performance of the commu-
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nication service, reducing the need for extensive and time-consuming simulations.
Secondly, it equips the network controller to balance the tradeoff between communi-
cation service performance and utilization during operation dynamically, leveraging
the real-time performance approximations it delivers.






Chapter 3

Enabling URLLC in Single Service
Scenarios

Wireless communication systems supporting cyber-physical production applications
must meet strict communication service requirements. Diversity techniques and
power control are prominent and widely employed approaches to reduce latency
and increase reliability. However, they may result in redundant transmissions and
overuse of resources. In this chapter, we investigate DRL algorithms to improve
operational KPIs for URLLC service. In Section 3.2, we design a DRL orchestrator
for power control and HARQ retransmissions to optimize these reliability KPIs.
To tackle scalability issues in per-device orchestrations, we develop a new BSAC
framework in which a separate branch represents the action space of each industrial
device. Our orchestrator allows for near real-time control and can be deployed in
the edge cloud. In Section 3.3, we validate our solution with a realistic, and 3GPP-
compliant simulator for factory automation scenarios. Section 3.4 delves into the
practical considerations of implementing a DRL algorithm in real-world wireless
communication systems. Finally, Section 3.5 summarizes this chapter.

3.1 Problem Formulation

We reuse the system model introduced in Section 2.1. However, we focus on
DL transmissions (i.e., [=DL) within a 5G deployment with several gNBs, where
each gNB corresponds to a number of cells. We consider a set of cells C =
{CL1,CLg,...,CLj¢|} in the network. Each cell CL; serves a set of devices U;:=[U;],
with U; as the total number of devices per CL;, and U:=}}; U; as the total number
of URLLC devices. We use diversity techniques and power control to enhance CPS
reliability. Let Nt be the number of diversity techniques we can control. Examples
of a technique include HARQ retransmissions and packet duplication at the PDCP
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layer. We can compactly show the diversity setting for jth device in cell i as

. 1 2 N
fir = (£ 1D 1), (3.1)
where fl.(.‘) is the setting for a diversity technique such that fiﬁ.‘)e {1,2,...,N,},
where t€{1,2,..., N¢}, and N, denotes the maximum diversity transmissions that

the diversity technique ¢ can have.

The goal for the system is to find the configuration of diversity setting and
transmission power level (i.e., f;; and p;; for Vi € C,Vj € U;) in order to maximize
the communication service reliability and availability of a CPS. We define the or-
chestration problem for a given set of reliability enhancement techniques as follows:

IC| Ui IC| U;
max UQZZ%‘]’ +TITZZTU, (3.2a)
fipi 55 j=1 =1
st. pij € (0, pmax], Vi€ C,Vj € U;, (3.2b)
fi(jk) €{1,2,--- N}, Vee {1,2,--- ,N¢},Vi € C,Vj € U;, (3.2¢)

where 7, > 0 and n, > 0 in (3.2a) denote the scaling coefficient of availability
and reliability, respectively. Furthermore, (3.2b) represents the maximum allow-
able transmission power to jth device in cell i, while (3.2¢) ensures that diversity
transmissions are non-negative integers within a certain limit. It is worth noting
that both (3.2b) and (3.2¢) should be respected at all decision time epochs. In (3.2)
and the following equations in this section, we omit I notation from Section 2.2 as
our focus is only on DL here.

The communication service availability and reliability of a system are functions
of the channel state variable, X;;(n), as well as the end-to-end delay of packets at
receiving devices (see equations (2.1) to (2.7)). Channel state variable and end-to-
end delay depend on many variables such as instantaneous path gain, SINR, code
rate, and transmission buffer status where each of these variables can be impacted
by fi;j and p;;. Hence, joint modeling of the channel state variable and end-to-end
delay is a highly-complex task and requires significant assumptions on the channel,
traffic, and queue models.

3.2 An RL-Powered Orchestrator

In this section, we concentrate on using DRL to orchestrate the DL transmission
powers and HARQ retransmissions in a flexible manner.

3.2.1 Transformation to Deep RL Problem

n (3.2), determining the impact of variables f;; and p;; on our reliability KPIs
requires in-depth models of the channel and queue, which may contain approxima-
tions that are not necessarily accurate in real-world scenarios. Given the complexity
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of the optimization problem outlined in (3.2) and the difficulty in obtaining precise
models for its components, the use of RL becomes a compelling option.

This framework can be seen as a closed-loop control problem in which the agent
takes actions and learns their impacts based on the feedback received from the
environment. Therefore, we propose to formulate the orchestration problem defined
in (3.2) as an infinite horizon MDP. The state space, S, action space, A, and set
of all possible rewards, R, are determined by the dynamic interactions between the
orchestrator and the RAN environment. However, it is not possible to calculate
the transition probability function (p : SXR XS XA — [0, 1]) in our complex and
dynamic environment. To address this challenge, in Section 3.2.1.1, we present a
solution that employs BSAC to solve the infinite horizon fully observable discounted
MDP problem.

State Space, S: The state at iteration k, si, comprises both explicit and implicit
QoS variables. On the former, and as described in Section 2.2, communication
service availability and reliability are a function of PER, network outage dura-
tion (i.e., the mean time that ¥;; is zero), and survival time for the specific use
case. Accordingly, we propose including the PER and the mean packet loss burst
length to each device in the state space, while it is not necessary to incorporate
the fixed survival time parameter into the model. These metrics can be estimated
from empirical measurements within the RL step period, Arg (i.e., tr41—tx). For
the implicit QoS variables, we determine the following metrics as having the most
impact on the network’s QoS, either directly or indirectly: i) path gain (g;;), ii)
SINR (Bij), iii) end-to-end delay (D;;), iv) RLC buffer status (g;;), v) the number
of used resource blocks, and vi) the number of diversity transmissions. For the first
three metrics (i-iii), the empirical distribution (i.e., Fy(Ary) for x € {Bij.gij.Dij})
justly characterizes the environment. Hence, we use certain statistics of these mea-
sures, specifically the 5th and 95th percentile, median, and mean. The remaining
measures (iv-vi) are count metrics, for which a simple mean suffices in the state
representation.

Action Space, A: The action space consists of the decision parameters the RL
agent uses to interact with the environment. In practice, many RL frameworks
quantize the continuous transmit power into several discrete levels [172]. We define
the set of power levels as P = {Pmin, P1, P2, " » PM>Pmax}- Subsequently, the
action space for each device, which includes diversity transmissions, becomes A :=
[N1] X [Na] X --- % [NNf] X P, where [N] = {n|n € N,n < N}, and X represents
Cartesian product.

The Reward Function: From (2.5) and (2.7), we understand that communica-
tion service availability and reliability are measured in infinite time, whereas the
temporal granularity of the RL control loop is defined by a step period, Azix. Conse-
quently, we propose incorporating estimators of these two measures into the reward
function. Even though estimating these long-term measures over a short step period
may lead to inaccuracies, such an estimation effectively reflects the impact each ac-
tion has on the communication service performance in the short-term future. The
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availability estimator can be defined as

1 t+ALy
d'ij(Atk) = A_l‘k/ Z,‘j([)dt. (33)
Tk

Nevertheless, as reliability is measured in time units, it can not be reliably estimated
over brief time intervals. Thus, we define crossing rate from Z;; (t) =1 to Z;; (t) =0
as l;j := limr_,o N(T)/T. Leveraging (2.5) and (2.7), we have
@i
Tij:l_l]» (34)
ij

where /;; can be estimated at each step period by iij(Atk) = N(Atx)/Aty. We
propose to use a;;(Atx) and l_,-j(Atk) in the reward function instead of @;; and 7;;.
Therefore, we transform (3.2a) to maximize the availability estimator and minimize
the crossing rate. We define the reward function for kth RL iteration as

IC| U; ICl U;
rg = L VZ Z@ij(Atk) - (1—V)Zziij(Atk) . (35)
vU\ =1 i=1 j=1

In this expression, v is the weight specifying the relative importance of availability
and crossing rate. The term 1/vU scales the reward function to have an upper
bound of 1. Moreover, the step period of RL is denoted by Aty at the end of which
the reward is calculated at time #g41. For example, in our evaluations, we set Aty
to one second, gather availability and crossing rate statistics in this one-second
interval, and compute the reward at time 7 + 1 using these statistics.

3.2.1.1 Branching Soft Actor-Critic

One of the main challenges of DQN and SAC is their poor scalability. In the
following, we present our NN architectural enhancement of SAC, BSAC, to tackle
this issue.

Our initial step involves utilizing continuous action in actor-critic algorithms,
which we then quantize into discrete values representing the settings for all devices
in the factory. In this setting, we implemented our orchestrator using both deep
deterministic policy gradient (DDPG) [173] and SAC, which is a stochastic policy
gradient method. Our evaluations suggest that SAC outperforms DDPG in terms
of convergence rate and the average reward for our orchestration problem. How-
ever, both algorithms’ performance dramatically declines as the number of devices
increases.

To address the scalability issue concerning the size of action space (which grows
exponentially with the number of industrial devices in DQN), we introduce BSAC in
which the action representation of each device is distributed across distinct neurons.
Consequently, our BSAC solution can orchestrate a significantly higher number of
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Figure 3.1: The detailed architecture of BSAC algorithm in (a), and the simplified neural network
architecture comparison between DQN and BSAC, in (b). Almost all other discrete action space
DRL methods have similar architecture to DQN for their actors [94].

devices within a CPS environment. Figure3.1a illustrates the detailed BSAC ar-
chitecture in which double Q-learning, target critics, and target actor are used,
while Figure 3.1b depicts the simplified NN architecture of both DQN and BSAC.
As Figure 3.1 shows, in the actor’s last layer, we dedicate two neurons to the ac-
tion space of each device, A;;, representing the mean and standard deviation of a
Gaussian distribution of an element in @. Therefore, we can reformulate J, (1) by
replacing @ with @ in (1.11). Finally, we quantize each continuous element in @ to
get the selected action for each industrial device. For example, if the action set is
identical on all industrial devices (i.e., Ay = A;j, VieC,VjeU;), the action space
in our problem becomes |A| = |A,|Y. Thus, the final layer of our BSAC actor only
comprises of 2U neurons, in comparison to the NN in DQN which would require
|Au|Y neurons (refer to Figure3.1b). This decomposition of device actions allows
for the linear growth of the NN’s last layer size as the number of devices increases,
significantly reducing the solver’s computational and memory complexities.

3.3 Selected Results

We modeled the environment as a small factory with dimensions of 15x 15 x 11 m?.
Similar to simulations in Section 2.3.1, we employed a modified indoor Hotspot
model incorporating the blockage model B from [170]. Moreover, we assumed that
a gNB is located at the factory’s center with a 10m height and is configured with
a 3-sector cell setting. We assumed the bandwidth allocated to URLLC traffic,
Wy, is 10 MHz, unless otherwise stated. The devices are arranged to emulate high-
interference scenarios within the factory. The control application’s traffic ingress
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to devices is modeled based on [71] and assumed to be periodic with a 2ms cycle,
and delay tolerance of 2.5ms (i.e., D;7% = 2.5ms, Vi € C,Vj € U;).

To evaluate the performance of our proposed orchestrators, BSAC and DQN
(represented as bsacOrch and dqnOrch, respectively), we compared them against
the following baselines.

e vanillaScheduler: All resource blocks were configured with pp.x, while
setting the maximum number of transmissions to 2.

o doubleBandwidth: We increased the bandwidth from 10 MHz (default value)
to 20 MHz and configured all resource blocks with pyax, while setting the
maximum number of transmissions to 2.

o doubleTransPower: We increased the total output power from 0.5 W (default
value) to 1 W, while setting the maximum number of transmissions to 2.

We trained both of the orchestrators (i.e., dR10rch and bsacOrch) on a server
with Intel(R) Xeon(R) Gold 6132 CPU @ 2.60GHz, 8 cores and 64 GB of random
access memory. To ensure a fair comparison, we trained both orchestrators for one
million iterations, and as our step period is set to 1 simulation second, we ran 10000
simulations, each for 100 simulation seconds. Besides, we utilized the same random
seed for both the exploration and exploitation phases in both orchestrators.

Figure 3.2a presents the empirical cumulative density function (eCDF) of com-
munication service availability. Each sample in the distribution represents the avail-
ability of each device over a 100-second simulation duration. This figure indicates
that our bsacOrch successfully enhances the 5th percentile device availability to
0.99982, i.e., achieving a three nines availability. This availability level indicates
that a factory operating under the bsacOrch framework can fulfill the three nines
availability with a 0.95 probability (i.e., Pr(e;;<0.999) < 0.05, as described in
(2.6)). Such availability represents an 18.3% increase over the 5th percentile avail-
ability offered by vanillaScheduler. Interestingly, the doubleBandwidth bench-
mark, which employs twice the bandwidth, only achieves an 18.1% increase in the
5th percentile of availability compared to the vanillaScheduler (i.e., bsacOrch
achieves this gain with half the bandwidth, significantly saving operational network
costs). Our bsacOrch even manages to outperform doubleTransPower, which em-
ploys twice the transmission power, by a margin of 0.5% in terms of 5th percentile
availability. This gain can be attributed to the efficient management of the trade-
offs between delay, power, and packet loss, as also highlighted in delay and resource
block distributions (see [5]).

Figure3.2b depicts the mean and 5th percentile device availability of both
vanillaScheduler and bsacOrch for different numbers of devices. This figure
reveals that the performance gain of bsacOrch over vanilla-Scheduler in terms
of mean and 5Hth percentile availability grows with the increase in the number of
devices. Such growth is likely due to its increased freedom to perform interference
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Figure 3.2: Comparison of bsacOrch in terms of communication service availability of the devices.
(a) depicts the empirical CDF of bsacOrch and baselines with 5 devices. The horizontal dotted
line in (a) shows the 5th percentile availability. (b) depicts the mean (square) and 5th percentile
(line) availability for vanillaScheduler (in green) and bsacOrch (in purple) (adapted from [94]).

management. Our solution’s scalability allows it to tackle larger optimization prob-
lems that challenge baseline approaches. Notably, we could not run dqnOrch for
more than 5 devices on our high-performance server due to its hefty computational
and memory demands (refer to [94] for more detailed descriptions).

Figure 3.3 demonstrates the transmission energy consumption of our bsacOrch
compared to vanillaScheduler, doubleBandwidth, and doubleTransPower. Re-
call that the last two baselines showed a similar level of performance to bsacOrch re-
garding communication service availability and reliability. The results in Figure 3.3
indicate that bsacOrch consumes 1.9x energy compared to doubleBandwidth but
utilizes only half the bandwidth. Conversely, it consumes 52% less energy than
doubleTransPower while offering superior availability and reliability. These out-
comes suggest that by orchestrating diversity techniques and power control, we can
achieve the level of availability and reliability that state-of-the-art solutions reach
with either double bandwidth or energy consumption. Notice that we did not ac-
count for energy consumption during training as bsacOrch is trained once until a
significant change happens. In many factory automation use cases, such drastic
changes seldom occur; thus, we barely need to retrain the agent.
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Figure 3.3: Energy consumption of bsacOrch compared to baselines (adapted from [94]).
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Figure 3.4: Efficient first-time model deployment using offline training and training via a virtual
network, outside ordinary operational phase.

3.4 Implementation in Real Deployments

There are two main challenges in implementing a DRL algorithm in real-world wire-
less communication systems. First, unlike other learning scenarios, such as image
classification and recommendation systems, obtaining vast amounts of data with
sufficient random explorations is often challenging. Hence, many RL frameworks,
including ours, rely on simulations, which may not accurately mirror the dynamics
of actual systems. Training on the operational network is also costly due to the
random explorations in DRL algorithms. Second, in the case of URLLC applica-
tions that require extreme system performance, the infrequent occurrence of rare
events, such as communication service failures, during training can result in sub-
optimal decision making when deployed. In the following sections, we present our
perspective on tackling these challenges.

3.4.1 From Simulation to Real Deployment

MLOps refers to a set of practices focused on deploying and managing ML models in
an operational environment in a reliable and efficient manner [174]. It extends the
well-known DevOps concept commonly used in software engineering. ML models,
including RL agents, are developed and tested in isolated experimental systems
before being deployed in the operational environment. In existing telecom use cases,
RL models are only retrained upon detecting model or data drift, which can lead
to a decrease in KPIs. This approach may not be feasible for use cases with strict
requirements, such as URLLC. For instance, applying our orchestration solution
in RANs may prove challenging due to the non-stationary environment, leading
to frequent model and data drift, which in turn necessitates frequent retraining of
potentially heavy DRL algorithms. On the other hand, if retraining is disabled,
suboptimal decision making may follow, which is not a desirable outcome.

To tackle the challenges associated with implementing RL algorithms in real-
world deployments, one potential solution involves a pre-operational three-step
process. Such a process involves initial training during the development phase,
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Figure 3.5: The general architecture of the continuous update of operational RL model. The
internal monitor block of the operational RL trainer tracks the KPIs and initiates model update
requests as needed.

fine-tuning in a pre-launch initialization phase, and minor adjustments throughout
a controlled operational phase [175], somewhat similar to the concept displayed
Figure3.4. However, this approach might not be viable for scenarios requiring
continuous deployment.

To address this issue, we suggest combining offline, virtual, and safe exploration
phases continuously, as demonstrated in Figure 3.5. The learning process outlined
in (1.9)-(1.11) supports both off-policy and offline training. In off-policy learning,
where interactions with the environment are possible, new experienced transitions
get added to the buffer, with several transitions from the buffer updating the new
policy. However, the behavior policy may differ from the target policy. On the
other hand, offline training employs a dataset collected via an unspecified behavior
policy and does not involve any interactions with the environment. Yet, the ac-
tors and critics can still undergo training via on-policy learning. In such a case, the
algorithm only accesses the most recent transition (i.e., there is no buffer), and con-
sequently, the actions are sampled and executed based on the latest policy estimate
(i.e., the behavior policy and target policy are the same). This characteristic is par-
ticularly useful when dealing with URLLC services, where stringent requirements
cannot be compromised. It facilitates the training of DNNs in a number of ways:
i) using an existing dataset in offline mode, ii) employing a virtual network (e.g.,
digital twin or realistic simulations) in off-policy mode, while the episodes can run
in parallel to speed up the learning procedure, and iii) utilizing the operational net-
work (e.g., in safe exploration mode) for further fine-tuning of the DNNs’ weights.
Figure 3.4 graphically represents the potential effectiveness of this procedure when
being applied to the operational environment.

3.4.2 Generating the Tail

Training on datasets with a dominant head distribution and a long tail distribu-
tion can be problematic. The model parameters are frequently overwritten due to
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Figure 3.6: The training procedure of IL-GAN [165].

updates from the head distribution, resulting in a model that aligns well with the
head distribution but overlooks the tail. Therefore, the conventional GANs that
undergo training on the entire dataset typically tend to mimic the head distribution
accurately while neglecting the tail of the distribution. To address this issue, we
adapt the incremental learning approach introduced in [176] for image classification
and segmentation tasks to enhance generative models in learning and generating
data from the tail of the distribution.

The fundamental concept of incremental learning involves learning in segments,
where the acquisition of new segments does not result in forgetting previous ones.
The basic algorithm for IL-GAN works as follows: the dataset is partitioned into
segments, with the first segment representing the head distribution (i.e., the seg-
ment with the highest number of samples). The model is then trained on the data
from the first segment until a specific convergence criterion is met or for a pre-
determined number of epochs. Once training on the first segment is completed,
the process continues with the next segment, and so on, until the model is trained
on the data from all segments. Figure 3.6 illustrates the architecture of IL-GAN.
The focus of incremental learning is on mastering new data segments. We propose
balanced replay and freezing techniques during the training of GANs to mitigate
the issue of catastrophic forgetting.

Balanced replay is a sampling strategy that ensures a balance between data
from past segments and the current segment in training. This approach enables
the model to learn and represent all previously observed segments, including the
current one, effectively modifying its weights to retain information from old seg-
ments while learning new ones. As a result, the model can generate data across all
segments, even those with few samples. Because the old segments are continuously
represented, there should be no catastrophic forgetting.

Freezing of the nodes in NNs is a well-known technique for preserving a feature
representation of a data batch [177]. Freezing prevents certain parts of the model
from being updated during backpropagation [178]. The idea is to maintain some
of the representation learned in each segment, helping the model remember old
classes even with less representation during training on new segments. Various
freezing methods have been proposed in the literature, including layer freezing,
vertical freezing, or gradually changing vertical freezing [179]. Nevertheless, we
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Table 3.1: Jensen-Shannon Divergence For Channel Estimate Dataset

Segment | Percentage of data | cWGAN JSD | IL-GAN JSD
1 54% 0.0211 0.0193

2 23% 0.0524 0.0107

3 22% 0.0636 0.0184

4 0.3% 0.27 0.0548

5 0.0002% 1.0 0.264

adopt the approach of incremental freezing of vertical layers. Initially, all weights
are unfrozen, but after training the first segment, some weights and biases between
the input and first layers are frozen. After training on the second segment, some
weights between the first and second layers are frozen. This process continues until
the training on the data from the last segment is completed. The motivation behind
incremental freezing is to keep an equal representation of each segment in the model.
This method enables uniform data generation from all segments, including the tail.

3.4.2.1 Selected Results

To evaluate the performance of IL-GAN, we employed the Jensen-Shannon diver-
gence (JSD), a metric for comparing probability distributions. JSD is symmetric
and bounded to be in [0, 1], where 0 indicates that the distributions are the same,
and 1 implies that there are no common elements in them. Additionally, we chose
the conditional Wasserstein GAN from [180] as the baseline for our training and
generation process. We then applied the procedure described in Section 3.4.2 to
enhance it for IL-GAN. Besides, we normalized the data to the range [0, 1] and uti-
lized the Sigmoid activation function in the generator’s output nodes to generate
continuous variables.

Table 3.1 presents the data distribution among different segments and the JSD
for a simulated channel estimate dataset. We used the same setting as in Section 3.3
for our simulations. This table shows a clear head distribution in the channel es-
timate dataset. The first segment has more than half of the data points in the
dataset, and the first three segments include over 99% of the data. As this table
confirms, although conditional Wasserstein GAN performs well in the first three
segments, its performance dramatically declines in the last two segments. Nev-
ertheless, IL-GAN performs better on all segments, and most notably, compared
to conditional Wasserstein GAN, it reduces the JSD considerably on the last two
segments and overall, decreases the average JSD of all segments by 73%.

3.5 Summary

In this chapter, we designed a DRL orchestrator for power control and retransmis-
sions, and proposed BSAC framework for scalable device orchestration. We evalu-
ated our solution using a realistic, 3GPP-compliant simulator. Our results validate
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that our proposed solution facilitates energy and spectrum savings compared to
legacy methods, while still achieving the same level of performance for URLLC
service. On the big picture, our feature orchestrator can be implemented as an
inner loop to inter-slice management techniques, aiding the outer loop orchestrator
by requiring fewer resources to satisfy the stringent demands of URLLC service.
Additionally, this chapter explores the practical considerations for implementing an
DRL algorithm for URLLC service in real-world wireless communication systems.



Chapter 4

Enabling URLLC in Mixed
Services Scenarios

Recently, many new 6G distributed ML applications have been developed to boost
efficiency and improve system performance, such as fault prediction in industrial au-
tomation [158], and autonomous driving [181]. The remarkable performance of Al
models largely stems from the exhaustive training they undergo, which relies heav-
ily on the vast amount of data collected by edge devices. This chapter focuses on
understanding and optimizing the coexistence of distributed learning and URLLC
services. In Section 4.1, we introduce a soft synchronous distributed learning pro-
tocol in which the central node distributes the global model updates upon receiving
local updates from a subset of the available devices. Additionally, we present the
system model and distributed learning metric, namely convergence time. In Sec-
tion 4.2, we formulate the coexistence problem considering the demands of both the
distributed learning and URLLC services. We then propose a DRL-based frame-
work for efficient device selection to address the formulated problem and evaluate
its performance via a realistic 5G simulator. Besides, as a complementary approach,
we propose an HRL strategy to address the problem by combining device selection
with network-wide slicing. Finally, this chapter is summarized in Section 4.3.

4.1 Coexistence With Distributed Learning Service
In this section, we delve into key issues with executing distributed learning over

wireless systems, describe the setup for our coexistence scenario, and introduce the
metrics for evaluating distributed learning service.

4.1.1 Distributed Learning over Wireless Communications

The primary hurdles in implementing distributed learning over wireless networks
stem from its two main characteristics: i) the dynamics of wireless propagation,

o1
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which can be affected by various factors such as noise, interference, and fading,
and ii) the scarcity of resources [182]. The latter becomes even more pressing as
distributed training often involves exchanging large models or model parameters
multiple times [182]. From a communication service standpoint, several studies
have focused on resource management and, more explicitly, device selection tech-
niques to improve the performance of distributed learning in terms of training loss
or convergence time (e.g., [161,183-186]). For instance, [185] examines the impact
of resource management, device selection, and transmit power on the convergence
of federated learning (FL) and optimizes these wireless parameters to minimize the
FL training loss. Reference [186] introduces a FL algorithm tailored to manage
data from heterogeneous devices. Assuming a strongly convex and smooth loss
function, this algorithm optimizes the resource allocation to improve its conver-
gence. Reference [161] indicates that, when selecting devices, considering both the
updates from devices and their channel conditions can enhance the performance of
distributed learning. However, none of these works account for the scenario where
the performance of distributed learning is impacted not just by the limitations of
the wireless network but also by the demands of the higher priority service.

4.1.2 System Model

In addition to the described system model in Section 2.1 where we consider a set
of U:=[U] industrial devices in the factory hall, we assume that the Al devices are
distinct from the industrial devices, and there exist a set of N:=[N] Al devices.
To update the global model at each iteration, the Al central node needs to receive
relevant information from n out of the N Al devices. To counteract the straggler
effect, the central node may request updates from N, x € N at iteration k, where
[Nk |=mr(=n) (i.e., the central node may request my —n additional backup devices,
mitigating the straggler issue in a synchronous distributed learning scenario).

To model a distributed learning workflow, we consider a network of N Al devices
that cooperatively solve a distributed learning problem. Assuming that N, x € Nk
is the subset of size n whose updates the central node receives first at iteration k,
then iteration k of an abstract distributed algorithm reads:

Wis1=A(cix, W), for Vie Ny (4.1a)
Ci’kZC,‘(wk), for Vie Nm,k (4.1b)

where function A represents an algorithm update of the decision variable wg, func-
tion C; picks out the relevant information, ¢;x, that node i uploads to the server
to run the algorithm. This general algorithmic framework covers many ML al-
gorithms, including FL and distributed gradient descent (DGD), with or without
data compression. For example, when C; returns a stochastic gradient, say v filwy),
and A = wg —n2; Vfi(wr)/n for some positive step size 1, we recover n-sync and
synchronous DGD for n(<N) and n(=N) [187], respectively. When C; returns up-
dated local model parameters of Al device i and A takes an averaging step over a
subset of n(<N) Al devices, we recover FL (n-sync or synchronous). Without loss
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of generality, and for the sake of simplicity, we assume that the gradients’ noise is
independent and identicaly distributed [188].

4.1.3 Distributed Learning KPI: Convergence Time

The convergence time of the distributed learning can be described by two metrics:
training delay and the number of iterations to reach certain optimality.

We denote the selected devices at iteration k& by an indicator vector of Ny, i as
71',‘(1: [[71'}(1]1 , [w,‘j]Q e, [ﬂ';{l]N], where [ﬂ';{l]i €{0,1},VieN. Although the central
node requests a subset Ny,  (i.e., 1T7T,‘<1:mk) to participate in the training, it waits
only for n(< my,Vk € [K]) local gradients/models, then the training delay at the
central node for the kth iteration, d?l, can be derived as

dp ()= mind min | max(dP+dPi+dl ) Jrdlr T (4.2)
Nk ENm ke \EEND K\ b ?
|Nn,k‘:n
where M= [7r“, o, 77“] is the device selection matrix, dP, , d* , and dY,, are the
k 1 k > Lk Lk ik’

delay of global model’s DL transmission, local training (represented in (4’.1b))7 and
UL transmission of local gradients/models for kth iteration of the ith device, re-
spectively. It is worth noting that dg?k and d}fk contain the transmission processing,
payload transmission, occurred retransmissions, and queuing delay, and thus, are
a function of II}. Moreover, d" is the kth iteration processing delay required to
perform the global model update (4.1a) on the central node. Hence, (4.2) computes
the maximum aggregated communication and processing delay for each subset of
Npk with n elements. The subset with the lowest delay is then selected to de-
termine d]‘(“(«). Nevertheless, to prevent an indefinite waiting time at the central
node, we set a limit on the maximum allowable delay per iteration, denoted as
Tma*, Figure 4.1 shows the training delay in a n-sync distributed training scheme.
The distributed learning service proceeds until the global training loss function
reaches a specified level of optimality. By Ky, we represent the minimum num-
ber of iterations required for the distributed learning algorithm to converge. To
determine Ky,in, we can find “critical points” as the set of points where the norm of
their derivative is 0. The local minima and maxima are a subset of these points. In
general, under some regularity assumptions, we can often converge to an approx-
imate critical point (a point wherein the norm of the gradients gets smaller than
some positive €)!. We use the first-order necessary condition to determine these
critical points by searching for points where gradients disappear. In reality, for
the sake of computational efficiency, we assume the global model converges when
the approximate first-order necessary condition is satisfied, and we terminate the

INote that a critical point may not be an optimal point, e.g., a saddle point. However, in the
case of a convex function, a critical point is the global minima.
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Figure 4.1: The illustration of training delay in distributed training workflow [167].

algorithm accordingly. Hence, K,in can be formally defined as
Kunin = min {k| B[[F7w0)],| < ek en}, (4.3)

where € is a small positive constant. In our experiments, we estimate the expec-
tation term numerically utilizing the Monte Carlo method. The literature studies
on convergence analysis reveal that, in n-sync schemes, an increase in the required
number of devices participating in the global update (i.e., n) leads to a decrease in
Kmin (e.g., convex and non-convex objectives for DGD algorithm in [189], or non-
convex objective functions for FL in [190]). In [167], we provide several examples in
which it is possible to theoretically approximate K,i, for DGD and FL algorithms
considering factors such as the smoothness, strong/non-convexity of the objective
functions, and other relevant technical assumptions.

4.2 Enhancing Distributed Learning Procedure

Based on the findings presented in Section 4.1, it is evident that device selection
algorithms that jointly consider the performance of distributed learning and the
coexisting URLLC service are of utmost importance. Additionally, introducing
dynamic slicing approaches that optimize bandwidth allocation for both the AI
slice and URLLC slice can potentially enhance the coexistence performance.

4.2.1 Device Selection

The primary objective is to enable the coexistence of URLLC and distributed learn-
ing services over a wireless network by employing a device selection scheme. To
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achieve this, we consider the definition of dkAI(H}j) in (4.2), the availability require-
ment in (2.6), and assume an n-sync scheme for distributed training procedure.
The joint optimization problem for distributed learning over a wireless network can
thus be formulated as follows:

Kmin
A ;Zf dit (1), (4.4)
st. Pr{e} <e;*} <y, Vie U,VI € {UL,DL}, (4.4a)
17w} > n, Vk € [Kuninl, (4.4b)
7 € {0,1}N, Vk € [Kuinl. (4.4c)

To fulfill the required number of local updates in the global update of (4.1) in the
n-sync scheme, (4.4b) ensures that the central node selects at least n Al devices.
Yet, it can select any number of backup devices to tackle the straggling issue (i.e.,
my = 17w}, and my € [n,N],Vk € [K]). Moreover, (4.4c) indicates that the device
selection policy is a binary vector. Note that (4.4b) and (4.4c) must be respected
at all decision time epochs.

The communication service availability and training delay are a function of
the channel state variable, Xlr (r), and the end-to-end delay of each packet (see
Section 2.2). Besides, due to URLLC service’s high priority, the amount of URLLC
load impacts the distributed training delay considerably.

4.2.2 Transformation to MDP Problem

In optimization problem (4.4), characterizing the effect of 7}' on our KPIs neces-
sitates explicit modeling of the channel and queues, involving approximations that
may not be valid in practice. Hence, we propose to model the device selection
problem (4.4) as a finite horizon MDP. Nevertheless, as in Section 3.2, it is not
viable to derive the transition probabilities in our complex environment. Accord-
ingly, towards solving our device selection problem, we leverage BSAC (described
in Section 3.2.1.1) to address the finite horizon fully observable discounted MDP
problem.

While transforming optimization problem (4.4) into an MDP problem, it is
important to consider that the two services operate on different timescales. Specif-
ically, the performance of URLLC is measured based on the actual time, whilst
each time step in the control loop corresponds to the duration of one iteration of
the distributed training algorithm (i.e., dkAI(-) for kth iteration). Consequently, the
control loop is not periodic in actual time and is triggered by the central node.
To highlight the time instants when iteration k begins and ends, we use Az (i.e.,
fr+1—1%) as necessary. In the following, we describe the key components of the MDP
formulation.
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4.2.2.1 State Space, S

We categorize the environment’s state at kth iteration (i.e., sy € S) into three
classes i) URLLC related observations, ii) AI related observations, and iii) gNBs
level observations. In the following, we describe these three classes.

URLLC QoS variables: As described in Section 2.3, communication service
availability of each URLLC device, as the main URLLC KPI, is a function of PER,
network outages’ duration, and survival time. Therefore, the state should include
both (UL/DL) PER and (UL/DL) mean packet loss burst length, estimated via
empirical measurements within Azi_;. Along with these metrics that explicitly im-
pact the communication service availability, cell association, (UL/DL) buffer size
(at 7x), (UL/DL) SINR, and (UL/DL) delay are other measures that implicitly
affect the availability. However, SINR and delay statistics might vary significantly
during, possibly long, Afx—1. Hence, we represent their distribution using specific
statistics of these measures, i.e., 1st percentile, 5th percentile and median of the
SINR distribution, and 95th percentile, 99th percentile, and median of the delay
distribution. Utilizing such percentiles is well motivated by URLLC extreme avail-
ability performance, which, under proper system design, is affected by the tail of
delay and SINR distributions [57].

Distributed learning delay variables: The training delay of each iteration,
d,/(“(l'[}(‘)7 is a function of the device selection; accordingly, we include a binary
variable in the state indicating if this device has been selected in the last iteration.
As indicated by (4.2), the delay of the DL transmission of the global model, d}?k, and
the delay of the UL transmission of local gradients/models, dgk, directly impacts the
training delay, and thus, should be included in the state. Besides, (UL/DL) buffer
size (at 7x), and (UL/DL) SINR of the underlying transmissions have an implicit
impact on delay, so we also include them in the state. To focus on the overall
statistics, we describe the SINR distribution of the underlying transmissions for
each Al device using its 5th percentile, median, and 95th percentile. It is important
to note that there is no available empirical measurement for dl!?k, d}fk, and SINR
of AT devices whose central node does not receive their local models in iteration k
(i.e., if i ¢ Ny.x). However, if an Al device was chosen at f4_1 but its local update
is not among the first n received updates, its buffer size at t; will not be empty.
gNB level observations: On the gNB level, the number of resource blocks each
service has consumed in both UL and DL directions has a substantial impact on
both training delay and availability. Consequently, we incorporate the mean number
of allocated resource blocks (per slot), within At;_1, for each service in the state.

4.2.2.2 Action Space, A

In accordance with (4.4), the action vector at iteration & should be the device se-
lection vector 7). Nevertheless, to eliminate selections that do not follow condition
(4.4b), we define ay as a continuous vector where each element describes the action

for an AI device (i.e., ax € [-1, 1]N). Then, the mapping from ay to m} can be
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performed through

U 1{ar > 0}, if 171{ay > 0} > n, (45)
k- 1{a; > a](cn)l}, otherwise, '
where a,((") is the nth largest element in vector ag.

4.2.2.3 The Reward Function

The communication service availability of URLLC devices, as defined in (2.5), is
evaluated over an infinite time, while the granularity of the DRL algorithm is
determined by the duration of each distributed training round, Af;. As a result,
we incorporate the availability estimator from Equation (3.3) as part of the reward
function. Although estimating long-term availability based on a short period may
not be entirely accurate, it effectively represents the device selection outcome from
the application’s perspective. Based on the optimization objective in (4.4) and the
constraint in (4.4a), the kth iteration reward is defined as

Tmax_dkAI (HZ)

ri = vexp| min m%l (d{(Atk) - afeq),() + (1-v)
IAS]

. (46)

Tmax
Ie(UL,DL}

where v (€[0,1]) is the weight distinguishing the relative importance between
URLLC service’s reward and distributed learning service’s reward. In the URLLC
reward, (a (Arx) —a;°?) is negative for those URLLC devices that did not meet
their corresponding availability requirement within Az, regardless of the transmis-
sion direction, I'. Accordingly, our reward function design enforces the DRL agent
to maximize the availability of the worst URLLC device among those that do not
meet their availability requirements. Moreover, ¢ is a design parameter which is
a function of the sensitivity (1), and the precision that the maximum availability
requirement needs (i.e., {ocmax;(a;°?)/1). The device selection policy gets the full
reward on the URLLC part (i.e., v) when all devices fulfill their availability require-
ments. For the distributed learning reward, the shorter dkAI (+) is, the larger the
m’s reward becomes. Moreover, to minimize the tail of the per-device availability
distribution and the average training delay, URLLC reward decreases exponentially
while the reduction in distributed learning reward is linear.

The learning procedure for our device selection solution in the coexistence sce-
nario using BSAC is outlined in Algorithm 1. In our design, the device selection
policy for each device is determined by the actions represented by two neurons in
the actors’ last layer (refer to Figure3.1), and then transformed via (4.5).

4.2.3 Selected Results

As in previous chapters, we considered a factory automation scenario where URLLC
and distributed learning services coexist. To elaborate, we designed a 3D model
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Algorithm 1: SAC-Based Algorithm for Device Selection in the Coexis-
tence of URLLC and Distributed Learning

Input: Set of Al devices N, Required number of local models in global update n;
Output: Device selection policy as a function of RAN state;

Initialize: 1, 2, and ¥ and set @1 «— @1, P2 « 2, and =9, k—1;
> episode: numbers of iterations during which distributed training
converges
foreach episode do
Set initial device selection from previous virtual training or random;
while true do
Receive ¢; i from n Al devices, or T™2%;
Observe sy (measured within Atg_1);
if d,‘?l < T™3% then Compute wi41 as in (4.1a);
else wi 1 «— wy;
Sample an action, ar~mg(-|sk);
Transmit wyy1, via RAN, to selected Al devices (7}, derived from (4.5));
Observe sp41, and calculate ry,1 via (4.6);
if distributed learning converges then I, « 0;
else I 41 « 1;
Store (Sg, @k, ks Sk+1-I41) in B;
if Ix,1 = 0 then break;
ke—k+1;
nd
Training DNNs
f |B|>|8B|min and k =1|Bmpl, Vie{1,2,...} then
Randomly sample a mini-batch By, from B;
forall (s,a,r,8,I) € By}, do
‘ Derive Q using (1.10), where a~ 5(-|5);

v o

=

end

pi wi—m 2VheB,,,VJ/Q (i), for ie{l,2};
ﬂ(—ﬂ—@ZVbegmeJn(ﬁ), where (1.11) uses a;
Pi — vpi+(1-v)@; for ie{l,2};
F—vd+(1-v);

end

end

of a small factory of size 40 x 40 x 10m? with 4 gNBs at the height of 8m, and
with an inter-site distance of 20 m. Unlike previous chapters, we applied the recent
3GPP channel model for the indoor factory with dense clutter and high base station
height (InF-DH) use case, where the gNB and devices are respectively positioned
higher and lower than the average clutter height [170]. We considered RLC in
acknowledged mode for distributed learning traffic, while RLC was configured in
unacknowledged mode for URLLC flow (due to slow RLC retransmissions). Besides,
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we employed strict priority scheduling, where URLLC flow had higher priority than
AT flow, implying that AI packets are only scheduled when no URLLC packets are
in the queues.

For the performance evaluation of our algorithm (shown as dR1Agent in the
figures), we set up 20 URLLC devices. At each simulation, the URLLC devices
appear at random positions and move in 1D in a random direction at a speed
of 30km/h within a short distance of that position. We compared our proposed
solution with three types of baselines:

e singleURLLC: We did not set any distributed training traffic in our industrial
automation scenario, and the URLLC devices leveraged the entire 40 MHz
bandwidth.

e mixedServ[m]: In addition to URLLC devices, we had a total of 50 Al de-
vices. We kept the required number of devices that the central node waits for
constant (i.e., n=15), and randomly picked a set of m participating devices
(i.e., my = m,Vk € N), where m € {15, 20, 30, 40, 50}.

e slicing[m]: We assigned 25% of resources to the URLLC service (i.e.,
10 MHz bandwidth and 0.125 W for total DL transmit power) and the rest to
the distributed learning service. We kept U, N, n the same as mixedServ[m]
baseline. Besides, we randomly picked a set of m participating devices (i.e.,
my = m,Vk € N), where m € {15, 20}.

In our scenario, the singleURLLC baseline represents the best possible performance
on the URLLC availability. In dR1Agent, and to calculate the reward in (4.6), we
set v and ¢ to 0.5, and 100, respectively. Moreover, we assumed that all URLLC
devices serve a single use case, and thus, set the availability requirement to 0.99
(ie., @™ =a;°? = 0.99,Vi € U). Note that distributed training does not progress
if less than n local models are collected by the central node within a time duration
of T™2% and thus, RL iterations could differ from distributed learning iterations.
However, if there is no strict latency limitation from distributed learning tasks, we
can set T™* adequately large to ensure that time-outs happen seldom. Although
our RAN simulator can handle such situations, for simplicity, we set T™?*=10s.
Figure4.2 shows the distribution of our main KPIs. Figure4.2a demonstrates
the eCDF of URLLC devices’ availability, where each sample is the UL or DL avail-
ability of one URLLC device in one simulation during its entire simulation time.
In slicing[m], due to the slicing of the bandwidth and gNB transmission power,
the availability distribution is identical for any arbitrary m. As this figure sug-
gests, compared to singleURLLC and slicing[m], the availability of the URLLC
devices decreases in mixedServ[15] and mixedServ[20], likely due to the inter-cell
interference introduced by AI devices. Although the scheduler adjusts the modu-
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Figure 4.2: The empirical CDF of URLLC devices’ availability, &{, in (a), and the distributed

learning’s training delay, d,"?I in (b), both for the benchmark with random URLLC devices. Each
box plot represents the minimum, 25th percentile, median, 75th percentile, and maximum of the
observed training delay samples [167].

lation and coding scheme to deal with this additional interference?, it still affects
the availability, such that the availability requirement of 0.99 can be met with a
sensitivity of around 0.03 in mixedServ[15] and mixedServ[20], rather than 0.008
in singleURLLC. As Figure4.2a suggests, the dR1Agent manages to maintain the
availability of AI devices close to the level of singleURLLC up to a™®9, even though
the URLLC traffic appears at random locations. Surprisingly, slicing[m] can
meet a 0.99 availability requirement with 1=0.02, which is more than twice the
sensitivity singleURLLC and dR1Agent can support. It is highly likely that such
lower availability performance for slicing[m] arises from scenarios where a large
number of devices are associated with the same gNB.

Figure4.2b displays the distributed training delay, with each box represent-
ing the minimum, 25th percentile, median, 75th percentile, and maximum of the
observed training delay samples. As our findings in [166] suggest, the training de-
lay increases as the number of selected devices grows. Such an increase can also
be observed for both slicing[m] and mixedServ[m] boxes. Furthermore, the
lower training delay statistics in mixedServ[15] and mixedServ[20] compared to
slicing[15] and slicing[20] respectively, indicates that the distributed learn-
ing service generally demands more resources than what is dedicated to it in
slicing[m]. As this figure confirms, our dR1Agent improves the median training
delay at least by 30% (compared to mixedServ[15]), and decreases the maximum
observed training delay at least by 15% (compared to mixedServ[20]). Hence, our
dR1Agent successfully orchestrates the distributed training traffic in two ways: i)

2Note that this decrease in availability happens regardless of the scheduler’s configuration.
For instance, a higher target block error rate cannot overcome the additional interference, and
conversely, a lower target block error rate induces additional delay. Both scenarios contribute to
decreased availability.
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it minimizes the impact on the availability of the URLLC devices, ensuring their
requirements are negligibly affected, and ii) it achieves lower training delay statis-
tics.

4.2.4 An Example of Inter and Intra-Slice Orchestration

Now let us denote the set of resources by £ = [L] (e.g., bandwidth, power, and
processing capability), the set of slices by V := [V], and the ratio of resources
that are allocated to slice v by p” € [0,1]%,Vv € V. Then, network slice subnet
management should always keep the following condition:

[p'li <1, Vie L (4.7)

where [pV]; denotes the element [ of vector p¥, and (4.7) implies that the ratio
of an arbitrary resource allocated to all slices should be less than (e.g., reserved
for emergency service) or equal to one. Thus, we can define the slicing matrix as
P = [pY, p?l,...]. However, for simplicity, we only consider the coexistence of
URLLC and AI services here, where each service is assigned a single slice. Hence,
we have pU = 1 — pAl. The objective of the network-wide slicing problem aligns
with Equation (4.4). However, apart from the device selection policy, the large
timescale slicing decisions, denoted by P, should also be optimized. Consequently,
we have a two-tier orchestration problem, as described below.

e On the high-level orchestration, both services are taken into consideration.
Hence, the objective is to minimize the sum of distributed learning service’s
training delays and fulfill the stringent requirements of URLLC via efficient
slicing of the network resources as a high-level decision variable.

¢ On the low-level orchestration, we propose an optimization method that uses
device selection to minimize (4.4). Note that Ky, is only a function of the
low-level decision variable (i.e., device selection), while the training delay
depends on both high-level and low-level decision variables.

Figure 4.3 presents the overall architecture of our HRL framework and its inter-
connections. As this figure shows, there are five main components in this architec-
ture:

o data processing unit, which collects the data from the environment;

« translation entity, which maps the QoS related data to URLLC service’s op-
erational KPIs (e.g., estimations via (3.3), or approximations via (2.10) for
communication service availability);

e planner, which applies the device selection policy to the operational devices;

o high-level RL orchestrator (HL-RLO), which is an RL agent that optimizes
the slice resources on a large timescale, At"; and
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Figure 4.3: The architecture of our HRL solution for joint inter-slice and intra-slice orchestration
on the coexistence of distributed learning and URLLC services [168].

o low-level RL orchestrator (LL-RLO), which is an RL agent that optimizes
device selection policy relatively on a small timescale, Atg.

In addition to URLLC, distributed learning, and cell-level measurements described
in Section 4.2.2.1, the HL-RLO state should include the device selection policies
taken within its timescale, At?. Regarding its long-term reward, the distributed
learning term in (4.6) should be averaged over all iterations within Ar!'. In contrast,
the URLLC term can be kept the same but with long-term availability estimations.
Nevertheless, the LL-RLO state at each iteration includes only distributed learning
delay variables in Section 4.2.2.1 and takes the distributed learning reward in (4.6).

4.3 Summary

In this chapter, we investigated the performance optimization of distributed learn-
ing service when coexisting with the URLLC service from two perspectives: i)
resource sharing among services, and ii) network-wide slicing of the resources. On
the former, we proposed a DRL-based framework that selects a subset of devices
to perform distributed training, aiming to minimize training delay while preserv-
ing URLLC service availability. Our thorough 3GPP-compliant 5G simulations
indicate that our scheme substantially reduces the median, 75th percentile, and
maximum observed training delays, all while maintaining URLLC availability near
levels achieved when all network resources are exclusively dedicated to URLLC.
Concerning network-wide resource slicing, we proposed a HRL framework to dy-
namically allocate resources to these services over a larger timescale, thus realizing
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the benefits of increased observability and business profitability through slicing.
This chapter provides valuable insights into adaptive distributed learning traffic
management, contributing towards a sustainable coexistence between URLLC and
distributed learning services.






Chapter 5

Conclusions and Future Work

CPSs are complex systems that integrate physical and computational components
to enable advanced automation, control, and monitoring capabilities. URLLC ser-
vice is a crucial enabler for CPSs, as it ensures the timely and reliable delivery of
data flows among CPS’s components. Together, CPSs and URLLC have the poten-
tial to create new opportunities in areas such as Industry 4.0, autonomous vehicles,
and the healthcare industry. In this thesis, we investigated the operational metrics
of CPSs in the context of wireless communications and developed ML methods to
steer wireless systems toward fulfilling these operational requirements efficiently,
especially in terms of spectrum and energy. This chapter responds to the main
RQs posed in Section 1.4 by offering insightful concluding remarks. Subsequently,
potential future research directions and open problems in the field are presented.

5.1 Concluding Remarks

The first contribution of this thesis is to understand the operational metrics of CPSs
in terms of wireless communications by addressing the following RQs.

« RQ1.1: How to mathematically model 3GPP definitions of communication
service KPIs for cyber-physical applications (i.e., communication service avail-
ability and reliability)?

« RQ1.2: How could a network designer translate such communication service
KPIs to meaningful network layer parameters without the need to perform
computationally complex simulations to validate years of reliability?

To provide an effective communication service for a CPS, it is essential to consider
its application’s specific needs. In order to address these RQs, we incorporated basic
principles of reliability theory in wireless communications to develop mathemati-
cal models for communication service reliability and availability. Leveraging these
models, we developed a FSMC to model that tracks burst packet losses and gets an

65
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approximation of the error length distributions. The proposed framework provides
a mapping function that considers the application’s survival time and maps the
communication service requirements to the expected network performance. Our
findings reveal that assuming independent packet losses can lead to an inflated
evaluation of the communication service performance, potentially resulting in un-
satisfied application requirements. However, our mapping allows network designers
to delicately approximate communication service performance, thus eliminating the
need for complex and time-consuming simulations to validate years of reliability.

Next, we shifted our attention toward techniques to enable URLLC service for
CPSs, explicitly focusing on use cases in industrial automation. Diversity tech-
niques and power control emerged as primary strategies to reduce latency and
improve the reliability of wireless communications, albeit at the cost of redundant
transmissions and resource overuse. The subsequent contributions of this thesis are
to answer the following RQs.

e RQ2.1.1: What is the impact of correlated spatial paths on end-to-end re-
liability in multi-connectivity scenarios when employing packet duplication?
How does this influence the design of networks supporting cyber-physical ap-
plications?

¢ RQ2.1.2: How to develop an orchestrator module to manage the reliability
enhancement techniques in order to fulfill stringent requirements of URLLC
such that the orchestrator is energy and spectrum efficient, scalable, and
aligned with current standards?

In another attempt to understand the impact of wireless systems’ dynamics, our
analysis for packet duplication on dual connectivity architectures showed that a
small correlation among spatial paths leads to several orders of magnitude growth
in end-to-end loss rate, potentially resulting in a completely different design choice.
Therefore, towards addressing RQ2.1.2, we leveraged 3GPP-compliant symbol-level
simulations for our evaluations. Accordingly, we proposed a DRL-powered orches-
trator to dynamically control transmission power and the maximum number of
diversity transmissions to maximize the communication service reliability and avail-
ability based on certain statistics, such as SINR and delay, from industrial devices.
To ensure scalability, we implemented the orchestrator using BSAC, a model-free
DRL algorithm that represents the action space of each device through separate
branches in the actor network. The results of our extensive simulations confirmed
the superior performance of the proposed solution compared to the state-of-the-
art benchmarks, including the DQN based solutions. In contrast, a similar level
of performance could be reached by the legacy scheduler at the cost of a double
bandwidth or 1.9x transmit energy. Thus, our orchestration approach provides a
promising avenue for saving energy and spectrum in enabling URLLC service for
5G and beyond 5G networks.
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Towards enabling mixed services, where URLLC service coexists with distributed
learning service, this thesis aims to address the following RQs through its contri-
butions.

e RQ2.2.1: What are the trade-offs between URLLC’s operational KPIs and
distributed learning’s training delay and accuracy? How does Al setting (e.g.,
model size or the number of participating devices) impact its own and URLLC
performance?

« RQ2.2.2: How can we enhance the distributed training workflow using device
selection to minimize the convergence time of distributed learning service
while still fulfilling URLLC’s stringent operational requirements?

« RQ2.2.3: What is the potential gain of performing joint user-selection and
slicing (i.e., dedicating a portion of total bandwidth and power to each service)
to minimize the convergence time of the distributed learning service, while
still fulfilling the URLLC’s stringent operational requirements?

To address RQ2.2.1-3, we developed a communication model for synchronous dis-
tributed training on top of our system-level simulator and studied the trade-offs
between URLLC service availability and the convergence time of distributed train-
ing. The already existing 5G-NR QoS handling was employed to separate the
traffic of the two services. Our results indicate that the introduction of distributed
training traffic has a significant unfavorable impact on URLLC availability, which
reduces with the number of participating Al devices. While an increase in the num-
ber of AT devices can improve the training accuracy of the distributed learning, we
demonstrated that it could also result in an unacceptable increase in training delay.
Therefore, we proposed a DRL-based solution to run distributed learning using a
carefully selected subset of devices. In our framework, we incorporated an action
masking technique to ensure that each iteration of distributed training involves a
minimum number of Al devices while also allowing for a higher number of devices
to address the straggling effect. Additionally, we employed the BSAC framework
from our previous contribution to this mixed service framework and distributed
the device selection policy of each AI device across distinct neurons for improved
scalability. Our results indicated that our scheme can significantly reduce the to-
tal training delay while maintaining the availability of URLLC devices close to
their required level without dedicating all network resources to URLLC. Finally,
we proposed a HRL architecture to overcome the limitations of static slicing by dy-
namically allocating communication and computation resources to these services on
a larger timescale, contributing towards flexible, scalable, and profitable networks.

5.2 Future Research Directions

With the integration of URLLC into CPS, we can create systems that can quickly
and accurately respond to changing conditions in real-time, delivering new levels of
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efficiency, reliability, and convenience to our lives. In recent years, access to mobile
network data has presented fresh opportunities for mobile operators and vendors.
By harnessing this data, they can design, optimize, and maintain their networks
more effectively than ever before. The latest advancements in ML and processing
technologies enable the application of ML techniques to improve network manage-
ment and performance metrics. In this thesis, we have investigated several key
challenges in providing URLLC service for industrial applications. In the following,
we outline three possible extensions to our work that have not been substantially
explored in the existing literature.

Safe RL Deployment

Collecting vast amounts of data with sufficient random exploration is challenging
in cyber-physical networks. As a result, many RL frameworks, including ours,
rely on virtual environments such as simulators or digital twins. However, this
approach has two potential issues. Firstly, there may be a discrepancy between
the virtual and operational environment that always exists. Secondly, changes in
the operational environment can cause deviations between the two environments.
In Section 3.4.1, we proposed a simple pull method where the operational agent
requests a model update by monitoring the URLLC KPIs. For such an approach,
we need to assume that the virtual environment is always up-to-date, including the
latest changes in the operational environment. However, training within a virtual
environment can also be energy-intensive and necessitates retraining in the event
of alterations in the operational environment. Furthermore, each update carries a
cost of safe explorations for tuning the new model, necessitating a halt in indus-
trial production. A potential research direction to tackle these challenges involves
optimizing the frequency of virtual model training and developing methods to min-
imize the discrepancy between the two environments, thereby reducing production
downtime.

Distributed learning as a Service

In this thesis, we considered distributed learning as a distinct service in a coexis-
tence scenario and optimized the underlying trade-offs between the URLLC perfor-
mance and the distributed training workflow in a wireless communication system
(discussed in Chapter 4). However, our optimization was limited to device selec-
tion. An alternative approach to control the distributed learning load is quantizing
the exchanged messages. This approach can reduce the communication overhead
per iteration and the interference footprint, though it may necessitate additional
iterations to achieve convergence. One potential future work is to develop novel
approaches that can adjust the quantization level based on the distributed learning
algorithm, the URLLC load, and the network’s interference footprint.
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Efficient Network management

In RAN, the timescale within which a decision variable should be optimized varies.
In Chapter 3, we showed that large timescale control could still improve the URLLC
service performance significantly. However, in the literature, most RL solutions
train all the decision variables on the same timescale. On the one hand, if the deci-
sion variables are optimized at a frequency lower than the optimal frequency, it may
result in poor performance in the target KPIs (e.g., availability for URLLC). On the
other hand, optimizing the decision variables at a higher frequency than optimal
may result in additional redundant signaling, leading to higher energy and com-
munication resource consumption. For instance, adaptive modulation and coding
scheme selection or beamforming can be designed for every time slot, while routing
decisions or base station association variables may remain the same for many time
slots. Forcing the variables to be optimized in every time slot unnecessarily compli-
cates the decision space and significantly increases energy consumption, processing,
and communications. Moreover, as we move further from the gNBs to the central
cloud (i.e., to the right-hand side of Figure1.2), the lower bound on the control
timescale becomes tighter. However, there is more processing capability available
at a lower cost. Therefore, in future work, it is crucial to consider the impact of the
control loop frequency and the optimal placement of decision variables in terms of
service characteristics and requirements.
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