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Abstract - Intelligent Transport Systems (ITS) latest stan-
dardization efforts focus on a Maneuver Coordination Ser-
vice (MCS), for automated vehicles to cooperatively per-
form maneuvers. The goal is to avoid degrading to lower
levels of automation, i.e., human input for maneuvering,
e.g., when an obstacle ahead needs to be avoided. MCS-
equipped vehicles communicate with nearby vehicles that
are possibly affected by the impending maneuver, to es-
tablish that a maneuver can safely take place. An MCS-
equipped vehicle that misbehaves can be catastrophic:
transmitting falsified MCS messages or preventing their re-
ception can mislead victim vehicles into aborting a maneu-
ver, being delayed and, worse even, collide. In this work,
we investigate the robustness of existing Maneuver Coordi-
nation Protocols (MCPs) and analyze the effect of falsifica-
tion and jamming attacks. Our analysis shows an increased
probability for neck injuries, i.e., whiplash, and potentially
more severe injuries. As a first step towards thwarting at-
tacks targeting MCPs, we extend MCPs to take into account
on-board vehicle sensors, along with MCP messaging, be-
fore committing to a maneuver. Our results demonstrate
the MCP vulnerability, the improvement thanks to the sen-
sors, and the need to further improve MCP security. We
conclude with a road-map towards a resilient MCS.

1 Introduction

Automated Driving (AD) is increasingly adopted: car manu-
facturers strive to introduce better systems that support not only
driver-assisting systems but services based on connected vehi-
cles that automate transportation. Cooperative Awareness Mes-
sages (CAMs) and Decentralized Environmental Notification
Messages (DENMs) are exchanged by connected vehicles, fa-
cilitated by Roadside Units (RSUs). The benefits are: improved
road safety, reduced emissions [38] and better traffic manage-
ment [32]. Efforts by various projects (e.g., TransAID [37]
and Imagine [14]) and the European Telecommunications Stan-
dards Institute (ETSI) [10, 11] introduced a Maneuver Coordi-
nation Service (MCS) and related Maneuver Coordination Pro-
tocols (MCPs). In Fig. 1 we illustrate potential scenarios for
MCS deployment, where vehicles enter the so-called Transi-
tion Area (TA), e.g., a highway-ramp, and coordinate to safely
merge in an automated way.

Each vehicle broadcasts its planned trajectory, a Maneu-
ver Coordination Message (MCM), that follows the “right-
of-way” traffic rules. When a maneuver needs to take place,
the vehicle that needs to maneuver sends an MCM with a de-
sired trajectory, essentially informing if that trajectory inter-
sects with already planned trajectories of nearby vehicles. The

desired trajectory, in other words the requested maneuver, can
be accepted or denied based on the MCM-receiving vehicle’s
own needs, e.g., by taking into account passenger comfort or
planned arrival time. When a desired trajectory is accepted,
both the requesting and accepting vehicles take action: the ini-
tiator changes its planned trajectory according to the now ac-
cepted desired one, while the other vehicles adjust (e.g., slow
down) to follow their new non-interfering planned trajectories.
If proven feasible, MCS could also expand to cover other Ad-
vanced Driver Assistance Systems (ADAS) services, such as
Cooperative Automated Overtaking [5].

Any MCS-ready vehicle can deviate from the prescribed
functionality of the MCPs, while network impairments or de-
liberate attacks, such as jamming, can erase MCP messages.
Wrong or badly timed information, or loss of information, can
be critical for the maneuver execution and the vehicle and pas-
senger safety. Planned or desired trajectories could be misrep-
resented, deliberately, to block maneuvers (e.g., preventing a
legitimately needed maneuver to merge in a lane or avoid an ob-
stacle), or mislead a victim vehicle to initiate inappropriate, un-
safe maneuvers. The consequences can be dire: vehicles could
be delayed, their passengers be discomforted by erratic maneu-
vering or lack thereof, or, worse even, victim vehicles could
collide. To further strengthen the adversarial impact, such MCP
manipulation can be combined with jamming or other clogging
denial of service attacks [17].

Towards thwarting attacks, security for Vehicular Commu-
nication (VC) systems has received significant attention, de-
veloping a standard approach ([9, 11, 16]) that relies on pub-
lic key cryptography ([22, 44]). While authenticity and non-
repudiation can be valuable in attributing misbehavior, they
cannot prevent attacks against MCPs by insiders, i.e., vehicles
that have the appropriate credentials but are deliberately modi-
fied or compromised by malware. Clearly, external adversaries
can, for example, jam too. The challenge is that attackers can
manipulate disseminated trajectories to create a false percep-
tion of the vehicle neighborhood dynamics. More important,
the vulnerability of MCPs is largely unexplored.

Works that validate Cooperative Awareness Messages and
verify position neighborhood [12, 13] rely on safety beacons
(CAMs) but do not cover trajectories and MCS functionality
and needs. Another type of AD, platooning, has received at-
tention: the impact of misbehavior during platoon joins and ex-
its and misbehavior detection were recently investigated [19].
Work for platooning is relevant but it does not address MCS
challenges: MCS supports a much broader gamut of situations,
maneuvers, and differs significantly in terms of message ex-
change and execution. None of the ongoing efforts (surveyed
in Sec. 2) developing MCPs investigates the impact that attacks
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Figure 1: MCP scenarios on the road.

can have on MCS and MCPs.
This is the gap in the literature this paper strives to contribute

closing. We show, with the help of detailed cyber-physical sim-
ulations, the dangers that can arise for MCS: we perform fal-
sification attacks that manipulate the speed, position and accel-
eration values embedded in the trajectories; we jam the com-
munication channel during the execution of the MCPs; and we
show the effects of packet loss (or of an intelligent jammer) on
their performance. We quantify these results by measuring the
speed difference during collisions, the safety gap violations that
occur during an attack and the lost time for each vehicle on the
road.

Given that MCP standardization is work in progress, we ex-
plore the common protocol characteristics and how misbehav-
ior attacks affects them. This paper is a first systematic in-
vestigation of MCP vulnerability and aspires to help standard-
ization efforts to craft robust protocols and misbehavior detec-
tion and mitigation techniques tailored to MCP. It is important
to combine accurate sensory data and Misbehavior Detection
Schemes (MDSs). Furthermore, short-term monitoring of the
actual maneuvers is needed to alleviate a “denial-of-road” mis-
behavior.

In the rest of the paper, we describe MCS/MCPs and related
work (Sec. 2) and we provide the system and adversary model
(Sec. 3). These are followed by the overall vulnerability eval-
uation framework, the metrics we used and the experimental
evaluation (Sec. 4). Finally, we provide a road-map for future
MCP developments based on our insights (Sec. 5) before con-
cluding (Sec. 6).

2 Background and Related Work

2.1 Background
TransAID [37], delved into the problems that can arise in

TAs where Transition of Control (ToC) is required: it iden-
tified critical transport safety issues and studied the feasi-
bility of MCPs in different traffic scenarios. In the same
project, [6] investigated appropriate MCM generation rules and
their expansion from Vehicle-to-Vehicle (V2V) to Vehicle-to-
Infrastructure (V2I) communication, termed vehicle to every-
thing (V2X). The standardization of the MCS is not yet con-
cluded thus several proposals are available.

Spatial Time Reservation Procedure (STRP) [31] utilizes
reservation shapes, i.e., a road segment needed by the vehi-
cle for a short amount of time, in order to perform a maneuver
such as a lane change, lane merge or overtaking. A vehicle that
intends to perform a maneuver checks its surroundings with
its own sensors, to detect whether there is a conflict, that is, a
movement of another vehicle in its intended path. If so, it trans-
mits its reserved road segment. The vehicles only advertise
their reserved shapes (or trajectories) when a maneuver needs
to take place. This, however, can result in delayed MCP initi-
ation and reduced neighborhood awareness affecting the safety
of the ecosystem.

Another proposal investigated the use of Frenet frames [43]
as part of a generic MCP that allows lane changes and left and
right turns [23]; Frenet frames describe vehicular movements
with two polynomials based on the shape of the lane and the
relative position of the vehicle in it. An extension allows the
coordination of a maneuver among several vehicles when more
than one cars need to perform an action [45]. As each vehi-
cle constructs its own global view of the planned trajectories
based on the disseminated trajectories, it is possible that several
global plans exist in parallel; the solution is to introduce time-
out periods when a plan is confirmed. However, all these inter-
actions increase the complexity, as all vehicles need to agree on
the maneuver [24].

AutoMCM proposes a seven-message approach for the com-
pletion of the MCP [28]. Thanks to acknowledgments and mes-
sage retransmissions, the protocol is robust to benign packet
loss. On the other hand, trajectories are broadcasted only when
needed; the result is (for both AutoMCM and STRP) reduced
safety. Opel Core [27] allows lane changes that support succes-
sive protocol negotiations. When non-communicating vehicles
are present, their trajectories are inferred based on the vehicle
own (termed hereafter ego) sensors. Opel Core also provides an
assessment on the impact of maneuver coordination on traffic
quality. With the exception of STRP, all the protocols rely on
the V2V and V2I (V2X) received information to make a deci-
sion. As it will be motivated by our findings, we identify this
as a shortcoming and we propose to rectify it by leveraging the
ego sensors, similar to STRP, jointly with the V2X for MCP.

2.2 Related Work
Misbehavior analysis in the V2X ecosystem is not new, sev-

eral works in the literature identified or proposed various types
of attacks. A dataset for investigating attack effects, which aims
to serve as a common starting point for future research, was
proposed in [20]. However, the dataset does not contain any
MCP attacks. Falsification and jamming attacks were exam-
ined for vehicular platoons [2,19,41]: the attack impact ranges
from simple traffic delays to extended destabilization and catas-
trophic results. In our work, we follow a similar methodology
in order to analyze attack impact on MCPs. This poses new
challenges as it involves not only longitudinal, but also lateral
control following the right-of-way rules. In contrast, platoon-
ing provides vehicles with a rigid structure, reducing the num-
ber of actions vehicles can take, e.g., change lane due to a non-
leader request or alter their trajectories outside the formation
parameters.

In the scope of maneuver coordination, the possibility of
planning secure trajectories, for a robot, under a GPS spoof-
ing attack was studied [26]. In our case, we perform a multi-
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Table 1: Relevant MCP Protocols
Principle Serial MCP STRP AutoMCM Opel Core

Trajectory Structure Frenet Frame Reservation shape Position in time Gap in time
Transmission Frequency Fixed interval When needed When needed Fixed interval

Conflicts Detection Check planned Check vehicles’ motion Check planned Check planned
Trajectory request Attach desired Send reservation shape Scenario Advertisement Send desired

Maneuver Acceptance Send new planned Send boolean commit Send boolean message Send new planned

tude of falsification attacks, which can be perpetrated without
GPS spoofing, altering the position, speed and acceleration of
the disseminated trajectories. An investigation on the impact of
perception attacks (e.g., sensor blinding and insertion of ghost
vehicles) on RSU-assisted highway merging was performed
in [15]. The protocols we investigate, as part of the MCS, do
not utilize RSUs to perform their maneuvers and our investiga-
tion provides an analysis of misbehavior impact regardless of
the underlying maneuvering scenario. A high-level threat anal-
ysis on potential misbehavior avenues in the context of MCP
was performed [29], categorizing attacks based on their impact
or feasibility. In our investigation, we cover what is deemed
high impact attacks: we expand on the potential falsification
attacks (not only high speed values), and experimentally show-
case their impact. Further, we investigate the impact of inter-
mittent network connectivity in MCPs, e.g., due to jamming.

3 System and Adversarial Model

3.1 System Model and MCP
Several protocols in the literature tackled the problem of co-

ordinated maneuvers. In this work, we investigate four different
protocols to deduce common characteristics and assess them
in the presence of malicious actors. In Table 1, we summa-
rize the protocols based on: trajectory structure, transmission
frequency, conflict detection, trajectory request and maneuver
acceptance.

Both Frenet frames and reservation shapes include the same
type of data (position, speed, acceleration). Despite the MCMs
format differences, or the steps required to accept a maneu-
ver, all four protocols ultimately require accurate data to func-
tion nominally; the structure of the message does not affect the
decision-making process. Our investigation considers the im-
pact of the attacks, not the comparison of the protocols them-
selves. STRP calculates the trajectories of its neighborhood
based on sensor data, while all other protocols require each
vehicle to disseminate its planned trajectory to its neighbor-
hood. Considering the requirement for constantly disseminat-
ing planned trajectories ([10,40]) and their ability to detect con-
flicts in the available trajectories, we chose Serial MCP and
STRP as the basis for our protocol implementation. While the
Serial MCP follows the ETSI guidelines, it does not make use
of any sensor data.

In order to bridge this gap, we utilize the functionality pro-
vided by STRP. Each vehicle first calculates any intersections
between the disseminated trajectories and then performs the
same calculation based on its own sensors (shown in Proce-
dure 1 for vehicles ahead). Starting from line 12, each vehi-
cle needs to make sure that the last timesteps included in the
Frenet frames, in the received MCM (otherT), match the pro-
jected time in the vehicle’s own trajectory (myT); thus, any net-
work delays are compensated by predicting the missing speed,
position and acceleration based on the currently available in-

Procedure 1 isIntersectingAhead
1: procedure ISINTERSECTING(myT, otherT)
2: for all myTtimesteps do
3: safeGap = ACCSafe(myT.speed, otherT.speed)
4: gap = (otherT.pos) − (myT.pos)
5: if gap < safeGap && sameLane then
6: return true
7: end if
8: end for
9: return false

10: end procedure
11: procedure CHECKVEHICLESAHEAD(myT, otherT)
12: if myTtimes! = otherTtimes then
13: PredictMissingDistances()
14: end if
15: found = isIntersecting(myT, otherT)
16: if NOT found then
17: sensorT = PredictT(Sensors,Sensorp,Sensora)
18: found = isIntersecting(myT, sensorT)
19: end if
20: return found
21: end procedure

formation in the MCM. At this point, the vehicles check that at
no future point the distances become smaller than the permitted
ones dictated by the Adaptive Cruise Control (ACC) controller
(in steps 1.2–1.8). The same procedure is repeated for the sen-
sor trajectory (in steps 1.17–1.18), solely computed based on
the vehicle’s sensors, thus circumventing MCP data falsifica-
tion. Our goal, in that regard, is to verify the safety guarantees
that sensors can provide to the soon-to-be maneuvering vehicle.

Vehicles on the road are expected to follow the right-of-way
rules. In addition, MCP-executing vehicles need to decide if
they would allow a maneuver to take place near them or not.
A vehicle may decide that the cost of changing its trajectory to
enable the desired maneuver is too high (e.g., it would miss a
timed rendezvous) or too uncomfortable for its passengers, or
simply unsafe. For that purpose, cost functions for traversing
intersections and changing maneuvers were proposed [8, 30].
Equations 1-3 apply a “penalty” for speed and acceleration in
order to have a metric for the deviation from the nominal plan-
ning of the vehicles. First, for speed the cost is:

Cspeed = wi1 · (u0(t) − uref (t))2 (1)

where wi1 is the non-negative penalty for speed, u0 corre-
sponds to the current speed at time t and uref corresponds to
the new required speed for the maneuver.

For acceleration, the cost of sudden velocity changes, un-
wanted to preserve the comfort of the passengers, is:

Cacc = w2 · a(t)2 (2)

where wi2 describes the penalty value for the required acceler-
ation, a(t). The total cost is calculated as the sum of the two:

Ctotal = Cspeed + Cacc (3)

In an effort to position the vehicles at appropriate distances,
i.e., the gap between the maneuvering vehicles and the vehicles
adjusting to allow the maneuver (without loss of generality, the
right and left lane vehicles accordingly), we calculate the left-
lane’s vehicles insertion time as:
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tl = tr +
lR
ur

− lR − spacing − lv
ul

(4)

where tl and tr correspond to the insertion times for the left and
right lane respectively; lR and lv define the length of the first
stretch of the road and the length of the vehicle; and ur, ul,
which correspond to the traveling speeds of the vehicles for the
left and right lanes respectively. Finally, spacing corresponds
to the longitudinal distance between the vehicles on the left and
the vehicles on the right lanes (the different values are given in
Table 2).

3.2 Adversary Model
Adversaries can be either internal, i.e., vehicles on the road

that possess valid certificates, or external, vehicle-, drone-
mounted or road-side static devices without credentials. In-
ternal attackers can perform falsification attacks in order to
cause a disturbance or collisions. External attackers can jam
or clog their neighborhood with a Denial of Service (DoS) at-
tacks. Adversaries cannot break cryptographic algorithms. In
addition to VC systems typical assumptions ([35, 36]) we take
into account the rationality of the attacker: collision-induced at-
tacks that involve the misbehaving vehicle are considered sub-
optimal/unwanted, as it was introduced in [19] for vehicular
platoons.

Directly related to MCS/MCPs, we perform falsification at-
tacks on the disseminated trajectories by altering the position,
speed and acceleration information contained in the MCMs.
Our attacks target common characteristics in all the MCPs,
mainly the kinematic values. Thus, our investigation is inde-
pendent of the chosen protocol. Moreover, we take into account
adversaries capable of jamming the communication medium,
considering: (i) brute-force jamming, suppressing all commu-
nication and (ii) selective jamming, interfering to drop selected
MCP packets (thus being harder to detect [1]). Jamming re-
sults either in outright exclusion of the victim from the MCP or
it deteriorates the victim’s (distorted) perception.

4 System Evaluation and Results
We first detail the simulation setup (Sec. 4.1) and the met-

rics (Sec. 4.2) used in our system evaluation. We summarize
our results (Sec. 4.3) and then present in a detailed manner our
analysis of the attack impact on safety; in terms of collisions
the adversary can cause (Sec. 4.4); the resultant intra-vehicle
distances and align it with the sensor integration (Sec. 4.5). We
finish with the trip time effect from the falsifications (Sec. 4.6).

4.1 Simulation Setup
We implement the protocols and the attacks using Veins [33],

an open source vehicular communication systems simulator
based on OMNeT++ [34]. The mobility scenarios were im-
plemented using SUMO [3]. Table 2 shows different simula-
tion and experimental parameters used during our testing. The
right and left lane speeds are consistent with speeds in real life
for different traffic densities [39]. All vehicles in our tests
used an ACC controller provided by SUMO and we set the
frequency for the MCMs to 5 Hz. To test the viability of the
protocols and examine the distances needed for the vehicles

Table 2: Simulation & Experimental Parameters
Parameters Value Parameters Value

Right lane 12.5, 25 m/s Targeted Jamming R0

Left lane (for right: 12.5) 16.5,20.5,24.5, 28.5, 32.5 m/s Selective Jamming / drop rate 0, 25, 50, 75 %

Left lane (for right: 25) 29, 33, 37, 41 m/s Position Attack (m) 10, -10, -30, -50, -100
Sensor range 30 (backward) and 250 (forward) m Speed Attack (m/s) 1.1,1.2,1.3,1.4,1.5,2

MCM Frequency 5 Hz Acceleration Attack (m/s2) 2.6, -4.5

Sensors

εV 2V
p = 1m, εV 2V

s = 0.1m/s,

εV 2V
a = 0.01m/s2,

εRAD
p = 0.1m, εRAD

s = 0.1m/s

Spacing 10, 30, 50 m

Car-following model ACC Cost Weights (V ;A;Brakes) 1,1,0.5

to avoid collisions, we set the vehicular sensors at a range of
30 m (backward-facing; Short-Range Radars (SRR) used for
checking cross traffic) and 250 m (forward-facing; Long-Range
Radars (LRR) used by ACC) [46].

In order to investigate on the role of the sensors of the ma-
neuvering vehicles, we insert the vehicles periodically using
equation 4. This allows us to not only experiment with differ-
ent vehicle spacing, which could change the end results, but
also to measure the effect that the sensors have on MCPs. In
our experiments we assume that the rear-view sensor is clear of
obstructions that could hide a vehicle and that it can correctly
classify objects in range, as vehicles. Finally, to approximate
real-world sensors, we introduce errors for the radar, the Global
Positioning System (GPS) receiver and the wheel spin sensor.

For the attack scenarios, all falsified values (except speed)
correspond to relative changes of actual kinematic values of the
adversarial vehicle. For the speed attack, positive values repre-
sent a speed multiplier, whereas negative values are a speed
divisor; i.e., a value of -2 corresponds to dividing the current
speed by 2. All falsification attacks are performed by the first
vehicle in the left lane (denoted as L0) for two reasons. If L0
behaves according to the MCS specification, the right-to-left
lane-change maneuver will either be completed as planned, or,
if there is no space, the right-lane vehicle would need to com-
municate with the next vehicle on the left (L1), the attacker,
resulting in similar behavior as the one we will demonstrate.
On the other hand, in the scenarios considered here, left-lane
vehicles do not need to perform a lane change, thus right-lane
MCMs are considered benign. However, in Sec. 5 we discuss
possible effects of misbehavior originating from the right lane.
Finally, we chose four different values for the percentage of
messages dropped by a selective jammer, ranging from 0-75%,
to examine the effect of different packet loss rates.

When a safety violation is identified, we perform an addi-
tional experiment where the vehicle has to perform an emer-
gency brake. In a real-world scenario, this could be the result of
a sudden appearance of an object; or of more nefarious circum-
stances, e.g., the result of a falsification attack on the vehicle.
Finally, we set different weights for the cost function (define in
Sec. 3.1): a weight of 1 for speed and acceleration; a weight
of 0.5 (or 50%) for braking. Engaging the brakes in their full
capacity would bring discomfort to the passengers. Breaking
when a collision is imminent is handled by the ACC controller;
the aforementioned weights apply only for deciding if the cost
for agreeing to a maneuver is acceptable.

4.2 Metrics
Our analysis utilizes five metrics. We characterize each at-

tack with a boolean violation value: if an attack results in un-
safe gaps between vehicles, as perceived by the ACC controller,
we mark it as a violation. To quantify the impact that collisions
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have on the vehicles/passengers, we calculate the speed differ-
ence (∆V) between the colliding vehicles. To motivate the dis-
cussion further, we annotate the speeds needed for potential in-
juries [4, 18]. In order to show the effects on the vehicles’ trip
we measure the total vehicle trip time, the time loss due to the
MCP and finally, the attack impact on the nominal trip time,
calculated as ATI = Timeattack−Timenominal

|Timenominal| ∗ 100.

4.3 Summary of Findings
Our investigation produced several interesting results:

• Speed attacks can cause a significant number of violations
because they are also part of the safety gap calculation
performed by each vehicle (See Table 3).

• Misbehavior for spacing of 10 meters between vehicles is
thwarted when the vehicles use their own sensors; how-
ever, in certain cases (See Fig. 5) it exposes the vehicle to
different attacks.

• Delaying the completion of a safety-critical maneuver, by
any means, can create safety violations or accidents when
the maneuver finally takes place, due to the increased
speed differences between the vehicles (See Figs. 5 and
6.c).

• Jamming the right-lane results in a near-perfect collision-
free result when sensors are used; nonetheless it can lead
to delayed or unsafe maneuvers (See Figs. 6 and 7).

• It is possible for the maneuvering vehicles to cause a
“denial-of-road” on the left lane if they do not physically
perform the accepted maneuver (See Fig. 8).

4.4 Collision Impact
Fig. 2 shows the collision impact for vehicles traveling at

speeds 12.5 and 28.5 m/s on the right and left lane respectively.
We denote with different symbols the intra-vehicle distances
(square for distance of 10, circle for 30 and triangle for 50 me-
ters) and with colors the vehicles that collided. We assign a
color to each vehicle (with the first right-lane vehicle denoted
as R0) and we define the inner color to represent the collision
victim, whereas the surrounding corresponds to the collider. As
part of this metric, we depict with horizontal lines the thresh-
olds for injuries based on the ∆V of the crash. For whiplash,
we set the line at 12.5 km/h; a middle point between the 10 and
15 km/h required for such an injury [4]. For rear-end collisions,
the risk of serious injury becomes 10% at 55 km/h [18]. We can
observe that by performing a (selective) jamming attack, a po-
sitional attack with a (relatively) negative falsified value or a
(relatively) negative speed an attacker can cause more potent
collisions for vehicle R0. R0 uses either outdated or falsified
information when deciding to perform a maneuver. Coupled
with the small vehicular distances, they lead to accidents. How-
ever, all these attacks include the attacking vehicle in the col-
lision; a rational attacker would avoid such events in order to
either preserve itself, or its compromised victim.

Fig. 3 compares the different collision results between the
scenarios of one or two maneuvering vehicles. One can notice
that in Fig. 3.a we do not observe any collision when the dis-
tances are over 50 meters. The vehicles have enough spacing
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Figure 2: Collision Impact: Misbehavior at 12.5(R)/28.5(L)
m/s.

between them to either complete the maneuver on their own
(because their trajectories do not overlap) or to not be catas-
trophically be affected. In contrast, when we add a single extra
vehicle (Fig. 3.b), we can see that it involved in multiple colli-
sions; some of them very potent, with a collision impact hover-
ing at 90 km/h! Moreover, we observe that in both cases most
of the collisions involve vehicles downstream, i.e., the maneu-
ver was performed after the attacker passed, leading to optimal
collisions (border color is not deep blue). The acceleration and
jamming attacks produce several collisions with their severity
ranging from 20-50 km/h. Finally, we can see that in Fig. 3.b
most of the collisions concern vehicle R1 because the vehicle
changes lane just after R0 making it the victim of L3.

4.5 Safety and Sensors

Table 3 illustrates the effectiveness of the sensory input un-
der all our experiments. Each column represents one type of
attack with the number representing the percentage of experi-
ments that led to a safety violation. Without sensors, 74% of
them incur a safety violation to at least one of the vehicles on
the road. The highest number comes from the speed falsifica-
tion attack; 254 tests had a violation from a total of 324, result-
ing in 78%. The received speed information is crucial, as it is
part of the minimum safety gap calculation performed by ACC,
the other values being the speed and braking capabilities of the
receiving vehicle (i.e., the vehicle’s own values). Thus, smaller
values affect both the received trajectory and the minimum gap
required by the vehicle before performing a lane change. The
position falsification also creates a substantial problem; out of
the possible 135 experiments, 100 cause a violation (shown as
74% in the table). Because the positional data are used by all
the protocols described in Table 1, this type of attack is deemed
highly dangerous. When we utilize the sensors, all types of
attacks diminish substantially with a total of 28% causing a vi-
olation. This utilization thwarts most of the attacks that occur
for distances less than 30 meters, which is the range of our
backward facing radar.

When we introduce a second maneuvering vehicle (R1), the
total number of experiments that cause a violation changes to
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Figure 3: Collision Impact: Maneuvering vehicles at 25(R)/41(L) m/s without sensors.

Table 3: Safety violations due to misbehavior
Sensors Maneuvers Jamming Stealth Jamming Position Speed Acceleration Total

No 1 85% 69% 74% 78% 47% 74%
2 96% 86% 90% 86% 92% 84%

Yes 1 48% 34% 17% 31% 25% 28%
2 74% 53% 26% 48% 44% 43%

from 74% to 84% and from 28% to 43%. The former corre-
sponds to MCP without sensors, whereas the latter uses them to
avoid unsafe conditions. This increase is not abnormal, in cases
where the leading right vehicle changes lane safely, its follower
needs to: first wait for it to perform its maneuver, reducing the
time it would take for the left lane vehicles to approach, and
then slow down which increases the speed difference with the
left-lane vehicles (further reducing the time). This combina-
tion, creates unsafe conditions not only for the vehicle on the
right, but potentially to vehicles on the left. If the left vehicle
accepts a maneuver, the speed difference can lead to excessive
breaking potentially affecting the vehicles downstream.
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Figure 4: Safety Violation Intricacies: a case of 2 maneuvers
under an acceleration attack.

It should be noted that the violation metric encompasses all
scenarios where the safety gap is violated; however, this is not
necessarily catastrophic. Fig. 4 shows the safety violation of
two vehicles when maneuvers take place under an acceleration

attack. In Fig. 4.a we can see that the safety violation is trig-
gered for vehicles L1 (approaching L0) and L2 (approaching
R2). Both vehicles on the right enter the lane and trigger a
safety violation for the left lane vehicles (for L1 the distance
is ≈1.3 meters). Nonetheless, the vehicles are able to avoid a
collision if their predecessor performs an emergency break. In
Fig. 4.b, we can see a similar situation for R0 (approaching L0).
For L2, the situation is more dire; even though an accident is
averted (the distance to R1 is less than one meter), any emer-
gency braking from its predecessor would lead to an accident.

To further demonstrate the sensor impact, in Fig. 5 we show
the collision results for multiple attack scenarios when the ve-
hicles use (or not) their sensors as part of the MCP. In Fig. 5.a
most of the collisions happen for the 10 meters intra-vehicles
distance; these collisions are absent when we use the MCP that
utilizes the sensors. Interestingly, by enabling the use of sen-
sors we cause two different severe-injury inducing collisions.
In both cases, R0 is not able to change lane until its speed is
significantly less than the left lane (and continues to decrease
due to the object ahead). Remember that at the end of the ma-
neuvering zone there is a safety-critical hazard (See Fig. 1 in
Sec. 1). This speed difference ultimately leads to the collisions.

4.6 Trip Effects
Fig. 6 demonstrates the falsification attack impact on the

trip completion time, for the 25 and 29 m/s right and left
lane speeds, using the Attack Time Impact (ATI) metric (See
Sec. 4.2). Negative impact implies two things depending on
the vehicles: for right-lane vehicles, it means that the attack
caused the vehicle to perform the maneuver faster (potentially
causing a safety violation) thus reducing the trip time; for the
left-lane vehicles it implies that the maneuver took place down-
stream compared to the non-attacked case leading to faster trip
completion time.

In Fig. 6.a we can see that L0 is largely unaffected as the
sensors do not allow a maneuver in such close distances. L1,
on the other hand, gains time as the maneuver of the second
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Figure 5: Collision Impact: Sensor effectiveness at 25(R)/41(L) m/s.

vehicle R1 always takes place downstream (except for the ex-
treme negative position and speed cases); leading also L2 and
L3 to be delayed. Concerning the second maneuvering vehicle,
all of the scenarios cause it to finish the trip later, ranging from
5-22%.

When the vehicles’ spacing is 30 meters (Fig. 6.b), R0 and
R1 both finish their trip faster. R0 manages to maneuver in a
leading position on the left lane which leads R1 to finish ahead
of L1 gaining up to 15%; L1 subsequently has a delay between
4-22%.

For the 50 meters distance case (Fig. 6.c), R0 is completing
most of the maneuvers on time because the left-lane vehicles
are further back. The same applies for R1 except for the nega-
tive position attacks; the left-lane trajectory covers further back
on the road, yet still intersecting, forcing the car to slow down
more. Similarly, the positive speeds cause R0 to perform the
maneuver later forcing the vehicles on the road to reduce their
speed and increase their total trip time by 3-15%. For the pos-
itive acceleration attack we can spot an outlier in our results.
For distance 50, the attack causes the right-lane vehicle to de-
lay changing lane even further. The maneuver is accepted, but
the increased acceleration forces new MCP exchanges until the
speeds become low enough (where high acceleration does not
translate to relatively big speed differences) for the vehicle to
change lane. The total trip time lost in this case is ≈40%.

Finally, the jamming/drop rate cases also show differences
between the three distances. When the distance is small, i.e.,
10 meters, the dropped signals cause a slight delay resulting
in R1 to lose a place to L1. When the distance is 30 meters,
the maneuvering vehicles finish the maneuvers faster, using
only their sensor-generated trajectories, but their lane-change
trigger a safety violation to the incoming vehicle. For the big
intra-vehicle distance (50 meters), a complete jam or some net-
work interference are completely ineffective. The attacks do
not cause any time delays.

Fig. 7 compares the time loss for each the vehicle due to the
maneuver, i.e., the time lost due to the vehicle traveling be-
low the ideal speed. In both cases, L0 loses the least amount

of time. In Fig. 7.a, where there is only one vehicle on the
right lane, we observe that high drop rates (75%) cause an ac-
tual delay for L0; the network affected vehicle, R0, performs
a maneuver immediately. The vehicles downstream (from L1)
perform similarly. When we introduce a second maneuvering
vehicle (Fig. 7), we see an immediate delay for vehicles L2
and L3 because a MCP is not finished from the second vehicle.
When the packets are dropped and the radar-generated trajecto-
ries from the left do not intersect with its own, R1 finishes the
maneuver earlier.

5 Discussion

In an effort to steer future developments in the space of MCS
we discuss several emerging key points. We group those points
into four categories based on their timely appearance during a
maneuver coordination.
Sensors effectiveness: Considering the straightforward, if not
arguably the obvious, improvement that sensors can provide to
MCS, it is important that the information they provide are as
accurate as possible. Weather conditions can affect their per-
formance [42] or vehicles can be partially hidden, by obsta-
cles or other vehicles, making their detection and classification
harder [47]. Further, trajectories generated through sensory in-
put is bound to be less accurate; nonetheless, they should not
lead to any safety violations. The topic of generating trajectory
predictions in adversarial environments is actively investigated
in the literature [48].
Maneuver-aware MDS: Despite the improved safety due to
the utilization of sensors, further mechanisms are needed in
order to avoid safety violations and collisions. Simple plau-
sibility checks can be the first step in detecting such misbehav-
ior [21], but more advanced MDS capable of detecting intel-
ligently crafted attacks should be considered. However, it is
important that these mechanisms function during the maneu-
vering process in order to avoid false blame attribution [19].
Physical maneuver completion: A vehicle can request a ma-
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Figure 6: Travel Time Impact (%): Attacks for speeds 25(R)/29(L) m/s with sensors enabled.
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Figure 7: Packet Loss Trip Impact: 30 meters spacing at
25(R)/33(L) m/s with sensors enabled.

neuver and complete the protocol as expected; however, the ve-
hicle may not physically perform the maneuver. This, not only
forces its neighbors to alter their trajectory, possibly causing
traffic instability, but also can lead to a type of ”denial-of-road”
situation as shown in Fig. 8. Fig. 8.a illustrates the position of
the vehicles in each timestep, while Fig. 8.b shows their speeds.
The vehicles on the left lane accept the maneuvers and start
slowing down. Yet, this continues because the initiating vehi-
cle (yellow) never physically changes lane, forcing the receiv-
ing vehicle to slow down even more due to a new MCM. The
vehicles in the left lane come at, almost, a complete stop. The
fist vehicle on the left is stationary for ≈30 seconds. The lock
is broken when the left lane vehicle, due to the small forward
speeds, manages to reach a point ahead of the “maneuvering”
vehicle.

A solution to this problem could be the introduction of a time
component as part of the cost function. Delaying the trip above
a threshold should cause the vehicle to reject further MCMs.
Unfortunately, such a proposal could clash with safety critical
maneuvers. Potential countermeasures would include the usage
of sensor data to validate that an accepted maneuver actually
took place or that the vehicle is moving on the disseminated
path; e.g., through the use of kalman filters [25] or by requiring
a physical challenge-response [7]. In the long-term detected
misbehavior should be reported to the relevant authorities, as
all Vehicular Ad-hoc Network (VANET) messages are signed.
Feasible overheads: Finally, potential solutions that thwart the
MCP vulnerabilities need to impose little overhead due to the

time-critical nature of the scenarios. The MCS by itself re-
quires the dissemination of multiple messages per second for
each vehicle (e.g., every 200ms). Thus, it is important that
any solution that mitigates the problem takes into account the
required timescales and the capabilities of currently available
On-Board Units (OBUs).

6 Conclusion

Automated driving solutions require a thorough experimen-
tal investigation of misbehavior that can be catastrophic. In this
work, we make a first step in analyzing safety violations due
to falsification and jamming attacks targeting MCPs. We also
investigated the effect, in terms of time loss, that degraded net-
work reception can have on the overall MCP functionality of
MCPs. Even with the use of the ego vehicle sensors, attacks
against the maneuver coordination can still cause collisions.
Based on our results, we outlined a road-map towards a safe
MCS. As future work, we will expand our analysis with more
advanced attacks, a multitude of different driving scenarios that
include an heterogeneous mix of vehicles, such as trucks, and
an MCP misbehavior detection scheme towards secure and safe
VC enabled AD systems.
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