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Abstract

In the midst of the green energy transition, the need for flexible grid solutions
is growing. One of the most desired and suitable flexible solutions are Battery
Energy Storage Systems (BESS), in both stationary and mobile applications.
The faster response times and flexible service capability of the BESS enables
the introduction of variable renewable energy sources, along with replacing
the needs for traditionally fossil fuel-powered temporary applications. To take
full advantage of BESS and its flexibility, the unit requires integration into the
modern interconnected smart grid, where control and monitoring are of great
importance to manage and optimize assets within the smart grid.

To ease the control and monitoring aspects, both manufacturers and
users must cooperate to understand the common needs and best practices
to find a suitable middle ground. Therefore, an interoperable and readily
used communication interface shall be agreed upon. Although several
attempts at reaching such middle ground have been made over the years,
few have gained traction outside of specific use cases. Thus leaving many
redundant and complicated proprietary communication solutions, requiring
heavy integration work for the manufacturer and user side.

This thesis project, carried out at Northvolt Systems, aims to analyze the
existing and readily used communication interfaces for a specific set of mobile
BESS applications. The analysis is performed by a literature review of typical
mobile BESS applications with the identified corresponding communication
interfaces. Among the identified interfaces is the IEC 61850 standard, which
shows suitability in smart grid applications, enabling interoperability, vendor-
independence, and standardization. To provide a real-life analysis of the IEC
61850 benefits and applicability to mobile BESS, an integration of the standard
to a Northvolt mobile BESS was performed.

The results of the analysis and integration work show that the in-
teroperability, vendor-independence, and standardization enabled from the
IEC 61850 standard give large benefits for mobile BESS use cases.
Furthermore, gaps in the suitability of the standard were identified. Providing
clear suggestions on future work and expansion of the standard to better
accommodate the mobile use cases.

Keywords
BESS, DER, Smart Grid, IEC 61850, Communication Protocol, Flexible Grid
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Sammanfattning

I den grona energiomstillningen vixer behovet av flexibla nétlosningar. En av
de mest onskade och limpliga flexibla I6sningarna dr anvindningen av Batteri-
energilagring (BESS), i bade stationédra och mobila applikationer. Genom de
snabbare svarstiderna och flexibla anvindningsforméigarna majliggér BESS
integreringen av variabla fornybara energikillor i kraftsystemet, dven genom
att ersitta behoven for traditionellt fossilbransledrivna tillfalliga applikationer.
For att dra full nytta av en BESS och dess flexibilitet kridver enheten
interaktioner i det moderna sammankopplade smarta nitet. Dér kontroll och
overvakning &r av stor vikt for att hantera och optimera tillgdngarna inom det
smarta natet.

For att underlitta kontroll- och 6vervakningsaspekterna méste bade tillver-
kare och anvindare av BESS samarbeta for att forstd de ggmensamma behoven
och anvindningarna fOr att hitta en lamplig mellanvég. Slutligen for att komma
overens om ett driftskompatibelt och ldttanviant kommunikationsgréinssnitt.
Flertalet forsok att nd sddana kompromisser har gjorts genom aren, men ytterst
fa har slagit igenom utanfor dess specifika anvindningsfall. Darmed finns det
manga redundanta och komplicerade proprietira kommunikationsgrianssnitt
som kraver tungt integrationsarbete av bdde tillverkar- och anvandarsidan.

Detta examensarbete, utfort hos Northvolt Systems, dmnar att analysera
de befintliga och anvinda kommunikationsgrinssnitten for mobila BESS-
applikationer. Analysen utfors av en litteraturgenomging av typiska mobila
BESS-applikationer for att identifiera motsvarande kommunikationsgrins-
snitt. Bland de identifierade grinssnitten finns IEC 61850-standarden, som
visar lamplighet i smarta nétapplikationer, vilket mojliggor interoperabilitet,
leverantorsoberoende och standardisering. For att ge en verklig analys av IEC
61850-fordelarna och tillamplighet hos en mobil BESS utférdes en integration
av standarden till ett av Northvolts mobila BESS.

Resultatet av analys- och integrationsarbetet visar att IEC 61850-
standarden mojliggor interoperabilitet, leverantorsoberoende och standardise-
ring, vilket ger stora fordelar for de mobila BESS-anvindningsfallen. Vidare
identifierades brister i standardens lamplighet. Dirtill ges tydliga forslag pa
framtida arbete och utvidgning av standarden for att tillgodose de mobila
anvindningsfallens kravstéllningar.

Nyckelord
BESS, DER, Smarta nit, IEC 61850, Kommunikationsprotokoll, Flexibelt nit
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Chapter 1

Introduction

1.1 Background

The project is about the various existing communication interfaces used in
industry for mobile energy solutions. Focusing on the electric power areas.
In recent times, interest in flexible power grid solutions has increased. These
interest are, as an example, flexible grid operation with Battery Energy Storage
Systems (BESSs), Electric Vehicle (EV) charging stations, peak shaving to
reduce cost, etc. With all these various new applications, Northvolt Systems,
with their mobile BESS the Voltpack Mobile System (VMS) [1], are interested
to investigate the currently used communication interfaces to determine the
most used and best suited interface for each application.

The project aims to perform a thorough analysis of the various
communication interfaces applicable to the applications that a mobile
BESS can help support, of which, some typical VMS applications are
construction sites, festivals, and EV charging stations. For these applications,
communication interfaces between various units for monitoring or control
are often proprietary, which results in longer and more expensive first-time
deployment due to the integration cost for each proprietary communication
solution. An example is the commonly used Modbus TCP communication
interface, which for each manufacturer and product is proprietary mapped.

The focus of the analysis is on the benefit of using a standardized
communication interface for the various applications. This would reduce
the integration time and cost of each mobile deployment. The suggested
standardized interface is IEC 61850, which is currently heavily used, but
not only in substation automation, and is also gaining popularity for other
Supervisory Control and Data Acquisition (SCADA) systems also.
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After the analysis of the VMS application, an IEC 61850 Manufacturing
Messaging Specification (MMS) communication stack is implemented in the
VMS, to test its applicability to mobile energy storage. Where a future
integration would be to integrate the VMS to a distribution substation for
short-time deployment, where a BESS could help with grid congestion and/or
voltage support on seasonally strained power grids. Some noted issues are
presented in [2], which analyzed the impact of EVs charging congestion in
a low voltage distribution network. The notable issues are under-voltage
problems due to feeder length and high additional loading due to EV charging.

1.2 Problem definition

With the growing interest in BESS integration into the power system,
for flexibility services and other grid supports, the forecast for such
installations is set to be prosperous in the coming future. Nevertheless,
the mobile BESS applications allow for unprecedented flexibility, as well
as lower environmental footprint compared to traditional fossil fuel based
mobile solutions. With such application forecast, it’s of interest, for both
manufacturers and user of such mobile BESS to provide an agreed platform
of interoperability, where the systems can easily be integrated into rapid
projects and deployments with minimal configuration time. An issue for
such scenarios is the non standardization around the communication interfaces
used for such applications, where many deployments and project builds on
proprietary solutions. Meaning long development effort and resources for
complete integrations. Thus, there is a need to understand which platforms and
interfaces are currently being used along with their prospected use for future
use, comparing them to find similarities and differences along with respective
pros and cons. With this onset, a research question was posed for this thesis,
as presented in Section 1.2.1.

1.2.1 Research question

Following the problem definition introduced in Section 1.2. Two research
questions are formulated for the thesis, namely

e Which are the best suited communication interfaces for control and
monitoring of mobile energy storage units?

* How can the IEC 61850 standard be expanded to suit mobile battery
energy storage applications?
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1.3 Purpose

The purpose of this thesis project is divided into two interests. On the
company side, Northvolts purpose is to investigate and learn about the many
communication interfaces readily utilized in industrial power applications.
This investigation is purposeful to get a good understanding of the current
status quo in the industry, along with catching future trends and demands.
The latter thesis implementation, of a partial IEC 61850 communication stack,
serves as a validation and initial experience in utilizing a standardized interface
and its engineering workflow.

For the academic perspective, be it KTH Royal Institute of Technology
(KTH) or the overall engineering society, the purpose of the thesis is to
investigate the benefits in utilizing a standardized interface and workflow
through a real-life implementation and validation. Often, analysis and
implementation of the IEC 61850 standard has been done through simulations
or HIL (Hardware in the Loop) studies. This thesis aims to provide a basic yet
real implementation of the communication stack and workflow to understands
its benefits and eventual shortcomings.

1.4 Objectives

To accomplish the purposes presented in Section 1.3. A set of main goals have
been formulated for the degree project. Five measurable project objectives are
identified, as Objective x (Ox), namely

O1 Identify atleast 5 readily used communication interfaces for power/en-
ergy applications in industry.

02 Analyze identified target interfaces.

O3 Study the IEC 61850 Standard regarding BESS applications for power
systems.

04 Implementation of IEC 61850 communication stack within the VMS
(Voltpack Mobile System).

OS Perform a laboratory control test utilizing an IEC 61850 communication
protocol to communicate with devices.

For the first objective, O1, atleast 5 interfaces are to be found to provide
an insightful analysis on multiple perspectives, with pros and cons for each
interface and application respectively.
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Across all objectives defined above, sets of deliverables and expected
results are defined as

01

02

03

04

05

Identification of readily used interfaces in power applications.
Identification of needs and requirements from a communication
perspective for power applications.

Presentation of interface comparison based on applicability,
usability and readiness for each application and interface.
Classification between interfaces and suggestions of future trends,
needs and usage.

Familiarization with the standard’s processes and workflow.
Deeper understanding of the standard’s data model and implemen-

tation considerations.

A basic client-server functionality to investigate supervisory
and control applications through the standard’s communication
protocols.

Analysis and comparison of implementation workflow against
proprietary communication interface, such as Modbus TCP.
Verification and documentation of integration feasibility in simple

SCADA application.

Novel real-life implementation and execution of communication
stack for readily available Distributed Energy Resource (DER).

1.5 Research Methodology

The degree project’s main methodologies is comprised of two approaches.
Firstly an extensive literature review to gather insight on the various power
applications for a typical mobile BESS and the applications typical communi-
cation methods or interfaces. The review’s focus is to give a general overview
of the applications and interfaces, providing a qualitative classification
between the various interfaces to each corresponding application. Therefore
providing ability to further discuss which areas are of interest for future
implementation. To comprise of industry know-how, the literature review is
expanded by a quick information gathering from key industry players through
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interviews, to provide a nuanced view of the status quo on each application
investigated.

Secondly, for the validation part, a part implemented communication stack
following IEC 61850 structure is done. The implementation is performed at
a real-life stage, in contrast to other simulations or HIL integrations. Such an
implementation gives a better view and understanding of the real challenges
and opportunities in integrating a standardized communication architecture.
Along with concrete description of such real-life integration with its challenges
and benefits.

1.6 Delimitations

The degree project is limited to the comprehensive scope of IEC 61850 data
modeling and validation. Where data modeling aims to construct a minimal
but standard-correct virtualization of the Northvolt mobile BESS. The scope
of the modeling is delimited to include the fypical BESS topology, i.e. a
battery storage unit grid connected through a Power Conversion System (PCS)
and a power transformer. As the standard allows for great data detail for
each physical device, the implemented model will reduce the available data
to the minimum needed, as deemed mandatory by the IEC 61850 standard.
Another delimitation is in the IEC 61850 communication protocol integration.
The project implements the MMS protocol (TCP/IP based). Further IEC
61850 protocols, such as Generic Object Oriented System Event (GOOSE)
and Sampled Values (SV), are not implemented. The delimitations are chosen
according to the time frame of the degree project while not compromising
the scope, to provide an analysis of workflow and integration feasibility. Full
integration of additional data points, adaptations, and communication services
(protocol) are typical integration projects manufacturers fulfill over months if
not years.

1.7 Structure of the thesis

The thesis is structured in six parts. First, a literature review of common BESS
applications and which communication interfaces/protocol are commonly
used is presented in Chapter 2. Then, the project methodology is presented
in Chapter 3. The implemented IEC 61850 compliant BESS data model and
virtualization is presented in Chapter 4. The results of the data modeling and
validation test cases are presented in Chapter 5 which are then discussed in
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Chapter 6. Finally, conclusions and future work is presented in Chapter 7.



Literature review | 7

Chapter 2

Literature review

This chapter introduces the literature review performed in the scope of
the thesis. The review focuses on typical mobile storage applications, to
understand which communication interfaces or protocols are commonly used.
Firstly, a general introduction to a BESS and the Northvolt mobile equivalent,
the VMS is presented in Section 2.1. Then three common mobile applications
are covered in Section 2.2, introducing the application and identified interfaces
respectively. After, an introduction of the identified interfaces and protocols
are presented in Section 2.3, to give a brief overview of the structure and
features of the interface or protocol respectively.

2.1 Battery Energy Storage System typical
topology

Typically, a BESS is a system purposely used as a mean of intermediate storage
of electrical energy. In contrast to the general Energy Storage System (ESS)
term, a BESS relies on electro-chemical reactions in the batteries to convert
electrical energy into chemical energy, thus with storage capabilities. Thus,
the system can be crudely defined into two parts; the energy storage, i.e. the
electro-chemical battery often accompanied by a Battery Management System
(BMS), whose purpose is to monitor and control the battery system to provide
safe operations, such as charge and discharge limits of the entire system.
Then, a PCS, whose purpose is to interface the electrical grid connection,
and the battery system terminals. Examples are power electronic based
converters, which convert three-phase alternating current to direct current,
and vice versa depending on the BESS operating status (charging/discharging
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etc.). Considering the above two general parts, a general system topology is
presented in Figure 2.1. Where the three-phase power system is interfaced by
a circuit breaker and, possibly but commonly, a power transformer, providing
galvanic isolation of the converters and appropriate voltage levels at the
terminals. Then the PCS which interfaces the DC link and battery to the
three-phase power system. And finally the battery. This general topology is
easily expandable and deployable at various locations of the power grid [3],
from low-voltage distribution networks, with smaller scale BESS in the kW
range, up to medium-voltage distribution or even high-voltage transmission
level BESS in the MW to GW range. Due to this flexibility, the systems
fall into the larger term DER. Such systems can operate autonomously with
local control or scheduling, along with remote control. Often aggregated by
an ESS operator to provide a variety of services, ranging from energy storage
to ancillary services, such as frequency support. Further applications focusing
on mobile deployment are presented in Section 2.2.

+ [ A~
T —] % Breaker

Transformer

Battery PCS

Figure 2.1: Typical single line topology of a BESS.

2.1.1 Voltpack Mobile System

The VMS is a mobile BESS sold by Northvolt. The mobility and flexibility
of the system enables novel applications and deployments where BESS
previously were unused due to the non-flexible solutions. The system is
modular, meaning that the energy storage capacity can be quickly adapted
depending on the application case, in contrast to larger and bulkier solutions.
The system is built of two main blocks. The PCS building block, responsible
for the main control of the mobile BESS. The nominal power rating of the
PCS block is 225 kVA, with a maximum peak power in the peak shaving
mode of 275 kW [1]. The second block is the modular battery pack. Each
pack is rated for 281 kWh, where the system can accommodate up to 5
packs connected together, thus up to 1.405 MWh of energy storage [1]. Four
relevant operating modes for this thesis are: Island mode, where the system
is able to supply an electrical island as a grid forming unit. Rapid Peak
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Shave mode, where the system provides fast peak shaving capabilities of
smaller grid connection, effectively allowing rapid and effective deployments
of strong power at locations of limited or weak grid connections, such as
construction sites or remote events. Microgrid mode, where the system can
support a microgrid with customizable droop controls, supporting other grid
forming units. And finally, Grid Boost mode, where the system runs as a
grid following unit, controlling the active and reactive power at its electrical
connection point independently. Which is one of the most typical utility BESS
use cases, providing setpoints through operator or automatic control as in
ancillary services.

2.2 Mobile battery storage applications

The three mobile storage applications presented in this section were identified
and chosen through some application criteria. The applications presented
focuses mainly on industrial and utility cases. The cases consider applications
where storage capacity volumes are higher, such as in hundreds to thousands
of kWh. Thus not investigating consumer cases, such as home or residential
area storage.

The identified applications are EV charging stations, presented in Section
2.2.1. Off-grid operations in remote ares, such as microgrids, presented
in Section 2.2.2. Temporary and mobile utility grid support, such as
flexibility services (peak-shaving, frequency regulation, volt-VAR control
etc.), presented in Section 2.2.3.

2.2.1 Electrical Vehicle charging stations

As Europe is set to overtake China in the highest rate of EVs by 2030 [4],
the inherent need for charging infrastructure and stations is inevitable. In
fact, charging stations are set to be a multi billion dollar market, estimated
to about 77 billion USD by 2027, with a Compound Annual Growth Rate
(CAGR) rate of 44 % from 2022 to 2027 [5]. Thus even if a new infrastructure
has to be built, the monetary intention exist. With such growth rate of
EVs and respective charging stations, the traditional power grid is set to
be on the back foot, where the necessary improvements needed to meet
such a demand may take longer than the expected growth. To meet such
fast growing demands, novel charging station infrastructure emerge, utilizing
energy storage as a mean of power peak shaving, where the station’s grid
connection is insufficient. These applications may not all be stationary, as
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in a charging stations. But also mobile applications, with charging trucks or
pop-up events exist, to meet the demand and fast deployment needed for the
EVs growth.

A typical charging station electrical topology is showed in Figure 2.2.
The topology represents both mobile charging applications, where the grid
connection may be intermittent depending on location and power availability,
but also more permanent installations. =~ Whether those are retrofits to
conventional fueling stations, where the grid connection may not be strong
enough, or new charging stations with inadequate grid connections.

Mobile
BESS

Weak : 1 .
Grid Connection o C'l‘f”g'“g Electric
oint .
: Vehicle
! ! L
f \ O

9

Figure 2.2: Charging Point general topology utilizing mobile BESS.

Several use cases and solutions for such applications exists. Examples
include mobile fast charging units, such temporary EV fast charging using
Kempower mobile charges, as described in [6]. Allowing for temporary
solutions, in case of events or extensions of charging capacity. As the
popularity of EVs increases, the need to provide charging solutions at events
or remote areas arise, where such applications could use mobile chargers [7],
supported by mobile BESS.

As showcased in [8], specific charging stations aided by local BESS can
be implemented for peak-shaving purposes. Thus the local BESS can restrain
the grid usage, according to the available grid capacity, while maximizing
the charging output. This solution enables turnkey integrations of charging
stations without the need of grid capacity increase, reducing operating and
starting cost, enabling a faster transition to more charging stations.

The uncertainty of peak power and resilience during contingencies from
fast charging stations are challenging to the utility power network. As
presented in [9], the paper introduces optimization strategies for EV charging
stations using local BESS. The optimization algorithm was developed to
minimize operational cost, while maintaining resilience to the grid and
maximizing the peak-shaving of the station. The algorithm resulted in a 3.9 %
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additional peak-shaving and 3.41 % operational cost reduction with the local
BESS utilized [9].

Other examples is the mobile EV charging solutions using the Northvolt
VMS mobile BESS together with Scania trucks [10]. The solution provided
for fast charging solutions (up to 150 kW) in a Swedish ski resort where grid
connections not only are limited but often weak. The solution allowed for
deployment of charging solutions in the low voltage network in a mobile and
flexible way.

2.2.1.1 Identified communication interfaces

An EV related protocol study, conducted by ElaadNL in 2017 shows a
thorough analysis of protocols and interfaces used for various EV related
applications, such as smart charging, communication between Charging Point
Operator (CPO) and central systems (such as Distribution System Operators
(DSOs)) [11]. The discussed protocols in the study were; For smart charging,
Open Smart Charging Protocol (OSCP), and Open Charge Point Protocol
(OCPP), for CPO to central system, OSCP, IEC 61850-90-8, and OpenADR.

OCPP is a protocol mainly aimed between the Electric Vehicle Supply
Equipment (EVSE) and charging point [11]. To facilitate smart charging
and control over the equipment. Further detail regarding the protocol is
presented in Section 2.3.4. OSCP, also commonly used in the EV realm is
mainly intended for communications between CPOs and DSOs, providing
frameworks for load scheduling and control, further described in Section 2.3.4.

While IEC 61850 was originally developed for substation automation,
its been extended over the years to cover further domains. Such as
communications between EVSE to CPOs and DSOs (part 90-8) [11]. Further
details on the standard is presented in Section 2.3.2.

Another interface identified is OpenADR, which is an automated demand
response protocol. As shown in [12], OpenADR was used together with
OCPP for managing charging stations. The protocol can be used between the
charging station and EVSE to an Energy Management System (EMS) or DSO
for demand response applications, such as forecasted load from tariffs, peak-
shaving and reducing grid load. Further on the protocol is presented in Section
2.3.5.

Modbus is also another commonly utilized protocol. Although used in
various forms, since no enforced standard exist, manufacturers implement own
proprietary mappings. The protocol is commonly used between equipment
and control systems, such as chargers, BESS and an EMS. Further details on
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the protocol are presented in Section 2.3.1.
Summary of the identified interfaces and protocols are listed below

* OCPP & OSCP
* OpenADR
* [EC 61850

e Modbus

2.2.2 Remote off-grid operation

Another typical mobile BESS application is microgrid operations. Which
could be at remote locations on or off grid depending on operation and grid
availability. Typical usages are at construction sites or event/festival areas
where grid connections may be severely inadequate or underdimensioned for
the usage needed. In these applications further DERs may be interconnected
to form the microgrid. Thus the BESS may take many different operating rules
depending on the microgrid topology and grid connection. Such as running in
a grid forming mode, forming the microgrid to maintain specific voltage and
frequency setpoints. But also to run in grid following mode, assisting droop
curves of the microgrid DERSs or other services needed (energy shifting).

A general topology of the microgrid is shown in Figure 2.3. The topology
visualize a basic microgrid concept, with a single grid connection available
at the Point of Common Coupling (PCC). The microgrid side, which for this
example is of AC type (examples of DC microgrid exists as well), contains
atleast a BESS unit, often accompanied by other DERs units. Which may be
gensets (fossil based) for installations with poor grid connections which are
temporary, such as construction sites or festivals. Not only fossil based DER
may be connected, renewable energy types such as photo-voltaic panels or
wind turbines may be present as well. Notably, due to many distributed units
that may reside and operate together, communication and control between
them is essential. Such control and monitoring can be achieved by both
distributed or central logic depending on the philosophy and needs of the
microgrid. Nevertheless, a common ground for communication must be met
by each respective unit.

Examples of common communication grounds is the study performed by
Jun et. al on IEC 61850 based microgrids. The authors presented methods
of mapping the IEC 61850 data models and services to IoT protocols, such
as XMPP and MQTT [13]. The proposed integration to IoT protocols showed
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increased interoperability between the DER units within the micro grid and the
utility services (grid operators). The study shows the benefit of standardized
data models and services for increased system interoperability and reliability,
focusing on microgrid applications.

Further, an overview of the identified communication interfaces for this
application is presented in Section 2.2.2.1.
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Figure 2.3: Microgrid topology with mobile BESS.

2.2.2.1 Identified communication interfaces

For microgrid topologies, with varying degree of complexity, such as simple
genset together with a BESS topology, or more complex systems with metering
and local control, a commonly occurring protocol between the systems
interconnecting into an EMS is Modbus [14]. Although being a legacy
protocol, many examples of such systems and product lines are controllers for
gensets and Energy Storage systems, such as a ASC 150 ESS DEIF Controller
utilizing Modbus as the communication protocol exists [15]. The protocol is
further presented in Section 2.3.1.

Other communications interfaces for microgrid applications are Dis-
tributed Network Protocol 3.0 (DNP3) and IEC 61850, as discussed in the
study of microgrid communications in [14], which highlights both state of the
art and future trends, such as IEC 61850. The examples show the usage of
the interfaces for SCADA purposes, managing and controlling the microgrid
operation in secure and reliable ways.

DNP3 is a communication standard often used in the domain of power
engineering. For communications in SCADA systems, such as between system
operators and substations, or internally within substations. The standard is
further presented in Section 2.3.3.
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The original scope of IEC 61850 comes from substation automation.
Expanded over the years, the standard also includes specifications allowing
for further control. Such as DER managing (part 7-420 [16]), see Section
2.3.2.

Summary of the identified interfaces and protocols are listed below

¢ Modbus
« DNP3

* IEC 61850

2.2.3 Temporary utility grid support

Following the increase of EVs and general electricity usage, temporary and
uncoordinated overload scenarios are becoming more common in distribution
grids. These heavy overload scenarios impact on the power quality at
the distribution level, as well as overloading the distribution transformer,
decreasing their long-term performance [17]. Since these overloads can be
temporary and season dependent, increasing transformer sizing may not be
economically viable or long term sustainable for future upgrade, thus research
shows that usage of strategically placed energy storage can be used to support
such grid congestion. Studies such as [18] show that installation of BESS at
the secondary side of distribution transformer can provide both technological
and economical advantages, by optimizing the storage size.

Furthermore, examples of functions such BESS can partake in are several.
As presented in [19], coordinated voltage control strategies for mobile BESS
units shows mitigation of voltage violations by coordinated regulatory actions
with transformer tap changers, capacitor banks and photo-voltaic generation
in a distribution network. Further improvements of BESS placements are
presented [20], where strategic placements of BESS can increase the power
quality in a distribution grid by supporting voltage and frequency deviations.
Power quality issues where BESS support mitigates the issues are; voltage
swelling or dipping, both for short spikes and longer scenarios; voltage
unbalances, harmonic distortions and frequency support. Moreover, apart
from power quality increase, energy storage support functions such as peak-
shaving, effectively increasing the physically available power by supporting
strained or weak connections, as in the EV application, see Section 2.2.1.

Examples of such coordinations with communication strategies is
presented by Albunashee et al. which presents the differences between
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centralized control strategies, using Modbus or DNP3 to decentralized control
using IEC 61850 [21]. The study implements voltage and reactive power
control strategies for DER and capacitor bank coordination. The benefits
of decentralized control strategies using the GOOSE protocol is the faster
communication capability between the devices.

A generic overview of possible BESS placements for such application is
shown in Figure 2.4. The Figure illustrates two separate scenarios, where
a BESS is strategically placed within the vicinity of a substation, possibly
interacting directly through the station SCADA and upstream control center.
Furthermore, similar performances can be obtained by strategic placement of
the BESS downstream of the substation, thus not interacting directly with
the station but with the control center SCADA. While these two scenarios
are electrically near equal (apart from very local voltage capabilities), the
communication and security requirements may differ greatly. Namely, the
addition of new devices in a substation automation system can pose stricter
cybersecurity requirements on the device, these requirements are set by the
station operator. While the scenario outside of the station vicinity does not
access a station level communication, risks of unauthorized access to critical
station functions are reduced.
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Figure 2.4: Temporary grid support topology. Showing possible locations,
either within a substation and its premises, or as a distributed resource outside
a station.

2.2.3.1 Identified communication interfaces

Typically, within SCADA systems, where system operators (both DSOs
and Transmission System Operators (TSOs)) control centers interact with
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substations, both traditional communications interfaces like DNP3 and IEC
60870-5, and modern interfaces like IEC 61850 are used [22, 23]. These
interfaces and standards are well utilized and specifically developed for utility
applications. Used for monitoring of remote stations and eventual control
when needed. The DNP3 standard is presented in Section 2.3.3, while IEC
60870 parts 5-101 and 5-104 are presented together in Section 2.3.6. The IEC
61850 standard is presented in Section 2.3.2.

OpenADR has also been utilized to implement flexibility services towards
DSOs. J. Guerrero et. al proposes in [24] the use of OpenADR for
communications between distributed nodes, such as DER, and stakeholder
by adding monitoring and management services. The papers shows how
OpenADR was implemented to a capacity bidding program for control and
monitoring of energy consumption. The OpenADR standard is presented in
Section 2.3.5.

A summary of the identified interfaces and protocols for this application
are listed below

* DNP3
« IEC 60870-5-101/104
* [EC 61850

* OpenADR

2.3 Readily used interfaces

The identified communication interfaces or protocols from Section 2.2 will
be introduced in this section respectively. Providing basic information about
the interface or protocol, as well as an example of common applications
implemented for each.

2.3.1 Modbus

The Modbus protocol is seen as the de facto industrial automation
standard protocol since its introduction 1979 [25]. It quickly gained
popularity from its simplicity in integrating various devices across multiple
networks. Functioning in the application layer, providing client-server based
communication. Modbus is a request-response protocol with defined function
codes to access or manipulate data. The function codes are essential parts



Literature review |17

of the service provided by Modbus and its Protocol Data Units (PDUs).
Which are made independent of any underlying communication layers.
The Modbus protocol has been expanded throughout its years to meet the
industry requirements. Therefore available in several formats. Although their
underlying communication layers may differ between the variant, the Modbus
PDU is specified equally, although their respective Application Data Unit
(ADU) may differ by additional fields dependent on the communication layer.

Several variants of the Modbus protocol exist, an example of the most
commons is listed, namely

* Modbus RTU, serial communication over different physical layers, such
as RS232 or RS485

* Modbus ASCII, serial communication using ASCII characters for
protocol messaging

* Modbus TCP/IP, variant allowing communication over TCP/IP net-
works. Typically connecting to port 502

Notably, due to its legacy structure where the Modbus PDU was firstly
developed for serial line communication, the maximal PDU length is set to
253 bytes [25]. Limiting some operations, such as large data reads.

In general for the Modbus TCP/IP protocol variant, the ADU frame is
comprised of a Modbus Application Protocol Header (MBAP) and a PDU.
As shown in Figure 2.5. Where the MBAP provide information needed for the
TCP/IP communication, an addition compared to Modbus RTU.

0 16 32 48 56 64

Figure 2.5: Example of a Modbus TCP/IP ADU frame.

2.3.1.1 Typical area of usage

Due to its simplicity in implementation and integration. Modbus across its
multiple variants is one of the most common industrially used protocols. With,
although its age, a large share of usage, in both field bus applications (RTU)
and industrial ethernet applications [26].
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The protocol was designed for automation between Programmable Logic
Controllers (PLCs) in industrial applications. Whether it’s manufacturing
processes or other industrial automation’s, Modbus has gained a high share of
usage. Nevertheless, the standard is used in various power applications as well,
providing easy and robust communication interface between various devices
therein. An example is the work done in [27], presenting a reconfigurable
microgrid using Modbus and Controller Area Network (CAN) bus as the
basis for the communication system architecture. Showing a planning basis
for future integration of localized power generation and consumption trough
introduction of Renewable Energy Sources (RESs) maintaining high reliability
in operation.

2.3.1.2 Security concerns

Several security concerns regarding the Modbus protocol are brought up in
literature. Amongst these, the authors in [28] list several attack methods which
exploits the protocol specification. Such as baseline response replay where
the attacker may record genuine traffic between the client and server, for later
replaying to the server. Others note about the lack of encryption specified in
the standard and authentication of communication [29].

Another famous vulnerability is the Modbus Worm, as presented in [30].
The Modbus Worm exploits the non existing authentication and integrity
mechanism in the protocol. By writing arbitrary data to the Modbus server,
possibly altering the SCADA system and the process controlled therein.

2.3.2 |EC 61850

The IEC 61850 standard was developed in the early 2000s. Where the first
main parts where published between 2002 to 2005. A result of nearly a decade
of work within the IEEE on power utility communication [31]. The origins of
the standard arises from utility work within protection, control and monitoring
of substations. Over the years, the standard has developed to also cover
measurements, such as statistical and historical data and power quality. With
the concepts of the standard being introduced beyond the initial substation
domain, to also include parts for hydropower plants (IEC 61850-7-410), DERs
(IEC 61850-7-420), wind turbine modeling according to IEC 61850 in the
IEC 61400-25 series and extension to substation to substation communications
(IEC 61850-90-1). With planned expansions in areas such as network control
centers (IEC 61850-90-2) and feeder automation [31]. Finally, [EC 61850 has
gained significant recognition over the years as it has been designated by the



Literature review |19

International Electrotechnical Commission (IEC) as one of the fundamental
core standards for implementing the smart grid [32].

Fundamentally, the IEC 61850 standard series is based on three methods.
Functional decomposition, the ability to represent the components of
a distributed function using logical relationships. ~Where the standard
introduces Logical Nodes (LNs), describing functions, subfunctions and its
interfaces. Data flow modeling, the flow of data between communication
interfaces supporting exchange of information between distributed functional
components and their performance requirements. Lastly information
modelling, to define the abstract syntax and semantic of the information
exchange, based on data object classes, with types, attributes, object methods
and relationships between [31].

The main objective of the standard is to provide interoperable, vendor
independent frameworks between Intelligent Electronic Devices (IEDs) [31].
To achieve this, the standard defines three main protocols for its information
exchange. A client-server protocol for communication between a SCADA
client or IED to an IED using MMS, see Section 2.3.2.1. Two peer-to-peer
protocols for faster communications between IEDs, the first for transmission
of object oriented event reporting called GOOSE, see Section 2.3.2.2. The
second for fast streams of measurement data, for example by replacing
hardwired connection from instrument transformers to digital values, called
SV protocol, see Section 2.3.2.3.

Amongst the most important aspects of the standard is the standardized
data models. The basis for the IEC 61850 data model are the so called LN,
which are standardized objects representing either physical or virtual functions
and or equipment [33]. Examples of LNs could be functions for protection
purposes, metering, control of physical equipment (breaker and switches)
and so on. The part IEC 61850-7-4 introduces the basic data models of the
standard [33]. Further additions have been done, such as DER logical nodes,
defined in part IEC 61850-7-420 [16]. An example of the IEC 61850 data
model is shown in Figure 2.6. The basis of the model is the physical device,
i.e. the IED. Within an IED, multiple logical devices may be defined as
to serve various purposes of the physical device, such as protection, control
or metering, defined as Logical Devices (LDs) in the data model. Each
logical device may contain several standardized logical nodes according to
the standard namespaces (such as 7-4 and/or 7-420) defined as LNs in the data
model. The example figure shows two logical nodes, XCBR1 representing
a breaker and MMXUI representing electrical measurements. Each logical
node consists of several Data Objects (DOs), whom themselves are objects of
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Common Data Classes (CDCs). The example figure shows the Pos DO of the
breaker LN (XCBR1), which represents the breaker position as a double bit
status (stVal), a quality flag (q) and a timestamp of the value (t), all defined as
Data Attributes (DAs). Depending on the configuration, the Pos DO may also
allow for operate control of the breaker position, i.e. opening and closing.
Similarly, for the measurement LN (MMXU1) the example shows the DO
TotW, representing the total three-phase power, given as a magnitude (Mag),
a quality flag (q) and a timestamp of the value (t).

Mag

Data

Object TotW

Logical

Node MMXU1

Physical Device IEDx

Network
Figure 2.6: Example of an IEC 61850 Data model.

Another key feature of the standard is the ability for configurable reporting.
Such as event driven reports, cyclic reports or interrogation reports (requested
by clients). The basis for the IEC 61850 reports are made of two parts, the
datasets and report control blocks [34]. A dataset is an ordered set of DOs
references called Functionally Constrained Data Objects (FCDs) or a set of
DAs called Functionally Constrained Data Attributes (FCDAs). The ordered
set must be known to the client and the server [34]. The report control blocks
are responsible for the configurable reporting mechanism provided by the
standard. Two types exist, buffered and unbuffered report control blocks. For
buffered report control blocks, the reporting information is kept in memory in
case of transmission loss or communication interrupts, such that they can be
resent upon communication healing. For the unbuffered ones, the data is lost
in case of connection loss [34].
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2.3.2.1 MMS protocol

The MMS protocol is based on a client-server topology. The protocol is
TCP/IP based, where MMS resides in the application layer, relying on TCP/IP
for error detection and recovery. A MMS client sends a request for a specific
data item to a MMS Server of an IED, identified by an unique IP address.
The server return the requested data in a response message to the client. The
protocol also supports a client to send spontaneous notifications, for instance
in the occurrence of an event. [35]

2.3.2.2 GOOSE protocol

The GOOSE protocol is used for faster data exchange within an IEC 61850
network. The GOOSE messages are exchanged at the link layer, utilizing
the multicast functionality provided by Ethernet. The basis for GOOSE
communications resides in event-driven transmission of messages on a
publisher-subscriber topology. The messages are sent in a cyclic manner
as a heartbeat indication. Upon the occurence of a preconfigured event, the
publishing IED immediately sends a new GOOSE message with the values
of the variables configured for the event. Since the messages are multicasted,
the publisher does not receive acknowledgment of arrival. To overcome any
errors in transmission, the messages are retransmitted at a high rate interval,
gradually decreasing the intervals. The rate of retransmission is application
specific. Since the messages operate at the link layer, they cannot cross over
networks, being bounded by the network routers. The messages are identified
by the publisher MAC address, along with an identifier of the message. Being
a publisher-subscribe protocol, any new message value replaces the former
one, instead of queuing. [35]

2.3.2.3 SV protocol

The SV protocol, specified in IEC 61850-9-2, is defined for transmission of
analog values, such as current and voltage, from sensors (merging units) to
subscribing IED. Like the GOOSE protocol (see Section 2.3.2.2), the protocol
resides in the link layer, utilizing the Ethernet multicast functionality in a
publisher-subscriber model. The messages are likewise identified by the
publisher MAC address and an identifier, where the messages are periodically
transmitted at a high rate. Since no retransmission is possible, any lost message
is overwritten by the next successful message transmission. The rate of
transmission is dependent on the grid frequency, for a 50 Hz grid the standard
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specifies a period of 250 us. [35]

2.3.2.4 Typical area of usage

Being specifically developed for the substation automation domain, the
standard is well defined within the power system area. With additions during
the years to cover other domains, such as hydroplants and DERs [22]. As listed
by Mackiewicz in [36], some of the key features of the standard includes

Virtual models. The virtual models of LDs and LNs directly gives
definitions of the data, services and behavior of the devices.

Named data. IEC 61850 data is named with descriptive strings in a
power system context describing the data. A feature lacking in legacy
protocols where data often is indexed.

Self-describing devices. Clients are able to online download the IED
data description, thus not needing any manual configuration to retrieve
the data objects.

Lower installation cost. The fast protocols defined in the standard,
such as GOOSE is able to quickly exchange data or status over the Local
Area Network (LAN) without separate and unique wires for each status
or signal. Significantly reducing installation cost due to wire reduction,
construction costs (digging of trenches, ducts or conduits).

Lower Commissioning Costs. Reduced configuration and com-
missioning costs as the manual configuration is minimized. Client
applications do not need manual configurations as the data point list
can be access directly from the devices or imported. As manual
configuration is minimized, the risk of errors and rework is also
minimized.

Lower Extension Costs. IEC 61850 devices do not need reconfigura-
tion to expose new data. Thus extending a system by adding devices or
applications can be done with minimal system impact.

Lower Integration Costs. Utilizing widely used networking technol-
ogy within the utility enterprise. Integration cost of new systems and
data can be reduced. Instead of costly proprietary solutions for each
device, needing manual configuration and maintenance for each data
point needed in the SCADA system, IEC 61850 can deliver data without
separate communication interfaces or device reconfiguring.
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2.3.3 DNP3

The DNP3 protocol standard was initially developed by Westronic Inc. during
the early 1990s. The main goal of development was to design an open protocol
for the utility industry. Notably, at the time of development, was a need of
scalability due to the bandwidth limitations present. The goal was therefore
set for a protocol reducing the needed bandwidth and using fewer layers [37].
Further on, the protocol was also designed for reliability, utilizing Cyclic
Redundacy Check (CRC) to ensure reliable data transfer. The basis of the
protocol is a master to outstation topology. Typically a master initiates a
request to an outstation.
Some of the defining features of the protocol are listed below, namely

* Broadcasting. Ability to send a message to multiple recipient devices.

* Select before-operate. Extra reliability when operating an output. Can
be enabled or disabled.

* Time-stamped data. Ability to provide a time-stamp for each datapoint.

* Time-synchronization. Ability to provide accurate time-synchronization
between master and outstation.

* Quality flags. Flag representations to show whether a data is valid, and
why.

* Multiple data formats. Data can be reported amongst various data
formats, further described in Table 2.1

* Layer separation. Application functions separated from transport and
network layers.

* Report-by-exception. Ability to report only changes in data, in contrast
to full data reporting. Reducing bandwidth needed.

* Internal indications. Global set of flags send in each request response.
Indicating device health and request results.

As presented in [37], the DNP3 basic message and data flow is performed
on a master-outstation model, see Figure 2.7. The master initiates a data
transfer through its user layer passing by an application layer to send a request
to the outstation. The request contains a function code (which indicates the
request function, such as read, write, confirm etc) and eventually a DNP3
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Data formats \ Data type Description
Binary Output boolean Typically utilized for smglei status
output commands or settings
16-bit integer
32-bit integer Typically utilized for commands or settings
Analog Output 32-bit float | which require more data, such as integers or floats.
64-bit float
Binary Input boolean Typically qsed for statuses' such as
breaker input, relay logic etc.
16_b%t ¥nteger Typically used for measured values
32-bit integer . .
Analog Input . such as electrical quantity measurements
32-bit float like voltage and current
64-bit float g
Counter Input 16—b%t ¥nteger Typically used for Founter inputs
32-bit integer such as pulsating values

Table 2.1: Basic DNP3 data formats [37].

object to specify the data requested. the transport function partitions the
request into sized transmission units, feeding further to the data link layer.
This layer is responsible for addressing and error detection, appending such
information to the request, finally transmitting the packet to the outstation
through the physical media. At the outstation the layers are reversed.
Firstly the outstation data link layer check for errors during physical media
transmission. Upon a successful error check, the address and error detection
is removed from the message before feeding the application layer. The
application layer will then interpret the requested function codes and possible
DNP3 objects to inform the user layer about the request.

The outstation will initiate a response based on the master request, passing
back down the DNP3 layer all the way back to master user layer. In DNP3 it’s
always the master which initiates control commands to various variables or
actuators belonging to an outstation. However the protocol also defines reports
initiating unsolicited responses. Thus the outstation may initiate a response
granted its data is deemed notable enough for transmission without an implied
master request.

A comparison of the DNP3 model to the general Open Systems
Interconnection (OSI) 7 layer model is shown in Figure 2.8. Where the
presentation and session layers are non present, including a pseudo transport
and network layer instead of separate.
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Figure 2.7: A DNP3 master-outstation model as illustrated in [37, Figure 0.1].

In an implementation study, analyzing the usage of DNP3 as a
communication protocol for a smart grid, showed that the protocol although
being viable for usage, still lacked in performance for more time critical
application [38]. The study was performed by integrating DNP3 over TCP/IP
for a Green Hub distribution level microgrid, including distributed energy
storage. Experiments of fault clearing showed that the communication delay
for DNP3 event driven modes was sufficiently low for some protection
functions, such as fault clearing. = But scaling the system to more
communication units could be problematic due to the high bandwidth required
for the event driven report publishing. The authors then concluded that a
priority system could be beneficiary to the standard, to give higher priority to
time critical applications such as protection, while real-time messages should
also maintain higher priority than low-speed messages [38].
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Figure 2.8: DNP3 and OSI model layers.

2.3.3.1 Typical area of usage

DNP3 is a communication protocol specifically designed for power utility
automation. It’s prominently used in the Americas, Australia, parts of Asia,
and Africa [22]. Although initially designed for power utility, the protocol is
also seen in other industries, such as, oil and gas, security and water.

It is very similar to the protocol defined in IEC 60870-5, see Section 2.3.6.
Although DNP3 is compliant with standard IEC 60870-5-1 and IEC 60870-5-
2, it’s not with IEC 60870-5-101. Where the application layer differ greatly,
thus the two are not interoperable [37].

2.3.3.2 Security concerns

As the DNP3 standard does not implement any encryption or authentication
mechanisms it is vulnerable to a large variety of attacks. Although DNP3
uses simple integrity measures by CRCs, a study managed to identify 28
attacks and 91 attack instances to the protocol layers. The effects of the to
attack ranged from retrieving network or device configurations to corrupting
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outstation devices, gaining control of master units [39].

Further concerns regarding security comes from the function codes that
can be used. The function code 0x0D can reset and reconfigure a DNP3
outstation by forcing a power cycle. While reinitializing, some devices
may clear their internal messages queues. Which an attacker can use to
their advantage, purposely causing delays in remote outstations before they
reconnect and accept genuine requests [40]. The function code 0x1 3 enables
loading new configurations for the outstation, such that an attacker with
unauthorized access can alter settings, possibly suppressing critical alarms or
outputs [40].

2.3.4 OCPP & OSCP

The OCPP is an open standard developed for two way communications
between an electric vehicle charging stations and their respective Electric
Vehicle Supply Equipment (EVSE) to the Charging Point Operator (CPO).
As the standard is primarily intended for communications between CPOs and
EVSE/charging stations, the device models presented in the standard does not
include modeling options for communication to non-EV related equipment,
such as BESS. Although the standard specifies that exceptions could be done,
as to alter the device model by removing the top-level charging station in its
model. At the moment, the OCPP specification does not provide such use
cases, although those could be added in the near future [41].

As specified by the Open Charge Alliance, the overall charge point
topology can be simplified as in Figure 2.9 [42]. Where as introduced
earlier, OCPP is primarily intended for communications between CPOs and
EVSE/Charging points. Another Open Charge Alliance standard is developed
for communications between CPOs and DSOs. Notice that the two dashed
protocols, between the EV and EVSE are not in the scope of this project, since
they’re intended for low level wired communication between the charging
equipment and vehicle.

OSCP is a standard developed for utilizing flexible energy resources based
on their available capacity integrating toward smart charging of EVs. The
standard domain model defines four domains. A Flexible Resource, which is a
physical device that can control its consumed or generated energy in a flexible
way. For instance, EVs BESS or heat pumps etc. The flexibility of the resource
is respective of time and/or ability to consume or generate energy. The next
domain specified is the Flexibility Provider, which controls a set of Flexible
Resources. It’s therefore responsible for requesting the resources to either
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Figure 2.9: General charging point topology and respective protocols for data
exchange.

consume or produce energy. Providers could be CPOs or battery operators.
A further domain is called Capacity Provider, defined as the manager of
the grid operation, doing measurements and or imposing boundaries on
Flexibility Providers within its grid. The Capacity Provider does not address
the resources directly, but interact through the Flexibility Provider. Examples
of such Capacity Providers are DSOs, which are responsible for correct
grid operation, thus enforcing boundaries on grid capacity available for the
Flexibility Provider. The last domain specified is the Capacity Optimizer,
which can support the Flexibility Provider by optimizing the usage of its
resources. This could be done by weather forecasts or historical data (energy
tariffs) to determine the optimal operating point. The role of the Capacity
Optimizer could however also be taken by either the Capacity Provider or
Flexibility Provider by themselves. [43]

The underlying protocol utilized by OSCP is Hypertext Transfer Protocol
(HTTP). Where a set of messages are defined. The standard is based on HTTP
combined with JSON formatting, fitting well within a RESTful Application
Program Interface (API) architecture [43]. The set of messages defined in the
standard are presented below, namely

* Register

— Message to be sent before any other message. Provides tokens to
register authentication between messages.

¢ Handshake

— A request to initiate a handshake mechanism, part of connection
between the domains.

e HandshakeAcknowledge

— Response sent after a handshake request.
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* Heartbeat

— The heartbeat message is sent periodically to notify the sender
of the availability of the domain. The interval of heartbeats is
determined in the Handshaking mechanism.

* UpdateGroupCapacityForecast

— Message containing a capacity forecast of the available capacity
over a creating area over a time period. The message is sent from
the Capacity Provider to the Flexibility Provider. It could also
be sent from the Flexibility Provider to the Capacity Optimizer to
request an optimal forecast in said area.

¢ AdjustGroupCapacityForecast

— Message sent from the Flexibility Provider to the Capacity
Provider if it can’t meet the capacity limits provided. Thus request-
ing an adjustment. The Capacity Provider may then respond with
an updated forecast witha UpdateGroupCapacityForecast
message.

e GroupCapacityComplianceError

— Message send from the Flexibility Provider to the Capacity
Provider to inform if it can’t comply with the forecast requested.

* UpdateGroupMeasurements

— Message used for the total usage of the aggregated area in control
of the Flexibility Provider. The message is provided from the
Flexibility Provider to the Capacity Provider.

* UpdateAssetMeasurements

— Message containing metering values sent from the Flexibility
Provider to the Capacity Optimizer. The optimizer may use these
values to return an optimized forecast profile, which is returned
through a UpdateGroupCapacityForecast message.

Where the used data types are given in Table 2.2.
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Data type Description
string Unicode characters
object Unordered collection of key:value pairs
integer 32-bit signed integer
No leading zeros or plus sign allowed
) Floating point number
decimal with maxim%llpfi decimal places
) Time values formatted according to RFC3339
datetime . ..
Decimal places limited to 3.
AnyType Textual data with unspecifed
length or format
boolear Digite‘ll Valges wEich ’S)nly ’t,akes
either "false” or "true
URL String of maximal 255 characters
as per defined by the URL specification
null Empty data

Table 2.2: Data types defined in OSCP 2.0 [43].

2.3.4.1 Typical area of usage

OCPP is an open standard specifically developed for communications between
the CPO and EVSE. Although further expansion is considered by the standard
responsibles, such work is not openly available as of the thesis. Nevertheless,
the standard is prominently used worldwide at charging stations, quickly
gaining traction as installations are increasing following the green energy
transition [11].

OSCP is developed for the communication between the CPO and DSO.
Used for management of charging stations from the utility owner point of view,
to enable flexible usage and grid support through capacity scheduling [44].

2.3.5 OpenADR

The standard OpenADR began in development following an energy crisis in
California, USA during 2002. The crisis led to the creation of this demand
response standard, which has gained traction as a Smart Grid standard to
ensure interoperability for demand response [12]. OpenADR is meant to be
an open standard to facilitate two way information exchange on a demand
response basis. It standardizes the message format for management of Auto-
DR (demand response) and DERs to enable dynamic price and or reliability
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information exchange in an interoperable way between utilities, EMSs and
control systems [45]. OpenADR was created to simplify the automation of
existing demand response and DER systems for the power utility industry, with
message signals allowing users to optimize energy efficiency and effectiveness
of their power system [45].

Demand response functions define a set of actions that units can take
during power system contingencies. Such as reducing their load to help the
supply demand of the system or as a reaction to market prices. Automated
demand response implies fully automated signaling from system operators
(utilities, DSOs etc.) providing automated controlling of their end-customer
control system or strategy. OpenADR is meant to act as a foundation for such
interoperable information exchange [46]. After the second edition, OpenADR
2.0, the standard was submitted to the IEC, where it is now available as IEC
62746-10-1 [47].

The signalling model of OpenADR defines nodes divided in two groups.
Servers which publishes information regarding upcoming events are named
Virtual Top Nodes (VTNs) and are considered to be upstream. While the
automated clients, which receives the information downstream are named
Virtual End Nodes (VENSs) [45].

The nodes communicate using two protocols. One protocol is HTTP,
using a PUSH request when the VTN initiates communication. Or using a
PULL request when the VEN request information from a VTN, thus initiating
message exchanges. The standard also defines communication over another
transport protocol, XML Messaging and Presence Protocol (XMPP) [45].

The standard defines data models by supplying own schemas defining
subsets of DER units. Including, hierarchical element relations, ordering of
elements and mandatory cardinality between them.

The signal definitions of the standard consists of 10 base signals.
The standard allows for extensions of the signal list, such to meet own
requirements, but there is no requirement of compliance between other VENs
or VINs. A summary of the signals are given below, namely

e SIMPLE
— Simple levels.
e ELECTRICITY_PRICE
— Price of electricity, indicated in units currency/kWh.

e ENERGY_PRICE
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— Price of energy, indicated in units currency/kWh
e DEMAND_CHARGE

— Demand charge price, indicated in units currency/kW

BID_PRICE /BID_LOAD /BID_ENERGY

— Customer bid levels. Used to indicate the bidding price, the
amount of load of the bid and amount of energy corresponding.

* CHARGE_STATE

— Used to dispatch storage resources. Such as providing setpoints
for charging or discharging the unit.

LOAD_ DISPATCH
— Instructions to set the load values of the unit.
e LOAD_CONTROL

— Instruction used to set the load control values relative to the units
output capacity. Therefore not requiring the VTN (or VEN) to
know the precise load consumption, but expressed such that the
VTN can increase or decrease the load consumption.

The standard also support a variety of reports, which are structured
according to a report tree, see Figure 2.10. For compliance to the standards,
the VINs and VENs are not required to support all report types. There’s
possibility to develop deployment-specific reports as an extension, but it
cannot be expected to comply for other VITNs/VENSs [45].

The METADATA report is used to indicate the VITN/VEN reporting
capability. The METADATA report may itself contain specifications of more
report types, each with its own descriptors and specification [45].

A branch of DATA REPORTS, which are non metadata reports are used
to report the actual data, either measured or calculated. The core element
of any DATA REPORT is the data point. A data point represents certain
quantities of the report, either measured or calculated. The data point has
certain specified attributes, such as units, scaling etc. A DATA REPORT
may contain several data points. For example, the METADATA report may
contain a report consisting of data point sets that can appear in a report, such
as a VEN providing reports of both energy and power as separate data points.
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Figure 2.10: OpenADR report types.

Subsets of DATA REPORTS exists. Such as HISTORY, which is a
report type showing the history of data points logged. Further subset of
HISTORY reportis a HISTORY USAGE type, which stores logs of the usage
data.

Another subset is the TELEMETRY report type, which refers to peri-
odically real-time reported data. Two subsets exist, namely TELEMETRY
USAGE and TELEMETRY STATUS. The former is a type to show the usage
data of the periodic reports. The latter reports the current status of the resource,
available as a periodic report from a VEN to a VTN.

2.3.5.1 Typical area of usage

The standard was intentionally developed for the energy and power industry,
to provide a standardized automated demand response protocol for utilities.
Some use cases of the standard are EVs charging stations turned into demand
response units by automating the communication between the CPO and DSO
as shown in [12]. Other use cases include the demand response architecture of
a virtual power plant. It allowed an interface between a photo-voltaic virtual
plant and utility DER management software. Such that the virtual power plant
storage systems charged and discharged concerning the utility need (demand)
[48].
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2.3.6 IEC 60870-5-101/104

The standard IEC 60870 defines various systems utilized for telecontrol
applications, such as SCADA systems. Amongst these set, the most commonly
used part for electrical power systems is part 5, i.e. IEC 60870-5 [22]. The
standard comprises of 7 parts, along with 6 companion standards, namely parts

Telecontrol equipment and systems

e 5-1 Transmission frame formats

e 5-2 Link transmission procedures

e 5-3 General structure of application data

e 5-4 Definition and coding of application information elements
e 5-5 Basic application functions

e 5-6 Guidelines for conformance testing

e 5-7 Transmission protocols - Security extensions
Companion standards for basic telecontrol tasks

e 5-101 Transmission protocols

e 5-102 Transmission of integrated totals
e 5-103 Protection equipment

e 5-104 Network access

e 5-601 Conformance test cases for 5-101

e 5-604 Conformance test cases for 5-104

The protocol structure is based on the three-layer reference model
Enhanced Performance Architecture (EPA) defined in IEC 60870-5-3. A
basic model of the structure is shown in Figure 2.11. For 5-101, the
physical layer utilizes the ITU-T (International Telecommunication Union
- Telecommunication Standardization Sector) recommendations, providing
symmetric and memoryless binary transmission on a physical medium.
Preserving high level data integrity from the defined block encoding methods
in the link layer. The link layer consists of multiple transmission procedures
called Link Protocol Control Information (LPCI), capable of carrying
Application Service Data Units (ASDUs) as link layer user data. This layer
uses various frame formats to provided the needed integrity, efficiency and
convenience of transmission. The application layer consists of multiple
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application functions, which are responsible for transmission of ASDUs from
source and its destination. The user process layer, permits a number of basic
application functions, defined in IEC 60870-5-5. [49]

For IEC 60870-5-104, the protocol structure is very similar, see Figure
2.11. Notice however that the protocol relies on the TCP/IP structure from
the OSI layers 1 to 4 according to RFC 2200 without any needed alteration
[50]. The standard defines the usage of a TCP/IP network, for instance a LAN
connecting telecontrol equipment and transporting ASDUs according to IEC
60870-5-101.

OSI 101 104

User Process User Process

L Application Application
Application (ASDUs) (ASDUs)
Presentation : ' : :
Session
Transport
: : TCP/1P
Network : : Transport
: — and
D?.ta - DatafLmk network
Link (Frame formats) suite
. Physical
Physical (Interface spec.)

Figure 2.11: IEC 60870-5-101/104 and OSI model layers.

IEC 60870-5-101 defines two frame formats, a fixed length format used
for control messages, where an Application Protocol Data Unit (APDU) only
consisting of an Application Protocol Control Information (APCI) frame is
sent. And a variable length frame, where the APDU includes not only the
APCI, but a variable length ASDU, according to the control field for the
message [51].

A variety of APDU frames are defined in IEC 60870-5-101, which can be
used for some basic application functions such as [51]
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* Initialization

* Polling data

e Periodic transfer

* Spontaneous event transfer
* General interrogation

* Time synchronization

* Control command

» Counters

* Parameters loading

 Test command

* File transfer

* Transfer delay measurements

In contrast to 5-101, the transport layer of 5-104 utilizes a stream-oriented
interface (TCP/IP), thus not clearly defining start or stop of 5-104 ASDU
transmission. Therefore, the standard mandates the usage of some delimiting
elements, each APCI includes a start character, a length indication of the
ASDU and control fields [50], see Figure 2.12. The standard mandates that
only a complete APDU may be transferred.

The start octet, START 68H (hexadecimal value) defines the start point of
the data stream. The following octet (length), defines the APDU body length,
which encapsulates both the control field octets, and the APDU, this length is
limited to 253 octets, since the maximal frame length is 255. The control fields
defines control information to ensure protection against loss and duplication
of message frames [50].

Although time synchronization is often performed using a specific ASDU
defined in IEC 60870-5-101. For IEC 60870-5-104 using the TCP/IP
suite, other synchronization protocols are often used, such as SNTP (Simple
Network Time Protocol) or NTP (Network Time Protocol). When higher time
synchronization is needed, GPS clocks using protocols IRIG-B (Inter-range
Instrumentation Group timecode) or PTP (Precision Time Protocol) are used
instead [51].
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Figure 2.12: Example of an IEC 60870-5-104 APDU frame.

2.3.6.1 Typical area of usage

Being specifically developed for telecontrol applications of power utility
services, the protocol is prominently used for such purposes. Being more
popular in the European region, but likewise prominent in other regions also
[22].

2.3.6.2 Security concerns

Due to the age of the protocols, some security concerns have risen over the
years. For instance, the 5-101/104 protocols do not include any authentication
of the sent data. Thus being vulnerable by unauthorized connections and/or
data message altering from man in the middle attacks. Typically security
measure against such attack uses authorized IP-address tables, a