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functions to be used during the placement phase:

O : [|V)] — 2V M), vk € K], (7.99)
such that

Zy =0k (Y1,...,YN), Vk € [K]. (7.100)

The output of the server C'(Y,dy, . ..,dk) is the codeword the server sends to the
encoder by using blocks of C'F' bits to satisfy the demands of users (Y, , ..., Ya,)-
Let C; be the i-th block of the codeword C’. Due to the limited size of the local
buer C, the encoder uses a sequentially coding scheme as follows. First, the
encoder receives C; and encode it using the shared key. Let the output be Ci.
The encoder sends C; over the shared link and also stores it to the public cache.
Then, the encoder receives the second block Cj and encodes it using W and C;.
The output is denoted by Cy and is sent through the shared link and is stored to
the public cache. Here, we assume that L is a large quantity. Furthermore, the
encoder encodes i-th block C; using W and (Cy,...,C;—1). The encoding scheme
continues until the last block of the codeword C’. Let C = (Cy,Ca, . ..) denote the
delivered message consisting of the messages sent over the shared link C;. At the
user side, user k employs the decoding function Dy to recover its demand Yy, ,
ie., Yy, = Dp(Zi,W,C,dy,...,dg). The variable-length code (C’,C, Dy, .., Dk)
is lossless if for all k € [K] we have

P(Dy(C, W, Zg, di, ..., dr) =Yy, )=1. (7.101)

In the following, we de ne perfectly private codes. The code (C',C,Dy,...,Dk)
is perfectly private if

I(C; X) = 0. (7.102)

Let & be the support of C, where £ C {0,1}*. For any ¢ € &, let L(¢) be the
length of the codeword. The lossless code (C’,C,Dy,...,Dk)is (o, T,dy,...,dk)-
variable-length if

E(L(C))<a, Vwe[T] and Vd;,...,dk, (7.103)
and (C',C,Dy,...,Dk) satis es (7.101). Finally, let us de ne the set
H(a,T,dy,...,dk) as follows:

H(Oz,T,dl,...,dK) =
{(C’,C,Dy,...,Dk): (C",C,Dy,...,Dk) is perfectly-private and
(o, T, dy,...,dk)-variable-length} (7.104)
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The cache-aided private compression design problem can be stated as follows

L(PXYl-YN ; T, C) = inf Q. (7105)
(¢',C,Dy,....Dk)eH(a,T,d1,....dK )

In the next theorem, let ¢’ £ (C,,,...,C,,) be the code designed by the achiev-

able scheme in [68, Theorem 1], where Q £ (pjil), M e {£, 28 . N}, and
A KM . :
p = =§ Is an integer.

Theorem 7.12. Let the local buffer size be i~ bits, i.e., C = -, L be large

() )

enough, and let M € {& 2N 'N}. Then, we have

K’ K>
1 Q
L(Pxy, |X], (T)) <> Tlog (|thi])] + [og(|X])]- (7.106)
p i=1
where
U] < | X[t - [Ui-1](ICy | = 1) +1, (7.107)
U] < |X[(ICy | = 1) + 1, (7.108)

F
K
p

and |C,,| = 2°F =2(5) | vi e Q).

Proof. The proof follows similar arguments as Theorem [7.10] In the placement
phase, we use the same scheme as in [68]. In the delivery phase, we use the following
strategy. We use multi-part code construction to achieve the upper bound. The
encoder first encodes the private data X using one-time-pad coding [20, Lemma 1]
and sends it over the shared link, which uses [log(|X])] bits. Next, the server
produces the response C’ as in [68, Theorem 1] and sends it to the encoder using
blocks of C'F' bits. At each time, the encoder receives C., since the size of buffer
equals to the size of C,,. Then, the encoder produces UlQ as follows. First, the
encoder receives C,, and produces U; based on FRL using Y < C,, and X + X,
where C.,,, is the first codeword of the response C’. The encoder uses any lossless
codes to encode U; and sends it over the shared link. Furthermore, the encoder
stores it to the public cache. Note that I(U;; X) = 0, H(C,,|U1,X) = 0, and
[t < |X[(|Y] — 1) + 1. Next, the encoder receives C,, and produces U, using
Lemma with £ = 1 and encode it to send over the shared link. Latter follows
since the encoder has access to U; which is stored in the public cache. We have
I(X;U,Uz) =0, HC,,|U1,Uz, X) = 0, and |Us| < |X|Uh|(|Y| — 1)+ 1. After
receiving the i-th codeword of the response C’, i.e., C.,,, the encoder produces U;
using Lemma with k = i — 1 and U{~" which are stored in the public cache.
We have I(X;U}) =0, H(C,,|Ui, X) =0, and |U;| < |X|[Us]| - [Ui—1](JY] — 1) + 1.
This procedure continues until encoding the last codeword of the response C,,,.
Note that the leakage from the delivered messages sent over the shared link and
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Figure 7.9: We use two-part construction coding strategy to send codewords over
the channels. As discussed in Theorem [7.1] at receiver side using C and the shared
key we decode X and using X, the shared key and C we decode Y. The leakage
from X to C equals e.

public cache to the adversary is zero since by construction we have I(X; UIQ ) =
0. Furthermore, if we choose the randomness used in the one-time-pad coding
independent of (X,UZ) we have I(X;UZ, X) = 0, where X is the output of the
one-time-pad coding. At user side, each user, e.g., user i, first decodes X using
one-time-pad decoder. Then, it sequentially decodes C’ using C and X. Finally, it
decodes Yy, using Z; and the response C’. Finally, using this scheme the compression

rate in ([7.106|) is achieved. O

7.5 conclusion

We have studied different compression problems with privacy constraints, where
the information delivered over the channel is either independent of X or can be
correlated with X with a certain threshold. Regarding the non-zero leakage part
we extend the previous results by using extended versions of FRL and SFRL
and propose new upper bounds. Furthermore, regarding zero leakage part we
propose new upper bounds using two-part construction coding that benefits from
the solution of go(Pxy) = ho(Pxy) to encode the second part of the code. For
the first part of the code we hide the private data using one-time pad coding.
Furthermore, in case of |Y| > |X|, we propose a new achievable scheme. We
have shown that the new upper bounds can improve the existing ones. Finally,
we have studied a private compression design problem with a sequential encoder
where an encoder tries to answer user’s demands sequentially. We have proposed
a sequentially achievable scheme using extended version of FRL. We have also
studied the bounds (upper and lower bounds) in a numerical example where it has
been shown that the distance between the bounds can be bounded by a constant.
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Figure 7.10: At the receiver side, we first decode X using the shared key W, then
by using the fact that U is produced by EFRL, we have H(Y|X,U) = 0. Thus, we
can decode Y based on X and U.

Appendix A

7.5.1 Modified version of ESFRL ( [26, Lemma 4]) including W:

Lemma 7.9. Let 0 < e < I(X;Y) and pair of RVs (X,Y) be distributed according
to Pxy supported on alphabets X and ) where |X| is finite and |Y| is finite or
countably infinite with I(X,Y) < co. Furthermore, let W be independent of (X,Y).
Then, there exists a RV U supported on U such that the leakage between X and U
s equal to €, i.e., we have

IU; X) =,
Y is a deterministic function of (U, X, W), i.e., we have
HY|U,X,W) =0,
I(X;U|Y,W) can be upper bounded as follows

I(X;U]Y,W) <
aH(X[Y)+(1—a) log(I(X;Y)+1)+4],

and [U] < [|X[(|V] = 1) + 2] [|X] + 1], where o = 35 -

Proof. Let U be the RV found by conditional SFRL (X,Y) conditioned on W
[63], i.e., for (X,Y) we can find U such that (X, W) is independent of U, Y is a
deterministic function of (U, W, X) and

I(X;UY,W) <log(I(X;Y|W)+1)+4
—log(I(X;Y) +1) + 4, (7.109)

where the last line holds since W is independent of (X,Y"). Similar to [26, Lemma 3],

X, w.p. «
let Z = P , where ¢ is a constant which does not belong to the
c, wp.1l—«
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support of X, Y and W and o = H(EX). Let U = (U, Z). We have I(U; X) = € and

H(Y|X,U,W) = 0. Furthermore,

I(X;U)Y,W) =I(X;U)Y,W) + I(X; Z]Y,W,U)
=I(X;UY,W) + aH(X|Y,W,U)
=I(X;UlY,W) + a(HX|Y,W) - I(X;U|Y,W))
=(1-a)I(X;U|Y,W) 4+ aH(X|Y)
<aHX)Y)+ (1 —a)(log(I(X;Y)+1)+4),

where in the last line (7.109) and I(W; X,Y) = 0 are used. Thus, U satisfies all
constraints. O

7.5.2 Proof of Lemma [T.1k

The proof of is based on the construction used in [26] Lemma 3] and [5]
Lemma 1]. When X is a deterministic function of Y, U is found by FRL 5,
Lemma 1] as it is used in [26, Lemma 3] satisfies [{] < |V| — |X| + 1. Using the
construction as in [26, Lemma 3] we have [U| < (Y| — |X|+ 1)(|X] + 1).

7.5.3 Proof of Lemma [7.2}

First we obtain Ls(e, Pxy). Using the key equation [26) (7)] with assignments
X+ XandY « (Y,W), for any RVs X, Y, W, and U, we have

I(U;Y,W) =I(U; X) + H(Y,W|X)
— HY,W|X,U) — I(X;U|Y,W). (7.110)

Using (7.110)) if U satisfies I(U; X) = ¢ and H(Y|U, X, W) = 0 and W is inde-
pendent of (X,Y), we have

HU) > I(U;Y,W)
=I(U; X)+ HY|X)+ HW|X,Y)
— H(W|X,U) - HY|X,U,W) — HX|Y,W)
+ H(XW,Y,U)

W L HY|X)+ HW) - HWI|X,U)

— H(X|Y) + H(X|Y,U,W)
®)
> e+ H(Y|X) — HX|Y),

where in (a) we used I(X;U) = ¢, independence of W and (X,Y), and H(Y|X,U, W) =
0. Step (b) follows from the non-negativity of H(W)—-H(W|X,U) = I(W;X,U)
and H(X[Y,U,W).
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For proving Ls(e, Pxy ) note that we have

HU)>min HU|X =) + ¢, (7.111)

since H(U)—min, H(U|X=2)>H(U)—->_, Px(x)H(U|X=x) = e. Furthermore,
HU|X =) > HU|W, X = z) (7.112)

(a)

> HU|W,X =2) + H(Y|UW, X = z)
= H(U,Y|W,X = x)

=HY|W,X =2)+ HU|Y,W, X = z)

®)
> HYY|W,X =) = HY|X =), (7.113)

where (a) used the fact that H(Y|U, W, X = z) = 0 since H(Y|U,W, X) = 0. (b)
follows since W is independent of X and Y. Taking the minimum at both sides
we get ming H(U|X = z) > min, H(Y|X = z). Combining it with we
obtain Lo (e, Pxy). To obtain L (e, Pxy ), we take the average from both sides of
and (7.113). This gives us H(U) > H(U|X) > H(Y|X), which completes
the proof.

7.5.4 Proof of Theorem [T.1k

For proving (7.22]), we use two-part construction coding scheme as used in [5]. As
shown in Fig first the private data X is encoded by one-time-pad coding |20,
Lemma 1], which uses [log(|X|)] bits. Next, we produce U based on EFRL |26,
Lemma 3] and encode it using any traditional code which uses at most H(U) + 1
bits. By using the upper bound on H(U) found in |26, Lemma 5] we obtain
L(Pxy,|X[,€) <3 ,cxH(Y|X = 2)+e+h(a)+1+[log(|X])]. For proving
and we use the same coding and note that when |)| is finite we use the
bound in , which results in . Furthermore, when X is a deterministic
function of Y we can use the bound in that leads to . Moreover,
for the leakage constraint we note that the randomness of one-time-pad coding
is independent of X and the output of the EFRL. Let Z be the compressed
output of the EFRL and X be the output of the one-time-pad coding. Then,
we have I(X;X,Z) = I(X; X) + I(X; Z|X) = I(X; Z) = ¢, where we used the
independency between X and (Z,X). Moreover, as shown in Fig. m at the
receiver side, we first decode X using the shared key W, then by using the fact
that U is produced by EFRL, we can decode Y based on X and U.

7.5.5 Proof of Theorem [T.2}

Let U = C(Y,W) be the output of the encoder. Since the code is e-private it
satisfies I(U; X) = e. Due to recoverability, we can recover the useful data, it
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also satisfies H(Y|U, X, W) = 0. Thus, by using Lemma we have H(U) >
max{Li (e, Pxy), L2(€, Pxy), L3(€, Pxy)}, which results in (7.25). The proof of
(7.26) is similar to [5, Theorem 9]. For any @ € £ we have

ZPX Py x(lz)
< maxPX ZPU‘X (t]z)
= maxPX ZZPU\WX alw, z) Py (w)

= maxPX ZPW ZPU|WX(u|w x)

(a)
< max Px(x Z Py (w) = max Px (),

where (a) follows by the lossless condition, since as argued in [5, Theorem 9],
for a lossless code Py, y(@|lw,z) > 0 for at most one 2 € X. Hence, we have

H(U) > log( sy

Proof of Theorem [T.10k

Let W be the shared secret key with key size T' = |X|, which is uniformly dis-
tributed over {1,,...,T} ={1,...,|X|} and independent of (X,Y7,...,Yy). As
shown in Fig. first, the private data X is encoded using the shared secret
key (20, Lemma 1]. Thus, we have

X =X + W mod |X|.

Next, we show that X has uniform distribution over {1,...,|X|} and I(X; X) = 0.
We have
H(X|X)=H(X+W|X)=H(W|X)=H(W)=log(|X]). (7.114)

Furthermore, H(X|X) < H(X), and combining it with (7-114), we obtain H(X|X) =
H(X) = log(|X|). For encoding X the encoder uses [log(|X|)] bits and sends it
over the shared link. We denote the encoded message X by C;. First, the encoder
receives Yy, and produces U; based on FRL using Y < Yy, and X < X. Thus,
we have I(Uy; X) =0, H(Yy,|U1,X) =0, [th] <|X|(|]Y| — 1) + 1. The encoder
uses any lossless codes to encode U; and sends it over the shared link. Let Cy
denote the encoded message U;. Furthermore, the encoder stores C; to the public
cache. Next, the encoder receives Yy, and produces Uz based on Lemma with
k = 1 and U; that is stored in the public cache, encode it to Cy and sends it
over the shared link. Thus, we obtain I(Uy,Us; X) = 0, H(Yy,|Us,U;, X) = 0,
and |Usz| < |X||[Uh|(|Va,] — 1) + 1. Furthermore, the encoder stores Cz in the
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public cache. After receiving Yy, , the encoder produces U; using Lemma@ with
k=1i—1and Uj~" which are stored in the public cache. We have

I(Uy,...,Us X) =0, (7.115)
H(Ydi‘Ul?"'anaX):oa (7116)
Uil < | X|[ehy] - (U1 (| Va, | — 1) + 1. (7.117)

This procedure continuous until encoding Yy, to Cx. By using the construction
used in Lemma [7.8] we have

H(X,UK) = +ZH

K
< [og (|X|eh] - (U1 |(|Va,] = 1) + 1] + [log(|X)]1,

i=1
where we used the fact that Uy, ..., Uk, X are jointly independent. Furthermore,
we choose W to be independent of (X,Y1,...,Yn,Us,...,Uk) which results in
I(X;UE) =o0.

Next, we present the decoding strategy at the user side. Since W is shared,
the user decodes X by using C; and W, i.e., by using one-time-pad decoder. By
adding |X| — W to X we obtain X. Then, each user, e.g., user 1, decodes Y,
using C; and X . This follows by H(Yy, |U1, X) = 0. The users sequentially decode

Yy, based on (7.116)).

What remains to be shown is the leakage constraint. We choose W indepen-
dent of (X,Yl,...,YN,Ul,...,UK).
1(C; X) = I(C,C{ X) = I(X, U{; X)
= I(Uf X) + I(X; X|UT) = 1(X; X|UTY)
(@)

/-\

H(X|UF) — H(X|X,UK)
= HX|UF) - H(X + W|X,UF)

© g(XWUK) - HW)

9 H(X) - HW) = log(|X])—log(|X]) =0

where (a) follows from (7.115)); (b) follows since W is independent of (X, U{);
and (c) from the independence of U{ and X. The latter follows since we have

0 < I(X; X|Uf) = HX|UT) — HW)
9D H(X|UK) - HX) <o0.

Thus, X and U< are mdependent Step (i) follows by the fact that W and X are
uniformly distributed over {1,...,|X|}, i.e., H(W) = H(X).






Chapter 8

Private Semantic Communication

In this chapter we consider a semantic communication scenario illustrated in
Fig. In this model, the information of the source is denoted by X which
can be a vector. In the conventional semantic communication scenario we fo-
cus on the goal of the communication to reduce the redundancy and remove the
communication of the unnecessary information. As pointed out in [85], semantic
communication seeks not just the efficiency of conveying messages, a focus typi-
cally associated with technical communication, but also aims to embody qualities
such as elegance, charm, comprehensibility, and politeness. As an example let X
represent an image and the goal is to convey a specific feature of the image. Fo
instance let X be the MNIST data set and the feature be the number which is
illustrated inside the image. In this case, instead of encoding the whole image we
only focus on the desired feature which is a number between 0 and 9 and encode
it which uses at most log, 10 bits. Hence, we use less bandwidth and energy to
send the desired feature. Here, let f(X) denote the semantic of the source and is
assumed to have less dimension than the original information source X. In the

User

h(X)
1

Lekagae matrix 1

Goal or Task

Private data
Figure 8.1: Private semantic communication model. The goal is to design U such

that it keeps as much information as possible about h(X) while satisfying a privacy
constraint.

251
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Semantic
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Information Source

@ Disclosed data User
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1
Goal or Task
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Figure 8.2: Proposed approach for dealing with privacy concerns: adding artificial
noise to the semantic f(X).

conventional semantic communication scenario the encoder designs f(-) based on
the goals and users’ demands. Here, we assume that a user is interested in h(X)
where h(-) is known to the encoder. We refer to h(X) as task or goal of the
communication. In general f # h, since f(-) needs to be designed in an efficient
way and efficiency can be defined based on different parameters.

As shown in Fig. in this model, we assume that X is correlated with
the private data S and due to the privacy issue f(X) can not be transmitted
directly. Hence, the encoder utilizes a privacy mechanism design to produce
disclosed data U. The goal of the private semantic communication is to design U
based on f(X), h(X) and S such that it keeps as much information as possible
about h(X) and satisfies a privacy constraint based on S. As shown in Fig. [8.2
one approach of dealing with the privacy issue is to add artificial noise to the
goal at the encoder side and communicate the resulting signal. However, it can
annihilate the performance of the system by decreasing the utility achieved by the
user. Thus, following this approach leads to a privacy-utility trade-off problem.

Another scenario that motivates our model is stated as follows: Assume that
the source information is not accessible directly to the encoder. Moreover, there
exists a third party which designs f(X) based on the task or goal h(X) and shares
it with the encoder. Since f(X) is correlated with S, it can not be revealed
directly. Thus, the encoder needs to design a message U based on f(X), h(X),
and S and disclose it.

8.1 System Model and Problem Formulation

Let the discrete RV X = (X3,...,Xy) defined on XV describe the information
of the source which is arbitrary correlated with the private data denoted by
S defined on §. Here, Psx = Psx, .. x, denote the joint distribution of the
source information and the private data. Moreover, f(X) and h(X) describe the
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semantic and the task of the semantic communication where f(:) : XN — RX
and h(:) : XV — RM™ where K < N, M < N, and the output of the functions
are discrete RVs. Furthermore, it is assumed that the functions f(-) and h(-)
are known to the encoder. The relation between the private data and the source
information is measured by the leakage matrix Pgy represented by a matrix
defined on RIS/l As we mentioned earlier, since X is correlated with S, f (X)
can not be revealed directly and the encoder adds noise denoted by N supported
on N to the semantic of communication. We represent the output by RV U
supported on U which we refer to it as disclosed data. The goal of the private
semantic communication problem is to design U based on f(X), h(X), and S,
such that U keeps as much information as possible about h(X) while satisfying a
certain privacy constraint based on the leakage from S to U. In other words, since
in our proposed approach we have U = f(X) + N, we want to design the added
noise N that achieves the optimal privacy-utility trade-off. In this model, the
leakage is measured by the mutual information between S and U. Furthermore,
the utility achieved by the user is measured by the mutual information between
U and h(X).

The private semantic communication design problem can be sated as follows

he(PS,f(X),h(X)) = sup I(h(X);U), (8.1)
Pyys,5x),nx) I(U;8)<e,

where U = f(X) + N, Pg ¢(x)n(x) is the joint distribution of (S, f(X),h(X)),
and Py, (x),n(x) describes the conditional distribution. In the following we
study the case where 0 < ¢ < I(S;h(X)), otherwise the optimal solution of
he(Ps,5(x),n(x)) is H(h(X)) achieved by U = h(X), i.e., N = f(X) — h(X).

Remark 8.1. In (8.1), the privacy mechanism design is based on f(X), h(X), and
S which are accessible by the encoder. Hence, the optimization is over

PU\S,f(X),h(X) instead of PU|S,X-

Remark 8.2. By removing the private data, similar scenarios have been studied
in [86] and [87].

8.2 Main Results

In this part, we provide lower and upper bounds for the privacy problems defined
in considering different scenarios. We study the tightness of the bounds in
special cases and compare them in examples. To do so let us recall the lower and
upper bounds on h.(Pxy) derived in Theorem 5.2 and Lemma 5.6, where

he(Pxy) = sup I(Y;U).
Py xy: I(U;X)<e,
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Theorem 8.1 (Theorem 5.2 and Lemma 5.6). For any 0 < e < I(X;Y) and pair
of RVs (X,Y) distributed according to Pxy supported on alphabets X and ), we
have

max{Lj,(€), Lj,(€), Li ()} < he(Pxy) < H(Y|X) + e, (82)
where
Li(e) = H(Y|X) — H(X|Y) +e=H(Y) - H(X) +e,
Li(e) = HY|X) — aH(X|Y) + e~ (1 — a) (log(I(X;Y) + 1) +4),
L0 = gy + 0lPer) (1= 7537 ).
and o = iz The lower bound in is tight if H(X|Y) = 0, i.e., X is a

deterministic function of Y. Furthermore, if the lower bound L} (€) is tight then we
have H(X|Y) = 0.

Next we derive bounds for he(Ps, f(x),n(x)) considering different cases. For

simplicity the remaining results are derived under the assumption f(-) : XN SR,
ie., K =1.

Theorem 8.2. For any 0 < e < I(S;h(X)) and joint distribution Pg ¢(x) n(x), we
have

max{L} (¢), L3 (e)} < he(Pxy) < H(h(X)|S) +e, (8.3)

~
>
=

|

=

(h(X)|S) — H(S|h(X)) + e = H(h(X)) — H(S) + ¢,
Li(€) = H(W(X)|S) — aH(S|M(X)) + € — (1 — a) (log(I(S; h(X)) + 1) +4) |

and o = gg5. The lower bound in (8.3) is tight if H(S|h(X)) =0, ie., Sisa

deterministic function of h(X). Furthermore, if the lower bound L (€) is tight then
we have H(S|h(X)) = 0.

Proof. The proof is similar to Theorem 4.2 and Lemma 4.6. Using ([7.48)) we have

I(f(X) + N;h(X)) = I(f(X) + N; 5) + H(h(X)]S)
— I(f(X) + N; S|h(X)) — H(R(X)[S, f(X) + N),  (84)

which results in

I(f(X) + N;h(X)) < e+ H(h(X)]S). (8.5)
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For deriving the lower bounds we use FRL and SFRL using S <~ X and h(X) < Y.
Let U and U be the output of the FRL and SFRL. Using the same arguments in
Theorem 5.2 we have

I(U; (X)) > Lj,(e), 8.6)
I(U; h(X)) > Li(e), 7)

I(U;S) = I(U;S)
=€ (8.8)

To achieve L} (¢) let N = U — f(X) and to attain L} (e) let N = U — f(X). The
proof for the remaining results regarding tightness can be done by following the
similar arguments stated in Theorem 4.2. O

Example 8.1. Let X = (X1, X2, X3), h(X) = (X1,X5), and S = X1 + Xo, where
X1, Xo, and X3 are arbitrary correlated. In this case since S is a deterministic
function of h(X), by using Theorem the lower bound L} (€) is tight and we have

he(Ps,p(x)n(x)) = H(WX)|S) + € (8.9)
= H(X1, Xo| X1 + Xo) +e. (8.10)

Next we study the bounds considering the case H(h(X)|S) =0, i.e., h(X) is
a deterministic function of S, and we show that the lower bound L;} (e) is tight
in this case. To do so let us recall the results for the problem h.(Pxy) in case
of H(Y|X) = 0 which are obtained in Chapter 4. As we outlined in Chapter 4
under the assumption H(Y|X) = 0 we have

hE(ny) = €, (811)

Y, wp. a

and a candidate for the RV U that attains € is U = where ¢

)

c, wp.l—a
is a constant which does not belong to the support of X and a = T Xey).
(

X)[8) = 0.

Proposition 8.1. Let h(X) be a deterministic function of S, i.e., H(h
In this case, we have

he(Ps, f(x),n(x)) = € (8.12)
Proof. Using Theorem [8.2] we have
he(Ps,f(x),n(x)) < €

h(X), w.p. «
c, wp.l—a
where c is a constant which does not belong to the support of S and « = m

Next, we propose a scheme to achieve e. Similar to Chapter 4, let U =
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We have
I(U; h(X)) = HW(X)) — (1 — a)H(h(X)) (8.13)
= aH(h(X)) (8.14)
_ H(h(X)
IGS) (519)
—¢, (8.16)

where in the last line we use

O

Example 8.2. Let X = (X1,X5,X3), h(X) = X1 + Xy, and S = (X1,X5,51),
where X1, X2, X3, and Sy are arbitrary correlated. In this case since h(X) is a
deterministic function of S, by using Proposition [81 we have

he(Ps,f(x)n(x)) = €. (8.17)

In the next result by using Proposition 4.3 and Theorem 4.3 we extend the
tightness of the upper bound in Theorem for larger set of distributions.

Corollary 8.1. For any 0 < € < I(S;h(X)), if the common information and
mutual information between h(X) and S are equal, then we have

he(Ps,(x),n(x)) = H(h(X)]S) + €. (8.18)

Proof. The proof directly follows by Proposition 4.3 and Theorem 4.3. O



Chapter 9

Conclusions and Future Works

In this thesis privacy mechanism design from an information theoretic perspective
has been studied where multiple problems have been addressed. Here, we first
provide the conclusions of this thesis, we then suggest our proposed future works.

9.1 Conclusions

In Chapter 3, considering the first part, we have shown that Euclidean informa-
tion theory can be used to linearize an information-theoretic disclosure control
problem. When a small € privacy leakage is allowed, a simple approximate so-
lution is derived. A geometrical interpretation of the privacy mechanism design
is provided. Four linear spaces are introduced to further interpret the structure
of the optimization problem. In particular, we look for a vector satisfying the
constraint of having the largest Euclidean norm in other space, leading to finding
the largest principle singular value of a matrix. The proposed approach estab-
lishes a useful and general design framework, which has been demonstrated in
two problem extensions that included an adversary and privacy design with util-
ity provider. Moreover, considering the second part, it has been shown that a
statistical data disclosure problem can be decomposed if the leakage matrix is
not of full rank. Furthermore, information geometry can be used to approximate
H(Y|U), which allows us to simplify the optimization problem for sufficiently
small leakage. In particular, the new optimization problem can be rewritten as a
linear program. In the first example, we evaluated our method by comparing it
with the exact solution and perfect privacy solution for different leakages. Fur-
thermore, the privacy-utility trade-off has been studied for different measures of
utility and privacy leakage. It is shown that by letting small leakage, our method
achieves better utility compared to the perfect privacy approach. We summarized
our mechanism by illustrating the design of U in the second and third examples
which are based on the MNIST data set and a medical application. It has been
shown that the letters of Y which are releasing more information about private
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data are combined.

In Chapter 4, different information theoretic data disclosure problems have
been studied. The FRL and SRFL have been extended by relaxing the indepen-
dence constraint and allowing certain amount of leakage using different privacy
measures. It has been shown that by using extended versions of the FRL and
SFRL lower bounds on privacy-utility trade-off functions can be derived. The re-
sults are useful since the proofs are constructive and therefore valuable for mech-
anism design and the bounds on optimality serve as a benchmark. Concepts from
information geometry can be used to find lower bounds on privacy-utility trade-
off functions considering the hidden private data scenario when per-letter privacy
constraints (strong privacy criterions) are used. Moreover, we have strengthened
the lower bounds obtained in this chapter considering the observable private data
scenario. To this end we have combined the FRL and the SFRL with the separa-
tion technique to produce new privacy mechanism designs. We have shown that
the new bounds can be dominant in some scenarios.

In Chapter 5, a multi-user privacy mechanism design problem is studied where
we have shown that by using a specific transformation, Functional Representation
Lemma, and Strong Functional Representaion Lemma, an upper bound on the
privacy-utility trade-off can be obtained and it is decomposed into N parallel
problems. Furthermore, lower bounds on privacy-utility trade-off are derived
using Functional Representation Lemma and Strong Functional Representation
Lemma. The upper bound is tight within a constant and the lower bounds assert
that the disclosed data is independent of all {X;}¥ ; except one which we allocate
the maximum allowed leakage to it. Finally, the obtained bounds are studied in
special cases.

In Chapter 6, we have introduced a cache-aided compression problem with pri-
vacy constraints, where the information delivered over the shared link during the
delivery phase is either independent of X or should leak only a limited amount of
information about an underlying variable X that is correlated with the files in the
database that can be requested by the users. We propose an achievable scheme
using two-part code construction that benefits from the Functional Representa-
tion Lemma and the Extended Functional Representation Lemma to encode the
second part of the code, which is constructed based on the specific user demands.
For the first part of the code we hide the private data using one-time pad coding.

In Chapter 7, we have studied three main problems where private compres-
sion designs are developed. First, we have studied private compression problem
with zero leakage constraint where the design goal is to encode message C with
minimum possible average length that satisfies a perfect privacy constraint. In
two cases we have strengthened the existing bounds: 1. |X| > |V|; 2. The real-
ization of (X,Y) follows a specific joint distribution. In particular, considering
the second case we have used two-part construction coding to achieve the up-
per bounds. Next, we have studied private compression problem with non-zero
leakage constraint. We have generalized the perfect privacy (secrecy) assumption
and consider a non-zero leakage between the private data X and encoded message
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C, and the design goal is to encode message C with minimum possible average
length that satisfies non-perfect privacy constraints. We have found upper and
lower bounds on the average length of the encoded message using different privacy
metrics and have studied them in special cases. For the achievability we have used
two-part construction coding and extended versions of Functional Representation
Lemma. Lastly, in an example we have show that the bounds can be asymptot-
ically tight. Moreover, in Chapter 7, we have proposed a private compression
design problem with a sequential encoder where the goal was to design the de-
livered message C after the user send his demands to the encoder such that the
average length of C is minimized, while satisfying: i. X and C are independent;
ii. The user is able to decode its demands, Yy,, by using C, and the shared key
W. We have proposed a variable-length coding scheme that uses privacy-aware
compression techniques. We have studied proposed upper and lower bounds on
the average length of C in an example. Finally, we have studied an application
considering cache-aided networks.

In Chapter 8, we have studied a semantic communication problem with a
privacy constraint. We have shown that the privacy mechanism designs obtained
in the previous chapters can be used when the source of information is correlated
with sensitive data.

9.2 Future Works

In this part we propose few problems related to the previous sections.

A general idea for Chapters 3, 4, and 5 is to consider a random process instead
of one-shot communication. Other general idea is to extend the results for con-
tinuous random variables.

9.2.1 Chapter 3:

e The main problems studied in these chapters can be generalized by considering
a general f-divergence regarding the privacy constraints. For instance, in
Chapter 4 we have used ¢1-norm to define the strong privacy criterion. As
we mentioned earlier if we use a general f-divergence we face a different
optimization problem.

e In Chapter 3 we have utilized concepts from information geometry to ap-
proximate the main problems in a privacy context. This idea can be used in
different topics such as generalization bounds, inferences, network information
theory, etc.

9.2.2 Chapter 4:

In this chapter, to find a new upper bound for ho(Pxy) we have used the lower
bounds on the excess functional information. As it can be seen the excess func-
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tional information is defined for independent X and U. We can generalize the
definition for correlated X and U. For instance a new function can be defined as
follows

V(X = Y) = inf I(X;U|Y).
Puiyx:1(U;X)<e, H(Y|X,U)=0

We then find lower bounds on ¢(X — Y) which can be used to derive new upper
bounds on h.(Pxy). New bounds on ¢¥¢(X — Y) can be used in other network
information theory as well.

9.2.3 Chapter 5:

In this chapter we assumed that the pairs (X;,Y;) are mutually independent for
all 4. This assumption can be generalized by considering correlation between
different pairs (X;,Y;). For instance we can consider a scenario where the pair
(X;,Y;) is correlated with (X;_1,Y;—1) and (X;41, Yi+1), and independent of all
other pairs.

9.2.4 Chapter 6:

In this chapter to design the cache-aided private code we have used the acheiv-
ability scheme of [68]. One can use a better coding for regarding the caching and
delivery design to improve the achievable bounds. Furthermore, the lower bounds
can be improved by considering better bounds on the caching and delivery design
part.

9.2.5 Chapter T7:

The upper bounds obtained considering the non-zero leakage constraint can be
improved by the same techniques that are used to obtain bounds for zero leakage
part. For instance, we can focus on the joint distributions where Pxy € 75Xy.
Regarding the results with sequential encoder we have used the bounds on the
cardinalities to obtain upper and lower bounds. To improve the bounds we can
find new bounds on the entropy of the RV obtained by the extended version of
FRL at each time.

9.2.6 Chapter 8:

In this chapter, we have made no assumptions or restrictions regarding the noise
added to the semantics of communication. One potential approach is to introduce
additional constraints on the noise, such as power limitations, alphabet size, and
so on. An alternative concept is to explore a multi-user network rather than
a single-user scenario. For instance, consider a scenario involving K users, each
with their specific objective, meaning User i wants h;(X). Furthermore, semantic
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communication can be extended to encompass continuous random variables. For
instance, we can explore the same scenario within the context of jointly Gaussian
random variables.
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