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Abstract
In today’s rapidly growing digital society, convenience and ease of installation
often drive the choice of various smart devices and home automation systems.
Consumers are increasingly choosing products that promise quick and easy
installation, enabling them to integrate these devices into their daily lives
with minimal effort. However, this ease of use comes with a hidden cost:
many users lack an understanding of how these systems work and the
potential security risks they pose. Users often blindly trust the developers and
manufacturers of these devices, assuming that the systems are safe and secure.
However, this confidence may be misplaced. The underlying complexity of
smart devices and their communication protocols can contain vulnerabilities
that can compromise user privacy and security. The Verisure home alarm
system, marketed as a robust solution for residential security, exemplifies this
problem. While it offers the promise of improved security and convenience,
its dependency on RF communication and UID-based authentication for RFID
tags presents potential security challenges that users may not fully understand.
This report presents a targeted security evaluation of the Verisure home
alarm system, focusing on its RF communication protocol. A series of
penetration tests were conducted following the Penetration Testing Execution
Standard (PTES) method, which involves systematic steps to identify and
exploit potential vulnerabilities. The study revealed critical weaknesses in
the system’s RF communications, where a jamming attack on the sensors’
frequency band prevents the sensor from reporting events to the central unit.
Additionally, the RFID tags’ UID-based authentication method was found to
be insufficient, exposing the system to cloning attacks.

Keywords
Verisure, Alarm system security, Ethical hacking, Penetration testing, Security
analysis, Threat modeling
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Sammanfattning
I dagens snabbt växande digitala samhälle driver bekvämlighet och enkla
installationer ofta valet av olika smarta enheter och hemautomationssystem.
Konsumenter väljer allt oftare produkter som lovar snabb och enkel
installation, vilket gör det möjligt för dem att integrera dessa enheter i deras
dagliga liv med minimal ansträngning. Denna användarvänlighet kommer
dock med en dold kostnad: många användare saknar förståelse för hur dessa
system fungerar och de potentiella säkerhetsrisker de medför. Användare
litar vanligtvis blint på utvecklarna och tillverkarna av dessa enheter, och
förutsätter att systemen är säkra och tillförlitliga. Detta förtroende kan dock
vara felplacerat. Den underliggande komplexiteten hos smarta enheter och
deras kommunikationsprotokoll kan innehålla sårbarheter som kan äventyra
användarnas integritet och säkerhet. Verisure hemlarmsystem, marknadsfört
som en robust lösning för säkerhet i bostäder, exemplifierar detta problem.
Även om det erbjuder löftet om förbättrad säkerhet och bekvämlighet, innebär
dess beroende av RF-kommunikation och UID-baserad autentisering för
RFID-taggar potentiella säkerhetsutmaningar som användare kanske inte
helt förstår. Denna rapport presenterar en säkerhetsutvärdering av Verisure
hemlarmsystem, med fokus på dess RF-kommunikationsprotokoll. En serie
penetrationstester genomfördes enligt metoden Penetration Testing Execution
Standard (PTES), som innebär systematiska steg för att identifiera och utnyttja
potentiella sårbarheter. Studien avslöjade kritiska svagheter i systemets RF-
kommunikation, där en störningsattack på sensorernas frekvensband hindrar
sensorer från att rapportera händelser till centralenheten. Dessutom visade sig
att RFID-taggarnas UID-baserade autentiseringsmetod är otillräcklig, vilket
exponerar systemet för kloningsattacker.

Nyckelord
Verisure, Larmsystemsäkerhet, Etisk hackning, Penetrationstestning, Säker-
hetsanalys, Hotmodellering
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Chapter 1

Introduction

In today’s digital age, cyber security incidents have become increasingly
common, with countless individuals and organizations falling victim to cyber-
attacks each year. According to recent reports, millions of cyber security
incidents are reported annually, ranging from scamming seniors into thinking
something is wrong with their computers [1] and hidden malware in pirated
software [2] to more sophisticated attacks targeting larger companies and
states. For instance, in December 2016, Russian state-sponsored hackers
gained access to a Ukrainian remote industrial control system managing
the Kyiv power grids, subsequently shutting down power to approximately
225,000 customers [3]. A more recent attack in January 2024 targeted
Tietoevry, a global IT solutions developer, causing outages for several
customers and rendering their online systems unusable [4]. The digitization
of systems in everyday life offers increased flexibility but simultaneously
introduces new vulnerabilities. Smart devices such as autonomous vehicles,
connected medical devices, and home automation systems claim to enhance
convenience and security. However, the increasing number of connected
devices creates an extensive digital ecosystem where information is shared
across various networks. Many users of these systems, often non-technical,
trust that these systems are secure without fully understanding the associated
risks. Cyber-criminals can exploit these networks, eavesdropping on
communications to gather information and exploit system vulnerabilities.
In this thesis, black-box testing is conducted on the Verisure home alarm
system [5]. It includes several components, such as shock sensors, smoke
detectors, and motion detectors, and it is marketed as a solution to enhance
residential security and convenience. However, the integration of smart,
connected components introduces complexities and potential vulnerabilities
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that could be exploited by hackers. A critical aspect of this study is the
examination of the Radio frequency (RF) communication used by the system’s
components, as RF channels can be particularly susceptible to eavesdropping,
jamming, and replay attacks. By carefully reviewing and rigorously testing
the RF communication protocols and overall system design, this thesis aims
to identify potential attack vectors and vulnerabilities. The goal is to
highlight weaknesses in the system that could be exploited to compromise
user safety and privacy. The findings of this study will contribute to improving
security measures in home alarm systems, ensuring they provide the intended
protection without introducing new risks.

1.1 Research question
This study aims to answer the research question: Are there any vulnerabilities
in the Verisure home alarm system that compromise the security of the
homeowner?

The research question can be divided into two sub-questions:

1. What vulnerabilities can be identified in the RF communication of the
Verisure home alarm system?

2. Can the vulnerabilities be exploited in such a way that the alarm system
is armed or disarmed?

1.2 Objective
The study aims to conduct a security analysis and a black-box testing of
the Verisure home alarm system, investigating potential attack vectors with
a particular focus on RF communication, to identify vulnerabilities and
weaknesses in the system’s design and implementation. This analysis will
include examining the system’s architecture, protocols and communication
channels to assess its resilience against various cyber threats.

1.3 Research method
This degree project will have a mixed-methods approach, integrating both
qualitative and quantitative research components.
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The qualitative analysis phase methods include manually inspecting the
system and testing the system’s resilience to various attack scenarios. This
involves inspecting the communication protocols, encryption mechanisms,
and radio frequency used. The qualitative analysis will also involve a
comprehensive literature study that involves systematic searching and review
of academic databases, conference papers, articles, and reports related to home
alarm systems. To find relevant literature, keywords such as "alarm system,"
"alarm system security," "ethical hacking," and "penetration testing" will be
used. The methodology utilized in the report will be the Penetration testing
execution standard (PTES) [6] framework consisting of the following seven
steps: pre-engagement interactions, intelligence gathering, threat modeling,
vulnerability analysis, exploration, post-exploration, and reporting. To
identify threats in the threat model, the STRIDE [7] model will be used.

The quantitative research will be conducted by the use of automated tools
and quantitative metrics. The automated tools includes conducting port scans
to identify potential vulnerabilities in the system. The metrics such as the
number of identified vulnerabilities and the severity of the vulnerabilities will
be collected, analysed and presented to quantify the security risks associated
with the system.

In Chapter 3 methodology, there will be a more detailed explanation of
different security testing frameworks and the rationale behind selecting the
PTES standard using STRIDE for threat modeling.

1.4 Ethics and sustainability
When conducting penetration tests, especially "ethical hacking," it is
important that they are done in an ethical way. This means that laws and
regulations are followed; the Swedish law Brottsbalken 4 Kapitel 9c § [8] states
that it is illegal to unlawfully hack a computer system where data is processed,
stored, or transmitted electronically. Therefore, the project will not include any
attacks against Verisure’s servers. From a sustainable perspective the project
could contribute to the development of a more secure home alarm systems and
thus be mapped to the 9th United Nation Sustainable development goal (SDG)
- industry, innovation, and infrastructure.
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1.5 Delimitations
This thesis will focus on the RF communication between sensors in the
Verisure home alarm system and the RFID authentication method, as previous
work has already been done in related but distinct areas. Previous studies have
extensively explored the network communication between the central device
and the mobile and web applications, along with a comprehensive investigation
of the mobile application for potential vulnerabilities [9, 10]. Hence, these
areas are outside the scope of this current study. By limiting the research
to RF communication, this thesis aims to fill a critical gap in understanding
the security aspects of the wireless interaction between the home alarm’s
sensors. This concentration enables a more detailed and focused analysis of
the vulnerabilities specific to RF communication and RFID systems.
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Chapter 2

Background

2.1 Home alarm systems
Home alarm systems are a common component in modern home security,
designed to protect residences from intruders, fire, and other emergencies.
These systems typically consist of a network of sensors, control panels, and
communication devices that work together to detect and respond to potential
threats. Common components include door and window sensors, motion
detectors, smart doorbells, smoke detectors, smart locks, and sirens, all
connected to a control panel. The functionality of home alarm systems varies
depending on the manufacturer and model, but they generally operate in a
similar way. When a sensor detects an event, such as detected smoke or a
locked door being opened, it sends a signal to the control panel. The control
panel then processes the signal and sends out an appropriate response, such as
an alarm, notifying the homeowner, or activating surveillance cameras. While
home alarm systems provide effective protection against intruders and other
threats, they are not immune to cyber threats.

2.1.1 Cyber threats against home alarm systems
One of the primary cyber threats against home alarm systems is unauthorized
access. Hackers may attempt to exploit vulnerabilities in the system’s software
or network infrastructure to gain unauthorized access to the control panel
or other components of the system. Once access is obtained, attackers can
disable sensors to bypass the alarm entirely, compromising the security of
the residence. Another cyber threat is targeting communication between the
components of the home alarm system. Many modern home alarm systems
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rely on wireless communication protocols such as Wireless fidelity (Wi-Fi),
Bluetooth, RF signals, or Zigbee to transmit signals between sensors, the
control panel, and other devices. These signals can possibly be intercepted
by hackers using specialized equipment, allowing them to eavesdrop on
communication, capture sensitive information, or inject malicious commands
into the system. In addition to these direct cyber threats, home alarm systems
may also be targeted as part of larger-scale cyber-attacks, such as botnet attacks
or Distributed denial of service (DDoS) [11]. The goal of such attacks is to
compromise and control the system, allowing it to become part of a larger
network of compromised devices, sometimes containing millions of devices.
These networks of compromised devices are called botnets and can be used to
carry out DDoS against other systems [12].

2.2 Radio frequency communication
Radio frequency RF communication is a fundamental technology in our
society that enables wireless data transmission over various applications and
distances. In its simplicity, RF communication is the exchange of information
between devices through the use of electromagnetic waves within the radio
spectrum [13]. RF communication is used in many different areas, from
short-range applications such as Radio frequency identification (RFID) for
inventory management, internet connection via Wi-Fi, and mobile networks
to the ability to view images sent from satellites in outer space. The
most common types of networks where wireless data transmission is used
are Wireless local area network (WLAN), Wireless personal area network
(WPAN), Wireless metropolitan area network (WMAN), and Wireless wide
area network (WWAN). WLAN describes the wireless local area networks
such as Wi-Fi that most of us have in our homes and workplaces, which
give us access to the internet and the ability to share files between devices.
WPAN can be described as personal networks that operate within only a few
meters; for example, Zigbee, which is used in applications that require low
energy consumption, or Bluetooth, which can be used to connect devices
such as headphones and telephones. The WMAN and WWAN networks are
examples of networks that cover larger geographical areas such as entire cities
or countries, for example, 4G and 5G used in mobile networks or Long range
wide area network (LoRaWAN) used by internet of things applications. The
very basic structure of a radio signal is the carrier wave that acts as a transport
channel to transmit data from a transmitter to a receiver. The carrier wave
can be described by three key components: the frequency measured in hertz,
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the phase, and the amplitude. The three components of the carrier wave
are chosen based on the purpose of the communication; a lower frequency
has a better penetration ability through buildings than waves with higher
frequencies. However, waves with higher frequency have better directivity
and may be better suited in applications with point-to-point communication
or communication over shorter distances. In order for the information to be
transmitted by radio communication, the carrier wave must be modulated to
carry the desired data [14]. The most common ways that the carrier can be
modulated are amplitude-shift keying (ASK), frequency-shift keying (FSK),
and phase-shift keying (PSK). In FSK, which is sometimes called 2FSK or
binary frequency-shift keying (BFSK), only the carrier frequency is changed
between two different frequencies to represent the data you want to send. The
amplitude and the phase both remain unchanged. In on-off keying (OOK),
which describes the simplest form of ASK, only the amplitude of the carrier
wave is changed, and in PSK, only the phase of the carrier wave is changed.
How the carrier wave is modulated to carry some binary data can be seen
in Figure 2.1. There are also variants of FSK, ASK, and PSK, where more
than two different modes represent the data to be sent. For FSK, there is, for
example, 4FSK, which uses four different frequencies, or 4ASK and quadrate
phase shift keying (QPSK), which uses four different amplitudes and phases,
respectively, to represent the data. Some modulations also combine different
modulation schemes, such as amplitude and phase-shift keying (APSK), which
modulates both the phase and the amplitude of the carrier wave. The choice
to use a more complex form of modulation usually lies in the bandwidth
requirement of the application. More modes to represent the data mean that
more information can be transmitted per symbol, which results in a higher
data rate. More advanced forms of modulation can also have better robustness
against interference and can be made less sensitive to interference and errors.
Once the carrier wave has been modulated and transmitted, the data it carries
must be retrieved. This is done through a process called demodulation, which
separates the carrier wave from the data. If the data was encrypted before the
modulation, it must also be decrypted after demodulation to be read correctly.
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Figure 2.1: ASK, PSK, and FSK modulation techniques to modulate digital
data onto a carrier wave
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When working with RF signals, there are some parameters that are good
to know: sample rate, bandwidth, and gain. The sample rate is the number
of samples per second. Higher rates capture more detail but require more
resources. Lower rates save resources but may miss details. Bandwidth is the
range of frequencies captured. Wider bandwidth captures more frequencies,
while narrower bandwidth focuses on specific frequencies. The gain is the
amplification of the signal. Higher gain boosts weak signals but can increase
noise and distortion. Lower gain makes weak signals harder to detect [15].

2.3 Radio frequency identification (RFID)
RFID technology is a type of passive wireless communication between RFID
tags and readers through the transmission of radio waves. RFID technology
is well used in many different industries, from merchandise, such as access
cards, to monitoring patients in hospitals, payment systems, and much more.
RFID tags contain data stored on a microchip and an antenna to send or receive
radio waves. When the tag comes close to the reader, an electric current
is induced in the tag’s antenna, strong enough to drive the tag’s circuit and
transmit back the stored data. What distinguishes RFID systems, among other
things, is the frequency band used for communication, which affects factors
such as range and data transmission speed. The common frequency bands
used can be categorized into low frequency (LF), high frequency (HF), and
ultra-high frequency (UHF), where each has its advantages and disadvantages
and is determined based on how it is to be used. LF RFID operates in the
range of 125kHz to 134kHz and is often used in access cards. UHF RFID
operates in the frequency band of 860 MHz to 960 MHz, which is better
suited for long-distance tracking, such as inventory management [16]. HF
RFID operates at 13.56 MHz and includes the well-known subcategory Near
field communication (NFC). What NFC technology includes is, among other
things, that it enables two-way communication, which means that both reader
and tag can send and receive data in a dynamic way, which is well suited
for contactless payment systems, mobile payments, and digital keys. The
authentication mechanism between the reader and tag plays an important role
in the security of RFID systems to protect against unauthorized access and
data manipulation. Two common authentication mechanisms used in RFID
systems are Unique identifier (UID) authentication and challenge-response
authentication [17]. UID authentication means that a tag is verified based on
the unique identifier stored in the tag. In access systems, the RFID reader has a
list of all verified UIDs, which can, for example, correspond to the employees
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who have access to the office; if a tag with a verified UID is presented to the
reader, the tag is approved, and the user is let in. However, this system is very
vulnerable to cloning attacks; by creating a copy of the UID, an attacker can
gain unauthorized access. The second authentication mechanism, challenge-
response, means both the reader and tag have some secret data that is known
by both but not sent between them. The way this authentication works can be
seen in Figure 2.2. When the tag is presented to the reader, the reader sends
back a challenge to the tag. After that, both the reader and the tag make a
calculation based on the tag’s ID, the challenge, and the secret data that both
the tag and the reader have stored internally. The tag is authenticated after the
reader compares its own calculation with the one calculated by the tag. In this
way, an attacker trying to clone the card can only access the ID of the tag and
the challenge, but not the secret data needed to complete the calculation.

Figure 2.2: Authentication method in challenge response

2.4 Stream control transmission protocol
(SCTP)

SCTP was developed as a general solution to the problems that public switched
telephone networks saw when they switched to signaling messages over IP. The
two network protocols that most people are familiar with, UDP and TCP, both
had features that were considered good but also limitations to be used directly.
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UDP was message-oriented but lacked flow control, and TCP was considered
too limiting and stream-oriented. Among other things, TCP provides reliable
data transfer in a strict order, while the telephone industry, in some cases,
requires reliable transfer without order and sometimes with only partial order.
Another disadvantage of TCP was that a host could only use one IP address
to communicate with others. If the connection was blocked in any way, all
communication was stopped [18]. As a solution to this, the IETF developed the
new SCTP protocol in the early 2000s. One of the most important advantages
that SCTP introduced is multihoming, which means that a host has access to
a list of several IP addresses, one primary and several secondary, to choose
from if the primary should be broken without the initial communication being
broken. Another advantage that was implemented in SCTP is that it supports
multi-streaming, meaning that a connection supports data over several paths
between two hosts simultaneously; if one of the paths has congestions, only
that path is affected, and the others are unaffected. In order to maintain a path,
SCTP uses so-called heartbeats, where the source sends out a heartbeat, and
the destination responds with an acknowledgment back. If a heartbeat is not
answered after a certain number, the path is marked as inactive [19].

2.5 QUIC
When Google considered that the traditional UDP and TCP protocols
had several limitations, they developed their own protocol to improve the
performance of web communication and network applications. Originally,
QUIC stood for the acronym "quick UDP internet connections" but was
later changed to just being a name for the protocol. In the development of
QUIC, the advantages of both UDP and TCP were extracted. Just as in TCP,
QUIC provides a reliable stream of data that is delivered in order, ensuring
that the data is intact. However, QUIC uses UDP, which means that the
time-consuming 3-way handshake process that TCP uses can be rejected.
Other benefits that were added to QUIC include forward error correction,
connection migration, and stream multiplexing [20]. Forward error correction
was implemented to reduce the risk of having to resend a packet if it was lost
by giving each packet a portion of the neighboring packets. In this way, a
lost packet can be recreated with the neighboring packets. Different from
TCP, which allows only one stream of data, QUIC makes use of multiple
simultaneous streams, where each stream is independent of the others. If
one of the streams loses a packet, only that stream has to wait for the lost
packet. Another important implementation that QUIC introduced is the ability
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to maintain a connection even if the initial IP addresses are changed. A TCP
connection is linked between two distinct IP addresses, and if one of them
needs to be changed, a completely new connection needs to be created. In
today’s society, where much of our communication takes place with mobile
devices, it is not unusual for us to change networks when we move, for
example, from a mobile network to Wi-Fi, and using QUIC, a change in
networks does not interrupt the connection [21].

2.6 The Verisure home alarm system
In this section, information about the Verisure home alarm system is described.
This includes application functionalities and components. The information
presented is collected using public websites, physical examination of the
components, and access to the Verisure account page. The home alarm is
part of the Verisure eco-system and can be configured with several different
components and functionalities, such as smart plugs, water detection sensors,
or a smart energy module to monitor and remotely control a heat pump. It is
also possible to connect third-party components to the home alarm, such as the
Arlo doorbell, Guardvision cameras, or the Yale smart lock [22]. The system
under consideration does, however, consist of the apartment starter kit. Each
component is described in more detail below. The system used was purchased
in January 2020; the components might, therefore, be outdated compared to
the components Verisure provides new customers. The software used in the
main unit is updated to the latest version provided by Verisure. The system is
not possible to buy stand alone but must be purchased with a subscription. It is
then connected directly to Verisures alarm receiving centre, that helps monitor
the alarm and incidents. The subscription for the alarm has expired.

2.6.1 System components
The system as a whole has a specific identification number that was assigned
by Verisure when the system was purchased. Each device also has its own
unique serial number that is used when the device is connected to the system.

Main unit

The main unit seen in Figure 2.3, is the centerpiece and the brain of the
system. It requires a broadband connection, either with an Ethernet cable or
wireless, to operate. According to a previous security testing of the system
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[9], the system should also be connected over 4G. However, there is no
information on Verisure’s website on how to configure it using 4G. The main
unit communicates with the other sensors over radio frequency; when doing
so, a small green LED light on the main unit lights up.

Figure 2.3: Central unit, image source [23]

Shock sensor

The shock sensor is a sensitive sensor that is able to distinguish between
movement caused by intruders or environmental factors. It consists of two
parts, seen in Figure 2.4, containing a magnet; if the magnetic field breaks,
the system detects it.

Figure 2.4: Shock sensor, image source [24]

Smoke detector

If smoke is detected, the smoke sensor, seen in Figure 2.5, will alert any
connected mobile device and activate a siren. It will also trigger the voice
unit to send out a spoken voice message to warn those nearby.
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Figure 2.5: Smoke detector, image source [25]

Keypad

The keypad is used to activate or deactivate the alarm, the action is confirmed
by a pre-recorded voice. The action can be performed either by using a pre-
set four-digit code or by using an alarm tag. The keypad also has two buttons
that can be used to activate a pre-recorded voice to discourage intruders. The
hardware can be seen in Figure 2.6

Figure 2.6: Keypad, image source [26]

Photo/ video detector

When the alarm is triggered, the built-in motion detector activates the camera
and will take a picture of what caused it. It is also possible to activate the
camera via the web or mobile application. The video detector hardware can
be seen in Figure 2.7
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Figure 2.7: Video detector, image source [27]

Alarm tag

Each alarm tag is connected to a certain user in the web application. It is used
to either arm or deactivate the alarm. If the tag is lost, it is possible to disable
the tag in the web application to make it unuseful. The tag is shown in Figure
2.8

Figure 2.8: Alarm tag, image source [28]

2.6.1.1 Web application

The Larm system has its own website https://www.verisure.se from where the
owner can manage the system. It can include connecting new devices such
as smoke detectors, getting assistance from Verisure personnel, arming the
system, etc. A screenshot of the home page can be seen in Figure 2.9.

2.6.1.2 Mobile application

The system also has its own mobile application that is available on both
Android and IOS. The mobile application has the same functionalities as
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Figure 2.9: Web application home screen

the web application. If the alarm gets triggered, a notification is sent to
the owner with a small description of what sensor got triggered. With the
mobile application, users can also activate the feature @Home that uses the
user’s mobile phone location services. With @Home, other users and Verisure
personnel can see who is at home. A screenshot of the home page can be seen
in Figure 2.10.

Figure 2.10: Mobile application home screen
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2.7 Related work
The related work section provides an overview of existing literature relevant
to RF communication systems, RFID systems and security in home alarm
systems.

2.7.1 The challenges of RF communication systems
In the second half of the 20th century, radio communication systems developed
at a rapid pace; satellites have enabled global navigation systems such as
GPS, and with the mobile phone, networks such as Wi-Fi and Bluetooth have
revolutionized personal wireless communication [13]. Even in industry, radio
communication and the development of Internet of things (IoT) have played a
decisive role by enabling connections and communication between different
devices, sensors, and systems over large distances without being limited to
how and where physical cables should be installed. Radio communication in
these systems has also allowed users to collect real-time data on temperatures,
inventory management, and product service needs. The paper, [29], gives an
overall picture of different wireless protocols and how they differ functionally.
The rapid development of IoT has also opened doors to a variety of security
flaws, such as non-existent protections, poorly chosen or weak passwords, and
lack of encryption, making them potential targets for attacks [30, 29]. In the
articles [31, 32, 33], an overview is given of the risks IoT poses and how
cybercriminals exploit it. Since all radio communication occurs in the same
medium, the risk of interference is high. These disturbances can come from
other electronic devices, overlapping frequency bands, natural explanations
such as solar storms, or targeted attacks by foreign states [34, 35]. To avoid
these problems, wireless systems have developed several different techniques
to avoid interference and create the most reliable communication possible
[36, 37]. Within the development of RFID technology, there have also been
several challenges and threats that have affected its reliability and security
[38]. One of the most prominent challenges is the risk of interception of
RFID communications, potentially exposing sensitive information and data
to potential attackers [39, 40]. Weak authentication methods and lack of
encryption have made the devices vulnerable to various forms of attacks
and intrusions [41]. The papers [42, 43] discuss the risks of cloning and
forgery of RFID tags, which can lead to unauthorized access and use of
data and resources. In some systems, lack of knowledge and laziness of
system administrators and system manufacturers can cause RFID data to
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follow patterns that make it easier for threat actors to guess the RFID data
to grant higher privileges than intended [39, 44].

2.7.2 Attacks against RF communication systems
The security of RF communications encompasses a wide range of vulnerabili-
ties and attack vectors due to the open nature of the signals and the widespread
use of devices using this medium [36]. The papers [45, 46, 47] show
how communications from satellites can be intercepted, and the paper [48]
shows that with simple equipment, anyone can intercept the communications
sent by weather satellites to Earth to take part in the images taken by
the satellite. Today, anyone can buy an Software defined radio (SDR) for
around $50 to eavesdrop on various traffic around us. With an SDR and
signal processing software, multiple types of unencrypted radio traffic can
be captured to listen in on, such as commercial radio, digital TV broadcasts,
air traffic, and amateur radio [49, 50]. The use of a shared medium for RF
communications also leads to the risk of serious interference from jamming
attacks. These involve overwhelming the communication channel with noise
or other signals, blocking legitimate communications [37]. The papers [35]
and [51] discuss RF jamming attacks within critical systems and what methods
can be implemented to detect them. Another significant concern is the threat
of replay attacks, where an attacker captures a legitimate signal and replays
it to induce unauthorized actions. The paper [52] presents an approach to
how an RF replay attack can remotely unlock a modern car. The RF threat
landscape also includes spoofing, where attackers impersonate legitimate
devices to transmit fraudulent signals. This attack is particularly dangerous
in contexts like GPS or telemetry systems, where incorrect information has
led to catastrophic consequences [53, 54].

2.7.3 Hacking into someone’s home using radio
waves

This thesis was written by KTH student Axel Lindeberg, who describes a home
alarm similar to the Verisure alarm but developed and sold by Securitas AB
[55]. The system consists of a main panel responsible for communication with
sensors and external servers. To communicate with external servers, the main
panel uses 3G, and radio signals are used with the sensors in the system. The
alarm can be controlled and monitored via a web portal or a mobile application.
The essay’s goal was to make a comprehensive security analysis of the alarm
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and it mainly focuses on the communication protocol over radio signals
between the main panel and the sensors. However, penetration tests against
mobile and web apps, as well as the local web server, were also included. The
author showed in the report that by using a SDR HackRF, communication over
radio signals can be captured and analyzed. The communication protocol over
RF was encrypted, and the author could not reverse-engineer it. However, the
author successfully played back previously captured radio signals to disarm
the system, a so-called RF replay attack. Something as important as the alarm
loses its function with a few simple, repeatable steps. Another vulnerability
found was a jamming attack. If a signal was continuously sent out with the
SDR near the alarm on the same frequency as the alarm’s sensors, the signals
sent from the sensors were blocked from reaching the main panel. While
the Verisure system in this report might look similar to the Securitas system
Lindeberg examined, they differ quite a lot. The most significant difference is
that the Securitas main panel runs a Linux operating system and hosts a web
server, whereas the Verisure system functions solely as a client.

2.7.4 How secure is Verisure’s alarm system?
This bachelor thesis, written by Lars-Eric Hamid and Simon Möller, evaluates
the same Verisure system used in this thesis [9]. The authors decided that the
radio frequency communication between sensors, the firmware of the central
unit, and the mobile communication between the central unit and Verisure’s
servers was out of scope. Instead, they would focus on the web and mobile
applications and the network traffic between the central unit and the external
servers. Their work resulted in some interesting findings. By knowing a
user’s username, the attacker could try to guess the password repeatedly on
the mobile- or web application until the account blocks the user due to too
many attempts. They also discovered that the central unit is vulnerable to
a denial of service attack by initiating several SCTP port scans against the
central unit simultaneously. The authors also found some findings using Cross-
site request forgery (CSRF) vulnerabilities, including creating new users,
refreshing user authentication cookies, and disarming the system. Hamid and
Möller’s work presents a thorough assessment testing the system’s web and
mobile application and the network traffic from the central unit to Verisure’s
external servers.
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2.7.5 Reverse engineer a Verisure wireless alarm
In 2014, Jerome Nokin conducted the research, "Reverse engineer a Verisure
wireless alarm," as a hobby project [56, 57]. Nokin divided his work into
two parts, where part 1 mainly focused on the undocumented sensor radio
communication. In the second part, the hardware of the central unit was
targeted to extract the firmware and Advanced encryption standard (AES) keys
used for encrypting the radio communication between sensors. In the first part
of his research, he discovered that the signal sent out by the magnetic shock
sensor to the central unit was a 2-Frequency shift keying (FSK) modulated
signal with a frequency of ca 869MHz. Through some analysis and signal
processing, Nokin decoded the signals so that fields such as the packet length,
source and destination ID, and sequence number were visible. However, the
packet payload remained encrypted with 128-bit AES. The second part of the
research described the extraction of the crypto keys used to encrypt the radio
communication from the magnetic shock sensor. The firmware installed on
the central unit chip was also extracted. Shortly after publishing the second
part of his work, Nokin left a comment on his website stating that he signed
a Non-Disclosure Agreement with Verisure and would not release the work
where the extracted crypto keys got used to decrypt the radio communication.
Even though the examined system is sold by Verisure, it might differ from
the system in this report. While it contains the same sensors, the hardware
components, such as the chips, may have changed since it was sold in 2014.
This could mean that the radio signals might be modulated differently and
encrypted with different algorithms.

2.7.6 Security evaluation of a smart lock system
Written by Raihana Hassani, this bachelor’s thesis evaluates a Yale Doorman
smart lock connected to the Verisure system via the Verisure V-module and
V-box mini [10]. Via the Verisure mobile and web application, a user can
remotely lock and unlock the system and view logs of who used the lock and
at what time. Hassani focused her work on the network traffic sent by the V-
Box mini toward Verisure’s servers, scanning the mobile application, the NFC
tag used to unlock the Yale Doorman, and the web application functionalities.
Her work resulted in the same denial of service finding that Hamid and Möller
found [9]. She also concluded that with better tools, the NFC tag might be
vulnerable to cloning attacks.
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Chapter 3

Methodology

When conducting a penetration test, it is important to follow a structured
approach to ensure that all aspects of the target are thoroughly assessed.
Security testing frameworks are like a roadmap for security professionals
or security researchers, guiding them through the process of identifying
and assessing security risks within the target system. Several security
testing frameworks exist, some specialized in a particular kind of system or
application such as the Open web application security project web security
testing guide (OWASP WSTG) [58] and Open source testing methodology
manual (OSSTMM) [59]. The OWASP WSTG, developed by the Open web
application security project (OWASP) foundation, is used to find common
vulnerabilities and security flaws in web applications, such as injection attacks,
the use of vulnerable components, and insecure design. The framework
provides a guide that describes techniques for testing web applications against
common security issues; it can be used to assess a product from an external
point of view or in the development phase. The OWASP foundation is also
responsible for the often-mentioned OWASP Top 10, a document containing
the ten most critical web application security risks. The decision to use
the PTES [6] method in this thesis is based on several motives. First
and foremost, PTES provides a structured and comprehensive framework
for conducting penetration testing, from initial planning to post-exploitation
analysis. Following the PTES, the evaluation can be performed systematically,
ensuring thorough coverage of potential attack vectors and vulnerabilities.
Additionally, PTES is widely recognized and respected within the cyber
security community, serving as a standardized approach to penetration testing.
Each phase of the framework is described in more detail below.
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3.1 Penetration testing execution standard

3.1.1 Pre-engagement
The first phase in a penetration test is to do the pre-engagement with the client.
Here, the scope and goals for the penetration test are decided. Because this
thesis was done without contact with the developers of the home alarm system,
the researcher only did this phase.

3.1.2 Information gathering
Collecting as much information as possible about the system is crucial
to getting a comprehensive understanding of the system’s architecture and
components. The first step is to use Open source intelligence (OSINT)
[60], a method used to find publicly available information, such as company
information, device firmware, system documentation, and related work. By
using the tool Nmap [61], the system’s network is scanned to identify any
open ports. With the tool Wireshark [62], network traffic can be captured,
and by placing the capturing in the router, potential traffic sent to or from
the home alarm system can be analyzed. From this, information about IP
addresses, used ports, network protocols, and potential unencrypted data
can be collected. Since this specific alarm system uses radio frequencies to
communicate between devices, the radio spectrum will be analyzed to find the
specific radio frequency used by the components.

3.1.3 Threat modeling
Threat modeling is a crucial phase in the PTES framework, aiming to
systematically identify and analyze potential threats to the home alarm system.
The threat modeling phase involves several steps, each contributing to a deeper
understanding of the system and potential vulnerabilities. The following steps
are:

3.1.3.1 Define the system

The first step is to define the scope and boundaries of the system. This
includes identifying the assets, components, boundaries of the system, as well
as understanding how the system functions and how users interact with the
system.
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3.1.3.2 Identify assets and data flows

In this step, the critical assets and data flows of the system are identified; this
includes communication channels, system components, and user input. By
mapping out how the data flows and how different components interact with
each other, potential vulnerabilities or points of entry for an attacker can be
discovered. Additionally, an architecture overview of the system is created,
making it easier to understand how the system operates and how components
are connected.

3.1.3.3 Threat identification

Once all the assets and data flows are identified, the potential threats for each
component are mapped out. This means thinking about the different ways
hackers could attack the system, compromising the confidentiality, integrity,
or availability of the system. Potential threats and attacks can be found by
reading previous research work, blog posts, and other resources containing
attacks against similar systems. As part of the threat identification process,
each threat will be classified using the STRIDE model, which is an acronym
for spoofing, tampering, repudiation, information disclosure, denial of service,
and elevation of privilege. It is used to categorize threats based on their
characteristics.

• Spoofing: Threats involving attempts to mimic legitimate entities or
manipulating authentication mechanisms to gain unauthorized access.

• Tampering: Unauthorised modifications or alterations to data or system
components.

• Repudiation: Threats allowing malicious actors to deny their involve-
ment or actions within the system

• Information disclosure: Threats allowing unauthorized access to
sensitive data or confidential information within the system.

• Denial of service (DoS): Attackers attempt to disrupt the availability and
functionality of the system.

• Elevation of privilege: Unauthorised escalation of privileges by
attackers to gain elevated access rights within the system.
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3.1.3.4 Assessing the severity of identified threats

The Common vulnerability scoring system (CVSS) calculator will be used to
assess the severity of the identified threats [63]. Developed by the forum of
incident response and security teams (FIRST), it is a recognized method for
evaluating vulnerabilities in various systems. To calculate a CVSS score for
a particular threat, several parameters specify the vulnerability, for example,
whether it is a network or a physical attack. Other parameters describe how
complex the attack is and the impact. These parameters are then added together
to determine a standard weighted score for the severity of the threat. The score
is then given on a scale of 0.0 to 10.0, where zero is the lowest threat level,
and ten is the highest [64]. The various parameters to describe a threat can be
seen in Table 3.1, and the degree of the threat level can be seen in Table 3.2.

Table 3.1: CVSS metrics

Metric Description Metric choices
Attack vector
(AV)

Describes how an at-
tacker can exploit the
vulnerability.

Network (N), Adjacent
(A), Local (L), Physi-
cal (P)

Attack
complexity
(AC)

Determines the level
of complexity required
to exploit the vulnera-
bility.

Low (L), High (H)

Privileges
required (PR)

Indicate whether the
attacker needs specific
privileges to exploit
the vulnerability.

None (N), Low (L),
High (H)

User
interaction
(UI)

Specifies whether user
interaction is neces-
sary for exploitation.

None (N), Required
(R), Unknown (U)

Scope (S) Define the extent of
impact on the system.

Unchanged (U),
Changed (C)

Confidentiality
(C)

Assesses impact on
confidentiality if
exploited.

None (N), Low (L),
High (H)

Integrity (I) Evaluates impact on
integrity if exploited.

None (N), Low (L),
High (H)

Availability
(A)

Determines impact on
system availability if
exploited.

None (N), Low (L),
High (H)
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Table 3.2: CVSS severity rating

CVSS score Severity rating
0.0 - 3.9 Low
4.0 - 6.9 Medium
7.0 - 8.9 High
9.0 - 10.0 Critical

3.1.4 Vulnerability analysis
In this step the goal is to identify potential vulnerabilities within the system.
This involves manual analysis and the the use of automated scanning tools to
try to find any weaknesses in the software, configurations and access controls.

3.1.5 Exploitation
The exploitation phase involves using the identified vulnerabilities to try to
gain unauthorized access to the system. Here, the threats identified in the
earlier step are carried out to simulate real-world attacks. This can involve
using new ideas, custom scripts found at sites such as exploit-db [65], or
attacks that have worked in the past.

3.1.6 Post-exploitation
If the exploitation phase is successful and some vulnerabilities are identified,
this phase will involve documenting the exploitation process. The
documentation describing exploitation should contain information about what
kind of data the tester gained and how severe the impact is.

3.1.7 Reporting
The reporting of the security analysis can be done in different ways and might
vary depending on whether any interesting findings are found or not. The
ethical way to do the reporting might be to report vulnerabilities to Verisure
before releasing the paper if any exploits are found.
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3.2 What is ethical hacking
When hacking is talked about, we often think about malicious actors gaining
access to systems they are not allowed to. However, not all types of hacking are
carried out with malicious thoughts in mind. The act of hacking can be divided
into three sections depending on what the actor has in mind when carrying out
the attack. These three types are black-hat hacking, grey-hat hacking, and
white-hat hacking [66].

Black-hat hackers are the type of hackers most often referred to in
Hollywood movies or mentioned in news articles when a company’s secret data
has been leaked. Black-hat hacking refers to the unauthorized or malicious
activity of breaking into computer systems or networks with the intent to
exploit vulnerabilities for personal gain, sabotage, or other malicious purposes.
Black-hat hackers might operate alone but can also be part of larger criminal
organizations selling either their hacking skills or already stolen data.

Grey-hat hacking is a type of hacking that falls between legal and illegal
hacking. While the intent of gray-hat hacking might be to understand a system
out of curiosity, conduct security research, or expose vulnerabilities, it is not
done in conjunction with system owners. Therefore, gray-hat hacking is not
classified as a complete legal act.

White-hat hacking, also known as penetration testing or ethical hacking
is unlike malicious hacking, conducted with the permission and knowledge of
the system owner. White-hat hacking is often a service bought by companies
with the primary goal is to improve security by proactively identifying and
fixing weaknesses before they can be exploited by real attackers.

To mimic the tactics of real attackers, ethical hackers use a variety of
tools and techniques such as scanning for open ports, analyzing network
traffic and attempting to exploit known vulnerabilities to gain unauthorized
access. By simulating real attack scenarios, ethical hackers can understand
the overall security of a system and then make recommendations to strengthen
its defenses.

3.2.0.1 How the hacking is performed

The way a penetration test is performed can, similar to the hacker, be defined
into white, gray, and black testing. However, compared to the hacker, the type
is not a grade of how legal or illegal the test is. Instead, it defines the scope
of the test and is a description of what the security testers know and how the
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system should be tested [66].
Black-box testing is a methodology where the security analyst tests a

system without knowing its internal structure or codebase. This approach is
similar to the knowledge that a real hacker would have. By testing the system’s
interfaces, functionalities, and external behaviors, black-box testing aims to
identify potential vulnerabilities and security weaknesses that malicious actors
could exploit. Through the simulation of real-world attack scenarios, such as
input validation checks, injection attacks, and authentication bypasses, black-
box testing helps organizations evaluate the effectiveness of their security
measures in protecting against external threats.

White-box, Unlike black-box testing, where the tester has no prior knowl-
edge about the system, white-box testing allows the tester to comprehensively
examine the system’s internal workings. It involves assessing a system’s
security with full access to its internal structure, code base, and design
documentation. This methodology could be a good strategy for companies
that want to address security weaknesses at the root cause.

Gray-box testing is a mix between black-box testing and white-box testing.
It involves testing a system with partial knowledge of its internal workings,
typically including access to some high-level design documentation, source
code, or system architecture. This approach allows the tester to combine
knowledge of the system’s internal structure with external behavioral analysis
to uncover vulnerabilities effectively.
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Chapter 4

Information gathering

4.1 Lab setup
The setup of the lab environment can be viewed in Figure 4.1. The central
unit was connected to the home router via an Ethernet cable. Via the web
application, the system was configured with additional sensors. To be able to
sniff network traffic, scan ports, and find radio frequencies, a second computer
with all the necessary tools installed was connected to the same network.

Figure 4.1: Lab setup
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4.1.1 Tools
HackRF one Capturing radio frequencies

Wireshark Capturing network traffic

Nmap Port scanning

arp-scan Address resolution protocol (ARP) scanning

bettercap Man-in-the-middle (MitM) traffic capturing

4.2 Finding ports and protocols
The central unit of the alarm system can be connected to the internet via the
home network either via an Ethernet cable or via Wi-Fi, which means that the
central unit has two different Network interface card (NIC). After the system
was set up, as shown in Figure 4.1, arp-scan was used to discover the system’s
IP and Media access control (MAC)-address, seen in Table 4.1. Since only
one way of connecting the central unit to the internet is allowed, the scan was
performed two times.

Table 4.1: ARP-scan results

IP-address NIC Vendor

192.168.1.143 Ethernet Securitas Direct AB
Wi-Fi Securitas Direct España

The central unit was then scanned using Nmap to find potential open ports,
and the hostname was discovered as lev-26HE27GC.lan. Both User datagram
protocol (UDP) and Transmission control protocol (TCP) scans of all 65535
ports were performed, and Nmap reported that the host was up and that all
ports were filtered with the reason "no-response." This means that Nmap was
not able to get a response from any port. This could be caused by some network
filtering or firewall or by the central unit simply acting as a client and not
listening for any incoming connections.

Using Wireshark
To be able to see what ports and protocols the central unit uses when for
example configuring the larm from the website or performing any other action,
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Wireshark was used. By performing a man-in-the-middle attack and spoofing
the MAC-address of the central unit, the network traffic between the central
unit and the internet could be captured. With Wireshark listening on the
network traffic, it was discovered that the alarm system uses SCTP [18] to
communicate between the central unit and Verisures servers. It was discovered
that the system communicates with two different IP addresses, which can be
seen in Figure 4.2 and 4.3.

Figure 4.2: SCTP traffic between the central unit and Verisure

Figure 4.3: SCTP traffic between the central unit and Verisure

When capturing the traffic at a device that visits the web application and
performs an action such as arming the system, it was discovered that the
protocol used is QUIC, seen in Figure 4.4.

Figure 4.4: QUIC traffic from central unit

4.3 Finding sensor radio frequencies
By searching after keywords such as Verisure, Verisure devices, Verisure
produktdatablad, Verisure frekvenser, etc, some frequencies that the devices
use where found, these can be viewed in Table 4.2. By using the HackRF
One and the spectrum analyzer in the program Universal Radio Hacker [72],
each of the frequencies was scanned while the shock sensor was triggered. In
Figure 4.5, it can be seen that the shock sensor was sending over a frequency
of 869,06MHz when triggered. It was also discovered that the shock sensor
was sending over frequencies with a 2MHz difference at the same time.

Alarm tag
The alarm tag that is used to activate and deactivate the alarm by placing the
tag at the keypad does not have a product data sheet like the sensors do. In the
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Table 4.2: Identified frequencies

Device Frequencies (MHz)
Central unit 868.15-869.05, 869.41 [67]
Keypad, shock sensor,
camera detector, smoke detector 868-869 [68, 69, 70, 71]

Figure 4.5: Identified frequencies between shock sensor and central unit

product data sheet for the keypad, it states that NFC 13,56MHz [68] is used.

4.4 Hardware analysis
The hardware of the central unit and the shock sensor was taken apart to
learn more about the components used. The hope of this extra step is to find
information about the system that is not disclosed in the manual and publicly
available sources. In Figure 4.6, we can see a SIM card and that the wireless
module used is a Cinterion ElE61-E R2. From the ELS61-E R2 technical
documentation, we can see that the chip supports wireless communication,
GSM, and LTE protocols[73, 74]. As seen in Figure 2.4, the shock sensor
contains two parts: a magnet and the sensor able to detect when the magnet
field is broken. As seen in Figure 4.7, the chip used is a Silicon Labs EFR32
FG1P131GG 1940C010RG. Although the exact chip model’s data sheet was
not discovered, information on other chips in the same family has been located
[75, 76].
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Figure 4.6: PCB of central unit

Figure 4.7: PCB of shock sensor

4.5 Source code of the mobile application
Reading the source code of the mobile application could be interesting since
it could contain sensible information or other information describing the
functionality of the alarm system. The mobile application is available for both
IOS and Android. The application name is "Verisure," released by Securitas
Direct and can be found at the Google Play store [77]. It is also possible to find
the application via a third-party store such as Aptoide [78]. An APK file is a
compressed archive containing all the data needed by an Android application
to run on an Android device. The file can then be decompressed to be able to
read the source code.



Threat model | 33

Chapter 5

Threat model

In this section, a threat model is created describing the Verisure alarm system
described in Section 2.6.

5.1 Identifying assets
The first step in creating a threat model is to list any assets of value that
need protection, including sensitive data, hardware, and software. The assets
identified in the system are listed in Table 5.1, each given a small description.
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Table 5.1: Identified assets in the system

ID Asset Description
1 Central unit The centerpiece of the alarm system,

responsible for communicating with
the other sensors and to Verisure’s
servers. Uses SCTP to communicate
with Verisure’s servers to communicate
with sensors in the alarm system, it uses
an unidentified protocol over the radio
frequency at 868-869MHz. It also has a
SIM card and can communicate over 3G.

2 Keypad Communicates with the central unit
over radio frequency using an unknown
protocol. The alarm can be armed or
disarmed using a four-digit code set in the
web application. Arming and disarming
can also be done using an RFID tag.

3 Motion detection and
camera

The motion detection is activated when
the alarm is armed. If it detects any
movement, the camera can take a picture,
which is uploaded to the web and mobile
application. The sensor communicates
with the central unit over radio frequency.

4 Shock sensor Communicates with the central unit over
radio frequency. If the alarm is in
an armed state and the shock sensor is
triggered, the alarm goes off.

5 Smoke detector If the sensor detects any smoke or high
temperatures, it sets off an alarm and
notifies all devices connected to the
alarm system.

6 Central unit firmware The firmware is loaded and updated
automatically from Verisures servers.

7 Mobile application An application that, via the internet, can
interact with the alarm system to activate
it or perform other actions.

8 Web application Functions in the same way as the
mobile application but is accessible via
a browser instead.

9 Alarm tag Used to activate or deactivate the alarm
by placing the tag on the alarm panel.

10 Verisure’s servers Used to send updates and states of the
alarm to the central unit that is set
in the mobile and web applications.
They communicate with the central unit
over SCTP and mobile networks. This
representation also includes the servers
used to host the web application.
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5.2 Architecture overview
In this step, the goal is to create an overall picture of how the various
components of the system interact and what the trust between these
components looks like. In addition, all the technologies used in the system
are presented.

5.2.1 Use cases
To be able to create a visual overview of the system at a later step, it is
important to understand how a regular user would use the system. The
identified use cases can be seen in Table 5.2 below.

Table 5.2: Use cases

The system sends a mobile notification to the user informing them about a triggered sensor.
The system notifies the surroundings that the wrong code has been entered into the keypad.
The user arms the system via the keypad using the key tag.
The user arms the system via the keypad using the four-digit personal code.
The user arms the system via the mobile application.
The user arms the system via the web application.

5.2.2 Data flow diagram
This section presents a Data flow diagram (DFD) created using OWASP Threat
Dragon. The DFD presented in Figure 5.1 consists of four main elements.
Actors, illustrated as rectangles, represent various entities interacting with the
system, including human users, the central unit, sensors, and other external
elements. These actors serve as the primary sources or destinations of data
within the system. Processes, represented by circles, are central to our system
and are represented by the web and mobile applications. These processes
handle data input, processing, storage, and output, facilitating user interactions
and system functionality. The arrows represent data flows and illustrate the
movement of data between actors and processes. Trust boundaries, shown
as larger rectangles with curved corners and dashed lines, are the boundaries
between different components or subsystems within the system.
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Figure 5.1: Data flow diagram.
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5.2.3 System technologies

Table 5.3: System technologies

Technology Description
SCTP Used by the central unit to communicate with

Verisure servers.
QUIC When visiting the Verisure web application, the traffic

is sent over QUIC.
RF protocol An undocumented radio protocol is used by the

different sensors and central units to exchange. From
testing, the RF frequency is found to be transmitted
over 869MHz.

NFC/ RFID Used by the keypad and tag to arm and disarm the
alarm, operating over 13,56MHz.

Cinterion ElE61-E R2 A chipset in the central unit, used to connect to
Verisure servers via Ethernet, Wi-Fi, or cellular
network (2G/3G/4G).

Silicon Labs EFR32 A chipset in the shock sensor responsible to commu-
nicate with central unit over the RF protocol. Sup-
ports modulation: 2-FSK/4-FSK, BPSK/DBPSK,
OOK/ASK, OQPSK/(G)MSK, DSSS. Encryption:
AES 128/256

Web application Available from a browser. Via the web application a
user can control the alarm from anywhere.

Mobile application Available for both IOS and Android. Via the
application, a user can operate the alarm from
anywhere with an internet connection.

5.2.4 Decomposition of the system
This section presents table 5.4, consisting of entry points. The table outlines
the interaction points between external entities or users and the alarm system.
Each entry point represents an interface or access point through which external
entities can provide input or receive output from the system.
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Table 5.4: Identified entry points in the system

Entry point Technology Mapped asset Description
Keypad
interface

RFID/ NFC and RF
sensor communication

Keypad Allows users to
arm or disarm the
system using a
four-digit code or
the NFC alarm tag.
Communicates with
other sensor over RF.

Remote control QUIC Mobile and
web app

Enable users to
remotely monitor
and control the
alarm system via a
mobile application
or website interface.

Firmware Unknown Central unit Allows for remote in-
stallation of firmware
updates.

Firmware Unknown Sensors The same firmware
that the central unit
runs is also pushed to
the sensors.

Hardware Cinterion/ Silicon
Labs chipset

Sensors/
central unit

The hardware in the
different components
contains crypto-keys
used to encrypt the
RF communication.

RF-
Communication

Undocumented RF
protocol

Sensors,
keypad,
central unit

Enables wireless
communication
between sensors and
central unit over
869MHz.

Central unit RF-communication
/SCTP/2G/3G/4G

Central unit Communicates with
Verisure’s external
servers using SCTP
or mobile networks.
Communicate with
other sensors in the
system using an
undocumented RF
protocol at 869MHz.
Ethernet port/ Wi-Fi
to connect to the
local network.
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5.3 Identified threats

5.3.1 Spoofing
• A malicious actor may intercept and spoof communication from the

mobile or web application and Verisure’s external servers.

• Attackers spoof sensor data transmissions to simulate false alarms or
deactivation of the system [55].

• Attackers spoof the alarm tag data to simulate a deactivation of the alarm
[79].

• Intruders with physical access to the system may tamper with GPS
modules or location-based services on mobile devices to spoof their
geographical coordinates to trick other users or Verisure personnel that
users are home [53, 54].

5.3.2 Tampering
• An attacker physically tampers with the key tag, sensors, or the central

unit to disable or manipulate their functionality [43].

• Malicious actors tamper with firmware updates during transmission,
injecting malicious code into the system [57].

• Attackers may exploit vulnerabilities in the web interface or mobile
application to gain unauthorized access to configuration settings,
allowing them to tamper with alarm triggers or notification thresholds
[9].

5.3.3 Repudiation
• A user denies authorizing a critical system action, such as arming or

disarming the alarm system, leading to disputes over system integrity
[55, 37].

• An intruder deletes or alters log entries to cover up unauthorized access
or malicious activities.

• Attackers repudiate sensor activations by exploiting vulnerabilities to
erase or alter audit trails.
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5.3.4 Information disclosure
• Sensitive user credentials are exposed due to a data breach in the mobile

or web application’s authentication mechanism.

• Confidential sensor data, such as security camera footage, is leaked due
to insufficient access controls.

• Personally identifiable information, such as user names or contact
details, is disclosed through vulnerabilities in the web interface.

5.3.5 Denial of service (DoS)
• Denial-of-service attacks overload the central unit with fake requests,

rendering it unable to process legitimate alarms [9].

• Network-based attacks flood the web server hosting the mobile or web
application, causing service disruptions or downtime.

• Sensor jamming devices disrupt wireless communications between
sensors and the central unit, preventing alarm signals from reaching their
destination [37, 55].

5.3.6 Elevation of privilege
• An attacker exploits a privilege escalation vulnerability in the central

unit’s firmware to gain administrative access.

• Malicious insiders abuse their elevated privileges to bypass access
controls and manipulate system configurations.

• Intruders exploit vulnerabilities in the mobile or web application to
escalate their user privileges and gain unauthorized access to sensitive
data.

5.3.7 Threat traceability matrix
The identified threats were compiled into a threat traceability matrix seen in
Table 5.5 below. Each threat consists of the asset it is liked to, the attack type,
and a calculated CVSS score. The score helps to determine what threats are
the most critical and which ones will be selected for the penetration tests. The
metrics used to determine the CVSS scores in the CVSS v3.1 calculator can
be found in Appendix A.
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Table 5.5: Threat traceability matrix for the identified threats

Asset Attack
surface

Attack CVSS References

Keypad/ alarm
tag

RFID commu-
nication

Eavesdropping 7.5 (high) [79, 38, 39, 40, 41, 42]

Alarm tag RFID commu-
nication

Cloning 7.3 (high) [79, 38, 39, 40, 41, 42]

Keypad Keypad
authentication
mechanism

Brute force 6.5
(medium)

[80]

Sensors RF communi-
cation

Replay 10.0 (criti-
cal)

[81, 55, 54, 52]

RF protocol RF protocol Tampering/ re-
versing

7.0 (high) [82, 55, 48]

Sensors RF communi-
cation

Dos/ jamming 7.5 (high) [51, 37, 36, 35]

Sensors Tamper
resistance
of sensor
hardware

Tampering 5.3
(medium)

[83]

Sensors Sensor
firmware

Tampering/ re-
versing

6.4
(medium)

[84, 85, 86]

Sensors Sensor
firmware

Tampering/ re-
versing

6.4
(medium)

[84, 85]

Central unit Firmware Tampering/ re-
versing

6.4
(medium)

[84, 85, 86]

Sensors/ central
unit

Hardware Crypto-key ex-
traction

6.0
(medium)

[57, 87]

Firmware Firmware
updates

Malicious
code injection

6.4
(medium)

[84, 86]
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5.4 Chosen threats
Considering the extensive previous investigations of the mobile- and web
application and the central unit network communication, along with efforts
to scan the mobile application for vulnerabilities [9, 10], this thesis will focus
on the RF communication between sensors in the home alarm system. It will
also include tests aimed at reviewing the RFID alarm tag with advanced tools.
Given that the author of this paper has no previous experience with hardware
attacks or firmware extraction, these attacks were ruled out.
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Chapter 6

Penetration tests

In this chapter, the chosen threats will be tested through a series of penetration
tests. Each penetration test has a set of fields to help the reader understand
what and how the test was carried out. These are identification number, attack,
background, method, result, and discussion.

6.1 Lab setup
The testing lab setup uses a combination of hardware and software tools. The
primary test units include a HackRF One, a Proxmark3 Easy, and a Linux
computer with Kali Linux installed; an overview of the lab setup can be seen
in Figure 6.1. The software used includes GNURadio to create flowcharts
to control HackRF One and the Proxmark3 Easy software to manage the
Proxmark3 Easy. The hardware and software tools used are described in the
list below.

• Linux computer (Kali): Acts as the control hub for the test setup. It
runs the necessary software to interoperate with both HackRF One and
Proxmark3 Easy and provides the computing power required to process
captured signals.

• HackRF One: During RF attacks, the HackRF One is placed close to
the sensors, in between the sensors and the central unit. This proximity
facilitates the capture of signals and increases the effectiveness of
jamming operations. It is a versatile software-defined radio capable of
transmitting and receiving RF signals.

• GNURadio: An open source toolbox that enables the construction and
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execution of signal processing flowcharts. It provides a flexible platform
to control HackRF One and perform various RF attacks.

• Universal radio hacker (URH): A software tool for analyzing and
manipulating RF signals. It provides a user-friendly interface for
capturing, analyzing, and replaying RF signals [82].

• Proxmark3 Easy: An advanced tool for RFID research and security
testing. It can read, write, and emulate different types of RFID tags,
making it ideal for sniffing and cloning attacks. It operates on the
Proxmark3 Easy software [88] and is installed on the Linux computer.

Figure 6.1: Lab setup during penetration tests

6.2 Penetration tests

6.2.1 Eavesdropping the communication between the
keypad and the alarm tag

• ID: E1

• Attack: Eavesdropping

• Background: RFID systems, which are often used for access control,
inventory management, and various identification applications, are
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particularly vulnerable to eavesdropping attacks. Eavesdropping is
a passive attack that involves intercepting and monitoring communi-
cations without changing the data. This attack can be particularly
harmful in wireless communication systems, where data transmission
occurs over open airwaves. In an eavesdropping attack, an adversary
intercepts the electromagnetic signals transmitted between legitimate
communication parties. Unlike active attacks, where an attacker
modifies, disrupts, or injects data, eavesdropping is covert and often
difficult to detect. To carry out the interception, an attacker can use
special equipment, such as radio receivers and antennas, to intercept
the communication. Through the interception, the attacker can collect
sensitive data such as credentials without the knowledge of the victim
[79]. In 2010, Chris Paget, a security researcher, demonstrated during
a conference that he could read RFID cards several hundred feet away
[89]. RFID systems consist of two primary components: RFID tags
and RFID readers, and sometimes also a backend system. The RFID
tags, which store data, communicate wirelessly with the RFID readers
through radio frequency signals. Either the reader is programmed to
recognize authenticated tags, or the reader transmits the collected data to
a backend system for further analysis. There are several vulnerabilities
within RFID systems that make them susceptible to eavesdropping.
Many RFID systems transmit data without encryption, making it
relatively easy for attackers to intercept and read the transmitted
information. This lack of encryption is particularly prevalent in older or
cheap RFID systems. Weak authentication mechanisms provide another
vector for eavesdropping, as attackers can impersonate legitimate
readers or tags to intercept data. Specifically, some RFID systems rely
solely on the UID for authentication, even though the UID is intended
as an identifier and not designed to serve as a security feature. Using the
UID for authentication exposes the system to eavesdropping and cloning
attacks, as the UID can be easily intercepted and replicated by an attacker
[90].

• Method: The Proxmark3 Easy will be placed between the keypad and
the alarm tag to perform the eavesdropping attack and get the best
possible result. The Proxmark3 Easy is set to sniff the communication;
the command can be seen in Listing 6.1. Then, the alarm tag is placed on
the Proxmark3 Easy, and both are put on the keypad to trigger a change
in the alarm.
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1 # pm3 sniff iso15693
2 hf 15 sniff
3

Listing 6.1: Proxmark3 command for sniffing ISO 15693 tags

• Result: The eavesdropping attack was successful, and the Proxmark3
Easy was able to get the UID of the alarm tag.

• Discussion: The Proxmark3 Easy cannot perform sniffing without
knowing the tag type and is not powerful enough to determine the kind
of tag from a distance. Therefore, we first needed to place the tag on top
of the Proxmark3 Easy to run the "auto" scan. As seen in Figure 6.2, the
alarm tag was discovered as an ISO 15693 tag, meaning that the sniffing
program listed under category 15 in the Proxmark3 Easy software could
be used. In the figure, we can also see that the auto scan discovered the
UID directly, which made the step of sniffing redundant. In a real-world
scenario, the attacker would have to sniff for every tag type until a match
occurred, as the attacker would not have direct access to the tag.

Figure 6.2: Searching for the RFID tag type
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6.2.2 RFID cloning
• ID: T1

• Attack: Tampering

• Background: In an RFID cloning attack, the attacker aims to create a
fake RFID tag by copying the tag’s UID or other sensitive data stored
in the tag’s memory for a legitimate RFID tag without authorization.
This allows the attacker to create a cloned tag that appears identical to
the original, allowing unauthorized access or actions, such as gaining
unauthorized access to a building or disabling a security system.
There are several factors that make RFID systems particularly vulnera-
ble to cloning attacks.

– Unencrypted data transmission: Many RFID systems transmit
data without encryption, making it easy for attackers to intercept
and replicate it.

– Weak authentication mechanisms: Some systems rely solely on
the UID for authentication.

– Simple tag structures: RFID tags with minimal data storage and
processing capacity are easier to clone because they lack advanced
security measures.

• Method: The alarm tag will be placed on the Proxmark3 Easy. With
the device in place, the scanning and data capture procedure will be
initiated to obtain the unique identifier and authentication data from the
alarm key. The data will then be reviewed to ensure that all necessary
information for cloning is acquired. If the necessary data is obtained, the
Proxmark3 Easy will be used as a cloned alarm tag to try to deactivate
the alarm.

• Result: The UID of the tag was successfully obtained and simulated
on the Proxmark3 Easy, with the command seen in Listing 6.2. The
simulated tag successfully disarmed the system.

1 # pm3 simulate iso15693
2 hf 15 sim -u E007C16559660B7A
3

Listing 6.2: Proxmark3 command for simulating an ISO 15693 tag with a
specific UID
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During the testing it was also discovered that in the setup of a new tag
paired to the keypad, only an UID starting with "E007" was accepted,
but the rest six hexadecimal digits could be represented by anything. For
that reason there is no risk in publishing the discovered UID.

• Discussion: As discovered in testing, the UID is the only data stored on
the tag to authenticate a valid user. This makes the system vulnerable, as
an attacker can clone the tag to gain full control of the alarm. By using
an external antenna to increase the reading distance of the Proxmark3
Easy or by using even more advanced techniques, an attacker can clone
the tag without arousing suspicion [91].

To make the system more robust and protect against cloning attacks,
mechanisms such as challenge-response or One-time password (OTP)
can be implemented [92, 93].

An OTP is a security mechanism commonly used in wireless systems
to prevent replay attacks. Each transfer generates a unique code in this
system that changes with each use. Both the transmitter (the keypad)
and the receiver (the tag) use a synchronized algorithm to generate
and recognize the next valid code in the sequence. Since the code
is different for each interaction and cannot be reused, this method
prevents attackers from capturing play and replicating the code to gain
unauthorized access.

A challenge-response system is a security protocol used for authentica-
tion where the verifier (the keypad) sends a random challenge to the
applicant (the tag). The applicant must then respond with a correct
answer, which is usually generated using a secret key or cryptographic
algorithm shared by both parties. This method ensures that only devices
with the correct secret key can produce a valid response. Since this key
is never transmitted wirelessly but only stored in memory, it prevents
unauthorized access even if an attacker eavesdrops on the challenge.

6.2.3 Brute forcing the keypad
• ID: S1

• Attack: Spoofing

• Background: Brute force attacks are a primary method used in
cyber security breaches, characterized by systematically trying all
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possible combinations to discover a password or encryption key [80].
The attacker starts with a set of characters (e.g., numbers, letters)
and systematically generates possible combinations. For example, if
targeting a four-digit PIN, the attacker would start at "0000" and continue
sequentially through "9999" until the correct combination is found.
This method is computationally intensive but will eventually succeed,
given enough time and processing power. One factor that can affect the
success of a brute force attack is how long the password to be cracked
is, and the longer, the more possible combinations. For example, a four-
character numeric password has 10,000 possible combinations, while an
eight-character alphanumeric (numbers, letters, and special characters)
password has 728 combinations. The system under test may also have
security measures that prevent the attacker by limiting the number of
attempts and introducing delays after a number of failed attempts.
A UID brute force attack against the keypad means that we want to find a
valid UID by systematically trying different combinations of UIDs. As
proven in previous tests, the system uses ISO 15693 RFID tags with only
the UID as the authentication method to verify the identity of users. The
length of the UID that the system uses is 8 bytes. The documentation for
ISO 15693 shows that a UID for ISO15693 tags consists of three primary
parts: ISO15693 identification, manufacturer code, and serial number
[94]. Examining the UID previously identified, we see that the first
byte, "E0," identifies the tag type, the next byte, "07," the manufacturer
code, and the last six bytes are the serial number of the tag. The first
byte, "E0," is what identifies the tag to ISO15693, and the second byte,
"07," identifies the tag to be manufactured by Texas Instrument [95]. A
UID for the system can thus be something in the range E007000000 to
E007FFFFFF.

• Method: In this test, the Proxmark3 Easy is used in the same way as in
the previous test RFID cloning to simulate a tag. But instead of knowing
the UID to clone, this test tries different combinations ranging from
E007000000 to E007FFFFFF.

• Result: The test was not successful. After four invalid tries, the keypad
locks for three minutes. After the three minutes, the keypad allows four
new tries, then locks itself again for three minutes, etc. A similar test,
but trying the 4-digit code on the keypad, was also tested with the same
locking result. With this locking mechanism in place, it would take a
very long time to test all possible combinations.
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• Discussion: In this test, the tag type was discovered in the previous
test RFID cloning, revealing that it was an ISO 15693 tag with an 8-
byte UID. The serial number of the tag, the numbers that we modified
for the brute force attack, was the last six bytes (48 bits). Each byte is
represented by two hexadecimal digits, 0 to F, and each hexadecimal
number is an eight-bit binary value ranging from 0000 0000 to 1111
1111.

This makes the total number of combinations to try for the 6-byte (48-
bit) serial number 248 = 281, 474, 976, 710, 656 different combinations.
Even with the assumption that each try for a new UID takes zero time,
the three-minute lock time after each of the four attempts makes the total
wait time incredibly long.

For the test to succeed, a tag must already have been added to the system,
which is optional for the user.

6.2.4 Replay RF sensor communication
• ID: S2

• Attack: Spoofing

• Background: In this test, we will explore the concept of signal spoofing,
also called a replay attack, using the HackRF One device. By replaying
recorded wireless signals, the attacker impersonates legitimate sensor
signals, thereby spoofing the system into believing false events are
occurring. A replay attack is a type of network attack in which a valid
data transmission is repeated or delayed with the goal of replicating
legitimately transmitted data [96]. In radio frequency systems, a replay
attack involves capturing a legitimate RF signal and retransmitting
it to perform unauthorized actions within a system. To conduct
a replay attack, the attacker must first intercept and record the RF
communications between a legitimate transmitter and receiver. The
attacker then retransmits the captured signal at a later time to trick
the receiver into performing the intended action as if it came from the
legitimate sender. This type of attack does not require the attacker
to decrypt or understand the intercepted signal, just to retransmit it
effectively. If a replay attack can be carried out, it poses significant
security risks as it can lead to unauthorized access and control of
systems. Some examples where replay attacks have been successful
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are, for example, replaying the signal sent from a car key to remotely
unlock a car. Even in car keys where a rolling code is used, this type of
attack has been successful [52]. Rolling codes generate a new, unique
code each time the transmitter (car key) and receiver (car) communicate.
The rolling code is generated using a cryptographic algorithm shared by
both sender and receiver. Both the transmitter and receiver start with
the same initial seed value, and each time a button on the car key is
pressed, it uses the algorithm to generate a new code. This code is
transmitted to the receiver, which uses the same algorithm to predict
the next valid code. If the received code matches one of these predicted
codes, the receiver grants access and updates its expected next codes.
The process ensures that even if an attacker captures a code, it cannot be
replayed, as the receiver will have moved on to expect the next code in
the sequence. However, what security researchers discovered is that if
an attacker listens to the communication between the car key and the car
at the same time as the frequency band is jammed, the car key’s signal
will not reach the car. For that reason, the code sent will not be marked
as used by the system, and an attacker can later retransmit this signal
and unlock the car. Other systems where replay attacks have worked are
home alarm systems [55] and doorbells [81].

• Method: Replay attacks involve capturing legitimate RF signals and
retransmitting them to perform unauthorized actions. To carry out the
attack, HackRF One is used in combination with the URH program,
which has tools to record and replay radio signals. In order to record
the signal, the frequency that the sensors use needs to be recorded,
from information gathering we know that that signal is around 869MHz.
To identify the exact frequency, the spectrum analyzer tool is used in
URH. In the settings, the device is set to HackRF and the frequency to
869.0MHz, then the spectrum analyzer is started, while it is running,
the shock sensor is triggered. Where a peak appears in the spectrum
analyzer corresponds to the frequency over which the sensor transmits
data. After the identified frequency is identified, the signal can be
recorded with the record signal tool. The identified frequency is entered
as the frequency in the recorder. The recorder is started, the shock sensor
is triggered, and the file is saved. The signal is then opened in the URH
tool send signal and is played while the HackRF is held close to the
central unit.

• Result: The replay attack was unsuccessful, and the recorded signals
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failed to trigger the alarm when played back. During the spectrum
analysis, it was detected that the sensors transmit over a frequency of
869.06MHz, which can be seen in Figure 6.3.

Figure 6.3: Frequency spectrum captured

During the recording of the shock sensor’s signal, it was discovered that
every time the door sensor is triggered, it sends three signals one after
the other, which can be seen in Figure 6.4. The recorded signal was then
played back with the URH tool send signal, Figure 6.5.
The device settings used in Figures 6.3, 6.4 and 6.5 can be seen in Figure
6.6.

• Discussion: The first sensor tested during the replay attack was the
shock sensor. After the attempt failed, the parameters that can be
seen in Figure 6.6 were changed; among other things, different sample
rates, bandwidths, and gain were tested but without results. The two
parameters of the bias tee were also changed but without success;
the bias tee supplies direct current (DC) power to active antennas
or devices through the antenna port [15]. Enable active antennas to
improve reception, disable passive antennas, or when external power
isn’t needed. DC corrections removes direct current offset from the
signal, reducing artifacts and improving accuracy. Signals from the
keypad and camera detector were also collected and replayed to no avail.
Why the attack did not succeed is investigated in the test RF protocol
reverse engineering 6.2.5.
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Figure 6.4: Shock sensor captured signal

Figure 6.5: Send shock sensor signal

6.2.5 RF protocol reverse engineering
• ID: T2

• Attack: Tampering

• Background: Protocol reverse engineering is the process of analyzing
and understanding the communication protocols used by software and
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Figure 6.6: Device settings in URH

hardware to exchange data. This involves dissecting the structure,
syntax, and semantics of the protocol to reveal how data is transmitted,
processed, and received. The purpose of protocol reverse engineering
is to recreate the specifications of a protocol from its observed behavior,
especially when official documentation is unavailable. Protocols
define the rules and conventions for communication between networked
devices or software applications. These rules include the format of
messages, the sequence of communication, and the interpretation of
data. By capturing network traffic and analyzing the collected data,
one can understand how the protocol is structured. In order to conduct
a protocol analysis, the data must first be collected. If the system is
network-based, tools such as Wireshark and tcpdump could be used. For
radio-based systems, for example, an SDR with an antenna is needed
to capture the radio waves. The collected data can then be analyzed
in, for example, Wireshark, URH, or another software program for data
analysis. Even if the protocol is encrypted, it is possible to find patterns
in how the protocol works.

• Method: The signals captured in the section Replay Attack 6.2.4 were
used when analyzing the protocol. The first step when analyzing RF
signals is to do a visual inspection to identify patterns, bursts, or
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repetitions in the signal. Visual inspection can also help determine the
modulation technique used. For demodulating the signal, URH has a
built-in demodulation tool that will be used. From the demodulated
signal, the binary or hexadecimal data can be extracted. Each signal that
was captured in the section replay attack 6.2.4 will be analyzed in this
way, and the extracted hexadecimal data will be compared to identify if
any patterns can be identified.

• Result: A closer look at the signal captured in the replay attack can be
seen in Figure 6.7. By comparing the signal to Figure 2.1 we can assume
that the signal modulation technique is PSK.

Figure 6.7: Zoomed in picture at captured signal

Below, the signals captured from the shock sensor and the keypad are
presented. To make it easier for the reader, the signals from the shock
sensor and the keypad are presented separately.

6.2.5.1 Shock sensor RF signal

When the shock sensor gets triggered, it sends a burst of three signals
right after each other, as seen in Figure 6.8. A zoomed-in view of the
signals can be seen in Figure 6.9.

Figure 6.8: Captured signal from shock sensor

Using the demodulation tool in URH, the captured signal from Figure
6.8 is demodulated and the hexadecimal data extracted from the three
signals, seen in Figure 6.10.
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Figure 6.9: Two captured signals from shock sensor

Figure 6.10: Hexadecimal data extracted from demodulating RF signals from
shock sensor

6.2.5.2 Keypad RF signal

The same procedure was followed for the shock sensor, which was
repeated for the signals sent from the keypad, both when arming and
disarming the system. Figure 6.11 shows the signal sent when arming
the system; it starts with a single signal followed by seven signals sent
in a burst. Figure 6.12 shows the corresponding signal when disarming
the system, four signals sent separately followed by a burst of four other
signals.

Figure 6.11: Captured signal from keypad (arming)

Figure 6.12: Captured data from keypad (disarming)

A zoomed in view of two signals when arming the system can be seen
in Figure 6.13.
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Figure 6.13: Two captured signals from keypad (arming)

With the demodulation tool in URH, the signals for arming and
disarming the system got demodulated and the hexadecimal data
extracted, seen in Table 6.1.

Table 6.1: Hexadecimal data extracted from demodulating RF signals from
keypad

Arming7ff83f0f83f0fc3e0fc3f07e0ec1f07c1f07e1f83e0ffc1fc01fffe007c0007fff83f007fffc01f8
bffc3f0f83f0fc3f03e0fc3f06f0fc1f87c3f0fc3f07ff07c00ffff003f0001ffff0fc00ffff801f
fff83e0f83e0fc3f07c1f83e1ee1f83f8fc1f83e0f83ff87e007fff801f0001fffe1fc01fffe007c
fff0fe1f07e0fc3e0fc3f87c1ec3f0f83e0fc1f83f0ffe0fc01fffe007e0001fffe0fc01fffe007c
fff0fe1f83f0fc3f07c1f87e0ee0fe1f8fc1f83e0fc3ff83e007fff801f8000ffff87e007fff801f8
fff07c1f03e0f83f1f83f0fc1ec1f07c1f87e0fc1f0ffe0fc00ffff003f0001fffc1f801fffe007e
fff07e1f03e0fc3f0fc1f07e0ec1f87e1fc3f0fc3f87ff0fc01ffff007e0003fffe0fe01fffe007e
7ff87e0f83f07e1f83f0f81f06f0fc1f83f07c1fc7f0ffe1f003fffe00fc0007fff87e007fff803e

• Discussion: The extracted demodulated signals seem to be encrypted,
which is not a surprise since we learned in the Chapter information
gathering 4 that the sensors support AES 128/256. By inspecting
the encrypted data, there were some patterns identified in the
communication sent from the keypad, which can be seen in Table 6.1.

– Arming: The arming signals each begin with the prefix
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555555569c8e9c8f2f, followed by one or two varying hexadecimal
characters, after that 7 bytes follow the same pattern with prefix
4cfa6bc97d2eb1.

– Disarming: Disarming signals start with different prefixes such
as 7ff83f0f, bffc3f0f and fff83e0f.

The initial sequence in arming signals 555555569c8e9c8f2f could be
a unique identifier for the keypad, but since it does not appear in
the disarming signals, which are also sent from the keypad, it seems
unlikely. The extracted hexadecimal data from the demodulated shock
sensor signal did not reveal any pattern that could be a unique identifier
of the sensor. From the replay attack we know that a recorded signal did
not trigger the system when replayed back. This probably means that
the RF communication protocol uses some sort of timestamp or other
security mechanism preventing replay attacks.

6.2.6 RF signal jamming attack:
• ID: D1

• Attack: Denial of service

• Background:
Signal jamming, a type of denial-of-service attack, is a form of
electronic warfare that aims to disrupt or counter the transmission and
reception of communication signals. This is achieved by overwhelming
the communication channel with noise or strategically jamming
signals. There are a couple of different ways an attacker can jam a
communication successfully; the primary methods include continuous,
periodic, and reactionary jamming [37]. For continuous jamming, the
attacker emits a constant noise signal over the same frequency as the
target communication signal. This persistent noise effectively drowns
out legitimate communication, preventing the receiver from correctly
interpreting the signals. In periodic interference, the interfering device
alternates between not transmitting any signal at all or, just as in
continuous interference, emitting a constant noise signal. Reactionary
jamming means that the attacker only sends a jamming signal when
it detects that legitimate traffic is being sent at a particular frequency.
Various types of jamming are widely used in the military and serve
as a powerful tool for electronic warfare. It includes the use
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of electromagnetic signals to disrupt enemy communications, radar
systems, and navigation equipment. But can also be used to mislead
the enemy by obscuring legitimate targets. One type of jamming
attack mentioned in the media is GPS jamming. Around the Baltic
countries, since 2022, there has been a series of disturbances for GPS
which, among other things, have caused the Finnish airline to pause
its traffic from Tartu [97, 98]. The goal of the jamming attack is to
obstruct the transmission of legitimate signals by flooding the frequency
spectrum with noise or conflicting signals, thereby preventing sensors
from communicating with the central unit.

• Method: The jamming attack was done by sending a signal through
HackRF One, with the signal created with a carefully designed flow
chart in GNU Radio. From the information gathering, Section 4.3, it was
discovered that the sensors communicate over the frequency of around
869MHz. This method ensured accurate jamming while minimizing the
risk of jamming other communication channels. The flow chart, seen
in Figure 6.14, was designed in GNU Radio to generate and transmit
jamming signals to HackRF a device and consisted of the following
components:

Figure 6.14: Flow graph for the RF jamming attack using band-pass filter

– Fast noise source: This block generates a source noise signal. The
noise type was set to "uniform" to ensure a consistent and effective
interference signal.

– Bandpass filter: To target the frequency around 869.06 MHz,
a bandpass filter is implemented with limits close to the target
frequency. The filter parameters are configured as follows. Low
cutoff frequency: 860.00 MHz and high limit frequency: 880.00
MHz.
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– QT GUI frequency sink: This block is used to visualize
the frequency spectrum, allowing real-time monitoring of the
characteristics of the jamming signal.

– Soapy HackRF sink: This block is used to pass the filtered noise
signal through the HackRF One. The center frequency of this
block was set to 869.06 MHz

• Result: The jamming attack was carried out by placing the central unit
and the sensors approximately 30cm apart, with the HackRF One placed
in the middle simultaneously as the noise signal was sent through the
HackRF One. At the same time as the noise signal was transmitted, the
sensors were triggered individually. The transmitted signal created in
the flow graph seen in Figure 6.14 can be seen in Figure 6.15.

Figure 6.15: Frequency graph over the transmitted jamming signal

The tests performed were triggering the shock sensor and the keypad by
trying to arm the system. It was also tested to try arming the system
via the web and mobile applications while the jamming attack was
ongoing. The jamming attack test was successfully completed, and the
signals from the sensors were blocked. It was noticed that if the shock
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sensor or keypad is incorrectly installed with the tamper contact not
fully pressed in, the shock sensor only sent its signal exactly when it
was triggered even though the signal could not reach the central unit.
After the jamming signal stopped, it was as if the shock sensor was
never triggered. When a disturbance signal was sent between the central
unit and the keypad, the system was alerted by the mobile or web app.
During the time that the disturbance signal was sent out, the alarm did
not change its status, after about one minute without the system changing
status, the app warned that the system could not be armed. Once the
jamming signal was stopped, the alarm changed its status, even though
the alert on the app was sent out.

• Discussion: From the tests performed, it was discovered that signals
between sensors and the central unit can be blocked. It was also
discovered that if a sensor is installed incorrectly with the tamper switch
not fully engaged, the sensors only send signals during the time they
are triggered, resulting in the sensor not sending the signal that it
was triggered after the attack has ended. When the system status was
changed to armed in the mobile or web app, the central unit tried to
send a signal to the keypad to update about the changed alarm state.
When the jamming attack was in progress, the central unit was unable
to confirm that the keypad had received the updated alarm state and,
after about a minute, sent out an alert to the user via the app stating
that arming the system failed. But as soon as the attack was interrupted,
the event was sent by the central unit, and the sensors went into armed
mode. The test shows that it is very important to check that the sensors
are mounted correctly. Otherwise, the system will fail. After dialogue
with Verisure, it emerged that if the system is connected with Verisure’s
24/7 subscription, their alarm center can detect if a jamming attack is
in progress and take action based on it. Verisure also described that the
standards they have to adhere to, European radio equipment directive
article 3.2 and ETSI EN 300 220-2, when designing the system make
RF jamming possible. Something called "listen before talk" is one of
the reasons why the sensors are only able to transmit if the channel is
free to use. If a system owner does not pay for the Verisure 24/7 service,
their system is vulnerable to RF jamming attacks without detection.
According to an article reported by abc7 https://abc7.com/14554887, it
has been reported that thieves in California are using Wi-Fi jammers
to interrupt communication between home alarms, security cameras,
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and routers, allowing them to break in without being discovered. To
improve the security of the system, the RF jamming detection could be
implemented so that it is also visible to the customer and not only to
Verisure when it is occurring.

6.2.7 Physical tampering
• ID: T3

• Attack: Tampering

• Background: Physical manipulation attacks against products to be
protected or provided with secure systems pose a threat. Manipulation
attacks can involve deliberate interference to disrupt or enable
security measures. These attacks can vary in complexity, from
simple actions such as removing batteries from sensors to more
sophisticated techniques such as physically moving sensors or disabling
communication channels.
Examples of these attacks include battery removal, sensor removal, and
product modification. More information about these attacks is provided
below.
Battery removal: Many security sensors, such as motion detectors, fire
alarms, and door/window sensors, are powered by batteries. Removing
these batteries disables the sensors, preventing them from detecting
and reporting security violations. This simple but effective attack can
be performed without technical expertise, presenting a vulnerability in
battery-dependent systems.
Sensor removal: By physically removing sensors or moving them
from their specified positions, security systems can become completely
unmonitored in the places where the removed sensor was. For example,
an intruder can remove a door sensor to gain unauthorized access
without triggering an alarm.
Modification of the product: By modifying the product, breaking a
security enclosure, or adding devices, the product’s basic system can
be compressed. Examples of this could be skimming equipment that is
installed on card readers or ATMs that are screwed open to access the
computer that hides behind the shell cover [99].
These tampering attacks can compromise a product’s integrity and cause
it to not work as it is supposed to.
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• Method: To avoid destroying any of the sensors, the tests will only
include trying to physically move the sensors so that they cannot
communicate with the central unit. The tests also involve an attempt
to remove the batteries from the sensors. The tests will be performed
both when the system is armed and when the system is disarmed.

• Result: When the system is in the armed state, the alarm activates the
moment a sensor is moved. When a sensor is moved from its initial
position, a warning notification is sent out to the mobile, as seen in
Figure 6.17. In the web application, a yellow box per sensor shows up on
the screen, seen in Figure 6.16 informing the user about the misplaced
sensor. When the system is in a disarmed state, only the notification
shows up on the mobile and web application.

Figure 6.16: Sabotage notification on web application

Figure 6.17: Sabotage notification from mobile application

• Discussion: The system demonstrates robust security measures against
physical manipulation attacks. A key feature is the persistent notification
in the web application that alerts users when a sensor has been moved
from its correct installed location. This notification remains active until
the sensor is reset to its original position, ensuring that any unauthorized
movement of the sensor is immediately detected and cannot be ignored.
This feature reduces the risk of tampering by maintaining continuous
monitoring, improving the system’s overall security.
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6.3 Findings
A summary of the conducted penetration tests can be found in the Table 6.2
seen below.

Table 6.2: Threat traceability matrix for the penetration tests

ID Tested Asset Attack
surface

Attack Result CVSS

E1 Yes Keypad,
alarm
tag

RFID Commu-
nication

Eavesdrop Success: The UID
was captured

7.5
(high)

T1 Yes Alarm
tag

RFID commu-
nication

Tampering Success: A cloned
tag disarm the sys-
tem

7.3
(high)

D1 Yes Sensor RF communi-
cation

DoS Success: Jamming
signals disrupted the
communication

7.5
(high)

S1 Yes Keypad Keypad
authentication
mechanism

Spoofing Failed: After four
wrong attempts the
keypad locks for
three minutes

6.6
(medium)

S2 Yes Sensor RF communi-
cation

Spoofing Failed: A captured
signal did not trigger
the system when re-
played

10.0
(critical)

T2 Yes RF
proto-
col

RF protocol re-
versing

Tampering Failed: No clear pat-
terns to identify sen-
sors and changing
events were identi-
fied

7.0
(high)

T3 Yes Sensor Tamper
resistance

Tampering Failed: The system
detect sensor tam-
pering

5.3
(medium)
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Chapter 7

Reported vulnerabilities

In this work, a Coordinated vulnerability disclosure (CVD) of 90 days was
given to Verisure to give them time to fix the identified vulnerabilities before
publication of the work. The identified vulnerabilities in Chapter 6 are RFID
cloning and RF signal jamming attack.

7.1 Timeline of events
2024-05-20 Verisure is contacted through their customer support and is
notified that vulnerabilities might exist in the system.

2024-05-23 Verisure replies and descriptions of the vulnerabilities are
shared.

2024-06-20 Terms are agreed upon by both parties, and Verisure allows
the work to be published before the 90 days have expired.
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Chapter 8

Discussion

8.1 Methodology choice: PTES
The penetration testing methodology followed in this study was based on the
Penetration Testing Execution Standard. The selection of PTES provided
a comprehensive framework for conducting thorough and systematic safety
assessments. PTES describes several phases, including pre-engagement
interactions, intelligence gathering, threat modeling, vulnerability analysis,
exploitation, post-exploitation, and reporting. This structured approach
ensured that all critical aspects of the system were evaluated and that potential
vulnerabilities were systematically identified and tested. By following the
PTES, the study maintained a high level of consistency, improving the
reliability of the results. A downside of following a penetration testing
methodology is that if the writer is not familiar with it, it can take some
time to understand the different phases. Especially the threat modeling phase,
which can be a bit overwhelming and time-consuming. The threat model is,
however, a good phase that makes the tester really think about the system to
get a comprehensive understanding. The threat model phase also depends a
lot on the information gathering; more collected data about the system tends
to make the threat modeling easier.

8.2 Results
The analysis revealed two high-severity vulnerabilities, one in its RF
communication protocol and one in the RFID authentication mechanism.
A series of penetration tests showed that the system’s reliance on UID-
based authentication for RFID tags was insufficient. UID-based systems are
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inherently vulnerable to cloning attacks, as UIDs can be easily intercepted
and replicated by an attacker. The lack of a challenge-response mechanism
or other advanced authentication techniques makes this serious, as an attacker
can easily clone tags and gain unauthorized access. In addition, the analysis
showed that RF signals sent between sensors and the central unit can be
blocked by an RF jamming attack. By sending noise or jamming signals at
the same frequency as the system’s RF communication, it was possible to
disrupt communication between sensors and the central unit. If the system
is not connected to Verisure’s 24/7 monitoring, the jamming attack cannot be
detected. In addition, it was discovered that if a sensor is incorrectly mounted,
the sensor only sends its signal once to the central unit, which means that the
sensor’s reported event remains unknown to the central unit. This vulnerability
was also classified as high severity as this could prevent the alarm from being
triggered in response to an intrusion, effectively neutralizing the functionality
of the alarm system. Of the penetration tests that failed, there are replay
attacks, reverse engineering of the RF protocol, brute-forcing of the keypad,
and physical tampering of sensors. One of the primary tests, which also took
a lot of time, involved replaying captured RF signals to trick the system that a
sensor was triggered. The purpose was to determine whether the system’s
RF communications were vulnerable to replay attacks, where previously
intercepted signals are retransmitted to perform unauthorized actions such
as arming or disarming the system. Despite several attempts, the replay
attack tests failed to produce a successful result. This might mean that the
RF protocol has been developed in such a way that replay attacks are not
possible, for example, through timestamps that verify that the signal is current.
The failure of the attempts could also be because the recorded signal was
not completely clean or some synchronization data was missed during the
recording. Two SDRs could have been used to verify that the recorded signal
was replayed correctly. With two SDRs, the recorded signal from one sensor
could have been transmitted on SDR1 at the same time as SDR2 captured
the signal again. Then, the original sensor signal can be compared with
the signal SDR2 recorded during the Replay attack to see if the data was
sent correctly. The fact that an attacker cannot brute-force the keypad with
numerous combinations of the UID or the four-digit code or that a sensor
cannot be removed when the alarm is triggered shows that the system has been
partially developed with security in mind.
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8.3 Ethics
Penetration testing, or ethical hacking, involves assessing the security of
systems by simulating cyber attacks. While this practice is critical to
identifying and mitigating vulnerabilities, it raises significant ethical concerns,
particularly around how discovered vulnerabilities are disclosed. The main
strategies are full disclosure, non-disclosure, and coordinated vulnerability
disclosure. Each approach has its ethical implications and impact on
stakeholders.

• Full disclosure is the practice of publicly disclosing all details of a
discovered vulnerability, including technical details and methods of
exploitation, as soon as the vulnerability has been identified. It ensures
that everyone, including system administrators, security personnel, and
users, is aware of the vulnerability. This transparency can put pressure
on vendors to fix the vulnerability quickly to reduce risk because their
reputation and user trust are at stake. A disadvantage, however, is that
before the system has been fixed, malicious actors have the information
they need to exploit the vulnerability. Full disclosure is often debated
among ethical hackers. Proponents argue for transparency and rapid
mitigation, while opponents point to the potential for increased risk and
damage if the vulnerability is exploited before a fix is available.

• Non-disclosure means discovering a vulnerability but not disclosing it
to any external party, including the affected vendor. The advantage is
that it prevents the immediate risk of exploitation because the details of
the vulnerability are not made public. On the other hand, the system
is left with the vulnerability exposed as the supplier has not been made
aware of its existence.

• CVD, also known as responsible disclosure, involves privately notifying
the vendor of the vulnerability and working with them to develop and
deploy a fix before the vulnerability is made public. The method
balances the need for security with the need for public awareness. It
gives the provider time to address the issue while ensuring that the public
is eventually informed. It limits the risk of immediate exploitation by
not making the details public until a fix is available.

In this work, CVD was applied by contacting Verisure via their customer
service and notifying them of the two vulnerabilities discovered in Chapter 6.
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Chapter 9

Conclusions and future work

9.1 Conclusion
The research question of this thesis was to find out if any vulnerabilities exist
in the Verisure home alarm system, and if so, could they be exploited in such
a way that the system is armed or disarmed. There were several penetration
tests carried out to test the system’s security, and while some tests successfully
identified vulnerabilities, others did not, indicating that the system has been
designed with security in mind but that some aspects of the system lack
adequate implementations. One of the two identified vulnerabilities includes
the possibility of jamming the frequency band so that the sensors cannot
successfully send their signal to the central unit. Although all users who
pay for the 24/7 alarm center solution have an RF interference detection in
place, all users who purchased the alarm freely or stopped paying have no
way to detect the attack. The second identified vulnerability is that the RFID
authentication mechanism only uses the UID as authentication. The UID of an
RFID tag is solely an identifier and is not implemented with security in mind.
The fact that a cloned tag can deactivate the whole alarm should make system
users more careful in how they handle their key tags, as an attacker only needs
a few seconds to do so. The conclusion is that if a user adds an RFID tag to
their Verisure system, the system is not secure, as an attacker could make a
copy of it if they get close to the victim and the tag.

9.2 Future work
The security evaluation of the Verisure home alarm system has revealed several
vulnerabilities, particularly in the RF communication protocols. However,
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the study has also identified several areas that warrant further investigation to
ensure comprehensive safety coverage. While the RF protocol was analyzed
in this study, the reverse engineering process was not complete. Future
research may focus on analyzing the RF protocol more deeply to identify more
patterns. Through a hardware-based attack, the crypto keys that the central
unit has stored in its memory can be extracted. These could then be used to
decrypt the RF protocol. With the crypto keys, all message types could be
decoded, and an understanding of the parameters the protocol uses, of course.
The decoded messages may also identify hidden or undocumented features.
Another hardware-based attack that could be performed against the system is
to attempt to extract the firmware that the central unit is running. An analysis
of the firmware could also be done by capturing the firmware but a Man-in-
the-Middle attack when it is pushed by Verisure’s servers to the central unit
during a software update. A firmware analysis could reveal security flaws,
hard-coded credentials, or undocumented features that could be exploited by
attackers. Although the mobile and web applications have already been tested,
these tests were carried out during bachelor’s degree projects that only lasted
half the time this project was carried out. In addition, both works were carried
out in 2020, and the applications may have been updated and introduced with
new security flaws since then.
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Appendix A

CVSS metrics for chosen threats

Table A.1: Calculated CVSS for replay RF communication

Replay RF communication
Metric Value
Attack vector (AV) Network (N)
Attack complexity (AC) Low (L)
Privileges required (PR) None (N)
User interaction (UI) None (N)
Scope (S) Changed (C)
Confidentiality (C) None (N)
Integrity (I) High (H)
Availability (A) High (H)
Calculated CVSS 10.0
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Table A.2: Calculated CVSS for eavesdropping RFID

Eavesdropping RFID
Metric Value
Attack vector (AV) Network (N)
Attack complexity (AC) Low (L)
Privileges required (PR) None (N)
User interaction (UI) None (N)
Scope (S) Unchanged (U)
Confidentiality (C) High (H)
Integrity (I) None (N)
Availability (A) None (N)
Calculated CVSS 7.5

Table A.3: Calculated CVSS for brute forcing keypad

Brute forcing keypad
Metric Value
Attack vector (AV) Network (N)
Attack complexity (AC) Low (L)
Privileges required (PR) None (N)
User interaction (UI) None (N)
Scope (S) Unchanged (U)
Confidentiality (C) Low (L)
Integrity (I) Low (L)
Availability (A) None (N)
Calculated CVSS 6.5

Table A.4: Calculated CVSS for RF protocol reversing

RF protocol reversing
Metric Value
Attack vector (AV) Network (N)
Attack complexity (AC) High (H)
Privileges required (PR) None (N)
User interaction (UI) None (N)
Scope (S) Unchanged (U)
Confidentiality (C) High (H)
Integrity (I) Low (L)
Availability (A) Low (L)
Calculated CVSS 7.0
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Table A.5: Calculated CVSS for RF signal jamming

RF signal jamming
Metric Value
Attack vector (AV) Network (N)
Attack complexity (AC) Low (L)
Privileges required (PR) None (N)
User interaction (UI) None (N)
Scope (S) Unchanged (U)
Confidentiality (C) None (N)
Integrity (I) None (N)
Availability (A) High (H)
Calculated CVSS 7.5

Table A.6: Calculated CVSS for physical tampering

Physical tampering
Metric Value
Attack Vector (AV) Physical (P)
Attack complexity (AC) Low (L)
Privileges required (PR) None (N)
User interaction (UI) None (N)
Scope (S) Changed (C)
Confidentiality (C) None (N)
Integrity (I) None (N)
Availability (A) High (H)
Calculated CVSS 5.3

Table A.7: Calculated CVSS for RFID cloning

RFID cloning
Metric Value
Attack vector (AV) Physical (P)
Attack complexity (AC) Low (L)
Privileges required (PR) None (N)
User interaction (UI) None (N)
Scope (S) Changed (C)
Confidentiality (C) High (H)
Integrity (I) High (H)
Availability (A) None (N)
Calculated CVSS 7.3
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Table A.8: Calculated CVSS for sensor firmware tampering

Sensor firmware tampering
Metric Value
Attack vector (AV) Physical (P)
Attack complexity (AC) High (H)
Privileges required (PR) None (N)
User interaction (UI) None (N)
Scope (S) Unchanged (U)
Confidentiality (C) High (H)
Integrity (I) High (H)
Availability (A) High (H)
Calculated CVSS 6.4

Table A.9: Calculated CVSS for central unit firmware tampering

Central unit firmware tampering
Metric Value
Attack vector (AV) Physical (P)
Attack complexity (AC) High (H)
Privileges required (PR) None (N)
User interaction (UI) None (N)
Scope (S) Unchanged (U)
Confidentiality (C) High (H)
Integrity (I) High (H)
Availability (A) High (L)
Calculated CVSS 6.4

Table A.10: Calculated CVSS for crypto-keys extraction

Crypto-keys extraction
Metric Value
Attack vector (AV) Physical (P)
Attack complexity (AC) High (H)
Privileges required (PR) None (N)
User interaction (UI) None (N)
Scope (S) Unchanged (U)
Confidentiality (C) High (H)
Integrity (I) High (H)
Availability (A) Low (L)
Calculated CVSS 6.0
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Table A.11: Calculated CVSS for malicious code injection in firmware

Malicious code injection in firmware
Metric Value
Attack vector (AV) Physical (P)
Attack complexity (AC) High (H)
Privileges required (PR) None (N)
User interaction (UI) None (N)
Scope (S) Unchanged (U)
Confidentiality (C) High (H)
Integrity (I) High (H)
Availability (A) High (H)
Calculated CVSS 6.4
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