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Abstract—Global Navigation Satellite Systems (GNSS) provide
standalone precise navigation for a wide gamut of applications.
Nevertheless, applications or systems such as unmanned vehi-
cles (aerial or ground vehicles and surface vessels) generally
require a much higher level of accuracy than those provided
by standalone receivers. The most effective and economical way
of achieving centimeter-level accuracy is to rely on corrections
provided by fixed reference station receivers to improve the
satellite ranging measurements. Differential GNSS (DGNSS) and
Real Time Kinematics (RTK) provide centimeter-level accuracy
by distributing online correction streams to connected nearby
mobile receivers typically termed rovers. However, due to their
static nature, reference stations are prime targets for GNSS
attacks, both simplistic jamming and advanced spoofing, with
different levels of adversarial control and complexity. Jamming
the reference station would deny corrections and thus accuracy
to the rovers. Spoofing the reference station would force it
to distribute misleading corrections. As a result, all connected
rovers using those corrections will be equally influenced by the
adversary independently of their actual trajectory. We evaluate
a battery of tests generated with an RF simulator to test the
robustness of a common DGNSS/RTK processing library and
receivers. We test both jamming and synchronized spoofing to
demonstrate that adversarial action on the rover using reference
spoofing is both effective and convenient from an adversarial
perspective. Additionally, we discuss possible strategies based on
existing countermeasures (self-validation of the PNT solution and
monitoring of own clock drift) that the rover and the reference
station can adopt to avoid using or distributing bogus corrections.

I. INTRODUCTION

Global Navigation Satellite System (GNSS) services are
commonly used to provide precise timing and localization,
globally, to a wide set of applications. The evolution of GNSS
systems with additional constellations and frequencies, with
interoperability, has led to sub-meter accuracy in mass produc-
tion commercial devices; even without relying on advanced
antenna systems. Nevertheless, applications requiring highly
precise localization, such as topographic surveys, precision
navigation, and machine control, are still dependent on ex-
ternal corrections based on Real-time Kinematics (RTK). In
such setting, a moving receiver (rover) corrects its observation
based on measurements of the same satellites provided by a
reference station with a known fixed position. Usually, such
corrections complement and improve the ones provided by
multi-frequency systems and allow the rover, after a usually
fast convergence period, to achieve a Position-Navigation-
Time (PNT) solution with an accuracy of a few centimeters.

Multiple correction delivery methods exist, relying on terres-
trial infrastructure, network connectivity, or, more recently,
satellite L-band downlink.

This work focuses on corrections delivered over the Internet.
Specifically, network-based RTK (NRTK) is established as an
open-source, collaborative system to achieve centimeter-level
accuracy with consumer-grade receivers [1]. For this reason,
we believe the majority of the nonindustrial market will rely
on NRTK for a long time before a complete adoption of
the L-Band correction services, given NRTK large availability
even free of charge for the final user thanks to several open
source projects [2], [3]. While the up-and-coming L-Band
correction streams are potentially more secure (due to the
proprietary and often encrypted signal structure), to the best
of our knowledge they are still quite specialized and cannot be
expected to be free of charge for the final user. Examples of L-
Band correction services cover both legacy signals and external
corrections delivered over Iridium and L-band ([4], [5]) or
more modern approaches such as Galileo High Accuracy
Services (HAS) in the E6 band.

RTK reference stations are mounted at precisely surveyed
points, whose location is accurately determined and publicly
available. This way, the reference receiver can calculate precise
carrier phase measurements referenced to its static position
and distribute this information to the connected rovers which
ultimately use them to calculate precise positions. The cor-
rections are meaningful only if the rover can securely access
the reference station (e.g., via an authenticated and encrypted
channel, [6]) and the reference station itself is not under
adversarial control.

Given their intrinsically static placement and the current
unencrypted and public nature of the GNSS signals make
RTK stations a relatively easy target for manipulation, via
spoofing, meaconing (e.g. replay/relay), or jamming [7]–[9].
Although cryptographic countermeasures thwarting spoofing
exist, adopting such methods will take time especially the
signal in space or the receiver structure [10] require modifica-
tions. OSNMA ([11], [12]) stops the attacker from simulating
GNSS signals with invalid information, but remains suscepti-
ble to meaconing as there is no cryptographical protection in
the spreading code itself ([13], [14]).

Spoofing any mobile GNSS receiver is complex, while it
is much simpler and straightforward to smoothly capture a
GNSS receiver whose location is well-determined and fixed,



especially if the attacker gains line of sight to the victim’s
antenna. The attacker can target and significantly degrade the
PNT solution at the RTK reference station. This in turn will
directly produce incorrect corrections conveyed to the rover,
and, if such corrections are applied blindly, potentially result
in highly degraded trajectory estimation or outright denial of
service, as the RTK algorithm might not converge to a viable
solution. Practically, each RTK reference receiver, even if
otherwise trusted, can be jammed or spoofed: cryptographical
protocols safeguarding the network-based correction distribu-
tion system cannot contain this problem.

In this work, we analyze and expand promising preliminary
results that show how the rover PNT quality is affected by a
degraded reference station. For different GNSS constellation
configurations and attack methods, we show that a strategically
placed attacker can degrade the PNT solution quality at the
rover simply by attacking the reference station receiver. We
demonstrate three adversarial settings (synchronous single
constellation lift-off spoofing, multiconstellation asynchronous
spoofing, and jamming), and the effects they have on the rover
PNT solution.

The rest of the paper is organized as follows: Section III
describe the system model, focusing on the aspects relevant
to the RTK problem, Section IV discusses adversary model
and control approach, Section V presents our experimental
setting, the devices used, and the different adversarial sce-
narios. Section VI discusses our findings before we conclude
in Section VIII, highlighting possible future directions for
improving the security of RTK augmentation networks.

II. RELATED WORK

RTK correction services are often assumed to be trusted.
Few works investigated the effects of spoofing and jamming
the reference stations on the connected rovers. Empirical
evaluation of the effect of jamming on a reference station
was shown in [15], based on live observations. Similarly, [16]
analyzes only the DGNSS case, considering a limited case of
code-shift spoofing on a few selected signals.

A network adversary injecting fake correction information
or impersonating a reference station to degrade the rover’s
PNT solution is considered in [6]. While this is potentially
problematic, such vulnerability can be addressed with secure
networking between the rover and reference station. For ex-
ample, Transport Layer Security (TLS) based methods [17]
can authenticate and protect the integrity and confidentiality
of the data sent to the rover, relying on established public
key cryptography at the cost of increased complexity for the
infrastructure and the credential management system. How-
ever, albeit fundamental and needed, network security cannot
mitigate adversaries targeting directly the reference station
GNSS receiver by controlling the received GNSS signals.

[7], [18]–[21] demonstrated how even advanced receivers
are generally sensitive to adversarial interference either in the
form of jamming (targeting an outright GNSS denial of service
at the victim) or spoofing (aiming at providing the GNSS
receiver with valid but manufactured) GNSS signals. Jamming

has been effective in degrading the receiver’s solution up to
the level of outright unavailability, and it is relatively simple
to carry out as it does not require any complex hardware
or sophisticated technique. Reference stations are generally
designed to be resilient to jamming by using specialized design
antennas (choke ring antennas to limit the effectiveness of
jammers placed on the ground) or high-performance adaptive
filters (adaptive notch filters to suppress even fast narrow
band signals). Additionally, jamming/spoofing detection and
localization systems can help in increasing the efficiency of
the removal process even over large areas, where the jammer
might be located [22].

Differential GNSS and carrier estimation can benefit anti-
spoofing, but the reference station information is considered to
be valid and authentic ([23]–[26]). Methods (usually applied
to static receivers, like the case of time servers) provide a layer
robustness from spoofers by analyzing both the movement of
the antenna (to detect changes not consistent with a static
reference), but mostly focus on the quality of the provided
time transfer.

Signal Quality Monitoring (SQM) techniques that track
changes in code/doppler and C=N0 also contribute positively
to the security of the reference station ([27]–[32]). Specifically,
interference monitoring based on Automatic Gain Control
(AGC) and C=N0 can work well given the static nature of
the station and the fact that generally such reference points
are set in low multipath environments. Still, it is possible for
an adversary to precisely match the C=N0 for each satellite
at the victim receiver and transmit signals that are slightly
above that, to avoid triggering detection by means of power
envelope monitoring. On the other hand, the signals can be
carefully aligned to the real one in matters of power, code,
and carrier phase offset [7], [18]. Even in the case of time
servers, synchronous spoofing proved capable of modifying
the PNT solution of the receiver.

Adversarial techniques allowing progressive stretching of
all pseudoranges for the satellites in view (which do not
modify the position of the victim receiver) are potentially
critical for reference stations as they modify the pseudorange
information of the carrier phase corrections [18], [33]. This
is particularly problematic for differential GNSS which relies
on single differencing with the reference station to achieve
increased precision. RTK relies on carrier phase measurements
to achieve higher accuracy, but still, this means that to achieve
a full RTK fix the carrier phase measured at the reference
station needs to be coherent with its position and measured
pseudoranges.

Additionally, meaconing can also effectively control a vic-
tim GNSS receiver, even if at a much lower level of flexibility
compared to simulation-based spoofing. Signal level meacon-
ing is problematic for cryptographically enhanced signals as it
replicates the signal identically, allowing the attacker to bypass
any authentication mechanism, and select specific bands by
filtering at the meaconer which channels to relay.
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Fig. 1. Typical network RTK scenario with an attacker spoofing the
reference station

III. SYSTEM MODEL

Two GNSS receivers, one configured as RTK rover and
the other as RTK station, are connected over a network link.
The RTK station is at a fixed point with known coordinates,
included in the correction stream provided to the rovers
over the network. The network link between the rover and
the station is protected by standard network security (e.g.,
authenticated link) whose deployment is beyond the scope
of this work. The adversary can attack the RTK reference
station GNSS receiver by jamming, simulation, co-simulation,
or replay-relay of GNSS signals. The attack setup is shown in
Fig. 1: the attacker causes a reduction of accuracy at the rover
by the transmission of interference to the reference station.

It is not important in the scope of this work how many
constellations and frequency bands the adversary can control
via spoofing, as this only influences the requirements for its
computational power. It is always possible for the adversary
to jam the signals it is not spoofing, to block the receiver from
obtaining legitimate information from those channels.

Differential GNSS and RTK are two different approaches
to augment the accuracy of a moving GNSS receiver. We will
give here a brief background of each to show how an attacker
can influence the reference station. Traditional differential
GNSS (DGNSS) operates at the pseudorange level, correcting
the rover’s observations by single-differencing them with the
observations at the station. This process is shown in Fig. 2.
The pseudorange for a generic satellite at a GNSS receiver
is given in Eq. (1), where � is the geometrical range between
satellite and receiver, I; T are the ionospheric and tropospheric
delays, �MP is the multipath induced error term.

PRSV i = �SV i +(I+T )RSV i +c(bRX −bRSV i)+�MP (1)

The geometrical range is a function of the actual receiver
position on the ground, as in Eq. (2) and Eq. (3), for the

rover and the reference station respectively

�RV
SV i =

√
(xSV i − xRV )2 + (ySV i − yRV )2 + (zSV i − zRV )2

(2)
�BS
SV i =

√
(xSV i − xBS)2 + (ySV i − yBS)2 + (zSV i − zBS)2

(3)
While the location of the rover is obviously unknown, the

location of the reference station is well defined, usually with
a long-term survey-in process which consists of averaging the
observations and the PNT solution at the reference receiver for
long periods of time (24 h is generally considered sufficient,
or until convergence to the required accuracy is reached).

By a single difference of pseudoranges, we express the
position of the receiver as a function of the unit vector from
the reference to each satellite in view and the distance between
the rover and the reference station. In Eq. (4), the corrections
for the rover are computed by eliminating propagation effects
and assuming a single multipath term.

�SV i = uSV i�x + c(bRV − bREF ) + (�MP ) (4)

The rover applies the �SV i correction per satellite (Eq. (4))
and uses the corrected observations to calculate its position
iteratively, in respect of the reference station.

The more modern approach to differential corrections builds
upon DGNSS but adds a second differencing step to also
account for the carrier phase term. This allows the rover GNSS
receiver to achieve centimeter-level accuracy but at a higher
processing cost. We express the carrier phase at the rover and
the reference station as shown in Eq. (5), where we omit the
multipath and atmospheric propagation terms which are the
same as in Eq. (1)

�RX
SVi

=
2�

�
(�RX

SVi
−NRx

SVi
�+ c(bRX − bRSV i)) (5)

The double differencing process adds an additional step
following Eq. (4). The second differencing removes the propa-
gation errors between the satellites themselves, as it eliminates
the biases introduced by the satellite and receiver clock biases,
as shown in Eqs. (6) and (7) and in Fig. 3.{
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(7)

IV. ATTACKER APPROACH

Due to the open structure of the GNSS signal the adversary
can craft signals with valid modulation, frequency, and data
content that match the position of the RTK station and, jointly,
the adversarial action. This usually consists of (but is not
limited to) modifications in the navigation data information,
code-carrier modification, and selective replacement of specific
signals [7], [8]. Specifically, the adversary can match and
synchronize the spoofing signals to the legitimate ones and



Fig. 2. Single differencing in DGNSS. The corrections are valid for the same observation pairs at the rover and the reference stations and usually up to
100 km.

Fig. 3. Double differencing in RTK. The corrections are valid for the same observation pairs at the rover and the reference stations and usually up to
2 km.

slowly force its adversarial action. It is important to notice
here that the attacker aims to disrupt and degrade the RTK
solution quality at the rover. In a regular spoofing scenario,
the adversary cannot usually measure the effect of its action
on the victim receiver. On the other hand, RTK corrections are
typically publicly available - if so, the adversary can connect
its rover and this way monitor the degradation caused by
tampering with the reference station.

An adversary spoofing the reference stations can achieve its
target by: (i) changing the pseudorange observations that the
measured ranges do not match the real ones, (ii) modifying
the clock offset of the reference station, (iii) modifying the
atmospheric propagation terms to introduce an error in the
corrections.

In Eq. (4) this effect is seen directly in the correction terms
either as a change in the reference station clock bias or in
the pseudoranges observations. Two aspects need to be taken
into consideration at this point. The adversary cannot modify
the clock solution beyond the validity of the corrections at the
rover. Practically, this means that the adversary can change
the RTK station clock offset, but cannot abruptly change
the time solution at the references. Additionally, the attacker
should avoid changing the reference station position while
mounting the attack, to avoid simplistic detection based on
position validation. Such deviations often trigger a restart of
the reference station automatic establishment process (often
called survey-in) which generally makes correction unavailable
during the convergence period.



In Eqs. (6) and (7) the action of the attacker is similar but
needs to be more surgical. As RTK relies on carrier phase
information, the attacker needs to modify the carrier phase
per each signal while being consistent with induced change
in the pseudoranges. This requires the adversary to shift the
phase of the signals, either independently or altogether. This
task is complex, but an attacker can mount a stealthy control
action at the victim if the latter is static and its position is
well-known and determined.

Jamming is also known to affect the accuracy of the receiver,
even without causing a direct denial of service. A reduction in
the Signal to Noise Ratio (SNR) is already sufficient to reduce
the observation quality. The efficiency of the attack depends on
the chosen jamming waveform, which can vary from simple
blanket noise transmission to more complex chirp or sweeping
patterns. While such an attack is less complex and requires a
more simplistic approach, it has proven effective in degrading
the quality of the receiver GNSS measurements.

V. EXPERIMENTAL SETUP

Our system setup includes two u-Blox ZED-F9P multi-
frequency, high-precision GNSS receivers, each connected to
a platform capable of providing connectivity and computation.
One device is configured to broadcast RTK corrections over
a secure channel using a standard Networked Transport of
RTCM via Internet Protocol (NTRIP) provider to all connected
clients. For the purpose of this work, it is not important how
the rover and the reference station exchange information in
a secure, authenticated way (e.g., this can be implemented
with secure network transport). The rover receiver provides
raw GNSS measurement data to an implementation of RTKLib
(open source, [34]) that processes the RTK solution based on
the correction stream obtained from the NTRIP server [1].
Additionally, we test the internal RTK engine of the u-Blox
ZED-F9P, to compare its performance to RTKLib. This is
relevant as often corrections are also distributed over local
short-range wireless networks, especially in the case of semi-
permanent installations as the ones often used for Unmanned
Aerial Vehicle (UAV) guidance or construction work.

The ground truth and the adversary are implemented using
Safran Skydel, a fully featured tool to generate GNSS RF
simulation scenarios [35]. To achieve control of the reference
station the adversary can approach the problem from two
different points of view. First, if no authentication on the
navigation messages is present, the adversary crafts bogus
navigation messages reporting fake orbital parameters for a
specific satellite. This will cause the reference station to
broadcast wrong ephemerides corrections, and calculate the
wrong satellite position for the pseudorange and carrier cor-
rections. Alternatively, the attacker can mount a more subtle
attack, where the navigation messages are correct. Still, the
code/carrier phases are shifted to make the pseudorange and
carrier offset calculations incorrect for the specific reference
station position. If authentication of the navigation messages
is available, the adversary can choose to deny a particular
installation relying on jamming or can resort to meaconing to

replay signals sampled at a different location [8] or rely on
more complex signal generation techniques accounting for the
cryptographic methods used [36], [37].

Such attacks are evaluated along with their combination
with jamming. In the synchronous attack, code-phase aligned
signals are generated, in all constellations visible and config-
ured at the receiver. Such signals are consistent with the RTK
station’s live sky view and the transmit time is synchronous
with the beginning of the GPS frame at the victim receiver.
We also test unsynchronized spoofing, where the adversary
overtakes the victim by overpowering the legitimate signals.
Such attacks often do not require initial jamming, as the
incoherent interference of the spoofing acts as jamming in
the first phase, until the GNSS receiver shifts to the simulated
signals. An overview of the experimental test setup is given
in Fig. 4.

The tests are conducted in a protected environment so as
not to cause involuntary disturbance in the protected GNSS
frequency bands. The simulation is at signal level, meaning
that the generated signals take into account possible propa-
gation issues and environment-induced variations, within the
limits of what is available within the Safran Skydel software.
Fig. 5 shows the setup used for the RF simulations. The setup
is a jammer and a spoofer, with the latter having LoS with the
RTK reference station. In the case of the jammer, we assume
an omnidirectional antenna, while the spoofer could be using a
directive antenna. The overlay shows the modeled propagation
of the jammer based on a Longley-Rice propagation model.
The 3D model of the buildings is provided by Openstreetmaps
data.

We perform a set of different tests, that include jamming,
spoofing, or a combination of the two. The location of the
reference station is fixed and corresponds to a real reference
station that is publicly available and operated by the NSS
Group at KTH [38]. The rover moves on a simulated trajectory
and includes different types of environments. The mobility
model used is the one of a vehicle and the trajectory is
designed to have realistic dynamics and acceleration. The
entire trajectory is contained in a radius of 5 km from the
reference station to guarantee the validity of the corrections.

VI. RESULTS

To evaluate the attack effect we construct a battery of
tests that includes various combinations of attack, frequency
used by the receiver, and constellations. We focus on Galileo
and GPS, for the L1/L2 and E1/E5b respectively as these
are supported by the F9P receivers that we used in our
setup. The coordinate system used is either WGS84 (for the
mapping) or ECEF (for the error measurements). The tests and
corresponding RTK configurations are described in Table I and
summarized as follows:

� Overpowered synchronous multi-constellation spoofing
with single frequency spoofer: Tests 1.(a,b,c);

� Single frequency jammer: Tests 2.(a,b);
� Single frequency, single constellation spoofer: Test

3.(a,b);




