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𝑥𝑘+1 = (𝐴 − 𝐵𝑃𝒪︀𝐿)𝑥𝑘 + 𝐵𝑃𝑦𝑘:𝑘+𝐿

𝑢𝑘 = −𝑃𝒪︀𝐿𝑥𝑘 + 𝑃𝑦𝑘:𝑘+𝐿.
(4.1)

In shorthand notation we use 𝐴 ≔ (𝐴 − 𝐵𝑃𝒪︀𝐿), 𝐵̃ ≔ 𝐵𝑃 , 𝐶 ≔ −𝑃𝒪︀𝐿 and 𝐷̃ ≔
𝑃 , to write the inverse as

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝐵̃𝑦𝑘:𝑘+𝐿,

𝑢𝑘 = 𝐶𝑥𝑘 + 𝐷̃𝑦𝑘:𝑘+𝐿.
(4.2)

Note that (2.1) and (4.2) describe the exact same dynamical system with the 

same states 𝑥𝑘. The matrix 𝑃  from statement ii) in Proposition 2.6 is not unique, 

rendering the matrix 𝐴 not unique. However, we recall the following property of 

the inverse in (4.2).

Proposition 4.1 :  All eigenvalues of 𝐴 can be placed freely by design of the matrix 

𝑃 , except for the invariant zeros of (2.1). ◇

Proof :  See the proof of Theorem 3.2 in [27]. □

To be able to state the system inversion problem for trajectories that are generated 

by the system (2.1), let 𝑢𝑑 ≔ 𝑢0:𝑇+𝑁+𝐿 and 𝑦𝑑 ≔ 𝑦0:𝑇+𝑁+𝐿 denote recorded data, 

and partition the Hankel matrices as follows

[
𝑈p
𝑈𝐿

f
] ≔ ℋ︀𝑁+𝐿+1(𝑢𝑑) ∈ ℝ𝑚(𝑁+𝐿+1)×(𝑇+1),

[
𝑌p
𝑌 𝐿

f
] ≔ ℋ︀𝑁+𝐿+1(𝑦𝑑) ∈ ℝ𝑝(𝑁+𝐿+1)×(𝑇+1),

(4.3)

where 𝑈p and 𝑈𝐿
f  consist of the first 𝑚𝑁  rows and the last 𝑚(𝐿 + 1) rows of 

ℋ︀𝑁+𝐿+1(𝑢𝑑), respectively, redefined here compared to (2.28). Similarly, 𝑌p and 𝑌 𝐿
f  

consist of the first 𝑝𝑁  rows and the last 𝑝(𝐿 + 1) rows of ℋ︀𝑁+𝐿+1(𝑦𝑑), respectively. 

We define 𝑈f as the first 𝑚 rows of 𝑈𝐿
f . We refer to these matrices as offline data, 

which we use to represent the system. Note that 𝑁 ≥ 𝑛 and 𝐿 ≥ 𝐿0, where 𝑛 is the 

state dimension and 𝐿0 the inherent delay of the trajectory-generating system. The 

quantities 𝑛 and 𝐿0 do not need to be known exactly; upper bounds for these values 

suffice. In practice, there exist methods to estimate them from data. For example, 

see Section 2.2 in [47] to compute 𝑛, and Algorithm 2 in [55] to compute 𝐿0.

Assumption A4.2 :  The signal 𝑢𝑑 is persistently exciting of order 𝑛 + 𝑁 + 𝐿 + 1, 

i.e., the corresponding Hankel matrix ℋ︀𝑛+𝑁+𝐿+1(𝑢𝑑) has full row rank. ◇
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4.2. Invertibility in the Data-Driven Setting

We now state the impact of the invertibility property of (2.1) on the data-driven 

setting. By 𝑢̂𝑘, we denote the estimate of the input, generated from the data-driven 

inversion using the online measured outputs 𝑦𝑘:𝑘+𝐿 and some initial condition.

Lemma 4.1 (Theorem 2 in [58]) :  Suppose that Assumption  4.1 and Assump

tion 4.2 hold. Then, 𝑢𝑘 = 𝑢̂𝑘 = 𝑈f𝑔, where 𝑔 ∈ ℝ𝑇+1 is a solution to

𝐻𝐿𝑔 ≔

[

𝑈p

𝑌p
𝑌 𝐿

f ]



𝑔 =
[

𝑢𝑘−𝑁:𝑘−1

𝑦𝑘−𝑁:𝑘−1
𝑦𝑘:𝑘+𝐿 ]


← initial condition for 𝑢,

← initial condition for 𝑦,
← measured output.

(4.4)

◇

The key insight is that the invertibility of (2.1) results in 𝑈f being linearly dependent 

on 𝑈p, 𝑌p, and 𝑌 𝐿
f . We can use this to write 𝑈f as a linear combination of the rows 

of 𝐻𝐿, as in 𝑈f = ℎ⊤𝐻𝐿, where ℎ is of the dimension (𝑁(𝑚 + 𝑝) + 𝑝(𝐿 + 1)) × 𝑚. 

If we combine this with (4.4), we obtain

𝑢̂𝑘 = 𝑈f𝑔 = ℎ⊤

[

𝑢𝑘−𝑁:𝑘−1

𝑦𝑘−𝑁:𝑘−1
𝑦𝑘:𝑘+𝐿 ]


. (4.5)

For an invertible system, the estimate satisfies 𝑢̂𝑘 = 𝑢𝑘 whenever the true input 

𝑢𝑘−𝑁:𝑘−1 is available, either from direct knowledge at every step 𝑘 or from exact 

initialization of a recursive algorithm.

4.3. Stable Input Reconstruction for Unknown Initial 

Condition

If the initial condition 𝑢𝑘−𝑁:𝑘−1 is not known exactly, (4.5) is no longer well defined. 

This is because, contrary to (4.4), for 𝑢̂𝑘−𝑁:𝑘−1 ≠ 𝑢𝑘−𝑁:𝑘−1, the fundamental lemma 

in [46], or more specifically Proposition 2.12, does not guarantee the existence of 

some 𝑔 for which

𝐻𝐿𝑔 =

[

𝑈p

𝑌p
𝑌 𝐿

f ]



𝑔 =
[

𝑢̂𝑘−𝑁:𝑘−1

𝑦𝑘−𝑁:𝑘−1
𝑦𝑘:𝑘+𝐿 ]


. (4.6)

Since the computation of 𝑢̂𝑘 depends recursively on previous, potentially incorrect, 

estimates 𝑢̂𝑘−𝑁:𝑘−1, a stability analysis of the estimation is necessary.

In the SISO case, [59] investigated, using the Moore–Penrose inverse 

ℎ⊤ = 𝑈f(𝐻𝐿)†
, the convergence of 𝑢̂𝑘 → 𝑢𝑘 as 𝑘 → ∞ of (4.5) when 𝑢̂𝑘−𝑁:𝑘−1 is 

unknown. Their result in Corollary 4 states that the unknown input estimate 

converges if and only if the underlying LTI system is minimum-phase. For the 

MIMO case, [60] develops a recursive algorithm using a generalized inverse of 
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𝐻𝐿 via Linear Matrix Inequalitys (LMIs), yielding a stable estimator. However, 

existence conditions of such an estimator are not provided. The main contribution 

of this section is the design of a novel unknown input estimator for the MIMO 

case, whose convergence can be characterized by invariant zeros of the trajectory-

generating system (2.1).

4.3.1. Data-Driven Input Estimator Design

We split the problem of computing a candidate 𝑔 into two parts. By virtue of the 

fundamental lemma, we know that there must exist a 𝑔 for which

𝑌 𝑔 ≔ [
𝑌p
𝑌 𝐿

f
]𝑔 = [𝑦𝑘−𝑁:𝑘−1

𝑦𝑘:𝑘+𝐿
]. (4.7)

This is independent of the unknown inputs and has to hold strictly. In the 

second part, we propose to minimize the residual ‖𝑈p𝑔 − 𝑢̂𝑘−𝑁:𝑘−1‖
2
2
, which is the 

mismatch between the previous input estimates and the feasible linear combinations 

of the offline data. This procedure can be summarized in a least-squares problem 

over Hankel matrices, where the output consistency is enforced as a hard constraint

𝑔⋆ ∈ arg min𝑔‖ 𝑈p𝑔 − 𝑢̂𝑘−𝑁:𝑘−1 ‖2
2

subject to [
𝑌p
𝑌 𝐿

f
]𝑔 = [𝑦𝑘−𝑁:𝑘−1

𝑦𝑘:𝑘+𝐿
],

𝑢̂𝑘 = 𝑈f𝑔⋆.

(4.8)

If the previous estimate is in fact exact, i.e., 𝑢̂𝑘−𝑁:𝑘−1 = 𝑢𝑘−𝑁:𝑘−1, there exists 

some 𝑔 that results in a zero residual, ‖𝑈p𝑔⋆ − 𝑢̂𝑘−𝑁:𝑘−1‖2
2 = 0, in (4.8). This means 

that there exists a 𝑔 satisfying (4.5). If we additionally assume that the system is 

invertible, by the proof of Theorem 2 in [58], 𝑢̂𝑘 = 𝑈f𝑔⋆ is the unique and exact 

solution 𝑢𝑘.

To facilitate further analysis, we choose the following closed-form solution 𝑔⋆ 

to (4.8):

𝑔⋆ = 𝑌 †[𝑦𝑘−𝑁:𝑘−1
𝑦𝑘:𝑘+𝐿

] + (𝐼 − 𝑌 †𝑌 )(𝑈p(𝐼 − 𝑌 †𝑌 ))†

× (𝑢̂𝑘−𝑁:𝑘−1 − 𝑈p𝑌 †[𝑦𝑘−𝑁:𝑘−1
𝑦𝑘:𝑘+𝐿

]).
(4.9)

The matrix Π⟂
𝑌 ≔ (𝐼 − 𝑌 †𝑌 ) is the orthogonal projector onto ker(𝑌 ). To complete 

the algorithm, we compute the input estimate 𝑢̂𝑘 = 𝑈f𝑔⋆ as

𝑢̂𝑘 = 𝑈fΠ⟂
𝑌 (𝑈pΠ⟂

𝑌 )†𝑢̂𝑘−𝑁:𝑘−1 + 𝑈f(𝑌 † − Π⟂
𝑌 (𝑈pΠ⟂

𝑌 )†𝑈p𝑌 †)𝑦𝑘−𝑁:𝑘+𝐿

= 𝑀u𝑢̂𝑘−𝑁:𝑘−1 + 𝑀y𝑦𝑘−𝑁:𝑘+𝐿,
(4.10)
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using

𝑀u ≔ 𝑈fΠ⟂
𝑌 (𝑈pΠ⟂

𝑌 )†,

𝑀y ≔ 𝑈f(𝑌 † − Π⟂
𝑌 (𝑈pΠ⟂

𝑌 )†𝑈p𝑌 †).
(4.11)

4.3.2. Data-Driven Input Estimator Convergence Analysis

A necessary condition for the data-driven input estimator to converge for arbitrary 

initial conditions is that (2.1) is invertible, in which case 𝑢̂𝑘 = 𝑢𝑘 = 𝑀u𝑢𝑘−𝑁:𝑘−1 +
𝑀y𝑦𝑘−𝑁:𝑘+𝐿. To investigate the convergence of (4.10) towards the correct input, 

we compute the difference between the two iterations as

𝑒𝑘 ≔ 𝑢̂𝑘 − 𝑢𝑘 = 𝑀u(𝑢̂𝑘−𝑁:𝑘−1 − 𝑢𝑘−𝑁:𝑘−1) + 𝑀y(𝑦𝑘−𝑁:𝑘+𝐿 − 𝑦𝑘−𝑁:𝑘+𝐿)

= 𝑀u𝑒𝑘−𝑁:𝑘−1.
(4.12)

By introducing 𝜀𝑘 ≔ 𝑒𝑘−𝑁:𝑘−1 we can analyze the convergence as a linear system 

following 𝜀𝑘+1 = 𝑅𝜀𝑘 for some 𝑅 admitting the structure

𝑅 ≔

[




0

0
0
0

𝐼𝑚
0
0
0

⋯
⋱
⋯
⋯
𝑀u

0
0
𝐼𝑚
0

0
0
0
𝐼𝑚

]






. (4.13)

We are now ready to present the main result.

Theorem 4.1 :  Under Assumption 4.1 and Assumption 4.2, 𝑅 is Schur stable if 

and only if the trajectory-generating system (2.1) has only stable invariant zeros.◆

Proof : See Section A.12 □

We have seen that the estimation error evolves according to linear dynamics 

encoded in 𝑅. Theorem 4.1 shows that invariant zeros of (2.1) appear as eigenvalues 

of 𝑅, while all remaining eigenvalues are stable. Thus, the estimator is asymptoti

cally correct for every initialization if and only if the trajectory-generating system 

has only stable invariant zeros. These findings are consistent with the cancellations 

of latent poles inside the unit disc, discussed for the SISO case in [59].

As introduced in Chapter 2, the property of (2.1) having only stable invariant 

zeros is, in the model-based case, referred to as strong detectability. A data-driven 

condition for strong detectability was already presented in Theorem 5.7 in [51], 

but it requires state, input, and output data. In contrast, 𝜌(𝑅) can be computed 

only using input-output data, as can be seen from the definition of 𝑀u in (4.11). 

By Theorem 4.1, the convergence property of the proposed algorithm in (4.10) is 

characterized as follows.
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Corollary 4.1 :  Under Assumption 4.1 and Assumption 4.2, the following state

ments hold for the data-driven unknown-input estimation algorithm in (4.10), for 

an arbitrary initial estimate 𝑢̂−𝑁:−1 ∈ ℝ𝑚𝑁 :

1. 𝑢̂0 = 𝑢0 at the first iteration if (2.1) has no invariant zeros, and

2. 𝑢̂𝑘 − 𝑢𝑘 → 0 as 𝑘 → ∞ if and only if (2.1) has only stable invariant zeros. ◇

Proof : See Section A.13. □

Corollary 4.1 admits a direct interpretation: if the plant has no invariant zeros, the 

effect of the initialization disappears immediately, and the input is recovered after 

one update. If the plant has only stable invariant zeros, an incorrect initialization is 

not removed instantly, but its effect decays asymptotically. This allows us to connect 

the convergence results from the data-driven unknown-input estimation algorithm 

in (4.8) to the model-based results presented in Section 2.2. The underlying system 

properties for a guaranteed convergence for an inexact initial condition are identical. 

In particular, we can compare the second part of Corollary 4.1 with Proposition 2.7, 

under the assumption of minimality. The minimality assumption ensures that there 

are no unobservable modes, making (2.22) coincide with the matrix pencil condition 

for only stable invariant zeros.

We now continue with untangling 𝑅 using (4.11), providing us with required 

lemmas for the proof of our main result of this chapter and the corresponding 

corollary. For that, we find relationships between the data matrices 𝑈p, 𝑈f, 𝑌p and 

𝑌 𝐿
f . Inspired by the derivations in [58], we can find the following connection using 

the state-space matrices of an inverse satisfying (4.2):

[𝑈p
𝑈f

] = 𝒪̃︀𝑁𝑋 + ℐ︀𝑁𝑊[
𝑌p
𝑌 𝐿

f
], (4.14)

where 𝒪̃︀𝑁  and ℐ︀𝑁  are defined analogously to 𝒪︀𝑁  and ℐ︀𝑁  in (2.14), using 

(𝐴, 𝐵̃, 𝐶, 𝐷̃). The matrix 𝑊 ∈ ℝ(𝑁+1)𝑝(𝐿+1)×𝑝(𝑁+𝐿+1) consists of 𝑁 + 1 stacked, 

horizontally shifted, identity matrices of size 𝑝(𝐿 + 1), each shifted by 𝑝 columns. 

The matrix 𝑋 ∈ ℝ𝑛×(𝑇+1) contains state trajectories and is not available.

Recall that 𝑌 Π⟂
𝑌 = 𝑌 − 𝑌 𝑌 †𝑌 = 0. Then, right-multiplying (4.14) by Π⟂

𝑌  

results in

[𝑈p
𝑈f

]Π⟂
𝑌 = 𝒪̃︀𝑁𝑋Π⟂

𝑌 , with 𝒪̃︀𝑁 = [𝒪̃︀𝑁−1
𝐶𝐴𝑁 ]. (4.15)

If we now let 𝑋̃ ≔ 𝑋Π⟂
𝑌 , we get

𝑈pΠ⟂
𝑌 = 𝒪̃︀𝑁−1𝑋̃, 𝑈fΠ⟂

𝑌 = 𝐶𝐴𝑁𝑋̃. (4.16)

We can use this to write 𝑀u as
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𝑀u = 𝐶𝐴𝑁𝑋̃(𝒪̃︀𝑁−1𝑋̃)
†
. (4.17)

Then, the following lemma characterizes the image of 𝑋̃.

Lemma 4.2 :  Suppose that Assumption 4.1 and Assumption 4.2 hold. Let

𝒱︀0 ≔ {𝜉 ∈ ℝ𝑛 : ∃𝑢 ∈ ℝ𝑚(𝑁+𝐿+1) s.t. 𝒪︀𝑁+𝐿𝜉 + ℐ︀𝑁+𝐿𝑢 = 0}. (4.18)
Then, im(𝑋̃) = 𝒱︀0. ◇

Proof : See Section A.8. □

Under Assumption 4.1 and Assumption 4.2, 𝒱︀0 is the largest weakly unobservable 

subspace (see Chapter 7 in [26] for details) of (2.1). Hence, for 𝜉 ∈ 𝒱︀0 = im(𝑋̃), 
there exists an input sequence such that the corresponding output is zero.

Lemma 4.3 :  Under Assumption 4.1 and Assumption 4.2, im(𝑋̃) is 𝐴-invariant, 

i.e., 𝐴 im(𝑋̃) ⊆ im(𝑋̃). ◇

Proof : See Section A.9. □

To continue investigating the properties of 𝑀u, we state the following technical 

lemma on 𝒪̃︀𝑁−1.

Lemma 4.4 :  Under Assumption 4.1 and Assumption 4.2, the observability matrix 

𝒪̃︀𝑁−1 of the inverse system (4.2) satisfies im(𝑋̃) ∩ ker(𝒪̃︀𝑁−1) = {0}. ◇

Proof : See Section A.10. □

This allows us to proceed with the last technical lemma.

Lemma 4.5 :  Under Assumption 4.1 and Assumption 4.2, 𝑅𝒪̃︀𝑁−1𝑣 = 𝒪̃︀𝑁−1𝐴𝑣 for 

𝑣 ∈ im(𝑋̃). ◇

Proof : See Section A.11. □

This concludes the derivations of the lemmas required to prove Theorem 4.1.

4.4. Numerical Examples

The algorithm in (4.10) requires computing Π⟂
𝑌 = 𝐼 − 𝑌 †𝑌 , which can be numeri

cally inconvenient to form explicitly for large 𝑇 . To compensate for this, we use a 

nullspace parameterization that yields an equivalent problem of smaller dimension. 

For that, we compute the Singular Value Decomposition (SVD) 𝑌 = 𝑈𝑌 Σ𝑌 𝑉 ⊤
𝑌  and 
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partition 𝑉𝑌  into range-space columns 𝑉r and null-space columns 𝑉null. Using this, 

every solution to 𝑌 𝑔 = 𝑦𝑘−𝑁:𝑘+𝐿 can now also be written as

𝑔 = 𝑌 †𝑦𝑘−𝑁:𝑘+𝐿 + 𝑉null𝛾, 𝛾 ∈ ℝ𝑇+1−𝑟𝑌 , (4.19)
where 𝑌 †𝑦 is a particular solution and 𝑉null𝛾 always lies in ker(𝑌 ). For the practical 

implementation, we truncate the singular values of 𝑌  at 10−4. Substituting (4.19) 

into the objective of (4.8) gives an unconstrained problem

min
𝛾

‖𝑈p𝑉null𝛾 − (𝑢̂𝑘−𝑁:𝑘−1 − 𝑈p𝑌 †𝑦𝑘−𝑁:𝑘+𝐿)‖2
2
, (4.20)

which has dimension 𝑇 + 1 − 𝑟𝑌 , where 𝑟𝑌 ≔ rank[𝑌 ]. We solve (4.20) via trun

cated SVD, with a threshold of 10−3. Because the substitution is an exact 

reparameterization of the feasible set, we can recover

𝑔∗ = 𝑌 †𝑦𝑘−𝑁:𝑘+𝐿 + 𝑉null𝑈
†
p,0(𝑢̂𝑘−𝑁:𝑘−1 − 𝑈p𝑌 †𝑦𝑘−𝑁:𝑘+𝐿),

where 𝑈p,0 = 𝑈p𝑉null,
(4.21)

as the minimizer of the original constrained problem. Finally, we obtain

𝑀u ≔ 𝑈f𝑉null𝑈
†
p,0,

𝑀y ≔ 𝑈f(𝑌 † − 𝑀u𝑈p𝑌 †)
(4.22)

for the recursive estimation algorithm1.

We consider three numerical examples, each with two inputs, two outputs, and 

four states, differing only in their set of invariant zeros. The state-space represen

tations of each of the systems are provided below.

Stable invariant zeros. Figure 4.1 shows results for a system with only stable 

invariant zeros at 𝑧 = 0.7 and 𝑧 = 0.8, with the state-space description shown below 

in (4.23). The estimate converges asymptotically to the true input. After estimation 

begins (marked by the vertical black line), the residual drops sharply over 𝑁  steps as 

the algorithm flushes out the incompatible initial guess, then decays asymptotically 

to zero.

𝐴 =

[



0.5

0
0
0

1
0.6
0
0

0
0

0.3
0

0
0
1

0.4]





, 𝐵 =

[



0

1
0
0

0
0
0
1]





,

𝐶 = [−1
0

5
0

0
−1

0
2], 𝐷 = [0

0
0
0].

(4.23)

1The code can be accessed at https://github.com/ennobr/DD_INV_MIMO.

https://github.com/ennobr/DD_INV_MIMO
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Figure 4.1: Stable invariant zero: with 𝑁 = 10, estimation converges quickly for a system 

with only stable invariant zeros.

No invariant zeros. Figure 4.2 presents a strongly observable system with no 

invariant zeros, with the state-space description shown below in (4.24). The algo

rithm yields an exact input estimate from the first step. The residual converges 

to zero in finite time, indicating that the 𝑔 generated in early iterations does not 

correspond to a valid system trajectory, yet this does not affect the input estimate.

𝐴 =

[



 0.25

0.5
−0.25
0.25

0.25
0

−0.25
0.25

0
0
0
0

0.5
0.25
0
0 ]






, 𝐵 =

[



 0

0
0

−1

−1
0
1
0 ]






,

𝐶 = [1
1

−1
0

0
−1

0
0], 𝐷 = [0

0
0
0].

(4.24)
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Figure 4.2: No invariant zero: with 𝑁 = 10, estimation is exact from the first step for a 

strongly observable system.

Unstable invariant zeros. Figure 4.3 shows a system with an unstable invariant 

zero at 𝑧 = 1.25, with the state-space description shown below in (4.25). The input 

estimate diverges while the residual converges to zero, confirming that the algorithm 

finds a 𝑔 satisfying the fundamental lemma. Yet, this 𝑔 does not provide a unique 

input estimate, a consequence of the unstable invariant zero.

𝐴 =

[



 0.25

0.5
−0.25
0.25

0.25
0

−0.25
0.25

0
0
0
0

0.5
0.25
0
0 ]






, 𝐵 =

[



 2

−1
2
0

−2
2
0

−1]





,

𝐶 = [2
0

1
−1

1
−2

−2
−2], 𝐷 = [0

0
0
0].

(4.25)
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Figure 4.3: Unstable invariant zero: with 𝑁 = 10, estimation diverges despite the algorithm 

finding a suitable 𝑔, due to an unstable invariant zero.

Conclusion

In this chapter, we established a rigorous connection between model-based and 

data-driven input reconstruction for MIMO systems, without requiring knowledge 

of the initial input trajectory. The central result is that our proposed data-driven 

estimator inherits the same convergence conditions as its model-based counterpart: 

the estimation error decays to zero if and only if all invariant zeros are stable, 

while the absence of invariant zeros guarantees exact recovery in a single step. 

As a byproduct, we obtained a necessary and sufficient condition for all invariant 

zeros being stable, verifiable purely from input-output data. To ensure numerical 

tractability, we proposed an SVD-based nullspace reparameterization and demon

strated our theoretical findings across three distinct invariant-zero configurations 

through numerical examples. Beyond its estimation-theoretic value, this result 

could be used in a data-driven extension of the confidentiality attacks we will study 

in Chapter 5. Other future research directions include extensions to process and 

measurement noise, as well as a more general study of the parameter 𝑔 and how its 

choice impacts the stability of the estimation algorithm.





Chapter 5

Confidentiality Attacks on Closed-Loop 

Control Systems

In this chapter, we move from general state and input estimation algorithms to 

their application in CPS security. We take the perspective of the adversary and 

design two confidentiality attacks on closed-loop control systems using the concepts 

and methods introduced in Chapter 2 and Chapter 3. Investigating the design of 

such confidentiality attacks from an adversarial standpoint aids system engineers 

in performing a risk analysis of their control system against such attacks.

In Section 5.1, we begin by considering an adversary that aims to reconstruct 

the controller states by accessing the control input to the plant. Subsequently, 

in Section  5.2, we increase the complexity of the attack scenario, by adding a 

controller reference to the closed-loop. This controller reference is also unknown to 

the adversary and is a quantity that needs to be reconstructed.

5.1. Confidentiality Attacks on Controller States

Our main contributions in this section are threefold.

1. We adapt the confidentiality attack procedure from [79], which designed a 

confidentiality attack on the controller states using a Kalman filter procedure. 

Instead of sensor attacks as investigated in [79], we consider actuator attacks 

and uncover inherent difficulties in applying the Kalman filter.

2. We derive the UIO as the alternative tool for the attacker to estimate the 

controller states, requiring significantly less model knowledge.

3. We thoroughly compare the two approaches and their necessary and sufficient 

conditions for convergence.

Lastly, we use the numerical simulation example of a three-tank system to showcase 

the differences.
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Figure 5.1: Schematic representation of control loop. The adversary gains access to the 

control signal, trying to estimate the internal controller states 𝑥c,𝑘.

Figure  5.1 shows the considered attack setup. The attacker can access the 

control inputs 𝑢𝑘, instead of the plant measurements 𝑦𝑘 as investigated in [79]. We 

motivate this change to assess the risk and severity of this new attack scenario, 

where the adversary has access to signals that directly act on the plant.

We consider a linear discrete-time plant and controller setup, where the two 

parts are interconnected in feedback by the plant measurements 𝑦𝑘 and controller 

inputs 𝑢𝑘.

𝑥p,𝑘+1 = 𝐴p𝑥p,𝑘 + 𝐵p𝑢𝑘 + 𝑤𝑘

𝑦𝑘 = 𝐶p𝑥p,𝑘 + 𝑣𝑘

↑ 𝑢𝑘 𝑦𝑘 ↓
𝑥c,𝑘+1 = 𝐴c𝑥c,𝑘 + 𝐵c𝑦𝑘

𝑢𝑘 = 𝐶c𝑥c,𝑘 + 𝐷c𝑦𝑘

The plant states are denoted by 𝑥p,𝑘 ∈ ℝ𝑛p and together with system matrix 

𝐴p ∈ ℝ𝑛p×𝑛p , input matrix 𝐵p ∈ ℝ𝑛p×𝑚, and output matrix 𝐶p ∈ ℝ𝑝×𝑛p , they con

stitute the plant state-space system. We assume no direct feedthrough from plant 

inputs to plant outputs, i.e., 𝐷p = 0. The controller’s state-space system is defined 

similarly, where the states and matrices are indexed with 𝑐: the controller states 

𝑥c,𝑘 ∈ ℝ𝑛c , system matrix 𝐴c ∈ ℝ𝑛c×𝑛c , input matrix 𝐵c ∈ ℝ𝑛c×𝑝, output matrix 

𝐶c ∈ ℝ𝑚×𝑛c , and direct feedthrough matrix 𝐷c ∈ ℝ𝑚×𝑝. This is a general controller 

structure that can represent, for instance, an observer and feedback controller, 

through 𝐴c = 𝐴p − 𝐵p𝐾fb − 𝐿o𝐶p, 𝐵c = 𝐿o, 𝐶c = −𝐾fb, 𝐷c = 0, where 𝐾fb and 𝐿o 

are the feedback and observer gain.
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Assumption A5.1 : Regarding the controller design, we assume the following:

1. The closed-loop system is (Schur-)stable.

2. The controller’s state-space realization is minimal.

3. For the controller, it holds that [𝐵⊤
c 𝐷⊤

c ]⊤ has full rank. ◇

Stochastic process noise 𝑤𝑘 ∼ 𝒩︀(0, Σw) with Σw ⪰ 0 and measurement noise 

𝑣𝑘 ∼ 𝒩︀(0, Σv) with Σv ≻ 0, assumed to be independent, uncorrelated, and identi

cally distributed over time, act solely on the plant. The controller is assumed to be 

noise-free due to being implemented digitally.

From the adversary’s perspective, a confidentiality attack on the controller 

states 𝑥c,𝑘 can now be formulated as the following problem:

Problem 5.1 (Estimating controller states):  Construct a perfect estimate 𝑥c,𝑘 of 

𝑥c,𝑘, meaning without bias, i.e., 𝔼[𝑒c,𝑘] = 0 with 𝑒c,𝑘 ≔ 𝑥c,𝑘 − 𝑥c,𝑘, and zero steady-

state estimation error covariance:

lim
𝑘→∞

𝔼[𝑒c,𝑘 𝑒⊤
c,𝑘] = lim

𝑘→∞
Σc,𝑘 = 0

for a given initial covariance Σc,0 ≻ 0 and access to control inputs 𝑢𝑘. ◇

Access to the controller states 𝑥c,𝑘 can be the first step in launching stealthy attacks 

on the control system. In the following sections, we introduce two methods the 

attacker can use to solve Problem 5.1: first, we investigate the Kalman filter, as it 

has been explored in the sensor-attack scenario in [79]. Next, we introduce the UIO 

as our proposed alternative, which requires less model knowledge. In the subsequent 

sections, we discuss the differences in required model knowledge, in the conditions 

imposed on plant and controller, and in the time horizon of control input data 

needed by each method.

5.1.1. Estimation Using the Kalman Filter

In this section, we first develop a closed-loop state-space representation, where 

process and measurement noise are uncorrelated. Next, we set up the Kalman 

filter equations, which provide an unbiased estimate of the closed-loop states. We 

introduce a desired steady-state error covariance for the closed-loop state estima

tion, which results in a perfect estimate of the controller states under conditions 

we derive. To prove the convergence of the Kalman filter, we inspect (i) whether 

the steady-state algebraic Riccati equation admits the desired covariance as its 

unique solution and (ii) the exponential convergence property towards this solution. 

Beforehand, we need to specify data available to the attacker:

Assumption A5.2 (Data for Kalman filter):  The attacker has access to control 

inputs {𝑢𝑖}
𝑘
𝑖=0 to estimate the controller states at time step 𝑥c,𝑘+1. ◇
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Closed-Loop State-Space Formulation

To be able to apply the Kalman filter, we first combine the plant and controller 

states 𝑥𝑘 ≔ [𝑥⊤
p,𝑘 𝑥⊤

c,𝑘]
⊤

∈ ℝ𝑛, where 𝑛 = 𝑛c + 𝑛p, and then construct the closed-

loop state-space system with

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝛼𝑘,  where (5.1)

𝐴 ≔ [
𝐴p + 𝐵p𝐷c𝐶p

𝐵c𝐶p

𝐵p𝐶c
𝐴c

], 𝛼𝑘 ≔ [𝑤𝑘 + 𝐵p𝐷c𝑣𝑘
𝐵c𝑣𝑘

].

The closed-loop system matrix is 𝐴 ∈ ℝ𝑛×𝑛 and the process noise of the closed-

loop system is 𝛼𝑘. We also describe the control inputs 𝑢𝑘 in relation to 𝑥𝑘, as

𝑢𝑘 = 𝐶𝑥𝑘 + 𝛽𝑘, (5.2)
with the closed-loop output matrix 𝐶 ≔ [𝐷c𝐶p 𝐶c] ∈ ℝ𝑚×𝑛 and noise 𝛽𝑘 ≔ 𝐷c𝑣𝑘. 

Regarding the attack, we assume the following worst-case scenario:

Assumption A5.3 :  The attacker has access to all model parameters of the plant 

𝐴p, 𝐵p, 𝐶p, 𝐷p, the controller 𝐴c, 𝐵c, 𝐶c, 𝐷c, and the noise statistics Σv, Σw. ◇

Notice that in the representations in (5.1) and (5.2), the noise variables 𝛼𝑘 and 𝛽𝑘 

are correlated:

𝔼[[𝛼𝑘
𝛽𝑘

][𝛼⊤
𝑘 𝛽⊤

𝑘 ]] =: [ 𝑄
𝑆⊤

𝑆
𝑅],  with

𝑄 = [
Σw + 𝐵p𝐷cΣv𝐷⊤

c 𝐵⊤
p

𝐵cΣv𝐷⊤
c 𝐵⊤

p

𝐵p𝐷cΣv𝐵⊤
c

𝐵cΣv𝐵⊤
c

],

𝑆 = [𝐵p𝐷cΣv𝐷⊤
c

𝐵cΣv𝐷⊤
c

], 𝑅 = 𝐷cΣv𝐷⊤
c .

(5.3)

To receive uncorrelated noise, we need to transform the closed-loop system into a 

system with 𝑆 = 0, in a manner similar to [82] and what we did in Section 3.2. To 

that end, we modify (5.1) into

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝛼̃𝑘 + 𝑆𝑅−1𝑢𝑘

where 𝐴 ≔ 𝐴 − 𝑆𝑅−1𝐶, 𝛼̃𝑘 ≔ 𝛼𝑘 − 𝑆𝑅−1𝛽𝑘, and 𝑄̃ ≔ 𝑄 − 𝑆𝑅−1𝑆⊤. To perform 

this transformation, matrix 𝑅 in (5.3) needs to be invertible, requiring us to state:

Assumption A5.4 :  The controller feedthrough matrix 𝐷c has full row rank, such 

that 𝑅 = 𝐷cΣv𝐷⊤
c  is invertible. ◇

Notice that this assumption implies that there are at least as many plant measure

ments as control inputs: 𝑝 ≥ 𝑚.
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Kalman Filter Equations

Due to the random noise, the closed-loop state is a random variable. The conditional 

probability distribution of the closed-loop states 𝑥𝑘+1 given a sequence of control 

inputs {𝑢𝑖}
𝑘
𝑖=0 under the influence of random noise, reads as

𝑥𝑘+1 | 𝑢0:𝑘
∼ 𝒩︀(𝑥𝑘+1, Σx,𝑘+1).

Using a Kalman filter as outlined in [83], the conditional mean 𝑥𝑘+1 can be 

computed with

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝑆𝑅−1𝑢𝑘 + 𝐾x,𝑘(𝑢𝑘 − 𝐶𝑥𝑘),

where the corresponding Kalman gain is

𝐾x,𝑘 = (𝐴Σx,𝑘𝐶⊤)(𝐶Σx,𝑘𝐶⊤ + 𝑅)−1, (5.4)

with the initial condition 𝑥0 ≔ 𝔼[𝑥0]. The covariance of 𝑥𝑘+1 is then updated as

Σx,𝑘+1 = 𝐴Σx,𝑘𝐴⊤ + 𝑄̃ − 𝐾x,𝑘(𝐴Σx,𝑘𝐶⊤)
⊤
, (5.5)

with initial value Σ0 ≔ Σx,0.

Assumption A5.5 :  The initial condition of the closed-loop system is 

𝑥0 ∼ 𝒩︀(𝑥0, Σ0), with Σ0 ≻ 0, where 𝑥0 is uncorrelated with the noises {𝛼̃𝑘}𝑘∈ℕ 

and {𝛽𝑘}𝑘∈ℕ. ◇

The Kalman filter is an unbiased estimator, which means that 𝔼[𝑥𝑘] = 𝑥𝑘. There

fore, to estimate the controller states perfectly and solve Problem 5.1, it remains 

to show that the steady-state covariance Σ∞ is of the form

lim
𝑘→∞

Σx,𝑘 =: Σ∞ = [ΣP
0

0
0],  with ΣP ≥ 0. (5.6)

A steady-state covariance of this form implies zero covariance for the estimate of 

the controller states, lim𝑘→∞ Σc,𝑘 = 0. In the following, we focus on the estimation 

error 𝑒x,𝑘 ≔ 𝑥𝑘 − 𝑥𝑘, with the corresponding dynamics

𝑒x,𝑘+1 = (𝐴 − 𝐾x,𝑘𝐶)𝑒x,𝑘 − 𝛼̃𝑘 + 𝐾x,𝑘𝛽𝑘. (5.7)

Requirements for Convergence of the Kalman Filter

In the following, we investigate when the desired steady-state covariance (5.6) 

constitutes the unique solution for the Kalman filter. In the subsequent subsection, 

we show when the filter exponentially converges towards this solution.

The steady-state of (5.4) and (5.5) admits an algebraic Riccati equation of 

the form
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𝐾∞ = (𝐴Σ∞𝐶⊤)(𝐶Σ∞𝐶⊤ + 𝑅)−1,

Σ∞ = 𝐴Σ∞𝐴⊤ + 𝑄̃ − 𝐾∞(𝐴Σ∞𝐶⊤)
⊤
.

(5.8)

Invoking Theorem 3.2 in [84], (5.8) has a unique and strong solution Σ∞, if and 

only if the pair (𝐴, 𝐶) is detectable. A strong solution refers to the solution of the 

Riccati equation, for which 𝐴 − 𝐾∞𝐶 has eigenvalues only inside or on the unit 

circle. Since 𝐴 = 𝐴 + 𝑆𝑅−1𝐶, the pair (𝐴, 𝐶) is detectable if and only if 𝐴, i.e. 

the closed-loop system, is stable. This we assumed in Assumption 5.1.

Knowing that (5.8) admits a unique and strong solution, we next investigate, 

under what conditions the desired covariance (5.6) constitutes this particular 

solution. Substituting (5.6) into (5.8) leads to a 4 by 4 system of equations, whose 

only non-zero entry is the (1-1)-entry:

ΣP = 𝐴pΣP𝐴⊤
p + Σw − 𝐴pΣP𝐶̄⊤(𝐶̄ΣP𝐶̄⊤ + 𝑅)−1𝐶̄Σ⊤

P𝐴⊤
p ,

where 𝐶̄ ≔ 𝐷c𝐶p. This is also a Riccati equation and admits a unique and strong 

solution ΣP ≥ 0, if and only if (𝐴p, 𝐶̄) is detectable, compare again Theorem 3.2 

in [84].

Assumption A5.6 :  The pair (𝐴p, 𝐶̄) is detectable. ◇

To show that (5.6) is a strong solution to (5.8), however, we additionally need to 

investigate the eigenvalues of the steady-state Kalman filter matrix. From (5.8) we 

compute the Kalman gain

𝐾∞ = [𝐴pΣP𝐶̄⊤(𝐶̄ΣP𝐶̄⊤ + 𝑅)−1

0
] ≕ [𝐾̄

0 ],

and the steady-state Kalman filter error system matrix in (5.7)

𝐴 − 𝐾∞𝐶 = (𝐴 − 𝑆𝑅−1𝐶) − 𝐾∞𝐶

= [
𝐴p − 𝐾̄𝐶̄

0
−𝐾̄𝐶c

𝐴c − 𝐵c𝐷⊤
c (𝐷c𝐷⊤

c )−1𝐶c
].

(5.9)

The eigenvalues of (5.9) are determined by the block matrices’ eigenvalues on its 

diagonal. Given detectability of (𝐴p, 𝐶̄) in Assumption 5.6, we know that a unique 

matrix ΣP can be found, for which 𝐴p − 𝐾̄𝐶̄ has eigenvalues in or on the unit 

circle. For a strong solution to (5.8), it must additionally hold, that

𝜌(𝐴c − 𝐵c𝐷⊤
c (𝐷c𝐷⊤

c )−1𝐶c) ≤ 1.

If 𝐷c has full row rank (see Assumption 5.4), the matrix

𝐴c − 𝐵c𝐷⊤
c (𝐷c𝐷⊤

c )−1𝐶c = 𝐴c − 𝐵c𝐷†
c 𝐶c
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constitutes the system matrix of the right-inverse of the controller [85, p. 125], with 

𝐷†
c  denoting the pseudo-inverse of 𝐷c. Note that this is an instantaneous inverse. 

We summarize what we have obtained in the following proposition:

Proposition 5.1 :  The Riccati equation describing the attacker’s steady-state 

Kalman filter (5.8) admits (5.6) as a strong solution, if and only if (𝐴p, 𝐶̄) is 
detectable (see Assumption 5.6) and

𝜌(𝐴c − 𝐵c𝐷†
c 𝐶c) ≤ 1. (5.10)

Additionally, the solution is unique. ◇

Note that uniqueness follows from detectability of (𝐴, 𝐶), irrespective of (5.6).

Exponential Convergence of the Kalman Filter

In practice, the attacker would prefer fast, exponential convergence. The strong 

solution, allowing eigenvalues on the unit circle, does not guarantee this. Therefore, 

we turn to a stabilizing solution for (5.8). According to Theorem 3.2 in [84], 

the strong solution Σ∞ coincides with the stabilizing solution, if in addition to 

detectability of (𝐴, 𝐶), the pair (𝐴, 𝐺) with 𝐺𝐺⊤ = 𝑄̃ = [Σw
0

0
0] has no unreach

able modes on the unit circle. Since

𝐴 = [
𝐴p

0
0

𝐴c − 𝐵c𝐷†
c 𝐶c

],

this reduces to the pair (𝐴p, Σ1/2
w ) not having unreachable modes on the unit 

circle and

𝜌(𝐴c − 𝐵c𝐷†
c 𝐶c) < 1. (5.11)

If these two additional conditions hold, the Kalman filter matrix (5.9) is exponen

tially stable, naming it a stabilizing solution. From Theorem 4.1 in [84], it then 

follows that lim𝑘→∞ Σx,𝑘 = Σ∞ converges exponentially fast, for any Σ0 > 0. We 

summarize this section in the following theorem:

Theorem 5.1 (Exponential convergence of the Kalman filter):  Suppose Assump

tion  5.1 up to Assumption  5.6 on the closed-loop system and the attacker are 

satisfied. Then, the attacker’s controller estimate converges exponentially, if and 

only if 𝜌(𝐴c − 𝐵c𝐷†
c 𝐶c) < 1 and (𝐴p, Σ1/2

w ) does not have unreachable modes on 

the unit circle. ◆

5.1.2. Estimation Using the Unknown Input Observer

As the alternative method for the attacker to estimate the controller states, we 

introduce the UIO next. An important difference to the Kalman filter approach is 
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that neither a plant model (𝐴p, 𝐵p, 𝐶p, 𝐷p), nor the noise characteristics Σv, Σw, 

and in general no closed-loop state-space form is needed. In contrast to the Kalman 

filter, we assume a different time horizon of data to be available to the attacker:

Assumption A5.7 (Data for UIO):  The attacker has access to control inputs 

{𝑢𝑖}
𝑘+𝐿
𝑖=0  to estimate the controller states at time step 𝑥c,𝑘+1. ◇

Even though the UIO appears non-causal, it is in fact causal. In contrast to 

Assumption 5.2, the current time step is 𝑘 + 𝐿, such that the estimate 𝑥c,𝑘+1 is 

computed with a delay 𝐿. We derived the equations for the UIO in Section 2.2, 

which applied in this setting reads

𝑥c,𝑘+1 = 𝑀𝑥c,𝑘 + 𝐾𝑢𝑘:𝑘+𝐿. (5.12)

To design an observer of that form, the adversary needs to have access to the 

controller dynamics, which we state in the following assumption.

Assumption A5.8 :  The attacker has access to the controller model parameters 

𝐴c, 𝐵c, 𝐶c, 𝐷c. ◇

We now use Proposition  2.5 and the third statement from Assumption  5.1 to 

characterize the strong detectability condition for the controller. Note that the third 

statement in Assumption 5.1 is a technical condition and ensures that there are no 

inputs that do not actively influence the controller. Ensuring this can be achieved 

simply by selecting the minimal subset of inputs, for which [𝐵⊤
c 𝐷⊤

c ]⊤ retains full 

column-rank, effectively removing linearly dependent or zero inputs.

Lemma 5.1 :  The controller is strongly detectable if and only if

rank[𝐴c − 𝑧𝐼
𝐶c

𝐵c
𝐷c

] = 𝑛c + 𝑝, ∀𝑧 ∈ ℂ, |𝑧| ≥ 1. (5.13)

This condition coincides with all invariant zeros of the controller having a magni

tude of less than one. ◇

As derived in Section 2.2 under Assumption 5.1, strong detectability is the necessary 

and sufficient condition for the existence of the UIO. Notice that, if 𝐷c is square 

and has full rank, (5.13) is in fact equivalent to (5.11).

Recall the notions of (strong) observability and its generalization detectability in 

this specific confidentiality attack: For an observable controller, one can recover its 

initial state 𝑥c,0 from a known sequence of measurements {𝑦𝑖}𝑖∈ℕ and control inputs 

{𝑢𝑖}𝑖∈ℕ. Strong observability requires that one can recover the initial state only 

using the sequence of control inputs {𝑢𝑖}𝑖∈ℕ. For a strongly detectable controller, 

compare Definition 2.9 in [27], having zero control inputs 𝑢𝑘 = 0, ∀𝑘 ∈ ℕ implies 

that all the controller states will decay to zero 𝑥c,𝑘 → 0 as well. This means that any 
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potentially unobservable modes of the initial state 𝑥c,0 holding the output to zero, 

will decay to zero, therefore allowing for convergence of the UIO. We summarize 

the results in the following theorem:

Theorem 5.2 (Exponential convergence of the UIO):  Suppose Assumption 5.7 

and Assumption 5.8 on the closed-loop system and the attacker are satisfied. Then, 

the attacker’s controller state estimate converges exponentially, if and only if (5.13) 

holds. ◆

Exponential stability follows from the stable linear error dynamics.

5.1.3. Comparison and Discussion

Comparing Assumption 5.3 and Assumption 5.8, one can see that the Kalman filter 

requires information on the plant, controller, and noise statistics, while the UIO 

only requires information on the controller. Additionally, the Kalman filter requires 

the closed-loop system to be stable. In contrast, the UIO estimates the controller’s 

states directly and is therefore independent of the closed-loop dynamics. In the 

cyber-physical attack space shown in Figure 1.1, the disruption resources, i.e., only 

the eavesdropping on the communication and no injection of data, are equally low 

because we consider only the confidentiality attack. However, the system knowledge 

required for the same disclosure differs significantly.

The Kalman filter is designed to compute a one-step ahead estimate, based 

on the current control input. If 𝐷c = 0, the noisy measurement signal 𝑦𝑘 does not 

instantaneously act on the control input 𝑢𝑘, which is what the Kalman filter bases 

its prediction on. Only after a delay of one time step 𝐿min = 1 does the noise act on 

the controller states and, therefore, on the control input 𝑢𝑘. Thus, the Kalman filter 

fails to predict the controller states perfectly if the noise does not directly act on the 

control inputs. Requiring 𝐷c to be of full row rank for the Kalman filter to converge 

implies that 𝑝 ≥ 𝑚. This condition is not restrictive since a subset of control inputs 

can be picked if violated. Contrarily, the UIO needs to have at least as many 

measured outputs as unknown inputs 𝑚 ≥ 𝑝. Note that for the controller, 𝑢 ∈ ℝ𝑚 

is the output, such that the roles of 𝑝 and 𝑚 are reversed, in direct comparison to 

the inversion of a standard LTI system.

In [79], it is shown that an attacker using a Kalman filter and plant measure

ments, requires the controller to have no unstable poles. In contrast, we find that 

if an attacker accesses the control inputs, Kalman filter and UIO require stable 

controller zeros. Regarding the Kalman filter, Theorem 5.1 states that the instan

taneous right-inverse exists and is stable. For the UIO, Theorem 5.2 is more general 

and requires all invariant zeros to be stable. This implies, that the 𝐿-delay left-

inverse of the controller exists and only has stable poles.
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Lastly, the convergence rate of the UIO depends on the eigenvalues of 

𝑀 ≔ 𝐴c − 𝐾𝒪︀𝐿, which might not be arbitrarily placeable. Controller zeros close 

to the unit circle therefore slow down convergence for the UIO, which is not a 

restriction for the Kalman filter.

5.1.4. Numerical Example

We now demonstrate the differences in performance for the attacker using either a 

Kalman filter or a UIO. We use the same three-tank simulation model as in [79]. 

The model of the three tanks features three states, two measurements, and two 

control inputs. We discretize the following continuous-time system using zero-order 

hold with a sampling period of 𝑇𝑠 = 0.5𝑠

𝑥(̇𝑡) =
[

−2

2
0

2
−4
2

0
2

−3]

𝑥(𝑡) +

[

0.5

0
0

0
0

0.5]

𝑢(𝑡) + 𝑤(𝑡),

𝑦(𝑡) = [0
0

1
0

0
1]𝑥(𝑡) + 𝑣(𝑡).

(5.14)

The controller for the discretized system is an observer-based feedback controller 

of the form

𝑥c,𝑘+1 = (𝐴p − 𝐵p𝐾fb − 𝐿o𝐶p)𝑥c,𝑘 + 𝐿o𝑦𝑘

𝑢𝑘 = −𝐾fb𝑥c,𝑘.
(5.15)

The observer gain 𝐿o and feedback gain 𝐾fb are designed using pole placement:

𝐿o = place(𝐴⊤
p , 𝐶⊤

p , [0.1, 0.2, 0.3])⊤,

𝐾fb = place(𝐴p, 𝐵p, [0.4, 0.5, 0.6]).
(5.16)

Analysis of the controller’s observability and invertibility matrices reveals that the 

system-inherent delay for the controller is 𝐿 = 1. As visible in (5.15), the direct 

term is zero, 𝐷c = 0, implying that no instantaneous inverse of the controller exists. 

Furthermore, the pencil condition in (5.13) loses rank at 𝑧 ≈ 0.398, which indicates 

a stable zero of the controller and, therefore, a pole in the UIO dynamics that 

cannot be altered. To implement the Kalman filter despite 𝑅 not being invertible, 

we use the Kalman filter form in [83, p. 44] using equations (5.1) and (5.2).

The simulations are initiated with the same nonzero estimation error for the 

Kalman filter and the UIO. We then compare the estimation error for both methods. 

The simulation results in Figure 5.2 demonstrate how the Kalman filter fails to 

produce a perfect estimate of the controller states. Meanwhile, the UIO operates 

with much less model knowledge, yet perfectly estimates the controller states after 

only a few time steps. What is not directly apparent from the plot is the delay of 
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Figure 5.2: The estimation error of controller states from Kalman filter does not settle, while 

the error from the UIO converges quickly to zero. Measurement signals 𝑦𝑘 and control inputs 

𝑢𝑘 from linear feedback controller are noisy.

𝐿 = 1 time steps, with which the estimation of the UIO lags behind the Kalman 

filter’s estimation.
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Figure 5.3: Schematic representation of a control loop. The adversary gains access to the 

control signal and/or the plant measurements, trying to estimate the reference 𝑦ref,𝑘, internal 

controller states 𝑥c,𝑘 and plant states 𝑥p,𝑘.

5.2. Confidentiality Attacks on Reference Signals

The previous section and first half of this chapter considered a scenario in which 

the adversary estimates the controller states using control inputs to the plant. In 

the following, we extend this by considering that a reference 𝑦ref,𝑘 unknown to 

the attacker enters the controller, which many previous works implicitly assume 

to be zero. More specifically, we investigate when the attacker can reconstruct 

the unknown reference to the controller, given access to control inputs 𝑢𝑘, plant 

measurements 𝑦𝑘, or any combination of both. Figure 5.3 visualizes this attack 

setup. We have three main contributions in this section.

1. We identify the conditions for a perfect, i.e., unbiased, estimate of the unknown 

reference in the noise-free case, providing insight into plant and controller 

properties, necessary for a successful confidentiality attack.

2. We derive conditions for a perfect estimate, i.e., unbiased and zero variance, in 

the noisy case.

3. We adapt an existing algorithm for an optimal state estimate to also estimate 

the unknown reference optimally, in a minimum-variance sense.

We also perform simulations on two example systems to demonstrate the theoretical 

results for the reference estimation.

Our work bears resemblance to [80], which also considers a confidentiality attack 

on the reference signal for a closed control loop. However, our work differs in 

three assumptions: (i) both actuator and sensor signals can be intercepted by the 

adversary, (ii) a larger delay in the estimation is permitted, and (iii) the reference 

signals are only required to be exponentially bounded and do not need to obey 
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known linear dynamics. More precisely, we study a scenario in which an adversary 

uses multiple intercepted signals to reconstruct the unknown reference 𝑦ref,𝑘 along 

with the plant and controller states 𝑥p,𝑘 and 𝑥c,𝑘, respectively.

The state-space models for the plant and the controller are similar to Section 5.1, 

but with a reference entering the controller.

𝑥p,𝑘+1 = 𝐴p𝑥p,𝑘 + 𝐵p𝑢𝑘 + 𝑤𝑘

𝑦𝑘 = 𝐶p𝑥p,𝑘 + 𝑣𝑘

↑ 𝑢𝑘 𝑦𝑘 ↓
𝑥c,𝑘+1 = 𝐴c𝑥c,𝑘 + 𝐵c𝑦𝑘 + 𝐹c𝑦ref,𝑘

𝑢𝑘 = 𝐶c𝑥c,𝑘 + 𝐷c𝑦𝑘 + 𝐸c𝑦ref,𝑘

𝑦ref,𝑘 ↑

Let 𝑥p ∈ ℝ𝑛p , 𝑥c ∈ ℝ𝑛c , 𝑦 ∈ ℝ𝑞, 𝑦ref ∈ ℝ𝑚, and 𝑢 ∈ ℝ𝑙 with state matrices of appro

priate dimension. The process and measurement noises of the plant are assumed to 

be zero-mean; 𝑤𝑘 ∼ 𝒩︀(0, Σw,𝑘) and 𝑣𝑘 ∼ 𝒩︀(0, Σv,𝑘), with

𝔼[𝑣⊤
𝑘 𝑣𝑖] ≕ Σv,𝑘𝛿𝑘,𝑖, Σv,𝑘 ≻ 0,

𝔼[𝑤⊤
𝑘 𝑤𝑖] ≕ Σw,𝑘𝛿𝑘,𝑖, Σw,𝑘 ⋟ 0,

(5.17)

and mutually uncorrelated. Note that in contrast to Section 5.1, we now allow the 

noise characteristics to be time-varying.

Next, we find the closed-loop state-space formulation, where the reference and 

noise are the exogenous inputs. The closed-loop states are a concatenation of the 

plant and controller states. Let 𝑥𝑘 ≔ [𝑥⊤
p,𝑘 𝑥⊤

c,𝑘]
⊤

∈ ℝ𝑛 with 𝑛 = 𝑛p + 𝑛c. We obtain 

for the closed-loop

𝑥𝑘+1 = [
𝐴p + 𝐵p𝐷c𝐶p

𝐵c𝐶p

𝐵p𝐶c
𝐴c

]
⏟

𝐴

𝑥𝑘 + [𝐵p𝐸c
𝐹c

]
⏟

𝐵

𝑦ref,𝑘 + [𝐼
0

𝐵p𝐷c
𝐵c

]
⏟

𝐹

[𝑤𝑘
𝑣𝑘

]
⏟

𝑑𝑘

. (5.18)

We make the following assumptions about the closed loop.

Assumption A5.9 :

1. The closed-loop system is internally (Schur)-stable with 𝜌(𝐴) < 1.

2. In the multivariate case, neither plant nor controller have overlapping poles and 

zeros when 𝑧 ∈ ℂ, |𝑧| ≥ 1. ◇

Further, we denote the observed signals by the adversary by ℎ𝑘 ∈ ℝ𝑝, which can 

be any vertically stacked combination of elements of control inputs 𝑢𝑘 and plant 

measurements 𝑦𝑘. Assuming that the adversary has access to both, we have that 

ℎ𝑘 = [𝑢⊤
𝑘 , 𝑦⊤

𝑘 ]⊤
 and 𝑝 = 𝑙 + 𝑞, which results in
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ℎ𝑘 = [
𝐷c𝐶p
𝐶p

𝐶c
0 ]

⏟
𝐶

𝑥𝑘 + [𝐸c
0 ]

⏟
𝐷

𝑦ref,𝑘 + [0
0

𝐷c
𝐼 ]

⏟
𝐸

𝑑𝑘. (5.19)

If the adversary had access to only the control inputs, we would have ℎ𝑘 = 𝑢𝑘, and 

𝑝 = 𝑙, with 𝐶, 𝐷, 𝐸 changing accordingly.

We investigate a confidentiality attack on the reference 𝑦ref,𝑘 for the closed-

loop control system, where the adversary has access to a sequence of intercepted 

signals ℎ𝑘. We formally state the following problems for a successful attack by the 

adversary.

Problem 5.2 (Perfect estimation):  Using access to {ℎ𝑖}
𝑘+𝐿
𝑖=0  for some finite 𝐿 ∈ ℕ, 

all model parameters (𝐴, 𝐵, 𝐶, 𝐷, 𝐸, 𝐹), and noise characteristics being known, 

construct an estimate 𝑦ref,𝑘 of 𝑦ref,𝑘 exponentially fast and without bias:

lim
𝑘→∞

𝔼[𝑦ref,𝑘 − 𝑦ref,𝑘] = 0. (5.20)

Further, estimate the reference with zero steady-state estimation error covariance: 

lim𝑘→∞ 𝔼[(𝑦ref,𝑘 − 𝑦ref,𝑘)(𝑦ref,𝑘 − 𝑦ref,𝑘)⊤] = 0. ◇

We consider an alternative specification for the covariance because we will see that 

demanding zero error covariance is restrictive when noise is present.

Problem 5.3 (Optimal estimation):  Using access to {ℎ𝑖}
𝑘+𝐿
𝑖=0  for some finite 𝐿 ∈ ℕ, 

all model parameters (𝐴, 𝐵, 𝐶, 𝐷, 𝐸, 𝐹), and noise characteristics being known, 

construct an estimate 𝑦ref,𝑘 of 𝑦ref,𝑘 exponentially fast and without bias:

lim
𝑘→∞

𝔼[𝑦ref,𝑘 − 𝑦ref,𝑘] = 0. (5.21)

Further, estimate the reference with minimal steady-state estimation error covari

ance: minimize tr(𝔼[(𝑦ref,𝑘 − 𝑦ref,𝑘)(𝑦ref,𝑘 − 𝑦ref,𝑘)⊤]), providing a minimal mean-

square-error. ◇

Note that we do not explicitly mention the estimation procedure of the closed-loop 

state. As will become apparent in the following sections, such an unbiased state 

estimate is possible if the reference can be estimated. Similarly, the delay 𝐿 is left 

unspecified in Problem 5.2 and Problem 5.3. In the subsequent sections, we will see 

that the smallest admissible 𝐿 is again the inherent delay of the closed-loop.

5.2.1. Estimation in the Noise-Free Case

In the following section, we begin our analysis by investigating the noise-free case. 

A noise-free system poses a favorable scenario for the attacker, therefore providing 

us with necessary conditions for a successful attack.
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With the noise absent, we have that 𝑤𝑘 = 0, 𝑣𝑘 = 0, ∀𝑘 ∈ ℕ and therefore 

𝑑𝑘 = 0, ∀𝑘 ∈ ℕ. In this case, we obtain the following closed-loop state-space system

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝐵𝑦ref,𝑘,

ℎ𝑘 = 𝐶𝑥𝑘 + 𝐷𝑦ref,𝑘.
(5.22)

From internal stability, we have that 𝐴 has eigenvalues only inside the unit disc, 

cf. Assumption 5.9, from which it follows that

rank[𝐴 − 𝑧𝐼
𝐶 ] = 𝑛, ∀𝑧 ∈ ℂ, |𝑧| ≥ 1. (5.23)

Proposition 2.7 provides us with a necessary and sufficient condition when a delayed 

inverse for (5.22) can be found. We use Proposition 2.7 together with (5.22), where 

𝑦ref,𝑘 corresponds to the input and ℎ𝑘 to the output, and obtain our first result.

Theorem 5.3 :  Consider the noise-free closed-loop system in (5.22). Problem 5.2 

can be solved, and the unknown reference 𝑦ref,𝑘 can be estimated from ℎ𝑘:𝑘+𝐿, if 

and only if

rank[𝐴 − 𝑧𝐼
𝐶

𝐵
𝐷] = 𝑛 + 𝑚, ∀𝑧 ∈ ℂ, |𝑧| ≥ 1. (5.24)

◆

Proof :  The statement follows immediately from Proposition 2.7. □

Theorem 5.3 is equivalent to the closed-loop having invariant zeros only inside the 

unit disc. The rank condition in Proposition 2.5 is implied by (5.24). This shows 

that the ability to obtain a perfect estimate of the unknown inputs implies that a 

perfect estimate of the states is possible as well.

While concise, Theorem 5.3 using the closed-loop matrices (𝐴, 𝐵, 𝐶, 𝐷) does not 

directly provide insights into properties of the plant or the controller separately, for 

the attack to be successful. We, therefore, reformulate the rank condition (5.24) so 

that we can analyze the discrete-time transfer function of the closed-loop system 

𝐺(𝑧), for which 𝐻(𝑧) = 𝐺(𝑧)𝑌ref(𝑧), where 𝐻(𝑧), and 𝑌ref(𝑧) are the 𝑧-transforms 

of the intercepted signals and the reference. This allows us to connect the pole/

zero configurations of the plant and the controller with the ability to estimate the 

unknown reference.

The matrix pencil 𝑴(𝑧) in (5.24) can be reformulated for all 𝑧 for which 

(𝐴 − 𝑧𝐼) is invertible, using the property shown in [86]

𝑴(𝑧) = [𝐴 − 𝑧𝐼
𝐶

𝐵
𝐷] = [ 𝐼

𝐶(𝐴 − 𝑧𝐼)−1
0
𝐼][𝐴 − 𝑧𝐼

0
0

𝐺(𝑧)][𝐼
0

(𝐴 − 𝑧𝐼)−1𝐵
𝐼 ], (5.25)

where 𝐺(𝑧) = 𝐶(𝑧𝐼 − 𝐴)−1𝐵 + 𝐷 is the closed-loop transfer function of dimension 

𝑝 × 𝑚. Since we require the closed-loop system to be internally stable, i.e., 𝜌(𝐴) < 1, 
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we know that for |𝑧| ≥ 1, it always holds that rank(𝐴 − 𝑧𝐼) = 𝑛. From that we 

conclude that

rank[𝑴(𝑧)] = rank[𝐴 − 𝑧𝐼
0

0
𝐺(𝑧)] = 𝑛 + rank[𝐺(𝑧)], (5.26)

for all 𝑧 ∈ ℂ, |𝑧| ≥ 1. This leads to our first corollary.

Corollary 5.1 :  Let 𝐺(𝑧) be the discrete-time transfer function of the noise-free 

closed-loop system from 𝑌ref(𝑧) to 𝐻(𝑧). Problem 5.2 is solvable if and only if

rank[𝐺(𝑧)] = 𝑚, ∀ |𝑧| ≥ 1. (5.27)
◇

The corollary implies that 𝑝 ≥ 𝑚 and shows that to get a perfect estimate of the 

reference, the transfer function 𝐺(𝑧) needs to have a rank of the dimension of the 

unknown reference for all |𝑧| ≥ 1. The rank of 𝐺(𝑧) is influenced by the pole-zero 

configurations of the plant and controller, but also depends on the signal to which 

the adversary has access. In the next two subsections, we investigate the two special 

cases in which ℎ𝑘 ≡ 𝑢𝑘 and ℎ𝑘 ≡ 𝑦𝑘. For these special cases, we further assume that 

the system is square. This means that the dimensions of the control inputs, the 

plant measurements, and the references are identical, i.e., 𝑞 = 𝑙 = 𝑚.

Access to All Control Inputs: ℎ𝑘 ≡ 𝑢𝑘
In this scenario, we need to compute the transfer function 𝐺u(𝑧) for which 

𝑈(𝑧) = 𝐺u(𝑧)𝑌ref(𝑧). The plant dynamics follow 𝑌 (𝑧) = 𝑃(𝑧)𝑈(𝑧), where 𝑃(𝑧) =
𝐶p(𝑧𝐼 − 𝐴p)

−1𝐵p and the control law is

𝑈(𝑧) = 𝐶(𝑧)𝑌 (𝑧) + 𝐶ref(𝑧)𝑌ref(𝑧), (5.28)
where 𝐶ref(𝑧) = 𝐶c(𝑧𝐼 − 𝐴c)

−1𝐹c + 𝐸c and 𝐶(𝑧) = 𝐶c(𝑧𝐼 − 𝐴c)
−1𝐵c + 𝐷c. We ob

tain 𝐺u(𝑧) as

𝐺u(𝑧) = (𝐼𝑙 − 𝐶(𝑧)𝑃(𝑧))−1𝐶ref(𝑧) = 𝑆I(𝑧)𝐶ref(𝑧), (5.29)
where 𝑆I(𝑧) denotes the sensitivity function at the input. For a successful attack, 

the attacker needs to have that rank(𝐺u(𝑧)) = 𝑚,  ∀ |𝑧| ≥ 1, as per Corollary 5.1. 

We now investigate how poles and zeros of the plant and controller impact this 

condition. Since we are dealing with multivariate signals, we need to account for 

pole/zero directions. The following lemma states an intermediate result.

Lemma 5.2 :  𝑆I(𝑧) = (𝐼𝑙 − 𝐶(𝑧)𝑃(𝑧))−1 loses rank for |𝑧| ≥ 1 if and only if there 

are unstable poles in 𝑃(𝑧) or 𝐶(𝑧). The zero directions of 𝑆I(𝑧) are as follows:

• Let 𝑧p be an unstable pole of 𝑃(𝑧) with ∞ ⋅ 𝑦p = 𝑃(𝑧p)𝑢p. Then, 

𝑆I(𝑧p)𝐶(𝑧p)𝑦p = 0.
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• Let 𝑧p be an unstable pole of 𝐶(𝑧) with ∞ ⋅ 𝑦p = 𝐶(𝑧p)𝑢p. Then, 𝑆I(𝑧p)𝑦p = 0.

◇

Proof :  See Section A.14. □

Before we can connect these findings to the rank of 𝐺u(𝑧), we need to consider two 

additional points. Firstly, internal stability dictates that 𝑆I(𝑧) needs to be stable, 

and thus an unstable zero in 𝐶ref(𝑧) cannot be canceled by 𝑆I(𝑧). Secondly, we need 

to consider the case where the unstable pole of 𝐶(𝑧) coincides with an unstable 

pole in 𝐶ref(𝑧). If both poles have the same 𝑧-value and direction, there is a pole-

zero cancellation between 𝑆I(𝑧) and 𝐶ref(𝑧), as demonstrated by the second zero 

direction in Lemma 5.2. We summarize this analysis in the following proposition.

Proposition 5.2 :  If the adversary has access to all control inputs 𝑢𝑘, Problem 5.2 

can be solved if and only if the following statements hold:

1. The feedforward controller 𝐶ref(𝑧) has no unstable zero.

2. The plant 𝑃(𝑧) has no unstable pole.

3. The unstable poles of the feedback controller 𝐶(𝑧) coincide with the unstable 

poles of the feedforward controller 𝐶ref(𝑧). ◇

Access to All Plant Measurements: ℎ𝑘 ≡ 𝑦𝑘
In case the adversary has access to 𝑌 (𝑧), we consider the transfer function 𝐺𝑦(𝑧), 
for which 𝐺𝑦(𝑧)𝑌ref(𝑧) = 𝑌 (𝑧), which reads as

𝐺𝑦(𝑧) = (𝐼𝑞 − 𝑃(𝑧)𝐶(𝑧))−1𝑃(𝑧)𝐶ref(𝑧) = 𝑆(𝑧)𝑃 (𝑧)𝐶ref(𝑧), (5.30)

where 𝑆(𝑧) is the sensitivity function. For a successful attack, we again require that 

rank(𝐺𝑦(𝑧)) = 𝑚 for all |𝑧| ≥ 1.

Lemma 5.3 :  𝑆(𝑧)𝑃 (𝑧) = (𝐼𝑞 − 𝑃(𝑧)𝐶(𝑧))−1𝑃(𝑧) loses rank for |𝑧| ≥ 1 if there 

is an unstable pole in 𝐶(𝑧) or an unstable zero in 𝑃(𝑧). The corresponding zero 

directions of 𝑆(𝑧)𝑃 (𝑧) are as follows:

• Let 𝑧p be an unstable pole of 𝐶(𝑧) with ∞ ⋅ 𝑦p = 𝐶(𝑧p)𝑢p. Then, 

𝑆(𝑧p)𝑃(𝑧p)𝑦p = 0.

• Let 𝑧z be an unstable zero of 𝑃(𝑧) with 0 ⋅ 𝑦z = 𝑃(𝑧z)𝑢z. Then 𝑆(𝑧z)𝑃 (𝑧z)𝑢z = 0.

◇

Proof :  See Section A.15. □

Before we can connect these findings to the rank of 𝐺𝑦(𝑧), we need to consider 

two additional points. Firstly, we again observe that unstable zeros in 𝐶ref(𝑧) 
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cannot be canceled by 𝑆(𝑧)𝑃 (𝑧) due to internal stability and therefore remain in 

𝐺𝑦(𝑧). Secondly, we need to account for the case where the unstable pole of 𝐶(𝑧) 
coincides with an unstable pole in 𝐶ref(𝑧), leading to a pole-zero cancellation as per 

Lemma 5.3. We summarize this in the following proposition.

Proposition 5.3 :  If the adversary only has access to plant measurements 𝑦𝑘, 

Problem 5.2 can be solved only if the following statements hold:

1. The feedforward controller 𝐶ref(𝑧) has no unstable zero.

2. The plant 𝑃(𝑧) has no unstable zero.

3. The unstable poles of the feedback controller 𝐶(𝑧) coincide with the unstable 

poles of the feedforward controller 𝐶ref(𝑧). ◇

Remark 5.1 :  In the case that the control loop is designed such that the control 

error is 𝑦𝑘 − 𝑦ref,𝑘, we have that 𝐶ref(𝑧) = −𝐶(𝑧). Regarding Proposition 5.2 and 

Proposition 5.3, unstable poles of 𝐶(𝑧) can consequently be omitted in the condi

tions for a successful attack. △

5.2.2. Estimation with Noise in the Plant

We now consider the noise to be present, i.e., 𝑣𝑘 ≠ 0 and 𝑤𝑘 ≠ 0. In this section, we 

first outline the added difficulties of estimating the unknown reference with noise in 

the plant. We then state conditions for a perfect estimate, i.e., when Problem 5.2 can 

be solved. Subsequently, we present an algorithm that overcomes the difficulties of 

closed-loop noise and optimally estimates the closed-loop states and the reference, 

thereby solving Problem 5.3.

Obtaining an Unbiased Estimate of the Unknown Reference

Consider the closed-loop system with the noise terms,

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝐵𝑦ref,𝑘 + 𝐹𝑑𝑘,

ℎ𝑘 = 𝐶𝑥𝑘 + 𝐷𝑦ref,𝑘 + 𝐸𝑑𝑘.
(5.31)

Similarly to the analysis performed in Section 3.1, the delayed output of the system 

can be written as

ℎ𝑘:𝑘+𝐿 = 𝒪︀𝐿𝑥𝑘 + ℐ︀𝐿𝑦ref,𝑘:𝑘+𝐿 + ℐ︀d
𝐿𝑑𝑘:𝑘+𝐿, (5.32)

with the same observability and invertibility matrix as before, but with an addi

tional invertibility matrix for the closed-loop noise

ℐ︀d
𝐿 ≔ [ 𝐸

𝒪︀𝐿−1𝐹
0

ℐ︀d
𝐿−1

]. (5.33)

Now we can set up the UIO as we did in Chapter 2

𝑥𝑘+1 = (𝐴 − 𝐾𝒪︀𝐿)𝑥𝑘 + 𝐾ℎ𝑘:𝑘+𝐿, (5.34)
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where 𝐾 is such that 𝜌(𝐴 − 𝐾𝒪︀𝐿) < 1. Next, we find the error of the delayed state 

estimate

𝑒𝑘+1 = (𝐴 − 𝐾𝒪︀𝐿)𝑒𝑘 + 𝐵𝑦ref,𝑘 − 𝐾ℐ︀𝐿𝑦ref,𝑘:𝑘+𝐿 + 𝐹𝑑𝑘 − 𝐾ℐ︀d
𝐿𝑑𝑘:𝑘+𝐿. (5.35)

Subsequently, we compute the unknown reference estimate from the state estimate 

in a similar way to (2.18) using

𝑦ref,𝑘 = −𝑃𝒪︀𝐿𝑥𝑘 + 𝑃ℎ𝑘:𝑘+𝐿. (5.36)

The error of the reference estimate then is

𝑦ref,𝑘 − 𝑦ref,𝑘 = −𝑃𝒪︀𝐿𝑒𝑘 + 𝑃ℐ︀𝐿𝑦ref,𝑘:𝑘+𝐿 + 𝑃ℐ︀d
𝐿𝑑𝑘:𝑘+𝐿 − 𝑦ref,𝑘. (5.37)

Equations (5.35) and (5.37) show that noise impacts both the state estimation 

error and the reconstruction of the unknown reference. Parallel to the derivations in 

Section 3.1 and the corresponding Theorem 3.1, we arrive at the following corollary, 

specific for this attack scenario.

Corollary 5.2 :  Consider the closed-loop system with noise in (5.31). Using (5.35) 

and (5.37), the estimate of the unknown reference 𝑦ref,𝑘, computed from ℎ𝑘:𝑘+𝐿, 

converges with 𝔼[𝑦ref,𝑘 − 𝑦ref,𝑘] → 0 as 𝑘 → ∞ for any initial condition 𝑦ref,0 ∈ ℝ𝑚 

if and only if

rank[𝐴 − 𝑧𝐼
𝐶

𝐵
𝐷] = 𝑛 + 𝑚, ∀𝑧 ∈ ℂ, |𝑧| ≥ 1. (5.38)

◇

As pointed out in Chapter  3, the estimator in (5.36) may be suboptimal if no 

attention is given to the impact of the noise 𝑑𝑘, and, therefore, neither Problem 5.2 

nor Problem 5.3 is solved.

Solving Problem 5.2 in the Presence of Noise

Applying Proposition 2.10 to the closed-loop system with noise (5.31) implies that 

we can get a perfect estimate of the unknown reference 𝑦ref,𝑘 despite the disturbance 

𝑑𝑘 if and only if

rank[𝐴 − 𝑧𝐼
𝐶

𝐵
𝐷

𝐹
𝐸] = rank[𝐴 − 𝑧𝐼

𝐶
𝐹
𝐸] + 𝑚, (5.39)

for all 𝑧 ∈ ℂ, |𝑧| ≥ 1. We use again the property that connects the matrix pencil with 

the transfer function shown in [86]. Considering that rank(𝐴 − 𝑧𝐼) = 𝑛, |𝑧| ≥ 1, we 

obtain, in a similar way to how (5.26) was derived,

𝑛 + rank[𝐶(𝑧𝐼 − 𝐴)−1[𝐵 𝐹 ] + [𝐷 𝐸]]

= rank[𝐶(𝑧𝐼 − 𝐴)−1𝐹 + 𝐸] + 𝑛 + 𝑚.
(5.40)

We now let 𝐺(𝑧) = 𝐶(𝑧𝐼 − 𝐴)−1𝐵 + 𝐷 and 𝐺d(𝑧) = 𝐶(𝑧𝐼 − 𝐴)−1𝐹 + 𝐸 and then 

arrive at our next result.
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Theorem 5.4 :  Let 𝐺(𝑧) be the transfer function matrix from 𝑌ref(𝑧) to 𝐻(𝑧) and 

𝐺d(𝑧) the transfer function matrix from 𝐷(𝑧) to 𝐻(𝑧). Problem 5.2 can be solved, 

and the unknown reference 𝑦ref,𝑘 can be estimated perfectly in the presence of noise, 

if and only if

rank[𝐺(𝑧) 𝐺d(𝑧)] = rank[𝐺d(𝑧)] + 𝑚, |𝑧| ≥ 1. (5.41)
◆

Recall that 𝐻(𝑧) = 𝐺(𝑧)𝑌ref(𝑧) + 𝐺d(𝑧)𝐷(𝑧). The equality in (5.41) follows the 

following intuition: to be able to compute 𝑌ref(𝑧) from 𝐻(𝑧), we firstly need linear 

independence of all columns in 𝐺(𝑧) in the noise-free case, cf. Theorem 5.3. If noise 

is present, we further require linear independence of all columns in 𝐺(𝑧) from the 

columns in 𝐺d(𝑧), which get multiplied by the noise. In the following subsections, 

we break the condition (5.41) in Theorem 5.4 down in three special cases in which 

(i) the adversary has access to all control inputs and plant measurements, (ii) all 

control inputs, or (iii) all plant measurements.

Access to All Control Inputs and Plant Measurements

We begin with the scenario in which the adversary has access to both the control 

inputs and plant measurements. We can write the closed-loop transfer functions 

considering the disturbance inputs 𝑊(𝑧) and 𝑉 (𝑧) as

𝑈(𝑧) = 𝐶ref(𝑧)𝑌ref(𝑧) + 𝐶(𝑧)𝑌 (𝑧)
𝑌 (𝑧) = 𝑃(𝑧)𝑈(𝑧) + 𝑃w(𝑧)𝑊(𝑧) + 𝑉 (𝑧),

(5.42)

where 𝑃w(𝑧) = 𝐶p(𝑧𝐼 − 𝐴p)
−1

 is the influence of the process noise on the outputs 

and 𝑉 (𝑧) is the measurement noise. We next investigate the different cases of 

information access for the adversary. Considering the closed-loop case and dropping 

the dependency on 𝑧 for brevity if needed, we can rewrite

𝐻(𝑧) = [𝑈(𝑧)
𝑌 (𝑧)] = [𝐺(𝑧) 𝐺d(𝑧)][

𝑌ref(𝑧)
𝐷(𝑧) ] (5.43)

using 𝑆 = (𝐼𝑞 − 𝑃𝐶)−1
 and 𝑆I = (𝐼𝑙 − 𝐶𝑃)−1 as

𝐻(𝑧) = [ 𝑆I𝐶ref
𝑆𝑃𝐶ref

𝑆I𝐶
𝑆𝐼𝑞

𝑆I𝐶𝑃w
𝑆𝑃w

]
[

𝑌ref(𝑧)

𝑉 (𝑧)
𝑊(𝑧)]


. (5.44)

We now want to simplify the terms in (5.41) by performing manipulations on the 

left-hand side of (5.41). Utilizing 𝑆I𝐶 = (𝐼𝑙 − 𝐶𝑃)−1𝐶 = 𝐶(𝐼𝑞 − 𝑃𝐶)−1 = 𝐶𝑆, left-

multiplying the second block row by 𝐶, and subtracting it from the first block 

row yields

rank[𝐺(𝑧) 𝐺d(𝑧)] = rank[ 𝐶ref
𝑆𝑃𝐶ref

0
𝑆

0
𝑆𝑃w

]. (5.45)
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We can then right-multiply the second block column by 𝑃𝐶ref and subtract it from 

the first block column to get

rank[𝐺(𝑧) 𝐺d(𝑧)] = rank[𝑆 𝑆𝑃w] + rank[𝐶ref(𝑧)]
= rank[𝐺d(𝑧)] + rank[𝐶ref(𝑧)].

(5.46)

To fulfill Theorem 5.4, it needs to hold that

rank[𝐶ref(𝑧)] = 𝑚, ∀ |𝑧| ≥ 1. (5.47)
This shows that the feedforward part of the controller may not have an unstable 

zero. We observe that if the adversary has access to all control inputs 𝑢𝑘 and plant 

measurements 𝑦𝑘, they can purely focus on the feedforward part of the controller. 

Problem 5.2 then turns into a deterministic problem, despite the noise in the plant, 

and we can simply apply Proposition 2.7 to the feedforward controller, resulting in 

the following corollary.

Corollary 5.3 :  If the adversary has access to all plant measurements 𝑦𝑘 and 

control inputs 𝑢𝑘, it can reconstruct the unknown reference if and only if

rank[𝐴c − 𝑧𝐼
𝐶c

𝐹c
𝐸c

] = rank[𝐴c − 𝑧𝐼
𝐶c

] + 𝑚. (5.48)

for all 𝑧 ∈ ℂ, |𝑧| ≥ 1. ◇

Remark 5.2 :  The result for the transfer function in (5.47) cannot be trans

ferred to a general state-space realization for 𝐶ref(𝑧), since it may not be a 

minimal realization, cf. Proposition 2.4. Notice, however, that Corollary 5.3 implies 

rank[𝐶ref(𝑧)] = 𝑚, when 𝑧 is on or outside the unit circle. △

Access to All Control Inputs

Suppose the adversary has access only to the control inputs. Furthermore, assume 

favorable conditions for the attacker, where all closed-loop transfer functions are 

stable and minimum-phase, allowing for an estimate in the noise-free case. We now 

investigate the linear dependencies of the first block row of (5.44), to assess when 

Theorem 5.4 holds. Having 𝑆I = (𝐼𝑙 − 𝐶𝑃)−1 full rank allows us to exclude it from 

the rank condition, and we obtain for (5.41)

rank[𝐶ref 𝐶 𝐶𝑃w] = 𝑚 + rank[𝐶 𝐶𝑃w], ∀ |𝑧| ≥ 1. (5.49)
Recall that 𝐶ref(𝑧) is of dimension 𝑙 × 𝑚 and we know that 𝑙 ≥ 𝑚 has to hold. 

Therefore, a necessary condition for (5.49) is that rank[𝐶] ≤ 𝑙 − 𝑚. This condition 

is restrictive, and if 𝑙 = 𝑚, it implies open-loop control.

Access to All Plant Measurements

Conversely, suppose that the adversary has only access to the plant measurements. 
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Consider again favorable conditions for the attacker, i.e., only stable and minimum-

phase transfer functions. It then follows that

rank[𝑃𝐶ref 𝐼𝑞 𝑃w] = 𝑚 + rank[𝐼𝑞 𝑃w], ∀ |𝑧| ≥ 1, (5.50)
is required. A necessary condition for that is 𝑞 = 𝑚 + 𝑞, which is a contradiction 

since 𝑚 > 0.

Thus far, we looked at solving Problem 5.2, i.e., obtaining a perfect estimate 

of the unknown reference. We have seen that the conditions are highly restrictive 

when noise is present. In the following section, we turn towards Problem 5.3, and 

present an algorithm that finds the optimal (minimum error covariance) estimate 

of the unknown reference.

Solving Problem 5.3 in the Presence of Noise

In this section, we use the algorithm described in Chapter 3 to solve Problem 5.3 

in the presence of noise. Compared to the setting in Chapter 3, there are three 

differences requiring the following modifications:

1. The disturbance 𝑑𝑘 = [𝑤⊤
𝑘 𝑣⊤

𝑘 ]⊤
 stems from the plant noise; the closed-loop 

process noise 𝐹𝑑𝑘 and measurement noise 𝐸𝑑𝑘 are linear combinations of 𝑑𝑘, 

and as shown in Section 5.1, they are correlated even though 𝑤𝑘 and 𝑣𝑘 for the 

plant are uncorrelated by assumption.

2. In contrast to Chapter 3 and Section 5.1, we choose a structural decorrelation 

matrix 𝑇d based on the structure of the closed-loop, rather than from the noise 

statistics.

3. The noise covariances Σw,𝑘, Σv,𝑘 from the plant noise are time-varying in this 

section, so the matrix Π in Chapter 3 is replaced by a time-varying Π𝑘. This is 

straightforward, due to the structural nature of 𝑇d, allowing it to stay constant 

while Σw,𝑘 and Σv,𝑘 vary.

We now make these modifications concrete. The closed-loop correlation is apparent 

through

𝔼[(𝐹𝑑𝑘)(𝐸𝑑𝑘)⊤] = 𝐹Σd,𝑘𝐸⊤ = [
𝐵p𝐷cΣv,𝑘𝐷⊤

c
𝐵cΣv,𝑘𝐷⊤

c

𝐵p𝐷cΣv,𝑘
𝐵cΣv,𝑘

] ≠ 0. (5.51)

Therefore, the first modification lies in the decorrelation procedure, where we use

𝑇d ≔ [𝐵p
0

0
𝐵c

], (5.52)

and we let 𝐹 ≔ 𝐹 − 𝑇d𝐸, 𝐴 ≔ 𝐴 − 𝑇d𝐶 and 𝐵̃ ≔ 𝐵 − 𝑇d𝐷. Using this, (5.31) turns 

into
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𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝐵𝑦ref,𝑘 + 𝐹𝑑𝑘 − 𝑇d(ℎ𝑘 − ℎ𝑘)

= 𝐴𝑥𝑘 + 𝐵̃𝑦ref,𝑘 + 𝑇dℎ𝑘 + [𝐼
0

0
0]

⏟
𝐹

𝑑𝑘. (5.53)

The new process noise 𝐹𝑑𝑘 is uncorrelated with the measurement noise, i.e.,

𝐹Σd,𝑘𝐸⊤ = [𝐼
0

0
0][

Σw,𝑘
0

0
Σv,𝑘

][ 0
𝐷⊤

c

0
𝐼] = [0

0
0
0]. (5.54)

The transformation expanding the state to include past noise signals then reads as

𝑥𝑘̄+1 = 𝐴𝑥̄𝑘̄ + 𝐵̄𝑦ref,𝑘 + 𝑇̄ℎ𝑘 + 𝐵̄n𝑛𝑘

ℎ𝑘 = 𝐶̄𝑥𝑘̄ + 𝐷𝑦ref,𝑘,
(5.55)

where

𝑥𝑘̄ ≔

[

 𝑥𝑘

𝐹𝑑𝑘:𝑘+𝐿−2
𝐸𝑑𝑘:𝑘+𝐿−1]




, 𝑛𝑘 ≔ [𝐹𝑑𝑘+𝐿−1
𝐸𝑑𝑘+𝐿

]. (5.56)

Detailed matrix definitions are identical to the ones given in Chapter 3, except 

for the difference between 𝑇  and 𝑇d, and are given in Appendix B. Similarly to 

Chapter 3, we define the auxiliary state 𝑥a,𝑘+1, which acts as a memory storing the 

unknown reference 𝑦ref,𝑘.

[
𝑥𝑘̄+1
𝑥a,𝑘+1

] = [𝐴̄
0

0
0]

⏞
𝐴̌

[ 𝑥𝑘̄
𝑥a,𝑘

] + [𝐵̄
𝐼 ]

⏞
𝐵̌

𝑦ref,𝑘 + [𝑇̄
0]

⏞
𝑇̌

ℎ𝑘 + [𝐵̄n
0 ]

⏞
𝐵̌n

𝑛𝑘,

ℎ𝑘 = [𝐶̄ 0]⏟
𝐶

[ 𝑥𝑘̄
𝑥a,𝑘

] + 𝐷𝑦ref,𝑘.

(5.57)

The augmented state featuring the unknown reference is denoted as 

𝑥𝑘̌ ≔ [𝑥⊤̄
𝑘 𝑥⊤

a,𝑘]
⊤
. Again, we examine which components of 𝑥𝑘̌ can be directly 

inferred from ℎ𝑘:𝑘+𝐿. To do this, we first express the stacked vector of intercepted 

signals as

ℎ𝑘:𝑘+𝐿 = 𝒪̌︀𝐿𝑥𝑘̌ + ℐ︀𝐿̌𝑦ref,𝑘:𝑘+𝐿 + ℐ︀h
𝐿ℎ𝑘:𝑘+𝐿 + ℐ︀n

𝐿𝑛𝑘, (5.58)

with the observability and invertibility matrices as stated in Appendix B.

We now directly proceed to the final estimator and omit the remaining deriva

tions outlined in Chapter 3. The state 𝑥𝑘̌ can be estimated through

𝑥̌̂
𝑘 = 𝒯︀ ⊤𝛿𝑘 = 𝒯︀ ⊤[

𝒫︀(𝐼 − ℐ︀h
𝐿)ℎ𝑘:𝑘+𝐿

𝛿2,𝑘
]. (5.59)
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The last 𝑞 entries of this vector give us 𝑦ref,𝑘−1 and solve Problem 5.3. The closed-

loop state estimates 𝑥𝑘 can likewise be obtained from the first 𝑛 components. The 

recursive estimator for 𝛿2,𝑘 satisfies

𝛿2,𝑘+1 = 𝐴22𝛿2,𝑘 + 𝐴21𝒫︀(𝐼 − ℐ︀h
𝐿)ℎ𝑘:𝑘+𝐿 + ℋ︀𝑇̌ℎ𝑘

+𝐾𝑘((𝒢︀ − 𝐿1𝒫︀)(𝐼 − ℐ︀h
𝐿)ℎ𝑘:𝑘+𝐿 − 𝐿2𝛿2,𝑘),

(5.60)

where

𝐾𝑘 = [𝐾1,𝑘 ℋ︀𝐵̌]𝒩︀ ,

𝐾1,𝑘 = (𝒜︀Σ𝑘Φ⊤
1 − ℬ︀Π𝑘Ψ⊤

1 )(Φ1Σ𝑘Φ⊤
1 + Ψ1Π𝑘Ψ⊤

1 )−1,
(5.61)

and

Π𝑘 ≔ 𝔼[𝑛𝑘𝑛⊤
𝑘 ] = [𝐹Σd,𝑘+𝐿−1𝐹⊤

0
0

𝐸Σd,𝑘+𝐿𝐸⊤], (5.62)

which differs from the estimator introduced in Chapter 3. Note, that matrix 𝐾1,𝑘 

can only exist if there are more intercepted signals than references to the controller, 

i.e., 𝑝 ≥ 𝑚.

5.2.3. Discussion

The analysis reveals structural limitations that prevent the adversary from recon

structing the reference. Even in the case of a noise-free plant, perfect reconstruction 

requires that the feedforward controller has no invariant zeros on or outside the 

unit circle. Moreover, perfect reference estimation requires that the plant has no 

unstable poles when the adversary observes only the control inputs, and no unstable 

zeros when only the plant measurements are observed. Unstable controller zeros are 

rarely introduced by design, so in practice it is the plant’s pole-zero configuration 

that decides whether reconstruction is possible. Comparing these requirements 

with Section  5.1, the adversary’s task here is harder: while reconstructing the 

controller state required only stable controller zeros, reconstructing the reference 

additionally constrains the feedforward controller’s invariant zeros and, depending 

on the channel accessed, the plant’s pole-zero structure.

Worth noting is the case of controllers with integral action, such as the LQI 

controller used in our second numerical example. Integrators introduce unstable 

poles at 𝑧 = 1 that, in the standard construction, appear in both the feedback and 

feedforward parts of the controller, satisfying the third condition of Proposition 5.2 

and Proposition  5.3. The required structural condition is therefore satisfied by 

design, and the integrator poles do not hinder the adversary. Since integral action is 

ubiquitous in practical control systems, this is a structurally favorable configuration 

for the adversary that defenders should be aware of.
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With process and measurement noise in the plant, the adversary’s task becomes 

substantially harder. A perfect, zero-variance estimate under partial information is 

possible only for a very small class of systems, while full access to both actuator and 

measurement channels renders the reconstruction deterministic. Since the closed-

loop state contains the controller state, the controller-state estimate of Section 5.1 is 

obtained here as a byproduct. The second numerical example shows that protecting 

actuator data has a much stronger impact than protecting sensor data, since 

actuator signals carry more direct information about the reference.

Considering the attack space shown in Figure 1.1, we find that a substantial 

amount of system knowledge is necessary for a successful attack. The assumption 

that the adversary has exact knowledge of the plant and controller models, including 

noise characteristics, is strong. The numerical examples show that even missing 

a single channel between plant and controller results in noisy estimates of the 

unknown reference. This shows that, despite very strong assumptions on model 

knowledge, the limited information disclosed through the observable channels still 

prevents the adversary from fully recovering the reference.

From the defender’s viewpoint, the analysis offers concrete guidance: if unstable 

feedforward zeros cannot be introduced, confidentiality can still be enhanced by 

prioritizing the protection of actuator data. This can be achieved, for instance, 

by encrypting the actuator channel before the sensor, or by injecting sufficient 

noise into plant measurements, i.e., performing watermarking [79]. Strengthening 

confidentiality in this way raises the barrier for sophisticated adversaries, such as 

APTs, hindering their progression to more disruptive attack stages.

5.2.4. Numerical Examples

We run simulations on two different systems to demonstrate the theoretical results.

Simulation Example 1

The first system is a modification of the discrete-time model for the inverted 

pendulum, as presented in [30]. In this first simulation example, we do not yet 

consider noise in the plant. We consider two different variants of the pendulum 

example. The first variant is described by the following plant matrices

𝐴p =

[



1

0
0
0

0.0001
1

−0.01
0.65

−0.05
0.01
0.95
0.75

0
0.03
0
1 ]






, 𝐵p =

[



0.005

0.04
−0.18
2.5 ]






,

𝐶p = [1 0 0 0], 𝐷p = [0].

(5.63)

We design an observer-based feedback controller for (5.63) of the form
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𝑥c,𝑘+1 = (𝐴p − 𝐵p𝐾fb − 𝐿o𝐶p)𝑥c,𝑘 + 𝐿o(𝑦𝑘 − 𝑦ref,𝑘),

𝑢𝑘 = −𝐾fb𝑥c,𝑘.
(5.64)

The observer gain 𝐿o and feedback gain 𝐾fb are computed using pole placement:

𝐿o = place(𝐴⊤
p , 𝐶⊤

p , [0.6, 0.65, 0.7, 0.75])⊤,

𝐾fb = place(𝐴p, 𝐵p, [0.8, 0.85, 0.9, 0.95]).
(5.65)

For the feedforward part of the controller, we have that 𝐹c = −𝐵c and 𝐸c = −𝐷c, 

such that 𝐶(𝑧) and 𝐶ref(𝑧) = −𝐶(𝑧) have identical poles and zeros. The resulting 

configuration of poles and zeros outside or on the unit circle is shown in Table 5.1.

Table 5.1: Numerical example 1, variant 1: 

Unstable poles and zeros.

plant controller

poles 𝑝p,1 = 1
𝑝p,2 = 1.135

𝑝c,1 = 3.065

zeros 𝑧p,1 = 1.123 𝑧c,2 = 1.002

Table 5.2: Numerical example 1, variant 2: 

Unstable poles and zeros.

plant controller

poles 𝑝p,1 = 1.135 𝑝c,1 = 2.541
zeros 𝑧p,1 = 1.123

The unstable zero at 𝑧c,2 = 1.002 violates the rank condition in Corollary  5.3, 

such that an exact estimate of the unknown reference should not be possible for 

arbitrary initial conditions. We run the optimal reference estimator using both the 

measurement 𝑦𝑘 and control input 𝑢𝑘. The reference to the control system is a step 

from 0 to 10 at time step 𝑘 = 500. The results are given in Figure 5.4. We observe 

that the adversary is, in fact, not able to estimate the reference.

Figure 5.4: Unknown reference estimate for 

the first variant of simulation example 1 fails, 

due to an unstable zero in the controller. The 

estimation error diverges to infinity.

Figure 5.5: Unknown reference estimate for 

second variant succeeds. The estimation er

ror of the unknown reference converges to 

zero.

In the next simulation example, we slightly modify 𝐴p in (5.63), where we replace 

the (1,1) element in 𝐴p by 0.9. The resulting pole-zero configuration is shown in 
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Table 5.2. The unstable zero in the controller is no longer present, nor is the plant 

pole at 1. We repeat the controller design process and simulate the closed-loop 

with the same reference. The results are given in Figure 5.5 and show a successful 

confidentiality attack on the unknown reference.

Figure 5.6: Unknown reference estimate with 

access to only 𝑦𝑘 for the second variant of 

simulation example 1 fails, due to an unsta

ble zero in the plant. The estimation error 

diverges to infinity.

Figure 5.7: Unknown reference estimate with 

access to only 𝑢𝑘 for the second variant of 

simulation example 1 fails, due to an unsta

ble pole in the plant. The estimation error 

diverges to infinity.

Lastly, we investigate the second variant, with the pole-zero configuration shown 

in Table 5.2, but with limited information available to the adversary. According 

to Proposition 5.2 and Proposition 5.3, a perfect estimate of the reference is not 

possible for an arbitrary initial condition, if the adversary only has access to the 

measurement or only to the control input, due to the unstable zero and pole in the 

plant. The numerical example confirms this, as the reference estimate is diverging 

in both cases for the provided non-zero initial condition, as displayed in Figure 5.6 

and Figure 5.7.

Simulation Example 2

As the second simulation example we use the same three-tank system as in 

Section 5.1. We use Σw = 0.8𝐼𝑛p
 and Σv = 0.9𝐼𝑞. For the controller we use a different 

controller compared to Section 5.1. We now employ a linear quadratic controller 

with integral action (LQI controller), as it is described in [77]. The state-space 

matrices of the controller read as

𝐴c = [𝐴p − 𝐵p𝐾𝑥̂ − 𝐿LQI𝐶p
0

−𝐵p𝐾int
𝐼2

],

𝐵c = [𝐿LQI
−𝐼2

], 𝐶c = [−𝐾𝑥̂ −𝐾int],

(5.66)

where 𝐾𝑥̂ and 𝐾int are the controller gains for the state estimation and the 

integrator, and 𝐿LQI is the Kalman filter gain. Analysis of the plant reveals that 
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Figure 5.8: If the adversary has access to all control inputs 𝑢𝑘 and plant measurements 𝑦𝑘, 

the reference signal can be perfectly reconstructed despite noise. The controller states can, 

but the plant states cannot be perfectly recovered.

it has only stable poles and zeros. We use again the same feedforward as feedback 

controller, since we have 𝐹c = −𝐵c and 𝐸c = −𝐷c. This controller has only stable 

zeros and the unstable poles due to the integrating part are present in both the 

feedback and feedforward controller. If no noise is present (𝑣𝑘 = 0, 𝑤𝑘 = 0, ∀𝑘 ∈ ℕ), 

we find the expected behavior of exponentially fast convergence to the true values 

of plant and controller states and the unknown reference 𝑦ref,𝑘, when the adversary 

has access to either control inputs or plant measurements. We omit the plots for 

this, and proceed with the noise case.
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We now assume that the adversary has gained access to both the control inputs 

𝑢𝑘 and the plant measurements 𝑦𝑘, but there is noise present in the plant. The 

plots in Figure 5.8 show how the reference signal, in this case a sinusoidal input 

that jumps to a constant value, can be perfectly estimated after only a few time 

steps despite the noise in the plant. As visible in the top right plot of Figure 5.8, 

the plant states cannot be perfectly estimated. However, this does not affect the 

reference estimation. As discussed above, full information to the adversary renders 

the problem deterministic, and only the controller needs to be strongly detectable, 

which is the case for this numerical example. This then allows for the exponential 

convergence to the true controller states. The bottom two subplots in Figure 5.8 

show the data available to the adversary, from which they reconstruct the top three 

subplots.

Figure 5.9: Available data to the adversary is 

𝑦1, 𝑦2. The reference signal cannot be satis

factorily restored.

Figure 5.10: Available data to the adversary 

is 𝑢1, 𝑢2. The reference signal can be restored 

with small error covariance.

Next, we consider the case of partial information. First, assume that the adversary 

has access to either the control inputs or plant measurements. Recall that in 

this case, the matrix 𝐾1,𝑘 in (5.61) does not exist, since the number of plant 

measurements equals the number of control inputs. Figure 5.9 shows the result 

of the estimation algorithm when only plant measurements are available, whereas 

Figure 5.10 depicts the case where only control inputs are used. While the reference 

cannot be estimated with a low level of noise from plant measurements alone, the 

second scenario yields a significantly lower dispersion of the estimate around the 

true reference.



80 Confidentiality Attacks on Closed-Loop Control Systems

Figure 5.11: Available data to the adversary 

is 𝑢1, 𝑦1, 𝑦2. The estimation covariance can 

seemingly be reduced by providing the addi

tional input to the adversary.

Figure 5.12: Available data to the adversary 

is 𝑦1, 𝑢1, 𝑢2. Reference signal for the available 

channel can be perfectly estimated; however, 

this is not the case for 𝑦1.

Lastly, we consider the case where the adversary is missing access to only a 

single channel, where the matrix 𝐾1,𝑘 now is nonzero and the additional observed 

measurements can be used to improve the error covariances. The improvements 

for the case of access to plant measurements is shown in Figure 5.11. The error 

covariance on both reference signals can be significantly reduced, but in particular 

for 𝑦1,ref,𝑘, presumably due to some stronger coupling in the plant between 𝑢1,𝑘 and 

𝑦1,𝑘. In Figure 5.12, we can identify how the adversary is able to estimate one of 

the two references perfectly in each case.



Chapter 6

Conclusions and Future Work

6.1. Conclusions

The contributions presented in this thesis address the following research questions:

Question 1: Under what conditions and with what algorithms can unknown 

signals be reconstructed, purely based on measured outputs?

Question 2: How can an adversary use these estimation methods to perform 

confidentiality attacks on closed-loop control systems?

To answer the first question, we presented an algorithm that performs simultaneous 

state and unknown-input estimation in the presence of stochastic noise, delayed by 

a fixed time step, in Chapter 3. By choosing this delay to be the system-inherent 

delay, a property of an invertible LTI system, we cover the largest possible class 

of LTI systems that can be inverted. The algorithm can handle correlated noise, 

and we find that the estimates are unbiased if and only if the underlying system 

is strongly detectable, as shown in Theorem 3.1. In Chapter 4, we considered a 

data-driven MIMO input reconstruction algorithm that computes estimates of the 

unknown inputs directly from stored previous input-output trajectories instead of a 

classical state-space model. We found a close connection between the model-based 

and data-driven settings, in that the underlying and trajectory-generating system 

must have only stable invariant zeros for the estimation algorithm to be stable, cf. 

Corollary 4.1.

Addressing the second question, we investigated confidentiality attack scenarios 

on closed-loop control systems, presented in Chapter 5. In particular, we considered 

two attack scenarios: one where the adversary aims to reconstruct the controller 

states based on control inputs in Section 5.1, and one where the adversary aims to 

reconstruct the unknown reference given access to various combinations of control 



82 Conclusions and Future Work

inputs and plant measurements in Section 5.2. In the confidentiality attack on the 

controller states in Section 5.1, we employed the concept of the UIO and compared 

it to a Kalman filter approach in Section 5.1.3. We concluded that the UIO trades a 

convergence rate limited by the controller’s invariant zeros for substantially weaker 

model knowledge than for the Kalman filter. In Section 5.2, we first investigated 

a noise-free setting to discern the necessary condition for a successful attack by 

the adversary in Theorem 5.3. Then, we decomposed the necessary conditions into 

statements on the pole-zero configurations for the plant and controller in Propo

sition 5.2 and Proposition 5.3. Finally, we employed the model-based estimation 

algorithm introduced in Chapter 3 and provided the necessary and sufficient results 

for perfect reconstruction in Theorem 5.4 and subsequently describe the algorithm 

for unbiased and minimum-variance estimation.

Implications for CPS Security

A universal bottleneck of all input reconstruction algorithms, be they model-based 

or data-driven, is the existence and position of the zeros of the respective system. 

Only if they all lie strictly inside the unit circle can one guarantee exponential 

convergence to the true input for arbitrary initial conditions. The choice of repre

sentation or algorithm does not change that limit, as exemplified by Proposition 2.9. 

We also see that hiding the model from an adversary who can resort to a data-driven 

representation does not create an advantage for the defender, as this fundamental 

limit applies in both cases. The only advantage may be that the adversary is not 

guaranteed to have access to persistently exciting data needed to replace the state-

space model. Regarding the second confidentiality attack scenario in Section 5.2, 

a designer can determine which unstable poles or zeros of 𝑃(𝑧), 𝐶(𝑧), or 𝐶ref(𝑧) 
would prevent an adversary with specific access to the communication network from 

reconstructing the reference. For example, a plant with an unstable zero defeats an 

eavesdropper restricted to plant measurements in Proposition 5.3.

Returning to the cyber-physical attack space of Figure 1.1, this thesis populates 

the low-disruption, variable-knowledge, variable-disclosure region with explicit, 

system-theoretic feasibility conditions, giving both a basis for risk analysis and 

defense insights on which a control engineer can act. The analysis is confined to 

LTI dynamics, a passive adversary, and, since we consider the model-based setting 

for the confidentiality attacks, exact knowledge of the relevant system matrices.

Lastly, regarding the defense mechanisms, a control engineer should increase 

the protection of actuator signals, as our analysis suggests that access to actuator 

signals has a larger effect on the ability to reconstruct private information of the 

networked control system. Additionally, as mentioned, model secrecy alone is not 

always sufficient, given the possibility of a data-driven inversion. In this case, 
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watermarking by injecting noise can be a defense mechanism, as noise is structurally 

much more difficult to incorporate into the data-driven reconstruction paradigm.

6.2. Future Work

In the following, we outline three potential departures of new research, based on 

the concepts introduced in this thesis.

Data-Driven Inversion

The data-driven inversion presented in Chapter 4 features an algorithm that can be 

interpreted as a closed-form solution to an optimization problem. This algorithm 

represents a specific choice of the parameter 𝑔 in Willems’ fundamental lemma, that 

satisfies the strict output-matching condition as well as a condition for minimal 

distance. An interesting open problem in this direction of research is to investigate 

whether there is a more general class of 𝑔 that will provide a converging estimation 

algorithm. Potentially, it is even possible to infer the class of feasible 𝑔 from the 

eigenvalues of the matrix 𝑅 introduced in Chapter 4, which governs the estimation-

error dynamics and whose spectrum contains the invariant zeros of the trajectory-

generating system, cf. Theorem 4.1.

Hybrid Attack Modeling

A direct extension combines model-based and data-driven system representations 

into a single hybrid attack model. Consider an adversary who has a model of the 

plant but not of the controller, for instance after purchasing the physical device 

without insight into its control algorithm.

To perform a confidentiality attack on the controller reference, the adversary 

first collects plant measurements and control inputs from the closed loop in an 

offline phase. Assuming the plant measurements are directly subtracted from the 

reference, and that the reference is known during collection, the adversary is able 

to obtain a data-driven representation of the controller. The attack is then carried 

out in the online phase, where a state-space model of the plant and the data-driven 

representation of the controller are combined to reconstruct the reference.

In one possible scenario, the adversary has online access to the control inputs 

but not to the plant measurements. The adversary propagates the plant model 

forward using the measured inputs,

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝐵𝑢𝑘, 𝑦𝑘 = 𝐶𝑥𝑘, (6.1)
which predicts the plant output. In parallel, the data-driven inverse of the controller 

maps the past tracking errors and the input window to an estimate of the current 

tracking error,
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𝑒𝑘 = 𝑀

[

𝑦𝑘−𝑁:𝑘−1 − 𝑟̂𝑘−𝑁:𝑘−1

𝑢𝑘−𝑁:𝑘−1
𝑢𝑘:𝑘+𝐿d,c ]




, (6.2)

where 𝑀  is the data-driven inverse from Chapter 4 and 𝐿d,c the inherent controller 

delay. Since 𝑒𝑘 estimates 𝑦𝑘 − 𝑟𝑘, the reference follows as the residual

𝑟̂𝑘 = 𝑦𝑘 − 𝑒𝑘. (6.3)
The two parts thus complement each other: the plant model predicts the plant 

outputs, while the data-driven inverse computes the tracking error.

Open problems include convergence guarantees and the adversary’s ability to 

obtain persistently exciting data offline, so that the controller representation is 

sufficiently rich. Additionally, the complementary setting in which the adversary 

has access to the plant measurements instead of the control inputs requires further 

modifications to combine data-driven and model-based representations.

Non-Causal Inverses

A third direction concerns the necessary conditions for exact input reconstruction 

established in Section 2.2. For systems without an instantaneous inverse, we intro

duced the delay 𝐿, bounded by the state dimension 𝑛, and showed that an unstable 

invariant zero rules out exact estimation (asymptotic or in finite time) for arbitrary 

initial conditions. Since these statements impose no structure on the unknown input 

itself, the limitation is an intrinsic property of the LTI dynamics and does not 

depend on the input signal.

The limitation to systems with stable invariant zeros is, however, specific to 

causal inversion. Allowing the estimate of 𝑢𝑘 to depend on outputs arbitrarily far 

into the future turns out to remove it: for any prescribed accuracy, a sufficiently long 

look-ahead window yields an estimate within that accuracy of the true input, as long 

as the input is bounded. In practical settings, boundedness is a realistic assumption, 

due to physical constraints of the system, for instance in actuators and sensors. 

The idea behind non-causal inverses is to differentiate between stable and unstable 

invariant zeros: the stable ones are simulated forward in time as before, while the 

unstable ones are simulated backward in time, where the recursion is stable. To 

visualize this, consider the inverse system that we introduced in Chapter 4:

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝐵̃𝑦𝑘:𝑘+𝐿,

𝑢𝑘 = 𝐶𝑥𝑘 + 𝐷̃𝑦𝑘:𝑘+𝐿.
(6.4)

As discussed in Chapter 4, 𝐴 has the invariant zeros of the original forward system 

among its eigenvalues. The remaining eigenvalues can be chosen to be zero, or 

stable. If we now block-diagonalize 𝐴, we obtain
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diag(𝐴s, 𝐴u) ≔ 𝑇 −1𝐴𝑇 , [𝐵̃s
𝐵̃u

] ≔ 𝑇 −1𝐵̃, [𝐶s 𝐶u] ≔ 𝐶𝑇 , (6.5)

where 𝐴s contains all stable and 𝐴u all unstable eigenvalues of 𝐴. The idea now is 

to run the stable part of the inverse forward in time, meaning

𝑥s,𝑘+1 = 𝐴s𝑥s,𝑘 + 𝐵̃s𝑦𝑘:𝑘+𝐿 (6.6)

while the unstable part follows the reverse recursion

𝑥u,𝑘 = 𝐴−1
u 𝑥u,𝑘+1 − 𝐴−1

u 𝐵̃u𝑦𝑘:𝑘+𝐿, (6.7)

which is stable backward in time since 𝜌(𝐴−1
u ) < 1. Run forward, the unstable 

part would admit a different solution for every boundary condition, all but one of 

which are unbounded. Conversely, the reverse recursion selects the unique bounded 

solution, which is the true state, by virtue of the physical boundedness constraint. 

If we now increase the observation window for the outputs 𝑦 by an additional 𝑁  

steps, and then set the boundary condition 𝑥u,𝑘+𝑁 = 0, we can run (6.7) backward 

in time and (6.6) forward in time, and finally obtain

𝑥𝑘 = 𝑇[
𝑥s,𝑘
𝑥u,𝑘

], 𝑢𝑘 = 𝐶𝑥𝑘 + 𝐷̃𝑦𝑘:𝑘+𝐿. (6.8)

Since 𝜌(𝐴−1
u ) < 1, setting 𝑥u,𝑘+𝑁 = 0 introduces an error that vanishes exponen

tially in the additional delay 𝑁 , so the true value of the terminal state does not 

impact the estimation as 𝑁 → ∞. This holds even when the input, and thus 𝑥u,𝑘+𝑁 , 

does not decay but merely remains bounded.

The primary open research problems for this approach revolve around the 

potential disclosure that comes with this non-causal inversion in a CPS security 

context. In addition to the adversarial perspective, this approach could also be used 

for attack detection by a defender, potentially leveraging knowledge about future 

internal states.





Appendix A

Proofs

A.1. Proof of Proposition 2.5

Proof :  We assume the general case where rank[𝐵
𝐷] = 𝑚′ ≤ 𝑚. Let [𝐵′

𝐷′] denote 𝑚′ 

linearly independent columns in [𝐵
𝐷] such that

rank[𝐵′

𝐷′] = rank[𝐵
𝐷] = 𝑚′. (A.1)

Theorem 3.4 in [27] states that (2.1) has an exponentially fast converging state 

observer with unknown inputs, possibly with a delay, if and only if

rank[𝑴(𝑧)] = rank[𝐴 − 𝑧𝐼
𝐶

𝐵′

𝐷′] = 𝑛 + 𝑚′, (A.2)

for all 𝑧 ∈ ℂ, |𝑧| ≥ 1. Combining (A.2) and (A.1) yields the required result. □

A.2. Proof of Proposition 2.6

Proof :  Statement 2 corresponds to Theorem 2.7, and statement 3 to Theorem 2.4 

in [27], both referring to the property of invertibility. Statement 4 is equivalent to 

Statement 3, considering that

ℐ︀𝐿 = [ 𝐷
𝒪︀𝐿−1𝐵

0
ℐ︀𝐿−1

] (A.3)

and that the first 𝑚 columns in ℐ︀𝐿 are required to be linearly independent of 

each other and the remaining columns. To show that statement 1 is equivalent to 

statement 4, substitute (2.13) into (2.18) to obtain

𝑢̂𝑘 = 𝑂𝑥𝑘 + 𝑃𝒪︀𝐿𝑥𝑘 + 𝑃ℐ︀𝐿𝑢𝑘:𝑘+𝐿, (A.4)
which, under the premise 𝑥𝑘 = 𝑥𝑘 of statement 1, reduces to

𝑢̂𝑘 = (𝑂 + 𝑃𝒪︀𝐿)𝑥𝑘 + 𝑃ℐ︀𝐿𝑢𝑘:𝑘+𝐿. (A.5)
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If statement 4 holds, choose 𝑂 = −𝑃𝒪︀𝐿 and then (A.5) gives 𝑢̂𝑘 = 𝑃ℐ︀𝐿𝑢𝑘:𝑘+𝐿 = 𝑢𝑘 

for all 𝑘. Conversely, if there exist 𝑂 and 𝑃  for which 𝑢̂𝑘 = 𝑢𝑘 holds along every 

trajectory of (2.1), the right-hand side of (A.5) must equal 𝑢𝑘 for every admissible 

𝑥𝑘 and 𝑢𝑘:𝑘+𝐿. Matching coefficients of 𝑥𝑘 and 𝑢𝑘:𝑘+𝐿 forces 𝑂 = −𝑃𝒪︀𝐿 and 𝑃ℐ︀𝐿 =
[𝐼𝑚 0], the latter being statement 4. □

A.3. Proof of Proposition 2.7

Proof :  We begin by stating the Kalman canonical form for observability of (2.1)

[
𝑥o,𝑘+1
𝑥uo,𝑘+1

] = [𝐴11
𝐴21

0
𝐴22

][
𝑥o,𝑘
𝑥uo,𝑘

] + [𝐵1
𝐵2

]𝑢𝑘,

𝑦𝑘 = [𝐶1 0][
𝑥o,𝑘
𝑥uo,𝑘

] + 𝐷𝑢𝑘.

(A.6)

The subscript o refers to the observable states, where dim(𝑥o) = 𝑛o, while the 

subscript uo refers to the unobservable states with dim(𝑥uo) = 𝑛 − 𝑛o = 𝑛uo. Note 

that the input-output behavior of (A.6) is exactly the same as for (2.1). Using 

Proposition 2.5, the necessary and sufficient condition to obtain a delayed state 

estimate of the observable states 𝑥o,𝑘 with unknown inputs is

rank[𝐴11 − 𝑧𝐼
𝐶1

𝐵1
𝐷 ] = 𝑛o + rank[𝐵1

𝐷 ] (A.7)

for all 𝑧 ∈ ℂ, |𝑧| ≥ 1. As shown in Proposition 2.6, we require

rank[𝐴11 − 𝑧𝐼
𝐶1

𝐵1
𝐷 ] = 𝑛o + 𝑚, (A.8)

for at least one 𝑧 ∈ ℂ to reconstruct the unknown input in addition to the observable 

states. (A.8) implies that

rank[𝐵1
𝐷 ] = 𝑚 (A.9)

which combined with (A.7) yields

rank[𝐴11 − 𝑧𝐼
𝐶1

𝐵1
𝐷 ] = 𝑛o + 𝑚, ∀𝑧 ∈ ℂ, |𝑧| ≥ 1. (A.10)

Notice further that (A.10) implies both (A.8) and (A.7) such that (A.10) holds 

if and only if (A.8) and (A.7) hold at the same time. We now modify (A.10) by 

adding columns and rows, while maintaining the equality
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rank[𝐴11 − 𝑧𝐼
𝐶1

𝐵1
𝐷 ] = rank[𝐴11 − 𝑧𝐼

𝐶1
] + 𝑚

⇔ rank
[

𝐴11 − 𝑧𝐼

𝐴21
𝐶1

0
𝐴22 − 𝑧𝐼

0

𝐵1
𝐵2
𝐷 ]


 = rank

[

𝐴11 − 𝑧𝐼

𝐴21
𝐶1

0
𝐴22 − 𝑧𝐼

0 ]

 + 𝑚

⇔ rank[𝐴 − 𝑧𝐼
𝐶

𝐵
𝐷] = rank[𝐴 − 𝑧𝐼

𝐶 ] + 𝑚,

(A.11)

for all 𝑧 ∈ ℂ, |𝑧| ≥ 1, where the latter is the required result. Finally, note that the 

matrices 𝑀, 𝐾, 𝑂, 𝑃  are designed for the estimators of 𝑥o,𝑘 and 𝑢𝑘. □

A.4. Proof of Proposition 2.8

Proof :  Consider (2.21). We can see that 𝑢̂𝑘 → 𝑢𝑘 as 𝑘 → ∞ if and only if 

𝑥𝑘 → 𝑥𝑘 as 𝑘 → ∞ for an invertible system. Additionally, note that from Propo

sition 2.5, it follows that the state estimate converges if and only if (2.15) holds 

for all 𝑧 ∈ ℂ, |𝑧| ≥ 1. Now observe that (2.23), which we want to connect to the 

simultaneous estimate, implies both (2.19) from invertibility in Proposition  2.6 

and (2.15) from the state estimator in Proposition 2.5. Conversely, (2.19) implies 

rank[𝐵⊤ 𝐷⊤]⊤ = 𝑚, which when combined with (2.15), implies the original state

ment (2.23), which therefore completes the proof. □

A.5. Proof of Proposition 2.9

Proof :  We prove the contrapositive. Assume (2.23) is violated, and consider a 

candidate (possibly nonlinear) estimator with state and input estimates

𝑥𝑘+1 = 𝑓(𝑦𝑘:𝑘+𝐿), 𝑢̂𝑘 = 𝑔(𝑦𝑘:𝑘+𝐿). (A.12)
We observe that the linear system in (2.1) has a zero output and state if the initial 

state is zero and the input is zero for all time. Therefore, any convergent estimator 

must satisfy

𝑦𝑘 = 0, ∀𝑘 > 0 ⇒ 𝑢̂𝑘 → 0, 𝑥𝑘 → 0, as 𝑘 → ∞. (A.13)
We now construct a family of non-decaying signals 𝑢𝑘 and 𝑥𝑘 that are consistent 

with (2.1) but lead to 𝑦𝑘 = 0, ∀𝑘 ∈ ℕ, contradicting the implication above. Assume 

that the input and state trajectories are of the shape 𝑢𝑘 = 𝑢0𝑧𝑘 and 𝑥𝑘 = 𝑥0𝑧𝑘, 

respectively, with 𝑧 ∈ ℂ. Further assume that 𝑢𝑘 and 𝑥𝑘 are such that the output 

is zero, i.e., 𝐶𝑥0 + 𝐷𝑢0 = 0. Considering that

𝑥1 = 𝑥0𝑧 = 𝐴𝑥0 + 𝐵𝑢0, 𝐶𝑥0 + 𝐷𝑢0 = 0, (A.14)
and successively right-multiplying these equations by 𝑧, we see that 𝑢𝑘 = 𝑢0𝑧𝑘 and 

𝑥𝑘 = 𝑥0𝑧𝑘 are consistent with (2.1) if and only if



90 Proofs

[𝐴 − 𝑧𝐼
𝐶

𝐵
𝐷][𝑥0

𝑢0
] = [0

0]. (A.15)

If (2.23) is violated, then there exists a 𝑧 = 𝑧0 with |𝑧0| ≥ 1 for which (A.15) holds 

with [𝑥⊤
0 𝑢⊤

0 ]⊤ ≠ 0. In this case, one can design infinitely many inputs 𝑢𝑘 = 𝛼𝑢0𝑧𝑘
0  

with 𝛼 ∈ ℝ>0 that result in 𝑥𝑘 = 𝛼𝑥0𝑧𝑘
0  while 𝑦𝑘 ≡ 0. Since |𝑧0| ≥ 1, 𝑢𝑘 and 𝑥𝑘 do 

not both decay to zero, and it follows that either 𝑥𝑘 ↛ 𝑥𝑘, or 𝑢̂𝑘 ↛ 𝑢𝑘, or both.□

A.6. Proof of Proposition 2.10

Proof :  Similar to the proof of Proposition 2.9, we can state the system property 

allowing us to uniquely reconstruct the unknown input 𝑢𝑘 in the presence of an 

unknown disturbance 𝑑𝑘 ∈ ℝ𝑞 as

𝑦𝑘 = 0, ∀𝑘 > 0 ⇒ 𝑢𝑘 → 0, 𝑘 → ∞. (A.16)
Assume that a candidate for the reconstructed input 𝑢̂0:𝑘 and the true input 𝑢0:𝑘 

generate the same measured output 𝑦0:𝑘. To be able to uniquely identify the input 

signal from the outputs, we need to have 𝑢̂𝑘 − 𝑢𝑘 → 0 as 𝑘 → ∞. By linearity of 

the LTI, this is equivalent to (A.16).

Again by linearity of the system and Fourier analysis, it suffices to study the 

response to complex exponential signals that satisfy the governing dynamics. Thus, 

we assume that the input, state, and disturbance signals are of the form 𝑢𝑘 = 𝑢0𝑧𝑘, 

𝑥𝑘 = 𝑥0𝑧𝑘, and 𝑑𝑘 = 𝑑0𝑧𝑘, respectively. Further assume that the signals are such 

that the output is zero, i.e., 𝐶𝑥0 + 𝐷𝑢0 + 𝐸𝑑0 = 0. Considering that

𝑥1 = 𝑥0𝑧 = 𝐴𝑥0 + 𝐵𝑢0 + 𝐹𝑑0, 𝐶𝑥0 + 𝐷𝑢0 + 𝐸𝑑0 = 0, (A.17)
and successively right-multiplying these equations by 𝑧, we see that the assumed 

exponential signals are consistent with (2.24) if and only if

[𝐴 − 𝑧𝐼
𝐶

𝐵
𝐷

𝐹
𝐸]

[

𝑥0

𝑢0
𝑑0]


 =

[

0

0
0]

. (A.18)

Assume that there exists 𝑧 = 𝑧0 and [𝑥⊤
0 𝑢⊤

0 𝑑⊤
0 ]⊤ ≠ 0 for which (A.18) holds. Then, 

one can design the input and disturbance sequences 𝑢𝑘 = 𝑢0𝑧𝑘
0  and 𝑑𝑘 = 𝑑0𝑧𝑘

0  that 

result in 𝑥𝑘 = 𝑥0𝑧𝑘
0  and 𝑦𝑘 ≡ 0.

Sufficiency: For (A.16) to hold, we require that for all those 𝑧0 with |𝑧0| ≥ 1 we 

also have that 𝑢0 = 0. This guarantees that 𝑢𝑘 ≡ 0 for |𝑧0| ≥ 1 or 𝑢𝑘 is monotoni

cally decreasing otherwise. We can write this as

∃𝑧0 ∈ ℂ, |𝑧0| ≥ 1, [𝐴 − 𝑧0𝐼
𝐶

𝐵
𝐷

𝐹
𝐸]

[

𝑥0

𝑢0
𝑑0]


 =

[

0

0
0]



⇒ 𝑢0 = 0.

(A.19)
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Necessity: We show the necessity of (A.19) for (A.16) by considering that if 𝑢0 ≠ 0 

exists, this results 𝑢𝑘 growing exponentially and therefore an input estimate will not 

converge. Reformulating (A.19) in terms of the linear dependencies of the columns 

yields the required result. □

A.7. Proof of Theorem 3.2

Proof :  The noise 𝑛𝑘 in (3.5) is a concatenation and linear combination of the 

zero-mean white noise 𝑤, 𝑣 in the original system (3.1). Therefore, we can use the 

same argument we used in Theorem 3.1 and inspect the noise-free system to infer 

unbiasedness of the estimate. To exactly estimate the states of (3.5), we invoke 

Proposition 2.5, stating that we require

rank[𝐴̌− 𝑧𝐼𝑛̌
𝐶̌

𝐵̌
𝐷

] = 𝑛̌ + rank[𝐵̌
𝐷

], ∀𝑧 ∈ ℂ, |𝑧| ≥ 1, (A.20)

with 𝑛̌ = (𝑛 + 𝑝)𝐿 + 𝑚. Using the matrix definitions of 𝐴,̌ 𝐵̌, and 𝐶̌, we can rewrite 

the rank condition as

rank

[

𝐴̄− 𝑧𝐼𝑛̄

0
𝐶̄

0
−𝑧𝐼𝑚

0

𝐵̄
𝐼𝑚
𝐷]




= (𝑛 + 𝑝)𝐿 + 𝑚 + rank[ 𝐵̄
𝐼𝑚

], (A.21)

where 𝑛̄ = (𝑛 + 𝑝)𝐿. The rank condition needs to hold for |𝑧| ≥ 1, where 𝑧𝐼𝑚 does 

not lose its rank. Hence, we can modify it by performing column-wise elimination 

and extracting 𝑚 from the rank condition, yielding equivalence with

rank[𝐴̄− 𝑧𝐼𝑛̄
𝐶̄

𝐵̄
𝐷

] = (𝑛 + 𝑝)𝐿 + 𝑚, ∀𝑧 ∈ ℂ, |𝑧| ≥ 1. (A.22)

Substituting the matrix definitions of 𝐴,̄ 𝐵̄, and 𝐶̄, and performing row- and 

column-wise elimination, we see that (A.22) holds if and only if

rank

[

𝐴 − 𝑧𝐼𝑛

0
𝐶

0
−𝑧𝐼𝑛(𝐿−1)+𝑝𝐿

0

𝐵
0
𝐷]




= (𝑛 + 𝑝)𝐿 + 𝑚 (A.23)

holds for all |𝑧| ≥ 1. Using a similar argument as before, considering 𝑧 outside of 

the unit circle, this holds at the same time as

rank[𝐴 − 𝑧𝐼𝑛
𝐶

𝐵
𝐷] = 𝑛 + 𝑚, ∀𝑧 ∈ ℂ, |𝑧| ≥ 1. (A.24)

Note, that the rank condition in (3.6) is invariant with respect to state feedback, 

which means that there exists equivalence between (𝐴, 𝐵, 𝐶, 𝐷) and (𝐴, 𝐵̃, 𝐶, 𝐷).□
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A.8. Proof of Lemma 4.2

Proof :  Since im(Π⟂
𝑌 ) = ker(𝑌 ), we have im(𝑋̃) = {𝑋𝑤 : 𝑤 ∈ ker(𝑌 )}. Let 𝜉 ≔ 𝑋𝑤 

with 𝑤 ∈ ker(𝑌 ). Consider now the stacked outputs of the forward system

𝑌 = 𝒪︀𝑁+𝐿𝑋 + ℐ︀𝑁+𝐿 [
𝑈p
𝑈𝐿

f
]

⏟
𝑈

. (A.25)

Due to persistence of excitation, 𝑈  has full row rank. We then find

𝑌 𝑤 = 0 = 𝒪︀𝑁+𝐿𝑋𝑤 + ℐ︀𝑁+𝐿𝑈𝑤, (A.26)
which implies 𝜉 ∈ 𝒱︀0, and thus we have im(𝑋̃) ⊆ 𝒱︀0.

Conversely, let 𝜉 ∈ 𝒱︀0. Then there exists an input sequence 𝑢 ∈ ℝ𝑚(𝑁+𝐿+1) such 

that 𝒪︀𝑁+𝐿𝜉 + ℐ︀𝑁+𝐿𝑢 = 0. Therefore, col(𝑢, 0) is a (𝑁 + 𝐿 + 1)-length input-output 

trajectory of the system (2.1). By the fundamental lemma, applied with horizon 

𝑁 + 𝐿 + 1, there exists 𝑤 ∈ ℝ𝑇+1 such that 𝑈𝑤 = 𝑢 and 𝑌 𝑤 = 0. Hence,

0 = 𝑌 𝑤 = 𝒪︀𝑁+𝐿𝑋𝑤 + ℐ︀𝑁+𝐿𝑢 = 𝒪︀𝑁+𝐿(𝑋𝑤 − 𝜉). (A.27)
Since (𝐴, 𝐶) is observable and 𝑁 + 𝐿 ≥ 𝑛 − 1, 𝒪︀𝑁+𝐿 has full column rank (i.e., 

ker(𝒪︀𝑁+𝐿) = {0}), and thus 𝑋𝑤 = 𝜉. Due to 𝑌 𝑤 = 0, we have 𝑤 ∈ ker(𝑌 ), and 

therefore

𝜉 = 𝑋𝑤 ∈ 𝑋 ker(𝑌 ) = im(𝑋Π⟂
𝑌 ) = im(𝑋̃), (A.28)

which proves im(𝑋̃) = 𝒱︀0. □

A.9. Proof of Lemma 4.3

Proof :  Let 𝜉 ∈ im(𝑋̃). From Lemma 4.2, im(𝑋̃) = 𝒱︀0, which is the largest weakly 

unobservable subspace, and hence there exists an input and state trajectory 

col(𝑢0:𝑘, 𝑥0:𝑘) such that 𝑦𝑘 ≡ 0, ∀𝑘 of the system (2.1) from 𝑥0 = 𝜉. From Propo

sition  2.6, there exists a matrix 𝑃  such that 𝑃ℐ︀𝐿 = [𝐼𝑚 0]. From (2.13), we 

have 𝒪︀𝐿𝑥𝑘 + ℐ︀𝐿𝑢𝑘:𝑘+𝐿 = 0, and left-multiplying by 𝑃  yields 𝑢𝑘 = −𝑃𝒪︀𝐿𝑥𝑘 = 𝐶𝑥𝑘. 

Hence,

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝐵𝑢𝑘 = 𝐴𝑥𝑘 − 𝐵𝑃𝒪︀𝐿𝑥𝑘 = 𝐴𝑥𝑘. (A.29)
Since the trajectory is output-nulling, 𝑥𝑘+1 ∈ 𝒱︀0. In particular, for 𝑘 = 0, we obtain 

𝐴𝜉 = 𝑥1 ∈ 𝒱︀0 = im(𝑋̃), which implies 𝐴 im(𝑋̃) ⊆ im(𝑋̃). □

A.10. Proof of Lemma 4.4

Proof :  We prove this by contradiction. Consider a nonzero vector 𝑣 ∈ im(𝑋̃) ∩
ker(𝒪̃︀𝑁−1). By Lemma  4.2, im(𝑋̃) = 𝒱︀0, and hence there exists a zero-output 

trajectory of the system (2.1) starting from 𝑥0 = 𝑣. Since the inverse system (4.2) 
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describes the same trajectory of (2.1), and 𝑦𝑘 ≡ 0 along the trajectory, we have 

𝑥𝑘+1 = 𝐴𝑥𝑘 and 𝑢𝑘 = 𝐶𝑥𝑘. Therefore, 𝑥𝑘 = 𝐴𝑘𝑣 and 𝑢𝑘 = 𝐶𝐴𝑘𝑣. By the premise 

that 𝑣 ∈ ker(𝒪̃︀𝑁−1), it follows that 𝑢𝑘 = 𝐶𝐴𝑘𝑣 = 0 for 𝑘 = 0, …, 𝑁 − 1.

For these time steps, the original system (2.1) reduces to 𝑥𝑘+1 = 𝐴𝑥𝑘 and 𝑦𝑘 =
𝐶𝑥𝑘, so that 𝑥𝑘 = 𝐴𝑘𝑣 for 𝑘 = 0, …, 𝑁 − 1. Since the output trajectory is zero, we 

obtain 𝐶𝐴𝑘𝑣 = 0 for 𝑘 = 0, …, 𝑁 − 1, implying 𝑣 ∈ ker(𝒪︀𝑁−1). The assumptions 

that (𝐴, 𝐶) is observable and 𝑁 ≥ 𝑛 imply ker(𝒪︀𝑁−1) = {0}, and thus 𝑣 = 0, which 

contradicts the premise. Therefore, im(𝑋̃) ∩ ker(𝒪̃︀𝑁−1) = {0}. □

A.11. Proof of Lemma 4.5

Proof :  Consider 𝑣 ∈ im(𝑋̃). There exists 𝛽 ∈ ℝ𝑇+1 such that 𝑣 = 𝑋̃𝛽. Due to the 

design of 𝑅 and 𝒪̃︀𝑁−1, we get

𝑅𝒪̃︀𝑁−1𝑣 =

[




 𝐶𝐴𝑣

𝐶𝐴2𝑣
⋮

𝐶𝐴𝑁𝑋̃(𝒪̃︀𝑁−1𝑋̃)
†
𝒪̃︀𝑁−1𝑣]







. (A.30)

The last block can be written as

𝐶𝐴𝑁𝑋̃(𝒪̃︀𝑁−1𝑋̃)
†
𝒪̃︀𝑁−1𝑣 = 𝐶𝐴𝑁𝑋̃(𝒪̃︀𝑁−1𝑋̃)

†
(𝒪̃︀𝑁−1𝑋̃)𝛽. (A.31)

Let 𝑤 ≔ 𝑋̃(𝒪̃︀𝑁−1𝑋̃)
†
(𝒪̃︀𝑁−1𝑋̃)𝛽. Note that 𝑤 ∈ im(𝑋̃). Then,

𝒪̃︀𝑁−1𝑤 = 𝒪̃︀𝑁−1𝑋̃(𝒪̃︀𝑁−1𝑋̃)
†
(𝒪̃︀𝑁−1𝑋̃)𝛽 = 𝒪̃︀𝑁−1𝑋̃𝛽 = 𝒪̃︀𝑁−1𝑣. (A.32)

By virtue of Lemma 4.4, we have im(𝑋̃) ∩ ker(𝒪̃︀𝑁−1) = {0}, providing us with 

𝑤 = 𝑣, and hence 𝑣 = 𝑋̃(𝒪̃︀𝑁−1𝑋̃)
†
𝒪̃︀𝑁−1𝑣. Therefore,

𝑅𝒪̃︀𝑁−1𝑣 =

[



 𝐶𝐴𝑣

𝐶𝐴2𝑣
⋮

𝐶𝐴𝑁𝑣]





= 𝒪̃︀𝑁−1𝐴𝑣, (A.33)

which concludes the proof. □

A.12. Proof of Theorem 4.1

Proof :  Choose a basis matrix 𝑋𝑧 ∈ ℝ𝑛×𝑟 of im(𝑋̃), where 𝑟 ≔ dim(im(𝑋̃)). From 

Lemma 4.3, im(𝑋̃) is 𝐴-invariant, and thus we can define 𝐴𝑧 ∈ ℝ𝑟×𝑟 such that

𝐴𝑋𝑧 = 𝑋𝑧𝐴𝑧. (A.34)
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Define 𝐽 ≔ 𝒪̃︀𝑁−1𝑋𝑧. By Lemma 4.4, 𝒪̃︀𝑁−1 is injective on im(𝑋̃), and hence 𝐽  

has full column rank. According to Lemma 4.5, we have 𝑅𝒪̃︀𝑁−1𝑣 = 𝒪̃︀𝑁−1𝐴𝑣 for 

𝑣 ∈ im(𝑋̃). Applying this with 𝑣 = 𝑋𝑧𝛼 yields

𝑅𝐽𝛼 = 𝑅𝒪̃︀𝑁−1𝑋𝑧𝛼 = 𝒪̃︀𝑁−1𝐴𝑋𝑧𝛼 = 𝒪̃︀𝑁−1𝑋𝑧𝐴𝑧𝛼 = 𝐽𝐴𝑧𝛼 (A.35)
for all 𝛼 ∈ ℝ𝑟, and therefore,

𝑅𝐽 = 𝐽𝐴𝑧, (A.36)
which implies im(𝐽) is 𝑅-invariant.

Consider an orthogonal matrix 𝑄 ≔ [𝑄1 𝑄2] such that the columns of 𝑄1 and 

𝑄2 form an orthonormal basis of im(𝐽) and im(𝐽)⟂, respectively. Then, we have

𝑄⊤𝑅𝑄 = [𝑄⊤
1 𝑅𝑄1

𝑄⊤
2 𝑅𝑄1

𝑄⊤
1 𝑅𝑄2

𝑄⊤
2 𝑅𝑄2

], (A.37)

where im(𝑅𝑄1) ⊆ im(𝐽), and thus 𝑄⊤
2 𝑅𝑄1 = 0. Consequently, it follows that

𝑄⊤𝑅𝑄 = [𝑄⊤
1 𝑅𝑄1

0
𝑄⊤

1 𝑅𝑄2
𝑄⊤

2 𝑅𝑄2
], (A.38)

which implies that 𝑅 is similar to the matrix on the right-hand side of (A.38). Since 

the spectrum of a block upper triangular matrix is the union of the spectra of its 

diagonal blocks,

𝜎(𝑅) = 𝜎(𝑄⊤
1 𝑅𝑄1) ∪ 𝜎(𝑄⊤

2 𝑅𝑄2). (A.39)
We next address 𝜎(𝑄⊤

1 𝑅𝑄1). Since 𝐽  has full column rank, we may choose 𝑄1 =
𝐽(𝐽⊤𝐽)−1/2

. Then,

𝑄⊤
1 𝑅𝑄1 = (𝐽⊤𝐽)−1/2𝐽⊤𝑅𝐽(𝐽⊤𝐽)−1/2

= (𝐽⊤𝐽)−1/2𝐽⊤𝐽𝐴𝑧(𝐽⊤𝐽)−1/2

= (𝐽⊤𝐽)1/2𝐴𝑧(𝐽⊤𝐽)−1/2.

(A.40)

Note that (𝐽⊤𝐽)1/2
 and (𝐽⊤𝐽)−1/2

 are invertible because 𝐽  has full column rank. 

Therefore, 𝑄⊤
1 𝑅𝑄1 and 𝐴𝑧 are similar, and thus 𝜎(𝑄⊤

1 𝑅𝑄1) = 𝜎(𝐴𝑧).
Next, consider 𝜎(𝑄⊤

2 𝑅𝑄2). By the definition of 𝑅, we can rewrite it as

𝑅 =

[



0

0

𝐼

0

⋱

⋯
𝐼
0]





⏟
𝑆

+ (𝑒𝑁 ⊗ 𝐼)𝑀u, (A.41)

where 𝑒𝑁  is the 𝑁th canonical basis vector of ℝ𝑁  and ⊗ denotes the Kronecker 

product. Then, we have

𝑀u(𝐼 − 𝐽𝐽†) = 𝐶𝐴𝑁𝑋̃(𝒪̃︀𝑁−1𝑋̃)
†
(𝐼 − (𝒪̃︀𝑁−1𝑋̃)(𝒪̃︀𝑁−1𝑋̃)

†
) = 0. (A.42)
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Moreover, since the columns of 𝑄2 lie in im(𝐽)⟂, we have 𝐽𝐽†𝑄2 = 0, and hence 

(𝐼 − 𝐽𝐽†)𝑄2 = 𝑄2. Consequently, we have

𝑅𝑄2 = 𝑅(𝐼 − 𝐽𝐽†)𝑄2 = (𝑆 + (𝑒𝑁 ⊗ 𝐼)𝑀u)(𝐼 − 𝐽𝐽†)𝑄2

= 𝑆(𝐼 − 𝐽𝐽†)𝑄2 = 𝑆𝑄2,
(A.43)

which implies that 𝑄⊤
2 𝑅𝑄2 = 𝑄⊤

2 𝑆𝑄2 and 𝜎(𝑄⊤
2 𝑅𝑄2) = 𝜎(𝑄⊤

2 𝑆𝑄2). Together with 

the above result, the spectrum of 𝑅 can be characterized by

𝜎(𝑅) = 𝜎(𝐴𝑧) ∪ 𝜎(𝑄⊤
2 𝑆𝑄2). (A.44)

From the definition of 𝑆, ‖𝑆‖2 = 1. Thus, we have

𝜌(𝑄⊤
2 𝑆𝑄2) ≤ ‖𝑄⊤

2 𝑆𝑄2‖2 ≤ ‖𝑄⊤
2 ‖2 ‖𝑆‖2 ‖𝑄2‖2 = 1. (A.45)

To exclude eigenvalues on the unit circle, assume for contradiction that 

(𝑄⊤
2 𝑆𝑄2)𝑣 = 𝜆𝑣 for some nonzero vector and |𝜆| = 1. Then,

‖𝑣‖2 = ‖(𝑄⊤
2 𝑆𝑄2)𝑣‖2 ≤ ‖𝑆𝑄2𝑣‖2 ≤ ‖𝑄2𝑣‖2 = ‖𝑣‖2, (A.46)

so equality holds throughout. Equality in the first inequality implies 𝑆𝑄2𝑣 ∈
im(𝐽)⟂. Therefore,

𝑆𝑄2𝑣 = 𝑄2𝑄⊤
2 𝑆𝑄2𝑣 = 𝜆𝑄2𝑣, (A.47)

which implies 𝜆 is an eigenvalue of 𝑆. However, 𝑆 is nilpotent, so its only eigenvalue 

is 0, which is a contradiction. Thus, (𝑄⊤
2 𝑆𝑄2) has no eigenvalue on the unit circle. 

Therefore, 𝜌(𝑄⊤
2 𝑆𝑄2) < 1, and from (A.44),

𝜌(𝑅) < 1 ⟺ 𝜌(𝐴𝑧) < 1. (A.48)
Finally, we show that 𝜎(𝐴𝑧) is identical to the set of invariant zeros of (2.1). By 

Lemma 4.2, im(𝑋̃) = 𝒱︀0, and hence 𝑋𝑧 is a basis matrix of 𝒱︀0. For any 𝜉 ∈ 𝒱︀0, 

if 𝑢 ≔ 𝑢0:𝐿 is an output-nulling input sequence satisfying 𝒪︀𝐿𝜉 + ℐ︀𝐿𝑢 = 0, then, 

since there exists a matrix 𝑃  such that 𝑃ℐ︀𝐿 = [𝐼𝑚 0] from Proposition 2.6, its first 

element is uniquely given by 𝑢0 = −𝑃𝒪︀𝐿𝜉 = 𝐶𝜉. Therefore, the map 𝐴𝜉 = (𝐴 −
𝐵𝑃𝒪︀𝐿)𝜉 = 𝐴𝜉 + 𝐵𝐶𝜉 = 𝐴𝜉 + 𝐵𝑢0 is precisely the zero-dynamics map on 𝒱︀0.

Let 𝜆 ∈ 𝜎(𝐴𝑧). Then, there exists 𝛼 ≠ 0 such that 𝐴𝑧𝛼 = 𝜆𝛼. Set 𝜉 ≔ 𝑋𝑧𝛼 ≠ 0 

and 𝜇 ≔ 𝐶𝜉. Since 𝜉 ∈ 𝒱︀0, the input 𝜇 is the first input of a zero-output trajectory, 

and thus 𝐶𝜉 + 𝐷𝜇 = 0. Moreover, we obtain

(𝐴 − 𝜆𝐼)𝜉 + 𝐵𝜇 = (𝐴 + 𝐵𝐶 − 𝜆𝐼)𝜉 = (𝐴 − 𝜆𝐼)𝜉

= (𝐴𝑋𝑧 − 𝑋𝑧𝐴𝑧)𝛼 = 0,
(A.49)

where the last equality follows from (A.34). Hence,

[𝐴 − 𝜆𝐼
𝐶

𝐵
𝐷][𝜉

𝜇] = [0
0]. (A.50)

Therefore, 𝜆 is an invariant zero of (2.1).
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Conversely, let 𝜆 be an invariant zero of (2.1). Then, by definition, there exists 

a nonzero pair (𝜉, 𝜇) such that (A.50) holds. The trajectory defined by 𝑥𝑘 = 𝜆𝑘𝜉 
and 𝑢𝑘 = 𝜆𝑘𝜇 yields 𝑦𝑘 ≡ 0, and therefore 𝜉 ∈ 𝒱︀0 = im(𝑋̃) = im(𝑋𝑧). Considering 

𝑘 = 0, we have 𝜇 = 𝐶𝜉 + 𝐷̃𝑦0:𝐿 = 𝐶𝜉. By the definition of 𝐶, thus, 𝜇 = −𝑃𝒪︀𝐿𝜉. 
Also, 𝜉 = 𝑋𝑧𝛼 for some 𝛼 ≠ 0. Consequently, it follows that

𝐴𝜉 = (𝐴 − 𝐵𝑃𝒪︀𝐿)𝜉 = 𝐴𝜉 + 𝐵𝜇 = 𝜆𝜉. (A.51)
Using (A.34) and 𝜉 = 𝑋𝑧𝛼, we obtain

𝑋𝑧𝐴𝑧𝛼 = 𝐴𝑋𝑧𝛼 = 𝜆𝑋𝑧𝛼. (A.52)
Since 𝑋𝑧 has full column rank, left-multiplying by 𝑋†

𝑧  gives 𝐴𝑧𝛼 = 𝜆𝛼. Therefore, 

𝜆 ∈ 𝜎(𝐴𝑧). Hence, the set of invariant zeros of (2.1) coincides with 𝜎(𝐴𝑧). Combin

ing this with (A.48), we conclude that 𝑅 is Schur stable if and only if (2.1) has 

only stable invariant zeros, which proves the claim. □

A.13. Proof of Corollary 4.1

Proof :  For (i), having no invariant zeros implies the system (2.1) is strongly 

observable, and thus, by Theorem 7.16 in [26], 𝒱︀0 = {0}. Hence, Lemma 4.2 implies 

im(𝑋̃) = {0}, i.e., 𝑋̃ = 0. Therefore, 𝑀u = 0, which implies 𝑒𝑘 = 𝑀u𝑒𝑘−𝑁:𝑘−1 = 0 

for any 𝑒𝑘−𝑁:𝑘−1. Statement (ii) follows directly from Theorem 4.1. □

A.14. Proof of Lemma 5.2

Proof :  From internal stability, we have that the open loop 𝐿(𝑧) = 𝐶(𝑧)𝑃 (𝑧) must 

contain all poles on or outside the unit circle in 𝑃(𝑧) and 𝐶(𝑧). Let 𝐷(𝑧) and 𝑁(𝑧) 
constitute the left coprime factorization over ℛ︀ℋ︀∞ following Chapter 5 in [87], 

𝐿(𝑧) = 𝐷−1(𝑧)𝑁(𝑧), where both 𝐷(𝑧) and 𝑁(𝑧) are stable and the unstable poles 

from 𝐿(𝑧) are zeros in 𝐷(𝑧). We then have

𝑆I(𝑧) = (𝐼 − 𝐿(𝑧))−1 = (𝐼 − 𝐷−1(𝑧)𝑁(𝑧))−1

= (𝐷−1(𝑧)(𝐷(𝑧) − 𝑁(𝑧)))−1

= (𝐷(𝑧) − 𝑁(𝑧))−1𝐷(𝑧).

(A.53)

Since 𝐷(𝑧) − 𝑁(𝑧) is stable, the unstable zeros of 𝑆I(𝑧) are equivalent to the 

unstable zeros of 𝐷(𝑧). Those zeros are then the poles of 𝐶(𝑧)𝑃(𝑧).
To connect a zero in 𝑆I(𝑧) and its direction to a pole in 𝑃(𝑧), we consider the 

singular value decomposition 𝑃(𝑧p) ≈ 𝜎𝑦p𝑢𝐻
p , where 𝑧p is an unstable pole of the 

plant. At the pole, the largest singular value dominates, 𝜎 → ∞. The corresponding 

normalized input and output directions of the pole 𝑧p are denoted as 𝑢p and 𝑦p. 

Using the Sherman-Morrison relation we obtain
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𝑆I(𝑧p) = (𝐼𝑙 − 𝐶(𝑧p)𝑃(𝑧p))
−1 ≈ (𝐼𝑙 − 𝐶(𝑧p)𝜎𝑦p𝑢𝐻

p )−1

= (𝐼𝑙 − 𝜎(𝐶(𝑧p)𝑦p)𝑢𝐻
p )−1

= 𝐼𝑙 −
(𝐶(𝑧p)𝑦p)𝑢𝐻

p

− 1
𝜎 + 𝑢𝐻

p (𝐶(𝑧p)𝑦p)

≈ 𝐼𝑙 −
(𝐶(𝑧p)𝑦p)𝑢𝐻

p

𝑢𝐻
p (𝐶(𝑧p)𝑦p)

.

(A.54)

Finally, it follows that 𝑆I(𝑧p)(𝐶(𝑧p)𝑦p) = 0.

Next, we provide the proof for the zero direction caused by the pole of 𝐶(𝑧). 
Consider the singular value decomposition 𝐶(𝑧p) ≈ 𝜎𝑦p𝑢𝐻

p , where 𝑧p is an unstable 

pole of the controller. At the pole, the largest singular value dominates, 𝜎 → ∞. The 

corresponding normalized input and output directions of the pole 𝑧p are denoted 

as 𝑢p and 𝑦p. Using the Sherman-Morrison relation we obtain

𝑆I(𝑧p) = (𝐼𝑙 − 𝐶(𝑧p)𝑃(𝑧p))
−1 ≈ (𝐼𝑙 − 𝜎𝑦p𝑢𝐻

p 𝑃(𝑧p))
−1

= (𝐼𝑙 − 𝜎𝑦p𝑢𝐻
p 𝑃(𝑧p))

−1

= 𝐼𝑙 −
𝑦p𝑢𝐻

p 𝑃(𝑧p)
− 1

𝜎 + 𝑢𝐻
p 𝑃(𝑧p)𝑦p

≈ 𝐼𝑙 −
𝑦p𝑢𝐻

p 𝑃(𝑧p)
𝑢𝐻

p 𝑃(𝑧p)𝑦p
.

(A.55)

Finally, it follows that 𝑆I(𝑧p)𝑦p = 0.

□

A.15. Proof of Lemma 5.3

Proof :  From internal stability we have that 𝑆(𝑧)𝑃 (𝑧) = (𝐼𝑞 − 𝑃(𝑧)𝐶(𝑧))−1𝑃(𝑧), 
𝑆(𝑧) and 𝑇 (𝑧) = (𝐼𝑞 − 𝑃(𝑧)𝐶(𝑧))−1𝑃(𝑧)𝐶(𝑧) are stable. 𝑇 (𝑧) is stable only if any 

unstable poles in 𝐶(𝑧) are canceled by zeros in 𝑆(𝑧)𝑃 (𝑧). Since 𝑆(𝑧) also needs to 

be stable, no unstable zero in 𝑃(𝑧) can be canceled by it, such that the unstable 

zero remains in 𝑆(𝑧)𝑃 (𝑧). Note, however, that an unstable pole in 𝑃(𝑧) does in 

fact get canceled by 𝑆(𝑧), in order to maintain stability of 𝑆(𝑧)𝑃 (𝑧). This can also 

be seen from the interpolation constraint 𝑆(𝑧p)𝑦p = 0 with 𝑃(𝑧p)𝑢p = ∞ ⋅ 𝑦p. The 

input direction of the zero in 𝑆(𝑧p) exactly matches the output direction of the 

pole in 𝑃(𝑧), such that there is a pole/zero cancellation in 𝑆(𝑧)𝑃 (𝑧).
Next, we prove the zero direction caused by the pole in 𝐶(𝑧), analogously to 

the proofs in Lemma 5.2. To connect a zero in 𝑆(𝑧) and its direction to a pole in 

𝐶(𝑧), we consider the singular value decomposition 𝐶(𝑧p) ≈ 𝜎̄𝑦p𝑢𝐻
p , where 𝑧p is an 
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unstable pole of the controller. At the pole, the largest singular value dominates, 

𝜎̄ → ∞. The corresponding normalized input and output directions of the pole 𝑧p 

are denoted as 𝑢p and 𝑦p. Using the Sherman-Morrison relation

𝑆(𝑧p) = (𝐼𝑞 − 𝑃(𝑧p)𝐶(𝑧p))
−1 ≈ (𝐼𝑞 − 𝑃(𝑧p)𝜎̄𝑦p𝑢𝐻

p )−1

= (𝐼𝑞 − 𝜎̄(𝑃(𝑧p)𝑦p)𝑢𝐻
p )−1

= 𝐼𝑞 −
(𝑃(𝑧p)𝑦p)𝑢𝐻

p

− 1
𝜎̄ + 𝑢𝐻

p (𝑃(𝑧p)𝑦p)

≈ 𝐼𝑞 −
(𝑃(𝑧p)𝑦p)𝑢𝐻

p

𝑢𝐻
p (𝑃(𝑧p)𝑦p)

(A.56)

we can follow that 𝑆(𝑧p)(𝑃(𝑧p)𝑦p) = 0. □



Appendix B

Matrix Definitions

𝐴̄ =

[











𝐴

0
⋮
0
0
0
0
⋮
0
0

𝐼𝑛
0
⋮
0
0
0
0
⋮
0
0

0
𝐼𝑛
⋮
0
0
0
0
⋮
0
0

…
…
⋱
…
…
…
…
⋱
…
…

0
0
⋮

𝐼𝑛
0
0
0
⋮
0
0

0
0
⋮
0
0
0
0
⋮
0
0

0
0
⋮
0
0
𝐼𝑝
0
⋮
0
0

0
0
⋮
0
0
0
𝐼𝑝
⋮
0
0

…
…
⋱
…
…
…
…
⋱
…
…

0
0
⋮
0
0
0
0
⋮
𝐼𝑝
0

]













(B.1)

𝐵̄ = [𝐵̃⊤ 0 … 0 0 0 0 … 0 0]⊤ (B.2)

𝑇 ̄ = [𝑇 ⊤ 0 … 0 0 0 0 … 0 0]⊤,  (Chapter 3) (B.3)

𝑇 ̄ = [𝑇 ⊤
d 0 … 0 0 0 0 … 0 0]⊤,  (Chapter 5) (B.4)

𝐵̄n = [0
0

0
0

…
…

0
0

𝐼𝑛
0

0
0

0
0

…
…

0
0

0
𝐼𝑝

]
⊤

(B.5)

𝐶̄ = [𝐶 0 … 0 0 𝐼𝑝 0 … 0 0] (B.6)

𝒪̌︀𝐿 =

[





 𝐶

𝐶𝐴
⋮

𝐶𝐴𝐿−1

𝐶𝐴𝐿

0
𝐶
⋮

𝐶𝐴𝐿−2

𝐶𝐴𝐿−1

…
…
⋱
…
…

0
0
⋮
𝐶

𝐶𝐴

𝐼𝑝

0
⋮
0
0

0
𝐼𝑝
⋮
0
0

…
…
⋱
…
…

0
0
⋮
𝐼𝑝

0

0
0
⋮
0
0]







(B.7)
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ℐ︀𝐿̌ =

[



 𝐷

𝐶𝐵̃
⋮

𝐶𝐴𝐿−1𝐵̃

0
𝐷

𝐶𝐴𝐿−2𝐵̃

…
…

…

0
0

𝐷]





(B.8)

ℐ︀y
𝐿 =

[




 0

𝐶𝑇
𝐶𝐴𝑇

⋮
𝐶𝐴𝐿−1𝑇

0
0

𝐶𝑇
⋮

𝐶𝐴𝐿−2𝑇

0
0
0
⋱
…

…
…
…

𝐶𝑇

0
0
0
⋮
0]






,  (Chapter 3) (B.9)

ℐ︀h
𝐿 =

[




 0

𝐶𝑇d
𝐶𝐴𝑇d

⋮
𝐶𝐴𝐿−1𝑇d

0
0

𝐶𝑇d
⋮

𝐶𝐴𝐿−2𝑇d

0
0
0
⋱
…

…
…
…

𝐶𝑇d

0
0
0
⋮
0]






,  (Chapter 5) (B.10)
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