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7.2 Log-likelihood Discrimination for Static Normal
Distributions

This section prepares the tools and results needed to design the proposed detection
algorithm for dynamical systems.

Log-likelihood Discrimination of Distributions

We focus here on an i.i.d. sequence of measurements generated by the unknown
distribution y; ~ N (0; Xg), with

N,
Do=Tut . o % (7.3)

where, following the notation of section 7.1,%, represents the nominal covariance,
and X, are several possible deviations. The goal is to distinguish which normal
distribution with covariance either ¥, or X5 (parameterized by ; € RM2, resp.)
better approximates N (0; ).

To this end, we can compute the cumulative LLR of {y, }._, between the two
covariance matrices as:

1‘ exp [—y) 51k

N
. 27 |
LAY | 5 ) =Y log ¥ —
k=1 \/mexp [_yk B yk]
N
_} N 1 |ZB‘ T(y-1_y-1 . 7.4
« k=1

When the ratio is positive, is the more accurate model; otherwise, .

Statistical Properties of the LLR

We are now interested in characterizing the statistical properties of the LLR. The
following results can then be used in practice to evaluate the detection mechanism’s
accuracy. We start with the following general characterization; see proof in the
Appendix.

Lemma 2. The cumulative LLR between the distributions characterized by, and
¥4 follows, asN — oo, the distribution £({yx}2, | ; ) ~N( ; 2);

_ % [bg:;:i" +tr ((251 - Z;l)zg)] ; (7.5a)
2 _ %tr [(2;1 — NS5t - 251)29} : (7.5b)

Note that, when ¥y = X,, the expected value of the LLR becomesN -
Dk (N(0;%4); N(0;25)), where Dx. is the Kullback-Leibler divergence. This
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connection is to be expected, as the KL divergence is the expected value of the LLR
[102].

With the characterization of its distribution in place, we can determine the
probability of the cumulative LLR being positive, that is, « being favored over 5:

PL{y}lilas B) > 0) = cdf (£) = / Oo ;;iﬂdt, (7.6)

where cdf(-) is the cumulative distribution function of the normal distribution with
mean 0 and unit variance.

The formula (7.6) is difficult to interpret, as it does not make use of the linear
combination structure (7.3) for ¥y (and X,, ¥g). The following lemma then
simplifies it in the case of interest; see proof in the Appendix.

Lemma 3. Under the parameterization given by (7.3), the mean and covariance of
the LLR can be approzimated quadratically around X, as

= —g(a + 5 —20)"Ala = B) + O([la®, 1817, 101°), (7.7a)

0% = g(a = B)" A= B) + Ol I1BIF, l1611*), (7.7b)

where Ayj = tr [S7ISREIER

We note that A corresponds to the Fisher information of the distribution A/(0, X,.).
The Fisher information quantifies the amount of information a random variable
carries about a parameter of its distribution [102].

The expressions (7.7a) and (7.7b) provide insights into which deviations in the
covariances are easier or harder to detect. For instance, if 8 is an accurate model of
the actual system (8 = ), combining (7.6), (7.7a), and (7.7b) leads to

P (L(yHla,8) = cdt (£) ~ cat (-2@ (o~ B)T Ao - 5)) .

Then, the probability of the wrong model («) obtaining a higher score falls at a rate
of /(o — B)TA(a — B); this quantifies the false positive probability. Thus, if the
models are similar, reliable model discrimination will require more measurements.
On the other hand, if § = (a + f)/2 (the hypotheses are equally accurate), the
average value of the cumulative LLR is 0, and, as expected, no hypothesis is favored.

More generally, as discussed previously, # is unknown in practice. We can then
plug an estimated value 8 into Lemma 3, e.g., constructed from historical data or
first principles, to evaluate the accuracy of our detection.
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7.3 Log-Likelihood-Based Anomaly Detection

We are now ready to turn our attention to the problem of interest: selecting
the model, between II, and Ilg, that most accurately predicts the measurements
sequence {yj }~_, generated by (7.1) with ITy. Following our discussion in Section 7.1,
we are focused on systems with small deviations that require a long sequence
of measurements for reliable detection. Thus, we assume throughout that most
measurements are collected when the system has settled into steady-state. To this
end, the first step is to translate the results of Section 7.2 into suitable tools.

Detection via Measurement Covariance

To leverage Section 7.2, we need to reformulate the detection problem as discriminat-
ing between covariance matrices that better model the sequence of measurements.
Nominal Measurement Covariance

For a nominal plant model IL, the covariance of zj, at steady-state E[zyz) | = £7
can be obtained based on the fact that it does not depend on k, which leads to the
discrete Lyapunov equation:

P = E[xk+1xz+1] =E [(A*xk + ’wk)(A*fL'k + wk)T]
=AE [mka:g] Al + Elwpw) ] = A, X%A] + Q.. (7.8)

This equation can be solved easily either with the direct or the bilinear method.
After computing the steady state covariance of x, the covariance of the measurements
is then characterized by

Y =Efypyp ] =E [(C*mk + i) (Cuy, + ’Uk)T}
= C,E [zz) | C] +E [upyy | = 220, + R.. (7.9)

Deviation of Measurement Covariance

Given the measurement covariance for the nominal model II,., we now want to
determine how it changes when we make small changes to the model, described by
the model deviations II2. For a model deviation 112, the steady-state covariance of
the state of 11, + Hl-HiA can be computed as

N7 4 ;570 = (A, + 0,A2)(Sy + 0,572 (As + 0,A2) T
+ Q.+ 0:Q5.

We then linearize this expression with respect to # by removing higher-order terms,
which yields the discrete Lyapunov equation:

D08 = ASPAAT + ASS AT + A AR + QA (7.10)
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We can follow a similar procedure to obtain E?’A:
V46,54 =
(C + 0;0%) (22 + 0, 552)(C, + 6,C™)T + R, + 0, R>,
and removing higher order terms again, we obtain
A = 0,950 +0,570A T + oAseeT + RA. (7.11)

Then, given a nominal plant II* and a set of possible deviations HiA, 1 €
{1,...,Na}, we can compute the nominal measurement covariance II¥ from (7.8)
and (7.9), and the variation of the covariance associated with each deviation using
(7.10) and (7.11). For a system Ily, its steady state measurement covariance matrix
¥§ can therefore be approximated as (recalling that ||| < 1):

Na
YRRy 0xe. (7.12)
=1

Detection Algorithm

We propose the following detection algorithm:

0. Input: measurement sequence {yx}2_,, nominal model IL., hypothesis models
11, and Ilg, with a, 8 € RV,

1. Compute the nominal steady-state covariance of the measurements X¥ (see (7.9)),
and for each deviation i, the variation matrix Eﬁ”A (see (7.11)).

2. Compute ¥ and E% applying (7.12) to II, and IIg.

3. Finally, compute the cumulative LLR according to (7.4). Then select the
hypothesis model « if the ratio is positive, and 8 otherwise.

Evaluating Detection Accuracy
Detection Accuracy

Recall from Section 7.1 that the goal is to select the hypothesis model, between II,,
and IIg, which more accurately approximates the actual model IIg. Leveraging the
above derivation, we can thus effectively reformulate this problem as the problem
of selecting the more accurate approximation of the output covariance matrix X}
in (7.12). Indeed, applying (7.12) to II, and Il yields the hypothesis covariance
matrices XY and Z%, and by Lemma 3 the probability of a being favored over (3 is
determined by:

2v2  /(a-B)TA(a—B)
where Ay = tr [(52) 71518 (52) 715,

PL({gH o, B) > 0) ~ edf (W 0+ §-20) Ao f”)) 1)
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Correcting for Measurement Correlation

A limitation in our approach is that it relies on Lemma 3, which was derived under
the assumption of i.i.d. measurements {yx}2_,. However, the outputs of a dynamical
system are not uncorrelated, as shown by the covariance matrix:

E [yksiyn | =E {(Cl'k—&-t + i) (Cog + Uk’)T}

k4t

=E (C’ <Atxk + ZAikwk> + vk> (Cxy, + vk)T] (7.14)
i=k

=CA'sCT.

It is therefore important to assess how this correlation impacts the cumulative LLR
as a detection mechanism. In particular, we first characterize this deviation when
yr € R in Lemma 4 (proved in Appendix), and then translate it into a heuristic to
correct P(L({yx}_,|a, 8) > 0) when y, € RP, p > 1.

Lemma 4. Let {y,}Y_,, yr € R, be output measurements of (7.1) such that
Elykyrit) = NE[yryr], with X € [0,1). Then, as N — oo, the distribution of the
cumulative LLR approzimates a normal distribution with mean u and variance o>
defined as

s o 1+ A2

K= Huncorr., 0 = Guncorrl VL

2

uncorr.

where funcorr. and o are the mean and variance of the uncorrelated case,

defined in Lemma 2.

We can then take inspiration from this result to propose the following correction
heuristic: the covariance between steps, given by (7.14), suggests that it decays at
a rate determined by the largest eigenvalue A . of A. Therefore, we correct our
approximation by:

I 1- A?nax
Pcorr = f|= .
(L>0)=cd <0 T >

max

We can then leverage this approximation to provide a confidence bound on the
cumulative LLR, indicating that a stronger correlation between measurements yields
a less accurate detection threshold.

7.4 Application to Detection and Observer Design

In this section, we illustrate the application of the proposed results to: 1) detection
of deviations from the nominal model, and 2) observer design to increase detection
sensitivity. !

IThe code can be found in https://github.com/AlejandroPenacho/cdc26-1log-1likelihood
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Deviation Detection for Double Pendulum

Setup We consider an inverted double pendulum, stabilized in vertical position
by state feedback which controls the torque at the two joints. Let y; and ~- be the
angles of the first and second joint (w.r.t. the vertical). Then the state vector is
T = [’yl 1 e "yﬂ, and linearizing and discretizing yields the open loop model:

1 T, 0 0
Tsmig 1— Tsdy _ Tsmoag Tsdo
A _ m1l1 mll% mlll m1l1l2
° 0 0 1 T, ’
_ Temeg Tedy Tsmeg _ Tsmydo
m1l2 ’I’I’Lllllz m1l2 mlmzlg
0 0
mE T 100 0
—_ T myly mylyla —
B=T 7 o |° ¢ {0 0 1 0} :
1 my
malila mimal3
Q = diag(0,0.5,0,0.6), R=0.11.

The parameters are the masses of the pendulums m; = 1 and ms = 1.2 kg, with
my = m1 + mgo kg, the friction at the joints d; = d2 = 0.3 Nms, gravity acceleration
g =938 m/sZ, lengths of the arms I; = 0.5 and [l = 0.2 m, and sampling time
Ts = 0.2 s. The state feedback gain is:

_|33.04 6.76 1.33 0.99

K= 4.72 1.52 354 0.2

(7.15)
which places the closed-loop poles at —5 x 1074, —0.6, —0.2 and —0.4. In this
scenario, the nominal model of the closed-loop plant is II, = (A, — BK,C,Q, R).

We consider three possible deviations: friction increase at the first or second
joint (modifying either d; or ds), and an increase in torque noise at the first joint,
modeled as:

0 0
AP = A, AS = A Q% =diag(0,0.5,0,0
1 6d1 ) 2 8d2 9 QS lag( 9 ] )a
where the partial derivatives are evaluated for the numerical values of my, mo, dy, d2, g, 11, l2
introduced above, and all unspecified deviation matrices are set to 0.

Detection Sensitivity Applying the results in Section 7.3, we characterize the
matrix A and its correlation normalization (R, D) as

1.1 7.09 1.25 ) )
A=|7.09 7269 24.33| = D2RD=

[1.25 24.33 13.25

[1.00 0.80 0.33 1.1 0 0

R=10.80 1.00 0.78 D=0 7276 0
10.33 0.78 1.00 0 0 13.25
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We can now employ these matrices to characterize the detectability of different
deviations. First of all, a larger element on the diagonal of A indicates a deviation
that is easier to detect (in this case, friction increase on the second joint is the
easiest to detect). Secondly, the correlation matrix R provides a picture of how
deviations interact with each other. A large off-diagonal element R;; signifies
that deviations ¢ and j have a similar impact on measurements, and are thus more
difficult to distinguish. Generally, small off-diagonals are preferable for more accurate
classification of deviations. Nonetheless, the ability to detect that a deviation has
occurred (even without correctly classifying) is still of great value.

Numerical Evaluation We consider now ¢ = [0.03 0. 0.01] (which is not
available to the detection algorithm), and candidate models, a = [0. 0. 0.] and
B =1[0.04 0 0], neither of them tuned to the actual system, but g closer to it. In
this setup, we evaluate the performance of the detection algorithm of Section 7.3 as
follows. We run 2000 simulations during which we collect N = 50000 measurements
from the system, and use (7.4) to compute the cumulative LLR at each measurement
time k. The evolution of the ratio is plotted in Fig. 7.1 (upper). At each time k,
we then compute the percentage of trajectories for which the ratio is positive (red
region), and plot it in Fig. 7.1 (solid line in the lower plot). As we can see, the

B
R
8= =
= -~ e
ES -10f
3
S 1 1 1 1
X 50% === Numerical = = Theoretical
2 20%
B
5 10% 3
2 5%F
=) L 1 1 1 1

10000 20000 30000 40000 50000
N steps

Figure 7.1: Upper: 2000 trajectories of the cumulative LLR for the stabilized
inverted double pendulums. Lower: empirical and theoretical error rates, with
shaded confidence bounds.

percentage decreases from ~ 50% (« and (8 are equally accurate), reaching below 5%
as more measurements are collected. This indicates that the algorithm successfully
selects B as the better approximation of 6.

As discussed in Section 7.3, the correlation of measurements for a dynamical
system will influence the accuracy of the LLR. Using the ground truth 6, we can
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now compute the theoretical probability of the LLR being positive as P(L > 0) =
cdf(—0.00846\/ﬁ) and its corrected version (with A\pax = 0.6) as Peor (£ > 0) =
cdf(—0.012y/N). We then plot in Fig. 7.1 the theoretical error rate and the confidence
bound given by the corrected probability. We see that the numerical decay-rate
is slightly larger than the theoretical one, but well within the confidence bounds,
demonstrating the effectiveness of this detection mechanism.

Observer Design for Friction System

Setup In this section, we investigate how the LLR can be leveraged to design
observers that maximize the detectability of deviations. We consider a friction
system stabilized around an operating point, with state space dynamics described

To(—fo — Kp) —T.K; g—[01 0
T, 1| 0 0]’

c=[ o, R=[05],

with T, = 0.2 s, f, = 2.0 Nms, K, = 5.0 Nms and K; = 2.5 Nm. We then include
an observer ((L, (), to be designed) by augmenting the state to z = (27 2T o]
which contains the estimated state £ and the observation noise v, treated as process

noise; the resulting system is:

Y

A 0 0 Q 0 0

A= |-LC LC 1|, Q=10 0 0},

0 0 0 0 0 R
R=0.

Note that the new output of the system is the innovation of the observer y;, — Ciy.

Finally, we consider one deviation: an increase in viscous friction, defined as
A
AZ = 0A/0f,.

Observer Design The goal now is to leverage the LLR to select an observer
that maximizes detectability. To this end, for a range of possible observer gains
L =[Ly, Ly], we compute: 1) matrix A characterizing detectability, and 2) tr(3Y),
which represents the average squared innovation. We plot the resulting values in
Fig. 7.2 as a countour plot in the (L, Lo)-plane. As expected, the Kalman filter
gain minimizes tr(X¥) (left plot). However, the Kalman gain fails to maximize
detectability (right plot), which instead is achieved by the gain L, = [0.35,0.05].
On the other hand, L, attains a value of tr(X¥) that is twice as large as that of
the Kalman gain. This highlights an important trade-off between the observer’s
accuracy and its detectability.
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Figure 7.2: Contours of tr(X¥) and A for different gains of the observer L. Red
areas show unstable observer configuration.
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Figure 7.3: Experimental (solid line) and theoretical (dashed line) error rates with
3 different observer configurations.

Numerical Evaluation We now compare the detectability when employing no
observer (L = [0,0]), the Kalman filter, and L,. Specifically, we consider § = 0.5
(the weight on the friction deviation), and the hypothesis models & = 0 and 8 = 6.
Following the same procedure as in Section 7.4, we plot in Fig. 7.3 the numerical
and theoretical error rates for all three gain choices, along with their respective
confidence bounds. We can see that Lp, chosen to maximize A, indeed significantly
improves detectability, while the detectability with the Kalman gain (or without
observer) is quite poor. However, the Kalman gain reduces the gap between the
theoretical and numerical error rates. This is because the Kalman filter makes
innovation measurements uncorrelated, and, as shown in Section 7.3, this implies
that Lemma 3 provides a good approximation of the empirical error rate. This
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again highlights the need to find the right balance between observer accuracy and
detectability.

7.5 Summary

In this chapter, we investigated a detection mechanism for dynamical systems
subject to small deviations from the nominal behavior. This method relies on the
cumulative LLR, which allows us to theoretically characterize the detector’s error
rate. We have then showcased the promise of this approach with applications to
detection and observer design. This work opens several directions for future research.
These include extending to non-autonomous systems and leveraging input for more
accurate detection, and exploring our observer design approach for larger-scale
systems.

Appendix

Proof of Lemma 2

The cumulative LLR between two zero-mean normal distributions ¥, and ¥z for a
sequence of i.i.d. observations distributed each as y;, ~ N (0, %) is given by:

N
1 by - -
L} B0 B) = 5 [Nlog :EB' + 2w (Z5 =2 (7.16)

The first component is constant, so we focus on the second. We first define

1 1
= X4 <251 — Z;l) Y5, and since F' = FT, we can diagonalize it with the
eigenvalue decomposition F' = USU T, where S = diag(\1, \g, ... ), A; being the i-th

eigenvalue of F'. We can then define the variable z = U TZ(,_Eyk, with covariance
given by E[zj,2] | = I. We use these two definitions to rewrite the second component
of (7.16) as

1 1
DAL P e
1]6;1 i =
=§Z dzkd, Z)\dzzkd7
k=1d=1 d 1 k=1

where we have used the fact that S is diagonal to write the result as a sum. For the
next step, we use the property that the values of zj 4 are uncorrelated to obtain a
x? distribution with N degrees of freedom, and due to the assumption of N being
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large, we approximate the distribution as normal:

1 — Aa
DoAY Fa~ 5 Mk~ Y FN(WV.2N)
d=1 k=1 d=1 d=1
= N, N, N NG,
=ZN<2)\d, 2>\d> :N(2 Ad,QZ)\d>
d=1 d=1 d=1

To compute the sum of the eigenvalues and the squared eigenvalues of F, we
use the property that these are equal to the traces of F' and F2, respectively, and
simplifying the expression with the property tr(AB) = tr(BA):

S A= tr[F]=tr [Eg (2;1 - 2;1) 25] —tr [(251 - 2;1) 29}

Adding to the mean the first component of (7.16), we obtain the expression
shown in the lemma.

Proof of Lemma 3

We can compute the derivatives of the mean and the variance using the standard
rules of derivation for matrices, namely:

— 2—172—1
Ox ox

1 —1
dlog|X| . (2_162> 7 o)) o) 7
ox Ox
and from our parameterization of the matrices considered, we have

0%, 0% 0%
6042‘ - 851 - 691

=¥ Vi

Following these standard derivation rules, the first and second order derivatives



7.5. Summary 89

of p and o2 can be obtained and evaluated at ¥, = Yg =% =X

op|  Ou|  Ou 0
80@ - 661 - 891
>Pp 0p N —1yAy—1yA
dozda; | 0Bi00;  tr [P EE R
>p p N Iy Ay —15A
= = —tr|X, X5 N, X
9505, | ~ daos;| — 2t [F RS
2 2
ou o _o

89289] - 80&13[%’

*

Defining A as a matrix where each entry is A;; = tr(E;lEiAEglEj-A), the resulting
quadratic expansion can be written as

-A 0 A Q@

TS 1N [ozT BT GT] 0 A —A| |
22

A —-A O 0

= Mats-2700-5)

For the variances, the same process is followed to obtain

02| _oo?| _00°| _
80@ n 8ﬂ1 o 692 B
8202 8202
= = Ntr [S7'288 158
OJa;0a . 0B:0B; i A
8202
= —Ntr [2]1zfn ind
0ai86j . [ J ]
0?02 B 0?2 B 0?02 B
80@8;@- . 8518% . 8%8;@ .

The resulting quadratic expansion is then

1 A —A 0] |«
o? ~ iN [aT 8T HT] -A A 0] |
0 0 0f |0

2| =

(@ —B)"Ala—B)
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Proof of Lemma 4

We consider a sequence of measurements y; € R. Each measurement has zero mean
and variance O'Z, and measurements at different steps are correlated by a factor
A € [0,1) that decays with the number of steps between them. The vector of all
measurements ¢ is then defined and distributed as

<
=
X
> = >
)—l>/>§

y= 2] =N(0,%,), iy:”i

We consider again the use of the cumulative LLR with two candidate variances o2

and 0[23. To estimate its distribution after N samples, we follow the same approach
as for the uncorrelated case:

N
1 o3 o
L{y}rialod, 08) = 5 | Nlog —5 + > (057 = i
@ k=1
~ Analogous to the proof of Lemma 1, we obtain the eigenvalue decomposition
¥, =USUT, with S = diag(\1, A2, ---) and X being the eigenvalues of ¥,. Then
1

we define z = UT X, %9, so it fulfills E[zz7] = I, that is, the terms are uncorrelated.
We can then reduce the second term of the previous formula, exploiting the fact
that S is diagonal:

N
> (05% =0 i = (0 —02)yy"
k=1

N
= (0?3 —02)z8z" = (02 —0?) Z A2t
k=1

Each term has mean )y, variance 2)\; and, since the terms of z are uncorrelated,
we can use the Central Limit Theorem to approximate the distribution of this last
expression with a normal distribution for a large value of N. The mean and variance
of this distribution are given by:

For the p, this is equal to IV ag, so the expected value of the cumulative LLR is
not affected by the correlation between steps. For the variance, we use the fact
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that tr[2,%,] = Zivzl ij:l(iyiy)fj since ¥, = ¥ and get its asymptotic rate of
increase when N — oo:

As we are interested in asymptotic behavior, we compute how the last expression
increases with NV as N — oo by taking the limit:
N

1 al S )2 gt
Nzg( y)ij_oy

=1 j=1

N
N+2) X (N—i)]
=1

N N
V222N |1+ QZ)&] = olN |1+2) Z)\%]
i=1 i=0
22 14 A2
" _ 4
=l [1 * 1/\] =N

The correlation between measurements, then, introduces a factor (1 + A\2?)/(1 — \?)
to the covariance, increasing it and therefore spreading the distribution of the
cumulative LLR.






Chapter 8

Conclusions and Future Work

We conclude this thesis by providing a brief summary of the work done, together
with some possible directions for future work.

8.1 Conclusions

In this thesis, we have first tackled the detection of anomalous behavior in RWAs.
Two characteristics made this problem interesting from an FDI point of view: the
anomalous states being defined only through a labeled dataset and the switching
behavior of the system. The algorithm developed, motivated by these characteristics,
made use of a new friction model presented in Chapter 3 and combined techniques
in changepoint detection (Chapter 4), parameter estimation, dynamic programming
and machine learning (Chapter 5).

In the following chapters, we have explored two theoretical relevant to FDI.
First, inspired by the mathematical analysis done in Chapter 4, we have proposed
and studied an algorithm based on GPs in Chapter 6 that makes use of statistical
tools for null-hypothesis testing. By producing a joint distribution of the estimated
nominal dynamics of a system, we can determine with a predefined false detection
rate whether a system behaves in a way consistent with a provided dataset.

Finally, we have investigated detectability, in particular, how we can determine
the number of observations required to determine whether a system’s status is
nominal or anomalous. In Chapter 7 we addressed the problem by focusing on
binary hypothesis testing for linear systems driven by Gaussian noise, which allowed
us to obtain a simple metric that can be used to compare the detectability of different
anomalies.

8.2 Future Work

Future work is expected to focus on FDI for specific real systems, and exploring
new algorithms and investigating limitations for general classes of systems. With

93
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this idea in mind, we outline some avenues for future research.

Detection of dangerous phenomena in Ventrical Assist Devices
(VADs)

The development of pressure sensors for VAD has opened the door to detecting
problematic phenomena in these devices. The phenomena’s time-scales span from
less than a second, like suction peaks, to several months, like thrombus formation.
So far, the former kind has been controlled with periodic checks, while the former
have become accepted issues of these devices.

Although numerous methods for detecting these phenomena in the VAD have
been proposed, they are almost exclusively data-driven and based on heuristics
that provide no insight on how to improve detectability [103]. Given the wide
literature on modeling the circulatory system and VADs [104], a promising direction
of research is to leverage these models to develop more reliable detection algorithms.

Data-driven FDI with statistical results

There are two main directions on the use of GPs for FDI to explore. The first is to
introduce model knowledge into the algorithm and analyze how it can improve results.
In our framework based on GPs, this can be done by adjusting the kernel function so
the estimated transition function satisfies conditions that the actual system is known
to fulfill. Another possibility is to consider a parameterized transition function,
and use a Gaussian process to estimate these parameters rather than the complete
transition function.

A second direction is how to include knowledge of anomalous behavior in this
framework. In Chapter 6, we only had knowledge of the nominal behavior of the
system through data, which limits the capabilities of the methods. An anomalous
model can turn the problem from a null-hypothesis testing into an alternative
hypothesis testing, similar to what was done in Chapter 7. If an alternative model
is not available, knowledge of what regions of the state space are more prone to be
affected by an anomaly can be used to increase the importance of those regions in
the detection algorithm. Both options deserve exploration.

Detectability Analysis

The work presented in Chapter 7 explored the question of detectability in FDI,
but was limited to a specific subset of systems, namely, linear systems driven by
Gaussian noise. It would be interesting to expand the tools developed in this chapter
to a broader class of systems, maintaining the statistical foundation that makes the
results tractable. Moreover, the data-driven methods could benefit of this kind of
analysis.



8.2. Future Work 95

Data and Model Combination

The approach taken to diagnose the status of RWAs relied on a combination of
model and data. In Chapters 6 and 7, however, we focused on purely data-driven
or model-based FDI, respectively. The combination of both approaches has led to
important successes, and working on this intersection is therefore an interesting
direction of work.

There are two directions worth exploring: applying data-driven techniques to
model-based methods and applying model-based techniques to data-driven methods.
In the first class, a popular option is to use an approximation architecture as a
model of the system and use it to apply one of the standard model-based techniques.
Despite the popularity of this approach, uncertainty of the derived model is usually
not considered, a gap in the literature that deserves attention.

For model-based techniques applied to data-driven methods, an interesting
approach is to use a system model to define a kernel that can later be used with a
machine learning technique such as SVMs. Another idea involves using a system
model to determine which features should be extracted from the data for the purpose
of diagnosis. All these options could lead to interesting new algorithms.

Physics-informed Remaining Useful Life estimation

This thesis has focused on estimating the status of a system based on inputs and
outputs. We have not, however, analyzed the relation between the status of the
system and its situation in the failure chain. That is, although we have worked
on detecting if, for example, the friction in a bearing has increased, we have not
analyzed how this increase can provide information about future failure of the device.

This task, predicting time until failure based on current observations of the
system, falls under the topic of Remaining Useful Life estimation [105]. This field,
unlike FDI, is almost exclusively data-driven: although models for degradation exist
(crack propagation, for instance), they are quite limited, and the tendency is to rely
on extensive datasets, which are not always available.
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