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Abstract

Communication networks are an integral part of the Internet of Things (IoT) era.
They enable endless opportunities for connectivity in a wide range of applications,
leading to advances in efficiency of day-to-day life. While creating opportunities,
they also incur several new challenges. In general, we wish to design a system
that performs optimally well in all aspects. However, there usually exist competing
objectives which lead to tradeoffs. In this thesis, driven by several applications,
new features and objectives are included into the system model, making it closer to
reality and needs. The results presented in this thesis aim at providing insight into
the fundamental tradeoff of the system performance which can serve as a guideline
for the optimal design of real-world communication systems.

The thesis is divided into two parts. The first part considers the aspect of signal
reconstruction requirement as a new objective in the source and channel coding
problems. In this part, we consider the framework where the quality and/or avail-
ability of the side information can be influenced by a cost-constrained action se-
quence. In the source coding problem, we impose a constraint on the reconstruction
sequence at the receiver that it should be reproduced at the sender, and characterize
the fundamental tradeoff in the form of the rate-distortion-cost region, revealing the
optimal relation between compression rate, distortion, and action cost. The channel
coding counterpart is then studied where a reconstruction constraint is imposed on
the channel input sequence such that it should be reconstructed at the receiver.
An extension to the multi-stage channel coding problem is also considered where
inner and outer bounds to the capacity region are given. The result on the channel
capacity reveals interesting consequence of imposing an additional reconstruction
requirement on the system model which has a causal processing structure.

In the second part, we consider the aspect of information security and privacy
in lossy source coding problems. The sender wishes to compress the source sequence
in order to satisfy a distortion criterion at the receiver, while revealing only lim-
ited knowledge about the source to an unintended user. We consider three different
aspects of information privacy. First, we consider privacy of the source sequence
against the eavesdropper in the problem of source coding with action-dependent
side information. Next, we study privacy of the source sequence due to the pres-
ence of a public helper in distributed lossy source coding problems. The public
helper is assumed to be either a user who provides side information over a public
link which can be eavesdropped, or a legitimate user in the network who helps
to relay information to the receiver, but may not ignore the information that is
not intended for it. Lastly, we take on a new perspective of information privacy in
the source coding problem. That is, instead of protecting the source sequence, we
are interested in the privacy of the reconstruction sequence with respect to a user
in the system. For above settings, we provide the complete characterization of the
rate-distortion(-cost)-leakage /equivocation region or corresponding inner and outer
bounds for discrete memoryless systems.
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Chapter 1

Introduction

ommunication systems have extensive impact on our society. At present,

they are not only designed for human-to-human communication, but also

evolve to serve more complex, machine-to-machine type communication. It
is evident that communications play essential roles in various applications, e.g., au-
tomation systems, health care, electric power grid, and emergency monitoring. With
the emergence of the Internet, they enable endless possibilities to connect things to-
gether, pushing towards the era of the Internet of Things (IoT) [MF10], [MSDPC12],
and are expected to play an indispensable role in transforming and further improv-
ing our society and individuals (see, for example, the vision of a future ecosystem
driven by high connectivity of individuals and communities, called Networked So-
ciety [Eril3]). While creating new opportunities, they also incur several challenges
to the traditional system design.

If the demand for communication keeps increasing, we can imagine that one
day almost everything around us, ranging from mobile phones, wearable devices,
household appliances to all kinds of monitoring sensors, will be connected and form
highly interconnected networks. To understand such networks, we need reasonable
models which can capture important characteristics and features, yet are tractable
to study. One possible approach is to study them from a local view, i.e., to consider
only a part of the system with a few terminals and abstractly treat other external
interactions in the form of side information. This local model can then serve as a
building block and provide a basis for better understanding of a more general net-
work. Moreover, with the increasing number of devices, it is inevitable that there
will be significant amount of data exchanged over the network. Technique such as
data compression will therefore become an integral part of the commination. Effi-
cient data compression can reduce redundancy of the data to be communicated and
thus the amount of physical resources such as bandwidth and energy consumption.
If the goal of the system is to compute some function of the data over the network,
it is, for example, more efficient to communicate the value of the function of interest
rather than the data itself.

Traditionally, the main focus of communication system is on reliability. How-
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ever, with a wide range of applications, there exist several other objectives that
need to be addressed. For example, in some applications, the message of the sender
is not the only information that needs to be communicated reliably to the receiver.
Other signals in the system may be required simultaneously to improve the possibil-
ity of cooperation. In communication scenarios which involve sensitive information
such as e-health and online banking, the information exchanged over the network
need to have some guaranteed level of privacy and security, i.e., not leaking infor-
mation to the unintended party. Although high levels of reliability, efficiency, and
information security are all desirable objectives in the communication systems, we
usually cannot achieve all of them at once as there exist some tradeoffs in the sys-
tem design. For example, compressing the data to a small amount can save some
communication resources, making the system more efficient. However, if the data is
overly compressed, the original content may not be reconstructed reliably. On the
other hand, sending more information over the network tends to improve quality of
the received message, but at the same time increases the chance of leaking informa-
tion to the unintended users. So the natural questions arise: Is there a fundamental
tradeoff of the system’s performance metrics, and what do we know about it?

In this thesis, we take some of the new objectives and features driven by several
applications into account to model the system closer to reality and needs. We then
aim to understand these system models by characterizing their fundamental limits
or tradeoffs which shed light on how good the real-world system can be under
the optimal design. Below we discuss more specifically how the new features and
objectives are considered in the thesis.

Feature to capture interaction among nodes: To support a massive num-
ber of devices, the system should have features to adapt to several types of inter-
actions among them. For example, in sensor networks where several sensors are
deployed for different tasks, it is desirable that the sensors can operate for a rea-
sonably long time. To achieve that, one can design the system such that each task
may require only a small number of sensors to provide measurements and the set
of active sensors can be different from task to task. In other words, measurement
from each sensor may be acquired differently according to the task. In this the-
sis, we touch upon this aspect by considering the system models which capture
the flexible information acquisition. It is flexible in the sense that the acquisition
of information can be controlled by a node in the network. In particular, we con-
sider source networks where a node can take a cost-constrained action to influence
the quality and/or availability of the side information at certain nodes, termed as
action-dependent side information. Although not considered directly in the thesis,
this cost-constrained information acquisition model can be related to an energy-
efficient approach when the cost is defined in terms of energy consumption.

Objectives on additional reconstruction and information privacy': In

1We sometimes use the term privacy, secrecy, and security interchangeably. However, in our
context, secrecy and security are intended for scenarios where we wish to protect our information
against an external eavesdropper, while the term privacy is used in scenarios against an unintended,
legitimate user who is also part of the system.
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the world full of connectivity, huge amount of information will be shared among
several parties. Exchanging information is of benefit when parties can cooperate
with one another to improve the system performance. Imposing some additional
reconstruction requirements in the system will enhance the possibility for cooper-
ation as it essentially allows parties to know more about the other. On the other
hand, when sharing information, it is of significant concern that some sensitive in-
formation should be kept private or secret from the unintended party. This leads
to a natural tradeoff between degree of cooperation and level of information pri-
vacy when designing the system. It is important in modern communication and
compression systems that the system design offers both reliability and security. In
this thesis, we include some additional reconstruction requirements into the system
model and try to understand their effects by characterizing the corresponding fun-
damental limits or tradeoffs. In addition, we consider information privacy in the
compression system where a signal of interest (e.g., source sequence) should be com-
municated reliably (satisfying a distortion criterion) and also securely with respect
to a certain measure of privacy. We often assume that in the network there is an
eavesdropper who observes the transmission over the public channel and therefore
can learn about the signal of interest. In this thesis, we consider only a passive type
of eavesdropper who does not tamper with the transmission. In some cases, we are
also interested in information privacy against an unintended, legitimate user who
is friendly in the sense that it processes information as the protocol requests, but
may be curious and not ignore the information that is not intended for it.

1.1 Application Scenario

To visualize the networking system with aforementioned objectives and features, we
consider a potential application scenario in the area of e-health, depicted in Fig. [Tl
Although the term e-health has a broad definition, in the following, we focus on its
aspect in enabling information exchange and communication in a standardized way
between health care establishments, leading to improved possibilities for institution-
to-institution transmissions of data [Eys01].

In the e-health scenario, some medical data of patients such as scanned images
and medical care records can be shared among several institutions or doctors to
facilitate the medical treatment. For example, senders S in Fig.[L T represent doctors
who have access to different databases? of medical images of the patient. They wish
to send relevant information over the network to the one who requests it, depicted
as receiver R in Fig. [Tl It is common to assume that communication links between
senders and receivers are of limited capacity. Therefore, the transmission has to be
done in an efficient way, i.e., using (distributed) data compression. In some cases,
the sender or receiver might take some action at a certain cost to request some
extra information from another doctor/institution, depicted as helper H in Fig.
[Tl This extra acquisition is important especially when the quality of the received

2For privacy reason, institutions might not be allowed to share the whole databases to others.
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Figure 1.1: A node with symbol S represents a sender who has access to some
medical database, while a node with symbol R represents a receiver. A node with
symbol H represents a helper who can facilitate the transmission by providing some
side information to the receiver. Symbol PH denotes a public helper which could
be a networking device such as a router. It obeys the communication protocol by
relaying information to the receiver, but may not ignore the information that is not
intended for it. Lastly, a node with symbol E represents an external eavesdropper
who can observe the transmission sent over the public communication link.

image is crucial for the treatment. Another important functionality in e-health is
online medical consultation. Considering for example an important surgery which
requires a consultation among several doctors. The consultation is done over the
network based on some references such as the medical image sent by the consulting
doctors. In this scenario, the senders may want to know exactly what the received
image looks like since it may get distorted and thus affect the outcome of the
consultation and surgical operation significantly. When the medical data is sent
over the network, e.g., the Internet, it is possible that it passes through several
intermediate terminals before reaching the intended receiver. As they are often
sensitive data, it is important that they are protected against disclosure at any
unintended terminal (the public helper PH or eavesdropper E) who may receive
or intercept some transmission.

With a reasonable model for the networking system in Fig. [Tl we can study
some relevant problems and are able to understand the fundamental tradeoffs of
the system. These tradeoffs can serve as a guideline for the optimal design of a
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Figure 1.2: Dependency graph.

practical networking system for e-health.

1.2 Organization and Contributions of the Thesis

The remaining of the thesis is divided into seven chapters. We summarize the con-
tents in each of them along with the contributions below. Relations among the
chapters are shown by a dependency graph in Fig.

Chapter

In this chapter, we provide some fundamental concepts in information theory which
serve as a background for studying the problems in the subsequent chapters. For
more detailed treatment of the subject, readers are referred to standard textbooks
such as [CT06] or [EK11]. The chapter also introduces some aspects of the problem
formulation which include features and objectives that will be considered later in
the thesis.

Chapters Bl and @ consider the problems of source and channel coding with
additional reconstruction constraints where the side/state information can be con-
trolled by a node in the network. In the source coding problem, the additional re-
construction requirement is on the receiver’s reconstruction sequence, i.e., it should
also be locally estimated at the transmitter. In the channel coding problem, we
consider both basic and multi-stage settings, where the additional reconstruction
requirement is on the channel input sequence, i.e., it should also be decoded at the
receiver.
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Chapter [3]

In Chapter Bl we consider two classes of source and channel coding problems in-
volving action-dependent side information/states and an additional reconstruction
requirement, namely, a problem of source coding with two-sided action dependent
side information under common reconstruction constraint, and a problem of chan-
nel coding with two-sided action-dependent state under reversible input constraint.
We characterize the respective rate-distortion-cost region, and the channel capac-
ity. One interesting observation lies in the fact that the capacity is expressed with
an additional condition which restricts the set of feasible input distributions. We
term such condition as two-stage coding condition as it arises essentially from the
two-stage structure of the coding which requires an additional reconstruction of a
signal generated in the second stage.
The contribution of this chapter is based on

o [KOS12a] K. Kittichokechai, T. J. Oechtering, and M. Skoglund, “Coding
with action-dependent side information and additional reconstruction require-
ments,” submitted to IEEE Trans. Inf. Theory, Feb. 2012 (revised July 2013).

Shorter versions also appeared in

« |KOSTI10] K. Kittichokechai, T. J. Oechtering, M. Skoglund, and R.Thobaben,
“Source and channel coding with action-dependent partially known two-sided
state information,” in Proc. of IEEE International Symposium on Informa-
tion Theory (ISIT), Austin, TX, USA, June 2010.

« |KOSI0] K. Kittichokechai, T. J. Oechtering, and M. Skoglund, “Source
coding with common reconstruction and action-dependent side information,”
in Proc. of IEEE Information Theory Workshop (ITW) Dublin, Ireland, Sep.
2010.

o [KOS11b] K. Kittichokechai, T. J. Oechtering, and M. Skoglund, “On the
capacity of a channel with action-dependent state and reversible input,” in
Proc. of IEEE International Symposium on Information Theory (ISIT), St.
Petersburg, Russia, July 2011.

o [KOS11a) K. Kittichokechai, T. J. Oechtering, and M. Skoglund, “Capacity
of the channel with action-dependent state and reversible input,” in Proc. of
IEEFE Swedish Communication Technologies Workshop (Swe-CTW), Stock-
holm, Sweden, Oct. 2011.

Chapter [4

In Chapter [, we extend the channel coding model in Chapter [ to the multi-stage
case. Motivation of the study is to explore further the role of the additional re-
construction requirement in the multi-stage setting. We characterize the capacity
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region for the two-stage case and draw a connection to the two-stage coding condi-
tion observed in Chapter Bl For the case of three or more stages, we provide inner
and outer bounds to the capacity region, and show that they match under certain
special channel assumptions.

The contribution of this chapter is based on

« [KOS12b] K. Kittichokechai, T. J. Oechtering, and M. Skoglund, “Multi-stage
coding for channels with a rewrite option and reversible input,” in Proc. of
IEEF International Symposium on Information Theory (ISIT), Boston, MA,
USA, July 2012.

o [KOS12a] K. Kittichokechai, T. J. Oechtering, and M. Skoglund, “Coding
with action-dependent side information and additional reconstruction require-
ments,” submitted to IEEE Trans. Inf. Theory, Feb. 2012 (revised July 2013).

Chapters[Blto[fconsider the problem of source coding under information security
and privacy constraints. Three different aspects of privacy are considered, namely,
1) source privacy with respect to an eavesdropper when the side information can be
controlled by a node in the network, 2) source privacy in the presence of a legitimate
helper in the network, and 3) privacy of the reconstruction signal with respect to
a user in the network. We use normalized information leakage or equivocation as
a measure of information privacy and are interested in characterizing the optimal
tradeoff among the system parameters such as compression rate, incurred distortion
at the intended receiver, and privacy level at the unintended user.

Chapter

In this chapter, we study a lossy source coding problem with action-dependent side
information under source secrecy constraint. Several aspects of action-dependent
side information are considered, i.e., the cases where the action is taken at either
the encoder or decoder, and the case where the action is taken to generate a common
two-sided side information. We characterize the rate-distortion-cost-leakage regions
or the corresponding inner and outer bounds to the rate-distortion-cost-leakage
region for the mentioned problems.
The contribution of this chapter is based on

o |KOST14b| K. Kittichokechai, T. J. Oechtering, M. Skoglund, Y.-K. Chia,
and T. Weissman, “Secure source coding with action-dependent side informa-
tion,” to be submitted to IEEE Trans. Inf. Theory, 2014.

A shorter version appeared in

o |[KOS11d K. Kittichokechai, T. J. Oechtering, and M. Skoglund, “Secure
source coding with action-dependent side information,” in Proc. of IEEE In-
ternational Symposium on Information Theory (ISIT), St. Petersburg, Rus-
sia, July 2011.
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Chapter

In Chapter [Gl we consider source coding problem in the presence of a public helper.
We are interested in how the system can utilize an extra node, called helper, to
support the transmission, given that the helper is a terminal which can leak infor-
mation through its public link or that the helper itself is a public terminal which we
cannot trust and therefore reveal too much information. We study several classes
of the problems and characterize the complete rate-distortion-leakage regions both
for the general case and under special assumptions on the Markov structure of the
side information or distortion measure.
The contribution of this chapter is based on

o |[KCO™13a] K. Kittichokechai, Y.-K. Chia, T. J. Oechtering, M. Skoglund,
and T. Weissman, “Secure source coding with a public helper,” submitted to
IEEE Trans. Inf. Theory, July 2013.

A shorter version appeared in

« |[KCO™13b] K. Kittichokechai, Y.-K. Chia, T. J. Oechtering, M. Skoglund,
and T. Weissman, “Secure source coding with a public helper,” in Proc.
of IEEE International Symposium on Information Theory (ISIT), Istanbul,
Turkey, July 2013.

Chapter [T

In this chapter, we study the problem of lossy source coding with a privacy con-
straint on the reconstruction sequence at the receiver, which we term as end-user
privacy. This situation is an extension of the Wyner-Ziv problem to include a privacy
constraint on the receiver’s reconstruction sequence such that it should be protected
against any inference from the other node. From a problem formulation point of
view, end-user privacy can be viewed as a dual constraint to the reconstruction
constraint considered in Chapter Bl We characterize inner and outer bounds to the
rate-distortion-equivocation regions for different cases, and show that under the
memoryless reconstruction assumption, the complete rate-distortion-equivocation
region can be obtained for the case of end-user privacy at the eavesdropper.
The contribution of this chapter is based on

o |KOSI4al K. Kittichokechai, T. J. Oechtering, and M. Skoglund, “Lossy
source coding with reconstruction privacy,” to appear in Proc. of IEEE In-
ternational Symposium on Information Theory (ISIT), Honolulu, HI, USA,
June 2014.

o |KOSI4d K. Kittichokechai, T. J. Oechtering, and M. Skoglund, “Lossy
source coding with reconstruction privacy,” in preparation, 2014.
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Chapter 8

In the last chapter, we summarize our contributions in the thesis, and discuss
potential directions for future research.

Contributions Outside the Scope of the Thesis

Besides the contributions listed above, the author of this thesis has also contributed
to some other related works which are published in the papers listed below. For
consistency of the thesis structure, these are not included in the thesis.

o [CKI3a] Y.-K. Chia and K. Kittichokechai, “On secure source coding with
side information at the encoder,” in Proc. of IEEFE International Symposium
on Information Theory (ISIT), Istanbul, Turkey, July 2013.
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of Electrical and Electronics Engineer (IEEE). IEEE holds the copyright of the
published papers and will hold the copyright of the submitted papers if they are
accepted. Materials (e.g., figure, graph, table, or textual material) are reused in
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1.4 Notations and Abbreviations

We denote the real-valued random variables, their corresponding realizations or
deterministic values, and their alphabets by the upper case, lower case, and cal-
ligraphic letters, respectively. The term X7 denotes the sequence {X,,,..., X}
when m < n, and the empty set otherwise. Also, we use the shorthand notation X"
for X7'. The term X™\¢ denotes the set {X1,..., X1, Xiq1,..., X, }. We denote
that random variable X is a constant by X = (). Cardinality of the set X is denoted
by |X]|. All logarithms in the thesis are to the base 2, unless stated otherwise. The
following two tables summarize notations and abbreviations used in this thesis.



10 Introduction
Notations
Px(z), Px,p(x) Probability distribution of discrete random variable X
X ~ Px Random variable X is distributed according to Px
X-Y-Z Markov chain (Definition [22))
E[X] Expectation of random variable X
H(X) Entropy of random variable X
H(X,Y) Joint entropy of random variables X and Y
H(X|Y) Conditional entropy of random variable X given Y
I(X;Y) Mutual information between random variables X and Y
I(X;Y|Z) Conditional mutual information between X and Y given Z
Pr(&) Probability of the event £
7 (X) Typical set with respect to Px (Definition [2.7))
Cn Random codebook containing codewords of length-n
O Small value that depends on € > 0 such that 6. — 0 ase — 0
On Small value that depends on n such that §,, =+ 0 as n — oo
BSC(a) Binary symmetric channel with transition probability a
Bernoulli(a) Bernoulli distribution with success probability a
N(u,0?) Gaussian distribution with mean ; and variance o2
RY The set of n-dimensional non-negative real vectors
Lix—a}(z) Indicator function, i.e., 1yx—q}(7) = 1 if 2 = a, and zero else.
Do Summation over all z € X
[1:27] The set {1,2,...,2"}
[a]* max(0, a)

h(-)

Abbreviations

CR constraint
DMC

DMS

EPI

ii.d.

LLN

log-loss
MMSE

PMF

RI constraint

Binary entropy function (see also Lemma [2.7])

Common reconstruction constraint
Discrete memoryless channel

Discrete memoryless source

Entropy power inequality

independent and identically distributed
Law of large number

Logarithmic loss

Minimum mean square error
Probability mass function

Reversible input constraint



Chapter 2

Background

formation theory which serve as a background for studying the problems in

the subsequent chapters. It also introduces some basic problem settings and
interesting aspects of the problem formulation that will be considered and discussed
in more detail later in the thesis.

This chapter provides some fundamental concepts from probability and in-

2.1 Preliminaries

We start with a review of some basic notations and properties of a discrete random
variable and its probability distribution. Then we introduce some important infor-
mation measures and discuss their properties. Finally, we present definitions and
important properties of jointly typical set and sequences.

2.1.1 Discrete Random Variable

A random variable is a basic element in probability theory as it is a real-valued
function of an outcome of a random experiment which represents some numerical
quantity associated with the outcome [MW12, Chapter 7]. In the study of commu-
nication systems, probabilistic models are commonly used to describe the system in
which the signals are represented in the form of random variables. In the following,
some basic notations and properties of discrete random variable and its probability
distribution are given.

Let X be a discrete random variable with alphabet X'. We denote the probability
mass function (PMF) of X by Px(z) or in short by Px or p(z). As for multiple
random variables, similar notations are used, for example, Px y for a pair of random
variables (X,Y), and Pxn for a vector X™.

Definition 2.1 (Independence). Two random variables X € X and Y € ) are
called independent if

Pxy(z,y) = Px(x)Py(y), (2.1)

11
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for all (z,y) € X x Y, where Px(x) and Py (y) are the marginal PMFs of X and
Y, respectively.

Definition 2.2 (Markov chain). We use X —Y — Z to denote that (X,Y,Z2)
forms a Markov chain, that is, their joint PMF factorizes as Pxy z(z,y,2) =

Px y(z,y)Pzy (2ly) or Pxy z(z,y,2) = Pxy(z|y)Py,z(y, 2)-

Markov chain is related to the concept of conditional independence. For example,
X —Y — Z implies that X is conditionally independent of Z given Y. We can see
that it has a symmetrical property, i.e., X —Y — Z implies Z — Y — X. In the
following, we state a few other properties satisfied by a Markov chain or conditional
independence.

Lemma 2.1 (Properties satisfied by Markov chain [Pea00]). Let (X,Y,Z, W) be
discrete random variables.

o Decomposition: X =Y — (Z,W) implies X —Y — Z.
o Weak union: X =Y — (Z,W) implies X — (Y, Z) = W.
e Contraction: X =Y —Z and X — (Y, Z) =W imply X =Y — (Z,W).

o Intersection: X — (Y, Z)—W and X —(Y,W)—Z imply X =Y — (Z, W), where
the intersection is valid only for strictly positive probability distributions.

2.1.2 Shannon’s Information Measures

The solutions to various information theoretic problems are often expressed in terms
of certain quantities which are related to information measures. The most common
and important ones are entropy and mutual information which are defined based
on the probability distributions associated with related random variables. In the
following, we define these quantities along with some basic properties. More details
can be found, e.g., in [CT06] or [EK11].

Definition 2.3 (Entropy). Let X be a discrete random variable with finite al-
phabet X and a PMF Px(x). The entropy of X, denoted by H(X), is defined as

H(X) 2 - Px(x)log Px(x). (2.2)

The unit of H(X) depends on the base of the logarithm. H(X) is measured in bits
if the logarithm is to the base 2, and is measured in nats if the logarithm is to the
base e. Entropy can be interpreted as a measure of uncertainty, for example, H(X)
represents amount of uncertainty in X.
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Definition 2.4 (Conditional entropy). Let X and Y be two discrete random vari-
ables with finite alphabets X and Y, and a joint PMF Px y (z,y). The conditional
entropy of Y given X, denoted by H(Y|X), is defined as

HY|X) = - ZPX,Y(fUa y) log Py x (y|z). (2.3)

T,y

Conditional entropy H(Y|X) can be interpreted as amount of uncertainty in Y
remained after observing X.

Definition 2.5 (Mutual information). Let X and Y be two discrete random vari-
ables with finite alphabets X, J and a joint PMF Px y (x,y). The mutual informa-
tion between X and Y, denoted by I(X;Y), is defined as

PX,Y(xay)

I(X;Y) = ZPX,Y(%ZJ) log Px(2) Py (y)’

z,y

(2.4)

where Px (z) and Py (y) are the marginal PMFs of X and Y, respectively. Mutual
information can be interpreted as a measure of information shared between random
variables. For example, I(X;Y") represents amount of information about X one can
infer from observing Y, or equivalently amount of information about Y one can
infer from observing X.

Definition 2.6 (Conditional mutual information). Let X, Y, and Z be discrete
random variables with finite alphabets X, Y, Z and a joint PMF Pxy z(x,y, 2).
The conditional mutual information between X and Y conditioned on Z, denoted
by I(X;Y|Z), is defined as

Px yz(z,y|2)
Pxz(x|2)Py|z(ylz)

I(X;Y|Z) 2 ) Pxyz(w,y,2)log (2.5)

.Y,z

Conditional mutual information I(X;Y|Z) represents amount of information about
X one can infer from observing Y given that Z is already known.

Above definitions for entropy and mutual information are given for a pair or
triple of random variables. However, similar definitions apply for multiple random
variables with corresponding joint distributions.

Lemma 2.2 (Properties of H and I). The following are some basic properties of
entropy and mutual information.

o Non-negativity: H(X) > 0.
o Conditioning reduces entropy: H(X|Y) < H(X).

e Chain rule: H(X™) =30 H(X| X1 =30 ) H(Xi|X],).
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o Upper bound: H(X) < log|X|, with equality iff X is distributed uniformly
over X.

e Non-negativity: I(X;Y) > 0.

e Relation to entropy: I(X;Y|Z) = H(X|Z) — H(X\Y, 2Z).
o Self information: I(X; X) = H(X).

e Chain rule: I(X™;Y"|Z™) =Y " | I(X;; Y™ Z™, X*71).

Lemma 2.3 (Data processing inequality [CT06]). If X —Y — Z, then I(X;Y) >
I1(X; Z). In particular, if Z = f(Y), we have I(X;Y) > I(X; f(Y)). This implies
that any processing of the data Y cannot increase information about X .

Lemma 2.4 (Fano’s inequality [CT06], [BB11]). Let X € X be a discrete random
variable and Y € Y be any estimate of X with P. = Pr(X #Y). Then we have

H(X[Y) < h(P,) + P, log |X| < 1+ P.log|X], (2.6)

where h(-) is the binary entropy function defined as h(p) = —plogp— (1—p)log(1—
p), p € [0,1] where h(0) = h(1) = 0.

If X =Y, we have that
H(X|Y) < h(P.) + P.log(|X| - 1). (2.7)

Fano’s inequality is the key ingredient of many proofs in information theory as
it relates an information theoretic quantity (conditional entropy) to an operational
quantity (error probability of estimation). For example, for any estimate Y, we can
obtain a lower bound on the error probability of estimating X expressed in the form
of the conditional entropy H(X|Y). In the thesis, we often write Fano’s inequality
in the form H(X|Y) < §(P.) to emphasize that H(X|Y) — 0 as P. — 0, or when
P, — 0 as n — oo, we write H(X|Y') < 4, where §, — 0 as n — oo.

Lemma 2.5 (Csiszdr’s sum identity [CK11], [EK11]). Let X™ and Y™ be two
random vectors with arbitrary joint probability distribution, then

n
S IXEY X)) - IV XY =0, (2.8)

i=1

where we assume that Yo = @t.

1We use notation Y = @ to denote the event that a variable Y is a constant.
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2.1.3 Typical Sequences

In the following, we present definitions and properties of jointly typical set and
sequences which play an important role in information theory. In particular, all
achievability proofs of the results in the thesis are based on random coding argu-
ments using joint typicality to describe the encoding and decoding. We note that
there exist several notions and definitions of typicality. In this thesis, we follow the
strong typicality or e-typicality defined in [ORO01], [EK11].

Definition 2.7 (Jointly typical set). Let (z™,y™) € X™ x Y™ where X and Y are
finite. The number of occurrences of a pair of symbol (a,b) € X x Y in the tuple
(z™,y™) is denoted by N(a,b;z™, y™). The set of jointly typical sequences (z™,y")
for € > 0 with respect to the joint distribution Px y denoted by 7;(") (X,Y) or in
short by ﬁ(n) is defined as

1
T(X,Y) & {(z™,y") € X" x Y™ |EN(a,b;:c",y") — Pxy(a,b)| < ePx,y(a,b),
for all (a,b) € X x V}. (2.9)

Since the term is the empirical joint distribution of (z™,y™), the
jointly typical set contains all pairs of sequences which have empirical distribution
close to the true distribution Px y. As a pair of random variables can be defined as
a new random variable, similar definitions and corresponding properties of (jointly)
typical set and sequences also apply for one or multiple random variables.

In the following, we state some important and useful properties of (joint) typi-
cality known as asymptotic equipartition property (AEP).

N(a,b;z™,y™)
n

Theorem 2.1.1 (Joint AEP). Let (z™,y"™) be a pair of sequences of i.i.d. random
variables with joint PMF Pxy. Then

e For all (2™,y™) € ﬁ(n)(X,Y), 2~ MHXY)Ho) < py(gn ) < 27 H(XY)=dc)
. Pr((X", Y™ e 7. (X, Y)) > 1— 6 for n sufficiently large,

" |7;(n) (X,Y)| < 2nHEXY)+50)

. |7;(") (X,Y)| > (1 — €)2nHXY)=0) for n sufficiently large.

Definition 2.8 (Conditional typical set). Let 2" € 7 (X) for e >0 and Y™ ~
[T Py|x(yil@;). The conditional typical set with respect to 2™ is defined as

TO(Y]a") & {y" € V" (a",y") € TI(X, V) (2.10)

Theorem 2.1.2 (Conditional AEP). For 0 < € <, let 2™ € 7;(/71) (X) and Y™ ~
H?=1 PY\X(yi|ﬂfi). Then
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For all y" € ﬁ(”)(y|xn)’ 9—n(H(Y|X)+5c) < p(y"|z) < 2—n(H(Y\X)—6€)’

PT(Y" € ﬁ(n)(Y|x”)) > 1 —d¢e for n sufficiently large. This statement is
also known as conditional typicality lemma,

|7;(") (Y]z")| < 2n(H(Y|X)+5E)’

|7Z(n) (Y]z™)| > (1 — €)2rHIX)=0) for n sufficiently large.

As shown in [EK11l, Chapter 2], a stronger statement also holds, namely, for ™ €
7;(,n)(X) and n sufficiently large, |7Z(n) (Y]z™)| > 2nHE1X)=0) where 5. — 0 as
e — 0.

Lemma 2.6 (Covering lemma [EK11]). Let ¢ < e. Let (U™, X™) be a pair of
arbitrarily distributed random sequences (not necessarily according to H?Zl Py x)
such that Pr((U™,X") € 7;(,n)(U,X)) — 1 asn — oo and let X" (w),w € A,
where |A| > 2™ be random sequences, conditionally independent of each other and
of X™, given U™, where each is distributed according to [];_, PXlU(:ﬁi|ui). Then,
there exists 6. — 0 as € — 0 such that

Pr((U™, X", X"(w)) ¢ T\"(U, X, X) for allw € A) — 0
asn — oo if R > I(X; X|U) +6..

Lemma 2.7 (Packing lemma [EKII]). Let (U™, Y™) be a pair of arbitrarily dis-
tributed random sequences (not necessarily according to [, Puy ). Let X™(m),
m € A, where |A| < 2" be random sequences, each distributed according to the
distribution T];_, Pxu(i|ui). Assume that X™(m),m € A is pairwise condition-
ally independent of Y™, given U™. Then, there exists 6. — 0 as € — 0 such that

Pr((U™, Y™, X"(m)) € T'"(U,Y, X) for some m € A) =0
asn — o0 if R<I(Y; X|U) — de.

2.2 Basic Problem Settings

Information theory in the classical sense deals with two fundamental problems,
namely the problems of efficient compression and reliable communication. Here we
review some of the basic problem settings that serve as the basis for our prob-
lems in the thesis. We start with the point-to-point compression and communi-
cation problems introduced by Shannon [Sha48], [Sha59]. We will introduce the
problem formulations, define some important concepts such as achievability, and
state the main results. Later on, we review the network models involving multi-
ple terminals, namely the Wyner-Ziv’s rate-distortion with side information, and
the Gel’fand-Pinsker’s channel with random states. Lastly, we discuss extensions of
aforementioned problems which include several interesting aspects into the problem
formulation.
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X" w X", D
—»| Encoder » Decoder —»

Figure 2.1: Point-to-point lossy source coding.

2.2.1 Point-to-point Lossy Source Coding

In the lossy compression problem, we wish to compress a source sequence into a
source description such that a decoder based on the description can reconstruct the
source within the prescribed distortion level. For the basic setting, the source is
modeled as a discrete memoryless source (DMS) and the goal of the compression
is to achieve the lowest possible compression rate for a given distortion. Below we
present the problem formulation for a point-to-point model of lossy source coding
problem in Fig. 211

Given a length-n source sequence X™ which is distributed according to the
distribution []}_, Px(z;), an encoder generates a source description W € W)
and sends it to the decoder over a noise-free rate-limited link. The decoder based
on the description reconstructs the source as a sequence X" such that the average
distortion between the source and the reconstruction is below value D. In order to
achieve the objective of the problem, the encoder and decoder need to agree on a
code which is basically described by the encoding and decoding processes.

Definition 2.9 (Code). A (W™ ,n) code for the point-to-point lossy source cod-
ing for a DMS consists of

o an encoding function (™) : X" — W),
« a decoding function ¢(™ : W — /'\Afn,
where W) is a finite set.

Definition 2.10 (Distortion). Let d : X x X — [0, 00) be the single-letter distortion
measure. The distortion between the source sequence and its reconstruction at the
decoder is defined as

. 1 < N
(m)(xn xn) & 2 X,
d"™(x", X") ";:1 d(X;, X;), (2.11)

where d(™)(-) is the distortion function.
Definition 2.11 (Achievability). Definition of the code together with the source
distribution induce the joint distribution of the form

n

H Px (xi)l{W:f(n)(mn)}(w)l{)znzg(n)(w)}(jn). (2.12)

i=1
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Figure 2.2: Point-to-point discrete memoryless channel.

A rate-distortion pair (R, D) is said to be achievable if for any 6 > 0 and all
sufficiently large n there exists a ([W)|,n) code such that %log ‘W(")‘ <R+9

and E[d™ (X" X")] < D + 4.

Definition 2.12 (Rate-distortion region). The rate-distortion region R is the set
of all achievable rate-distortion pairs. Due to the time-sharing argument [CT0G,
Chapter 15], the rate-distortion region of any DMS is a convex set.

Theorem 2.2.1 (Rate-distortion theorem). The rate-distortion region of the point-
to-point lossy source coding problem for a given DMS is described by the set of all
(R, D) that satisfy

R>I(X;X), (2.13)
D > E[d(X, X)], (2.14)

for some joint distributions of the form Px (x)Pg x(Z|x).

2.2.2 Point-to-point Discrete Memoryless Channel

The main goal of communication is to transmit a message reliably from one point
to another (or more) over a communication channel. In practice, communication
channels can be corrupted by noise or other disturbances. To capture such charac-
teristics, we commonly use probabilistic model to describe the communication chan-
nel. One of the simplest models is the point-to-point discrete memoryless channel
(DMC) shown in Fig.

In the point-to-point system, a transmitter (encoder) wants to send a message to
a receiver (decoder) over a DMC governed by the conditional probability distribu-
tion Pyn xn(y"|2z") = T, Py x (yi|z:), where X™ is the channel input sequence,
Y™ is the channel output sequence, and n is the sequence length. Assume that the
transmitter chooses the message m uniformly from the set {1,...,|M|}. In order
to achieve reliable communication, the transmitter and receiver need to agree on a
code which is basically described by the encoding and decoding processes.

Definition 2.13 (Code). An (JM™)| n) code for the point-to-point DMC consists
of

« a message set M = {1 ... MM},

« an encoding function f(™ : M) — xn
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Figure 2.3: Rate-distortion with side information at the decoder.

« a decoding function ¢(™ : Y — M(n).

Definition 2.14 (Achievability). Assuming that M is distributed uniformly over
the set M ("), Together with the code, this induces the joint distribution of the form

1 - .
W 1{X7L:f(n)(m)} (x”) H PY\X(yi|xi)1{M=g(n) (y™)} (m) (2.15)
i=1
A rate R is said to be achievable if for any § > 0 and all sufficiently large n there
exists an (JM(™],n) code such that Llog|M™| > R —§ and the average error

probability P\™ = Pr(M # M) < 6.

Definition 2.15 (Capacity). The capacity C of a DMC is the supremum of all
achievable rates.

Theorem 2.2.2 (Channel coding theorem). The capacity of the point-to-point
DMC is given by
C = sup I(X;Y), (2.16)
PX (:C)

where supremum is equal to mazimum if the set X is finite, i.e., |X| < co.

2.2.3 Rate-distortion With Side Information

In this section, we review the problem of lossy source coding with side information at
the decoder, also known as the Wyner-Ziv problem [WZ76], as shown in Fig. [Z3] It
is an extension of the point-to-point lossy source coding problem in Fig. [ZTlin that
another sequence Y™ correlated with the source is assumed to be available at the
decoder. This sequence is called side information as it provides some information
about the source to the terminal that observes it. An encoder wishes to compress the
source X" into a source description W and send it to the decoder over a rate-limited
link. The decoder, based on the description and the side information, reconstructs
the source as X™ such that the constraint on the average distortion between the
source and reconstruction is satisfied. When compared with the point-to-point lossy
source coding in Fig. [Z1] we can see that with side information available at the
decoder, the encoder can potentially improve the compression rate by sending a
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Figure 2.4: Binning for Wyner-Ziv coding.

source description with a lower rate to the decoder. Below we present the main
result of the problem and discuss the coding scheme that can achieve it.

Theorem 2.2.3 (Wyner-Ziv theorem [WZ76]). The rate-distortion region of the
problem of lossy source coding with side information at decoder for a given DMS is
described by the set of all (R, D) that satisfy

R > I(X;U|Y), (2.17)
D > Eld(X,§(U.Y))], (2.18)

for some joint distributions of the form Px (x)Py|x (ulx)Py | x (y|x) with (U] < |X |+
1, and a function §: U x Y — X.

The common method of proving the result above (and also other network in-
formation theoretic problems) is to derive an achievable (rate-distortion) region
which serves as an inner bound to the optimal rate-distortion region, and then
show that the inner bound cannot be improved further by establishing a matching
outer bound. The key idea used in the achievable scheme of the Wyner-Ziv the-
orem is to construct a code in such a way that it can exploit the knowledge of
side information at the decoder. In particular, one uses a technique called binning
illustrated in Fig. 224] which involves generating many codewords and partitioning
them into a smaller number of equal-sized bins. The size of each bin is defined by
the quality of side information at the decoder. To send the source description, the
encoder only sends an index indicating the bin of the chosen codeword. One can see
that upon receiving the bin index alone it is not sufficient for the decoder to decide
which codeword U™ is chosen. However, together with the side information, the
decoder can uniquely identify the chosen codeword. This method of sending only
the bin index essentially reduces the rate of the source description and is shown to
be optimal for the Wyner-Ziv problem.

2.2.4 Capacity of Channel With States

In this section, we review the problem of communicating a message over a state-
dependent channel where the channel state is known at the encoder, as shown in
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Figure 2.5: State-dependent channel with states known at the transmitter.

Fig. The problem is known as the Gel’fand-Pinsker problem [GP80]. It is an
extension of the point-to-point channel coding problem in the sense that if the state
sequence is constant, it reduces to the point-to-point channel coding problem. In
this setting, the channel output Y" depends on both the state S™ and the input
X™ with the distribution Pyn|xn gn = [T, Py x,s(yi|xi, 5:). The encoder wishes
to send a message M reliably over the channel to the decoder. The state S™ is
distributed according to [T}, Ps(s;) and is assumed to be known noncausally at
the encoder, and the channel input X™ is a function of M and S™. Here we see that
the knowledge of S™ at the encoder can potentially be helpful to adjust the channel
input X" such that it aligns well with the channel.

Theorem 2.2.4 (Gel'fand-Pinsker theorem [GP80]). The capacity of the discrete
memoryless state-dependent channel with state known noncausally at the transmit-
ter is given by

C =max[I(U;Y) — I(U; S)], (2.19)

where the mazimization is over Pyg(uls) with [U| < |X||S|, and a function f:
UxS—AX.

The achievable scheme for the Gel’fand-Pinsker theorem is based on the code
construction that exploits the knowledge of channel state at the encoder. In par-
ticular, one uses a technique called multicoding which is dual to binning, i.e., we
generate a set of codewords for each message. To send a message, we select one
of the codewords corresponding to that message which satisfies a desired property
defined by the channel state, i.e., one that is jointly typical with the channel state.
The channel input is then chosen as a function of the selected codeword and channel
state. This method of generating many codewords for each message is shown to be
optimal for the Gel’fand-Pinsker problem.

2.3 Additional Aspects Introduced in the Problem
Formulation

Abstract models in network information theory aim to represent real-world prob-
lems as accurate as possible, yet still tractable to solve. With this in mind, several
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other aspects such as different features and objectives are additionally introduced
into the problem settings, extending the basic problems, for example those intro-
duced in Section 2] to the more relevant and application-oriented settings. In the
following, we discuss some interesting aspects of the problem formulation that will
be considered later in the thesis. The aim of this section is to discuss the extension
ideas and their connections to corresponding chapters in the thesis, and also to give
an overview of related works.

2.3.1 Action-dependent Side/State Information

Information availability at a certain node in the network is essential in network
information theory problems. As we saw in Section [2.22.3] when side information is
available at the decoder in the source coding problem, the minimum rate needed for
lossy source compression can be decreased. Conventionally, side information is mod-
eled as one given by nature. In practice however, it might be reasonable that some
node in the network may have some control over the side information. After Weiss-
man [Weil()] introduced action-dependent states in the problem of coding for chan-
nel with states in which we will discuss next, action-dependent side information was
considered by Permuter and Weissman in [PW11] to model side information that
can be controlled by a cost-constrained action sequence, i.e., the side information
Y™ is distributed according to the distribution Pyn|xn gn = [T, Py x,a(yilzi, a;).
This framework provides another degree of freedom to the model and captures sce-
narios where a node can take actions with some cost to influence quality and/or
availability of side information at the other node. This is relevant especially in con-
trolled sensing when information acquisition is not available for free. Fig. 2.6l depicts
a basic model of action-dependent side information in source coding problem which
is essentially an extension of the Wyner-Ziv source coding problem to include a cost-
constrained action sequence A”. Below we state one of the main results in [PW11]
for the lossy source coding with action-dependant side information.

Theorem 2.3.1 ( [PW11]). The rate-distortion-cost region of lossy source coding
with action-dependent side information at the decoder for a DMS in Fig. 2.4 is
given by the set of all (R, D, C) that satisfy

R>I(X;A)+I(X;U|AY), (2.20)
D > E[d(X,§(U,Y))], (2.21)
C > E[A(A)], (2.22)

for some joint distributions Px (x)Pa|x (alr)Pyx a(ulz, a)Pyx a(yl|z,a) with [U]
< |X||A| + 1, and a function §:U x Y — X, where A(-) is a bounded, single-letter
cost measure.

Other extensions of action-dependent side information in source coding problems
include [KOST10,[CAW13L[AS13,[ZCW14]. In [KOSTI10], we considered a variant
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Figure 2.7: Channel with action-dependent states known at the transmitter.

of the problem with two-sided action-dependent side information at the encoder
and decoder and gave the complete rate-distortion-cost region. This will also be
presented in Chapter [ of the thesis. Action-dependent side information in multi-
terminal source coding was considered in [CAW13], while the distributed and cas-
cade counterparts were studied in [AS13]. [ZCW14] recently considered action in a
different compression model.

As mentioned before, Weissman in [Weil(] also introduced the notion of action-
dependent states in the channel coding problem. In this setting the channel states
can be influenced by a message-dependent action sequence A", i.e., Pgnjgn =
[T, Psja(sila;). It has several relevant applications, for example, in networked
control where a message to be communicated affects the channel state via the con-
trol action, or in memory storage with rewrite option where the action sequence
can be seen as an input to the first-stage writing. Fig [Z7 depicts a basic model of
action-dependent states in channel coding problem which is essentially an extension
of the Gel’fand-Pinsker problem to include an action sequence.

Theorem 2.3.2 ( [Weil(]). The capacity of a discrete memoryless state-dependent
channel with action-dependent state known at transmitter is given by

C =max[I(4,U;Y) — I(U; S|4)], (2.23)

where the mazimization is over Pa(a)Py|s, a(uls,a) with U] < |A[|X||S]+ 1, and
a function f U xS — X.
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Other extensions of action-dependent states in channel coding problem include
[KOST10,[APW11L[AASP13lISW12|[Stel3,[CM12al[CM12b]. In [KOST10], we con-
sidered a variant of the problem setting with two-sided action-dependent states at
the encoder and decoder and characterized the capacity of such channel. [APWTI]
considered a variant of the problem setting where the channel states is given by na-
ture, but can be acquired by an action probing. [AASP13] considered an extension
of [Weil0] to include an information embedding on action into the model. [SW12]
and [Stel3] extended action-dependent states to the broadcast channel and obtained
the capacity for the case where states is known causally at the encoder. [CM12a]
and [CM12b] considered the adaptive action case where the action is taken based on
the past states and showed that allowing feedback does not improve the capacity.

2.3.2 Additional Reconstruction Requirement

Conventional source and channel coding problems are concerned with a single re-
construction objective. For example, in lossy source coding, an encoder wishes to
compress a source so that it can be reconstructed at a decoder within a certain dis-
tortion, as specified by a distortion criterion, while in channel coding, a transmitter
wishes to transmit a message over a noisy channel such that it can be reconstructed
reliably at a receiver. In some scenarios though, it may be reasonable to introduce
additional reconstruction requirements into the model of the system. There are sev-
eral possible such requirements one can impose. In the following, we present some of
the interesting ones which could play important roles in future network as discussed
in Chapter [l and which will be considered later in the thesis.

Common Reconstruction

In a lossy source coding/compression problem, the receiver reconstructs the source
sequence based on the source description and possibly with the help of side informa-
tion so that the reconstruction satisfies a distortion criterion. This means that the
reconstruction at the receiver is not necessary the same as the source sequence at
the sender. In some scenarios, especially those where the reconstruction sequence is
sensitive information, the sender might want to know exactly which reconstruction
sequence the receiver has produced. For example, when an online medical consul-
tation is modeled as a lossy source coding problem, a source sequence could be a
Magnetic Resonance Imaging (MRI) scan relating to a patient. In this case, the
sender may want to know exactly what the reconstruction image at the receiver
is so that he/she can prepare for a retransmission if necessary. The requirement
that the sender can estimate the reconstruction sequence at the receiver is termed
as common reconstruction and was first considered in the context of lossy source
coding with side information in [Ste09]. Below we present one of the main results
in [Ste09] on the Wyner-Ziv problem with common reconstruction, as shown in

Fig. 28
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Figure 2.8: Source coding with common reconstruction constraint.

Theorem 2.3.3 ( [SteQ9]). The rate-distortion region for the problem of lossy
source coding with side information at decoder under a common reconstruction con-
straint for a DMS is given by the set of all (R, D) that satisfy

R>I(X;X|Y), (2.24)
D > E[A(X, X)), (2.25)

for some joint distributions of the form Px (x)Pg x(2|z)Py|x (y|x).

Let Ror and Rz denote the rate-distortion regions for lossy source coding
with side information at the decoder under a common reconstruction in Theo-
rem [Z33] and for the Wyner-Ziv problem in Theorem 2.2.3] respectively. Due to
the additional common reconstruction constraint, Rcr is generally smaller than
Rwz. This can be seen from the fact that the set of input distributions in Theo-
rem is smaller than that of Theorem For example, when we set X = U
in Theorem 223 Rwz reduces to Rog. This restriction on the input distribu-
tion in the rate-distortion region in Theorem reflects the fact that a random
sequence Y™ which is used for reconstruction at the decoder is not known at the
encoder. For the achievable scheme, we utilize Y for binning to reduce the rate as
in the Wyner-Ziv coding. However, in order to satisfy the common reconstruction
requirement, one needs to restrict the reconstruction symbol such that it does not
depend on the side information symbol. Essentially, we can conclude that it is op-
timal to use the side information Y only for binning to reduce the rate, but not
for generating the reconstruction symbols.

We note that the common reconstruction requirement is already satisfied for
any lossless settings, and for the point-to-point lossy source coding since there is
no additional randomness to be used for signal reconstruction at the receiver that
is not known at the transmitter.

Reversible Input

Similarly as in the case of a common reconstruction constraint in the lossy source
coding problem, we can consider an additional reconstruction requirement for the
channel input sequence in the problem of coding for channel with states. Fig.
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Figure 2.10: State-dependent channel with state amplification constraint.

illustrates the problem of coding for channel with states known at the transmitter
under reversible input requirement. It has been studied in [SS09] and the channel
capacity was found in the context of information embedding where the message is
considered as a watermark message, the state as a host signal, and the channel input
as a composite or stegotext signal. The setting with reversible input requirement
can be motivated for example in scenarios where it is desirable for the receiver to be
able to decode also the composite signal and reuse it for the next stage transmission
or for possible retransmission [SS09]. In Chapter[d] we study the aspect of reversible
input requirement in the problem of multi-stage writing on memory with rewrite
option where the reversible input enables the tracking capability of the system, i.e.,
tracking what have been written in the past stages.

State Amplification

In the problem of coding for channel with states known at the transmitter, in addi-
tion to decoding the message, the receiver may want to decode as well the channel
state sequence. This is motivated by the fact that the channel state affects the qual-
ity of the channel, and having its knowledge at the receiver could be useful in the
next stage transmission. The requirement that the state should be decoded within
a list at the receiver is termed as state amplification and is studied in [KSCO0§].
We can see that the problem of state amplification is closely related to the re-
versible input requirement discussed earlier. For example, if the encoding function
is deterministic, having decoded the message and the state correctly implies that
the channel input is also decoded correctly. Fig. 210 illustrates the problem of
coding for channel with states known at the transmitter under state amplification
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requirement.

2.3.3 Information Privacy Requirement

Instead of requiring additional information to be reconstructed at a certain node,
we might want to hide or protect the information from a particular node in the
network. The concept of information privacy is highly relevant already today and
expectedly even more so in future networks where almost everyone and everything
will be connected. Nodes want to share information with each other for possible
cooperation, but at the same time they wish to reveal as little information to a cer-
tain node as possible. Information security can be addressed at different layers of
the system. For example, we use encryption to protect information in the link layer.
Nevertheless, an important concern of security in communication networks is at the
physical layer where the communication channel is vulnerable to eavesdropping. It
is therefore natural to consider also a physical layer security which can comple-
ment the level of security in general. More recently, due to potential applications
in areas such as privacy in sensor networks and databases (see, e.g., [SRP13]), and
privacy of distributed storage of genomic data (see, e.g., [GMG™13|, [KBLV13]),
an idea of physical layer security from the compression perspective has also been
studied. In the following, we present some of the information theoretic security and
privacy requirements which are considered in the source coding problems. We use
the Wyner-Ziv problem as a basis and assume that there exists an eavesdropper
who can observe the source description and its own side information. An additional
privacy constraint is imposed at the eavesdropper where we wish to protect the
source sequence, decoder’s side information sequence, or decoder’s reconstruction
sequence. Throughout the thesis, we assume that the eavesdropper is of passive
type, i.e., it does not tamper with the transmission, and we use information leakage
or equivocation as a measure of secrecy or privacy of our information. Information
leakage is defined as a normalized mutual information between the signal targeted
by the eavesdropper and those known at the eavesdropper. Similarly, equivoca-
tion is defined as a normalized conditional entropy of the signal targeted by the
eavesdropper conditioned on the signals which are known at the eavesdropper.

For the case of active eavesdropper or attacker, there exist several works which
consider different objectives and approaches in the problem formulation. For exam-
ple, a game theoretic approach can be applied to model and investigate the scenarios
where the legitimate users and attacker in the network act with conflicting goals.
Readers are referred to the existing literature on this topic, e.g., [AB10]. Another
approach is to model malicious behavior by associating attackers with a different
type of a utility function which represents a gain of attacker at the expense of per-
formance degradation of the legitimate party. This can be done by formulating the
problem with a joint payoff function with respect to the legitimate users. For exam-
ple, the legitimate users may want to maximize the minimum payoff achieved by the
attacker. This line of studies was considered for example in [Yam97,[Cuf10,[SC13],
ete.
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Figure 2.11: Secure source coding with side information.

Source Privacy

In the lossy source coding problem, the encoder wishes to compress the source into
a source description and send it over a rate-limited link to the decoder. Now we
assume that there is an eavesdropper who can observe the source description and
thus can learn about the source, as shown in Fig. ZT1l In this problem, our goal
is to communicate the source over a rate-limited link to the decoder satisfying the
distortion criterion, and at the same time, reveal only limited knowledge about the
source to the eavesdropper. Clearly, there is a tradeoff between the reconstruction
quality and information privacy. For example, the encoder may want to send a high-
rate source description to the decoder in order to achieve a low distortion. However,
this in turn leads to large amount of information leakage to the eavesdropper. The
objective of the problem described above (also called secure source coding problem)
is to characterize the optimal tradeoff between minimum rate needed to describe the
source, incurred distortion at the decoder, and the leakage rate at the eavesdropper.
The problem of secure distributed lossless source coding was considered in [PRO7,
GEPO8|[TUR13|, etc. [VP13] then extended to the lossy case and characterized
a complete optimal tradeoff between rate, distortion, and equivocation for some
special cases. In [EULI] the authors considered a new measure for source secrecy
using the relative equivocation at the eavesdropper with respect to the legitimate
decoder, and showed that the achievable scheme for the basic setting in [VP13] is
also optimal for this new measure. The new measure is considered to be a natural
generalization of the equivocation in a wiretap channel to a secure lossy source
coding context. Several other works considered source privacy/secrecy in the source
networks with an eavesdropper, for example, [CK13a|] considered source secrecy in
a setting with side information at the encoder, [NSTS13] considered source secrecy
in the lossless CEO problem [BZV96]. In some cases, it is also important to impose
information privacy constraint at the legitimate user. [Coul2] considered multi-
terminal source coding with a requirement of amplifying one source and masking
another at the decoder. We in [KCO™13b| considered a source network under a
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Figure 2.13: Source coding with reconstruction privacy.

source privacy constraint at the public helper which will be presented in Chapter
Another line of works considered source secrecy in the settings with explicit common
secrete key between the encoder and decoder [Sha49[Yam97,[Mer08|[Cuf10,[SC13],
etc. In Chapters [l and [0 we study some related settings where the encoder and
decoder can use the common side information to generate a secret key and use it
for encrypting the source description.

Side Information Privacy

One application of the Wyner-Ziv problem is in databases where we may view
the source and side information as different but correlated databases available at
the sender and receiver. When the transmitter shares its database over the rate-
limited public link, the eavesdropper observing the link can try to learn about both
databases. The privacy constraint on the database at the receiver in this model, as
shown in Fig. ZT2] is termed as side information privacy in [TSP13].

Reconstruction Privacy

In some scenarios, it is the estimate of the source (reconstruction sequence) at
the receiver rather than the source itself that should be protected against the
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eavesdropper. For example, let us consider a distributed cloud services. An end-
user (decoder) receives information over rate-limited links from the cloud service
providers (encoders), and makes a final action/decision (reconstruction sequence)
such that it satisfies a certain distortion criterion. It is of interest that this final ac-
tion/decision should be kept private from the providers, at least to a certain extent.
We introduce the notion of end-user privacy as a privacy measure on the receiver’s
reconstruction at the other node in the network, and study it in the Wyner-Ziv set-
ting, as shown in Fig. [ZT13] in Chapter [[l The idea of protecting the reconstruction
sequence against an eavesdropper was first considered in the context of watermark-
ing in [Mer06al, [MerO6b]. It was also considered in the setting where the encoder
and decoder share a common secret key [SC13].

2.3.4 Summary

Below we give a summary of how each chapter in the thesis is related to different
aspects of the general problem formulations discussed in Section [Z3]

o Chapter [3 considers two main problems involving action-dependent side in-
formation/states and additional reconstruction requirement, namely, a prob-
lem of source coding with two-sided action dependent side information under
common reconstruction constraint, and a problem of channel coding with
two-sided action-dependent state under reversible input constraint.

o Chapter Ml extends the channel coding problem part in Chapter Bl to a multi-
stage setting.

o Chapter [l studies lossy source coding problem with action-dependent side
information under source privacy constraint. Several aspects of the action-
dependent side information are considered, namely, the cases where action is
taken at either the encoder or decoder, and the case where action is taken to
generate a common two-sided side information.

e Chapter [0l considers the source coding problem with a source privacy con-
straint in the presence of a public helper. In this chapter, we are interested in
how the system can utilize a helper to support the transmission in a scenario
that the helper is a terminal which can leak information through its public
link or that the helper itself is a public terminal to which we do not want to
reveal much information.

o Chapter [1 studies the problem of lossy source coding with reconstruction
privacy. In this chapter, we extend the Wyner-Ziv problem to include a privacy
constraint on the reconstruction sequence at the decoder, termed as end-user
privacy, at different nodes in the system, e.g., at the eavesdropper, encoder,
and helper.



Chapter 3

Coding With Action-dependent Side
Information and Reconstruction
Requirement

coding with action-dependent side information, and coding with additional

signal reconstruction, in a unified fashion. In the source coding setting, a
decoder wishes to reconstruct the source subject to a distortion constraint, while
an encoder is required to estimate the decoder’s reconstruction reliably. Side in-
formation is action-dependent in the sense that its quality and/or availability at
the encoder or decoder can be influenced by a cost-constrained action sequence.
In the channel coding “dual,” the decoder wishes to decode both message and
channel input sequence reliably, and the channel state information available at the
encoder or decoder are assumed to depend on the action sequence. We consider
discrete memoryless systems and characterize single letter expressions of the rate-
distortion-cost function and channel capacity for the respective source and channel
coding problems. The dual relation between the two problems and the two-stage
coding condition which appears in the channel capacity expression are also dis-
cussed.

This chapter studies two classes of source/channel coding problems, namely

3.1 Introduction

Problems involving source and channel coding with side or state information were
recently generalized to capture a new interaction between nodes in the form of side
or state information acquisition. Instead of assuming that side information/channel
state are given by nature, Weissman and Permuter [WeilQ], [PW11] introduced cod-
ing with action-dependent side/state information in which the availability and/or
quality of side/state information can be influenced by other nodes in the system
via a cost-constrained action sequence. This novel action-dependent coding frame-
work introduces new interesting features to the general system model involving

31
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cost-constrained communication. The action sequence has dual roles, namely, com-
municating the message/source description, and controlling the channel state/side
information. It is therefore highly relevant to many applications including sensor
networking and control, and multi-stage coding for memories [Weil(], [PW11].

Meanwhile, problems of coding with side/state information were also generalized
to include a new reconstruction requirement. For example, lossy source coding with
side information under the additional requirement that a sender should be able
to locally reproduce an exact copy of the receiver’s reconstruction was introduced
by Steinberg [Ste09]. The additional reconstruction requirement is termed as the
common reconstruction (CR) constraint. As with action-dependent coding, also the
framework of additional reconstruction requirement provides new useful features of
simultaneous signal transmission in the general system model.

In this chapter, we unify the problem of action-dependent side information and
the additional reconstruction framework by studying problems involving source
and channel coding with action-dependent partial side information known non-
causally at the encoder and decoder under additional reconstruction requirements.
Our source coding problem can be viewed as an extension of Wyner-Ziv lossy source
coding [WZ76], where the encoder is additionally required to estimate the decoder’s
reconstruction reliably (CR constraint) and the available two-sided partial side in-
formation depends on a cost-constrained action sequence. Clearly, there exists a
tradeoff between the quality of the decoder’s reconstruction and the CR constraint,
based on the presence of side information at the decoder, i.e., side information
at the decoder can be used for reconstructing the source, while it also introduces
some randomness into the reconstruction sequence that is supposed to be estimated
at the encoder. Since the side information can be influenced with some cost, this
gives rise to a new interesting tension between the action cost and the mentioned
tradeoff between the attainable distortion and CR constraint. Settings with CR
constraints can be relevant in communication scenarios where sensitive information
is involved. For example, in online medical consultation as discussed in Chapter [T}
a sender might want to know exactly which version of the medical image a receiver
reconstructs [Ste09]. In our considered setting, the sender has an additional degree
of freedom to control the quality of receiver’s reconstruction through the choice of
cost-constrained action.

On the other hand, the channel coding dual is an extension of the Gel’fand-
Pinsker problem [GP80], where the two-sided channel states are allowed to depend
on an action sequence and the decoder is additionally required to reconstruct the
channel input signal reliably. This setting captures the idea of simultaneously trans-
mitting the message and the channel input sequence reliably over the channel. To
be consistent with the terminology used in [SS09|, which studied a similar problem
without action-dependent states, we refer to the channel input reconstruction re-
quirement as the reversible input (RI) constraint. This setup is for example relevant
in the problem of multi-stage coding on memory storage where the user is interested
in both decoding an embedded message and in tracking what has been written in
previous stages.
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3.1.1 Related Work

The problems of source coding with side information and channel coding with state
information have received considerable attention due to their broad set of applica-
tions, e.g., in high-definition television where the noisy analog version of the TV
signal is the side information at the receiver, in cognitive radio where the secondary
user has knowledge of the message to be transmitted by the primary user, or in
digital watermarking where the host signal plays a role of state information avail-
able at the transmitter [CC02|, [KSMO0T], etc. In [WZ76] Wyner and Ziv considered
rate-distortion coding for a source with side information available at the receiver,
while the problem of coding for channels with noncausal state information avail-
able at the transmitter was solved by Gel’fand and Pinsker in [GP80]. In practice,
the transmitter and/or the receiver may not have full knowledge of the channel
state information. Heegard and El Gamal in [HE83] studied the channel with rate-
limited noncausal state information available at the encoder and/or the decoder.
Further, Cover and Chiang provided in [CC02] a unifying framework to characterize
channel capacity and rate-distortion functions for systems with two-sided partial
state information, and they also discuss aspects of duality between the source and
channel coding problems. Different kinds of duality between various source and
channel coding problems with side information have been recognized earlier. For
example, formula duality between the two-sided extensions of the Wyner-Ziv and
Gel'fand-Pinsker problems was discussed in [CC02] where there exists one-to-one
correspondence between random variables in the expressions of the respective rate-
distortion function and capacity. In [PCRO03], functional duality between source and
channel coding with side information was established under a condition on the joint
distributions. This formulates the conditions under which the optimal encoder for
one problem is functionally identical to the optimal decoder for the other prob-
lem such that the rate-distortion function is equal to the capacity-cost function.
Similarly, [BCWO03| considered duality between information embedding problem
and the Wyner-Ziv problem in the sense that the optimal encoder-decoder for one
problem is the optimal decoder-encoder pair for the other. Recently, the duality
between classical lossy source coding and channel coding was explored in [GV11] in
the operational sense, i.e., whether a capacity-achieving encoder-decoder sequence
achieves the rate-distortion function of the dual problem when the channel decoder
(encoder) is the source encoder (decoder, resp.), and vice versa.

As mentioned before in Section [Z3], Weissman studied first a problem of coding
for a channel with action-dependent state [Weil(Q] which is an extension of the
Gel’fand-Pinsker problem to allow the states to depend on the action sequence. It
is closely related to the problem of multiple access channel (MAC) with common
message and states at one transmitter [SBSV08] where the message is available at
both action encoder and main channel encoder. It also has some connection to the
relay with unlimited lookahead channel [EHMOT7] where the channel encoder plays
a role of the relay encoder with noncausal observation of the states. The source
coding dual to [Weil(] was investigated by Permuter and Weissman [PW11], where
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a node in the system can take action to influence the quality/availability of the
side information, extending the Wyner-Ziv problem. Additional works on coding
with action include [APW11], where it is natural to consider action probing as a
means for channel state acquisition, [CM12al, [CM12D], where the adaptive causal
action-dependent state with feedback are considered, and [CAW13[ZCW14L[AS13]
AASP13,[ASCM12[SW12l[Ste13,[DPS12], etc., where the problems of coding with
action-dependent side information are extended to several multi-terminal cases such
as multi-terminal source coding, distributed and cascade source coding, broadcast
channel, and MAC.

The common reconstruction requirement was introduced by Steinberg [Ste(9]
in the context of lossy source coding with side information. The general case of
additional reconstruction subject to the distortion constraint was later studied
in [LMWII]. The channel coding dual is also investigated in the context of in-
formation embedding by Sumszyk and Steinberg in [SS09], where the decoder is
interested in decoding both an embedded message and a stegotext signal. Recent
works on common reconstruction in multi-terminal information theoretic problems
include [TGK13|[ATSP13|[TASP12]. Some closely related works on additional signal
reconstruction include [KSCO8] where the decoder is required to decode the mes-
sage reliably and decode the encoder’s state information within a list, and [WKO03]
where the decoder is interested in decoding both the message and the encoder’s
state information reliably.

3.1.2 Summary of Results and Organization

Below we provide an organization of the chapter along with a summary of our
results.

e Section considers the source coding problem depicted in Fig. Bl and pro-
vides a complete characterization of the rate-distortion-cost function for the
discrete memoryless source. An example illustrating the rate penalty induced
by the additional reconstruction requirement and the new tension between
the action cost and the rate-distortion tradeoff is provided.

e Section considers the channel coding problem depicted in Fig. B4l and
provides a complete characterization of the channel capacity for the discrete
memoryless channel. The obtained capacity expression is in the form under
an additional two-stage coding condition which arises essentially from the
two-stage operational structure of the setting that requires channel input
reconstruction. We show by example that there exists a case where the two-
stage coding condition can be active in restricting the set of capacity achieving
input distributions.

o Section 3.4l discusses dual relationship between the two studied problems. Our
definition of duality simply follows the notion of “formula” duality in [CC02].
Although it is not based on a strict operational definition, it is appealing that
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one might be able to anticipate the optimal solution of a new problem from its
dual problem. Based on the obtained rate-distortion-cost function and channel
capacity of the problems, we conclude that the formula duality between our
problems does not hold in general. This is partly due to some fundamental
differences in their operational structures such as causal processing based on
available signals.

e Section concludes the chapter.

3.2 Source Coding With Action-dependent Side
Information Under CR Constraint

In this section, we study source coding with action-dependent side information and
CR constraint, as depicted in Fig. Bl The side information is generated based on
the source and cost-constrained action sequences, and is given at both encoder and
decoder. The decoder reconstructs the source sequence subject to the distortion
constraint. Meanwhile, the encoder is required to locally produce an exact copy
of the decoder’s reconstruction. This setting captures the idea of simultaneously
controlling the quality of the decoder’s reconstruction via action-dependent side
information, and monitoring the resulting performance via common reconstruction.
It can also be considered as a combination of Permuter and Weissman’s source
coding with side information “vending machine” [PW11] and Steinberg’s coding
and common reconstruction [Ste09].

In the following, we present the problem formulation, characterize the rate-
distortion-cost function for a discrete memoryless source, and also present some
other related results. Finally, a binary example is given to illustrate an implication
of the action and common reconstruction on the rate-distortion-cost tradeoff.

3.2.1 Problem Formulation

We consider finite alphabets for the source, action, side information, and recon-
struction sets, i.e., X, A, S., Sy, and X are finite. Let X™ be a source sequence
of length n with i.i.d. elements according to Px. Given a source sequence X", an
encoder generates an index representing the source sequence and sends it over a
noise-free, rate-limited link to an action encoder and a decoder. An action sequence
is then selected based on the index. With input (X™, A™) whose current symbols
do not depend on the previous channel output, the side information (SI',S%) is
generated as an output of the memoryless channel with transition probability

n

PS;L,S;‘X‘VL,A?L(SZ, Ss|l‘n, a”) = HPSS,Sd|X,A(Se,i7 5d,i|xi7 ai).
i=1

The side information is then mapped to the partial side information for the
encoder and the decoder by the mappings lén)(SQ, Sh) = S7 and lé”’(sg, Sy = Sn.
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Figure 3.1: Rate distortion with action-dependent partial side information and CR
constraint.

Next, the encoder uses the knowledge about S7 to generate another index and
sends it to the decoder. Given the indices and the side information S}, the decoder
reconstructs the source sequence as X™. Under the CR constraint, the encoder also
estimates the decoder’s reconstruction as X™.

Definition 3.1. A (W] n)-code for a memoryless source with partially known
two-sided action-dependent side information under a CR constraint consists of the
following functions

e encoder one fl(n) X — Wf"),

« an action encoder f\™ : Wln) — A",
 encoder two fg(") AT X S — WQ("),

« a decoder g™ : Wf") X WQ(") xS} — X", and
« a CR mapping (™) : X" x S* x A" — )?n,

where Wl(n) and WQ(n) are finite sets, and W] = |W1(n)| : |W2n)|. We assume here
that | X| = |X].

Let d: X x X — [0,00) and A : A — [0,00) be the single-letter distortion and
cost measures. The distortion between a length-n source sequence and its recon-
struction at the decoder, and the cost of action are defined as

- 1 & .
(n) n n\ & — ) )
dm (X", Xm) £ = § d(X:, X,),

i=1



3.2. Source Coding With Action-dependent Side Information Under CR Constraint37

where d™ (-) and A () are the distortion and cost functions, respectively.
The average probability of error in estimating the decoder’s reconstruction se-
quence is defined by

PG = Pr(¢™ (X7, 82, A™) # g™ (FI (X, 157 (X7, 57, S1)).

Definition 3.2. A rate-distortion-cost triple (R, D, C) is said to be achievable if
for any § > 0, there exists for all sufficiently large n a (|W(”)|, n)-code such that
Liog W | < R+6, E[d™ (X", X™)] < D+6, E[A™(A™)] < C+6,and PSY < 6.
The rate-distortion-cost function Rac (D, C) is the infimum of the achievable rates
at distortion level D and cost C.

3.2.2 Main Result

Theorem 3.2.1 (Rate-distortion-cost function). The rate-distortion-cost function
for the source coding problem in Fig. [T is given by

Rac.er(D,C) = min[[(X; A) + I(X; X, S.|A) — I(X; SqA)], (3.1)
=min[[(X; A) + I(X; X, S|4, Sq)), (3.2)

where the joint distribution of (X, A, Se, Sd,X) is of the form

Px (x)Pajx(alz)Ps, s,0x,4(5e; Salz, a) Py x 5. 4(8]7, 5¢, a)

and the minimization is over all Py x and P;QX’S“A subject to
EBld(X.X)] <D, E[A(A)]<C.

Proof. The proof follows similar arguments as in [PW11] with some modifications
in which we extend the side information transition probability to the two-sided side
information Ps,_ g, x 4, and consider the additional CR constraint at the encoder
as in [Ste09]. In the following, we give a sketch of the achievability proof: An action
codebook {a"} of size 2n(I(X;A)+3<) is generated i.i.d. ~ P4. For each a™ another

codebook {2"} of size 2(n(I(X;X,SelA)+62) ig generated i.i.d. ~ Py 4- These code-

words are then distributed at random into 2((X;X,5e[A)=I(X;54|A)+20¢) oqual-sized
bins. Given the source sequence z™ the encoder in the first step uses n(I(X; A)+6.)
bits to transmit an index representing the action codeword a™ which is jointly typi-
cal with ™ to the decoder. Then the action-dependent side information is generated
based on z™ and a™. Given =", s{ and previously chosen a”, the encoder in the sec-
ond step uses another n(I(X; X, S.|A) — I(X; S4|A) 4 26.) bits to communicate the
bin index of the jointly typical codeword z™. In addition, the encoder produces this
jointly typical £ as an estimate of the decoder’s reconstruction (common recon-
struction). Given the identity of a”, the bin index of 2", and the side information
57, the decoder will find with high probability the unique codeword ™ in its bin
that is jointly typical with s} and a™ so that the decoder reconstructs " = 2"
with high probability. The complete proof is provided in Appendix [3.Al O
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Lemma 3.1 (Convexity of Racer(D,C)). The rate-distortion-cost function given
in Theorem [3.21] is a non-increasing convex function of distortion D and cost C.

Proof. Since the domain of minimization in [B.1) increases with D and C, we have
that Rac (D, C) is non-increasing in D and C. For convexity, the proof follows a
standard time-sharing argument (see, e.g., [CT06, Lemma 15.9.1]) and is therefore
omitted. o

Remark 3.1 (Other results). Theorem B2 relates to other known results in the
literature:

(i) When the CR constraint is omitted, our setting resembles the source coding
with action-dependent side information setup of [PW11]. The rate-distortion-
cost function in this case can be derived along the lines of Theorem B.Z.1] and
is given by

Rae(D,C) = min[I(X; A) + I(U; X, Se|A) — I(U; S A)), (3.3)

where the minimization is over all Py x, Py|x,s.,4 and g : U x Sq — X subject
to E[d(X,§(U, Sa4))] < D, and E[A(A)] < C, and U is the auxiliary random
variable with || < |A||X| + 3. The achievability proof is a straightforward
modification of that of Theorem B.Z1] where the codeword U™ is used instead
of X™ and the decoding function ¢ is introduced. The cardinality bound for
U follows from standard arguments using the support lemma [CK11l Lemma
15.4], [EK11, Appendix C].

Unlike in the rate-distortion-cost function above, the optimization domain in
Theorem [3.2.1] is restricted to a smaller set where the reconstruction symbol
does not depend on the decoder’s side information. This indicates the fact that
the side information at the decoder introduces some randomness into the de-
coder’s reconstruction sequence which adversely affects the CR constraint. In
our setting in Fig. Bl the side information at the decoder can be influenced
by the cost-constrained action sequence. Therefore, the rate-distortion-cost
function in Theorem [B.2.1] provides new interesting insight into the tension
between the action cost and the existing tradeoff between the decoder’s re-
construction performance and CR constraint.

(i) When we have no control over the side information, i.e., setting A constant,
our setting simply recovers source coding with common reconstruction [Ste09).

Remark 3.2 (General rate-distortion-cost region). In some scenarios where the
links between encoder and decoder are different physical links with different bud-
get (rate) constraints, we might be interested in characterizing the individual rate
constraint in the form of a rate-distortion-cost region. Here we consider the same
setting as in Fig. Bl but more generally we assume that the rate on the link used
for generating the action sequence is denoted by R;, and the remaining rate from



3.2. Source Coding With Action-dependent Side Information Under CR Constraint39

the encoder to the decoder is denoted by R,. The rate-distortion-cost region in this
case, defined as the set of all achievable tuples (R1, Ro, D,C), is given by the set
of all (Ry, Ry, D, C) satisfying

Ry > I(X;A) (3.4)
Ri+ Ry > I(X;A)+ I(X; X, 5.]A, Sq) (3.5)
D > E[d(X, X)] (3.6)

C = E[A(A)], (3.7)

for some the joint distributions of the form
Px(x)Pajx(alz)Ps, s,x,4(5e; sd|T, a) P x 5. a(Z|2, sc, a).

The result is related to the successive refinement rate-distortion region [EK11]
Chapter 13], [TD07] where we might consider the action sequence as a reconstruc-
tion sequence in the first stage, and the refinement stage involves the side infor-
mation available at the encoder and the decoder (Se,Sq). We also see that the
rate-distortion-cost function in Theorem B2l is simply a constraint on the total
rate R = Ry + R» for a given distortion D and cost C. The proof is a modification
of that of Theorem B2 where we consider instead the individual rate constraints.
More specifically, the achievable scheme of Theorem B.2.1] is modified so that the
index W is split into two independent parts (W7, 1, Wi 2), and the action sequence
is selected based on only Wi ;. In the converse, the sum-rate constraint is the
same as in the converse proof of Theorem B.2I], while the constraint on R; can
be derived straightforwardly using the techniques from point-to-point lossy source
coding [CT06, Chapter 10].

3.2.3 Binary Example

We consider an example of the rate-distortion-cost function in Theorem [3.2.1]for the
special case where side information at the encoder is absent. Our example is a combi-
nation of examples in [PW11] and [Ste09] which are based on the Wyner-Ziv exam-
ple [WZ76)] and illustrate nicely the expected behavior of the rate-distortion tradeoff
due to the implication of action-dependent side information with cost [PW11] and
common reconstruction constraint [Ste09].

Let us consider binary source, reconstruction, action, and side information al-
phabets, ie, X = X = A = 8; = {0,1}, where the source X is distributed
according to Bernoulli(1/2). We assume that taking action A = 1 corresponds to
observing the side information symbol S; as an output of a binary symmetric chan-
nel with input X and crossover probability pg (BSC(pg)), and A = 0 corresponds
to not observing the side information. Also, an observation is assumed to have unit
cost, i.e., A(A) = A and E[A(A)] = Pa(l) = C, and the Hamming distance is
considered as a distortion measure, i.e., d(x,2) = 1 if 2 # &, and 0 otherwise.
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Figure 3.2: Rate-distortion curves for the binary symmetric source with com-
mon reconstruction and action-dependent side information available at the de-
coder. The markers x /0O correspond to the cases with/without CR constraint
(Rac,cr(D, C)/Rac(D, C)). Different line styles correspond to different costs: dot-
ted C' = 0, dashed-dotted C' = 1/2, and solid C = 1. The rate-distortion tradeoff
changes according to the action-cost C'. Interestingly, at “low” D, the CR constraint
does not increase the rate R.

The rate-distortion-cost function for this case is given as a special case of Theo-
rem [3.2.1] when S, is constant. We note that the second mutual information term in
B2) neglecting S, corresponds to the CR rate-distortion function [Ste09, Equation
(8)] conditioned on A. Let D; be the contribution to the average distortion given
A=14,1i=0,1,ie., (1= C)Dy+ CDy = D. Thus, for this case,

Rac,ex(D,C) = I(X;A)+(1-0)- R(PX\A=07 Dy)

min
Pajx,Pa(1)=C,(1-C) Dy+C Dy =D
+C+ Rer(Px,s,4=1, D1), (3.8)

where R(Px, D) denotes the rate-distortion function of the source Px without
side information and Re;(Px,s,, D) denotes the CR rate-distortion function defined
in [Ste09] when source and side information are jointly distributed according to
PX,Sd-

It is interesting to compare Raccr(D,C) to the rate-distortion-cost function
of the case without the CR constraint Rac(D,C) (a special case of (B3]) when
neglecting S.) to see how much we have to “pay” for satisfying the additional CR
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constraint. In this case,

Rac(DaC): I(X§A)+(1_C)'R(PXlA:OaDO)

min
PA‘X,PA(I):C,(I*C)D()J’*CDl:D
+C'RWZ(PX,Sd|A:1)D1)7 (39)

where Ry, (Px.s,, D) denotes the Wyner-Ziv rate-distortion function when source
and side information are jointly distributed according to Px g,. The difference
between ([B.8) and (39) is only in their last terms.

In [Ste09, Example 1], the author computes the CR rate-distortion function for
this source,

Rcr(PX7Sd‘A:1,D):h(po*D)fh(D), 0§D§1/2,

where h(-) is the binary entropy function and pox D £ po(1 — D) + (1 — po)D. As
known from [WZ706], the Wyner-Ziv rate-distortion function for this source is given
by

Ryz(Px,5,14=1, D) = inf [0(h(po % B) = h(B))],

for 0 < D < pg, where the infimum is with respect to all 6,3, where 0 < 6 < 1
and 0 < 8 < pg such that D = 08 + (1 — 0)py. In addition, we know that for this
source [CT06, Chapter 10]

R(Px|a=0, D) =1 - (D).

Using these results, we can compute (B8] and [39), and compare Ruc (D, C)
and R,.(D,C) to illustrate the consequences of the CR constraint. For a given
C =0,1/2, and 1, and pg = 1/4, we plot the rate-distortion tradeoffs in Fig.
The plot shows that for given D and C' there is a rate penalty in general as expected
when the CR constraint is imposed since the optimization domain of Rac e (D, C)
is restricted to a smaller set such that the reconstruction symbol does not depend
on the decoder’s side information.

As discussed before, our setting with action-dependent side information at the
decoder provides new insight on the tension between the action cost and the existing
tradeoff between the decoder’s reconstruction and CR constraint. In this example,
we see that the rate-distortion tradeoff changes according to the action-cost as
shown in Fig. B2 for different costs. At the extreme case when C' = 0, Rac v (D, C) =
R,.(D, C) since there is no side information available at the decoder, and thus the
decoder’s reconstruction is a function of the source description which is known at
the encoder. On the other extreme when C' = 1, the side information at the decoder
is always present. In this case, the plot resembles that in [Ste09, Example 1]. We also
see that for a given C' > 0 there is no rate penalty when imposing the CR constraint,
i.e., Rac,er(D,C) = Rac(D, C), for “sufficiently low” values of D. This observation
might be interpreted as follows. In the low distortion region, the side information
at the decoder is so coarse that it is not helpful for the reconstruction function as
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Figure 3.3: Rate-cost tradeoff for a given D = 0.18. The rate penalty of imposing
the CR constraint increases with cost. The rate-cost tradeoff obtained from the
time-sharing between C' = 0 and C = 1 is suboptimal

compared to the source description. This observation and the characterization of
D, where Rgccr(D,C) = Rae(D,C) for 0 < D < D, are also discussed in details
in [Ste09, Example 1] for the case where C' = 1. In general case where 0 < C < 1,
D, can be obtained by solving the equation (8:8) = (3. The rate-distortion-cost
functions in (B:8) and (B9) have the form consisting of an optimized weighted-
sum between the rate-distortion functions with and without side information which
prevents an explicit expression for D..

In addition, for a given D, we can see the tradeoff between the rate R and cost
C in Rac,er(D,C) and R,o(D, C). In Fig. B3, we see that for the case D = 0.18 the
rate penalty of imposing the CR constraint increases with cost. We note also that
the rate-cost tradeoff for a given D obtained from the time-sharing between C' = 0
and C' =1 is suboptimal.

3.3 Channel Coding With Action-dependent State and
Reversible Input

In this section, we consider channel coding with action-dependent state, where
the state is known partially and noncausally at the encoder and the decoder, as
depicted in Fig. 3.4l In addition to decoding the message, the channel input X" is
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Figure 3.4: Channel with action-dependent state information and reversible channel
input.

reconstructed with arbitrarily small error probability at the decoder (RI constraint).
This setup captures the idea of simultaneously transmitting both the message and
channel input sequence reliably over the channel. Our setup can be considered
as a combination of Weissman’s channel with action-dependent state [Weil0], and
Sumszyk and Steinberg’s information embedding with reversible stegotext [SS09]. It
is also closely related to the problems of reversible information embedding [WKO03]
and state amplification [KSCOS].

In the following, we present the problem formulation, characterize the capacity
of a discrete memoryless channel, and also present some other related results. The
channel capacity is given as a solution to a constrained optimization problem in a
form having a constraint on the set of input distributions. We term this constraint
the two-stage coding condition since it arises essentially from the two-stage struc-
ture of the encoding as well as the additional reconstruction constraint of a signal
generated in the second stage. Also, we show in one example that such a constraint
can be active in some cases, i.e., it actively restricts the set of capacity achieving
input distributions, and when it is active, it will be satisfied with equality.

3.3.1 Problem Formulation

Let n denote the block length and A, S., Sy, X, and Y be finite sets. The system
consists of two encoders, namely, an action encoder and a channel encoder, and one
decoder. A message M chosen uniformly from the set M = {1,2,... |M™]|}
is given to both encoders. An action sequence A" is chosen based on the mes-
sage M and is the input to the state information channel, described by a triple
(A, Ps, s,14,Se x Sa), where A is the action alphabet, S, and Sg are the state al-
phabets, and Pg_ g, is the transition probability from A to (S, x Sgq). The channel
state S™ = (S7,S7) is mapped to the partial state information for the encoder and
the decoder by the mappings zé")(sg, S7) =S and Zén)(SQ, S7) = S. The input
to the state-dependent channel is denoted by X™. This channel is described by a
quadruple (X, Se x Sa, Py|x,s.,5,,Y), Where X is the input alphabet, ) is the out-
put alphabet and Py |x s, g, is the transition probability from (X x S, x Sg) to
Y. The decoder, which might be considered as two separate decoders, i.e., a mes-
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sage decoder and a channel input decoder, decodes the message and the channel
input based on channel output Y™ and state information S7;. We assume that both
state information and state-dependent channels are discrete memoryless and used
without feedback with transition probabilities,

n
Psy snian (st sila™) = [ [ Ps..sua(5e.i> sa.ilai),
=1

n
Pynjxn sn sn (y"|2", 8¢, 8q) = H Py x.5.,5,(Yil%i, S, 8d,0)-
i=1

Definition 3.3. An (]M ™| n) code for the channels Ps, s,4 and Py |x s, g, con-
sists of the following functions

e an action encoder fén) MM AT

« a channel encoder f( : M) x 8" — X,

e a message decoder gy(,?) YT xS — M) and
(n)

e a channel input decoder gz ' : Y™ x S} — &A™,

The average probabilities of error in decoding the message M and the channel
input X™ are defined by

n 1 n| g(n n n .n n n|e(n
PT)(’L,)CZ W Z p(y |f( )(m7se)7seasd)'p(seﬂgdlftg )(m))7
s gl ()
1
P = (g 2. Py ) (m, 7). 52 55):

msslynigl™) (un AL (mst)
p(se, sl £ (m)).

Definition 3.4. A rate R is said to be achievable if for any 6 > 0 there exists for
all sufficiently large n an (M|, n)-code such that 2 log|M ™| > R—§, P&n)e <4,

and Pz(,ne) < 4. The capacity of the channel is the supremum of all achievable rates.

3.3.2 Main Result

Theorem 3.3.1 (Capacity). The capacity of the channel with action-dependent
state available noncausally to the encoder and the decoder under RI constraint shown

in Fig. [34) is given by

C = max[I(A, X;Y, Sq) — I(X; Se|A)], (3.10)
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where the joint distribution of (A, Se,Sq4,X,Y) is of the form
Pa(a)Ps, s,4(Se; dla) Pxa,s.(2]a, se) Py|x,s.,5,(Y]7, S, 8a)
and the mazimization is over all P4 and Px|a,s, such that
0<I(X;Y,Sq|A) — I(X; S| A). (3.11)

Proof. The achievability proof follows arguments in [Weil(] with a modification
in which we use the channel input codeword z™ directly instead of the auxiliary
codeword. In the following, we give a sketch of the achievability proof: An action
codebook {a"} of size 27(A:Y:5a)=%¢) is generated i.i.d. ~ P4. For each a”, another
codebook {z™} of size 27/ (X3Y:8al4)=9¢) js generated i.i.d. ~ Px 4. Then the code-
words are distributed uniformly into 27(/(X3Y,5al4)=I(X;Sc|4)=20¢) equal-sized bins.
Given the message m = (my,ms), the action codeword a™(mq) is selected. Then
the channel states (s?,s}y) are generated as an output of the memoryless channel
with transition probability Pgn snjan (s?,s%a™) = [Ti-, Ps, 5,4(Se,is 8ailai). The
encoder looks for ™ that corresponds to m; and is in the bin msy such that it is
jointly typical with the selected a™ and s7'. For sufficiently large n, with arbitrar-
ily high probability, there exists such a codeword because there are approximately
on(I(X;8:[4)+0<) codewords in the bin. Then the selected z™ is transmitted over the
channel Py|x s, s, Given y" and s}, the decoder in the first step looks for code-
word a™ that is jointly typical with y™ and s;. With high probability, it will find one
and it is the one chosen by the encoder since the codebook size is 27 (4Y:Sa)=d¢)
Then, given the correctly decoded m;, the decoder in the second step looks for
x" that is jointly typical with y”, s, and a™. Again, with high probability, it will
find one and it is the one chosen by the encoder since the size of the codebook
is 27 (X3Y.5a[4)=0¢) The corresponding bin index is then decoded as . In total,
I(AY, Sq) + I(X;Y, Sq|A) — I(X; Se|A) — 30, bits per channel use can be used to
transmit the message m such that both m and z™ are decoded correctly at the de-
coder. Note that the above coding scheme which splits the message into two parts
and decodes them sequentially works successfully when we have a proper positive
number of bins for codewords z”, i.e., I(X;Y, S4|A) — I(X;Sc|A) — 2dc > 0. The
complete proof is given in Appendix O

Remark 3.3 (More general channel). It is possible to consider the action symbol
as another input to the memoryless channel Py |x s, s,. The capacity expression for
this more general channel Py |x g, s, 4 remains unchanged. This can be shown by

defining the new state S’ £ (S,, A) and then applying the result of Theorem B3.11

Remark 3.4 (Other results). Theorem B30 relates to other known results in the
literature:

(i) When the reversible input constraint is omitted, the problem reduces to an
extension of Weissman’s channel with action-dependent states [Weil0]. The
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capacity of the channel in this case can be derived along the lines of [Weil0)]
where the achievability proof are modified such that the state S™ = (SZ', §7),
and (Y™, S}) are considered as the new channel output, and a set of distri-
butions is restricted to satisfy the Markov relations U — (A4, S.) — Sq and
X — (U, Se) — (A, Sq). The capacity is given by

Cy =max[I(A,U;Y,Sq) — I(U; S |A)], (3.12)

where the maximization is over Py, Pya,s, and f:UXS — X, and U is
the auxiliary random variable with /| < |A]|S,||X |+ 1. Unlike Cyps in (12),
the optimization domain in Theorem B:3Tlis restricted to a smaller set where
the channel input symbol does not depend on the encoder’s state information,
and additionally it has to satisfy the condition I(X;Y, S4|4)—I(X;S.|A) > 0.
More discussion on this condition is given in Section

(ii) When the state information at the decoder is absent and the channel state
is given by nature, i.e., the action alphabet size is one, we recover a special
case of the results on information embedding with reversible stegotext [SS09]
when there is no distortion constraint between X™ and S'.

Let us consider for a moment a new and slightly different communication prob-
lem where the decoder is interested in decoding both the message M and the state
S7 instead. Due to a deterministic encoding function, the channel input signal can
be retrieved based on the decoded message and the encoder’s state information. This
communication problem has therefore a seemingly more demanding reconstruction
constraint than our main problem considered in Fig. B4 since it essentially requires
that the decoder can decode the message, the encoder’s state, and the channel input
signal, all reliably. Proposition B.3.1] below states the capacity of this new channel.

Proposition 3.3.1 (Reconstruct SI). The capacity of a new channel considered
above is given by

Cs, =max[I(A, S, X;Y,Sq) — H(S|A)], (3.13)
where the joint distribution of (A, S., Sq4, X,Y) is of the form
Ps(a)Ps, s,4(5¢; 5ala)Px|a,s, (z|a, s¢) Py |x,s,,5,(y]®, ¢, 54)
and the mazimization is over all P4 and Px|a,s, such that
0 < I(S., X;Y,Sq|A) — H(S.|A). (3.14)

Proof. The achievable scheme in this case is different from the previous case of
decoding M and X™ in that the state codebook is introduced and it has to “cover”
all possible generated S7' losslessly. That is, the size of the state codebook should
be sufficiently large so that the encoder is able to find an exact S7' from the code-
book. Similarly to Theorem B3], in the capacity expression, we also have a similar
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restricting condition 0 < I(Se, X;Y, S4|A) — H(S|A) on the set of input distribu-
tions. Besides the rate constraint, this condition can be considered as a necessary
and sufficient condition for the process of losslessly compressing S7' through X"
and then transmitting them reliably over the channel in our two-stage communica-
tion problem. The detailed achievability proof and the converse proof are given in

Appendix B.Cl O

Remark 3.5 (Reconstruct S?' is more demanding). Since the channel input se-
quence can be retrieved based on the decoded message, the encoder’s state infor-
mation, and a known deterministic encoding function, it is natural to compare the
capacity C in Theorem B3I with Cs, in Proposition B3l As expected, for a given
channel Pg, s,(4, Py|x,s.,5,» We have that C > Cg, .

Proof. From standard properties of entropy function, we have that I(S., X;Y, Sq|A)
—H(S.|A) < I(X;Y,S4|A) — I(X; Se|A) for all joint distributions factorized in the
form of P4Ps, s, 4Px|A,s.Py|x,s.,5,- This implies that Cg, is evaluated over a
smaller set than that of C. In addition, it follows in a similar fashion that the
terms I(A,S., X;Y,Sq) — H(S.|A) < I(A, X;Y,S4) — I(X; S.|A). This therefore
concludes that C' > Cg, . O

This new communication problem is closely related to the problems of state
amplification [KSCO8], and reversible information embedding [WKO03]. The main
difference is that, in our setting, channel states are generated based on the action
sequence. In [KSCO8] the decoder is interested in decoding the message reliably
and in decoding the encoder’s state information within a list, while in [WKO03], the
decoder is interested in decoding both the message and the encoder’s state infor-
mation reliably. The result in Remark is also analogous to that in information
embedding with reversible stegotext [SS09] in which the authors showed that if
the objective is to decode only M and X", then decoding M and S7 first and
re-encoding X" using a deterministic encoding function is suboptimal.

3.3.3 Two-stage Coding Condition

We term the condition I(X;Y,S4|A) — I(X;S.]A) > 0 which appears in Theo-
rem 3.3 Tlthe two-stage coding condition since it represents the underlining sufficient
condition for successful two-stage coding in our achievable scheme. From the result
in Theorem B3], the condition is not only a sufficient condition obtained from the
successive decoding, but also a necessary condition for the additional reconstruction
requirement. It is also useful for understanding the dual relation between the source
and channel coding problems to be discussed in the next section. We note that a
similar condition also appears as an extra constraint resulted from the additional
reconstruction requirements in the two-stage communication setting later observed
in [CM12al, [ZPS12].

As the two-stage coding condition plays a role in restricting the set of input
distributions in Theorem [B.3.1] it is natural to wonder whether the condition can
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really be active in the optimal design. In the following subsection, we show by an
example that there exists a case where the condition is active. Also, we show in the
following proposition that if the condition is active, it is satisfied with equality, i.e.,
the capacity is obtained with I(X;Y, S4|A4) — I(X;S.|A) = 0.

Proposition 3.3.2. If the two-stage coding condition is ignored, and the solu-
tion to the unconstrained optimization problem in BI0) results in [(X;Y, Sq|A) —
I(X;S.]A) < 0 (the two-stage coding condition would be active), then the actual
channel capacity will be obtained with I(X;Y, Sq|A) — I(X;S.|A) = 0.

Proof. Let us define f(p) £ I(A, X;Y,Sq)—I(X;Se|A), and g(p) = I(X;Y, Sa|A)—
I(X; Sc|A), where p € P, and P is the set of all input probability distributions of
form P4(a)Px|a,s.(x]a,se). It can be shown that both f(p) and g(p) are concave
functions in p. Therefore, the optimization problem in Theorem [3:331] is convex.
Then, we consider the perturbation function

Cly) = max f(p)

s.t. g(p) > v. (3.15)

Due to convexity of the original problem, we have that C(y) is a concave function
of y [BV04, Chapter 5]. Thus, if the two-stage coding condition is active, i.e., there
exists y~ < 0 s.t. C(y~) > C(y) for all y > 0, the capacity C = C(0) is obtained
with p = p* s.t. g(p*) = 0. O

3.3.4 Examples

In the following, we show two examples to illustrate the role of the two-stage coding
condition in restricting a set of capacity achieving input distributions. Example
1 shows that the two-stage coding condition can be active when computing the
capacity, while Example 2 shows that there also exists a case where such a condition
is not active in the optimal design.
Ezample 1: Memory Cell With a Rewrite Option

For simplicity, we consider a special case of Theorem B3] where S is absent and
the channel is in the more general form Py |x s, 4 as in Remark We consider a
binary example where A, X, S., Y € {0, 1}, and the scenario of writing on a memory
cell with a rewrite option. The first writing is done through a BSC(d) with input
A, and output S.. Then, assuming that there is a perfect feedback of the output
S to the second encoder. The second encoder has an option to rewrite or not to
rewrite on the memory (indicated by a value of X). If the rewrite value X = 1
which corresponds to “rewrite” is selected, then Y is given as the output of BSC(9)
with input A (rewrite using the old input). If X = 0 which corresponds to “no
rewrite,” we simply get Y = Se. In this case, the decoder is interested in decoding
both the embedded message and the rewrite signal. See Fig. for an illustration
of this rewrite channel.
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Figure 3.5: Two-stage writing on a memory cell with a rewrite option.

From Theorem [3:33.T] and Remark B3] we know that the capacity of this channel
is given by
C =max[I(A4, X;Y) — I(X; S| A4)], (3.16)

where the maximization is over all P4 and Px|4,s, such that 0 < I(X;Y|A) —
I(X;S.|A). Letting A ~ Bernoulli(p,), and

( =0) =
( =1)=
p(z =0|s. = 1 a=0)=
( )

p(x =0[se =1,a=1) =s.

By straightforward manipulation and performing numerical optimization with
6 = 0.1, we obtain that the capacity of the channel equals to 0.5310 bits per
channel use. The optimal input distributions in this case are those in which X —
A — S, forms a Markov chain, i.e., p = r,¢ = s, and in the end, p, is the only
remaining optimization variable. This corresponds to the capacity of the effective
channel Py 4. If we instead neglect the two-stage coding condition and solve the
unconstrained optimization problem, we would obtain the maximum value of 0.6690
which is strictly larger than the true capacity. Therefore, this example shows that
there exists a case where the two-stage coding condition is active. In fact, the
corresponding two-stage coding condition in this case is satisfied with equality as
expected from Proposition

Ezxample 2: Inactive Two-stage Coding Condition
In other cases, the two-stage coding condition in the capacity expression might not
be active. One trivial example is when S, — A — S; forms a Markov chain for the
action-dependent state channel Pg_ g, 4, and Y —(X, Sq) — S, forms a Markov chain
for the state-dependent channel Py|x s, s,. In this case, it can be shown that for any
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joint distribution (Plgl)(a), P)((1|)A s. (zla, se)) such that I(X;Y, Sq|A)—1(X; S.|A) <

0, there always exists another joint distribution (P (2)( ) P)((Q‘)A s, (z]a, se)) which
satisfies I(X;Y,Sq|A) — I(X;Sc|A) > 0 and achieves a higher rate. One possi-
ble choice is to let P( ) = (1) and P)((Ql)A s. =2, Ps.ja Xl)A g,» Which corre-
sponds to the distribution that satisfies the Markov chain X — A — S, and thus
I(X;Y, 8aA) — I(X; Se|A) = I(X;Y, SalA) > 0. Since P}, 3 = P} ¢, we have
that this new distribution achieves a higher rate I(A, X;Y, Sq)—I(X;Sc|A). Conse-
quently, the maximizing input distribution in this case will result in the condition
I(X;Y,S4/A) — I(X;S.|A) > 0 and the capacity of such a channel is given by
C =maxp, py 4 (A X;Y,Sq) = I(X;Se|A)].

3.4 Duality

In this section, we discuss the potential duality between the source coding (SC)
and channel coding (CC) problems considered in Section and where we
illustrate the “dual” relations between input-output of elements in the source and
channel coding systems in Fig. Similar dual relations also appear in other
related problems, as listed in Table Bl where (£) denotes our settings studied in
Sections and

We are interested in investigating formula duality of a set of problems [CC02].
Table summarizes the rate-distortion(-cost) function and the channel capacity
expressions of the interested problems, neglecting the optimization variables (input
distributions). As in [CC02|, the formula duality of the rate-distortion(-cost) func-
tion and the channel capacity can be recognized by the following correspondence,

Rate-distortion-cost <+ Channel capacity

minimization < maximization

X (source symbol) <> Y (received symbol)

X (decoded symbol) <> X (transmitted symbol)
Se(state at the encoder) <+ Sy(state at the decoder)
Sq(state at the decoder) <+ Se(state at the encoder)
)
)

U (auxiliary) <> U (auxiliary)
A

A(action (action).

We see that the first three dualities in Table are obvious from the expressions of
the rate-distortion(-cost) function and the channel capacity, while the last duality
(Sec. B2 and B3) does not hold in general due to the fundamental differences
between the two problems. We now give some justification based on the dual roles
of the encoder/decoder in the source coding problem and the decoder/encoder in
the channel coding problem.
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The first reason that the last duality in Table 3] does not hold in general is
the presence of the two-sided side/state information. That is, the processing is
sequential at the encoder in the source coding setup, i.e., the action-dependent
side information is generated first and then the side information S7' is used in
compressing the source sequence. However, this sequential processing is not
required in the decoding process of the channel coding problem since the state
information for both encoder and decoder are generated in the beginning, and
both Y™ and S} are available at the decoder noncausally. The effect of this
fundamental difference can be seen from the difference in the terms I(A; X)
and I(A;Y,Sy) in the rate-distortion-cost function and channel capacity ex-
pressions in Table

The second reason is due to the additional reconstruction constraint imposed
on the two communication problems. First consider the channel coding prob-
lem where we require to decode as well the channel input sequence (reversible
input constraint). In our problem, the encoder has a causal structure; that
is, ST’ is generated first, then followed by X™. When we require to decode
X" which is the signal generated in the second stage, the two-stage cod-
ing condition, apart from the rate constraint, is necessary to ensure reliable
transmission of the channel input X™. Now we consider the source coding
counterpart where we require the encoder to estimate the decoder’s recon-
struction (common reconstruction constraint). Although there seems to be a
similar two-stage structure in the decoder of this setup, the two-stage coding
condition is not relevant here. This is because the common reconstruction
is performed in the beginning at the encoder side and the choice of action
sequence is in fact known at both sides due to the noiseless link between the
encoder and the decoder.
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Source Coding

Channel Coding

K

v

X" W Y™ M

—»| Encoder —» —» Decoder —»
Y(X", 88, ANW)) = 9" (X", 50) = g.(Y",55) = X"
ws ¢S:

W X" M X"
—> Decoder —> —> Encoder >»

w Action AW) M Action A (M)
— — — —

Encoder Encoder

Figure 3.6: Duality between the source coding with action-dependent side infor-
mation and common reconstruction (Fig. B]) and channel coding with action-
dependent states and reversible input (Fig. [3.4).
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3.5 Conclusion

In this chapter, we studied a class of problems that extend Wyner-Ziv source coding
and Gel’fand-Pinsker channel coding with action-dependent side information. The
extension involves having two-sided action-dependent partial side information, and
also additional reconstruction requirements. In the source coding problem, we solved
the rate-distortion-cost function for the memoryless source with two-sided action-
dependent side information and common reconstruction, while in the channel coding
problem, the capacity of the discrete memoryless channel with two-sided action-
dependent state and reversible input is derived. The two-stage coding condition in
the capacity expression arises from the additional reconstruction constraint and the
causal structure of the coding, i.e., the channel input signal to be reconstructed is
generated in the second stage transmission. Besides the message rate constraint, it
can be considered as a necessary and sufficient condition for reliable transmission
of channel input signal over the channel given that the action is communicated.

In this chapter, we also investigated the formula duality between rate-distortion-
cost function and channel capacity of the source and channel coding problems.
Although the problems considered in Sections and B3] seem to retain the dual
structure as seen in the Wyner-Ziv and Gel’fand-Pinsker problems, they are not dual
in general. In fact, there is “operational mismatch” caused by causal processing in
the system. It is interesting that the two-stage coding condition which appears in
the capacity expression can be active when computing the capacity, as shown in
one example.
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Appendix for Chapter [3]
3.A Proof of Theorem [3.2.7]

3.A.1 Achievability Proof of Theorem [3.2.7]

The proof follows from a standard random coding argument where we use the
definitions and properties of e-typicality as in Definition 277

Codebook Generation: Fix Pux, Py |y 5. 4- Let W(n) ={1,2,..., |W1(n)|} W(n)

= {1,2,...,|W2(n)|}, and V) = {1,2,...,|[V™|}. For all w; € Wf ). the action

codewords a™(w1) are generated i.i.d. each according to [, ; Pa(a;), and for each

wy € Wl(n), |W2n)||V(”)| codewords {2" (w1, w2,v)},, )y

2

i.id. each according to []_, Pia (2;]a;(w1)). The codebooks are then revealed to

the encoder, the action decoder, and the decoder. Let 0 < €5 < €1 < €3 < €3 < € < 1.
Encoding: Given a source realization ™, the encoder first looks for the smallest

pep(n) are generated

wy € Wl(n) such that a™(wj) is jointly typical with 2. Then the side informa-
tion are generated as outputs of the memoryless channel with transition probabil-
ity PSQ,S;\X",A"(527 sha™, a™) =11, Ps, s,1x,4(8¢,is 8d,i|Ti,a;), and the encoder
in the second stage looks for the smallest wy € WQ(") and v € V™ such that
(:E",:Tc”(wl, wa,v), ST, a”(wl)) € Te(.f)(X, X, S, A). If successful, the encoder pro-
duces 2" (w1,w2,v) as a common reconstruction at the encoder and transmits in-
dices (w1, wz) to the decoder. If not successful, the encoder transmits wy; = 1,wy =1
and produces 2"(1,1,1).

Decoding: Given the indices w; and wp, and the side information s} the de-
coder reconstructs " = #"(wi,ws,?) if there exists a unique & € V(™ such
that (sd, (w1, wa, U ),a”(wl)) € TE(" (Sd,X, A). Otherwise, the decoder puts out
" = 3" (wy, we, 1).

Analysis of Probability of Error: Let (W1, W3, V) denote the corresponding in-
dices of the chosen codewords A” and X™ at the encoder. We define the “error”
events as follows.

& ={X" ¢ T{(X)}
E1a = {(X", A™(w1)) ¢ TM(X, A) for all w; € W™}
Ewp = { (X", A"(Wh), S, Sh) ¢ TNV (X, A, Se, Sq)}
& = {(X"aX”(Wl,wz,v),SZ,A"( 1) & T (X, X, S, A)
for all (ws,v) € WQ(") x ynl
E = {(S7, X" (Wy, Wa, V), A™(W1)) & T (Sg, X, A)}
Eq = {(85, X™(Wr, Wa, ), A"(Wh)) € T\ (Sq, X, A) for some & € V), 5 £ V}.
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The total “error” probability is bounded by

Pr(&) < Pr(&) + Pr(&1a NES) + Pr(&1p NEY,) + Pr(E2 N EY) + Pr(E3NES)
+ PI‘(54),

where &£ denotes the complement of the event &;.

0) By the law of large numbers (LLN), Pr(X" € Te(on)(X)) > 1 — 0, Since de,
can be made arbitrarily small with increasing n if ¢y > 0, we have Pr(&) — 0 as
n — 0o.

la) By the covering lemma (Lemma [28), Pr(&, NES) — 0 as n — oo if
Liog WM™ | > I(X; A) + 6,

1b) By the conditional typicality lemma [EK11] where (S}, S7') is i.i.d. according
to H?:l Ps, s.|x.4 (sd,i, Se,ilTi, ai(wl)), we have Pr(£1, N EL,) — 0 as n — oo.

2) Averaging over all Wi = wjy, by the covering lemma, where each X" is drawn
independently according to [, PX|A(55i|ai (w1)), we have that Pr(€ N &5) — 0
as 1 — oo if L1og W[ + L1og V™| > I(X, Se; X|A) + b,

3) Counsider the event £5 in which there exists (Wi, Wa, V') such that the tuple
(X7, X" (W, Wa, V), A™(W), S?) € TSV (X, X, A, S.). Since we have the Markov
chain X — (X, Se, A) — Sq, and S} is distributed according to the distribution
1, Ps,1x,s..4 (sd,i|aci, Se,is ai(wl)), by using the conditional typicality lemma, we
have Pr((X", X™(Wy, Wy, V), A™(Wy),S",S%) € T (X, X, A, S.,54)) — 1 as
n — oo. This implies that Pr(€5 N ES) — 0 as n — oo.

4) Averaging over all Wy = wy, Wy = wy, and V = v [EK11], Chapter 11, Lemma
11.1], by the packing lemma (Lemma [Z7]) where each X" is drawn independently
according to [], PX|A(531'|¢1¢)7 we have that Pr(€;) — 0 asn — oo if + log V| <
I(X;84)A) — 6.

Finally, we consider the case where there is no error, i.e.,

(X7, X" (W, Wa, V), A"(W1), 87, 87) € T (X, X, A, Se, Sq).

By the law of total expectation, the averaged distortion (over all codebooks C,,
containing codewords (X™, A™)) is given by
Ec, xn[d™ (X", X™)] = Pr(€) - Ec, x»[d™ (X", X™)|E] + Pr(£°)-
Ee, xn[d™ (X", X™)|E] < Pr(€) - dmas + Pr(€°) - Eg, xn[d™ (X", X™)[€°,
where d;,q. is assumed to be the maximal average distortion incurred by the “error”

events.
Given £°, the distortion is bounded by

n

> d(wi, &)

i=1

™ (2", ") =

S|
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1 n sn
= 5azb:N(a,bpc ,2")d(a,b)

< > Py ¢(a,b) (1+€)d(a,b) = E[d(X,X)] (1+6¢),
a,b

where (x) follows from the definition of jointly typical set (Definition 27]).
Therefore, we have

Ee, xn[d™ (X", X™)] < Pr(€) - dpas + Pr(£°) - B[d(X, X)] (1 +¢).
Similarly, we have for the average cost

Ec, [A™(A™)] < Pr(€) - emas + Pr(€°) - E[A(A)](1 +e),

n

where ¢;q: is assumed to be the maximal average cost incurred by the “error”
events.

By combining the bounds on the code rates that make Pr(£) — 0 as n — o0
and considering the constraint < log [W(™)| = Llog |W1n)||W2n)| < R+ 4, for any
6 > 0, we have

1 A A
R+0>—log WO > I(X; A) + I(X, Se; X|A) — I(X; S4|A) + 6,

where J; can be made arbitrarily small, i.e., d; — 0 as € —>A02. A

Thus, for any § > 0, if R > I(X; A)+1(X, Se; X|A)—I(X; S4|A), E[d(X,X)] <
D and E[A(A)] < C, then we have Pr(£) — 0 as n — oo, and for all sufficiently
large n,

Ee, xn[d™ (X", X™)] < D+6.<D+3,
Ee,[A™(A™)] < C +6. < C+36.

Lastly, with Pr(§) — 0 as n — oo, it follows that with high probability
the decoded codeword X" = X"(Wl,Wg,ﬁ) at the decoder is the correct one
which was chosen at the encoder. We recall the encoding process which deter-
mines the codeword X™ based on X ™ S and A", and puts out X" as a common
reconstruction at the encoder. That is, there exists a mapping 1/1(")(~) such that
Xn = P (X™, 8™, A™). Thus, for any § > 0, we can have Pr(d)(”)(X",SQ,A") #+
X ”) < ¢ for all sufficiently large n.

The average distortion, cost, and common reconstruction error probability (over
all codebooks) are upper-bounded by D44, C+4 and 4, respectively. Therefore, from
the selection lemma [BB11], Lemma 2.2], there must exist at least one code such that,
for sufficiently large n, the average distortion, cost, and common reconstruction
error probability are upper-bounded by D + §,C' 4+ § and 4.

Thus, any (R,D,C) such that R > I(X;A) + I(X,S.; X|A) — I(X; S4|A),
Eld(X, X)] < D,and E[A(A)] < C for some Px (7) Pax (a|z)Ps, s, x,4(Se; 84T, a)
P% x.5..4(&|7, s¢,a) is achievable. This concludes the achievability proof.

2We often combine the small terms into one term denoted by & where §. — 0 as € — 0.



58 Coding With Action-dependent Side Information and Reconstruction Requirement

3.A.2 Converse Proof of Theorem [3.2.7]

Let us assume the existence of a specific sequence of (W™ |, n) codes such that for
on >0, %log |W1n)||W2n)| < R+9y, %E >or d(Xi, 9i)] < D49y, %E > A(A)]
< C + 6y, and Pr(q/)(”)(X",SQ,A") #+ g(")(Wl,Wg,Sg)) < 0y, where g; denotes
the i*" symbol of g(”)(Wl,Wg, ST) and lim, 00 0, = 0. Then we will show that
R > Racer(D,C), where Rac or(D, C) is the rate-distortion-cost function defined as

Racex(D,C) = min  [I(X;A) + I(X; X, S|4, Sa)]. (3.17)

PA\XVP)?\X,SC,A

With Pr(¢(X™, 87, A™) # gt (Wi, Wa, 8})) = &), < &,, and |X| = |X], the
Fano inequality can be applied to bound

H (™ (X", 82, A™)| g™ (Wi, Wa, 7)) < h(3),) + 6, log(|X|" — 1) £ ne,, (3.18)

where h(d/,) is the binary entropy function, and €, — 0 as 0/, — 0.
Then the standard properties of the entropy function give

n(R+ d,) > log (|W1n)| : |W2n)|) > H(Wq,Ws)

5 H(Wy, Wa, A™) = H(A™) + H(Wi, Wa| A™)

> [H(A") = H(A™X™, 57)] + [H(Wy, Wa|A™, 5) — H(W1, Wa| A", X™, S, 55)]
H(X™ S} — H(X™ SMA™) + H(X™, SIA™, Sy) —H(X™, S} A", S, Wy, Wa),
=P =Q

—

(3.19)

where in (x) we used the fact that A™ = fén)(Wl), and fé")(~) is a deterministic
function. Further,

P=H(X",S})— HX", S}A™) + H(X", SI'|A",S])
X", SM) + H(Sy|X™, S, A™) — H(S}A™)

X")+ H(SI|X™) + H(SZ, Sq[ X", A") — H(SZ[X", A™) — H(S7]A")

I
= =

—
*
N

NIE

+
H(X;)+ H(Se,i, Sa,il Xi, Ai) — H(Sq,|As)
1

<.
I

H(X;) + H(Se,i| Xi, Ai) + H(Sq,:|1 X, Seiy Ai) — H(Sa,i|Ai)

Il

<
I
—

|
NE

H(X;) 4+ H(Se,i| Xs, Ai) — H(X;, Sei|Ai) + H(X;, Se.il Aiy Sai)

<.
Il
i

I(X; Ai) + H(X, Se.il Aiy Sai), (3.20)

Il

<
I
-
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where (%) holds due to the i.i.d. property of Px» and Pgn gnixn an,

Q=—H(X",S"A", Sy, Wi, Wa, g™ (W1, Wa, S3))
> —H (X", SrA", ST, g™ (Wy, Wa, S7))
= —H(¢"(X", S, A™), X", P A™, S5, g™ (Wh, Wa, S7))
+ H@p"M (X", S5, A™)| A", S, g™ (W, Wa, S5), X, ST)
> —H (" (X7, 57, A")|g"™ (W, W, S5))
— H(X", SP|A™, S, ™ (X, 87, A™))

(a) n . )
> —nep — Y H(X;, Se A", S, (X7, 87, A™), X1, 907
=1

® -
> —nen — > H(Xi, Seil Ay, Sai o™ (X7, 52, A™)), (3.21)

i=1
where (a) follows from BI8) and wgn) (X", 8", A") in (b) corresponds to the i‘"
symbol of (™) (X™, S7 A™).

Define X; = wgn) (X™, 87 A™). Then the Markov chain Xn— (X, Sn A™) —
Sy holds. Together with the memoryless property, PSg7Sg‘Xn7An (sP,shla™, a™) =

[T Ps. s.1x,4(Seis Sa,ilzi, ai), we also have that (Sfi_l,X”\i,Sg\i,A”\i,X”) —
(Xiy Se,i, Ai) — Sa,; forms a Markov chain. Combining (319)-(B.21), we have
R+6, > EIOg(|W1 |- W3 |)

>

(X33 Ay) 4 I(Xi; Xi, Se.ilAiy Sai) — €n

2 LS B (B[, 1)), BIAA)]) ~ e,

(ﬁ) Racor (% Zn:E[d(Xi,X’i)], % iE[A(AQ]) —€n, (3.22)
i=1 =1

.
Il

where (a) follows from the definition of Raco(D,C) in [BI7), and the fact that

X — (Xiy Se,i, A;) — Sq; forms a Markov chain, (b) follows from Jensen’s inequality
[CT06, Theorem 2.6.2] and convexity of Rac cr(D,C) (Lemma B.1]).
Let 8 be the event that the reconstruction at the encoder is not equal to that at

the decoder, i.e., 8 = {¢p(™ (X", S, A") # g™ (W1, Wa, S7)}. It then follows that

Eld(Xi,9:)] = Eld(Xi,9:)|3] - Pr(8°) + E[d(Xi, g:)|8] - Pr(B)

2 Bla(x,, X)) - Pr(se), (3.23)
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where (%) holds because we have g; = X, for given 8¢. Thus

n

L3 B, 0] = 5 S IEICG, K| Pr(3) + B, X]]-Pr(s)
& LS Bl £0157 - Pr(E) + s

(© .
< D+ (1 + dmaz)0n, (3.24)

where (a) follows from the assumption that d~mam is the maximum average distortion
incurred by the error event 3 and that Pr(w(”)(X", Sn,A™) # g (W, Wa, sm)) <
6n, (b) follows from (F23), and (c) follows from the assumption that L E[}"" | d(X;,
9i)] < D + 4, in the beginning.

Finally, we substitute (8:24]) into (3:22). With lim,,_, o §, = 0, and lim,,—, o0 €, =
0, we thus get R > Rac (D, C) by using the assumption that L E [}" | A(4;)] <
C + 6, and the non-increasing property of Rac (D, C). This concludes the proof
of converse.

3.B Proof of Theorem [3.3.1]

3.B.1 Achievability Proof of Theorem [3.3.1]

Similarly to the previous achievability proof in Theorem [B.21] the proof follows
from a standard random coding argument. We use the technique of rate splitting,
i.e., the message M of rate R is split into two messages M; and My of rates Ry
and Ry. Two-stage coding is then considered, i.e., the first stage for communicating
the identity of the action sequence, and the second stage for communicating the
identity of X™ based on the known action sequence.

For given channels with transition probabilities Ps, g, 4 and Py|x s, s, we can
assign the joint probability to any random vector (4, X, S.) by

Pa.s..84,x,v (@ Se, 84, T,y) = Pa(a)Ps, s,4(5e, 8d4|a) Px|a,s, (T]a, se)

PY‘Xvseﬂgd (y|x, Se; Sd)-

Codebook Generation: Fix P4 and Px|as,. Let Mgn) = {1a27""|M5n)|}’
Mén) ={1,2,. ,|M§n)|} and 7™ = {1,2,...,|7™|}. For all m; € /\/l(ln), ran-
domly generate a™(my) i.i.d. according to H?:l P4 (a;). For each m; € Mﬁ”), gen-
erate |Mén)| | T codewords, {z"(m, m27j)}m2€M;n>

to [T;—; Px|a(xilai(m1)). Then the codebooks are revealed to the action encoder,
the channel encoder and the decoder. Let 0 < ¢ < €1 < €3 < € < 1.

e i.i.d. each according
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Encoding: Given the message m = (mi,ma) € M) the action codeword
a"(m1) is chosen and the channel state information (s?, s7}) is generated as an out-
put of the memoryless channel Pgn gnjan(s¢, sgla™) = [T Ps..sya(Sei Sa.ilaq)-
The encoder looks for the smallest value of j € 7™ such that the tuple ( a™(my),
"™ (mq, ma, j )) € Te(;)(Se,A,X). If no such j exists, set j = 1. The channel input
sequence is then chosen to be z™(my, ma, j).

Decoding: Upon receiving 3" and s, the decoder in the first step looks for
the smallest m, € Mg") such that (y", sy, a"(ml)) € TE(")(Y, Sa, A). If successful,
then set m; = my. Otherwise, set m; = 1. Then, based on the known a™(my),
the decoder looks for a pair (g, ;) with the smallest 7y € /\/l " and jegm
such that (y",s%, a"™(1m1), 2" (hi,me,j)) € T (Y, S4, A, X). If there exists such
a pair, the decoded message is set to be m = (1, m2), and 3" = x (ml,mg,j)
Otherwise, 7 = (1,1) and " = 2(1,1,1).3

Analysis of Probability of Error: Due to the symmetry of the random code
construction, the error probability does not depend on which message was sent.
Assuming that M = (My, M3) and J were sent and chosen at the encoder. We
define the error events as follows.

& = {A"(My) ¢ TSV (A)}

€ = {(S7, 57, A"(M)) ¢ TGV (Se, Sa, A)}

& = {(Sy, A™(My), X" (M, My, j)) ¢ T (Se, A, X) for all j € 7™}

Eaa = {(Y", 51, A (My)) ¢ TIV(Y, 54, A)}

Ew={(Y", S}, A" (1)) € T (Y, S4, A) for some 7, € M§"),m1 # M}

Esa = {(Y", 54, A" (M1), X" (M1, Mz, J)) & TS(Y, Sa, A, X) }

Esp = { (Y™, S5, AM(My), X" (M, 72, ])) € TS (Y, Sa, A, X) for some
(172, ]) € Mg > T, (13, j) # (Ma, I)}.

The probability of error events can be bounded by

Pr(€) <Pr(&1) + Pr(E2NET) + Pr(E3NES) + Pr(€sa N ES) + Pr(Ex)+
Pr(&sq NES) + Pr(&s),

where £ denotes the complement of event &;.

1) Since A™(M;) is i.i.d. according to P4, by the LLN we have Pr(£;) — 0 as
n — o0.

2) Consider the event £ where we have A™(M;) € Te(gl)(A). Since (S%,SY) is
distributed according to [, Pse,Sd|A(Se,i75d,i|ai); by the conditional typicality
lemma, we have that Pr(c‘,’g N Ef) —0asn— 0.

3We note that although the simultaneous joint typicality decoding gives us different constraints
on the individual rate as compared to the sequential two-stage decoding considered in this proof,
it gives the same constraints on the total transmission rate in which we are interested.
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3) By the covering lemma where X™ is i.i.d. according to [];_; Px/a(zi|a;), we
have Pr(€5NES) — 0 as n — oo if 2log || > I(X; S|A) + de,, where J., — 0
as eo — 0.

4a) Consider the event £§ where we have the tuple (57, A" (M), X" (M1, M2, J))
e (Se, A, X). Since we have Sq— (A, Se)—X forms a Markov chain and S is dis-
tributed according to [T, Ps,)a,s. (sdﬂ-|ai, Se,i)); we have that by the conditional
typicality lemma, Pr((S7,S?, A™(My), X™(My, My, J)) € T™(S4, Se, 4, X)) — 1
as n — 0o. And since we have the Markov chain A — (X, Se, Sq) —Y and Y is dis-
tributed according to []_, Py x,s..5,(YilTi, Se,iy 5a,i), by using once again the con-
ditional typicality lemma, it follows that Pr((Y”, Sy, ST, A™(My), X™( My, Ma, J))
€ TE(")(Y7 A, S., Sy, X)) — 1 as n — oo. This also implies that Pr(£4, N ES) — 0 as
n — 0o.

4b) By the packing lemma, we have Pr(£y) — 0 as n — oo if %log |/\/l(1")| <
I1(A;Y,S4) — de, where e — 0 as € — 0.

5a) As in &,) we have Pr(&5, N ES) — 0 as n — .

5b) Averaging over all J = j, by the packing lemma where X" is i.i.d. according
to [Ti—; Pxa(wila;), we have Pr(&s,) — 0 asn — oo if < log |/\/lén)|+% log | 7™ <
I(X;Y,S4/A) — 6.

Finally, by combining the bounds on the code rates that make Pr(é‘) — 0 as
n — 0o,

1

- log |7™| > I(X;S.|A) + 6,
1 n
~log|M{"| < I(4:Y, 54) 6.

1 o1
~log|M5"| + ~log| T ™| < I(X;Y, S4l4) - 5.
we have

1 1 n n
~log |M™| = = log |M{"™|ME| < I(A, X;Y,Sa) = I(X; S| 4) — 4

1 n
~log | M| < T(X:Y, Sal4) — I(X;S.]4) - &,

where §,6” — 0as e — 0.

€ Ve

Since, for any § > 0, the achievable rate R satisfies %10g |M(")| > R —§, and
we know that < log |Mén)| > 0, then we get

R—6< 1 log | M™W| < I(A, X;Y,S;) — I(X; S.|A) — &/
n

1 n
and 0< ~log M| < I(X;Y, S4|A) — I(X; S.|A) — 6. (3.25)
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Since € can be made arbitrarily small for increasing n, and by a standard random
coding argument, we have that

R<I(A, XY, Sq) — I(X;Se|A)
and 0 < I(X;Y,S4A) — I(X;S.|A),

for some Pa(a)Ps, s,1a(5e, sdla)Px|a,s. (2]a, s¢)Py|x,s..5, (Y|, S, 84) is achievable.

Note that the latter condition is for the two-stage coding to be successful, i.e.,
we can split the message into two parts with positive rates. This concludes the
achievability proof.

3.B.2 Converse Proof of Theorem [3.3.1]

We will show that for any achievable rate R, it follows that R < I(A, X;Y, S4) —
I(X;8.|A) and 0 < I(X;Y,Sq|A) — I(X;8|A) for some Pa(a)Ps, s,1a(Se,sdla)
Px|a,s.(xla, se)Py|x,s.,5, (Y|, S, 84). From the problem formulation, we can write
the joint probability mass function,

Prpan smsn xn yn ar,xn (M, 0% 58 8, 27y, 37)

L (@)L = o0 (s () g0 sy B )L g (g amyy (70
o | M)

n

. H Ps, s.14(Se,is 84,il0i) Py x,5.,5, (Yil i, Se,i, 54,i), (3.26)

i=1
where M is chosen uniformly at random from the set M(™ = {1,2,...,|M™|}. For
the joint PMF in (3:26)), it can be shown that Sg; — (A;, Se.i, Xi) — (M, A"\, STt
Xn yi-t SZ[I) forms a Markov chain.

Let us assume that a specific sequence of (| M ™| n) codes exists such that the
average error probabilities P,(fi =) < 0, and ngfle) = 6! < d,, and log |M™)| =
n(R —4,) > n(R — 6,), with lim,,_,o 0, = 0. Then standard properties of the
entropy function give

n(R —6,) < log|M™| = H(M)
=H(M)—H(X",M[Y",S})+ HM|Y",S}) + H(X"|M,Y",S})
<HM)-H(X",M[Y",S;)+HM|Y",S})+ H(X"|[Y",S}).

Consider the last two terms in the above inequality. By Fano’s inequality, we get

(67,) + 8, - log(2" =) — 1) = ne™),
(67) + 0, - log(|X|™ — 1) = nel®),

H(MY™,53) < h
H(X"|[Y"™, 87 < h

where h(-) is the binary entropy function, and em 0, e 50 as 0n — 0.
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Let neslm) + negf) £ neén, where €, satisfies lim,,_,o €, = 0. Now we continue
the chain of inequalities and get

=H(M,S?)— H(S}|M)—- H(X", M|Y",S}) + ney,

W H(M, A", ST, XY — H(ST|M, A™) — H(X", M, A"[Y™, S™) + ne,

Y g (M, A", 57, X — H(SPA™) — H(X™, M, A"[Y", %) + ne,

— n n, n n n . n n
- ) ) ’ ’ - ) ’ ns .
I(X™, M, A" Y™, S7) — I(X™, M; S™|A™) + ne (3.27)

where (a) follows from the fact that X™ = f(") (M, S™) and A" = f,gn)(M), and (b)
holds since S is independent of M given A™. Continuing the chain of inequalities,
we get

n(R — 6, — €,)

n
S ZI(XnaMa An;}/i7‘s’d,i|yi_17szl_l) - I(XnaM;Se,”Sgi-{-laAn)
i=1

I
NE

[I(Xn, M, An, 2i+1; Yi, Sd,i|Yi_17 SZlil)
1

—1(5¢ 413 Yi, Saq| X™, M, A YT S
— (X", MY ST S ST, AT

— I(Yi_l, Szl_l; S@,ian7 M7 SZ,H-I) An)]

~.
Il

=N (A Z5 Y, Sa YT ST = I( A, Zi; Sl SEy A

< ZH(Yi, Saq) — H(Y:, Sa,ilZi, Ai) — H(Se,ilAi) + H(Se,iZs, Ai)
=Y I(Ai, Zi;Ys, Sai) — 1(Zi; Se.il As)

© ¥

= > I(A5Yi, Saq) + 1(Zi, Xi3 Vs, Sail Ai) = 1(Zi, Xi; Se.d Ai),

where (a) follows from the Csiszar’s sum identity (Lemma [Z3]), where we have
that the sum of the second and fourth mutual information terms cancel out, and
by defining Z; = (M, A"\i,SgiH,X”,Yi_l, Si71), (b) follows from the fact that
(Stiv1s A™\Y) — A; — S, ; forms a Markov chain, and (c) follows from the definition
of Zz
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Consider the sum of the last two terms,
Z I(Z;, X5 Y3, SailAi) — I(Zi, Xi; Se.i| Ai)
i=1
= Z[I(Xi; Yi, SailAi) — 1(Xi; Se,il As)]
i=1

— [I(Z; Y3, 84,51 X, Ai) — I(Zs; Se.i| X, Ai)]

o
(1

I(X3;Y5, Sa,i|Ai) — I(Xi; SeilAi) — 1(Zs; Se il Xi, Aiy Yi, Sai)
1

.
I

< I(X3;Yi, Sa,il Ai) — I(Xi; Se,il Ai),

-

=1

where (a) follows from the memoryless property of the channel where (Z;, A;) —
(Xi, Sei, Sa,i) —Y; forms a Markov chain and also the Markov chain Sy ; — (A4, Se, i,
X;) — Z; (derived from ([B206) and definition of Z;) which together imply Z; —
(Ai, Xi, Se i) — (Sa,i,Y:) (Contraction property in Lemma 271]). Finally, we get

n(R— 06, —€n) <Y I(A;Yi,Saq) + 1(Xi5 Y3, Sail Ai) — I(Xi; Se il Ai). (3.28)

i=1
Next, we prove the two stage coding condition. It can be considered as the
restriction imposed on the set of input distribution in a similar flavor as the de-
pendence balance bound in [HW89]. From the standard properties of the entropy
function, we observe that
0< H(M|A™)
=HM|A™) — HX", M|Y"™, Sy, A" Y+ HM|Y", S}, A™)
+ H(X"|M,Y", S}, A")
(a)
< H(M|A™) — H(X", M[Y™", 5}, A") + ne + nel?,

where (a) follows from Fano’s inequality. Let neglm) +ne£§”) £ ne,, where €, satisfies
lim,, ;o €, = 0. Now we continue the chain of inequalities and get
—nep, < H(M|A™) — H(X™, M|Y", S}, A™)
=H(M,S}A™) — H(S}M,A"™) — H(X", M|Y", S}, A™)

W H(M, ST, X A™) — H(SY|M, A™) — H(X", M|Y", S%, A™)

© H(M, 57, X"A™) — H(ST|A™) — H(X™, M|Y™, 87, A™)

(c) &

<Y I(Xi3 Y5, SalAs) — I(Xi; Seil Ai), (3.29)

i=1
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where (a) follows from the fact that X = f(™(M,S?), (b) holds since S? is
independent of M given A™, and (c) follows by repeating similar steps after (.27
with every term conditioned on A™.

Let @ be a random variable uniformly distributed over {1,...,n} and indepen-
dent of (M, A™, X™,57,87,Y"), we can rewrite (B.28) and (B:29) as

IS , ,
R< = I(Ai, X3 Yi, 80,0|Q = i) = I(Xi5 Se.il A, Q = 1) + 00 + en
i=1

=1(Aq, X@; Y, 54,0lQ) — 1(Xq; Se,qlAqg, Q) + dn + €n
and similarly
0 < I(Xq;Yq,S4,0l4q, Q) — I(Xq; Se,glAg, Q) + €n.

NOW since we have that PSe,Q,Sd,Q|AQ = PSS,SMA? PYQ|XQ7Se,Q7Sd,Q = PY\X,SS,SUZ;
A

and Ag — (Xq, Se,0,54,0) — Yo forms a Markov chain, we identify A £ Ag, Se =
Se.0, Sa £ Sa.0, X £ Xg, and Y £ Y, to finally obtain

R<I(AX;Y,S4|Q) — I(X;5:.|A, Q) + 6 + €n
and 0 < I(X§KSd|AaQ) - I(X§Se|AaQ) + €n,
for some joint distribution of the form PgPaqPs, s, 4Px|a,5.,0Py|x,s.,54-

To this end, under the joint distribution of the form above, we have that (Y, Sq)—
(X,A,S.) —Q and S. — A — Q form Markov chains, and

I(A7X7Ya Sd|Q) - I(X75€|A7Q) = I(AaXa Se;Ya Sd|Q) - I(Xa Ya Sd;Se|A7Q)
< H(Y,S4) — H(Y, SalA, X, Se, Q) — H(Se|A, Q) + H(Se| X, Y, Sa, A)
S H(Y,S4) ~ H(Y, 54| A, X, 5) — H(S.|A) + H(S.|X.Y. 51, )
= I(AaXa Se;Ya Sd) - I(X7Y)S€|A)
=1I(A, X;Y,Sq) — I(X;Sc|A),
and similarly

I(X,Ya Sd|AaQ) - I(Xa Se|AaQ) < I(XaYa Sd|A) - I(X, Se|A)ﬂ

where the equality (x) follows from the Markov chains (Y, Sy) — (X, 4, S.) — @ and
S. — A — @, and the joint distribution of (A, Se, Sq, X,Y") is of the form

Z Pq(q)Pajg(alq)Ps, s,14(5e, 8dla)Px|a,s.,0(x|a, se, )Py x,s.,5,(y|Z, 5¢, 54)
qeQ

= PA(Q)PSe,Sd\A(Sea 5d|a)PX\A,S€ (v|a, Se)PY\X,se,Sd(yL’E, Se,54).

The proof is concluded by taking the limit n — oo.
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3.C Proof of Proposition [3.3.7]

3.C.1 Achievability Proof of Proposition [3.3.1]

The proof follows from a standard random coding argument. We use the technique
of rate splitting, i.e., the message M of rate R is split into two messages M; and
Ms of rates R; and Ry. Two-stage coding is then considered, i.e., the first stage
for communicating the identity of the action sequence, and the second stage for
communicating the identity of ST based on the known action sequence.

For given channels with transition probabilities Ps, g, 4 and Py|x s, s, we can
assign the joint probability to any random vector (A, X, S.) by

Pa.s..84,x,v (@ Se, 84, T, y) = Pa(a)Ps, s,4(5e, 8d4|a) Px|a,s, (T]a, se)

PY‘Xv‘Se’Sd (y|x, Se; Sd)-

Codebook Generation: Fix Py and Px|a,s,. Let Mg") = {1,2,..., |/\/l§n)|}7
/\/lg”) ={1,2,..., |M;n)|} and 7 = {1,2,...,|J™|}. For all m; € Mﬁ’”, gener-
ate a"(myq) i.i.d. according to [}, Pa(a;). Then for each my, generate |Mén)||j(”)|

codewords {37 (m, m27j)}m2€Mén)7jej(") i.i.d. each according to the distribution

[T Ps,ja(3¢lai(my)). Finally, for each (a™,3) pair, generate 2" i.i.d. accord-
ing to [[;_; Px|s.,a(@i|3¢,i,ai(m1)). Then the codebooks are revealed to the action
encoder, the channel encoder, and the decoder. Let 0 < €g < €1 < €2 < € < 1.

Encoding: Given the message m = (mi,ma) € M) the action codeword
a™(m1) is chosen and the channel state information (s?, s7) is generated as an out-
put of the memoryless channel, PS;L7SQ‘A7L(SZ, sila™) = [17_1 Ps, sq1a(Seis Sd,ilai).
The encoder looks for the smallest value of j € 7™ such that 57 (mq,ma,j) = s
The channel input sequence is then chosen to be z™(mq,ma, 7). If no such j exists,
set j = 1.

Decoding: Upon receiving 3" and s}, the decoder in the first step looks for the
smallest m; € Mgn) such that (y”, sy, a"(ml)) € TE(")(Y, Sa, A). If successful, then
set My = my. Otherwise, set iy = 1. Then, based on the known a™(71), the
decoder looks for a pair (g, ;) with the smallest 7y € Mén) and 7 € J™ such

that (y", s, a™(my), 87 (1, g, J), 2" (1,2, 7)) € TSV (Y, Sa, A, Se, X). Tf there
exists such a pair, the decoded message is set to be m = (111, e2), and the decoded
state 87 = 57 (1hy, s, j). Otherwise, 7 = (1,1) and 87 = §7(1,1,1).4

Analysis of Probability of Error: Due to the symmetry of the random code
construction, the error probability does not depend on which message was sent.

Assuming that M = (My, M3) and J were sent and chosen at the encoder. We

4Similarly as in Appendix [3.B] both the sequential two-stage decoding considered in this proof
and the simultaneous joint typicality decoding give the same constraints on the total transmission
rate in which we are interested.



68 Coding With Action-dependent Side Information and Reconstruction Requirement

define the error events as follows.

={A"(My) ¢ TSV (A)}
52 ={(Sn, S5, A"(My)) ¢ T (S,, Sa, A)}
Esq = { ST # SM(My, My, j) for all j € 7}
Esp = { (ST, A" (M), X"(My, Ma, J)) & TV (Se, A, X)}
Eaa = { (Y™, S5, A™(M1)) ¢ T™(Y, Sq, A)}
Ew={ (Y™, S}, A" (1)) € T (Y, S4, A) for some 1M, € Mgn),ml # M}
Esa = { (Y™, 57, A™(M), S"(Ml,MQ,J) X™(My, My, J)) & TOV(Y, 54, A, Se, X) }
Esp = { (Y™, S, A™(My), 57 (M, 1z, ), X™ (M, iz, j)) € TI(Y, Sa, A, Se, X)

), S
7)€ MSY x TM (g, ) # (Ma, J)}.

for some (1mq
The probability of error events can be bounded by

Pr(&) < Pr(&1) + Pr(E3NEY) + Pr(E3a NES) + Pr(E3, N ES, NES) + Pr(E4a N ES)
+ Pr(Ew) + Pr(E5a NES) + Pr(Esp),

where £5 £ E;, U E3p, and E¢ denotes the complement of event &;.

1) Since A™(M;) is i.i.d. according to P4, by the LLN we have Pr(£;) — 0 as
n — oo.

2) Consider the event £ where we have A™(M;) € Te(gl)(A). Since (S%,SY) is
distributed according to H?Zl Pse,Sd|A(Se,i75d,i|ai); by the conditional typicality
lemma, we have that Pr(c‘,’g N Ef) —0asn— 0.

3a) Consider the event £ where we have (S, S7, A"(My)) € Te(ln)(Se, S, A). Tt
follows from the property of typical sequences (see Theorem [2.T.2) that Pgnia (s?]a™)
> 2-nlH(Se|A)+de1]  Gince both SP and 5’? are i.i.d. according to Pg, |4, we have
Pr(€3NES) — 0 as n — oo if 2log|T™| > H(Sc|A) + dc,, where 6., — 0 as
€1 — 0.

3b) Consider the event £5, where J is selected and S? = S”(M,, My, J). Since
X™ is iid. according to [\, Px|s..a(xilse,i;ai), by the conditional typicality
lemma, we have that Pr(&s, N ES, NES) — 0 as n — oco.

4a) Consider the event £5 where we have the tuple (S, A™(My), X™ (M, M2, J))
€ TE(,:L)(SS, A, X). Since we have Sg — (A, S.) — X forms a Markov chain and S}
is distributed according to []\; Ps 4 A,S. (sd7i|ai, Se,z'), by the conditional typicality
lemma, we have that Pr((S7, 5", A", X") € TE(")(Sd,Se,A,X)) — 1 as n — oo.
And since we have the Markov chain A — (X, S, Sg) —Y and Y” is distributed ac-
cording to [}, Py|x,s.,s, (¥i|%i, Se,i» S4,i), by using once again the conditional typi-
cality lemma, it follows that Pr((Y™, 87, S5, A" (M), X™(My, M, J)) € TIV(Y, A,
Se,S4,X)) — 1 as n — oo. This also implies that Pr(£4, NES) — 0 as n — oco.
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4b) By the packing lemma, we have Pr(€s) — 0 as n — oo if < log |M§n)| <
I(A;Y,Sq) — bc, where §c — 0 as e — 0.

5a) As in £44) we have Pr(&, NES) — 0 as n — oo.

5b) Averaging over all J = j, by the packing lemma where S’Q is i.i.d. according
to [Ti; Ps.ja(3c,ila;) and X™ is iid. according to [];_, Pys.,a(xil3ci, a;), we
have Pr(€s) — 0 as n — oo if %10g|/\/l(2")| + 2 log |7™] < I(Se, XY, Sa|A) — 6.

Finally, by combining the bounds on the code rates,

1

~log|7™| > H(Sc|4) + 0,
! "
~log|M}"| < I(4Y,S4) ~ 4.

1 1
~log | M3"| + ~log| 7] < I(Se, XY, 5al4) — 4.,

where € > 0 can be made arbitrarily small with increasing block length n, we
have shown that, for any § > 0, with n sufficiently large, Pr(£) < ¢ when R <
I(A;Y,Sq) + I(Se, X;Y,S4]A) — H(S|A) and I(S., X;Y, Sq|A) — H(S.|A) > 0 for
some Pa(a)Ps, s,14(5e, 5ala)Px|a,s, (z|a,se)Py|x s,,5,(y|T, se,54). Again, we note
that the latter condition is for the successful two-stage coding, i.e., we can split the
message into two parts with positive rates. This together with a random coding
argument concludes the achievability proof.

3.C.2 Converse Proof of Proposition B.3.1]

We show that, for any achievable rate R, it follows that R < I(4, X, S.;Y, Sq) —
H(S.|A) and 0 < I(Se, X;Y,S8q|A) — H(Sc|A) for some Pa(a)Ps, s, a(5e,sdla)
Px|a,s.(xla, se)Py|x,s.,5, (Y|, S, 84). From the problem formulation, we can write
the joint probability mass function,

no.n on o ,m o,mn A AN
PM,A",SQ,S;‘,X",Y",M,S’g(m’a ySesSa, T LY amase)

_ Nare g e @m0 om0} (T g 20 sy B2 =0 () (1)
- | M ™)

n

: H Ps, s.14(5¢,is 84,i0i) Py | x,5.,5, (Yil @i, Se,iy 5a,i),
i=1

where M is chosen uniformly at random from the set M™ = {1,2,...,|M™}.
Let us assume that a specific sequence of (M|, n) codes exists such that the
average error probabilities P&n)e =4, < 0p, Ps(ze = 6!, < 6, and log| M| =
n(R —9,) > n(R — 6,), with lim,,,, §, = 0. Then standard properties of the
entropy function give
n(R—6,) <log|M™| = H(M)

()
< H(M) — H(X", 50, M[Y™, S§) + H(M|Y™, 53) + H(SZ[Y™", 5¢)
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where (x) holds since X™ = f(")(M, S?) and f(™)() is a deterministic function. By
Fano’s inequality, we have that
H(M|Y™, S7) < h(8,) + 8, - log(2"F=%) — 1) = ne(™,
H(SZIY™,87) < h(0,) + 7, - log(|Se[" = 1) = el

where h(-) is the binary entropy function, and e£§”’ — 0, 65{96) — 0 as n — oo.

m S A . . . .
Let neﬁl ) + néf” = ne,, where €, satisfies lim,,_,., €, = 0. Now we continue

the chain of inequalities and get

n(R—16,) < HM)—- H(X", S, M|Y"™,S]) + ne,
:H(M,Sg)fH(S§|M)fH(X”,SQ,M|Y",S§)+nen

@ H(M, ST, XM = H(SMM, A™) — H(X™, 8", M|Y™, S?) + ne,

Y H(M, 5", X™) — H(S"|A™) — H(X", 8", M|Y™, 5%) + ne,

= I(X", 8", M;Y™ S") — H(S"A™) + ney, (3.30)
where (a) follows from the fact that X" = £ (M, S?) and A" = fén)(M), (b)
follows since S7' is independent of M given A™.
Continuing the chain of inequalities, we get
n(R — dp — €)

a)

<

—

NE

I(X™, 8™, M;Yi, S|V L, 8571 — H(S. i) 4i)
1

-
Il

(]

H(}/M Sd,i|Yi_17 Sjiil) - H(Y:L) Sd,ilyi_la 52717)("7 Sg) M; A?,) - H(Se,7,|A’L)
1

-
Il

(¢)
<

Mz

H(Y;, Sa,i) — H(Y;, Sa,:| X, Seiy Ai) — H(Se,i|As)
1

.
Il

I
NIE

I(A;, Sei, X33 Y5, Sa) — H(Se,i|As), (3.31)
1

<.
I

where (a) follows from the memoryless property of the channel Pg |4, (b) fol-
lows from the fact that A" = f{™ (M), and (c) follows from the Markov chain
(Yimt, sit X\ S M)—(X;, Se,i, A;)—(Yi, Sq,;) and that conditioning reduces
entropy.

Next we prove the “two-stage coding condition” From the standard properties
of the entropy function, we observe that

0 < H(M|A"™)

Y H(M|AY) ~ H(X", 52, M|Y", S5, A") + H(M[Y™, 5}, A")
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+ H(S;|M,Y", S, A")
< H(M|A™) — H(X™, 57, M[Y™, 53, A") + H(M[Y™, S3) + H(SZ[Y"™, 57),

where (x) follows from the fact that X™ = f(") (M, S7).
Again, applying Fano’s inequality to last two terms in the above inequality, we
get

—ne, < H(M|A™) — H(X", 8", M|Y™, 8%, A™)
= H(Ma S:|An) - H(S§|M7 An) - H(Xn,SQ,MD/n, SgaAn)

@ H(M, 8P, X"|A™) — H(S"|M, A™) — H(X", 8", M[Y™, S, A™)

Y H(M, 57, X" A" — H(S"|A™) — H(X™, 8", M|Y™, ST, A")

=I(X", Sl M; Y™, SHA™) — H(SD|A™)
(0) &
<Y I(Seis Xi3 Vi, Sail Ai) — H(Se. il As), (3.32)

i=1

where (a) follows from the fact that X" = f(™(M,S"), (b) holds since S? is
independent of M given A", and (c) follows by repeating similar steps after (3.30)
with every term conditioned on A™.

To this end, we can follow similar steps as in the end of the converse proof of
Theorem B3] for the single letterization.






Chapter 4

Multi-stage Coding for Channels With a
Rewrite Option and Reversible Input

with action-dependent side information under additional reconstruction require-

ment. The rate-distortion-cost region and the channel capacity for the respective
source and channel problems were characterized. One interesting observation is the
presence of the so called two-stage coding condition in the capacity expression of the
channel with action-dependent states and reversible input. It arises from the coding
structure of the system in which we require to reconstruct the signal generated in
the second stage. Inspired by the two-stage coding condition, this chapter explores
a similar impact of the input reconstruction requirement in the multi-stage setting.
In particular, we consider a problem of constrained multi-stage coding for channels
with a rewrite option. It is a natural extension of the problem in Section in the
previous chapter to the multi-stage case where an encoder in each stage observes
its own message as well as all previous-stage messages, inputs, and outputs, and
the decoder is required to reconstruct all the messages and channel input sequences
reliably. The complete characterization of the channel capacity region is given for
the two-stage case, while the inner and outer bounds to the capacity regions for
the cases of three or more stages are provided. For the two-stage case, a discussion
regarding the rate constraint of the message in the second stage is also given in
which we can draw a connection to the two-stage coding condition.

In Chapter Bl we have studied basic models for source and channel coding

4.1 Introduction

The problem of coding for channels with random states has received considerable
attention due to its broad set of applications, e.g., in a computer memory with
defective cells, digital watermarking, etc. In [GP80] Gel’fand and Pinsker solved the
problem of coding for channels with states where the states are known noncausally
at the encoder. Several extensions are then considered such as the cases with causal,
two-sided, and partial state information [KSMOT].

73
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As discussed in Sections [Z3] and 232 Weissman in [Weil(] considered an
extension in which the channel state is allowed to depend on a message-dependent
action sequence, while Sumszyk and Steinberg [SS09] studied an extension in the
context of information embedding where apart from decoding the embedded mes-
sage, the decoder has an additional constraint on reconstructing the channel in-
put signal (stegotext) reliably (reversible stegotext). For discussions regarding the
action-dependent state and additional input reconstruction, the readers are referred
to Section Bl in Chapter [Bl

In Section of Chapter Bl we considered the combined setting of Weissman
[Weil0] and Sumszyk and Steinberg [SS09] where the channel state is allowed to
depend on the action sequence and the decoder is interested in decoding both
message and channel input signal reliably. We provided a complete characterization
of the channel capacity in which we showed that the two-stage coding condition plays
a role in restricting the set of admissible input distributions. In fact, this condition
arises from the coding structure of the system in which we require to reconstruct the
signal generated in the second stage. We also showed by example that the condition
can be active when computing the capacity.

To gain more insight into the structure of the problem as well as the role of the
two-stage coding condition, in this chapter, we study an extension of the previously
considered problem where we add more encoding stages (K stages) and in each
stage a channel encoder observes its own message and all previous-stage messages.
The channel output of each transmission stage will play a role of channel state in the
next-stage transmission and it is assumed to be available noncausally to the next-
stage encoder as a channel state information. The encoder in each stage is assumed
to have memory, i.e., all previous channel inputs and outputs are known. At the
final stage, the decoder is interested in decoding all the messages and channel input
sequences. See Fig. [l for the case of K = 3. This setup can be seen as a problem
of multi-stage coding for channels with a “rewrite option” based on the noise-free
feedback, i.e., the writing output is given noncausally to the next-stage encoder
as a channel state information, and the encoder has an option to make another
pass where it may rewrite at whichever locations it chooses [Weil(]. Our setting
is motivated by scenarios with multiple writing on a memory cell with a rewrite
option where the decoder is interested in both decoding the embedded messages
and in tracking what have been written in the previous stages (reversible input).

We give a single-letter characterization of the capacity region for the case of
two-stage coding. Interestingly but perhaps not surprisingly, this helps to establish
a connection to the result in our previously studied problem on channel with action-
dependent state and reversible input in Chapter [3l That is, the two-stage coding
condition noted in Theorem [B.3T] can simply be seen as a degenerate rate constraint
derived from the underlying rate constraint in this multi-stage coding setup. For
K > 3, we provide inner and outer bounds to the capacity region. The inner bound
can be achieved by a straightforward extension of the coding scheme for the case
of K = 2. As for proving the tightness of the bounds, we find it challenging due
to the structure of our problem formulation which prevents us from having the
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Figure 4.1: Three-stage channel with rewrite option and reversible input. (© 2012
IEEE)

desired Markov chains to account for the dependency of the channel states on the
channel outputs. For some special cases, e.g., where the channels are deterministic,
the inner and outer bounds coincide, establishing the capacity region.

The rest of the chapter is organized as follows. In Section we formulate
the problem and present the capacity region for the two-stage case. The discussion
on how the result is related to another variation of the problem is then given.
Section 3] discusses the connection between the rate constraint in the second stage
transmission and the two-stage coding condition noted in the previous chapter.
Lastly, inner and outer bounds to the capacity region for K > 3 are given in
Section [£.4] where in some special cases, they are shown to coincide.

Notation: We use the shorthand notation X" or X; for a length-n sequence
X = (Xi1,---, Xin). The term X? denotes the vector of length-n sequences
(X;,...,Xg) when j < k, and the empty set otherwise, where X; = X =
(X515, Xjn). The term (XF); denotes the vector of the I elements of X*, i.e.,
(Xf)l = (X1, Xk;), and similarly (X]’?)”\l denotes (X;-l\l, .. ,X,?\l)7 where

X]T-l\l = (X1, X1, X1, -, Xjn)-

4.2 Capacity Region for Two-stage Case, K = 2

We first provide the problem formulation for the general K-stage setting. Then we
will focus on the case of K = 2 where we are able to derive the capacity result. The
discussion on how the result is related to other problems is also given.

4.2.1 Problem Formulation

Let n denote the block length and X;,);,i = 1,..., K be finite sets. The setting
consists of K encoders and one decoder. Message M; chosen uniformly from the set
Mgn) ={1,2,..., |M5n)|} is given to the encoders i,i+1,..., K, foralli =1,... K.
The encoder in each stage is assumed to observe as well all previous-stage inputs and
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outputs. A set of channels is described by a set of tuples {(X;, Vi—1, Py;|x,.v,_,, Yi)},
fori=1,...,K, where X;, };, and Py;x,y,_, are the input alphabet, the output
alphabet, and the transition probability from X; x );_1 to ); in stage 7, respectively.
The decoder, which might be considered as two separate decoders, i.e., message de-
coder and channel input decoder, decodes all the messages and channel inputs based
on the final-stage channel output Y. The channels in all stages i = 1,..., K are
assumed to be memoryless and used without feedback with transition probabilities,

n
Pyoixr yr (Y27, yi) = HPY%\XL',Yq,f1(yi,l|xi,layifl,l)-

1=1
Definition 4.1. An (|/\/l(1")|, ce |M(I?)|, n) code for the channels { Py, x, v, ,},i =
1,..., K consists of the following functions

e encoders
F M e M X X X X X VP X x Y X
i=1,... K,

o a message decoder gﬁ,f) VR — M§”> X /\/lén) X oo X M%), and

e a channel input decoder gg(gn) Vg = AP X AY <o x KR

Definition 4.2. A rate tuple (Ry,...,Rk) € Rf is said to be achievable if for any
0 > 0 there exists for all sufficiently large n an (|M§n)|, ce |M(I?)|,n)—code such
that %10g|/\/lz(-n)| >R;—0,fori=1,...,K, Py(yfi < ¢, and Péfle) < ¢, where P,(,fi
and Pé,”e) are the average error probabilities that (M7, Ma, ..., Mg) # g,(qf)(Yﬁ) and
(X, X5, ..., Xp) # g;&") (Y}2), respectively. The capacity region C¥€) is the set of
all achievable rate tuples.

We first consider the case of K = 2 for which we can derive the capacity region.
In this case, the message M; is given to both encoder 1 and 2, and M, is given only
to the encoder 2. The first-stage channel input sequence X7' is chosen based on the
message M7 and is the input to the first-stage channel which is described by a triple
(X1, Py, |x,,Y1). The output Y7* then becomes the channel state of the second-stage
channel which is described by a quadruple (X2, V1, Py,|x,,v;,)2), and is also given
to the encoder 2 noncausally. The decoder decodes the messages (M7, Ms) and the
inputs (X7, X7') based on the final-stage channel output Y.

4.2.2 Main Result

Theorem 4.2.1 (Capacity region). The capacity region C®) of the two-stage setup
is given by the set of all (R1, Rg) € Ri satisfying
Ri+ Ry < I(X1, Xo;Y2) — I(Xo; Y1[X1), (4.1)
Ry < I1(X2; Y| Xy) — I(X2; Y1[X1),
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for some joint distributions of the form

Px, (1) Py, | x, (1]21) Px, x,v: (22121, Y1) Py | x5, v2 (Y2]72, Y1)

Proof. The achievability proof is based on a standard random coding argument us-
ing Gel’fand-Pinsker coding, and is a modification of that in Section[3.3] Chapter
For example, we follow the proof of an achievable rate pair (R;, R2) in Appendix
BBl with random variables X1, Y7, Xo, and Y, replacing A, S., X, and Y, respec-
tively. Alternatively, one can refer to a special case of the achievability proof for
a general K-stage problem of which the sketch is given in Appendix Al For the
converse proof, we refer readers to the one given for the K-stage problem in Sec-
tion 4] in which we have to apply with some modifications at the end of the proof,
i.e., we use similar steps as in the case j = K for both j =1 and j = 2. O

4.2.3 Related Result

So far we have characterized the capacity region of the two-stage problem formu-
lated with the reversible input requirement. It is also natural to consider a new
and slightly different communication problem where the decoder is interested in
decoding the messages (M7, M2) and the “channel state” Y{" instead. Due to the
deterministic encoding functions, the channel input (X7*, X7') can be retrieved based
on the decoded messages and state information. We note that this communication
problem has a more demanding reconstruction constraint than the previous prob-
lem studied in Section 2Tl for K = 2 since it essentially requires that the decoder
can decode the message, the state, and the channel input signal, all reliably. We
show that if the objective is to decode only the message and the channel input,
then decoding the message and the state first, and then re-encoding the channel
input is suboptimal.

Proposition 4.2.1 (Reconstruct Y7*). Consider the new two-stage communication
problem in which the decoder is required to decode the messages (M7, Ms) and the

“channel state” Y* reliably. The capacity region C)(/21) of such a channel is given by
the set of all (R, Ra) € R3. satisfying

Ry + Ry < I(X1,Y1,X9;Y2) — H(Y1| X)), (4.3)
Ry < I(Y1,X2;Ys|Xq) — HY1|X1), (4.4)

for some joint distributions of the form

Px, (1) Py, | x, (1]21) Px, x, v, (22121, Y1) Py | x5, v2 (Y2] 72, Y1) (4.5)

Proof. Since decoding (M7, M3) and Y7" implies that (X', XJ) is also decoded from
the deterministic encoding functions, one can substitute (Y1, X2) in place of X5 in
Theorem[£.2.Tland obtain the new capacity region. More specifically, the achievable
scheme in this case is different from the previous case of decoding (M;, M) and
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(X7, X7) in that the state information codebook is introduced and it should “cover”
all possible generated Y7" losslessly. The proof of this proposition follows similarly
as that of Proposition .31l in Chapter [31 O

Remark 4.1. We know that the channel input sequence can be retrieved based on
the decoded message, the state information, and a known deterministic encoding
function. Therefore, it is natural to compare the capacity region C(? in Theorem
E2Tl with C}(,Q1 ) in Proposition B2l For a given channel Py, x5 Pyyx,.v,, We have

that C® 2 ¢

Proof. We can show that both terms on the right hand side of (@Il and [@2]) are
greater than or equal to those of (3)) and (£4) for all joint distributions factorized

as in (£3), i.e.,

I(X1,X2;Y2) = I(Xo: V1| X1) = I(X1, Y1, X0 Yo) — I(Xo, Ya; V1| X0)
ZI(Xl,Yl,XQ;YQ)fH(YﬂXl) and
I(X2; Yo X1) — I(Xo; Y11 X1) = I(Y1, Xo; Yo | Xq) — (X, Y23 1| X0)
> I(Y1, Xo; Yo | X1) — H(Y1|X1).
We conclude that C(® D C§,21). O

4.3 Connection to Two-stage Coding Condition

In this section, we relate the main result for the case of K = 2 to the previous
result on the capacity of channels with action-dependent state and reversible input
considered in Section 3.3] Chapter Bl It is obvious from the problem formulation
that if the rate of the message M> is zero, i.e., no new message to be transmitted
at the encoder 2, then the two-stage setting in this chapter simply reduces to the
problem of channel with action-dependent state and reversible input. In Theorem
B3], the channel capacity is given in the form with a constraint on the set of input
distributions I(Xs; Y3|X1) — I(X2; Y1|X1) > 0 which is called the two-stage coding
condition. This condition arises essentially from the two-stage coding structure of
the problem and the extra requirement that the decoder should be able to recon-
struct the signal generated in later stages. In addition to the rate constraint on
the message, the two-stage coding condition can be interpreted as a necessary and
sufficient condition for reliable transmission of the channel input signal over the
channel in second stage transmission.

By studying the multi-stage coding problem in this chapter, we can straight-
forwardly connect the two-stage coding condition to the result for K = 2 in this
chapter. That is, the two-stage coding condition can be seen as a degenerate rate
constraint derived from the underlying rate constraint of the message M, in the
multi-stage coding setting. In retrospect, it is therefore not surprising that this
condition is present in the capacity expression in Theorem B.3.1] and in fact it can
be active when computing the capacity as shown in an example in Section [3.3}
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4.4 Bounds to Capacity Region for the Case K > 3

We now consider an extension to the multi-stage setting in which we characterize
inner and outer bounds to the capacity region. The inner bound can be derived as
a straightforward extension of the two-stage setting, while we find it challenging
to generalize the converse proof for K > 3. Based on the problem formulation, the
main difficulty in deriving tight bounds lies in the structure of the coding which
prevents us from having the desired Markov chains to account for the dependency
between the channel outputs and the channel states.

4.4.1 Main Results

Theorem 4.4.1 (Inner bound to the capacity region). A rate tuple (Ry,...,Rk) €
Rf is achievable if

K K
D ORi <> I(Xy Y| X{Th) = I(Xa VX, (4.6)
i=j i=j

forall j=1,..., K, and some joint distributions of the form

K

H (Pxy (X1, Xi o vasyios @ilze, o @isn, 1, 1) Py xy vy (Wil @, wie1)) -
=1

(4.7)
Proof. The sketch of the proof is given in Appendix [£.Al O

Theorem 4.4.2 (Outer bound to the capacity region). For any achievable rate
tuple (R1,...,Rk), K >3, it follows that

K K
Y R < I(XS Vi s V| XL YT = Y I(Xs Vi XY 3),  (48)
=]

i=j
forallj=1,...,. K —1, and

R < I(Xg; Yiel X{7H YR T%) = I(Xs Y| XL YET2), (4.9)
for some joint distributions of the same form as in (@1).

Proof. The proof is given in Appendix Bl It essentially involve basic properties of
entropy function, Fano’s inequality, and inspired applications of the Csiszar’s sum
identity (Lemma [Z3]). O

Remark 4.2 (Conditionally independent channel). In general we do not know
how good the inner and outer bounds are for the case of K > 3. However, for a
degenerate case where in each stage the channel output is conditionally independent
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of the state given the input, the bounds will coincide and provide the result of the
point-to-point case as expected from inspection, i.e., the optimal input distribution
turns out to be the one which is independent of all previous states and inputs.

Remark 4.3 (Deterministic channel'). For the deterministic channel case where
Y: = f(X;,Yi—1),s = 1,..., K, the inner and outer bounds coincide and give the
capacity region as shown in Corollary [£. 4.1l In this case, the problem of decoding
both messages and channel inputs reduces to that of decoding messages only because
we can recover all channel inputs from the messages, the deterministic encoders, and
the channel functions. For the two-stage case, this corresponds to a class of multiple
access channel (MAC) with common message and cribbing encoder [WvdMS5).

Corollary 4.4.1 (Capacity region for the deterministic channel). The capacity
region of the deterministic multi-stage channel with rewrite option and reversible
input is given by a set of all rate tuples (Ry,...,Rk) € Rf satisfying

K
SR, < H(YielX] ), (4.10)
i=j
forall 3 =1,..., K, and some joint distributions of the form
K
PX17~~~,XK (xl, e ,I‘K) H 1{}/i:f(1igyi—1)}(yi)'
i=1

Proof. The achievability proof follows directly from the result in Theorem 4T with
specialization to the deterministic channel, and is given below. For the deterministic
channel case where Y; = f(X;,Yi—1),e =1,..., K, we have

K
DTG Vil X3 = TG VX = IS e X
i=j
K
=Y IE VXY H X,
i=j
where (a) follows from the fact that Y1 = f(X1),and Y; = f(X;,Yi-1),i=2,..., K.
The converse proof is given as follows. For any achievable tuple (R1,..., Rk),

we have that for all j =1,..., K,

K
n Z R; — nely)
i=j

(a) . . . . . .
< HMS ML XL Y 7?) - HOME Y e, M X7 Y2

1 Acknowledgment: The author wishes to thank Lele Wang @QUCSD for helpful suggestions
on the deterministic channel case.
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= I(MSY M X7 Y]7?)
:H(YK|Mf 17XJ1 I,le 2)_ (YK|Mf(aX{_1aY{_2)
D H(Y ML XY

= Z H(YK71|YII(71a MfilaX]l;laY]l;%
=1

Zn: H(Yieal(X{7H0),

where (a) follows from the independency M jK 1L W;, where we define the variable
W; 2 (M7, X371 YI7?), and from Fano’s inequality, i.e., H(M|Y i, W;) <

n~s£I ), limy, oo e%) =0, and (b) follows from the deterministic encoding and deter-

ministic channel functions. o

4.5 Conclusion

In this chapter, we studied an extension of the problem of coding with action-
dependent state and reversible input to the multi-stage case. For the two-stage case,
the input X7 plays a role of action sequence A™, and the output Y;* corresponds
to the action-dependent state. The capacity region for the two-stage case is found,
and inner and outer bounds to the capacity region are given in the case of three
stages or more. We were not able to establish bounds that match in general for the
case K > 3 due to the structure of our problem which prevents us from having
the desired Markov chains to account for the dependency of the channel states
on the channel outputs. This can be seen from the proof of and corresponding
mutual information terms in Theorem For example, when compared with
Theorem [41] there are additional variables in (8] such as Yx_1 in the first
term, and Yf—72 in the conditioning of the second term. These variables appear
due to the dependency between the channel state and the channel output. For the
two-stage problem, it turned out that the capacity result helps us to establish a
connection to the previous result on the two-stage coding condition. It shows that
the two-stage coding condition is simply the degenerate rate constraint derived
from the underlying rate constraint on the message in the second stage. The inner
and outer bounds derived in this chapter also suggest the presence of similar two-
stage coding conditions in the multi-stage setting, i.e., the rate constraint on the
message in later stages implicitly includes the condition for reliable transmission of
the channel input sequences over the channels in later stages.
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Appendix for Chapter [4
4.A Sketch of the Proof of Theorem [4.4.1]

Fix H1K=1 Px,1x,,...x;_1.vi,....Yi_,- The codebook generation consists of randomly
generating 2" codewords X7'(m;) each ii.d. according to [[;_, Px, (z1,:(m1)),
and for each X7'(m1), generating 2"(%2+72) codewords X3 (m1, mg, m}) each i.i.d.
according to [T, ; Px,|x, (z2,1]z1,1(m1)). Next, for each pair of (X7, X3), generate
27(Fs+h3) codewords X5 (my, mo, mb, ms, my) each i.i.d. according to the distribu-
tion [T,2; Pxy|xy,x, (€3,1]21,1, ©2,1). We continue this process until we have generated

2n(Rx+Ri) codewords X (my,ma,mb,...,mg,my) for all (X7',..., X% ).
Given the messages (myq,...,m;) and the previous inputs and outputs (X7, ...,
Xy, (Y, ..., Y ), i=1,..., K, the encoder in stage i looks for and transmits

the codeword X that is jointly typical with (X7',..., X", Y/, ..., Y™ ,). From
the covering lemma (Lemma [Z0]), we ensure the vanishing probability of encoding
error as n — oo if R, > I(X;;Y1,...,Yio1]Xq,..., X)) foralli =2,.. . K.

Given the final-stage output Y2, the decoder looks for the unique (X7, ..., X%)
that is jointly typical with it. From the packing lemma (Lemma [Z7]), we ensure the
vanishing probability of decoding error asn — oo if R1+ R+ Rhy+...+Rx+ R <
I(X1,..., X3 Vk), and Y0 Ry + R) < I(Xj,..., Xg1 Yie|Xa,..., X;_1) for all
i=2,... K.

By these results together with a random coding argument, we conclude that a
rate tuple (Rq,..., Rk) is achievable if for all j = 1,..., K, it satisfies Zfij R; <

S I Yie| XY — I(X3 Yy X,

4.B Proof of Theorem

For any achievable rate tuple (Ry, ..., Rk), we have that forall j =1,... K,

K
n Z R; — neglj)
i=j

(a)
< H(MS|W;) — H(MS, XF[Y i, W)
= H(M*, Y} Wy) — HY S5 M W5) — H(MS, XY i, Wy)
() _ _

= HMS YRS XEW,) — HY S M wy) — HMS

j—1> 7o

Xf(|YK,Wj)

() K

< ZH(M@YFLXHWi) —H(Y;1|W;) — H(M;, X;|Y x, W)
i=j
K

=Y (M, XY i [Wi) — I(M;, XY i1 |W5),

=]
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where (a) follows from the independency MjKJ_W]- with W; £ (Mffl,Xjfl,Y]l;Q),
and from Fano’s inequality, i.e., H(MJK,X]K|YK,W]-) < neslj), lim,, 00 ¥ = 0,
(b) follows from the deterministic encoding function X; = fi(") (M, XLy,
i=17,...,K, (c) holds since X; = fi(rf)(Mf,Xifl,_Yifl), and Y, 1 — W; — MK
forms a Markov chain with W; = (M{™', X*"* Y??), and conditioning reduces
entropy. Note that the term W; is introduced for the sake of readability and it

essentially captures the previous variables known before the encoding stage 1.
Continuing the chain of inequalities, we get

K
n Z R; — neﬁlj)
=j

n K
SN (M, X33 Yiea Wi, i) = T(M, X5 Vi a|Wi, Yy )
=1 i=j
n K
@ — _
= ZI(MiaXia 1@21,l+13YK,l|Wiv Yfl(,11) - I(M;, X, Yllml? Yi—l,l|Wia Yi711,l+1)a
=1 i=j

where (d) follows from Csiszér’s sum identity (Lemma [Z0)), i.e., for i = j,..., K,
S LYy s YiealWa, Mi, X, Yie ) — I(Yie s Yioaa| Wi, My, X, Y2y 1) = 0.

Next, we replace W; by (M{', X' Y%"?) again and continue the chain of
inequalities.

K
n Z R, — neglj)
i=j

(e) n . . . _
< Z(I(M]‘Kaxfayf:f,Y£—1,l+1§YK,l|Mf 17X]1 17YJ1 QaYIZ(,ll)
=1
7ZI(MiaXiaY[l(T11§}/ifl,l|M;71aX11717Y11727}/;Til,l+1))
i=j
() & _ -
S5 (12, (X, (V) Yieal (X, (Y7 2)0)
=1
K . .
— > 1 Zs, X Vi (X7 (720),
i=j

where (e) holds using a telescoping series to bound the sum from i = j to i = K of
the first mutual information term, (f) follows since conditioning reduces entropy,
and from the Markov chain Y;_q ;— ((X171);, (Yi72)) = (MI71 (X I7hym\ (yi=2yn\L
Y/, 141) and by defining Z; £ (M}, (X{)™\, (Y7 )"\ Y, 0 Y ), i =2, K.
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For j =1,..., K — 1, we continue the chain of inequalities.

HZR — nely) < Z j Vs Yieo10; Yeea| (XTI 0, (Y7 72))

_ZI s Yool (X3 e, (720),

where (f) holds since conditioning reduces entropy and we have the Markov chain
YK,l — ((XlK)hYK—l,l) — ((YiK_Q)l, ZK). As fOI‘j = K, we have

nRy —nelS) < Z I(Zie, Xica; Y (XL, (G 72)0)
=1
— I(Zre, Xre; Y-/ (X710, (55 72))
n
= I1(Zre, Xica; Vica (XL (5 72)0, Yie 1)
=1

— I(Zx, X5 Yie— 1) (X 1), (Y 72)1, Yiey)

(0 &
<Y Xk Vel (X0 (055 72), Yie 1)
=1

— I(Xpe0; Yie— 1) (XEY), (VE72), Yiey)
n
:ZI X Yica|(XT D0, (%))
=1

— I( Xk Yie— 1| (XEY, (vE2)),

where () follows from the Markov chain Y ; — (X)), (YX™1);)) — Zk. Note that
when K = 2, the above steps for 7 = 1 will not result in the desired expression. To
fix this, we can use similar steps as in the case j = K for both 7 = 1, 2 instead.

To this end, we introduce a random variable @) distributed uniformly over
{1,...,n} and independent of all others. We have Py, ,|x,0.vi.1.0 = Pvi|x, v
for all @, and ¢ = 1,..., K, and we can identify X; g £ X, and Yio £ Y;. Since
Y — (Xi,Yio1) — (X171 V{72, Q) forms a Markov chain for alli = 1,..., K,

K
> Ri— €y < I(XS Yie 13 Y| XY 7?)
=7

K
= I(XiYia| XL YY), forall j=1,...,K 1, and
i=j

Ry — ) < I(Xp; Ve | XE1 VE2) — I(Xg; Yie | XEL v E2).

The proof is concluded by letting n — oo.



Chapter 5

Secure Source Coding With
Action-dependent Side Information

o far we have studied problems of source and channel coding with action-

dependent side information (SI) and additional reconstruction requirements

in both basic and multi-stage settings. As discussed in Chapter 2] information
privacy is another important requirement that is of significant interest in today’s
and future’s networks. In this chapter, we study the information security/privacy
constraint in source coding problems. In particular, we consider problems of secure
lossy source coding with side information in the presence of a passive eavesdropper
who has access to the source description. The encoder wishes to compress the source
sequence in order to satisfy a distortion criterion at the decoder, while revealing
only limited knowledge about the source to the eavesdropper. The side informa-
tion available to the encoder, the legitimate decoder, or the eavesdropper can be
influenced by a cost-constrained action sequence.

Three different settings are studied. In the first two settings, we are interested
in the influence of the action sequence on the rate-distortion-leakage tradeoff where
the action is taken either by the decoder or by the encoder to influence side informa-
tion at the decoder and eavesdropper. Next, we consider a setting where common
action-dependent side information is available securely to both encoder and de-
coder, and thus can be used for secret key generation. We characterize the optimal
rate-distortion-cost-leakage region or corresponding inner and outer bounds for a
discrete memoryless source for above settings. The results are useful in character-
izing fundamental limits for example in secure sensor networking.

5.1 Introduction

As discussed in Section 2.3.3] Chapter 2 the problem of physical layer security
currently arises as one of the major and interesting problems in designing the cor-
responding communication protocols. We not only require the communication to
be reliable, but also we need to guarantee a certain level of security or privacy of
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our information.

In this chapter, we study a secure source coding problem which is essentially
the source coding problem with additional secrecy constraint. An encoder wishes
to compress the source sequence X" into the source description W and transmit it
over a noiseless rate-limited link to a decoder. An eavesdropper is assumed to have
access to the source description and correlated side information Z™, and therefore
can learn about the source sequence. The information leakage at the eavesdropper
is defined as a normalized mutual information %I (X™ W, Z™). The objective of
the system design is to reveal as little knowledge about the source as possible
to the eavesdropper, and at the same time to satisfy the distortion constraint at
the intended decoder. These are clearly conflicting objectives which lead to an
interesting tradeoff between rate, distortion, and leakage levels.

More specifically, in this chapter, we apply the notion of action-dependent side
information studied in Chapter [}l to the secure source coding problem, and char-
acterize the fundamental tradeoff between the minimum rate needed to describe
the source, the resulting distortion at the legitimate decoder, the cost associated
with the taken actions, and the leakage rate at the eavesdropper, in the form of the
rate-distortion-cost-leakage region. In secure lossy source coding, secrecy is charac-
terized by amount of information leaked through the source description and the
eavesdropper’s side information. By modelling the system with action-dependent
side information, we essentially allow another degree of freedom to control the side
information available at each node in the network, which in turn affects the amount
of information needed to describe the source, leading to a more flexible and efficient
approach to handle the secrecy constrained system. Relevant applications of this
work include for example secure transmission for sensor networking, where a sen-
sor node may take actions with some costs to enhance the side information at the
intended receiver (or worsen that at the eavesdropper), with the goal of achieving
higher security and reconstruction quality.

5.1.1 Related Work

Physical layer security was introduced based on the fact that the signals available
at the legitimate receiver and the eavesdropper usually possess different charac-
teristics. It has gained significant attention due to its advantages in some appli-
cations, for example, those where complex cryptographic protocols cannot be im-
plemented. Information theoretic study of physical layer security was pioneered
by Wyner in [Wyn75|, which introduces and solves the problem of coding for the
Wiretap channel. Wyner has shown that perfect secure communication is possible
when the channel from the sender to the legitimate receiver is “stronger” than
the channel to the eavesdropper. Later generalizations include the case of a broad-
cast channel with confidential messages by Csiszar and Koérner [CKT8]. Several
extensions to other multiuser channels including secure coding for multiple access
channels, channels with states, etc. are considered in [LPSS0§|. An idea of phys-
ical layer security from the source coding perspective has also been studied, i.e.,
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source coding with side information subject to an additional secrecy constraint.
As before, security/privacy of the source relies mainly on the different character-
istics of signals (side information) which are available at the legitimate receiver
and the eavesdropper. Secure lossless distributed source coding was studied by
Prabhakaran and Ramchandran [PROT7], Giindiiz et al. [GEP0S], and Tandon et
al. [TUR13|, and an extension to the lossy case was considered by Villard and Pi-
antanida [VP13] and Ekrem and Ulukus [EULI]. The closely related work which
characterized the tradeoff between amplifying information about one source and
masking another was recently studied in [Coul2]. Another line of work considers
explicit secret key sharing in the system model that is based on the Shannon cipher
system [Sha49,[Yam97,[Mau93L[AC93|Mer08,[Cufl0,BB11]. We note that we do not
assume any explicit secret key sharing in this chapter. Nevertheless, in some scenar-
ios, we may be able to exploit some common randomness for secrecy by implicitly
generating a secret key using the common side information (Section [B.4)).

5.1.2 Overview of Problem Settings and Organization

In this chapter, we study several relevant aspects of action-dependent side informa-
tion and fundamental tradeoffs in the following three settings.

o Section[B.2 considers secure source coding problem with action-dependent side
information where action is taken at the decoder, as shown in Fig. Bl The
action sequence is taken at the decoder based on the source description, and
it influences side information at the decoder and eavesdropper through the
side information channel Py 7 x 4. We provide a complete characterization
of the rate-distortion-cost-leakage region for the discrete memoryless source.
Extension to include a private link between the encoder and decoder is also
studied. A binary example of taking actions to enhance or to suppress the side
information at the legitimate decoder is considered at the end of the section.

e Section considers a variant of the problem in Section .2 where action
is taken at the encoder, as shown in Fig. 5.1 The action is taken at the
encoder based on the source sequence X", i.e., A" ~ Pyn xn to influence
side information at the decoder and eavesdropper. We give inner and outer
bounds for the rate-distortion-cost-leakage region. In the special case under
lossless reconstruction and Z = (), the complete rate-distortion-cost-leakage
region is given. A lossless example illustrating the leakage-cost tradeoff for
different rates is provided.

e Section[B4lconsiders the problem of secure source coding with common action-
dependent side information, as depicted Fig. The action sequence is as-
sumed to be taken at the decoder based on the source description to influence
the generation of common side information at the encoder and decoder. Side
information at the eavesdropper is assumed to be a degraded version of the
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", E[d(X",X")] <D

X" W
» Encoder » Decoder—»
Action T Y
A" (W) ; Py, 71x,4
FAAY] < 0 %2
> Eaves. | LI(X™;W,2") < A

Figure 5.1: Secure source coding with action-dependent side information where
action is taken at the decoder.

common side information. We are interested in how the common side infor-
mation can support the transmission, and additionally enable the secret key
generation. We give inner and outer bounds to the rate-distortion-cost-leakage
region and show that they coincide under a special case of logarithmic loss
distortion. This setting is inspired by the problem of source coding with two-
sided action-dependent side information studied in Chapter Bl The secret key
generation concept is also studied in [CK13a] and [KCO™13b] which will be
presented in Chapter

5.2 Secure Source Coding With Action-dependent SI:
Action Taken at Decoder

In this section, we consider the problem setting where an action sequence is taken at
the decoder based on the source description. It then influences the side information
at the decoder and eavesdropper through the side information channel Py, 7z x 4.
We characterize the complete rate-distortion-cost-leakage region for the discrete
memoryless source.

5.2.1 Problem Formulation

Consider the problem in Fig.[5l Let n denote the sequence length and X', A, Y, and
Z be finite source, action, and side information alphabets. Let X™ be the source
sequence which is i.i.d. according to Px. The action sequence A™ is generated
based on the source description which is an output of the encoder mapping. Side
information (Y™, Z™) available to the decoder and the eavesdropper are the outputs
of the discrete memoryless channel Py, zx 4-

Definition 5.1. A (|W{)|, n)-code for secure source coding with action-dependent
side information where action is taken at decoder consists of
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« a stochastic encoder F(™ which takes X™ as input and generates W € W)
according to a conditional PMF p(w|x™),

e a deterministic action encoder fé") W) 5 A" and
o a deterministic decoder ¢(™ : W) x Y7 — )E'n,
where W is a finite set.

The information leakage at the eavesdropper who has access to W and Z" is
measured by the normalized mutual information %I (X™W,Z™).

Let d : X x X — [0,00) and A : A — [0,00) be the single-letter distortion
and cost measures. The distortion between the source and its reconstruction at the
decoder, and the cost of action are defined as

where d™ (-) and A (-) are distortion and cost functions, respectively.

Definition 5.2. A rate-distortion-cost-leakage tuple (R, D,C,A) is said to be
achievable if for any § > 0 and all sufficiently large n there exists a (JW™)|, n)
code such that

% log |W(")‘ < R+,
E [d(") (X", g™ W, Y"))] <D+,
E[A™@m)] <c+,
and %I(X";W, Z") < A+
The rate-distortion-cost-leakage region R is the set of all achievable tuples.

5.2.2 Main Result

Theorem 5.2.1. The rate-distortion-cost-leakage region R is the set of all tuples
(R,D,C,A) € R% that satisfy

R>I(X;A)+I(X; VY, A), (5.1a)
D> E[d(X,3(V,Y))], (5.1b)
C > E[A(A)], (5.1¢)
A>I(X; VY, A) - [[(X;Y|U,A) - I(X; Z|U, A)], (5.1d)
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for some joint distributions of the form

Px (2) Py x (a|l7) Py x,a(v]x, a) Py (ulv) Py, zx, 4(y, 2|7, a)
with [U| < |X[|A| +2, V| < [U|(|X||A| + 1), and a function §:V x Y — X.
Proof. The proof of Theorem [5.2.1] is provided in Appendix [5.Al O

Remark 5.1 (Layered coding). In the achievable scheme for Theorem [(.2.1] after
communicating the action sequence, layered coding (superposition type coding) is
used, i.e., we utilize both codewords U™ and V™ to carry the description of X™.
This layering is required to adapt to the eavesdropper in this general setting.

Remark 5.2 (Interpretation of leakage rate constraint). The right-hand side of the
leakage rate constraint (5.1d)) consists of contributions from the remaining uncer-
tainty at the decoder H(X|V,Y, A) which could be exploited to reduce the leakage
from the maximum level H(X), and the extra gain due to different side information
available at the decoder and the eavesdropper I(X;Y|U, A) — I(X; Z|U, A) which
can be tuned by the choice of codeword U and action A.

Remark 5.3 (Stochastic action encoder). In this section, we restrict the action
encoder to be a deterministic mapping in the problem setting. This might not be the
best choice in the secure compression scenario since the eavesdropper who observes
the source description W knows exactly which action sequence is chosen. It would
be interesting to see if the rate-distortion-cost-leakage region can be improved if
we allow the use of a stochastic action encoder. As a simple illustrating example
showing that a stochastic action encoder can enlarge the rate-distortion-cost-leakage
region, we assume that the action sequence is generated at the decoder (co-located)
and thus known at the decoder. Also, the side information at the decoder and the
eavesdropper are assumed to be equal, i.e., Y = Z = X @ A. Since the decoder
can recover the source from its side information and its knowledge of the action,
the encoder does not need to send anything over the rate-limited link. As for the
leakage rate, in the deterministic action encoder case, the eavesdropper knows the
action sequence and can therefore recover the exact source sequence. This results
in the maximum leakage rate H(X). On the other hand, when the action encoder
is stochastic, i.e., a stochastic mapping from the source description W to A", we
may set A™ to be i.i.d. where A ~ Bernoulli(1/2) independent of X. This makes Z
independent of X, and therefore zero leakage rate is achieved.

5.2.3 Extension

In this section, we consider an extension in which the communication from an
encoder to a decoder consists of public and private rate-limited links, as shown in
Fig. In the scenario that information can be leaked to the eavesdropper, we
are interested in how the encoder sends the source description over private and
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xn We . X" Eld(X",X")] <D
»| Encoder W »! Decoder—>
Action f Yy
A" (W) ; Py z1x,4
A" < C 17
> Eaves. | 2I(X™W,Z") < A

Figure 5.2: Secure source coding with action-dependent side information and private
transmission.

public links where it is possible to influence the side information at the decoder
and the eavesdropper via an action sequence over the public link. We characterize
the rate-distortion-cost-leakage region which provides the optimal balance of using
the public link, i.e., tradeoff between the gain obtained by influencing the side
information via action and the amount of leaked information over the public link.
The result gives insight on how much the rate on the private link is necessary if
certain performance (distortion) and privacy are needed.

The problem formulation of the extension follows similarly as in Section [5.2.1]
except that we also have a stochastic private encoder F,gn) which takes X™ as input
and generates W, € WZ(,") according to a conditional PMF p(w,|z™), and the de-
coder becomes ¢g(™ : W) x WI(,n) x Y — X" Let Rpri be the rate-distortion-cost-
leakage region for this extended setting. We provide a complete characterization of
Rpri below.

Corollary 5.2.1 (Private and public links). The rate-distortion-cost-leakage region
Ropri is the set of all tuples (R, Ry, D,C,A) € RS that satisfy

R>I(X;A)+ I(X; VY, A), (5.2a)
R, > I(X; WU, V.Y, A), (5.2b)
D > E[d(X,5(V,W,Y))], (5.2¢)
C > E[A(4)], (5.2d)
A>I(X; VY, A) - [I[(X;Y|U,A) — I(X; Z|U, A), (5.2¢)

for some joint distributions of the form
Px () Py x (a|l7) Pyw x,a(v, w|z,a) Py (ulv) Py zx, 4(y, 2|z, a)

with [U| < |X[[A] + 3, [V] < [U|(|X]A]+2), W] < UVI(X|JA]l + 1), and a
function g: V xWxY — X.

Proof. The corollary follows from Theorem [B.2.1] with an inclusion of the rate con-
straint on the private link. The private link rate constraint can be proved using
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X ~ Bernoulli(1/2)

Y X Z
a 1—p

0 < 0 » 0

1 = 1 > 1
a 1—p

Figure 5.3: Action-dependent side information distribution.

the Wyner-Ziv type proof where U™, V™ A™ and Y" are considered as side infor-
mation at the decoder. That is, for achievability, superposition codeword W™ is
used for communicating the private source description after A™ U™, and V™ are
communicated to the decoder. The converse proof follows similarly as that of The-
orem [5.2.1] with auxiliary random variables defined as U; £ (W, A™\?, Y, Z=h),
Vi & (W, X771 ANy ™\ Zi-1) and W; & W, for i = 1,...,n satisfying the
Markov chains Uz - V:L - (WiaXi; Az) and (Y;, Zz) - (Xz; Az) - (Ul, ‘/i; Wz) O

Remark 5.4 (Separate coding over public and private links). Separate encoding
using codewords A™, U™, and V™ to communicate over the public link, followed by
using codeword W™ over the private link turns out to be optimal in this case. The
scheme results in individual rate constraints on 12 and R, in the rate-distortion-cost-
leakage region. The joint encoding over public and private links, e.g., the successive
refinement type coding [EK11l, Chapter 13], is not necessary since the eavesdropper
is a passive terminal which does not decode any sequences.

5.2.4 Example: Taking Action to Enhance or to Suppress the
Side Information at the Decoder

To illustrate the tradeoff in Theorem [5.2.1] we discuss a simple binary example.
We are especially interested in characterizing the tradeoff between leakage rate and
distortion when the action is taken at different costs. We assume that the actions
are taken to enhance or to switch off the side information at the legitimate decoder.
That is, taking action A = 1 corresponds to enhancing the side information and the
enhanced side information is actually equal to the source, i.e., Y = X, while taking
A = 0 corresponds to suppressing it, i.e., Y = (). We assume a unit cost function
and the Hamming distortion measure, ie., A(a) = a, and d(z,2) = 1 if x # &
and zero otherwise. The binary source X is assumed to be distributed according to
Bernoulli(1/2), and the side information Z is simply given as an output of a binary
symmetric channel with input X and crossover probability p (BSC(p)), as shown
in Fig.

It can be shown that the rate-distortion-leakage region for some fixed costs which
is a specialization of Theorem (211 is given by the set of all tuples (R, D,C,A)
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Figure 5.4: Achieving input distribution conditioned on action.

such that there exist ag, a1, 8 € [0,1/2] satisfying

R> (1-h(ao)) - (1-C),
D Z Qg - (1 - C),
Az1-[(1=C)- (h(ag) = h(pxao * B) + h(p))
+ C - (h(ay * B) — h(p* o1 * B) + h(p))], (5.3)

where h(-) is the binary entropy function and a x b = a(1 — b) + (1 — a)b.

The region above is achieved by the following input distribution. We set A
independent of X where Pr(A = 1) = C. Conditioned on A = a for a € {0,1}, we
model U and V as in Fig. 54 i.e., letting U be an output of a BSC() with input
V, and letting V' be an output of a BSC(a,) with input X. Finally, we define a
function §g(V,Y) =V if A=0, and §(V,Y) =Y = X otherwise. The converse can
be shown using similar techniques as in [WZ76] and [VP13]. For completeness, we
give the proof in Appendix [5.Dl

It is interesting to see the tradeoff between the distortion at the decoder and the
leakage rate at the eavesdropper when the actions are taken with different costs.
Fig. shows such a tradeoff where R is set to be sufficiently high such that the
rate constraint is not active. It shows that for a given cost (less than 1) the minimum
leakage rate at the eavesdropper can be reduced with a small increase in distortion,
especially in the low distortion region. There also exists a distortion level D* such
that for any D > D* the minimum leakage rate cannot be improved further. This
occurs when the distortion constraint is satisfied even without any information sent
over the public link. The remaining leakage is due to the side information available
at the eavesdropper. In addition, for a fixed leakage rate, the minimum distortion
can be improved when the cost is increased, and similarly for a fixed distortion, the
minimum leakage rate will decrease with costs.

For the case where rate R is not high enough, e.g., R € [0,1 — C), the rate
constraint is active and the minimum distortion will be limited by the rate such
that Dy = (1—C)*h_1(1—%). As shown in Fig.[B.8lfor C = 0.4 and R = 0.3168,
the distortion cannot decrease beyond Dy,i, = 0.06 with the increasing leakage rate.
For D > Dupin, the tradeoff between the leakage rate and distortion remains the
same as in Fig.
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Figure 5.5: Leakage-distortion tradeoff for different costs and p = 1/10. The differ-
ent line styles correspond to different costs.

Remark 5.5. The example in this chapter is slightly different from that in [VP13].
In [VP13], Y is modeled as an output of a binary erasure channel with input X
and it is not known at the encoder, while in our case the encoder can use the
knowledge about binary action A to deduce the exact Y. This knowledge about the
decoder’s side information leads to a larger leakage-distortion region. For example,
the leakage-distortion region shown in Fig. is larger than that in [VP13] where
the erasure probability is set to be equal to 1 — C.

5.3 Secure Source Coding With Action-dependent SI:
Action Taken at Encoder

In this section, we consider a variant of the problem setting involving action-
dependent side information in secure source coding. The main difference from the
previous section is that now the action sequence is generated randomly based on
the source sequence, i.e., A" ~ Pyn|xn, rather than as a function of the source
description. Therefore, neither the decoder nor the eavesdropper knows which ac-
tion sequence is taken. This setting is seen as the case where action is taken at
the encoder. The rate-limited communication from the encoder to the decoder is
assumed to be eavesdropped and potentially leaks information to the eavesdropper.
We characterize inner and outer bounds to the rate-distortion-cost-leakage region
for a general setting, and show that the inner bound is tight under a special case
of lossless reconstruction and no side information at the eavesdropper.
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Figure 5.7: Secure source coding with action-dependent side information where
action is taken at the encoder.

5.3.1 Problem Formulation

Consider the problem in Fig. 57 Let n denote the sequence length and X, A, ),
and Z be finite source, action, and side information alphabets. Let X" be the
source sequence which is i.i.d. according to Px. The action sequence A" is gen-
erated based on the source sequence, i.e., A" ~ Pgn|xn, and the side informa-
tion (Y™, Z™) available to the decoder and the eavesdropper are the output of the
discrete memoryless channel Py 7 x 4. The definitions of (W], n)-code, achiev-
ability of a rate-distortion-cost-leakage tuple, and the rate-distortion-cost-leakage
region are the same as in Section B.2.1] except that a stochastic action encoder
Fé") which takes X™ as input and generates A™ according to a conditional PMF
p(a™|z™) replaces the deterministic action encoder in the definition of the code.
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5.3.2 Main Result

Theorem 5.3.1 (Inner bound). Let X" be a discrete memoryless source (DMS)
~ Px, (Y™, Z") be side information ~ Py z/x a, and d(x,Z) and A(a) be distortion
and cost measures. A tuple (R, D,C,A) € Ri is achievable for secure source coding
with action-dependent side information where action is taken at the encoder if

R>I(X;U) — I(Y;U) + I(X, A, V|U,Y), (5.4a)
D > E[d(X,5(V,Y))], (5.4b)
C > E[A(A)], (5.4¢)

A > 1(Z; X|U) + min{I(Y;U), [(Z;U)} + I(X;U) — I(Y;U) + I(X, A; V|U,Y),
(5.4d)

= [(X;U,V,Y) + min{I(Z; X|U) — I(Y; X|U), [(Z,X,U) — I(Y; X,U)}

+I(A; VU, X,Y), (5.4e)
A > 1(Z; X|U) + min{I(Y; U), I(Z; U)}, (5.4f)

for some joint distributions of the form
PX(:C)PU‘X(u|:E)PA‘U,X(a|u, CE)PV‘U,A,X(MU, a, :E)PY7Z‘X7A(y, z|lx, a),
with [U| < |X||A| + 5, V| < [U|(|X||A| + 1), and a function §:V x Y — X.
Proof. The proof of Theorem [(.3.1]is provided in Appendix [5.El O

Remark 5.6 (“Hybrid” coding scheme). The achievable scheme used to prove the
inner bound in Theorem [(.31lis of a hybrid type which combines elements from lay-
ered (superposition-type) coding, Wyner-Ziv coding, and Gel’fand-Pinsker coding.
We generate superposition codewords U™ and V™, with U™ as a basis codeword.
Depending on the value of I(X;U) — I(Y;U), U™ can be communicated either
over the rate-limited link using the Wyner-Ziv coding (when I(X;U) — I(Y;U) >
0), or over the channel Py|x a using the Gel'fand-Pinsker type coding (when
I(X;U)—I(Y;U) <0). Then, an action sequence A™ is i.i.d. according to Py|x,u-
In addition, we perform the Wyner-Ziv coding using codeword V", regardless of
the operation w.r.t U™. We note that, unlike the previous case in Section [5.2] where
A" is a function of the source description W, here both decoder and eavesdropper
who have access to W do not know which action sequence is taken. The scheme is
an extension of that considered in [PW11], Section III] where U™ is set to be equal
to A™.

Remark 5.7 (Interpretation of leakage rate constraint). Inner bound in Theo-
rem [5.3.1] is expressed with two leakage rate bounds. The first one in (54d) is
derived from the case where some source description with positive rate is sent
over the rate-limited link, while the second bound in (5.4f) is derived from the
case where no information with positive rate is sent. In the first bound, the term
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I(X;U) - I(Y;U) + I(X,A; V|U,Y) corresponds to the leakage rate due to the
source description which is observed by the eavesdropper. The remaining terms can
be interpreted as additional leakage due to the side information Z™ which is an
output of the channel Py y|x 4, given that the description over the rate-limited
link is observed. The min{-} in the expression in Theorem (5.3 appears due to two
different bounding methods used in the proof.

Theorem 5.3.2 (Outer bound). If a tuple (R,D,C,A) € R% is achievable for
secure source coding with action-dependent side information where action is taken
at the encoder, then it must satisfy

R> I(X; A) — I(Y; A) + H(X|Y, A) — H(X|V,Y), (5.50)
D> B[d(X,g(V.Y))], (5.5b)
C > BIA(A)]. (5.50)
A>I(X;V,Y) + [(Z; X, K|U) — I(Y; X, K|U), (5.5d)
A > I(X;2), (5.5¢)
for some joint distributions of the form
Px(2)Pa,uv,k|x(a,u, v, k|x) Py z)x a(y, 2|7, a),
and a function §:V xY — X.
Proof. The proof of Theorem is provided in Appendix [F.El O

Remark 5.8 (Special cases). In the following, we present a couple of extreme
special cases which show that our results can reduce to the optimal ones.

o (i) State masking with zero rate [MSQ7]: If we set D = oo, there is no distortion
constraint and any non-negative rate is achievable. By setting U =V = &
in Theorem B30l the minimum achievable leakage rate is I(X;Z) which
coincides with the result for state masking with zero rate in [MS07].

o (ii) Lossless reconstruction with Z = &: In this case, the only leakage comes
from the source description. By setting Z = @,V = X, and U = A in The-
orem (.31l we obtain the optimal rate-cost-leakage region in Corollary .37
below. The converse proof for the rate constraint follows similarly as in The-
orem (32 while the proof for the leakage rate constraint is given in Ap-
pendix [5.Gl

Corollary 5.3.1. The rate-cost-leakage region for lossless secure source cod-
ing with action-dependent side information where action is taken at encoder
and Z = @ is given by the set of all (R,C,A) € RY. satisfying
R>I(X;A) —I(Y;A)+ HX|Y, A), (5.6a)
C > E[A(A)], (5.6b)
A>I(X;A)—I(Y;A) + HX|Y, A), (5.6¢)
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for some joint distributions of the form Px(x)Pa x(alx)Py|x a(y|z,a).

5.3.3 Example: Taking Action to Observe or not to Observe the
Side Information at Decoder

In this section, we discuss a binary example for the special case of lossless recon-
struction of Theorem [£.3.1l The inner bound for the case of lossless reconstruction
is obtained from Theorem [B.3.1] by setting V' = X. We are interested in charac-
terizing the tradeoff between achievable leakage rate and cost when different rates
are used. We assume that the actions are taken at the encoder to observe or not to
observe the side information at the legitimate decoder. That is, taking action A = 1
corresponds to observing the binary side information at the decoder as an output of
a BSC(p,) and input X, while taking A = 0 corresponds to not observing the side
information, i.e., Y = (). We assume a unit cost function, i.e., A(a) = a,a € {0,1}.
The binary source X is assumed to be distributed according to Bernoulli(1/2), and
the side information Z is simply given as an output of a BSC(p,) with input X.

By assuming a general input distribution pa—1x—0 = po and pa—o;x=1 = p1,
where po,p1 € [0,1] and set U = A (P4 x is the only variable to be optimized over),
the inner bound to the rate-cost-leakage region in Theorem [5.3.1 reduces to the set
of all tuples (R, C,A) that satisfy

R >q,
C>1/2(1+po—p1),
A>1—h(p.)+[qd",

for some pg, p1 € [0,1], where h(:) is the binary entropy function and

q=1—[=1/2(po(1 — py) + (1 — p1)py) logs(1/2(po(1 — py) + (1 — p1)py))
—1/2(popy + (1 = p1)(1 = py)) loga(1/2(popy + (1 — p1)(1 —py)))
—1/2(1 — po + p1)1ogy(1/2(1 — po + p1))] + 1/2(1 + po — p1)h(py)-

It is interesting to see the tradeoff between the leakage rate at the eavesdropper
and the action cost. Fig. 0.8 shows such a tradeoff for different rates where p, = 0.2
and p, = 0.3. It shows that for a given rate the minimum leakage rate at the
eavesdropper can be reduced with an increasing cost. Interestingly, we see that the
minimum achievable leakage rate can be achieved with only a fraction of cost, e.g.,
C = 0.38 which suggests that an action can be taken efficiently. The fact that
increasing cost C beyond certain value does not improve the leakage rate is because
at sufficiently high C' the side information Y™ is of high quality, and the lossless
reconstruction can be satisfied without any communication over a rate-limited link.
In the low cost region, we observe that the rate R is a limiting factor for the
minimum achievable cost required for lossless reconstruction. For example, when
the rate R = 0.6, we could achieve a lower leakage rate than the maximum leakage
rate at cost C' = 0.1. However, this same level of leakage rate would require a higher
cost when R = 0.4.



5.4. Secure Source Coding With Common Two-sided Action-dependent Side
Information: Secret Key Generation 99

—R-1
----- R=0.6
- - —R=0.4

0.8

051 ]

0.4 b

0.3r ]

0.2 0.4 0.6 0.8 1
C

Figure 5.8: Leakage-cost tradeoff for different rates and p, = 0.2,p, = 0.3. The
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5.4 Secure Source Coding With Common Two-sided
Action-dependent Side Information: Secret Key
Generation

This section focuses on another aspect of action-dependent side information in se-
cure source coding problem, i.e., enabling the secret key generation. The setting is
shown in Fig. 5.9 where we assume that there exists a costly secure action-dependent
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side information channel which provides side information to both encoder and de-
coder, but not to the eavesdropper. When the side information at the encoder and
decoder are identical, we are interested in how this common randomness can sup-
port the source transmission, and at the same time helps the system to reduce the
leakage level. The setting is relevant in scenarios where it is possible for the de-
coder (action taken at the decoder) to generate secure side information with some
costs while assuming that the communication links between the encoder and the
decoder is public. Our goal is to characterize the fundamental tradeoff between the
transmission rate, incurred distortion, associated action cost, and resulting infor-
mation leakage rate in the form of the rate-distortion-cost-leakage region. We first
characterize inner and outer bounds to the rate-distortion-cost-leakage region and
then show that they are tight under the logarithmic loss distortion measure recently
introduced in the context of multiterminal source coding in [CW14].

5.4.1 Problem Formulation

We consider finite sets for source, action, side information, and reconstruction al-
phabets, i.e., X, A, Y, X are finite. Let X™ be the n-length source sequence which is
i.i.d. according to Px. Given a source sequence X", an encoder generates a source
description Wy € Wl(n) and sends it over a noise-free, rate-limited link to a de-
coder and an action encoder. The action sequence is chosen based on the source
description. Then the action-dependent side information is generated as an output
of the memoryless channel Py|x 4 and is available to both encoder and decoder.
Based on the side information Y™ and the source sequence X", the encoder in the
second stage generates another source description Wy € WQ(n) and sends it over the
noise-free, rate-limited link to the decoder. Let W = (W7, W5). Upon receiving the
source descriptions W and the side information, the decoder reconstructs the source
sequence as Xn subject to the distortion constraint. We note that an eavesdropper
also observes W, and the degraded side information Z™ which is generated as an
output of the memoryless channel Pyy, i.e., Z" —Y" — (X", A") forms a Markov
chain.

Definition 5.3. A (W™ ,n)-code for secure source coding with common two-
sided action-dependent side information consists of

 a stochastic encoder Fl(") which takes X™ as input and generates Wy € Wl(n)

according to a conditional PMF p(w;|z™),
e a deterministic action encoder fé") : Wl(n) — A",

e a stochastic encoder FQ(") which takes X™ and Y™ as inputs and generates
Wy € WQ(") according to a conditional PMF p(ws|z™,y™), and

« a deterministic decoder g(™ : Wl(n) X WQ(") x Y — X"
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where W) = Wl(n) X WQn), and Wl(n) and WQ(n) are finite sets.

The information leakage at the eavesdropper, who has access to W and the

degraded side information Z", is measured by the normalized mutual information
%I(X”; W, zZ™).

Definition 5.4. A rate-distortion-cost-leakage tuple (R, D,C,A) is said to be
achievable if for any § > 0 and all sufficiently large n there exists a (|[W(™)|,n) code
such that L log [W™| < R+ 4, E[d™ (X", g™ (W,Y™)] < D+ 6, E[AM (A™)] <
C+ 6, and 2I(X™ W, Z") < A + 6, where d™(-) and A(™)(.) are distortion and
cost functions, respectively. The rate-distortion-cost-leakage region Rcommons iS
the set of all achievable tuples.

5.4.2 Inner and Outer Bounds

Proposition 5.4.1 (Inner bound). Let X™ be a DMS ~ Px, (Y™, Z™) be side
information ~ Py x 4o and Pz)y, and d(z,%) and A(a) be distortion and cost mea-
sures. A tuple (R, D,C, ) € Ri 1s achievable for secure source coding with common
two-sided action-dependent side information if

R>I(X;A)+I(X;U|AY), (5.7a)
D > FE[d(X,g(U, A Y))], (5.7b)
C > E[A(4)], (5.7¢)
A>I(X;A2)+[I(X;U|AY) - H(Y|X, A 2)]T, (5.7d)

for some joint distributions of the form
Px () Pax (alz) Py x,a(y|®, a) Pyix a(ulz, a) Py (2]y)
with U] < |X||A| + 1, and a function §: U x Ax Y — X.

Proof. The proof is provided in Appendix [5.H| where we extend a similar proof
technique used in the problem of secure source coding with side information at the
encoder [CK13a]. That is, the secret key is generated based on the side information
Y™ and is used to scramble part of the source description sent in the second stage.
This method can effectively decrease the amount of relevant information leaked to
the eavesdropper as seen by the term —H (Y| X, A, Z) in (5Zd). O

Proposition 5.4.2 (Outer bound). If a tuple (R,D,C,A) € Rﬁ_ is achievable for
secure source coding with common two-sided action-dependent side information,
then it must satisfy

R>I(X;A)+ I(X;U|A,Y), (5.8a)
D > E[d(X,§(U, A,Y))], (5.8b)
C > E[A(A)], (5.8¢)
A>I(X;A,Z)+ [[(X;U|AY) — HY|X, A, Z)]", (5.8d)
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for some joint distributions of the form
Px (z)Pajx (alz) Py x a(ylz, a)Puix,ay (ulz, a,y) Py (2]y)
and a function G:U X AxY — X.
Proof. The proof is provided in Appendix B.1l O

Remark 5.9. Inner and outer bounds in Propositions (.41l and are different
only in the set of input distributions. However, we do not expect the inner bound
in Proposition B.41] to be tight in general as the action-dependent side information
Y™ at the encoder is not used for encoding U™, cf. Y — (X, A) — U forms a Markov
chain. For a more general inner bound, one might follow the similar scheme proposed
in [CK13a].

5.4.3 Special Case: Logarithmic Loss Distortion

We show that the inner and outer bounds in Propositions (.21 and are tight
for the problem under a logarithmic loss distortion measure. Before stating the
main result, we restate the definition and highlight some important properties of
the logarithmic loss distortion for which more details can be found in [CW14]. Log-
arithmic loss has the interesting property that, when used as a distortion measure
in the Wyner-Ziv (like) problem [WZ76], the side information at the encoder does
not improve the rate-distortion region. This property is a reminiscence of what is
known for the Gaussian Wyner-Ziv problem [Wyn7§|, and is essential in establishing
a complete result in this section by using the achievable schemes which neglect the
side information for encoding at the encoder. The assumption of logarithmic loss
distortion also allows us to establish several complete results in the next chapter
where the public helper is present in the model.

Definition 5.5 (Logarithmic loss). For logarithmic loss distortion measure, we
let the reconstruction alphabet X be the set of probability distributions over the
source alphabet X, i.e., X = {plp is a PMF on X'}. For a sequence X" e X", we
denote X’i, i=1,...,n, the i*" element of X", Then X’i,i =1,...,nis a probability
distribution on X, i.e., X; : X — [0, 1], and )A(Z(:E) is a probability distribution on
X evaluated for the outcome x € X. In other words, the decoder generates “soft”
estimates of the source sequence. The logarithmic loss distortion measure is defined
as
d(l’,:i’) £ log(A—) = DKL(]'{;C}Hi'))

where 1;,3 : X — {0,1} is an indicator function such that, for a € X', 1(;y(a) = 1if
a =z, and 1,y (a) = 0 otherwise. That is, d(x, ) is the Kullback-Leibler divergence
between the empirical distribution of the event X = x and the estimate Z. By using
this definition for the symbol-wise distortion, the distortion between sequences is
then defined as d™ (2",2™) £ 237 d(x;, ;).
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In the following, we present a couple of lemmas which appear in [CW14] and
are essential in proving the result under the logarithmic loss distortion. Lemma
Bl is used in the achievability proof (inner bound argument), while Lemma [5.2] is
used for upper bounding the conditional entropy in the converse proof (outer bound
argument). Both follow quite directly from the definition of logarithmic loss, but
we include their proofs [CW14] in Appendices 5. and K] for completeness.

Lemma 5.1 (Inner bound argument). Let U be the argument of the reconstruction
function g(-), then under the log-loss distortion measure, we get E[d(X,g(U))] =
H(X|U).

Lemma 5.2 (Outer bound argument). Let Z be the argument of the reconstruc-
tion function g (-), then under the log-loss distortion measure, we get E[d™ (X",
9"™(2))] = H(X"|Z).

We now state the main result which is the rate-distortion-cost-leakage region
for secure source coding with common two-sided action-dependent side information
under logarithmic loss distortion measure.

Theorem 5.4.1. The rate-distortion-cost-leakage region Rcommon SI, log-loss foT se-
cure source coding with common two-sided action-dependent side information under
logarithmic loss and degraded side information at eavesdropper is the set of all tuples
(R,D,C,A) € RY that satisfy

R>I(X;A)+ [H(X|A,Y) - D]*, (5.9a)
C > E[A(A)], (5.9b)
A>I(X;AZ)+ [H(X|AY)—D—H(Y|X, A, Z)]*, (5.9¢)

for some joint distributions of the form Px(x)Pax (alz)Py|x a(yl|z,a)Pzy (2]y).

Proof. The proof is given in Appendix[E.I1 It follows from those of PropositionsB.4.1]
and B.4. 2l where we utilize the properties of logarithmic loss distortion such as Lem-
mas 5.1l and O

Remark 5.10. We note that the proof of the inner bound in Theorem [5.4.1] holds
only for bounded distortion measures. However, the logarithmic loss distortion mea-
sure is not bounded. To address this issue, we refer to [CK13b, Remark 3.4] where
the proof of achievability can be extended to logarithmic loss distortion by per-
turbing the reconstruction probability distribution. That is, we assign a small pos-
itive value to the reconstruction probability distribution that takes value zero. By
this perturbation, the maximum distortion incurred can be upperbounded, and the
proof of the inner bound in Theorem [5.4.] can then be applied with this perturbed
reconstruction function.
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Remark 5.11 (Side information at encoder under log-loss distortion). We note
that the encoding consists of two processing stages. That is, the encoder first trans-
mits the source description used for generating the action sequence, and then uti-
lizes the newly generated action-dependent side information for the second-stage
encoding. This causal structure essentially makes it difficult for us to character-
ize the complete rate-distortion-cost-leakage region for a general distortion case.
In the general case, the side information Y™ at the encoder could be exploited for
both encoding and enabling the secret key generation. However, these dual roles
are coupled and they lead to a certain Markov condition on the set of input dis-
tributions that is difficult to satisfy in the converse argument (see, e.g, a related
work that focuses on the role of side information at the encoder in secure source
coding [CK13a]). When considering the logarithmic loss distortion, the availability
of side information Y" at the encoder does not improve the rate-distortion-cost
tradeoff. That is, we can neglect the side information at the encoder in the second
stage encoding and therefore avoid the causality issue. Effectively, the encoding
process reduces to the one-step joint encoding which allows us to characterize the
complete rate-distortion-cost-leakage region.

Remark 5.12 (Interpretation of leakage rate constraint). The fact that the side
information Y at the encoder is not helpful in terms of rate-distortion-cost trade-
off under log-loss distortion is a reminiscence of what is known for the Gaussian
Wyner-Ziv problem [Wyn78]. However, this action-dependent side information still
has a role in enabling the secret key generation at the encoder and the decoder.
We can see the effect of leakage reduction from the term —H(Y|X, A, Z) in the
leakage rate constraint in (5.9d). Basically, the expression of leakage rate constraint
(E9d) consists of three parts. The term I(X; A, Z) is the leakage due to the side
information Z™ and the description sent for generating action sequence and in-
tercepted by the eavesdropper; the term H(X|A,Y) — D is due to the additional
source description (second-stage) sent to the decoder and intercepted by the eaves-
dropper; and finally the term —H(Y'|X, A, Z) is the leakage reduction due to the
use of secret key to scramble parts of the second-stage description. We see that
contribution of each term can be controlled by the choice of action. For the case
when H(X|A,Y) — D < 0, we do not need to send any second-stage description
and thus the secret key generation is not required.

Remark 5.13 (Tradeoff between dual roles of side information). The action-
dependent side information plays dual roles in our setting: 1) reducing the rate
needed for source reconstruction, and 2) explicitly reducing the leakage rate by en-
abling secret key generation at the encoder and the decoder. We argue that there
exists a tradeoff between these two roles. The tradeoff essentially depends on the
correlation between the side information Y™ and the source sequence X™ which
can be tuned by the choice of actions. For example, in the extreme case, if the side
information Y™ is equal to X™, the role of rate reduction totally dominates the role
of secret key generation. That is, we can reduce the rate so that we do not send any
second-stage description, while the side information at the encoder cannot be used
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Figure 5.10: Leakage-distortion tradeoff for different rates and C' = 0.8,p, =
0.3,p, = 0.1. The different line styles correspond to different rates.

for secret key generation since it is just equal to the source. On the other extreme,
if the side information Y™ is conditionally independent of X™ given A™, it provides
no rate reduction, but it can be fully exploited for secret key generation.

5.4.4 Example: Taking Action to Improve the Quality of
Common Side Information at Encoder and Decoder

In this section, we discuss a binary example of Theorem 54Tl We are interested in
characterizing the optimal tradeoff between minimum leakage rate and distortion
when different rates are used at a certain fixed cost. The actions are taken at the
decoder based on the source description to improve the quality of common side
information Y. That is, taking action A = 1 corresponds to observing the binary
side information Y as an output of a BSC(p,), py < 0.5, with input X, while
taking A = 0 corresponds to observing an independent side information, i.e., Y
is an output of a BSC(0.5) with input X. We assume a unit cost function, i.e.,
A(a) = a,a € {0,1}. The binary source X is assumed to be distributed according
to Bernoulli(1/2), and the degraded side information Z is simply given as an output
of a BSC(p,) with input Y.

In Theorem B.4T] P4 x is the only variable to be optimized. By assuming a
general input distribution ps—i;x—o = po and pa—o;x=1 = p1, po,p1 € [0,1], one
can numerically evaluate the rate-distortion-cost-leakage region in Theorem [B.4.]
and plot the optimal tradeoff between the leakage rate and distortion for certain
rates R and a fixed cost C' = 0.8 in Fig. BI0 Fig. B0 shows that for fixed
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C = 0.8, the minimum leakage rate is a piecewise linear function of distortion.
At a very high rate, e.g., R = 1, there is no additional restriction on the feasible
input distribution P4 x as the rate constraint is always satisfied for all D. The
minimum leakage rate is therefore a linear function of D up to certain value where
the term H(X|A,Y)—D—H(Y|X, A, Z) becomes negative. When the rate is lower,
e.g., R = 0.8, we still have no additional restriction on Py x if D is sufficiently low.
However, for a moderate D, the rate constraint essentially restricts the feasible P4 x
which in turn affects the minimum value of I(X; A, Z)+ H(X|A,Y)—H(Y|X, A, Z).
This causes the minimum leakage rate to linearly decrease with D at a different
slope from that of the low D region.

5.5 Conclusion

In this chapter, we apply the notion of action-dependent side information to the
secure source coding problem. It is motivated by the fact that secrecy in secure
source coding is characterized by amount of information leaked through the source
description and the eavesdropper’s side information. Modelling the system with
action-dependent side information essentially provides another degree of freedom
to control the side information available at the decoder and possibly at the eaves-
dropper, which in turn affects the amount of information needed to describe the
source, leading to a more flexible and efficient approach to handle a secrecy con-
strained system. We consider different aspects of action-dependent side information
in the problem and characterize the fundamental tradeoffs between the minimum
information rate needed for describing the source, the resulting distortion at the
legitimate decoder, the leakage rate at the eavesdropper, and the cost associated
with the actions taken, in the form of the rate-distortion-cost-leakage region. The
scenario where the common side information is available at both encoder and de-
coder, but not at the eavesdropper, gives rise to a new, interesting scheme involving
secret key generation, and also reveals some connection to secure network coding.
It is interesting to note that, in some cases, the availability of side information at
the encoder is not useful in terms of rate-distortion tradeoff, but it can be used
for secret key generation and thus helps to improve the leakage rate. The results in
this chapter can serve as guidelines in designing for example secure transmission for
sensor networks, where a sensor node may take actions with some costs to enhance
the side information at the intended receiver (or worsen that at the eavesdropper),
with the goal of achieving higher security and reconstruction quality.
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Appendix for Chapter
5.A Proof of Theorem [5.2.7]

5.A.1 Sketch of Achievability

The proof follows a standard random coding arguments where we show the existence
of a code that satisfies the rate, distortion, cost, and leakage constraints. The outline
of the proof is given in the following.

Codebook generation: Fix Pax Py|x aPyv, and the function g: V x Y — X.

« Randomly and independently generating 2"(/(X;4)+d<) codewords P wg)
Hy:l PA(ai(wa))7wa S [1 : 2n(I(X?A)+55)].

e For each w, € [1 : 27U (Xi4)+)] randomly and conditionally independently
generate 2"U(UiX[A)+) codewords u"(wgq, k) each according to the distri-
bution [}, Pyja(uilai(wa)), for k € [1 : 2nU XD+ and distribute
these codewords uniformly at random into 27U (UiX[A)—I(U;Y|A)+24c)

sized bins by (wy,), w,, € [1 : 2P XA =TTV [A)+200)],

equal-

o Then for each pair of (wg, k), randomly and conditionally independently gen-
erate 2 (ViX|U.A)+0e) codewords v™(wq, k, 1) each according to the distribu-
tion [17, Pyju,a(vilui(k), a;(wy)),l € [1 : 20 ViXIUAFI] - and distribute
them uniformly at random into 2nU/(ViX|UA)=I(ViYIU,A)+20¢) bing by (w,),
where w, € [1 : 20T (ViX[UA)=1(ViY|U,A)+25.)]

The codebooks are revealed to the encoder, the action encoder, the decoder, and
the eavesdropper.
Encoding:

« For given source sequence z™, the encoder looks for a™(w,) which is jointly
typical with #”. Since there are more than 2/ (X34) codewords a™ generated,
by the covering lemma (Lemma [Z0]), there exists such an a™ with high prob-
ability. If there are more than one, we choose one uniformly at random and
send the corresponding index w, to the decoder.

o Next, the encoder looks for u"(w,, k) which is jointly typical with (z",a™).
Since there are more than 2"/ (X5Ul4) codewords u™ generated, by the covering
lemma, there exists such a u" with high probability. If there are more than
one, we choose one uniformly at random and send the corresponding bin index
w, to the decoder.

o Again, the encoder looks for v™(wg, k,1) which is jointly typical with (z",a™,
u™). Since there are more than 2l (X5VIUA) codewords v™ generated, by the
covering lemma, there exists such a v™ with high probability. If there are more
than one, we choose one uniformly at random and send the corresponding bin
index w, to the decoder.
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This gives the total rate of I(X;A) + I(U; X|A) — I(U;Y|A) + I(V; X|U, A) —

(VYU A)+ 50 = I(X; A)+ I(V; X|Y, A) + 56.. Then action-dependent side in-

formation (y", 2™) are generated as the output of the memoryless channel Py, 7| x 4.
Decoding:

o Upon receiving the indices w, , w,, w, and the side information y™, the decoder
looks for the unique w™ which is jointly typical with (y”,a™). Since there
are less than 2"/ (Y3UI4) sequences in the bin by (wy,), by the packing lemma
(Lemma [Z7)), it will find the unique and correct «™ with high probability.

e Then the decoder looks for the unique v™ which is jointly typical with the
tuple (y™,a™,u™). Since there are less than 2l (V3VIU,A) sequences in the bin
by (wy), by the packing lemma, it will find the unique and correct v™ with
high probability.

o The decoder puts out #" as a reconstruction of z™, where the " element
&y = g(vi, yi)-

Analysis of distortion and cost: As we have that (2™, a",v™, y™) are jointly typ-
ical with high probability, the average distortion and cost constraints are satisfied
provided E[d(X,§(V,Y))] < D and E[A(A)] < C.

Based on the condition that all sequences are jointly typical with high proba-
bility, we can bound some conditional entropy terms of interest into a single letter
form using the following two lemmas. These lemmas will be useful in the analyses
of the leakage rate, and their proofs are given in Appendix BBl and 5.Cl

Lemma 5.3. Assume that (X", A™) are jointly typical with high probability. Let
Z" i.d.d. ~ Py x a, we have that H(Z"|X™, A") > n(H(Z|X, A)—d.), where ¢ — 0
as € » 0, and € — 0 as n — oo.

Lemma 5.4. Assume that (X", U™, Z"™) are jointly typical with high probability.
Then we have that H(Z™|A™,U™,C,) < n(H(Z|U, A) +4.).

Analysis of leakage rate: The normalized mutual information averaged over ran-
domly chosen codebook C,, can be bounded as follows.

I( X" We, Wy, Wy, Z"|Cp) < I(X™; Wy, K, W, Z"|Cy)

= H(X"|C,) — H(X", Wy, K,W,, Z"|C,,) + HW,, K, W,|Cy)
+ H(Z™"Wa, K, Wy, Cy)

=—-H(Z"|X",C,) — HW,, K,W,| X", Z",Cp) + H(W,, K, W,|C,,)
+ H(Z™"W,, K,W,,Cy)

(a)
< —H(Z"|X", A™) + H(W,, K, W,|Cn) + H(Z"|Wa, K, W,,Cp)
< —H(Z"| X", A") + H(W,|Co) + H(K|Cp) + H(W,|Cp) + H(Z"|A™, U™, Cy)

(b)
<n[-H(Z|X,A)+1(X;A)+ 0.+ I(U; X|A)+ 6 + (L (V; X|U, A)
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—I(V;Y|U,A) + 20.) + H(Z|A,U) + &)

D alI(X;U, A, 2) + 1(V; X|U, A) = 1(V; Y|U, 4) + ]

Y nlI(X;V,AY) — (I(X;Y|U, A) — I(X; Z|U, A)) + '] < n[A + 8]
it A>I(X;V,AY) - (I(X; YU, A) — I(X; Z|U, A)), where (a) follows from the
facts that conditioning reduces entropy, that (W,, K, W,,) is a deterministic function
of X™ from the encoding process, and that source sequence and side information
channel are independent of the codebook, (b) follows from the codebook generation,
from the memoryless properties of the source and the side information channel, from
Lemma [53] in which we bound the term H(Z™ X", A™), and from Lemma [54] in
which we bound the term H(Z™|A™,U",C,), and (c) follows from the Markov chain
Y, Z)-(X,A) -V -U.

From the random coding argument, we have that a tuple (R, D,C,A) € R}
which satisfies

R>I(X;A)+1(V; X[V, A),

D> E[d(X,§(V.Y))],

C = E[A(A)],

A>I(X;V,AY) — (I(X;Y|U, A) — I(X; Z|U, A)),

for some Py x Py |x,aPy)yv and a function g : V x ) — X is achievable.

5.A.2 Proof of Converse

For any achievable tuple (R, D,C, /), by standard properties of the entropy func-
tion, it follows that

n(R+4,) > log W™ | > H(W)

a

H(W)+ H(A"|W) = H(A") + H(W|A")
U¥04") H(A"|X™, Z")| + [H(W]A™,Y") — H(W|A", X", Y", Z")]
= [H(X™, Z") — H(X™, Z"|A™)] + [H(X", Z"| A", Y™) — H(X"™, Z"| A", Y™, W)]
H(X™) 4+ H(Z"|X™) — H(Y"|A") + H(Y", Z"|X", A") — H(Z"|X", A™)
(X", Z"| A", Y™, W)

> H(X:) - H(Yi|Ai) + H(Y:, Zi| Xi, Ai) — H(X;, Zi| A", Y™ W, X1, 207

n
(b)
=Y H(X:) - H(Yi|Ai) + HYi| X, Ai, Zi) + H(Zi| X, Ay)

— H(X;, Zi|Ai, Y3, Vi)
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> ) I(Xi5 Ay) + I(Vis XY, Ay,
=1

where (a) follows from the deterministic action encoder and (b) follows by defining
the auxiliary random variables U; & (W, A™\', Y2 |, Z'=1) and V; & (W, X~1, A"\,
Yn\i’ Zifl).

The leakage rate

n(A 4 6,) > I(X™W,Z™) = I(X™ W) 4+ I(X™; ZMW)

W (X" W, AY) + I(X™; 27 W, AY) = H(X™) — H(X"|W, A", Y™)

— I(X™; YW, A™) + I(X™; Z"|W, A™)

© ZH H(XG|W, A Y™, XY 4+ H(Y|X:, A) — H(Zi| Xs, A;)
—H<Y|W A" YL+ H(Z|W, A", 207

“)ZH H(XGW, A", Y™, X1, Z070) — I(X: Vil Ay) + H(Yi|4)
+ (X5 Zil Ai) — H(Zi| Ai) — H(Yi|W, A" Y1) + H(Zi|W, A", 201

2 ZH H(Xi|Vi, A, Vi) — I(X3: Vil A) + HGIA) + 1(X3: Zi] A

— H(Zi|Ai) — H(Yi|Wy, A Y/ ,) + H(Zi|Wy, A", 2 1)

=Y I(Xii Vi, A Y:) — I(Xas YilAi) + I(Xi: Zil Ag) +1(W, Y[y, A"V Y Ay)
i=1 S
- I(Wa Zi717 An\l? Z’L|A’L)7
where (a) follows from the deterministic action encoder, (b) from the Markov
chain (W, Am\¢, X7\, Y, 2 = (4, X;) — (Yi, Zi), (c) from the Markov chain
(X, W, AR Ym) — (A X — (Z071 Y1), and (d) follows from the definition
of V;, and the deterministic action encoder.
Next, by adding Y, I(Y;; Z7 A" W, YL ) — I(Zs; Y A", W, 27 1) = 0,
which is similar to the Csiszar’s sum identity (Lemma ), to the right hand side
and continuing the chain of inequalities, we get

n(A+6,) =Y P I(W, Y4, 27 AMNG Y| Ay) — I(W, Y, 2071 ANV Z4] Ay)
=1

n
@ Z (X35 Vi, Ay, V) — I(X3; Vil Ag) + 1(X5; Zi) Ai) + I(U Vil Ay)

(Ui; Zi|Ai)
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© ZI(Xz';Vz',Ai,Yz') — (I(X3; Yi|Ui, Ai) — 1(X3; Zi|Us, Ai)),

i=1
where (a) follows from definition of U; £ (W, A"\, Y, |, Z=1), and (b) follows from
the Markov chain U; — (4;, X;) — (Y3, Z;). Note that we have U; — V; — (A4;, X;) —
(Y3, Z;) forms a Markov chain.

Let @ be a random variable uniformly distributed over the set {1,2,...,n}
and independent of X; and (Y;, Z;) given (4;,X;), 1 < i < n. We consider the
joint distribution of new random variables (X, A, V,U,Y, Z), where X £ Xq,Y =
Yo,Z & Zg, A2 Ao, V £ (Q,Vp), and U £ (Q,Ug). Note that we have Px =
Pxg, Py,zix,.4 = Py z61x0,40 and U =V — (A, X) — (Y, Z) forms a Markov chain,
for @ € {1,2,...,n

By introducing @ in above expressions, it is straightforward to show that rate
and leakage constraints above can be bounded further by

R+6n =2 I(X;A) + I(X; VY, A)
A6, = I(X;V,AY) = (I(X; YU, A) - I(X; Z|U, A)).

For the distortion constraint, we have

D+6, > E[d" (X", g™ (w,y™)] £ 1 > Bl 3)]

3

= %ZE[d(XQng(VQvYQ))‘Q =i Y Ela(x.5v.v))],

i=1
where (a) follows from the definitions of the auxiliary random variable V;, and that
there exists some function §; such that §;(V;,Y;) = gl(")(VV7 Y™), and (b) follows

from the definition of §o(Vo, Yg) £ §(Q, Vo, Yg) = §(V,Y).
Similarly, for the cost constraints,

C + 8, = EIA™ (A7) =

For the bounds on the cardinalities of the sets &/ andV, it can be shown by using
the support lemma [CK11, Lemma 15.4] that ¢/ should have |X||A| — 1 elements to
preserve Px 4, plus three more for H(X|V,Y, A), I(X;Y|U,A) — I(X; Z|U, A), the
distortion constraint. And similarly to [CK78, Appendix], the set V should have at
most (|X[|A| +2)(]X||A] + 1) elements. The proof is concluded by letting n — oco.

5.B Proof of Lemma [5.3

Let T be a binary random variable taking value 1 if (X™, A™) are jointly typical,
and 0 otherwise. Note that Pr(T' = 0) < §. for n sufficiently large (provided the rate
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constraints are satisfied). To bound the term H(Z"| X", A") for Z" i.i.d. ~ Pz x,a,
consider

H(Z"| X", A™) > H(Z"|X", A", T)
> (1 6)H(Z"| X", A", T = 1)

D50 S pamaT =13 H(Z|X, = 21, A; = a)

(z™,a™) i=1

Ya-6) Y pama’IT=1)3 N(a,2)H(Z|X = 2,A = a)
(zm,a™) T,a

©

> (1—0d) Z p(a",a"|T =1) an(a,x)(l —e)H(Z|IX =x,A=a)
(xn,an) x,a

where (a) follows from memoryless property of the channel Py x 4, (b) follows from
the fact that N(a,z) is the occurrences of (z;,a;) = (z,a), and (¢) follows from
definition of joint typical set (Definition 7). Note that d.,0. — 0 as e — 0, and
e — 0asn — oo.

5.C Proof of Lemma (.4

Consider the term H(Z™|A™,U"™,C,). Let T be a binary random variable taking
value 1 if (Z™, A", U™) are jointly typical, and 0 otherwise. Note that Pr(T = 0) < .
for n sufficiently large (provided the rate constraints are satisfied).

H(Z"|A™,U",C,) < H(Z"|A™,U",T) + H(T)
< Pr(T =0)-H(Z"|A",U", T = 0) + Pr(T = 1) - H(Z"|A", U™, T = 1) + h(J.)
< nd.log|Z|+ H(Z"|A™, U™, T = 1) + h(J.)
= > pla"u"|T=1)H(Z"|A" =a",U" = u",T = 1) + ndclog| Z| + h(5.)
(am um)
< Y pla®ut|T = 1)log TV (Z]a", u™)| + né. log | Z| + h(d.)
(am um)

< n(H(Z|U,A) + ),

where the last inequality follows from properties of typical sequences (see, e.g.,

Theorem [Z1.7).
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5.D Proof of the Rate-distortion-cost-leakage Region in

G3)

Achievability: Recall that the side information at the decoder in this example is
such that Y = X if A =1, and Y = 0 if A = 0. Let the random variable A be
independent of X where Pr(A = 1) = C. Also, conditioned on A = a for a € {0,1},
we model U and V as in Fig. B4 i.e., letting U be an output of a BSC(3) with
input V, and letting V be an output of a BSC(a,) with input X. Finally, we define
a function g(V,Y) =V if A=0, and §(V,Y) =Y = X otherwise. Then it follows
from Theorem [B.2.T] that

(I)  R>I(X;A)+I(V;X|Y,A)

@ (1-C)-[H(X) - H(X|V,A=0)]

2 (1-0)- [1 - hlao));

where (a) follows since A is independent of X, and Y = X if A=1and Y = if
A =0, and (b) follows since X ~Bernoulli(0.5), and from the distribution of U and

V in Fig. B4
(II) D= Eld(X,§(V,Y))]

W1 _0). Ed(X,V)|A=0]

(1-C)-Pr(X #V]|A=0)
2(1—0)'0éo,

where (a) follows since given A =1, g(V,Y) =Y = X, and

(III)  A>I(X:V,Y,A) - [[(X;Y|U,A) — I(X; Z|U, A)]

W1 prA=0)H(X|V,A=0)— I(X; Z|U, A = 0)]

—Pr(A=D)[HX|U,A=1) - I(X; Z|U,A = 1)]

Q1 (1-0) [h(ao) — h(p* g B) + h(p)]

— C - [h(a1 * B) — h(p* o1 x B) + h(p)],

where (a) follows since Y = X if A=1,and Y =0 if A =0, and (b) follows from
the Markov chain Z — X — (A, U) and the distribution in Fig. 5.4

Converse: For some cost C' = E[A(A)] = Pr(A =1), let (R, D, ) be an achiev-
able tuple. We now prove that there exist ag, a1, and 8 € [0,1/2] satisfying the
inequalities in (5.3)). From the converse proof of Theorem [5.2.1] we have the follow-
ing bounds.

(I)  R=I(X;A)+1(V; X[Y, A)

=(1-C)- HX)-HX|A=0)+I(V;X|Y,A=0)]
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+ O [HX) - HX|A=1)+I(V; X|Y,A=1)]

< (1-0)- [H(X) — HXIV,A=0)] +C [H(X) — H(X|A = 1)

> (1-0)-[1 - HX[V,A=0)],
where (a) follows since A is independent of X, and Y = X if A=1and Y = § if
A =0.Since 0 < H(X|V,A=0) < H(X) =1, and h(-) is a continuous one-to-one
mapping from [0, 1/2] to [0, 1], there exists ap € [0,1/2] s.t. H(X|V, A =0) = h(),
and thus R > (1 —C) - [1 — h(ao)].

Pr(A = 0)E[d(X,§(V,Y))|A = 0]
— (1-C)-Pr(X #§(V.Y))|A =0).

From Fano’s inequality in (1) where Pr(X # §(V,Y)|A = 0) £ P., we have that
H(X|V,Y,A=0)< H(X|g(V,Y),A=0) < h(P.)+ P.-log(|]X| —1) = h(F.). Since
h(-) is an increasing function on [0,1/2], we have that Pr(X # §(V,Y)|A =0) =
P.>h Y (H(X|V,Y,;A=0))=h" ' (H(X|V,A=0)) = ap, where the last equality
follows from part (I). Thus, D > (1 — C) - ap.

(II1) A>I(X; VY, A) - [I(X;Y|U,A) — I(X; Z|U, A)]

Wy prA = 0)[H(X|V,A=0)— I(X; Z|U,A=0)]

—Pr(A=1)[HX|U,A=1)-I(X;Z|U,A=1)]
=1-(1-=0C)-[h(a) — H(Z|U, A =0) + h(p)]
—C-[HX|U,A=1)— H(Z|U,A =1) + h(p)], (5.10)
where (a) follows since Y = X if A=1,and Y =0 if A=0.

Now we use Mrs. Gerber’s lemma [WZT73| to bound the remaining conditional
entropy terms. Define a random variable V on {0,1} as the output of a BSC(«,)
with input X conditioned on A = a, where a = 0, 1. Since X is uniformly distributed
on {0,1}, X is also an output of a BSC(a,) with input V' conditioned on A = a,
a = 0,1, ie, Pr(X = 1LV = 0,4 = a) = a,. Note that this new variable V
preserves the value H(X|V, A = 0) = h(ao).

Consider the term H(X|U, A = 1), where

HX|U=u,A=1)=hPr(X =1U =u,A=1))
=h( Y Pr(X=1V=0U=uAd=1)-Pr(V=90|U=uA4=1))
8=0,1
=n(Y Pr(X=1V=0,A=1)-Pr(V =0[U =u,A=1))
8=0,1
= (g xPr(V =1|U = u, A = 1)).
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Since V e {0,1}, we have that H(V|U =u,A=1)=hPr(V =1U =u, A =1)).
Thus, Pr(V 71|Ufu A=1)=hr"YH (V|U7u A=1)), andH(X|U7u A=
1) = h(al*h YH(V|U = u, A = 1))).

Next we consider the term H(Z|U, A = a), a = 0,1, where

H(ZIU =u,A=a)=h(Pr(Z =1|U = u, A =a))
—h( Y PH(Z=1UX =) plali,a) - p(ilu, a))
0,2€{0,1}
=h(pxag*Pr(V =1U = u, A = a))
=h(pxag*xh Y HV|U =u, A = a))).

Substituting H(X|U =u, A =1) and H(Z|U = u, A = a) into (GI0), we get

A>1-)(1-0C)

ueU
[h(a0) = h(px cox h™ (H(V|U = u, A =0))) + h(p)] - p(ulA = 0)
=Y C-[h(oa xh M (H(V|U = u, A=1)))

ueU
—h(pxarx kN HV|U = u, A= 1)) + h(p)] - p(u] A = 1).

A

Now, since 0 < H(V|U = u,A = a) < H(V) < 1, and h(") is a continuous
one-to-one mapping from [0,1/2] to [0, 1], there exist By, € [0,1/2] s.t. H(V|U =
u, A=a) = h(By,) for each u € U, a € {0,1}. Thus,

AZ1="(1=0)-[h(ag) = h(p* @ * Bug0) + h(p)] - p(ug| A = 0)
up €U

- Z C - [h(ar * Buy 1) — h(px a1 % Buy 1) + h(p)] - p(ui|A = 1)
u1 €U
(ﬁ) 1—(1-=0C)-[hlag) = h(p*ag* Bo) + h(p)]
— C - [h(a1 % B1) = h(px a1 % B1) + h(p)]
)

=1—(1-0C)-[h(ag) — h(p*ag* o)+ h(p)]
— C - [h(oa * Bo) — h(p * a1 % Bo) + h(p)],

where (a) follows since there exist ug = u§ and corresponding Buz .0 £ By, and

u1 = uj and corresponding S,z 1 £ B s.t. the * terms are smaller than or equal
to the averages, and (b) holds since the optimization does not change whether it is
over a * 31 or ap * fy.
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5.E Proof of Theorem [5.3.1]

The achievable scheme follows from a combination of layered (superposition-type)
coding, Wyner-Ziv-coding, and Gel’fand-Pinsker coding. However, some care needs
to be taken for the analysis of an achievable leakage rate when there is no informa-
tion with positive rate sent over the rate-limited link. As in [PW11l Section III],
we divide the proof into two main cases.

) I(X;U)-I(Y;U) >0

Key coding idea: The achievable scheme consists of two-stage Wyner-Ziv cod-
ing for communicating the codewords U™ and V" over the rate-limited link to the
decoder.

Codebook generation: Fix Py x Paju,x Pviu,a,x, and a function g : V x Y — X.

« Randomly and independently generate 27(/(XiU)+0<) codewords u" (k) each
according to ~ [[i_; Pr(u;), k € [1: 20UCGUHI] "and distribute them uni-
formly at random into 27/ (X3U)=I(Y5U)+20¢) equal-sized bins by (w,,), where
Wy € [1 . 2n(I(X;U)—I(Y;U)+25E)].

o For each k € [1 : 27U(X5U)499)] randomly and conditionally independently
generate 2"(XAVIU)+d) codewords v (k,1) each according to the distribu-
tion []7; Py (vilui(k)),l € [1: 2nUXAVIDH0I] “and distribute them uni-

formly at random into 27/ (X:AVIU)=I(YV3VIU)+2d) hinpg by (k,wy),w, € [1 :
9n(1(X, AV V)= 1(Y:V|U)+250)]

The codebooks are revealed to the encoder, the action encoder, the decoder, and
the eavesdropper.
Encoding:

« Given a source sequence z™, the encoder looks for " (k) which is jointly typ-
ical with #". Since there are more than 2"/(XiU) codewords u™ generated,
from the covering lemma (Lemma [26]), we know that there exists such a
u" with high probability. If there are more than one, we choose one uni-
formly at random and send the corresponding bin index w, over the rate-
limited link. Then the action sequence a™ is generated randomly according to

[Tis1 Paju,x (ailui(k), ;).

o Next, the encoder looks for v™(k, ) which is jointly typical with (2™, a™, u™).
Since there are more than 2"/(X:4AVIV) codewords v™ generated, from the
covering lemma, we know that there exists such a v™ with high probability.
If there are more than one, we choose one uniformly at random and send the
corresponding bin index w, over the rate-limited link.

Then the action-dependent side information (y™,z™) are generated as the output
of the memoryless channel Py z|x 4.
Decoding:
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o Upon receiving the indices (w,,,w,) and the side information y", the decoder
looks for the unique u™ which is jointly typical with y™. Since there are less
than 2"/(Y3U) sequences in the bin by (w, ), from the packing lemma (Lemma
27, it will find the unique and correct 4™ with high probability.

o Then the decoder looks for the unique v™ which is jointly typical with (y™, u™).
Since there are less than 2/ (Y3VIU) sequences in the bin by (k,w,), from the
packing lemma, it will find the unique and correct v™ with high probability.

o The decoder puts out #" as a reconstruction of z™, where the i*" element
& = g(vi, yi)-

Analysis of distortion and cost: As we have (z™,u™,a™, v™,y™) jointly typical,
the average distortion and cost constraints are satisfied provided E[d(X, §(V,Y))] <
D and E[A(A)] < C.

Analysis of leakage rate at the eavesdropper: We consider the information leakage
averaged over randomly chosen codebook. As there can be several ways of bounding
the leakage term, we consider here two cases, namely, (Ia) “I(Y;U) bound” and
(Ib) “I(Z;U) bound”

(Ia) “I(Y;U) bound”:

(X" Wy, Wy, Z"(Cy)
= H(Xn|cn) - H(Xn|Wu; an Znacn)

< H(X"|C,) — H(X"|W,, Z™,C) + H(W,|Cy)
< H(X"|C,) — H(X"|K, Z",Cp) + H(W,|Cy)
= H(X"|C,) — H(X", K, Z"|Cp) + H(K|Co) + H(Z"|K,Cn) + H(W,|Cp)

(a)
< —H(Z"|X",U™) + H(K|Cy) + H(Z"|U™,Cn) + H(W,|Cn)

<n[-HZ|X,U)+I(X;U)+ 6.+ H(Z|U) + b + I(X, A; V|U)
—I(Y;V|U) + 26]

(2 X|U) + 1(Y5U) + I(X:U) — I(Y5U) + I(X, A; V]U,Y) + 6]

<nl[A+4]]

A > I(Z; X|U)+HI(Y;U)+[I(X;U)-1(Y; U)+I(X, A; VIU,Y)), where (a) follows
from the facts that conditioning reduces entropy, that K is a deterministic function
of X™ from the encoding process, and that side information channel is independent
of the codebook, (b) follows from the codebook generation, from the memoryless
properties of the side information channel where A™ ~ []7"_; P4y, x, from bounding
the term H(Z™|X™,U™) where Z" ~ [\, Py|x,u whose proof is similar to that of
Lemma B3] and from bounding the term H(Z™|U™,C,) whose proof is similar to
that of Lemma [5.4] and (c) follows from the Markov chain ¥ — (X, A) — (U, V).
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b) “I(Z;U) bound”:

(I

( WU7W’U)Zn|CTL)

= H(X"|Cy) = H(X" Wy, Wy, Z",Cy)

H(X™Cp) — H(X™ Wy, Z™,Cn) + H(W,|C,)

H(X"|Cn) = H(X™, Wy, Z7(Cn) + H(Wu|Cp) + H(Z" W, Cr) + H(Wy|C)

IN

a)

INE

—H(Z™X™,U") + HW,|Co) + H(Z"(C,) + H(W,|Cp)

O H(ZIX,U) + I(X;U) — I(Y;U) + 6. + H(Z) + 6. + (I(X, 4 V|U)
— I(Y;V|U) + 26.)]

O w2 X|U) + 1(Z;U) + I(X;U) — I(Y;U) + I(X, A; V|U,Y) + 8]

< n[A + 4]

itA>IZ; X\ U)+1(Z,U)+ [I(X;0) - 1(Y;U)+ I(X, A; VU, Y)|, where (a), (b),
and (c) follow similarly as those in (Ia) “I(Y;U) bound” above.

ImI(X;U)-1(Y;U) <0

Key coding idea: Under this case, we do not use binning for the first-stage
codeword U™. Instead, we utilize the fact that I(X;U) —I(Y;U) < 0 and that U™
can be reliably communicated over the channel Py |x 4 to generate an oversized
codebook {U"} in order to reduce the rate needed for transmitting the source
description over the rate-limited link in the second stage.

Codebook generation: Fix Py|x Paju,x Pyu,a,x and a function g: V x Y — X.

« Randomly and independently generate 27/(YiU)=9) codewords u (4, k) ~
[1-, Pu, where j € [1: 2nU(V5U)=I(X5U)=200)] "and k € [1 : 20U XU+,

e For each (j,k), randomly and conditionally independently generate code-
words v"(j, k,w,w’) each according to [;_; Py (vi|lui(j, k)), where w € [1 :
Qn([I(X,A;V\U)—I(Y;V\U)—I(Y;U)+I(X;U)]++456)], and w' € [1: 20U Y5VIU)=60)],

The codebooks are revealed to the encoder, the action encoder, the decoder, and
the eavesdropper.
Encoding:

o Given a source sequence z", for all j € [1 : 2”(I(Y;U)_I(X?U)_25E)], the encoder

looks for k which makes u™(j, k) jointly typical with 2™. Since for each j there
are more than 2"/(X3:U) codewords u™ generated, by the covering lemma, there
exists such a u™(j, k) and the corresponding k with high probability. If there
are more than one such k, the encoder chooses one uniformly at random. Then
forall j € [1: 2nU(V3U)=I(X5U)=200)] "the action sequences a™(j) are generated
according to a”(j) ~ [\, Paju,x(ai(j)|ui(j, k), ;). From the conditional
typicality lemma [EK11l Chapter 2], we have that the tuple (™, u™ (4, k)a™(5))
are jointly typical with high probability for all j € [1 : 27(/(V3U)=I(X;U)=200))
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Note here that more than one action sequences are generated, but only one
will be selected and used for generating side information in the next step.

o Next, given that for all j € [1 : 22UV =I(XGU)=200)] “the tuple (2, u™(j, k),
a™(j)) are jointly typical with the selected k, the encoder looks for (j,w,w’)
such that the codeword v™(j, k,w,w’) is also jointly typical with the tuple
(™, u™(4,k),a™(j)). It can be shown that the probability that there exists
such triple (j, w,w’) is arbitrarily high if L log [ 7[|W|[W'| > I(X, A; V|U)+6..
The proof is given below.

Pr((X",U"(j. K), A" (j)) € T (X, U, 4), (X", U"(j, K), A" (),
Vi, K, ww')) ¢ T(X,U, A, V) for all (j,w,w') € T x W x W)

=Y pk) D pa"k)-]] > PUn (3,0, An ()| X i (U
k zneT(™ (X) I (uram)eT™ (U,Alzm)
a"[z", k) - Pr((z",u", a", V" (j, K, w,0')) ¢ TIV(X, U, A, V)
for all (w,w') e W x W' |X" =2",U"(j,k) =u", A"(j) =a™", K = k)

=> pk) D pE"k) -] > PUn(5,K), A ()| x 7 & (U"
k

m"GTe(")(X) J (un7an)€T€(")(U’A‘mn)
a’lz", k) - H 1 —Pr((z",u™,a", V"(j, k,w,w")) €
w,w’

TU(X, U, A V)|U(j, k) = u™)]

<> pk) D pak) -] > PUn(j,K),An ()| x K (U
k aneT™ (X) I (un,am)eT™ (U, Alam)
az™, k) - [1 — 2*"(1(X7A;V|U)+55)]\WIIW'I

<[1- 27n(I(X,A;V\U)+65)]IJIIWHW/\

(b

< exp(—2nGr los [TIWIIW|-I(X, AV [U)=60) )

where (a) follows from joint typicality lemma derived from Theorem [ZT.2]
and (b) from the inequality (1 —z)® < exp(—az), for 0 < < 1,a > 0 [CT06]
Lemma 10.5.3].

Since for each k, the number of codewords v™ generated are approximately
Qn(I(Y;U)*I(X;U)JrI(Y;VIU)+[I(X7A;V|U)*I(Y;VIU)*I(Y;UHI(X;U)}*), there exists
such (j,w,w") with high probability. If there are more than one triple, we
choose one uniformly at random. The encoder sends the corresponding index
w over the rate-limited link.

Then action-dependent side information (y™, 2™) are generated as the output of the
memoryless channel Py, 7/ x 4 with input 2™ and a™(j).
Decoding:
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e Upon receiving the side information y”, the decoder looks for the unique
u"(j, k) which is jointly typical with y". Since there are less than 27/(Y3U)
sequences u" generated, by the packing lemma, it will find the unique and
correct u™ with high probability.

o Then the decoder looks for the unique v™ which is jointly typical with (y™, u™).
Based on the indices w and decoded index (7, k), there are less than oI (YV;VIU)
remaining sequences v", by the packing lemma, it will find the unique and
correct v™ with high probability.

o The decoder puts out #" as a reconstruction of z™, where the i*" element
&y = g(vi, yi)-

Analysis of distortion and cost: As we have (z™,u™,a™, v™,y™) jointly typical,
the average distortion and cost constraints are satisfied provided E[d(X, §(V,Y))] <
D and E[A(4)] < C.

Analysis of leakage rate at the eavesdropper: As in the previous case, we con-
sider two different ways of bounding the leakage averaged over randomly chosen
codebook, namely, (ITa) “I(Y;U) bound” and (IIb) “I(Z;U) bound”

(ITa) “I(Y;U) bound”:

I(X™W,Z"|Cy)

= H(X"|C,) — H(X™|W,Z",C,)

< HX"|C,)—HX"|J,K,W,Z",C,)

< H(X"C,)—HX"|J,K,Z",C,) + HW|C,)

=H(X"|C,) —H(X",J,K,W,Z"|C,,) + H(J,K|C,) + H(Z"|J, K, Cy,)
+ H(W|C,,)

(a)
< —H(Z™X™,U") + H(J,K|Cn) + H(Z"|U™,C,) + H(W|Cy)

(2 n[-H(Z|X,U)+ 1(Y;U) = 6.) + H(Z|U) + 6. + [[(X, A, V|U) = I(Y;V|U)
—I(Y;U) 4+ I(X;U)]" + 46

D a2 X|U) + I(Y5U) + [[(X;U) = I(Y5U) + I(X, A; V]U, V)] + )

< n[A + 6]

it A > I(Z; X|U) + I(Y;U) + [[(X;U) — I(Y;U) + I(X,A; VU, Y)| T, where
(a) follows from the facts that conditioning reduces entropy and that side in-
formation channel is independent of the codebook, (b) follows from the code-
book generation, from the memoryless properties of the side information channel
where A" ~ [, Paju,x, from bounding the term H(Z"|X",U™) where Z" ~
H?zl Py x,u whose proof is similar to that of Lemma [5.3] and from bounding the
term H(Z™U™,C,) whose proof is similar to that of Lemma [5.4], and (c) follows
from the Markov chain ¥ — (X, A) — (U, V).
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(ITb) “I(Z;U) bound”:

I(X™ W, Z"(Cy)

= H(X"|C,) — HX™"W,Z",C,)

= H(X"|C,) — H(X™, W, Z"|Cn) + H(W|Cp) + H(Z™W,Cn)

(a)

E H(ZX U + HOVIC) + H(Z"Co)

®)

< n[-H(ZIX,U)+ [I(X, A V|U) - I1(Y;VIU) = I(Y;U) + I(X;U)]" + 46,

+ H(Z)+ 6]

n[I(Z; X|U) + 1(Z;U) + [[(X;U) = I(Y;U) + I(X, A; VU, Y] + )
< n[A + 4]

(©

itA>1Z; X|\U)+1(Z;U)+ [I(X;U0) - I(Y;U) + I(X, A; VU, Y)| T, where (a),
(b), and (c) follow similarly as those in (ITa) “I(Y;U) bound” above.

Based on all above results, from the random coding argument, we have that a
tuple (R, D,C,A) € Ri which satisfies
R>I(X;U) - I(Y;U) + I(X, A; VIU,Y),
D > B[d(X,5(V.Y))],
C = E[A(A)],
A >1(Z; X|U)+min{I(Y;U), [(Z;U)} + [I(X;U) — I(Y;U) + [(X, A, VU, Y)| T
A >Nz X|U) +min{I(Y;U),1(Z;U)},

for some Px Py 4,v|x Py ,zja,x and a function g : V x Y — X is achievable.

5.F Proof of Theorem

Here we only provide the proof for the rate and leakage rate constraints. The con-
verse proofs for distortion and cost constraints follow similarly as in the proof
of Theorem [52Z1] . Let us define the auxiliary random variables V; £ (W, Y™\),
Ui & WY/, Z7Y), and K; £ (W, X”\’,Y[}rl,Zi—l) which satisfy (Y7, Z;) —
(Xi, Ai) — (Vi, U, K;) foralli=1,...,n

Rate constraint:

n(R+3,) > HW)
H(W[Y™)
H(W,X™ Y™ — HY™) — H(X"|W,Y™)
H(X”) +H(Y"|X™, A" — H(Y™) — H(X™|W,Y"™)

v

v

Ve

n
Z )+ H(Yi| X, A;) — H(Y;) — H(X;|Vi, Y))
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Z (Xi; Ag) = I(Yi; Ay) + H(Xi|Y, A;) — H(Xi| V3, Y),

where (a) follows from the definition of V;.
Leakage rate constraint:

n(A+6,) > I( X" W, Z2™) =1( X" W) + I(X"™; Z™W)
= H(X") — HOXW,Y™) — (X5 Y IW) 4 T(X% 2°|W)

H(X) — HOGIW, Y™, XY — HYGW, Y7 + H(Z[W, 27

I
NIE

i

1
+ HY;[W, X", Y1) — H(Z[W, X", 2
= ST H(X) — HOGIW, Y™, XY 4 (Y W, Vi) — (7 W, 77)
=1
I(Yi W, X7 Y00 + 1(Zs W, X, 207
(‘”ZH HXAW, Y™, X + 1Y WY, 270 = 12 WY, 27

— IV W, X" Y, 27 + (2 W, X ™ Y, 27T

—~
=
=

I(X Vi, Ya) + I((Yi; Us) — I(Z3; Uy) — I(Ys; X3, Ui, K) + 1(Z3; X5, Uy, KG)

s
Il
-

I Y
[ \\gi]

I(X Vi ) — 1Yy X, KG|U;) + 1(Z3 X, K| Uy,

.
Il
N

where (a) follows from adding the Csiszar’s sum identity, >-% | I(Y;; 271 W, Y/, )—
[(Zs Y2 \W, 207 = 0and S, 1(Ys; 2L W, X, Y ) —1(Z; Y, [W, X7, 201
=0, and () follows from the definition of V;, U;, and Kj.

In addition, we have

n(A+6,) > I(X™ W, Z™)
> 1(X"2")
> H(X:) - H(Xi|Z:).
=1

The proof ends by introducing an independent time-sharing variable ) and defining
new corresponding random variables as in the converse proof of Theorem (.21
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5.G Converse Proof of Leakage Constraint in Corollary

6.3.1

When there is no side information at the eavesdropper, the information leakage is
expressed by I(X™; W). For any achievable leakage rate /A, we have that

(A +6,) > I(X™ W)
=H(W) - HW|X")
> H(W[Y™) — H(W|X™)
=HW,X"Y") - HX"W,Y") - HW|X"™)

(@)

S H(W, X", Y™ — H(Y™) — nb, — H(W|X™)
®)

> H(X™) + H(Y™| X", A") — H(Y™)

> XH:H(X) + H(Y;|X;, Ay) — H(Y)

Xz;A }/;,A)+H(X1|A'La}/;)a

H'Mz

where (a) follows from Fano’s inequality H(X"™|W,Y™) < nd,, (b) follows from the
fact that conditioning reduces entropy and that Y™ — (X", A™")—W forms a Markov
chain.

5.H Proof of Proposition 5.4.1]

The achievable scheme consists of a successive refinement like coding scheme and
a secret key generation scheme.
Codebook Generation: For fixed Py x, Pyjx,4, and §: U X AX Y — X,

« Randomly and independently generate 2"(/(XiM)+3) qn (1) ~ [T, Pa(a;),
Wy € [1 on(I(X;A)+dc )]

e For each w, € [1 : 27U (Xi4)+)] randomly and conditionally independently
generate 2" (X5UI+3) (1, m) ~ [T, Pyja(uslai(w,)). Then distribute
them uniformly at random into 27(X:UIAY)+26¢) hing and label these bins
b (wy), wy, € [1: 2rIXUIAYIH20)] We further split the bin indices w,, into
wyk € [1: 28] and w,; € [1: 2"(I(X*U|A7Y)*Rk+25€)]. Note that w,, can be
deduced from (wy, i, Wy 1)

o For secret key generation codebook, we randomly and uniformly partition
the set of sequences Y™ into 277 bins b (k), k € [1 : 2"B¥], where Ry, =
min{H(Y|X, A, Z),[(X;U|A,Y)} — 26..
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The codebooks are revealed to the encoder, the action encoder, the decoder, and
the eavesdropper.
Encoding:

¢ Given a sequence z", the encoder looks for a™ that is jointly typical with z™.
By the covering lemma, with high probability, there exists such an a™ since
there are 2"(X34)+9) codewords a™ generated. If there are more than one,
we choose one uniformly at random and send the corresponding index w, to
the decoder and the action encoder.

o Then, the encoder looks for u™ which is jointly typical with (z™,a™). By
the covering lemma, with high probability, there exists such a u™ since there
are 2nUI(XUIA)+6) yn generated. If there are more than one, we choose one
uniformly at random.

e The side information is generated as an output of the memoryless channel
Py x, 4 with inputs 2" and a". To generate a secret key, the encoder looks for
an index k for which y™ € by (k). Further the encoder transmits the encrypted
bin index corresponding to the chosen ™ by splitting and sending w,,; and
Wy, k Dk to the decoder, where w, 1, Dk denotes the modulo operation, (w, x+
k)mod2"f . This results in the total additional rate of I(X;U|A,Y)+24. over
the rate-limited link.

Decoding: Upon receiving wq, Wy, and w, @ k, the decoder uses its side
information y™ to generate its own key and decrypt the index w1, and thus the
bin index w,,. Then it looks for a unique u™ that is jointly typical with (a™,y™). By
the packing lemma, with high probability, it will find the unique and correct one
since there are 2"U(Y:UIA)=6c) ndewords in each bin by (w,,). The decoder puts out
2" where &; = §(u;, a;, y;)-

Analysis of distortion and cost: Since (z™,a™,y™, u™) are jointly typical, we can
show that D and C satisfying D > E[d(X,§(U,A,Y))] and C > E[A(A)] are
achievable.

Analysis of leakage rate: The leakage averaged over randomly chosen codebook
C, can be bounded as follows.

(X" Wa, Wat, Wai & K, Z"(Cp)

= (X" Wa|Cn) + I(X™; Z"Wq,Cp) + I(X™ Wyt |Wa, Z7,Cr)
+ I(X™ W @ K[Wo, Way, Z",Cp)

< H(Wa|Cn) + H(Z"[Wa,Cp) = H(Z"[Wa, X", Cn) + H(Wui|Cn)
+ H(Woup ® K|Cp) — HWe & K|Wo, Wy, X, Z™,Cp)

(a)
< HW,|C,) + H(Z"|A",C,)) — H(Z™|X"™, A", C,,) + HW,,.1|Ch)
+HW, i, ® K|C,,) — HK|X™, A", Z",C,)
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(b)
< nlI(X; A) + H(Z|A) + I(X;U|A,Y) Ry + Ry + 6] — H(Z"|X", A", C,)

ap
— H(K|X™, A", Z",C,,)
<n[P+6]— H(Z"| X", A",C,) — [(K;Y"| X", A", Z",C,,)
=n[P+6]—-HY" Z" X", A",C,) + H(Y"|K, X", A", Z",C,,)

(c)
<n[P—-H(Y,Z|X,A) + 8]+ HY" K, X", A", Z",C,)

(d)

_"_5///]
=n[l(X;A,Z2)+ I(X;U|AY) — Ry + 6]
< n[A+5///]

itA>I(X;A,Z)+1(X;U|A,Y)— R, where (a) follows from the facts that condi-
tioned on C,,, the indices Wy, Wy, ;, Wy, . are functions of X", that A™ is a function
of W,, and that W, — (X", A") — Y™ — Z" forms a Markov chain, (b) follows
from the codebook generation and from bounding the term H(Z"|A™,C,,) simi-
larly as in Lemma B4 (¢) follows from bounding the term H(Y™, Z™| X" A", C,)
where (Y™, Z") ~ [, Py,z|x,a, similarly as in Lemma (3, and from the Markov
chain (X, A) —Y — Z, and (d) follows from [EK11, Lemma 22.3] given that Ry <
H(Y|X, A, Z)— 0, which holds since Ry, = min{H(Y|X, A, Z),I(X;U|A,Y)} —24..

That is, from the random coding argument, we have that a tuple (R, D,C,A)
which satisfies R > I(X; A)+1(X;U|A,Y), D > E[d(X,§(U, A, Y))], C > E[A(A)],
and A > I(X; A, Z)+1(X;UJA,Y) — Ry, for some Py x Pyja,x and §: UXAXY —

A

X, where R, = min{H (Y|X, A, Z),I(X;U|A,Y)}, is achievable.

5.1 Proof of Proposition [5.4.2

For any achievable tuple (R, D,C, A), by standard properties of the entropy func-
tion, it follows that

n(R+6,) > H(W)

(g) H(VV, An)

= H(A") + H(W|A™)
> I(X™ A™) 4 (X" WIA™, Y™
= H(X™) — H(X"|A") + H(X"|A",Y™) — H(X"|W, A", Y")
= H(X") — H(Y"|A™) + H(Y"| X", A") — H(X"|W, A", Y™)

) &
> Y H(X;) — H(Y|Ai) + H(Yi| X, Ai) — H(X|U;, AiY)
i=1
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Z (Xi; 40) + [(X5; Uil A, i),

where (a) follows from the deterministic action encoder, and (b) follows from the
memoryless channel Py |x 4 and by defining U; £ (W, X*~1, An\ yn\i),
For the average distortion and cost constraint, we have

a

D+ 6, > E[d™/(X", gt (W, Y™))] = ZE Xi, (Ui, Ai, Y2))),

where (a) follows from the definitions of auxiliary random variable U;, and that
there exists some function g; such that g;(U;, A;,Y;) = gz(n)(W, Ym).
Lastly, the leakage rate
n(D+8,) = (X" W, 27)
(@

C+46,>E[A

3I>—‘

I(X™ W, A", Z")

= I(X™ A", Z") + I(X™; W|A™, Z")

= I(X™ A", Z") + I(X™ W, Y"|A™, Z™) — [(X™; Y™ |W, A", Z")
= I(X™ A", Z") + I(X™ Y™ A", Z") + [(X"™; W|A™, Y™, Z")

— I(X™ YW, A", 27

®)

> I(X"™ A", Z") + I(X™; Y™ A", Z") + H(X"|A™,Y™) — H(X"|W, A", Y™)
— I(X™ YW, A", Z™)

> (X" A", Z") + H(X"| A, Y™) — H(X"|W, A", Y") — H(Y"| X", A", Z")
© H(xm™) — I(X™ YA, Z7) — H(X™|W, A", Y™) — H(Y"|X", A", Z")

= H(X") — H(Y"|A", Z") — H(X"|W, A", Y™)

H(X;) — HY;|Ay, Z) — H(X;|W, X1 A" Y™

s
Il
—

-

—~

1M

c

I(X; As, Zi) + I( X Uil Ag Y) — H(Y;| X5, Ag, Zs),
1

.
I

where (a) follows from the deterministic action encoder, and (b) follows from the
Markov chain (X", A")—Y"™ —Z" and (c¢) from the Markov chain Z; —Y; — (X;, A;)
and the definition of U;.

The proof for n(A+6,) > >0 I(X;; A;, Z;) is straightforward, and is therefore
omitted. We end the proof by introducing an independent time-sharing variable
@ and defining new corresponding random variables as in the converse proof of

Theorem B.2.11
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5.J Proof of Lemma [5.1]

By definition of the reconstruction function, we get g(u) = &(-|u). Then we obtain
Eld(X, g(U)] = Spen merd P ud(@,5010)) = Senue P u) log(5) =
H(X|U).

5. K Proof of Lemma [5.2

By definition of the reconstruction alphabet, we consider the reconstruction X" to
be a probability distribution on X conditioned on Z. In particular, if 2 = ¢(™ (2),
we define s(z"|z) = [}, &i(z;]2). Note that s is a probability mass function on X™.
We obtain the following bound on the expected distortion conditioned on Z = z,

E[d™ (X", 9" (2)|Z = 2] = %z”: (Xi,9" (2))12 = 2]
= 3 )y D dleng” )
znExn =1
— Z p(x”|z)1210g(A ! )
e n = (4] 2)
=13 pa)e) log(———)
noin s(z"|2)
_ l z"|z)lo p(ac"|z) 1
"2 P )
1 n p(a"|2) n 1
—— Z p(a"[2)log(——=) + = Z p(z"|2)log(——=~)
na:ﬂEXw S(I |Z) nCE”GXn (x |Z)
= LD(p(a"|2) (") + - H(X"|Z = 2)
> %H(X"|Z —2).

By averaging both sides over all z € Z, from the law of total expectation, we obtain
the desired result.

5.L Proof of Theorem [5.4.7]

The proof of Theorem (.41l is an application of the proofs of Proposition [(.4.1] and
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5.L.1 Achievability

I) If H(X|A,Y) — D < 0: The encoder looks for a™ that is jointly typical with =™
and transmits the corresponding index w, to the decoder. With high probability,
there exists such a™ since there are 2" (X:4)+3) codewords generated. The action-
dependent side information y" is then generated. Since the decoder knows (a™, y"),
it can put out £" where #; = §(a;, a;,y;). Since (z",a™,y™) are jointly typical, it
can be shown that this is sufficient to satisfy the distortion and cost constraints.
Note that, under the logarithmic loss distortion, we have E[d(X,g(A,A,Y))] =
H(X|AY).

II) If H(X|A,Y)—D > 0: We follow exactly the proof of Proposition[E. 4Tl except
that we specify a particular choice of U in the following way. From the property
of log-loss distortion function (Lemma [B.1I), we have that E[d(X, §(U, A,Y))] =
H(X|U,AY). We define U = X with probability p =1— AXAT) and a constant
otherwise. Then, H(X|U,A,Y) = (1 — p)H(X|A,Y) = D. The inner bound in
Proposition (.41l thus reduces to the desired result.

That is, we have that a tuple (R,D,C,A) which satisfies R > I(X;A) +
H(X|AY)— D, C > E[A(A)], and A > I(X;A,Z)+ H(X|A,Y) — D — R, for
some Py x, where Ry = min{H (Y'|X, A, Z), H(X|A,Y) — D}, is achievable.

5.L.2 Converse

The converse proof follows similarly as the proof of PropositionBh.Z.2lexcept the step
that we define the auxiliary random variable U;. Instead, we utilize the fact that, for
logarithmic loss distortion, %H(X"WV7 Y™) < E[d™ (X", gt (W, Y™))] (Lemma
(2). Thus, for any achievable tuple (R, D, C, A), it follows that H(X™/W,Y™) <
n(D + 6,). The proof for n(R + é,) > > | I(X;; A;) is straightforward.



Chapter 6

Secure Source Coding With Public Helper

action-dependent side information where the source secrecy constraint is im-

posed at an external eavesdropper. In this chapter, we consider new models for
secure multi-terminal source coding in the presence of a public helper. Two main
scenarios are studied: 1) source coding with a helper where the coded side infor-
mation from the helper is eavesdropped by an external eavesdropper; 2) triangular
source coding with a helper where the helper is considered as a public terminal.
We are interested in how the helper can support the source transmission subject
to a constraint on the amount of information leaked due to its public nature. We
characterize the fundamental tradeoff between transmission rate, incurred distor-
tion, and information leakage rate at the helper/eavesdropper in the form of the
rate-distortion-leakage region for various classes of problems.

In the previous chapter, we have studied problems of secure source coding with

6.1 Introduction

Nowadays the Internet is an essential part of our daily life. We rely on many online
services which inevitably create huge amounts of information flows in a network.
With this huge amount of information, the main tasks for network designers are
to ensure that the data can be transmitted reliably and also securely across the
network. The latter requirement is becoming increasingly acute, especially when
sensitive information is involved. Let us imagine a network in which information
flows from one node to another through a number of intermediate nodes. The system
design generally makes use of these intermediate nodes to help the transmission.
However, these nodes might be public devices or terminals which we cannot fully
trust. This scenario leads to a natural tradeoff between cooperation and secrecy in
a system and motivates the study of secure communication and compression in the
presence of public helpers.

In this chapter, we consider secure lossy source coding problems involving a
public helper under an information leakage constraint. A summary of the problem
settings and contributions of this chapter is given below (see also Table [6.1)).

129
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2

» Eaves. [

y" LI(X™ Wa, Z7) < A
—»{ Helper L\ W
2

xn v A XD

—»{ Encoder W, »| Decoder—»

Figure 6.1: Secure source coding with one-sided/two-sided public helper. (© 2013
IEEE)

6.1.1 Overview of Problem Settings and Organization
Secure Source Coding with a Public Helper

In Section[6.2 we consider secure lossy source coding problems with a public helper,
as depicted in Fig. [6.Il The setting is motivated by a scenario where the helper can
only provide side information through a rate-limited communication link which is
not secure due to its public nature, i.e., it can be eavesdropped by an external
eavesdropper. In the “one-sided helper” setting, the helper communicates through
a public link only to the decoder, while in the “two-sided helper” case, the helper
broadcasts the same coded side information to both encoder and decoder. We pro-
vide an inner bound to the rate-distortion-leakage region for the one-sided helper
case and show that it is tight under the logarithmic loss distortion measure and for
the Gaussian case with quadratic distortion and the Markov relation Y — X — Z.
A Gaussian example illustrating the distortion-leakage tradeoff under different rate
constraints for the one-sided helper is also given. For the two-sided helper case, we
solve the rate-distortion-leakage tradeoff under general distortion. We note that the
one-sided /two-sided helper settings considered in Fig. [G.I] are essentially extensions
of the one-helper problem [BHO™79,[JBOS,[PSWT10] to include the presence of an
eavesdropper. Variation of the settings where the eavesdropper sees instead the link
from an encoder to a decoder was studied in [TUR13,[VP13].

Secure Triangular/Cascade Source Coding with a Public Helper

In Section 6.3, we consider problems of triangular source coding with a public
helper, as shown in Fig. In contrast to the previous settings, where the focus
is on leakage at an external eavesdropper, we address the problem of information
leakage at a legitimate user. The setting is motivated by a scenario where the helper
is a public terminal that forwards the information as the protocol requests from the
encoder to the decoder. However, the helper might be curious and not ignore the
data which may not be intended for him. Clearly, there exists a tradeoff between
amount of information leakage to the helper and the helper’s ability to support
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Figure 6.2: Secure triangular/cascade source coding with public helper. (© 2013
IEEE)

the source transmission. The problem of characterizing the optimal rate-distortion-
leakage tradeoff in general is difficult due to the ambiguity of the helper’s strategy
and the role of side information at the encoder. In Section [6.3] we characterize
the rate-distortion-leakage regions for various special cases based on different side
information patterns available to the encoder, the helper, and the decoder. Our
contributions are summarized below.

o Setting (A): We assume that Yy is constant, Yo =Y, and that X =Y —Z forms

a Markov chain. We solve the problem under the logarithmic loss distortion
and for the Gaussian sources with quadratic distortion, and show that the
forwarding scheme at the helper (setting Wo = W1 ) is optimal. Note that the
Markov assumption X —Y — Z in this setting can be relevant in scenarios
where the decoder is a fusion center collecting all correlated side information.

Setting (B): We assume that the side information Y1 = Yo = Y, and that
X —Y — Z forms a Markov chain. We solve the problem under the loga-
rithmic loss distortion and for the Gaussian source with quadratic distortion.
We show that the availability of the side information at the encoder does not
improve the rate-distortion tradeoff, and that the forwarding scheme at the
helper is optimal. Interestingly, we note that although the availability of the
side information at the encoder does not improve the rate-distortion tradeoff,
this side information can be used for a secret key generation at the encoder
and the decoder. In our coding scheme, the secret key is used to scramble part
of the message sent to the helper, and thus decrease the information leakage.

Setting (C): We assume that (Y1, Z) is constant and Yo =Y. It can be seen
that the setting essentially reduces to the Wyner-Ziv like problem with an
additional leakage constraint, and that the forwarding scheme at the helper is
optimal. The Wyner-Ziv like coding achieves the whole rate-distortion-leakage
region in this case.

Setting (D): We assume that the side information at the helper is also available
at the encoder, i.e., Y1 = Z, and we let Yo = Y. In this case, we assume
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Figure 6.3: Secure triangular source coding with public helper where the encoder
“broadcasts” the same message.

that X — Z =Y forms a Markov chain and solve the problem under general
distortion. Due to X — Z —Y, we show that the decode-and-reencode type
scheme at the helper is optimal. That is, it is meaningful to take into account
Z™ at the helper in relaying information to the decoder.

We note that our settings are different from the conventional triangular source
coding problem in that the decoding constraint at the helper is replaced by the
privacy constraint. Also, all the triangular settings can reduce to the cascade set-
tings when the private link from the encoder to the decoder is removed (setting W3
constant). The results for the cascade settings can therefore be obtained straight-
forwardly from the triangular settings.

Apart from the triangular settings (A)-(D) mentioned above, we also consider a
slightly different setting where the encoder “broadcasts” the same source descrip-
tion to the helper and the decoder, as depicted in Fig. [6.3l Note that this is not
a special case of previous triangular settings in Fig. since it is more restrictive
than simply setting the rate Ry = R3. Depending on the side information pattern,
we will see that, in some cases (setting (A)-(C)), the helper is not helpful in terms
of providing more information to the decoder, i.e., Ry > 0 is achievable.

6.1.2 Related Work

Here we discuss some related works on multiterminal source coding problems and
refer the readers to the related work section in Chapter [l for the discussion re-
garding the secure source coding problems. Multi-terminal source coding problems
have been studied extensively in various settings. The lossless distributed source
coding problem was solved by Slepian and Wolf [SW73]. The setting has since been
extended to the lossy case (cf., e.g., [Ber77]), and remains open in general. It is
also unsolved even when we require only one distortion constraint, i.e., one-helper
problem [BHO™79), [JBO§|. There exist only a few special cases which can be solved
completely. This includes the Wyner-Ziv problem [WZ76], the case when one source
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is decoded losslessly [BY89], and the special case of a Gaussian source with quadratic
distortion [Ooh97], [WTV08]. Recently, Courtade and Weissman [CW14] introduced
a logarithmic loss distortion as a new and interesting distortion measure for lossy
distributed source coding and solved the problem completely under this distortion
measure. As for other related multi-terminal source coding problems, Yamamoto
in [Yam8&1] studied and established the rate-distortion regions for the cascade and
triangular source coding problems without side information. Variations of the cas-
cade and triangular source coding settings have been studied in recent years (see,
e.g., [VITDO6,[CPW12]).

6.2 Secure Source Coding with One-sided/Two-sided
Public Helper

In this section, we consider source coding with a helper where the link from the
helper is public and can therefore be eavesdropped by an external eavesdropper, as
depicted in Fig. 6.1l We state the detailed problem formulation below. For the one-
sided public helper case, we provide an inner bound to the rate-distortion-leakage
region. Then we show that the inner bound is tight for some special cases including
the cases under the logarithmic loss distortion measure, and the Gaussian case with
quadratic distortion under ¥ — X — Z Markov assumption. We also consider the
two-sided helper case and characterize the rate-distortion-leakage region under a
general distortion function.

6.2.1 One-sided Public Helper

Let us consider the setting in Fig. [6.1] when the switch is open. Source, side in-
formation, and reconstruction alphabets, X, Y, Z, X are assumed to be finite. Let
(X™, Y™, Z™) be the n-length sequences which are i.i.d. according to Px,y,z. Given

a source sequence X", an encoder generates a source description Wy € Wl(n) and
sends it over the noise-free, rate-limited link to a decoder. Meanwhile, a helper who
observes the side information Y™ generates coded side information W5 € WQ(n) and
sends it to the decoder over another noise-free, rate-limited link. Given the source
description and the coded side information, the decoder reconstructs the source
sequence as Xn subject to a distortion constraint. We note that the eavesdropper
also receives the coded side information and its own side information Z™.

Definition 6.1. A (|W§")|, |W2(n) |, n)-code for secure source coding with one-sided
public helper consists of

e a stochastic encoder Fl(n) which takes X™ as input and generates W7 € Wl(n)
according to a conditional PMF p(wq|2™),

e a stochastic helper Fg(n) which takes Y™ as input and generates Ws € WQ(n)

according to p(ws|y™), and
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« a decoder g™ : Wl(n) X WQn) -
where Wf") and WQ(n) are finite sets.

Let d: X x X — [0,00) be the single-letter distortion measure. The distortion
between the source sequence and its reconstruction at the decoder is defined as

. 1< .
dm™ (Xn,Xn) S E ;d(Xi,Xi),

where d™(-) is the distortion function.
The information leakage at the eavesdropper who has access to Wy and Z" is
measured by the normalized mutual information %I (X™ Wa, Z™).

Definition 6.2. A rate-distortion-leakage tuple (R1, Re, D, ) € Ri is said to be

achievable if for any § > 0 and all sufficiently large n there exists a (|W1(n) l, |W2n) [,n)
code such that

l1og|)/v}”>| <Ri+96,i=1,2,
n
E[d™ (X", g") (W1, W2))] < D+,

1
and I(X™Wa, Z") < A46.

n

The rate-distortion-leakage region Rone-sided 1S the set of all achievable tuples.

Inner Bound

The following theorem gives an inner bound to the region Rone-sided, i-€-, it defines
regiOH Rin - 7?/one-sided-

Theorem 6.2.1 (Inner Bound). A tuple (Ri, R, D,A) € R% is achievable for
secure source coding with one-sided public helper if

Ry > I(Y3U), (6.1a)
Ry > I(X;V|U), (6.1b)
D > Eld(X, §(U, V)], (6.1c)
A > I(X;U,Z), (6.1d)

for some joint distributions of the form Pxy z(x,y,z)Pyy (uly)Pyx(v|x) with
U <|V|+4, V| <|X|+1, and a function §g: U xV — X.
Region Ry, is defined as the convex hull of the set of all such tuples.

Remark 6.1. Our achievable scheme is identical to that of the original one-helper
problem. However, the resulting rate-distortion tradeoff is different since the set of
optimizing input distributions may change due to an additional leakage constraint.
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We note also that the problem of characterizing the complete rate-distortion-leakage
region under general distortion remains open. This is to be expected in view of the
fact that the one-helper problem (without the leakage rate constraint) is still open.

Proof of Theorem [6.Z1k The proof is based on a random coding argument.
The achievable scheme follows the standard rate-distortion and Wyner-Ziv like
coding scheme. That is, for fixed Pyy, Py|x, and §(-), randomly and indepen-
dently generate 2n(/(ViU)+99) sequences u™(ws2) ~ [, Pu(ui(ws)), wa € [1 :
2”(I(Y?U)+5E)]. Also, randomly and independently generate 2"/ (X:V)+9¢) gequences
v (0) ~ [, Py(vi(w)),® € [L : 2nUX:V)H09)] and distribute them uniformly
into 2nU(XVIU)+20) hing b, (wy), wy € [1 : 2rUXVIUVIF20)] For encoding, the
helper looks for u™ that is jointly typical with y™. If there is more than one, it
selects one of them uniformly at random. If there is no such «", it selects one
out of 22 (YsU)+de) yniformly at random. Then it transmits the corresponding in-
dex wsy to the decoder. With high probability, there exists such u™ since there are
2n(I(Y3U)+0¢) codewords generated. The encoder looks for v that is jointly typical
with 2”. If there is more than one, it selects one of them uniformly at random. If
there is no such v™, it selects one out of 2(1(X;V)+3) yniformly at random. It then
transmits the corresponding bin index w; to the decoder. With high probability,
there exists such v” since there are 2"(XiV)+de) codewords generated. Upon re-
ceiving (wq, ws), the decoder looks for the unique v™ such that it is jointly typical
with «”. With high probability, it will find the unique and correct one since there
are 2"U(UiV)=99) codewords in each bin b,(w;). Then 2™ is put out as a source
reconstruction, where &; = g(u;,v;). Since (2™, u",v™) are jointly typical, we can
show that D > E[d(X, g(U,V))] is achievable.

As for the analysis of leakage rate, we consider the following bound on the
normalized mutual information averaged over all codebooks C,,

I(X”;Wg,Zn|C )
= H(Xn|cn) ( WQ;Zn|Cn) +H(W2,Z"|Cn)
= H(X"|C,) — H(X™, Z"|C,,) — HW,| X", Z",C,,) + HW>|C,,) + H(Z"|W3,Cy,)
< H(X"C,) — H(X™, Z"|Cy) — I(Wa; Y™ X™, Z™,Cy) + H(W2|Cy,)
+H(Z" |W2,Cn)

(a)
< H(X™) — H(X™,Y", Z") + HY"™U"(Wa), X", Z",Cp) + H(W>|Cy)
+ H(Z"U™(W»),Cy)

/—\
Q‘
-

n[H(X)— H(X,Y, Z) + HY|U,X, Z) + 6. + I(Y;U) + 6 + H(Z|U) + ]

—

c

=n[H(X)-H(X,Z|Y,U)-1(Y;X,Z|U)+ H(Z|U) + 6]
=n[l(X;U, Z) + 4.,

~

where (a) follows from the fact that (X", Y™, Z") are independent of the code-
book, (b) follows from the i.i.d. property of (X", Y™ Z"), from the codebook
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generation that we have Wy € [1 : 2”(I(Y;U)+5€)], and from bounding the terms
H(Y"\U™(Wy), X", Z",Cy) and H(Z™|U™(W2),C,) similarly as in Lemma [54] in
Chapter B where Pr((Y™, U™(W2), X", Z") € ﬁ(n)) — 1 as n — oo from the
codebook generation and encoding process, (c¢) follows from the Markov chain
U-Y - (X,2).

For the bounds on the cardinalities of the sets i and V, it can be shown by using
the support lemma [CK11l Lemma 15.4] that it suffices that I should have |Y]|—1 el-
ements to preserve Py, plus five more for H(Y|U), H(X|U), H(X|U,V), H(X|U, Z),
and the distortion constraint. And similarly, it suffices that V should have at most
|X| + 1 elements to preserve Px, H(X|U,V), and the distortion constraint. This
finally concludes the proof. O

Next, we show that the inner bound provided in Theorem [6.2.T]is tight for some
special cases, namely, the setting under logarithmic loss distortion measure and the
Gaussian setting under quadratic distortion for the case Y — X — Z.

Logarithmic Loss Distortion

Theorem 6.2.2 (Logarithmic Loss). The rate-distortion-leakage region under log-
arithmic loss distortion Rone-sided,log-loss 1S the set of all tuples (R, Re, D, A) € Ri
that satisfy

Ry > I(Y;U), (6.2a)
Ry > [H(X|U) - D", (6.2b)
A > I(X:U, Z), (6.2¢)

for some joint distributions of the form Px y,z(x,y, z)Py)y (uly) with U] < |V|+2.

Proof of Theorem [6.2.2:
Sketch of Achievability: The achievable proof follows the proof of the inner bound
in Theorem That is, the scheme consists of the rate-distortion code for lossy
transmission of y™ via the codeword u™ at rate I(Y; U)+d,, and the Wyner-Ziv code
at rate I(X; V|U) 4 25, for lossy transmission of 2™ with «™ as side information at
the decoder. We can show that the distortion D and the leakage A, satisfying D >
Eld(X,g(UV)],A > I(X;U,Z), are achievable. Due to the property of logarith-
mic loss distortion function (LemmalB.T]), we have E[d(X, g(U,V))] = H(X|U,V). If
H(X|U) < D, the encoder does not need to send anything, i.e., setting V' constant.
If H(X|U) > D, we define V = X with probability 1 — W and constant other-
wise. Then we get H(X|U,V) = D and I(X; V|U) = H(X|U)—D. Therefore, we ob-
tain the desired achievable rate-distortion-leakage expressions. The converse proof
uses the fact that for logarithmic loss distortion function E[d(X™, g™ (W7, Wy))] >
LH(X™|W1,Ws) (Lemma [E.2), and it is given in Appendix [G.Al O

Remark 6.2. Interestingly, Theorem shows that the achievable scheme for
the original one-helper problem (the one used in Theorem [6.2.7]) is also optimal in



138 Secure Source Coding With Public Helper

the presence of an eavesdropper who observes the link from the helper. Due to the
property of logarithmic loss distortion which allows the use of Lemmas[(5.Jland B.2]in
proving achievability and converse, an additional auxiliary random variable V' and
its associated Markov chain are not needed in characterizing the rate-distortion-
leakage region. This essentially allows us to overcome the common issue faced in
establishing a complete result for the lossy multi-terminal source coding problem
in general.

Gaussian Setting Under Quadratic Distortion With Y — X — Z

In this part, we evaluate the rate-distortion regions when (X™, Y™, Z™) are jointly
Gaussian and the distortion function is quadratic. Let the sequences (X™, Y™, Z™)
be i.i.d. according to Px,y,z. We will assume that Y ~ N (0,0%), X =Y + Ny, Ny ~
N(0,0%,) independent of Y, and Z = X + Na, Ny ~ N(0,0%,) independent of
(X,Y, Ny), where 0%, 012\,1 , 0']2\]2 > 0. Note that this satisfies the Markov assumption
Y — X — Z. While our main results in previous cases were proven only for discrete
memoryless sources, the extension to the quadratic Gaussian case is standard and
it follows, for example, [Wyn78] and [EK1I].

Theorem 6.2.3 (Gaussian, Y — X — Z). The rate-distortion-leakage region for a
Gaussian source with quadratic distortion under the Markov assumption Y — X —Z,
R one-sided, Gaussian, 45 the set of all tuples (R, Ra, D, ) € Ri that satisfy

1
Ry > 3 log (1/a), (6.3a)
1 oza%— + 012\,1
1 2 4 62 Vo2 + 02, + o2
A > §log ((UY 01\211)( U2Y UQN1 UNQ)), (6.3¢)
0%, (aoy +03%,)

for some o € (0,1).
Proof. The proof is given in Appendix O

Corollary 6.2.1. The minimum achievable distortion for given rates and leakage
rate Ry, Ra, /\ under the Markov assumption Y — X — Z is given by

Dmin(Rla RQ; A) = maX{272R1 (272R2U%/ + U]2V1 )a 272R1 (O‘*US% + UJ2V1 )}’7 (64)

272 (0} +oR ) ok, +oky) =k, TN ox oN
where 0 < o™ = 11 2 -2 — 2 — =t <1, and
- 05,0'12\7272 2AU§,(U§,+0’12V1) 22Ac?\]2 R oy — 7
(@3 +o3) Y
2 2 2 2 2 2
gy +on (oy+on, )(oN, +ox,)
1/2log(1 + 2 L) <A < 1/2log( "%v levl 2- ).
2 1 2
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Figure 6.4: Gaussian example: Minimum achievable distortion as a function of leak-
age rate for given rates Ry, Ro.

Proof. The proof follows from the result in Theorem where we solve for D,
and the fact that the leakage rate A is lower- and upper-bounded by I(X; Z) and

0'2 0'2
I(X;Y, Z), respectively, i.e., 1/2log(1 + %Jrﬂ) =1(X;2) < ALIX;Y,Z) =

O'N2

1/2log( “‘2“*”12;;)(;’5“ 7)) O
Np“ N2

Example 1
We evaluate the minimum achievable distortion for given rates and leakage rate in
Corollary G211 For fixed o2 = 0.5, 012\,1 = 0']2\]2 = 0.2, we plot Dy, as a function
of A for given Ry and Ry in Fig

We can see that, in general, for given R; and Ra, Dy, is decreasing when A
becomes larger. This is because the helper is able to transmit more information to
the decoder without violating the leakage constraint. However, there exists a A*
such that for any A > A* we cannot improve Dy, further by increasing A since
it is limited by the rate Ry. This saturation effect can be seen from the expression
of Dpin as a max function in (64]). That is, for given Ry, Re, when A is sufficiently
large, we get Dmin = 27281 (272208 + 6% ) which is constant. In fact, we can
determine the value of A* from (6.4) by solving for A in the equation 2722 = o*.
We note that A* depends only on Rs as seen also from Fig.[G.4lthat when Ry = 1.25,
we get the same A* for different Ry, e.g., Ry = 1 or 1.25. We note that Dy, still
depends on Ry, i.e., it is saturated at a lower level for larger R;. To this end, we
conclude that at high A region, Ry is a limiting factor of D y,.
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On the other hand, when A is “small,” the decreasing region is active, i.e.,
Doy = 27280 (a*o% + 012\,1), and Dy, depends only on Ry and A (not on Rs).
That is, in the “small” A region, Dy, is limited by A so that we cannot improve
Dpin by increasing Rs further. This can be seen from the plots that, for a given Ry,
three distortion-leakage curves with different Ry coincide in the small A region.

6.2.2 Two-sided Public Helper

Let us consider the setting in Fig. 6.1l when the switch is closed. Since the problem
setting is similar to that of the one-sided helper case, details are omitted. The
main difference is that the coded side information Wy € WQ(n) is given to both
the encoder and the decoder. Then, based on X™ and W5, the encoder generates
the source description Wy € Wf"). That is, the encoding function becomes Fl(")
that takes (X™,W5) as input and generates W7 according to p(ws|z™, w2). In the
following, we characterize the rate-distortion-leakage region under general distortion
function for the secure source coding with two-sided public helper problem.

Theorem 6.2.4. The rate-distortion-leakage region Riwo-sided 1S the set of all tuples
(R1,R2,D,N) € Rﬁ_ that satisfy

Ry > I(Y;U), (6.5a)
Ry > I(X; X|U), (6.5b)
D > E[d(X, X)], (6.5¢)
A>I1(X;U, Z), (6.5d)

for some joint distributions of the form Px y,z(x,v, z)PU|y(u|y)PX|X u (&|x, u) with
| <Y +3.

Proof. The achievable scheme consists of the rate-distortion code for lossy trans-
mission of y” via u™ at rate I(Y;U) + 0.. Since wy is given to both the encoder
and the decoder, source coding with side information known at both encoder and
decoder at rate I(X; X|U) + 26, is used for lossy transmission of 2" with u" as
side information. The achievable leakage rate proof and the converse proof follow
similarly as that of one-sided helper case, and are therefore omitted. Similarly as
in [PSW10], we note that by following the converse proof of one-sided helper case,
we in fact proved the outer bound which has the same rate, distortion, and leakage
rate constraints as in (G.5d)), but with the joint distribution satisfying U —Y — (X, Z)
and X — (U, X,Y) — Z. Clearly this outer bound includes the achievable region due
to the larger set of distributions. To show that the outer bound is also included in
the achievable region, we let (R1, R2, D, A) be in the outer bound with the joint
distribution of the form

p(z,y, 2,u,2) = p(z,y, 2)p(uly)p(E|u, z,y). (6.6)
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Then we show that there exists a distribution of the form satisfying the Markov
conditions in the achievable region such that the constraints on (R3, Re, D, /A) in

([6.5d) hold.

Let
p(z,y,z,u,%) = p(z,y, 2)p(uly)p(2|u, x), (6.7)

where p(2|u, ) is induced by p(x,y, z, u, ). We now show that the terms I(Y;U),
I(X; X|U), E[d(X,X)], and I(X;U,Z) are the same whether we evaluate over
p(z,y,z,u,2) in 68) or p(x,y,z,u,2) in 67), and thus (R1, Re,D,A) is also
in the achievable region. To do that, we show that the marginal distributions
p(z,y, z,u) and p(x,u, ) induced by p(z,y,z,u,3) are equal to p(z,y, z,u) and
p(z,u, &) induced by p(z,y,z,u,&). By summing over & in (G8) and (67), we
have p(z,y, z,u) = p(x,y,z,u). To show that p(z,u, ) = p(x,u, &), we consider
p(z,u,2) = p(x,u)p(&|z,u). Note that, by summing over (y,z,2) in (68) and
©1), we get p(x,u) = p(x,u). Also, p(Z|z,u) = p(Z|z,u) since p(&|z,u) is the
induced p(#|x,u) by construction. Thus, we conclude that p(z,u, ) = p(x,u, ).
See also [PSWI10] for more details. For the bound on the cardinality of the set
U, it can be shown by using the support lemma [CK11, Lemma 15.4] that it
suffices that U should have || — 1 elements to preserve Py, plus four more for
H(Y|U),I(X; X|U), H(X|U, Z), and the distortion constraint. O

Remark 6.3. For the cases of logarithmic loss distortion and the Gaussian source
with quadratic distortion specified before, it can be shown that the rate-distortion-
leakage regions for the corresponding two-sided helper cases remain the same as
those of the one-sided helper cases. This is a reminiscence of the well-known result in
the Wyner-Ziv source coding problem with Gaussian source and quadratic distortion
that the side information Y™ at the encoder does not improve the rate-distortion
function, i.e., Rx|y (D) = RV#(D) = 1 1og(%) [Wyn78]. In our case, to prove
the achievability, we simply neglect the coded side information at the encoder and
achieve the same region as in the one-sided helper case. The converse proof also
follows the one-sided helper case.

6.3 Secure Triangular/Cascade Source Coding With a
Public Helper

In this section, we consider new settings where the data transmission involves an
intermediate node, termed as helper. We assume that the communication through
the helper is not secure, i.e., the helper itself is a public terminal to which we do not
want to reveal too much information about the source sequence. We characterize
the tradeoff between rate, distortion, and information leakage rate in the form of
the rate-distortion-leakage region for different settings of secure triangular source
coding with a public helper (settings (A)-(D)) described in Section [GI1] see also
Fig.[62). In our considered settings, the strategy at the helper depends heavily on
the side information available at the helper and the decoder. For example, if the side
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information at the helper is “degraded” with respect to that at the decoder, then
the simple forwarding scheme is optimal. On the other hand, if the side information
at the decoder is “degraded,” it is optimal to perform decoding and re-encoding at
the helper. Since we can see the cascade settings as special cases of the triangular
settings when removing the private link, i.e., setting W3 to be constant, we only
present the results and proofs for the triangular settings.

6.3.1 Problem Formulation

Let us consider the setting in Fig. Source and side information sequences
(X™ Y, Y5, Z™) are assumed to be ii.d. according to Px v,.,v,,z. Given the se-

quences (X™,Y7"), an encoder generates a description Wi € Wf") and sends it to
the helper over a noise-free, rate-limited link. The encoder also generates a de-
scription W3 € Wén) based on (X™,Y7") and sends it to the decoder over another
noise-free, rate-limited link. Based upon the description W; and the side informa-
tion Z", the helper generates a new description Wy € WQ(n) and sends it to the
decoder. Given Wy, W3, and its own side information Y5*, the decoder reconstructs
the source sequence as X,

Definition 6.3. A (|W1(n) [, |W2n) [, |W§n) |, n)-code for secure triangular source cod-
ing with a public helper consists of

 a stochastic encoder Fl(n) which takes (X™,Y{") as input and generates W7 €
Wl(n) according to a conditional PMF p(wq|z™, y7'),

e a stochastic helper FQ(n) which takes (W7, Z7') as input and generates Wa €
WQ(n) according to p(ws|wn, 2™),

 a stochastic encoder Fén) which takes (X, Y{") as input and generates W3 €
Wén) according to p(ws|a™, y}"), and

« a decoder g™ : WQ(") X W?()") X yé") — ",

where Wf"), Q(n), and W?En) are finite sets.
The information leakage at the helper who has access to W7 and Z™ is measured
by %I(X"; W, Z™).

Definition 6.4. A rate-distortion-leakage tuple (R, R2, R3, D, A) € RY, is said to
be achievable if for any § > 0 and all sufficiently large n there exists a (|Wf")|,
|1/\/2(n)|7 |W3n)|, n) code such that

%bg‘Wi(")‘ <R 46, i=1,23,

E[(X™, g™ (Wa, W3, Y3))] < D+,
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Figure 6.5: Secure triangular source coding with a public helper, setting (A).

and lI(X";I/Vl,Z") <A+
n

The rate-distortion-leakage region is defined as the set of all achievable tuples.

6.3.2 Triangular Setting (A)

Setting (A) assumes that the side information Y™ at a decoder is stronger than Z™
at a helper in the sense that X — Y — Z forms a Markov chain. We characterize
the rate-distortion-leakage region of the triangular setting (A) (with the Markov
chain assumption X — Y — Z) under logarithmic loss distortion measure, and for
the Gaussian setting under quadratic distortion.

Logarithmic Loss Distortion

Theorem 6.3.1 (Triangular (A), logarithmic loss). The rate-distortion-leakage re-
Gion Riri(A),X-Y-Z,log-loss Under logarithmic loss distortion and X —Y — Z assump-
tion is the set of all tuples (R1, Rz, R3, D, \) € R’ that satisfy

Ry > [H(X|Y) — D — Ry]", (6.8)
Ry > [H(X|Y) = D — Ry]", (6.8D)
A>I(X;Z) + [H(X|Y) - D — Rs]*. (6.8¢)

Proof of Theorem [6.3.1l:
Sketch of Achievability: The Wyner-Ziv coding at rate of I(X;U|Y)+2d. = H(X|Y)
—D+ 24, is performed to satisfy the distortion constraint, where the equality is due
to the choice of U and the property of logarithmic loss distortion. If H(X|Y)—D >
R3, we perform rate-splitting on the Wyner-Ziv index. That is, we split the index
into two parts, namely w; € [1 : 2MHXNY)=D=Rs+3)] and w3 € [1 @ 2nFstdo)],
The indices w1 and ws are sent over the cascade link and the private (triangular)
link, respectively. Then the helper forwards the index w; to the decoder. It can
be seen that the rate and distortion constraints are satisfied. As for the analysis of



144 Secure Source Coding With Public Helper

leakage rate, we consider the following bound on the normalized mutual information
averaged over all codebooks C,,,

=I(X" Z"|Cy) + I(X™; W1 [ Z",Cr)
< I(X™ Z2"(Cp) + H(WA|Z™,Cr)

(a)

< n[l(X;Z)+ H(X|Y) — D — Ry + 4],

where (a) follows from the facts that (X™, Z™) are i.i.d. and independent of the
codebook, and from the codebook generation that Wy € [1 : 2n(H(XIY)=D=Rs+dc)],

On the other hand, if H(X|Y) — D < R3, we send the Wyner-Ziv index over
the private link, and send nothing over the cascade links, i.e., Ry > 0, Ry > 0 are
achievable. The corresponding leakage rate is %I(X”; Wh, Z™|C,) = %I(X"; zm) =
I(X;Z). The converse proof is given in Appendix [6.Cl O
Remark 6.4. Since we assume that X —Y — Z forms a Markov chain, it is optimal
to perform the Wyner-Ziv coding with Y as side information at the receiver, and
ignore the side information Z" by simply forwarding the index received at the
helper. This results in the same rate constraints on R; and Ry. Moreover, with this
forwarding scheme at hand, rate-splitting of the index over the cascade and private
links turns out to be optimal. Terms on the right hand side of the leakage rate
constraint are simply the leakage rate due to the correlated side information Z",
and the index received at the helper.

Gaussian Source Under Quadratic Distortion With X —Y — Z

Let the sequences (X", Y™, Z™) be ii.d. according to Px y,z. We assume that X
has a Gaussian distribution with zero mean and variance %, i.e., X ~ N(0,0%).
Let Y = X + N1, Ny ~ N(O,a?vl) independent of X, and Z =Y + Ny, Ny ~
N(0,0%,) independent of (X,Y,N1), where o%,0%, ,0%, > 0. This satisfies the
Markov assumption X — Y — Z.

Theorem 6.3.2 (Triangular (A), Gaussian). The rate-distortion-leakage region for
a Gaussian source with quadratic distortion under the Markov assumption X —Y —
Z, Riri(A),X-Y-2,Gaussian- 15 the set of all tuples (R1, Ry, R3, D, A) € R, that satisfy

1
Ry > [5 log (0?/D) — R3] ™", (6.92)
1
Ry > [5 log (02/D) — R3] ™", (6.9b)
A > 1log (1+i) +[llog (?/D) — R3]t (6.9¢)
=2 0% +o%, ‘2 ’ '
2 Uiai

— 1
where 0° = 70§(+0§11 .
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Proof. The proof is given in Appendix O

Based on the triangular setting in Fig.[6.5, one might consider a related scenario
where the encoder can only “broadcast” (BC) the same source description to the
helper and the decoder over the rate-limited digital links, in the sense of Fig. [6.3]
i.e., W3 = Wj. Based on the source description and some side information, the
helper generates a new description and sends it to the decoder. The rest of the
problem formulation of this triangular setting is similar to that of Fig. We
characterize the rate-distortion-leakage region under the logarithmic loss distortion
and the Markov assumption X —Y — Z.

Theorem 6.3.3 (Triangular (A), logarithmic loss, BC). The rate-distortion-leakage
1egion Riri(A),X-Y-2,l0g-10ss, BC under logarithmic loss distortion is the set of all tu-
ples (R, Ry, D, ) € RY that satisfy

Ry > [H(X|Y) — D]*, (6.10a)
Ry >0, (6.10D)
A>I1(X;Z)+ [H(X|Y)-D]". (6.10c)

Proof. It H(X|Y')—D > 0, the achievability proof follows the Wyner-Ziv coding for
the encoder/decoder pair at rate above I(X;U|Y) = H(X|Y) — D. Since the index
W1 is also available at the decoder, the helper does not need to send anything to
the decoder (due to the data processing inequality (Lemma[Z3])). The leakage proof
follows similarly as the proof of Theorem B3Il On the other hand, if H(X|Y) —
D < 0, the encoder does not need to send anything, i.e., Ry > 0,Rs > 0 are
achievable. The corresponding leakage rate is 1(X"; Wy, Z"(Cn) = L1(X™; Z") =
I(X; Z). Converse proofs for Ry and A constraints follow similarly as the proof of
Theorem B.3.T] while Ry > 0 is trivial. O

Remark 6.5. In this case, the helper does not help to provide any additional
information to the decoder due to the Markov relation X™ —Y"™ — Z". That is, given
(W1,Y™), the decoder already has all information about the source available. Note
also that this setting is similar to the source coding setting considered in [VP13]
with the cooperation link from the helper to the decoder. However, the cooperation
link does not provide any extra information to the decoder.

6.3.3 Triangular Setting (B)

Setting (B) assumes that the common side information Y™ is available at both
encoder and decoder. This allows the encoder and decoder a possibility to generate
a secret key for protecting the source description sent through the public helper. We
characterize the rate-distortion-leakage region of the triangular setting (B) (with
the Markov chain assumption X —Y — Z) under logarithmic loss distortion measure,
and for the Gaussian setting under quadratic distortion.
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Figure 6.6: Secure triangular source coding with a public helper, setting (B).

Logarithmic Loss Distortion

Theorem 6.3.4 (Triangular (B), logarithmic loss). The rate-distortion-leakage re-
Gion Riri(B),X-Y-Z,l0g-loss under logarithmic loss distortion and X —Y — Z is the set
of all tuples (Ry, R2, R3, D, ) € RY. that satisfy

Ry > [H(X|Y) - D — Rs]*, (6.11a)
Ry > [H(X|Y) — D — Rs]*, (6.11b)
A>I(X;Z)+ [HX|]Y)=D—Rs— H(Y|X, 2)]". (6.11c)

Remark 6.6. We first note that the availability of side information Y at the
encoder does not improve the rate-distortion tradeoff under a logarithmic loss
distortion, with respect to the Wyner-Ziv setting [WZ76] (like in the Gaussian
case [Wyn78]). Similarly as in Section [1.4] the common side information at the en-
coder helps to reduce the leakage rate at the helper by allowing the encoder and
the decoder to generate a secret key. We can see this from the leakage constraint
(EI1d) above where the leakage rate consists of contributions from the eavesdrop-
per’s side information I(X;Z) and from the source description which is partially
protected by the secret key of rate min{ H(Y|X, Z), H(X|Y) — D — R3} (cf. (6:8d)
in Theorem [6:3T] where there is no leakage reduction from the secret key). This role
of side information at the encoder and the decoder in another secure source coding
setting is also studied in [CK13D].

Proof of Theorem [6.3.4):

Sketch of Achievability: The proof follows similarly as in previous triangular case
with the additional steps of secret key generation using y™. That is, the Wyner-Ziv
coding at rate I(X;U|Y) + 26 = H(X|Y) — D + 20, is performed to satisfy the
distortion constraint. Then we perform rate-splitting on the Wyner-Ziv index by
splitting it into two parts, namely w; € [1 : 2PHXN)=D=Rs+0)] “and w3 € [1 :
2”(R3+55)]. Next we distinguish between two cases where we further split the index
wy and where the key rate is sufficient for scrambling the whole index w; .
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If HX|Y) - D — Ry > H(Y|X,Z), we further split index w; into indices
wyy € [1: 2rUHEY)=D=Rs=HY|X.2)40)] and wyy € [1 : 27HYIX2)] Then the
secret key k is generated by randomly and independently partitioning sequences
in Y into 2" (Y1X.2) bing and choosing k as the corresponding bin index of the
given y". The encoder sends w1 and w13 @ k over the cascade link, and w3 over the
private link, where w12 @k denotes the modulo operation, (w12+k)mod2nH(Y‘sz) L
The helper forwards the index wy; and wie @ k to the decoder. The decoder can
recover wye from its key generated by y™. We can show that the tuples satisfying
(6.I1) where [a]" = a in (6I1d) are achievable.

If HX|Y)— D — Rs < H(Y|X, Z), the secret key is generated by randomly
and independently partitioning sequences in Y™ into 27(H(X[Y)=D—=Rs+dc) hing and
choosing the corresponding bin index of given y™ as a key. The encoder sends w; Gk
over the cascade link, and ws over the private link. The helper forwards wy @ k to
the decoder. We can show that the tuples satisfying (6IT)) where [a]T = 0 in (G.I1d)
are achievable. For the detailed achievability proof and converse proof, please see
Appendix [6.E] O

Gaussian Source Under Quadratic Distortion With X — Y — Z

Let the sequences (X", Y™, Z") be i.i.d. according to Px y,z. We assume that X
has a Gaussian distribution with zero mean and variance 0%, i.e., X ~ N(0,0%).
Let Y = X + N1, Ny ~ N(O,a?\h) independent of X, and Z =Y + Ny, Ny ~
N(O,a?vz) independent of (X,Y, Ny), where U§(,U]2V1,U]2V2 > 0. This satisfies the
Markov assumption X — Y — Z.

Theorem 6.3.5 (Triangular (B), Gaussian). The rate-distortion-leakage region for
a Gaussian source with quadratic distortion under the Markov assumption X —Y —
Z, Riri(B),X-Y-2,Gaussian, 15 the set of all tuples (R, Ra, R3, D, \) € R that satisfy

1
R > [5 log (0?/D) — Rs]*, (6.12a)
1
Ry >[5 log (¢*/D) — Ra] ", (6.12b)
1 o2
A>Zlog (14 —X ). 6.12
_20g( +‘712V1+‘712v2) (6.12c)

Proof. The availability of Gaussian side information Y at the encoder and decoder
allows us to generate a discrete secret key at arbitrarily high rate. This implies that
we can essentially protect the whole source description sent over the rate limited link
to the helper, and the only leakage to the eavesdropper is due to the eavesdropper’s
correlated side information Z™. The detailed proof is given in Appendix [G.F] o

1Here, we have w12 and k € [1 : 2#H(YIX,2)] Thus, in the modulo operation, 0 is mapped to
onH(Y|X,Z)
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Figure 6.7: Secure triangular source coding with a public helper, setting (C).

Again, based on the triangular setting in Fig. [6.6] one can consider the case
where the encoder can only “broadcast” the same source description to the helper
and the decoder over the rate-limited digital link, in the sense of Fig. We
characterize the rate-distortion-leakage region under the logarithmic loss distortion.
Similarly to the result in Theorem[6.3.3] the helper is not helpful in terms of helping
the transmission due to the Markov assumption X — Y — Z. In other words, W,
does not provide any extra information to the decoder.

Theorem 6.3.6 (Triangular (B), logarithmic loss, BC). The rate-distortion-leakage
1egion Riri(B), X-Y-2,l0g-loss, Bc under logarithmic loss distortion is the set of all tu-
ples (R1, Ry, D, A\) € Ry that satisfy

Ry > [H(X|Y) — D*, (6.13a)
Ry >0, (6.13b)
A>I(X;2) + [H(X|Y) - D - H(Y|X, 2)|*. (6.13¢)

Proof. Since we have the Markov assumption X — Y — Z and the index Wj is
also available at the decoder, the helper does not need to send anything to the
decoder. Hence, the problem turns into a standard secure source coding with side
information at both encoder and decoder. The proof follows similarly as that of
Theorem [6.3.4 O

6.3.4 Triangular Setting (C)

Setting (C) assumes that the helper has no side information. We characterize the
rate-distortion-leakage region for the triangular setting (C) under general distortion.

Theorem 6.3.7 (Triangular (C)). The rate-distortion-leakage region for the tri-
angular setting (C), Riric) is the set of all tuples (Ry, Ro, R3, D, ) € RY. that



6.3. Secure Triangular/Cascade Source Coding With a Public Helper 149

satisfy
Z [[(X;U[Y) - Rs]™, (6.14a)
2 > [I(X;U]Y) — Rs]™, (6.14b)
D > Eld(X,§(U,Y))], (6.14c)
A > [I(X;U|Y) — Rs]™, (6.14d)

for some joint distributions of the form Pxy (x,y)Py x (ulx) with [U| < |X] 41,
and a function §:U X Y — X.

Remark 6.7. Since there is no side information at the helper, it is obvious that
the optimal scheme at the helper is to simply forward the source description, i.e.,
setting Wa = W;. In this case, unlike setting (A) in Fig.[6.5] we are able to solve the
problem under a general distortion measure since the problem essentially reduces
to the Wyner-Ziv problem with an additional leakage rate constraint.

Proof of Theorem [6.3.77:

Sketch of Achievability: The proof is similar to that of triangular setting (A) where
we use rate splitting. The Wyner-Ziv coding at rate of I(X;U|Y) + 2J. is per-
formed to satisfy the distortion constraint. Then we perform rate-splitting on
the Wyner-Ziv index. That is, we split the index into two parts, namely w; €
[1,2nU(XUNY)=Rs+0)]  and wy € [1,2(F3+9<)], The indices w; and w3 are sent over
the cascade link and the private (triangular) link, respectively. The helper forwards
the index w; to the decoder. The analysis of distortion follows from the analysis for
the Wyner-Ziv setting in [EK11, Chapter 11]. As for the analysis of leakage rate,
we consider the following bound on the normalized mutual information averaged
over all codebooks,

(a)
I(Xn; W1|Cn) < H(W1|Cn) < n[I(X, U|Y) — R3 + 66]

where (a) follows from the codebook generation that Wy € [1 : 2n(/(XUY)=Ra+oc))

The converse proof follows similarly as in the triangular setting (A) and is given
in Appendix [6.Gl O

As before, based on the triangular setting in Fig. [6.7] one can consider a related
scenario where the encoder broadcasts the same source description to the helper
and the decoder, in the sense of Fig.[6.31 We characterize the rate-distortion-leakage
region for a general distortion. Similarly to the results in Theorems [6:3.3] and [6.3.0]
the helper is not helpful in terms of providing additional information to the decoder.
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Figure 6.8: Secure triangular source coding with a public helper with X — Z —Y,
setting (D).

Theorem 6.3.8 (Triangular (C), BC). The rate-distortion-leakage region Ryic), pc
is the set of all tuples (R, Ra, D, ) € Ri that satisfy

Ry > I(X;U]Y), (6.15a)
Ry >0, (6.15b)
D > E[d(X, §(U,Y))], (6.15¢)
A > I(X;U|Y), (6.15d)

for some joint distributions of the form Pxy (x,y)Py x (ulx) with [U| < |X] 41,
and a function §:U X Y — X.

Proof. Since the index W7 is also available at the decoder, the helper does not need
to send anything to the decoder. The proof essentially follows the Wyner-Ziv coding
proof [EK11l, Chapter 11] and the proof of information leakage constraint follows
similarly as in Theorem [6.3.7] O

6.3.5 Triangular Setting (D)

In setting (D), we consider the case where side information Z™ at the helper is
also available to the encoder, as depicted in Fig. 6.8 under the Markov assumption
X — Z — Y. This setting is “dual” to the setting (B) in the sense that we switch
the order of side information degradedness and the availability of helper’s side
information or decoder’s side information at the encoder. We characterize the rate-
distortion-leakage region for triangular setting (D) under general distortion.

Theorem 6.3.9 (Triangular (D)). The rate-distortion-leakage region Rerip) x-z-v
is the set of all tuples (Ry, Ra, Rs, D, A) € RS, that satisfy

Ry > I(X:U|Z), (6.16a)
Ry > I(X, Z,U|Y), (6.16b)
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Ry > I(X,Z;,V|U,Y), (6.16¢)
D > E[d(X, §(U,V,Y))], (6.16d)
A>I1(X;U,2), (6.16¢)

for some joint distributions of the form
Px z(x,2)Py|z(y|2) Pux,z (ulz, 2) Py x, 2,0 (v]T, 2, u)

with U] < |X[|2] + 3 and [V| < (|X||Z] + 3)(|X[|Z2] + 1), and a function g :
UXxVY xY—X.

Remark 6.8. Since we assume a new order of side information degradedness X —
Z —Y, it is optimal for the helper to perform decoding and re-encoding. In other
words, the side information Z™ at the helper is useful in providing extra information
to the decoder. We note that if the leakage constraint at the helper is replaced by
the decoding constraint under some distortion, the problem turns into the original
triangular /cascade source coding problem in [CPW12].

Proof of Theorem [6.3.9:
Sketch of Achievability: The achievable scheme follows the decode and re-bin scheme
of [CPW12]. That is, for fixed Py|x z, Pv|x,zv,and g : U xV x Y — X, randomly
and independently generate 2"(/(X:ZiU)+3<) sequences u™ (1) ~ [, Po(u;(ir)),
wy € [1: 2nU(XZU)+00)) Then distribute them uniformly into 27/ (X:U12)+200) hing
bu, (w1), wy € [1: 27U X5UI2)+209)] I addition, we distribute them also uniformly
into another 27U(X:Z:UINV)+20) hing b, (wq), we € [1 : 2MUGZUNIH26)] - Also,
for each w;, randomly and conditionally independently generate 27(/(X,Z;VIU)+d¢)
sequences v" (w1, w3) ~ []i_; Pyu(-|ui(w1)), and distribute them uniformly into
2nU(X,ZVIUY)+20) bing b, (ws3), wz € [1 : 2P GZVIUY)+209)] For encoding, the
encoder looks for a sequence u™ that is jointly typical with (2™, 2™). If there is more
than one such sequence, it selects one of them uniformly at random. If there is
no such u”, it selects one out of 2"/ (X:Z:iU)+%) yniformly at random. With high
probability, there exists such u™ since there are 27(/(X:Z:U)+0¢) codewords generated.
Then it transmits the corresponding bin index w; to the helper. Also, the encoder
looks for v™ that is jointly typical with (2™, 2", u™). If there is more than one, it
selects one of them uniformly at random. If there is no such v™, it selects one out
of 2nI(X.ZVIU)+0e) yniformly at random. With high probability, there exists such
v" since there are 27U(X.Z:VIU)+e) codewords generated. Then it transmits the
corresponding bin index ws to the decoder over the private link. Upon receiving
the bin index wi, the helper node looks for the unique u™ such that it is jointly
typical with the side information 2. With high probability, it will find the unique
and correct one since there are 2" (Ui%)=9¢) codewords in each bin by, (wy). After
that the helper looks for the corresponding bin by, (ws2) such that the decoded
u™ € by, (wz), and transmit the bin index ws to the decoder. The decoder, with
high probability, will successively find the unique and correct ©™ and v™ that are
jointly typical with y” since there are 2"((U:Y)=d¢) codewords in each bin by, (w2),
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and there are 2"(ViYIU)=d¢) codewords in each bin b, (ws). Then 2" is put out as
a source reconstruction, where #; = g(u;, v;,y;). Since (z™,u™,v™, y™) are jointly
typical, we can show that D > E[d(X, §(U,V,Y))] is achievable.

As for the analysis of leakage rate, we consider the following bound on the

normalized mutual information averaged over all codebooks,
I(X™ W1, Z"|Cy)
=I(X™Z"Cn) + [(X™;Wh|Z"™,Ch)
< I(X™ Z™Cpn) + HW1|Z",Cy)

—

a)

< nlI(X;2)+ I1(X;U|Z) + 4]
=n[[(X;U, Z) + 6],

where (a) follows from the fact that (X™, Z™) are i.i.d. and independent of the code-
book, and from the codebook generation that we have W € [1 : 2rU(XUIZ)+d0)],
The converse proof is given in Appendix [6.Hl O

We also consider the scenario where the encoder broadcasts the source descrip-
tion to the helper and the decoder, in the sense of Fig. [6.3] We characterize the
rate-distortion-leakage region for a general distortion. In this case, unlike the pre-
vious three cases under settings (A)-(C), the helper is useful in terms of supporting
the transmission since its side information Z" is “stronger” than Y™ at the decoder
due to the assumption that X — Z — Y forms a Markov chain.

Theorem 6.3.10 (Triangular (D), BC). The rate-distortion-leakage region for tri-
angular setting (D) where the encoder broadcasts the description, Ry p) x-z-v,BC
is the set of all tuples (R1, Ro, D, \) € R that satisfy

Ry > I(X:;U|Z), (6.17a)
Ri+ Ry > I(X, Z;U|Y), (6.17D)
D > E[d(X,§(U,Y)), (6.17¢)
A>I(X:U, Z), (6.17d)

for some joint distributions of the form Px z(x,z)Py|z(y|2)Pux,z(ulz, z) with
U| < |X||Z] +2, and a function §:U x Y — X.

Proof. Since both indices W; and W, are available at the decoder, we can perform
joint coding which leads to a sum-rate constraint Ry + Ry instead of the individual
rate Ro. For achievability, the encoder sends the partial bin index of the selected
codeword at rate R; and then the helper performs decode and re-bin and sends
the rest of the bin index at rate Ry to the decoder. The detailed proof is given in
Appendix [6.11 O

Remark 6.9. Here we discuss the optimal operation at the helper in all considered
settings. Since the private link in the triangular setting can only provide additional
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information subject to its rate constraint, the processing ambiguity lies only in the
cascade transmission, i.e., what is the best relaying strategy at the helper? For
ease of discussion, we will for now neglect the private link, and argue that when
the side information at the helper is degraded with respect to that at the decoder,
forwarding scheme at the helper is optimal; otherwise, it is optimal to employ a
decode-and-reencode type scheme.

o Let us consider the setting (A) in which we assume that X — Y — Z forms
a Markov chain (the discussion for settings (B) and (C) follows similarly).
On the cascade link, in order to attain low distortion at the decoder, we
wish to compress the source so that the decoder, upon receiving (Ws,Y™),
can extract as much information about the source as possible, i.e., maxi-
mizing I(X"™; W5, Y™). The joint PMF of this setting after summing out the
reconstruction sequences is given by Pxn yn Pzn|ys Py, x» Pw,w,,z»- Data
processing inequality implies that I(X™; W, Y™) < I(X™; W1, Y™). This sug-
gests that the forwarding scheme at the helper (setting Wo = W) is a good
strategy for this setting, and it is in fact optimal in this case.

o On the other case (setting (D)) where we assume that X — Z — Y forms
a Markov chain, the joint PMF after summing out the reconstruction se-
quences is given by Pxn znPyn|zn Py, |xn, zn Pw,w,, zn. To see if the for-
warding scheme is still optimal, we consider the following inequality (derived
from the joint PMF using the data processing inequality), I(X™; Wa,Y™) <
I(X™; Wy, Z™). The inequality suggests that, based on information available,
the helper can extract more information about X™ than the decoder does,
regardless of what the helper scheme is. Since W5 is generated based on
(W1, Z™), it is reasonable that the helper takes into account the knowledge
about Z" in relaying the information, rather than just forwarding W . It turns
out that the decode-and-reencode type scheme is optimal in this case.

6.4 Conclusion

We study secure source coding problems with a public helper that supports the
transmission while there is a risk for information leakage. Two classes of problems
are considered, namely secure source coding with a helper where the helper link
is eavesdropped, and secure triangular source coding with a public helper who is
friendly but curious. We are interested in how the helper can facilitate transmission
in these unsecured scenarios. We characterize the rate-distortion-leakage regions
for different cases. In the first class of the problems, we present the rate-distortion-
leakage regions for one-sided and two-sided helper cases under some specific dis-
tortion measure, and show that a standard coding scheme is optimal. We found
that, for the logarithmic loss distortion case and the case of a Gaussian source
with quadratic distortion under a Markov relation, the region is the same for both
the one-sided and two-sided settings. This observation provides evidence that the
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availability of (coded) side information at the encoder does not improve the rate-
distortion-leakage tradeoff. Furthermore, in triangular settings, we solve several
special cases and observe that the optimal operation at the helper in our coding
scheme depends heavily on the order of side information degradedness, i.e., when
X —Y — Z forms a Markov chain, the forwarding scheme is optimal, and when
X — Z — Y forms a Markov chain, the decode and re-bin scheme is optimal.
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Appendices for Chapter

6.A Proof of Converse for One-sided Helper

Proof of Converse: For any achievable tuple (R1, Rz, A, D), by standard properties
of the entropy function, it follows that

n(Ry + d,) > log |W1n)|
> H(Wy) > H(W|[Ws)
= H(X", W1 |Ws) — H(X™ W7, Wa)

(a)
Z H(Xn, W1|W2) —nD

H(XZ|W2, Xiil) —nD

-

>

=1

IS
=

1

<.
I

where (a) follows from the fact that under logarithmic loss distortion we have that
D > E[d(X™, g™ (Wi, Ws))] > LH(X™W;,W>) (Lemma B2) and (b) follows by
defining U; & (Wa, X*71).

Next,

n(Ro + 0,) > H(W2)

>
> I(Wa; XM Y™)

H(XH}/;) - H(X’L';}fi|W27Xi_1aYi_1)

I

<
Il
A

M-

<
Il
A

H(X;,Y;) — H(X,,Yi|U;)

NE

>3 IV D).
i=1
Lastly, the leakage rate
n(A+0,) > I(X™ Wy, Z™)

H(X;) — H(X;|Wy, X1 Z™)

|
NE

-
Il
-

H(X;) — H(X;|U;, Z;).

-

s
Il
—
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We proceed by using the standard time-sharing argument. Let @@ be a ran-
dom variable uniformly distributed over the set {1,2,...,n} and independent of
X, Y, Z;, 1 < i < n. We consider the joint distribution of new random variables
(X,Y,Z,U), where X £ Xq,Y £ Yy, Z £ Zg, and U £ (Q,Ug). Note that we
have Pxy,z = Px,.vy,2o and U —Y — (X, Z) forms a Markov chain due to the
i.i.d. property of the source and side information sequences.

By introducing @ in above expressions, it is straightforward to show that rate
and leakage rate constraints above can be bounded further by

Ri+46,>H(X|U)-D
Ry + 0, ZI(Y,U)
A+, > I(X;U, Z),

for some PX7Y,ZPU|y. The proof is concluded by letting n — oco.

For the bound on the cardinality of the set U, it can be shown by using the
support lemma [CK11, Lemma 15.4] that it suffices that U should have |Y| — 1
elements to preserve Py, plus three more for H(Y|U), H(X|U), and H(X|U, Z).

6.B Proof of Theorem

With the assumption that Y ~ N(0,0%.), X = Y+N;, N ~ N(0,0%, ) independent
of Y,and Z = X + Na, No ~ N (0, U]2V2) independent of X, Y, Ny, we will prove that
the inner bound given in Theorem [6.2.1] is tight for this case.
Proof of Achievability: Let us choose U =Y +Q, Q ~ N(0, 12-0% ) independent
of Y,and V = X + P,P ~ N(0,0%) independent of X, where o € (0,1) and
2 _ (acy+0% )D
b = wT %, D
g(U, V) to be an MMSE estimate of X given U and V.
With these choices of U,V and §(-), it can be shown that

for D < ao? + 012\,1, otherwise setting V' constant. Also, choose

I(Y;U) = h(U) — h(U|Y)

1 1
= S log(2me(0} + T=—0%)) — 5 log(2me(;——0?))

= S log(1/a)

where h(U) and h(U|Y) are the differential entropy and conditional differential
entropy, as defined in [CT06, Chapter 8], and

I(X;V|U) = h(X|U) — h(X|U, V)
var(X|U)
Og(vaur(X|U, V))

ac? + o2
log(%%

1
2
1
2
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2 4 2 o2 42 _ var(X|U)o}
for D < aoy + 0%, , where var(X|U) = aoy + oy, and var(X|U,V) = m,

and

I(X;U, Z) = h(X) — h(X|U, Z)
2 1Og(var(XTU7 Z))

1
2
1 (03 + 0%, ) (a0t + 0%, +0%y,)
2

—log( 5

ok, (a0} +03,)

)

var(X | U)<712\,2

where Va]:‘(X|U, Z) = m,

and lastly,

Bld(X,§(U, V)] = E[(X - g(U,V))?]
var(X|U, V)

=D.

Proof of Converse: From the problem formulation, the joint PMF is given by

PXn7Yn PZ‘n. | xn PW1 | xn PW2|Y7L 1{X”:g(”) (W1, Wa)}
It follows that

n(RQ + 5n) > H(WQ)

=I(WyY™)
=h(Y") — h(Y"|W>)
=n/2log(2meay) — h(Y"|Wy)
(@) n n
> n/2log(2meo?) — n/210g(2%h(X [W2) _ 92 h(N] W2))
=n/2log(2reoy) — n/2 log(2%h(Xn‘W2) — 2meay;,),

where (a) follows from the conditional EPI [EK11, Chapter 2] and the fact that

X" =YY"+ N7, Y" conditionally independent of N{* given Wh.
Next, consider the Markov chain Wy — Y™ — X" — Z™, we have that

n/2log(2mes% ) = h(X™) > h(X"|Ws) > h(X"|Y™) = h(N}") = n/2log(2meo;, ).

Then there must exists o € [0, 1] such that h(X"|Ws) = n/2log(2me(ac% + (1 —
a)o%,)) = n/2log(2me(acy + 0%;,)). Thus, we have

n(Ry + 6,) > n/2log(2meas) — n/2log(2reac?) = n/2log(1/a).
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Next
(R1+ 6) = H(Wh)
Z I(Wl;Xn|W2)
= h(X"|W2) — h(X" Wy, Wa)

h(X
> (X" W) = > h(Xi|Wi, Wa)

"1
h(X™ W) = 5 log(2revar(X;|Wi, Wa))
=1
(@) "1 N
> h(X"|W2) — Z 5 log(2meE[(X; — X (W1, Wa))?])

s
Il
-

(ﬁ) n/2log(2me(ao? + 0]2\,1)) —n/2 log(Q—ZG Z El(X; — Xi(Wla W2))?])

> n/2log(2me(aoy + o%,)) — n/2log(2meD)
aoy, + o3, )

= n/2log( i)

where (a) follows from the fact that var(X;|W;, Ws) is the MMSE over all possible
estimator of X; for each i = 1,...,n, (b) follows from substituting h(X"|W3) =
n/2log(2re(ack + (1 — a)oy,)), and using Jensen’s inequality [CT06, Theorem
2.6.2] and the fact that log(-) is a concave function.

Lastly,
n(A+6,) > I(X", Wo, Z™)
:h(X ) (X"IWQ,Z”)

—~

Y B(X™) = H(XT|Wa) — h(Z7X™) + h(Z"|Ws)

—~
o
=

> h(X") — h(X"|Wa) — h(Z"|X™) + n/2log(27MX"W2) 4 o Rh(NFW2))
(0} + o}, )(ao} + 0%, + o%vz))

(——)n/210g( 5

o}, (@0} +0%,)

where (a) follows from the Markov chain Z™ — X™ — Wy, (b) follows from the
conditional EPI and the fact that Z" = X" 4+ N3, X" conditionally independent
of NJ given Wa, (c) follows from substituting h(X"|Ws).
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6.C Proof of Converse for Triangular Setting (A)

Proof of Converse: For any achievable tuple (R1, Ra, R3, D, A\), by standard prop-
erties of the entropy function, it follows that

n(Ry + R3 + 6,) > H(Wy,Ws3)
> I(X"™ Wy, Wa|Y™, Z™)
— H(X"|Y™, Z") — H(X"|Wi, Wy, Y™, Z")

W H(X"Y"™) — H(X"|Wy, Wa, Ws, Y™, Z")

> H(X™Y™) — H(X"|Wa, Ws, Y™)

()

> H(X"|Y"™) —nD
n

= ZH(Xim) —nD
i=1

where (a) follows from the Markov chains Wy — (W7,2") — (W3, X", Y™) and
X" Y™ —Z" (b) follows from the fact that D > E[d(X", g™ (W, W3,Y™))] >
LH(X™|W5, W5, Y™) under the logarithmic loss distortion (Lemma [.2).

Next,

n(Re + Rz + 6,) > H(Wa, W3)

=H(X"Y") - H(X"|W,, W3, Y")

H(X;|Y;) — nD,

s
Il
-

'Ms

and the leakage rate

n(A +6,) > I(X™ W, Z7)
= I(X™; Z") + I(X™; W1 |Z™)
W (X" Z7) + H(WL|Z") — HWy X", Y™, Z7)
> I(X" Z") + H(WA|Y™, Z™) — H(W1|X™, Y™, Z")

I(
I(X™ Z™) + I(X™ Wi Y™, Z27)

=I(X"™ 2" + I(X™ Wy, Ws|Y™, Z") — I(X™; Ws| Wy, Y™, Z7)
I( )+ I(X™ Wy, Wa|Y™, Z7) — H(Ws)

() &
> I(Xi; Zi) + H(X,|Y:) = D — n(Rs + 6,),

=1
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where (a) follows from the Markov chain W; — X™ — (Y™, Z") and (b) follows from
the steps used to bound R; + R3, and lastly

n(A +6,) > I(X”; Wl, zm)

n

> I(Xi; Z)).

i=1

~.

We end the proof by following the standard time-sharing argument and letting
n — oo.

6.D Proof of Theorem

Since X —Y — Z forms a Markov chain, we let the helper simply forward the index.
Also, in the Gaussian setting with quadratic distortion, it is known that the side
information at the encoder does not improve the rate distortion region, we neglect
this side information in encoding. It is straightforward to show that a set of all
tuples (Rq, R, Rs, D, A) satisfying the conditions below is the achievable region,

[I(X;U[Y) — Rs] ™,
[I(X;UJY) — R,
E[d(X,g(U,Y))],
I(X;2) + [I(X;UY) — Rs]",

Vv IV v I\/

> o

for some Px y Py Py|x and g(-).

With the assumption that ¥V = X + Ni, N7 ~ N(O,a?\h) independent of X
and Z =Y + Na, Ny ~ N(0, 012\5) independent of XY, N1, we will prove that the
achievable region above is tight for this case.

Proof of Achievability: Let us choose U = X + Q, Q ~ N (0, aé) independent of

0'2 0'2
X, where aé = ;;,DD ,02 = 02X+:21 . Also, choose G(U,Y) to be an MMSE estimate
X TN,
of X given U and Y.
With these choices of U and g(-), it can be shown that

I(X;U]Y) = h(U[Y) = h(U|X,Y)
h(UIY) hU|X)

1
2 ooy
1
2

log(
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where h(U]Y) and h(U|X,Y) are the differential entropy and conditional differen-
tial entropy, as defined in [CT06, Chapter 8], and

I(X:Z) = h(Z) — h(Z]X)

1 2 4 g2 4 g2
= log(ZX M T INa )
N, TN,
and lastly
Bld(X,§(U,Y))] = E[(X - g(U,Y))?]
=var(X|U,Y)
0205
ot +ap

r 0'2
where var(X|U,Y) = %.
Q

Proof of Converse: From the problem formulation the joint PMF is given by
PX‘H.’Y'H.PanYnPWl|XnPW3|XnPW2‘W17Zn 1{X7L=g(7L)(W2,W3’Y7L)}'
It follows that
n(Ry + R3 + 0,,) > H(Wy, W3)
> I(Wh, Ws; X™MY™, Z™)

W (XY™ = WX W, Wy, Wa, Y™, Z7)

NE

> (XY™ =Y h(X|Wa, Wa, Y™)

1

~.
Il

> h(X"MY") — log(2mevar(X;|Wa, W3,Y™))

Ingb
N =

Il
N

3

®

> h(X"Y") — log(2meB[(X; — X;(Wa, W, Y™))?])

INgE
N | =

s
Il
—

(© " .
> n/2log(2mec?) — n/210g(% ZE[(Xl — X;(Wy, W3, Y™))?])

i=1
> n/2log(2rec?) — n/2log(2meD)

2
o

=)

where (a) follows from the Markov chain X™ — Y™ — Z" and the Markov chain
Wy — (W1, Z™) — (W3, X, Y™), (b) follows from the fact that var(X;|Ws, W5, Y™)
is the MMSE over all possible estimator of X; for each i = 1,...,n, (¢) follows from
Jensen’s inequality and the fact that log(-) is a concave function.

=n/2log(
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n(R2+R3+5n) H(WQ,W3)

>
> I(Wo, W3; X™|Y™)

n

> W(XMY™) =Y h(Xi| W, Wa, V™)
i=1

(a) o2

> n/2log( ),

where (a) follows from steps used to prove the constraint on Ry + R3.
Lastly,

n(A+0,) > I(X™ W, Z™)
I(X™Z™) + I(X™ Wy |Z"™)

W r(xm2my 1XYW 27

> [(X"; Z") + I(X™ Wh Y™, Z)

= (X" Z") + I(X™ W, W5 |Y™, Z") — I(X™; W3| Wi, Y™, Z™)
>I(X™Z™) + (X W, Ws|Y™, Z™) — H(Ws3)

(®) o% + 0% + 0% o2

> n/2log(———1t5—2 2log(—) — n(R3 + d,),

2 n/2log( 5Ty g 2log(G) iRy +62)

where (a) follows from the Markov chain W7 — (X", Z") — Y™, (b) follows from
steps used to prove the constraint on Ry + Rs.

The constraint A + 6, > 1/2log(1 + P%Q—) follows straightforwardly from
Ny TN,
n(A+6,) > I(X™ Z™).

6.E Proof of Theorem for Triangular Setting (B)

Proof of Achievabiltiy: The proof follows standard random coding arguments where
we show the existence of a code that satisfies the rate, distortion, and leakage rate
constraints. The outline of the proof is given in the following.

Codebook generation: Fix Py x, and the function §: U x Y — X.

« Randomly and independently generating 2"(/(XiU)+de) codewords u™(w) ~
[T, Polui(w)),w € [1: 2T XU+,

o Then distributed them uniformly at random into 2" (X5UIY)+209) bing by (w,, ),
where w, € [1 : 2rUI(XUN)+200)],

o We split the bin indices w,, into w,; € [1 : Qn(I(X,UIY)—Rg,JréE)]

[1:2n(Fstde)],

and w3 €
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e For secret key generation codebook, we randomly and uniformly partition
the set of sequences Y™ into 2" bins b (k), k € [1 : 2], where R), =
min{H(Y|X,Z),H(X|Y) — D — R3} — 20,.

The codebooks are revealed to the encoder, the helper, the decoder, and the eaves-
dropper. We consider the following two cases.

I) If H(X|Y) < D, we do not need to send anything over the rate-limited links.
Since the decoder knows y”, it can generate " based on y”. Since (z",y") are
jointly typical, it can be shown that this is sufficient to satisfy the distortion, i.e.,
under the logarithmic loss distortion, we have E[d(X,§(Y))] = H(X|Y).

IT) If H(X|Y) — D > 0: We further split the bin indices w, 1 into wy 15 €
[1:2™%] and w,q; € [1 : 2PUXUNY)=Rs=Fet00)] Note that this is possible if
R, <I(X,U|Y)— R3+ d.. Note also that w, 1 can be deduced from (wy, 15, Wy, 11)-

Encoding at the encoder and helper:

o Given sequences (z™,y™), the encoder looks for «™ that is jointly typical with
™. If there is more than one, it selects one of them uniformly at random.
If there is no such u”, it selects one out of 2"/ (X:U)+d¢) uniformly at ran-
dom. With high probability, there exists such u” since there are 27/ (X;U)+d¢)
codewords u™ generated.

e Then the encoder wishes to transmit the corresponding bin index w, to the
helper and decoder in a secure way by incorporating the secret key, e.g., using
“one-time pad” based on the key. To generate a secret key, the encoder looks
for an index k for which y™ € bx (k). Then the encoder transmits w, 15®k and
Wy, 17 to the helper over the cascade link, where w11 @ k denotes the modulo
operation, (wy 1k + lf)mod2"Rk7 and also transmits w, 3 to the decoder over
the private (triangular) link. The helper simply forwards the indices wy, 11 Dk
and w,, 1; to the decoder.

Decoding at the decoder: Upon receiving w,, 1% @ k, Wy 11, and w, 3, the decoder
uses its side information y™ to generate its own key and decrypt the index wy, 1k,
and thus the bin index w,. Then it looks for a unique u™ that is jointly typical
with y™. With high probability, it will find the unique and correct one since there
are 2"I(YV5U)=%) codewords in each bin by (wy). The decoder puts out " where
& = g(wi, yi)-

Analysis of distortion: Since (z™,y™, u™) are jointly typical, we can show that D
satisfying D > E[d(X, g(U,Y))] is achievable. Also, due to the property of log-loss
distortion function (Lemma [B.1]), we have that E[d(X, g(U,Y))] = H(X|U,Y). We
define U = X with probability p =1 — W and a constant otherwise. This gives
us H(X|U,Y)=(1-p)H(X|Y)=D.

Analysis of leakage rate: The leakage averaged over all codebooks C,, can be
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bounded as follows.

I(X™ Wy, Wyik ® K, Z™|Cp)
=I(X"2Z") + (X", WuulZ",Cn) + I(X"; Wy 11 @ KWy, Z2",Ch)
< I(X™Z") + HWuulCp) + HWau1k © KI[Cn)

— HWy a1 ® KWy, X", Z",Cp)

W (X7 2" £ HWaniCo) + HWaip ® K|Cp) — H(EK|X™, Z",Cn)

Y BI(X: 2) + H(X|Y) — D — Ry — R+ 6. + Ri] — H(K|X", 2",C)

9 n[I(X;Z) + HX|Y) — D — Ry — Ry + 6. + Ry| — I(K: Y™ X", Z",Cp)
D AI(X: Z)+ H(X|Y) - D — Ry — Ry + 6]

<n[A+4]]

it N> I(X;Z)+ H(X|Y) — D — Rs — Ry, where (a) follows from the fact that
W11, Wy 1k are functions of X™ and C,,, (b) follows from the codebook generation,
and (c) follows from the fact that K is a function of Y and C,, and (d) follows
from bounding the term H(Y™| X", Z" K,C,) ( [EK11, lemma 22.3] when setting
R = 0), given that R, < H(Y|X,Z) — . which holds due to the assumption that
R =min{H(Y|X,Z), H(X|Y) — D — R3} — 26, in the beginning.

Proof of Converse: For any achievable tuple (R1, R, Rs, D, /), the constraints
on Ry + R3 and Ry + Rj follow the proof of triangular setting (A) (Appendix [6.C).
As for the leakage rate, we have

n(A+6,) > I(X™,Wh,Z")
= I(X™ Z") + (X" Wh|2")
= [(X™ Z") + I(X™ Wy, Y| Z") — I(X™ Y™ |Wy, Z")
= [(X™, Z") + I(X™ Y™ Z") + (X" WA Y™, Z7) — I(X™; Y |Wh, Z7)
> [(X™ Z") — H(Y"| X", Z") + [(X™ Wi |Y™, Z")
= [(X™, Z") — H(Y"™|X", Z") + I(X™; Wy, W3 |Y™, Z™)

— I(X™ W3 |W,, Y™, Z")
> (X" 27) = HY" X", Z27) + T(X™ W, Wa Y™, Z27) — H(Ws)

(@) &
> Y I(Xi5 Zi) — H(Yi| Xy, Zi) + H(X,[Y;) = D = n(Rs + 6,),
i=1
where (a) follows from the steps used to bound R; + Rs3.
Also,

n(A+6,) > I(X" Wy, Z7)
= I(X™ 2"
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n

= I(Xi; Zy).

=1

We end the proof by following the standard time-sharing argument and letting
n — oo.

6.F Proof of Theorem [6.3.5

Proof of Achievability: The rate and distortion constraints are the same as in the
Gaussian triangular example in Setting (A). The proof follows Wyner’s partitioning
approach for the Gaussian Wyner-Ziv problem [Wyn78]. The leakage rate constraint
however requires some new analysis. We will first show that the leakage rate A
satisfying A > I(X, Z) is achievable.

We note that the side information Y™ is distributed according to Gaussian
distribution on R™. Let &},, Y, Z, be discrete sets corresponding to the partitioned
version of X', ), Z to mutually exclusive sets whose union is the entire set. Following
the argument in [CT06, Chapter 8], [GalG8], as we can partition R as fine as we
wish, there exist finite partitions on ), X', Z such that H(Y,|X,, Z,) can be made
arbitrarily large. For example, there exist finite partitions such that

H(Yp|Xpa Zp) > I(Xp; Up|Yp) — Rs, (6-18)

where I(X,;Up|Y,) — Rs is a term associated with the source description rate on
the cascade link (Wyner-Ziv rate) in the discrete case.

The remaining proof steps follows similarly to those of the proof for Theo-
rem [6.3.4l To generate a secret key, we randomly and uniformly partition the set
Y into 2" bins B(k), where k is the bin index, and we set Ry, = I(Xp; Up|Y,) —
R3 — 26.. At the encoder and the decoder, given y™ € Y™ which is mapped to
yy € ', the secret key is chosen to be the bin index k where y;' € B(k). Note that,
with this key rate, we are able to scramble essentially the whole source descrip-
tion w;. For example, we may consider splitting the source description (Wyner-
Ziv index) wy € [1 : 2nUCXUplYp)=Rs+00)] into two parts, wy; € [1 : 23], and
wig € [1: 2n8k] - and transmit wy,; and wy, @ k to the helper, where wy , © k
denotes the modulo operation (wy j + k)mod2mx.

To analyze the leakage rate averaged over all codebooks %I (X" Wi, Wig @
K, Z"|C,), we first argue that, for any € > 0, there exist finite partitions of X, ),
and Z such that %I(X;; Wi, Wi s @K, Zg|Cn) > %I(X”; Wi, Wi s ® K, Z"|Cy)—
€¢’. The analysis can then be done using the similar discrete proof as in the achiev-
ability proof of Theorem [6.3.4] i.e.,

I(X™ Wy, W, @ K, Z"(Cy)
< I(X;L; Wi, Wi @ K, Z;|Cn) + ne
= I(X}; Zp) + (X W, Wik & K| Zy),Cp) + e’
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< I(XD; Z0) + H(Wy, Wy, @ K|Co) — H(Wy, Wi @ K| X2, Z,Co) + e’

W (X5 Z0) + H(Why, Wik @ K|Cp) — H(K|XD, Z0,C) + né’

©)
< n[I(Xy; Zp) + Ry + 30 + €| — H(K|X}', Z)},Cp)

D n[(Xp; Z,) + Re + 36, + €] — I(K; Y| X7, Z7,Cy)

d

< i1, 2,) 3

< ul1(x;2) + 61,
where (a) follows from the fact that (Wi, Wi ) is a function of X' and C,, (b)
follows from the codebook generation, (¢) follows from the fact that K is a func-
tion of Y and Cp, (d) follows from bounding the term H(Y'|X},Z}, K,C,) <
n(H(Yp|Xp, Zp) — Ry + 6.) ( [EK1I, lemma 22.3] when setting R = 0), given
that Ry < H(Y,|Xp,Z,) — 6. which holds due to the assumption that R, =
I(X,;U|Y,) — R3—2d. and (6.18) in the beginning, and (e) follows from the Markov
chain X, — X — Z — Z,. With the same choice of U, as U in Theorem [6.3.2], we
have proved the achievability part.

Proof of Converse: The converse part also follows similarly that of Theorem[6.3.2]

where the constraint A +4,, > 1/2log(1+ ox ) follows straightforwardly from

P P
on, TN

n(A+6,) > (X" Wh, Z) > I(X™, Z7).

6.G Proof of Converse for Triangular Setting (C)

Proof of Converse: We define U; £ (Wy, Wy, X*~1, Y™\*) which satisfies U; — X; —
Y; for all i = 1,...,n. For any achievable tuple (R1, Ra, R3, D, /), by standard
properties of the entropy function, it follows that
n(R1 + Rs + 5n) > H(Wl, W3)
> I(X", Wy, Ws|Y™)
= H(X"[Y"™) — H(X" Wy, W3, Y™)

(XY™ = HX W, Wa, Wa, Y™)

> H(X"Y"™) — HX" Wy, W3, Y™)

= ZH(XA}/;) - H(X1|W2; W37Xi71ayn)
® ZH(XAYO - H(X;|U;, Y;)

n
=Y (X UilY)),
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where (a) follows from the Markov chain Wy — W — (W5, X™,Y™) and (b) follows
from the definition of Uj;.
Next,

n(Ry + R3 + 0y) > H(W3, Ws)
I(Wy, W3; X™Y™)

H(X™Y"™) — HX" W3, W3, Y™)

>
>

H(X:|Y:) — H(X:|U;, Y;)

-

s
Il
—

|

Il
-

7

For the bound on distortion, we have

D+5n>—ZE (X, g™ (Wa, W3, Y™))]

| V

_ZE zagz UHY))]

and lastly, the leakage rate
n(A + 6, ) I(X™;Wh)

) 1XYW
I(X™ Y™ Wy, Ws) — I(X"™, Y™, Ws|Wq)
I(X™ Wh, W3|Y™) — H(W3)

s

V= I\/

Z (X5 UilY:) — Rs — b,

where (a) follows from the Markov chain W7 — X™ — Y™ and (b) follows from the
steps used to bound R; + R3. We end the proof by following the standard time-
sharing argument and letting n — oo.

For the bound on the cardinality of the set U, it can be shown by using the
support lemma [CK11l Lemma 15.4] that it suffices that ¢ should have |X| — 1
elements to preserve Py, plus two more for H (X |U,Y") and the distortion constraint.

6.H Proof of Converse for Triangular Setting (D)

Proof of Converse: Define U; £ (Wo, X~ Z*=1, Y™\%) and V; £ W3 which satisfies
(U;, Vi)—(Xi, Z;)-Y; foralli = 1, ..., n. For any achievable tuple (R1, Ro, Rs, D, A\),
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by standard properties of the entropy function, it follows that

> [(X™ WL |Y", Z")
= H(X"Y"™, Z") — H(X"|Wy,Y"™, Z")
W g(Xx"|Z") — H(X" Wy, Wa, Y™, Z7)
n
> H(Xi|Z:) - H(X[Wa, X1, 2771 Y™V, Z;)

=1

n

®)

= E H(X;|Z;) — H(X;|Ui, Z;)
i=1

= I(X,, Uil Zy),

i=1

where (a) follows from the Markov chains Wy — (W7, Z™) — (X", V") and X™ —
Z™ —=Y™", (b) follows from the definition of U;.

Next,
n(R2+5n) > WQ) > I(WQ;Xn,ZnD/n)

X", Z0Y"™) — H(X", Z"|Wa, Y™)

==

H(X;,Z;|Y;) — H(X;, Zi|Wa, X1, 271 Y™)

I
NE

1

.
Il

I
NE

H(X;, Z;|Y;) — H(X;, Zi|U;, ;)
1

.
Il

I

I(X;, Z;; Ui | V),

s
Il
-

and

n(Rsg + 0p) > H(W3) > I(W3; X", Z" W5, Y™)

H
H(X™ Z"Wa,Y"™) — H(X", Z"|W3, W3, Y™)

n
> H(X, Zi|Wo, X1, 20 Y
i=1
- H(Xz7 Zi|W27 W37Xi_1a Zi_la Yn)

n
=Y H(X;, Zi|U;,Yi) — H(Xy, Zi|Ui, Vi, Vi)

i=1

= ZI(XiaZiEVHUiaYi)'

=1
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For the bound on distortion, we have

1 ¢ n
D+, >~ ;E[d<xi,g§ YW, W3, Y™)]
1 n
> — EdX’L; ’LU’La‘/’L;}/:L )
> 5 3 Bl (U Vi )
and lastly, the leakage rate

n(A + 6,)

Y

—~

I n;WlaZn)

1=
T
—

X") = H(X"Wy,Z",Y"™)

—~
o
=

I
- =

X™) — H(X"|Wy, Wy, Z",Y™)

H(X;) — H(X;|Wy, Wy, X1 27 Y™)

~.
Il
N

M-

@
Il
A

where (a) follows from the Markov chain (W7,X") — Z" — Y™, (b) follows from
the Markov chain Wy — (W7, 2™) — (X", Y™). We end the proof by following the
standard time-sharing argument and letting n — oo.

For the bounds on the cardinalities of the sets U and V), it can be shown by
using the support lemma [CK11l Lemma 15.4] that it suffices that ¢ should have
|X||Z] — 1 elements to preserve Px,z, plus four more for H(X|U, Z), I(X, Z,U|Y),
I(X,Z;V|U,Y), and the distortion constraint. The new variable U induces the new
V, and for each U = wu, it suffices to consider [V| < [X||Z]| + 1 so that Px zjy—u,
I(X,Z;V|U =u,Y), and the distortion constraint are preserved. Thus, the overall
cardinality bound for V is |V| < [U|(|X]|Z] + 1) < (|X[|Z] + 3)(|X]|Z] + 1).

6.I Proof of Theorem

Proof of Achievability: The achievability proof follows from a standard random
coding argument.

Codebook Generation: Fix Pyjx z and g : U x Y — X. Let Wf") = [1: 27,
WQ(") = [1 : 2°%] and W™ = [1 : 2"%]. The codewords u™(wy,ws,w') are
generated i.i.d. each according to [[\—, Py(u;), for (w1, ws,w’) € Wl(n) X WQ(n) X
W'(") The codebook is then revealed to the encoder, helper, and decoder.

Encoder: Given a source sequence ", and side information z™ the encoder first
looks for u™(wy,wq,w’) that is jointly typical with (x™, 2™). If there exists such a
codeword, the encoder transmits the smallest w; to the helper and the decoder. If
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not successful, the encoder transmits w; = 1. By the covering lemma (Lemma [2.6)),
the encoder is successful if Ry + Ry + R' > I(X,Z;U) + é..

Helper: Given an index wp, and side information z™ the helper looks for a
unique (wg,w’) such that u"(wy,ws,w’) is jointly typical with z™. If successful, the
helper transmits the corresponding ws to the decoder. If not successful, the helper
transmits wy = 1. By the packing lemma (Lemma 7)), the helper is successful if
Ro+ R <I1(Z;U) = d.

Decoder: Given the indices w; and ws, and the side information y™ the decoder
looks for a unique u™(wy,ws,w’) such that it is jointly typical with y™. If suc-
cessful, the decoder reconstructs the source as " where &; = §(u; (w1, wa, w'),y;).
Otherwise, the decoder puts out 2" where &; = §(u;(w1,w2,1),y;). By the packing
lemma, the decoder is successful if R < I(Y;U) — 6.

By combining the bounds on the code rates above, we obtain Ry > I(X;U|Z)+
20, and Ry + Ry > I(X, Z; U|Y') +25.. Analysis of the distortion constraint follows
standard arguments using the fact that (X", U™, Y™) are jointly typical. The leakage
analysis follows similarly as in the proof of Theorem [6.3.9 This concludes the
achievability proof.

Proof of Converse: Define U; £ (Wy, Wy, X1, Zi=1 Y™\?) which satisfies the
Markov chains (U;, X;) — Z; — Y; for all ¢ = 1,...,n. The proof of constraints on
Ry, D and A follow similarly as in that of Theorem As for the sum rate
R1 4+ Rs, it follows that

n(R1 + Ro + (Sn) > H(Wl,WQ) > I(Wl,WQ;Xn,anyn)
=HX",Z"Y") — H(X", Z"|W1, W5, Y")

H(Xi, Zi|Y;) — H(Xi, Zi| Wi, Wa, X1, 2071 Y™

I

@
I
A

I

@
I
A

H(X;, Zi|Y;) — H(Xy, Zi|Uy, Yi)

|

(X3, Zi; Uil Ya).

@
Il
N

For the bounds on the cardinalities of the sets U, it can be shown by using the
support lemma [CK11l, Lemma 15.4] that it suffices that ¢ should have |X||Z]| —1
elements to preserve Py z, plus three more for H(X|U, Z), I(X,Z;U|Y), and the
distortion constraint.



Chapter 7

Lossy Source Coding With Reconstruction
Privacy

problems such as source coding with action-dependent side information and

source coding with a public helper. We characterized the rate-distortion-(cost)-
leakage regions which exhibit the optimal tradeoff among system performances. In
this chapter, we consider a new aspect of privacy in the lossy source coding prob-
lem, namely privacy of the reconstruction sequence. In particular, we consider the
problem of lossy source coding with side information under a privacy constraint
that the reconstruction sequence at a decoder should be kept secret to a certain
extent from another terminal such as an eavesdropper, a sender, or a helper. We
are interested in how the reconstruction privacy constraint at a particular terminal
affects the rate-distortion tradeoff. We allow the decoder to use a random map-
ping, and give inner and outer bounds to the rate-distortion-equivocation region
for the cases where the side information is available noncausally and causally at
the decoder. In the special case where each reconstruction symbol depends only
on the source description and current side information symbol, the complete rate-
distortion-equivocation region is characterized. A binary example illustrating a new
tradeoff due to the new privacy constraint, and a gain from the use of a stochastic
decoder is given.

In Chapters Bl and [l we studied source privacy in various lossy source coding

7.1 Introduction

With the growing predominance of the Internet and the advance of cloud computing,
significant amount of data will be exchanged among users and service providers.
which inevitably leads to a privacy concern. A user in the network could receive
different versions of certain information from different sources. Apart from being
able to process the information efficiently, the user may also wish to protect the
privacy of his/her action which is taken based on the received information. In
this chapter, we address the privacy concern of the final action/decision taken

171
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Figure 7.1: Multiterminal source coding with end-user privacy.

at the end-user in an information theoretic setting. More specifically, we consider
the problem of lossy source coding under the privacy constraint of the end-user
(decoder) whose goal is to reconstruct a sequence subject to a distortion criterion.
The privacy concern of the end-user may arise due to the presence of an external
eavesdropper or a legitimate terminal such as a sender or a helper who is curious
about the final reconstruction. We term the privacy criterion as end-user privacy,
and use the normalized equivocation of the reconstruction sequence at a particular
terminal as a privacy measure.

Let us consider Fig. [[.T] where there exist several agents collecting information
for the central unit. Assuming that the agents communicate efficient representa-
tions of the correlated sources to the central unit through rate-limited noiseless
links so that the central unit is able to estimate a value of some function of the
sources F(") (X7 X%, X2) satisfying the distortion criterion. However, there is a
privacy concern regarding the reconstruction sequence (final decision/action) at
the central unit, that it should be kept secret from the agents. This gives rise to
a new tradeoff between the achievable rate-distortion pair and privacy of the re-
construction sequence. That is, the central unit should reconstruct a sequence in
such a way that it satisfies both distortion and equivocation constraints which can
be contradicting. Potential applications of the illustrated setting include those in
the area of distributed cloud services where the end-user (central unit) can process
information received from the cloud service providers (agents), while guaranteeing
that his/her final action will be kept private from the providers, at least to a certain
extent.

In this chapter, we study a special case of the problem in Fig. [[I] where there
are two sources, one of which is available directly at the decoder. For example
(see Fig. [[2)), we let X™ be the source to be encoded, and Y™ be the uncoded
source available at the decoder. Alternatively, we may view Y™ as correlated side
information provided by a helper!. The reconstruction sequence X" is an estimate

1Here we term a node who only has access to Y™ as a helper because it connects to the setting
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Figure 7.2: Source coding with end-user privacy at eavesdropper.

of the value of some component-wise function F(™(X™ Y™), where the i*" com-
ponent FZ-(") (X™Y") = F(X,,Y;) for i = 1,...,n. Without the end-user privacy
constraint, this corresponds to the problem of source coding with side information
at the decoder or the Wyner-Ziv problem [WZ76], [Yam82]. We consider three sce-
narios where the end-user privacy constraint is imposed at different nodes, namely
the eavesdropper, the encoder, and the helper, as shown in Fig. [[.2] [[3, and [Z.4]
Since the goal of end-user privacy is to protect the reconstruction sequence gener-
ated at the decoder against any unwanted inferences, we allow the decoder mapping
to be a random mapping. It can be shown by an example that a stochastic decoder
can enlarge the rate-distortion-equivocation region as compared to the one derived
for deterministic decoders.?

7.1.1 Overview of Problem Settings and Organization

We study an implication of the end-user privacy constraint on the rate-distortion
tradeoff where the privacy constraint is imposed at different nodes in the system.
A summary of contribution is given below.

e Section considers end-user privacy at the eavesdropper, as depicted in
Fig. It corresponds to a scenario where there is an eavesdropper observ-
ing the source description and its side information, and we wish to prevent
it from inferring the final reconstruction. We give inner and outer bounds to
the rate-distortion-equivocation region for the cases where the side informa-
tion is available noncausally and causally at the decoder. In a special case
of causal side information where the decoder has no memory, that is, each

in Fig. [l in a broader sense.

2 Although the use of a stochastic encoder might also help especially if the decoder is determin-
istic, we restrict ourself to the deterministic encoder here. Conservatively, it might be reasonable
to assume that only the end-user is willing to implement a new coding scheme (stochastic decoder)
to improve his/her privacy. For the case of memoryless reconstruction in Fig. it can be shown
that allowing the use of a stochastic encoder does not improve the rate-distortion-equivocation
region.
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Figure 7.3: Source coding with end-user privacy at encoder.
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Figure 7.4: Source coding with end-user privacy at helper.

reconstruction symbol depends only on the source description and current
side information symbol, the complete characterization of the rate-distortion-
equivocation region is given. A binary example illustrating the potential gain
from allowing the use of a stochastic decoder is also given at the end of the
chapter.

We note that the case of end-user privacy at the encoder in Fig.[Z3lis included
Fig. when Z™ = X7 since the encoder is a deterministic encoder. The
results can therefore be obtained straightforwardly from those of the setting
shown in Fig.

¢ Section considers end-user privacy at the helper as shown in Fig. [[4l Tt
corresponds to a scenario where we wish to prevent the helper from infer-
ring the final reconstruction. Inner and outer bounds to the rate-distortion-
equivocation region are given.

7.1.2 Related Work

The idea of protecting the reconstruction sequence against an eavesdropper was
first considered as an additional secrecy constraint in the context of coding for
watermarking and encryption by Merhav in [Mer(6a] where the author considered
a watermarking setting using a secret key sequence to protect the (watermark)
message and reconstruction sequences. It was also considered in a related Shannon
cipher system where the secret key is distributed through a capacity-limited chan-
nel in [MerO6b|. Recently, Schieler and Cuff in [SC13] considered a lossy source
coding setting with common secret key and the objective is to maximize a pay-
off function based on the source, legitimate’s and eavesdropper’s reconstruction
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sequences. Under certain assumptions, the payoff function can reduce to the equiv-
ocation of the reconstruction sequence. With the focus on source secrecy, it was
discussed in [EULI] that the end-user privacy constraint which is the equivocation
bound of the reconstruction sequence might be an inconsistent secrecy measure.
However, it is still a reasonable measure from an end-user’s secrecy point of view as
it measures amount of the remaining uncertainty of the reconstruction sequence at
the eavesdropper. Closely related to the end-user privacy, Tandon et. al in [TSP13]
considered the setting of Heegard-Berger lossy source coding [HB85] where the de-
graded decoder has an additional privacy constraint on the side information of the
stronger decoder.

7.2 End-user Privacy at Eavesdropper

7.2.1 Problem Formulation

We consider a setting in the presence of an external eavesdropper, as shown in
Fig. Source, side information, and reconstruction alphabets, X', ), Z, X are as-
sumed to be finite. Let (X™, Y™, Z™) be n-length sequences which are i.i.d. according
to Px,y,z. A function F) (X™ Y"™) is assumed to be a component-wise function,
where the " component Fi(n)(X",Y”) = F(X,,Y;) with FF : X x Y — F, for
i=1,...,n (cf, e.g., [Yam82]). Given a source sequence X", an encoder generates
a source description W € W™ and sends it over the noise-free, rate-limited link to a
decoder. Given the source description and the side information Y, the decoder ran-
domly generates X" as an estimate of the value of the function F(™ (X™,Y™) such
that it satisfies a distortion criterion. The eavesdropper has access to the source
description and its own side information Z™. The end-user privacy at the eaves-
dropper is then measured by the normalized conditional entropy H (X' "MW, Z™) /n.
We are interested in characterizing the optimal tradeoff between rate, distortion,
and equivocation of the reconstruction sequence in terms of the rate-distortion-
equivocation region.

The model in Fig. is similar to the secure source coding with side information
in [VP13], except that the end-user privacy is imposed instead of the source privacy.
The setting is also closely related to the model of side information privacy studied
in [TSP13] where the authors are interested in the privacy of side information at
the second decoder who is also required to decode the source subject to a distortion
constraint. As for the end-user privacy, [Mer06a] considered a similar constraint in
the context of coding for watermarking and encryption. The main differences to
our setting are that the author considered the case where there exists a common
secret key sequence independent of the message sequence at both encoder and
decoder, and that the use of a stochastic decoder was not considered. From the
problem formulation point of view, the end-user privacy constraint can also be
considered as a complement to the common reconstruction constraint in lossy source
coding problems [Ste09], or [LMWII] (see also Section B2, Chapter B) where the
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reconstruction sequence is instead required to be reproduced at another node.
Definitions of code, achievability, and the rate-distortion-equivocation region
are given below.

Definition 7.1. A (JW()|, n)-code for source coding with end-user privacy consists
of

« an encoder f(™ : X" — W),

« a stochastic decoder G which maps w € W™ and y" € Y" to &" € x"
according to p(Z"|w, y™),

where W is a finite set.

Let d: F x X — [0,00) be the single-letter distortion measure3. The distortion
between the value of the function of source sequence and side information and its
estimate at the decoder is defined as

n

d™(F™ (X", Y™, X" 2 1 Zd(F(Xi,Yi),Xi),

n -
=1

where d™(-) is the distortion function.

Definition 7.2. A rate-distortion-equivocation tuple (R, D, A) € Ri is said to be

achievable if for any § > 0 and all sufficiently large n there exists a ([W)|,n) code
such that

% log |W(")‘ < R+,
E[d™(FM™ (X", y™),X™)] < D + 4,
and %H(X’"WV, Z") > A — 4.
The rate-distortion-equivocation region Reve is the set of all achievable tuples.

Definition 7.3. Let R°"® be the set of all tuples (R, D, ) € R} such that

n

R>I(X;U|Y) (7.1)
D > E[d(F(X,Y), X)] (7.2)
A< HX|UY)+I(X;Y|T) - I(X; Z|T) — I(U; Z|T, Y, X), (7.3)

for some joint distributions of form Px.y,z(x,y, 2) Pu| x (u|z) Prjy (t|/u) Py y (2|, y)
with [T < |X| + 5, U] < (|X|+5)(|X] +4).

3Note that here X does not denote an alphabet of the reconstruction of X, but of the outcome
of the function F(X,Y).
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In addition, let Rgi‘;e) be the same set as Ri(ﬁve) except that the equivocation

bound is replaced by
A< HXUY)+I(V,X;Y|T) - I(V, X; Z|T), (7.4)

for some joint distributions Px.y,z(2,y, 2) Py x (ul2) Priv (tu) Py, 5y (v, 2|, y),
where H(T|V) = H(T|U) = 0.

7.2.2 Result

Proposition 7.2.1 (Inner and outer bounds). The rate-distortion-equivocation re-
gion Reye for the problem in Fig. [7.2 satisfies Rg:;w) C Reve C R (o).

out

Proof. The proof is given in Appendix [LAl The achievable scheme is based on
layered coding and Wyner-Ziv binning in which the former aims to provide some
degree of freedom to adapt amount of information accessible to the eavesdropper by
utilizing two layers of codewords T and U™, and the latter is used to reduce the rate
needed for transmission. In addition, we allow for a stochastic decoder where the
final reconstruction sequence is generated randomly based on the selected codeword
U™ and the side information Y. O

In the equivocation bound of Ri(ﬁve), the first term corresponds to uncertainty
of X™ due to the use of a stochastic decoder. The difference I(X;Y|T)—I(X; Z|T)
can be considered as an additional uncertainty due to the fact that the eavesdropper
observes Z", but not Y™ which is used for generating X" The last mutual informa-
tion term is related to the leakage of the second layer codeword U™. However, the
fact that it is not clear to interpret might be an indication that the bound is not
optimal. From the proof of the outer bound Rgi‘;e), random variable V' is related
to certain reconstruction symbols and it appears since the reconstruction symbol
depends on the source description and the whole side information Y™ (see, e.g.,
(ZId) where we cannot simplify further the terms with X in the conditioning.).

Remark 7.1. We can relate our result to those of other settings where the function
F() (X™,Y"™) = X™. For example, the inner bound R can resemble the optimal

result of the secure lossless source coding problem considered in [VP13]. To obtain
(eve)

the rate-equivocation region, we set X=U=XinR

7.2.3 Causal Side Information

Next, we consider the variant of the problem depicted in Fig. where the side
information Y is available only causally at the decoder. This could be relevant in
delay-constrained applications as mentioned in [WEQG] and references therein. We
consider the following types of reconstructions.

o Causal reconstruction: X; ~ p(2;|w,y*, 2°71) fori=1,...,n.
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o Memoryless reconstruction: X; ~ p(&;|w,y;) for i =1,...,n.

Definition 7.4. Let Ri(ﬁve’causal) be the set of all tuples (R, D, A) € R3 such that

R>I(X;U) (7.5)
D > E[d(F(X,Y),X)]
A<H(X|U,Z), (7.7)

for some joint distributions of the form Px v,z (2, y, 2) Py x (u|2) Pg 7y (Z|u, y) with
[U| <|X|+ 3.

In addition, let Rgi‘;e’causal) be the same set as Ri(gve’causal) except that the
equivocation bound is replaced by

A < H(X|T, 2), (7.8)

for some joint distributions Px,v,z(,y, 2) Py x (ulz) Priv (t|u) Py (2]u, y) where
H(T|U) = 0.

Causal Reconstruction

Proposition 7.2.2 (Inner and outer bounds). The rate-distortion-equivocation re-
gion Reye for the problem in Fig.[Z.2 with causal reconstruction satisfies the relation
R(eve,causal) CR c R(eve,causal)

= eve — .

n out

Proof. Since the side information is only available causally at the decoder, it cannot
be used for binning to reduce the rate. The achievable scheme follows that of source
coding with causal side information [WE06] with the additional use of a stochastic
decoder. The proof is given in Appendix O

The entropy term in the equivocation bound of Ri(ﬁve’causal) corresponds to un-

certainty of the reconstruction sequence given that the eavesdropper can decode
the codeword U™ and has access to the side information Z™.

Memoryless Reconstruction

Proposition 7.2.3 (Rate-distortion-equivocation region). The rate-distortion-equi-

vocation region Reye for the problem in Fig. [72 with memoryless reconstruction is

eve,causal) . _ (eve,causal)
n , 6, Repe = Rm ’ .

given by RE

Proof. The achievability proof follows the same as in the case of causal reconstruc-
tion. As for the converse proof, let U; £ W which satisfies U; — X; — (Y;, Z;) and
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X — (U, Y:) — (X;,Z;) for all i = 1, ..., n. It then follows that

n(R +0,) > H(W)
> I(X™ W)

H(X;) — H(X;|W, X" 1)

I
NE

1

.
I

NE

>y I(XyUy),

~.
Il
N

D +6, > E[d™(FM™ (X" Y"),X")]
1< N
==Y El(F(X,,Yi), X,)],
P [d(F( ), Xi)]

and

n(A —6,) < H(X"|W, Z"™)
n
< ZH(Xi|Ui7Zi)-
i=1

The proof ends using the standard time-sharing argument. The cardinality bound
on the set U in Ri(gve’causal) can be proved using the support lemma [CK11l Lemma

15.4] that U should have |X'| 1 elements to preserve Py, plus four more for H(X|U),
H(X|U,Z), E[d(F(X,Y), X], and the Markov relation X — (U,Y) — (X,Z2). O

Remark 7.2. For the special case where Y = &, the rate-distortion-equivocation

region is given by Rievecansal) i the corresponding set of distributions such that

n
Y = @. We can see that if the decoder is a deterministic mapping, the achiev-
able equivocation rate is zero since the eavesdropper observes everything the de-
coder does. However, for some positive D, by using the stochastic decoder, we can
achieve the equivocation rate of H (X' |U, Z) which can be strictly positive. This
shows that there exist cases where stochastic decoder strictly enlarges the rate-

distortion-equivocation region.

Remark 7.3. Proposition resembles the result of the special case in [SC13]
Corollary 5] where there is no shared secret key.

7.2.4 Special Case: End-user Privacy at the Encoder

Fig. includes the setting of end-user privacy at the encoder in Fig. as a
special case by setting Z™ = X" since the source description is a deterministic
function of X™. The above results can readily reduce to the corresponding results
for the problems in Fig. as follows.
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e Inner bound: The inner bound for the setting in Fig. is obtained readily
from Ri(ﬁve) by setting Z =X and T =U.

R(eve ,causal)

n

¢ Inner and outer bounds for causal reconstruction are obtained from
and R Cvecausal) by setting Z = X.

out

e The rate-distortion-equivocation region for memoryless reconstruction is ob-
tained from R by setting Z = X.

7.3 End-user Privacy at Helper

In this section, we consider the setting in Fig. [[.4] where the end-user privacy con-
straint is imposed at the helper who provides side information Y to the decoder.
We are interested in how the decoder should utilize the correlated side information
in the reconstruction while keeping the reconstruction sequence secret/private from
the helper.

7.3.1 Problem Formulation

The problem formulation and definition of the code are similar as before, except
that the end-user privacy constraint is now at the helper.

Definition 7.5. A rate-distortion-equivocation tuple (R, D, A) € Ri is said to be

achievable if for any § > 0 and all sufficiently large n there exists a ([W)|,n) code
such that

% log |W(")‘ < R+,
E[d™ (FM™ (X", Y™),X™)] < D+,
am.lﬂdﬂwsz—&
The mte—dz’stortz’on—equivocatz’g:z region Ruelper is the set of all achievable tuples.

Definition 7.6. Let Ri(f:elp) be the set of all tuples (R, D, A) € Rﬁ_ such that

R>I(X;U[Y) (7.9)
D > E[d(F(X,Y), X)) (7.10)
A< HX|U,Y)+I(X; X|Y), (7.11)

for some joint distributions of the form Pxy (z,y)Py x (ulz)Pgyy (Elu,y) with
U] < |x|+ 3.

In addition, let Rgﬁlp) be the same set as Ri(::elp) except that the equivocation

bound is replaced by
A< HX|UY)+I(X;V,X|Y), (7.12)

and the joint distributions is factorized as Px,y (2, y) Py x (ulz) Py, 51y (v, £[u, y).
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7.3.2 Result

Proposition 7.3.1 (Inner and outer bounds). The rate-distortion-equivocation re-
gion Rherp for the problem in Fig. satisfies Rgﬁelp) C Rheip C Rg;ilp).

Proof. The proof is given in Appendix [Z.C] in which the achievable scheme imple-
ments Wyner-Ziv type coding with the additional use of a stochastic decoder. We
note that since there is no eavesdropper in this setting, no layering is used in the

achievable scheme. As for the outer bound, the presence of random variable V in
R(help)

out

can be argued similarly as in the proof of Proposition [[.2.1] O

Remark 7.4. One example showing that stochastic decoder can enlarge the rate-
distortion-equivocation region is when Y = X in Fig.[[4l Since the source is avail-
able completely at the decoder, we do not need to send any description over the

rate-limited link and the zero rate is achievable. In this case, we have that Ryep is

given by the inner bound Ri(:;elp) where X =Y and U = &. For any positive D,

the stochastic decoder could randomly put out a reconstruction sequence that still
satisfies the distortion level D, and achieve a positive equivocation rate as opposed
to the zero equivocation in the case of a deterministic decoder.

7.4 Binary Example

In this section, we consider an example illustrating the potential gain from allowing
the use of a stochastic decoder. Specifically, we consider the setting in Fig. [[2under
memoryless reconstruction and assumptions that Z = ) and F(X,Y) = X. Then
we evaluate the corresponding result in Proposition

Let X = X = {0, 1} be binary source and reconstruction alphabets. We assume
that the source symbol X is distributed according to Bernoulli(1/2), and side infor-
mation Y € {0,1, e} is an erased version of the source with an erasure probability
pe. The Hamming distortion measure is assumed, i.e., d(x, %) = 1 if  # 2, and zero
otherwise. Inspired by the optimal choice of U in the Wyner-Ziv result [WZ76], we
let U be the output of a BSC(p,), p. € [0,1/2] with input X. The reconstruction
symbol generated from a stochastic decoder is chosen s.t. X=Yify # e, other-
wise X ~ P17, where Py, is modelled as a BSC(p2), p2 € [0,1/2]. With these
assumptions at hand, the inner bound to the rate-distortion-equivocation region in
Proposition can be expressed as

Rin,random = {(Ra D, A)|R >1- h(pu)

D > pe(pu*p2)

A < h(pu(1 = pe) + pape)
for some p,,,p2 € [0,1/2]},

where h(-) is a binary entropy function and a b = a(1 —b) + (1 — a)b.
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Figure 7.5: Achievable minimum distortion w.r.t. equivocation for a fixed rate R =
0.7136, and p. = 0.5. (© 2014 IEEE)

For comparison, we also evaluate the inner bound for the case of the Wyner-Ziv
optimal deterministic decoder by setting ps = 0. We plot the achievable minimum
distortion as a function of equivocation rate for a fixed R = 0.7136, where p, = 0.5.
Fig.[Hshows the tradeoff between achievable minimum distortion and equivocation
rate for a fixed rate R. We can see that in general the minimum distortion is
sacrificed for a higher equivocation. For the same particular structure of Py x and
the given deterministic decoder in this setting, it shows that, for a given rate R and
distortion D, a higher equivocation rate A can be achieved by using a stochastic
decoder.* As for the low equivocation region, we observe a saturation of distortion
because the minimum distortion is limited by the rate. The value Ag,t at which
the minimum distortion cannot be lowered by decreasing A can be specified as
Ngat = h((1—pe)h~1(1— R)), and the corresponding Dyin(R, Ngat) = peh ™1 (1—R)
is the minimum distortion according to the Wyner-Ziv rate-distortion function. It
could also be interesting to see how good the inner bounds are by evaluating the
outer bound result. However, it involves the optimization over an auxiliary random
variable which is not straightforward and will be left for future work.

Special case: In the special case where Y = (), the gain can be shown as
follows (cf. Remark [72). If the decoder is a deterministic mapping, the achiev-
able equivocation rate is always zero since the eavesdropper is as strong as the
decoder. The corresponding distortion-rate function for this example is given by

4Here we only evaluate and compare inner bounds on the rate-distortion-equivocation regions
to illustrate a potential gain of allowing the use of a stochastic decoder.
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D > h7}(1 — R) [EK11, Chapter 3]. However, by using the stochastic decoder as
above, we can achieve D > h='(1—R)xh~1(A) (by letting p. = 1 in Rin random)- For
D = h=Y(1— R)*c, where ¢ € (0,1/2], we can achieve strictly positive equivocation
rate h(c).

7.5 Conclusion

In this chapter, we introduced a new privacy metric (end-user privacy constraint) in
problems of lossy source coding with side information. We considered several prob-
lems where the end-user privacy constraint is imposed at different nodes, namely the
eavesdropper, the encoder, and the helper. Since the goal of end-user privacy is to
protect the reconstruction sequence generated at the decoder against any unwanted
inferences, we allow the decoder mapping to be a random mapping, and it was shown
by example that there exist cases where a stochastic decoder strictly enlarges the
rate-distortion-equivocation region as compared to the one derived for determin-
istic decoders. In general, characterizing the complete rate-distortion-equivocation
region for the setting with end-user privacy is difficult since conditioned on the
source description, the reconstruction process is not necessarily memoryless. As
seen in a special case of end-user privacy at the eavesdropper, when we restrict the
reconstruction symbol to depend only on the source description and the current
side information symbol, the complete rate-distortion-equivocation region can be
given.
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Appendix for Chapter [7|
7.A  Proof of Proposition [7.2.7]

The inner bound proofs for the rate and distortion constraints follow from the cod-
ing scheme which utilizes layered coding and Wyner-Ziv binning. That is, we have
two layers of codewords T™ and U™ forming the codebook, and after encoding,
only the bin indices of the chosen codewords are transmitted to the decoder. Also,
instead of using the deterministic function at the decoder, we allow stochastic de-
coder to generate the reconstruction sequence, i.e., the decoder puts out X " where
X; ~ PXlUY for each 1 = 1,...,n. The outline of the proof is given below.

Fix Py x, Prju, and PX|U y- Randomly and independently generate 2n(I(X5T)+0e)
t"(5) sequences, each i.i.d. according to [[I—, Pr(t;), j € [1 : 2"UXT+8)] Then
distribute them uniformly at random into 27((XTIY)+200) equal-sized bins br(wy),
wy € [1: 2”1<X?T|Y)+255]. For each j, randomly and conditionally independently
generate 2" (X5UIT)+0¢) 4 (5 k) sequences, each i.i.d. according to [Ty Pojr(uilts),
k€ [1:2rU(XUITH0)] and distribute these sequences uniformly at random into
onI(XUITY)+20¢) oqual-sized bins by (§,ws), wy € [1 @ 20 (XGUITY)+20] For en-
coding, the encoder looks for ¢"(j) and u™(j, k) jointly typical with z”. With high
probability, it will find such codewords and then send the corresponding bin indices
wy and ws to the decoder. The total rate is thus equal to I(X; T|Y)+I(X;U|T,Y)+
46, = I(X;U|Y) + 44.. Based on the received bin indices, the decoder, with high
probability, will find the unique sequences t"(j) € br(w;) and u"(j, k) € by (j, w2)
such that they are jointly typical with y™. Then it puts out 2™ where Z; is randomly
generated according to PX|U,Y(§9i|uia Yi), t=1,...,n.

Let T™(J) and U™(J, K) be the codewords chosen at the encoder, and W; and
W3 be the corresponding bin indices of the bins which T7(.J) and U"(J, K) belong
to. Then W; and W5 are functions of J and K. Since we have that the tuple
(X", Tn(J),U(J,K), Y™, X") € T{(X,T,U,Y, X) with high probability, it can
be shown that the distortion constraint is satisfied if E[d(F(X,Y), X)] < D.

Next, we give a sketch of the proof for the equivocation constraint. Let C,
be a random variable representing the randomly chosen codebook. By Fano’s in-
equality, we have that for any C, = €,, H(J,K|Wy,W,,Y" C,, = €,) < 1+
Pr(&)log(|J||K]), where Pr(€) is the probability that (J, K) cannot be determined
from (W1, Wa, Y™). From the decoding process, we have that Pr(£) — 0 as n — oo.
Then, it follows that

—H(J, KWy, Wy, Y™, C,) Zp H(J, K|Wy,Wa,Y"™,C, = €,)

< zp«fn)(E v Pr(f:)% log(|71K1)

< €n, (7.13)
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where €, — 0 as n — oo.
The equivocation averaged over all possible codebooks can be bounded as fol-
lows.

H(Xn|W1; WQ? Znacn)
= H(X"|J,K,Y", Z",Cp) + I(X™; J, K,Y" Wy, Wa, Z",C)

U Y, C) + (X Y WA, Wa, 27, Co)
+ H(J, K|Wy, Wy, Y™, Z" Cp) — nen

= H(X"U™ Y",Co) + H(Y™, Z") + H(Wy, Wa|Y™, Z",Cp) — H(Wy1, Wa, Z"|Cp)
— H(Y"™ Wy, Wy, Z™, X",Cp) + H(J, K|Wy,W1,Y"™, Z",C,)) — nen

= HX™U™Y",C,)+HY™, Z")+ H(J,K|Y", Z",Cp) — H(Wy, W2, Z"|Cy,)
— H(Y"|Wy, Wy, Z", X" Cp) — nen

(zb) H(X™MU™, Y™+ H(Y", Z") + I(J,K; X"|Y"™, Z",C,) — H(W1|Cp)
— H(W,|C) — H(Z™|W1,Cp) — H(Y™|Wy, 2™, X", Cp) — nen
= H(X™U™,Y") + H(Y", Z") + I(J,K; X"|Y"™, Z",C,) — H(W,|C,)
— H(W,|Cp) — H(Z™|J,C) — (27 J|Wh,C) — H(Y™|J, 2", X", Cy)
—I(Y™ J|Wy, 2™, X", Cp) — nen
> H(X™U™, Y™+ H(Y"™, Z") + I(J,K; X"|Y"™, Z",C,) — H(J|Cp)
— H(W,|Cn) — H(Z™|J,Cp) — H(Y™|J, Z™, X™,Cp) — ney,

© -
> nH(X|U,Y) + H(Y, Z) + I[(X;T,U|Y, Z) — I(X;T) — I(X;U|T,Y)
- H(Z|T) - H(Y|TaZ7X) - 52 - Gn]

D n[H(X|U,Y) + I(X;Y|T) ~ (X 2|T) — 1(U3 ZIT.Y, X) — 67

> n[A = 5]

if A < H(X|U,Y)+I(X;Y|T)—-I(X; Z|T)-1(U; Z|T,Y, X ), where (a) follows from,
conditioned on the codebook, we have the Markov chain X" — (U™(J, K),Y") —
(J,K,Z™), and from Fano’s inequality in (ZI3), (b) follows the from the Markov
chain X" — (U™(J,K),Y"™)=Cp, from (J, K) is a function of X", and that condition-
ing reduces entropy, (¢) follows from the codebook generation and from bounding
the term H(X"|U™,Y™) where X" ~ [T, Pgyy similarly as in Lemma B3]
and the terms H(X"|J,K,Y™ Z" C,), H(Z"|J,Cy), and H(Y™|J, Z", X" C,) for
which the proofs follow similarly as that of Lemma [54], and (d) from the Markov
chains T —U — X — (Y, Z) and X — (U,Y) — (X, Z,T).

The cardinality bounds on the sets 7 and U in Ri(ﬁve) can be proved using the
support lemma [CK11, Lemma 15.4] and is given in Appendix
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As for the outer bound, let T; £ (W,Z'=1,Y,), U; & (W, 271, Y™\)) and
Vi, & (W,Z71 Y, X™V) which satisfy T; — U; — X; — (Y3, 7Z;) and (Vi, X;) —
U, Y:) — (X4, Z;,T;) for all ¢ = 1,...,n. The outer bound proof for the rate and
distortion constraints follows similarly as that of the Wyner-Ziv problem with the
exception of the part related to stochastic decoder.

That is, we have

n(R+ 6,) (W)

H
(X", 2% W)

vV v

H(X:, Zi|Y;) — H(X;, ZW, X", 2771 Y™

<

V2
M 1

—~
S
~

H(X;, Zi|Y;) — H(Xy, Zi|Uy, Vi)
1

.
I

> I(X; Uiy,

-

Il
-

7

where (a) follows from the definition of U; and that conditioning reduces entropy,
and

A

D+8, 2 B (PO (X" 7). £

:—ZE F(X:,Y;), X))

The equivocation bound follows below.
n(A —6,) < H(

H(
H(

"W, Z")
W) = I(XT ZMW)
MW, YT) A+ I(XT Y W) — I(X™ 27 W)

o ><> ><>

H(X,[W.Y™) + HY|W,Y}1,) = HYi[W, Y1, X

Ms

1
— H(ZJW, Z'Y) + H(ZW, 2171, X™) (7.14)

.
I

@ S\ - A
<D HX W Y™, 2070 — 1Y WY + 1(Y5 X0)
=1
IV WYL, XNVXG) + H(Zs W, 2071 — 125 X,)
—I(Z; W, 271, X™V| X))
n
USTHX W, Y™, 2070 — IV W, 27 V) + 1(Yis X))

i=1
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A

HI(Y W, 257 Y X™NXG) + T Zs W, 270 — (2 Xo)
—I(Zi;W, Z71 v, XV X)

ST HRUL V) — I(Y 1) + 1(Yis R0) + I(Yis T, Vil K0
=1

+ I1(Zs;Ty) — 1(Zi; X,) — 1(Zi; Ty, Vil X))

n
=Y H(X|U.Y;) + I(Ys; Vi, Xi|Ty) — 1(Zi; Vi, Xi|T),

i=1

where (a) follows from the Markov chain X; — (W,Y™) — Z*=1, (b) follows from
the Csiszar’s sum identity, > | I(Y;; Z'7 YW, Y/ ,) — I(Z; Y, |W, Z'~1) = 0 and
S LY 2N WL XY — I(Z Y |W, X7, Z071) = 0, and (c) follows from
the definitions of T;, U; and V.

Note that from the definitions of T3, U;, and V;, we have that T; is a function of
U, or V;. So we can further restrict the set of joint distributions to satisfy H (T;|U;) =
H(T;|V;) = 0. The proof ends using the standard time-sharing argument.

7.B  Proof of Proposition

The inner bound proof for the rate and distortion constraints follows that of source
coding with causal side information [WE06] with the additional use of a stochastic
decoder. Since the side information is only available causally at the decoder, it
cannot be used for binning to reduce the rate. Here, we just use the rate-distortion
code with codewords U™. The decoder then generates X ™. where X ~ PX|U,Y for
i =1,...,n. The proof of equivocation constraint is given below. It is different from
the noncausal case in that the scheme does not utilize binning. Here W denotes the
index of codeword U"™. The equivocation averaged over all possible codebooks can
be bounded as follows.

H(X"W,Z",C,) = HX™|W, Z", Y™, C,) + I(X™; Y"|W, Z",C,)
= H(X"|W,Y",Z",C,) + HY"|W, 2",C,) — H(Y"|W, 2", X", Cp)
W g U W), Y™, ) + H(Y™, Z7) + HW[Y™, Z",Cy) — H(W|Cn)

— H(Z"|W,C,) — H(Y"|W, Z", X",C,)

(b) N
> n[H(X|U.Y) + H(Y.Z) ~ I(X:U) =8/ + HOW|Y™, 2".C,) — H(Z"|W.Cy)

Lp
— H(Y"™W,Z2Z", X",Cp)

—

c

= P — &)+ I(W; XY™, Z",C,) — H(Z™MW,Cp,) — HY™W, Z", X", C,)
=n[P =6+ H(X"[Y", Z") = H(X"[W, Y™, Z",Cn) — H(Z"|W,Cy)

~
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- H(Yn|Wa Znaxnvcn)]

n[H(X|U,Y)+ H(Y,Z) - I(X;U)+ H(X|Y,Z) — H(X|U,Y, Z)
—H(Z|U)-H(Y|U, Z,X) — "]

© H (XU, Z) - 8"

> n[A — 8]

if A < H(X|U,Z), where (a) follows from, conditioned on the codebook, we
have the Markov chain X" — (U™, Y™) — (W, Z"), (b) follows from the Markov
chain X" — (U™(J,K),Y") — Cp, from bounding the term H(X"|U™ Y") where
X" ~ T, PX‘UY similarly as in Lemma and from the codebook gener-
ation, (c) follows since W is a function of X™, (d) follows from bounding the
terms H(X"|W, Y™, Z" C,), H(Z"™|W,C,), and H(Y"|W, Z",X",Cn) similarly as
that of Lemma 5.4 and (e) follows from the Markov chains U — X — (Y, Z) and
£ - (UY) - (X,2)

The cardinality bound on the set ¢/ in Rl(f.fve causal) o be proved using the
support lemma that & should have |X'| — 1 elements to preserve Px, plus four more
for H(X|U), H(X|U, Z), E[d(F(X,Y), X], and the Markov relation X — (U,Y) —
(X, Z).

For the outer bound proof, let U; £ (W,Y~1, Xi=1) T, £ (W, X*~1) which
satisfy T; — U; — X; — (Y3, Z;) and X; — (U, Y;) — (X, Zs, T;) for all i = 1,...,n. Tt
then follows that

n(R+4,) >
>

=Y H(X;) — HXi[W, X"
=1
=N H(X) - HXGW, XLyt X

> 3 (X0,

where (a) follows from the Markov chain X; — (W, X*~1) — (Y=, X*~1). And

A

D+6, > E[d(")( M (xm Y™, X™)]
:—ZE F(X;,Y:), X))

And
n(A —6,) < HX™W, Z")
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= H(X,|T;, Zy).
i=1
Note that from the definitions of T; and U;, we have that T; is a function of U;. So

we can further restrict the set of joint distributions to satisty H(T;|U;) = 0. The
proof ends using the standard time-sharing argument.

7.C Proof of Proposition [7.3.7]

The inner bound proof for the rate and distortion constraints follows from the
scheme that implements Wyner-Ziv type coding with the additional use of a stochas-
tic decoder. We only give a sketch of the proof of equivocation constraint here. The
equivocation averaged over all codebooks can be bounded as follows.

H(X"|Y™,Cp) = H(X"|X", Y™, C,) + I(X" X", [Y",Cp)

W g XX, U, Y, C) + 1K X YT C)

§ n[H(X|U,Y)+ H(X|Y) - H(X|Y,X) — 8]

n[H(X|U,Y)+I(X; X|Y) =]
n[A — 8]

—~
=

Y

if A < H(X|U,Y)+I(X;X|Y), where (a) follows since U" is a function of X, and
(b) follows from the Markov chain X™ — (U™, Y™) — (X™,C,), and from bounding
the terms H(X™|Y™, X", C,) and H(X”|U”, Y™) similarly as in Lemmas [5.4] and
B3] respectively.

The cardinality bound on the set U in Ri(ildp) can be proved using the support
lemma that U should have |X| — 1 elements to preserve Px, plus four more for
H(X|U,Y), H(X|U,Y), E[d(F(X,Y), X], and the Markov relation X —(U,Y)— X.

The outer bound proof for equivocation constraint is as follows. Let U; £

(W, X=1 Y™\ and V; £ (X1, y™\i, X"\7) which satisfy U;— X;—Y; and (V;, X;)—
(U;, ;) = X; for alli =1,...,n. It follows that
n(A—6,) < HX"[Y™)
= H(X"|X"Y") + I(X" X", |[Y")
@ R X WY+ (R XY
n
=Y H(XW, XL X" Y") + HX|Y;) — H(X;| XY™, X™)
=1

) & . .
< ZH(Xi|UiaYi) + H(X;|Y;) — H(X4|Vi, X3, Y5)

i=1
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=Y H(X|U,Y;) + I(X3; Vi, XilV5),
i=1
where (a) follows from the deterministic encoder, (b) follows from the definition of
U;, V;. The proof ends using the standard time-sharing argument.

7.D Cardinality Bounds of the Sets 7 and U in Proposition
[.2.1]

Consider the expression of Ri(ﬁve) in Proposition [.2.1k

R>I(X;U|Y)
D > E[d(F(X,Y), X)]
A< HX|UY)+ I(X;Y|T) - I(X; Z|T) — I(U; Z|T, Y, X),

for some U € U, T € T such that T — U — X — (Y, Z) and X — (U,Y) — (X, Z,T)
form Markov chains.

We can rewrite some mutual information terms in the rate and equivocation
expressions above and get

R> H(X|Y) - H(X,Y|U)+ H(Y|U),
A< H(RYU) = H(Y|U)+ [(Y; X, Z|T) — H(ZIT) + H(Z,Y|U) — H(Y|U).

We will prove that the random variables T' and U may be replaced by new ones, sat-
isfying | 7] < |X|+5, U] < (|]X|+5)(|X|+4), and preserving the terms H(X,Y|U)—
E[d(F(X,Y), X)], and the Markov relations.

First we bound the cardinality of the set 7. Let us define the following |X| + 5
continuous functions of p(ult), u € U,

Fip(ult) =Y plult)plalu,t), j=1,...,[X ~1,

u€U

fia((p(ult)) = HX,Y|U,T = t) = HY|U,T = t)

=H(X,UY|T =t)- HUY|T =),
HX,Y|UT=t) - HY|UT=1)
H(X,U,Y|T =t)— HU,Y|T =1),
H(Z,Y|UT=t) - HY|U,T =t)
H(Z,U,Y|T =t)— HU,Y|T =t),
I(Y;X,2|T = t) - H(Z|T = t),
H(X|U,Y,X,Z,T =t)

f|X\+1(p(U|t))

fix+2(p(ult))

f|X\+3(p(U|t))
fixj+a(p(ult))
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H(X,UY,X,Z|T =t)— HU,Y, X, Z|T = t),
firrs(pult)) = E[d(F(X,Y), X)|T = 1.

The corresponding averages are

> o) fi(p(ult)) = Px(2), j=1,...,|X| -1

gp () fix(p(ult)) = H(X,U,Y|T) — H(U,Y|T),

ip (t) flxp1 (p(ult)) = HX,U,Y|T) — H(U,Y|T),
;P(ﬂfxuz(p(uw)) = H(Z,U,Y|T) - H(U,Y|T),
;p(t)fmw(p(UIt)) =I(Y; X, Z|T) - H(Z|T),
tez;p(t)fX|+4(p(UIt)) = H(X,U,Y,X,Z|T) - H(U,Y, X, Z|T),
;Z;p (t)fx145(p(ult)) = E[d(F(X,Y), X)].

According to the support lemma [CK11, Lemma 15.4], we can deduce that there ex-
ist a new random variable 7" jointly distributed with (X,Y, Z, U, X) whose alphabet

size is |T'| = |X| + 5, and numbers «o; > 0 with Z‘Zﬂﬁ o; = 1 that satisfy

|X|+5

Z az’fj(p(u|t)) = Px(l’), j=1,..., |X| -1,

=1

|X|+5

> aifix(p(ult)) = HX,U,Y|T") = HU,Y|T'),
=1

|X|+5 .

> aifixap(ult) = HX,U,Y|T') - HU,Y|T'),
=1

|X|+5

> qifixa(p(ult)) = H(Z,U,Y|T') = HU,Y|T'),
=1

|X]+5 R

> aifixs(plult)) = 1(Y; X, Z|T') — H(Z|T'),
=1

|X]+5 R

> aifixalplult)) = H(X,U,Y, X, Z|T") - H{U,Y, X, Z|T"),

i=1
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|x|+5

Z ai flx+5(p(ult)) = E[d(F(X,Y), X)].

i=1
Note that

H(X7 U7Y|TI) - H(U7Y|Tl) = (X7 U7Y|T) - H(U7Y|T)

Y H(X,YU) - HY|U),

where (%) follows from the Markov chain T — U — X — (Y, Z). Similarly, from
the Markov chains T — U — X — (Y, Z) and X — (U,Y) — (X, Z,T), we have
that H(X,U,Y|T") — H{U,Y|T") = H(X,Y|U) — H(Y|U) and H(Z,U,Y|T") —
HU,Y|T") = H(Z,Y|U) — HY|U). Since Px(x) is preserved, Px y(x,y) is also
preserved. Thus, H(X|Y) is preserved.

Next we bound the cardinality of the set . For each t' € 7', we define the
following |X| 4+ 4 continuous functions of p(z|t’',u), z € X,

fip(lt uw) =p(lt' u), j=1,...,1& -1

fix|plt' w) = HX,YT'=t',U=u) - HY|T' =t',U = u),

p(|t,u)) = HX,Y|T' =t',U =u)— HY|T' =t',U = u),
H(ZY|T =t,U=u)—HY|T' =t',U = u),
H(X,Y,X,Z|T'=t',U =u)— H(Y,X, Z|T' =t',U = u),
Eld(F(X,Y),X)|T" =t U = u).

fraepa( )
fiaejr2(p(alt’,w))
fiaja(p(a]t' w))

(n( )

fix)+a(p(zlt’, u

Similarly to the previous part in bounding |7, there exists a new random vari-
able U'{T" = t'} ~ p(¥/|t') such that [U'| = |X| + 4 and p(z|¢'), H(X,Y|T' =
v.U)— HY|T' = t,U), HX,Y|T' = ¢',U) — HY|T" = ¢',U), H(Z,Y|T' =
¢ U) - HY|T' = t,U), HX,Y, X, Z|T" = t',U) — H(Y, X, Z|T' = t',U), and
E[d(F(X,Y),X)|T" = t'] are preserved.

By setting U"” = (U',T") where U = U’ x T’, we have that T' —U" — X — (Y, Z)
forms a Markov chain. To see that the Markov chain X — (U”,Y) — (X, Z,T") also
holds, we consider

I(X:X,Z,T\U",Y)=I(X; X, Z|U',T",Y)

= HX|U',T",Y) - HX|U,TY,X, Z)

Y XU, T,Y) - HX|U,T',Y, X, Z)

Y H(X|U.T,Y) - HX|U.T,Y. X, 2)

where (a) follows from preservation by U ", (b) follows from preservation by T”, and
(¢) from the Markov chain X — (U,Y) — (X, Z,T).
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Furthermore, we have the following preservations by U”,
HX,YU"Y-HY|\U")=H(X,Y|U,T") - HY|U',T")
Y X, YU, T - HY|U,T)

Y X, YU, T) - HY|U,T)
© g

X, Y|\U) - HY|U),

where (a) follows from preservation by U’, (b) follows from preservation by 7", and
(¢) follows from the Markov chain T'— U — X — (Y, Z). Similarly, from preservation
by U’ and T”, and the Markov chain T—U — X — (Y, Z) and X —(U,Y) — (X, Z,T),
we have that H(X,Y|U") - H(Y|U") = H(X,Y|U) — H(Y|U) and H(Z,Y|U") —
HY|U") = H(Z,Y|U) — HY|U).

Therefore, we have shown that T € T and U € U may be replaced by T/ € T’
and U"” € U" satisfying

T =|X|+5
U’ = 1T U = (|1 X] +5)(|1X] +4),

and preserving the terms H (X, Y|U)-H (Y |U), HA()A(7 Y|\ U)-HY|U),H(Z,Y|U)—
HY|U), I(Y;X,Z|T)—- H(Z|T), E[d(F(X,Y), X)], and the Markov relations.






Chapter 8

Conclusion

8.1 Concluding Remarks

In this thesis, we have investigated several problems involving source and channel
coding with additional constraints. Motivated by the growing needs in various ap-
plications, we have expanded previous models of the communication system with
new features and objectives such as signal reconstruction and information privacy
constraints and characterized the corresponding fundamental limits and tradeoffs.

In Chapters B to B, we studied the communication problem with flexible infor-
mation acquisition, modeled by action-dependent side information. This framework
allows us to have more degrees of freedom to control or influence the interactions
among nodes in the network in the form of side information, and is relevant to many
applications such as sensor networking and controlled sensing. In Chapters [l and
M we considered signal reconstruction requirement as a new objective in the sys-
tem model and derived the corresponding fundamental tradeoff. The results reveal
fundamentally how a newly imposed reconstruction constraint affects the optimal
tradeoffs. They could be used as a guideline for designing a new system or for mod-
ifying existing systems with some new constraints. The duality between the source
and channel coding problems considered in Chapter 3] was also explored. From the
obtained rate-distortion-cost function and the channel capacity, we concluded that
the formula duality does not hold in general due to some differences in the op-
erational structure between the problems. The capacity result in Chapter [ also
revealed some interesting implication of the additional reconstruction (reversible
input) requirement. That is, the channel capacity is expressed in a form involving a
restriction on the set of feasible input distributions, termed as the two-stage coding
condition. This condition was shown to be related to an underlying rate constraint
in the multi-stage setting studied in Chapter @

In Chapters [ to [[l we take into account several aspects of information pri-
vacy in the system model. When several users exchange data over a network, it
is important that sensitive information is kept private or secret from unintended
users. Privacy and security in compression systems have become relevant, especially

195
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when dealing with large amount of data. They have recently found applications in
databases, distributed storage of genomic data, etc. We considered three different
aspects of information privacy, namely privacy of the source sequence against an
external eavesdropper, privacy of the source sequence in the presence of an unin-
tended legitimate user (public helper), and privacy of the reconstruction sequence
against the eavesdropper or user in the system. To measure information privacy,
we use basic information theoretic quantities such as conditional entropy (equiv-
ocation) or mutual information (leakage) which provide asymptotic guarantees on
the average uncertainty or leakage of information. The general aim of the study
is to understand the new fundamental tradeoff between compression efficiency, re-
liability, and information privacy. The obtained results provide insight into how
to design the communication and compression systems that are both reliable and
secure.

8.2 Future Work

In the following, we discuss some potential directions for future research.

o Implicit feedback vs explicit feedback in lossy source coding with side informa-
tion: In Chapter Bl we studied a lossy source coding problem with common
reconstruction constraint which requires that the sender can locally reproduce
the exact copy of the receiver’s reconstruction sequence. This may be viewed
as having an implicit feedback from the receiver to the sender. It is therefore
natural and interesting to compare the result in Chapter [ with that of the
system model where there exists an explicit rate-limited feedback link. For ex-
ample, how does the system performance compare in terms of total sum-rate
over rate-limited links when we have the CR constraint (implicit feedback)
and when the decoder sends back a description of the reconstruction as an
explicit feedback to the encoder?

o Code design for common reconstruction and secure compression with side in-
formation: We have seen that an achievable scheme which uses the binning
technique is optimal for lossy source coding with common reconstruction.
It would be interesting to investigate how existing practical codes for the
rate-distortion problem can be modified to suit the problem with common
reconstruction constraint. The study would result in a practical code that
potentially allows an implicit feedback in the communication which could
be useful for control-oriented applications. Similarly as with common recon-
struction constraint, an achievable scheme for secure source coding with side
information is based on layered binning. It would be interesting to see if the
existing nested-type codes can be modified to suit the secure source coding
problem as well.

o Differential privacy in public helper model: In Chapter [6] we have studied the
problem of source coding with a public helper where we wish to protect the
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source sequence from an intermediate node who helps to relay information to
the receiver. In some scenarios, the source may be composed of several parts
and are supposed to be reconstructed at the decoder through the help of a
public helper in the network (see, e.g., [Yam94], for differential privacy in the
Shannon cipher system without a helper). However, only some parts require
privacy, i.e., the helper is not allowed to know about the private part of the
source. We are interested in characterizing the fundamental tradeoff between
the rate, distortion, and privacy of the private part of the sources.

Optimal use of side information for both compression and secret key gener-
ation: In Chapters [l and [6] we considered the special case under log-loss
distortion of secure source coding problems with common side information at
the encoder and decoder. Under this assumption, it was shown that the side
information at the encoder is not helpful for compression, but can be used
to generate a secret key to reduce the leakage. In general case, it would be
interesting to investigate how to utilize the side information at the encoder
for both compression and secret key generation in the optimal way.

Rate-limited randomness at the decoder for end-user privacy: In Chapter [
we have seen that the use of a stochastic decoder is helpful in enlarging the
rate-distortion-equivocation region. As the source of randomness in practice
may be limited, we might consider an explicit source of randomness which has
a limited rate, and aim to characterize the tradeoff among the compression
rate, distortion, equivocation, and rate of the random source.

Stochastic encoder for end-user privacy: Is a stochastic encoder helpful when
a stochastic decoder is already used? Can the randomness introduced by the
encoder be transferred to the decoder without loss?

Active eavesdropper (adversary) and other privacy/security metrics: Through-
out the thesis, an eavesdropper is assumed to be passive in the sense that it
only listens to the eavesdropped transmission, and we use basic information
theoretic quantities such as conditional entropy (equivocation) and mutual
information (leakage) to measure information privacy. It could be possible
that the eavesdropper in the network is active and wishes to decode the sig-
nal of interest to increase his/her utility. Other relevant metrics can then
be considered, e.g., the maximum of minimum distortion that the adversary
can achieve. The problem formulation can be extended to take into account
the action of the adversary and to consider a joint payoff function to be
optimized with respect to the legitimate users. Alternatively, we might for-
mulate the problem as a non-cooperative game where the legitimate users and
adversary have conflicting objectives. On the other hand, the eavesdropper
might turn malicious and wish to tamper with the transmission. This basically
changes the nature of the problem to an authentication-type or detection-type
(anomaly detection) problem in which the vulnerable transmission needs to
be authenticated or verified before being utilized.
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